DESCRI PTI ON:  FI ELD OF THE | NVENTI ON [ 0001] The present
invention relates to automated sol utions for renote
n@bz&kﬁebgpn and, nore specifically, relatesdrananign?
aut omati on and security systiem whi ch provides

real -tinme notification of a situation to an end user,
usi ng one or nore ad-hoc nesh networ ks BACKGROUND OF
THE | NVENTI ON [ 0002] Renot e noni toring systens provide
an end user of the nonitoring systemw th access to
desired data fromrenote |ocations. In addition to
beDRECRIPITONf:f ecti ve and conveni ent, such nonitoring
systens provide an efficient and reliable solution for
delivering data to the end user of the nonitoring
SyBEEMOIFGIE ITHEMNEAEY, the usage of utility

commodi ties, such as electricity, water, gas st eam

and t he Ilke i's convenientl) ti
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plurality of utility neters that allom1usage data to

fl 0 a host conputer having a
gﬁckg be#&ﬁf%ﬁgg?%ﬁﬂﬁan intervention. Since no

nanual readlng of the utility meters is involved,

addi ti COSt K PLRGEM S e idue exﬁcﬂlslﬂmﬁ'&ﬁ n@hit@ing system
are avg&gbb [0053 Anot her §$§§ gf gh%hgcat
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poP nei ghbors to cal Qr,
ot hevrivg S@ll]a}gmygh‘e,nﬁlﬂtqt}bhlilerl[Hiélé’Fntlop.b%q;:et}o m%l’&lg eadmg of the utility

rm%e‘&e?sr 1'3 ngol%'ds 1 LB, A Qo a0 Pk Qi El Bre @ BYe (WRKERdNGof Ae hloled.
homeowner of a possible intruder presence. Mboreover,

the nonitoring systenms do not nonitor the val uabl e .
assets mhagh ar esgpiaseda ﬂﬁﬁbbhdah@a fapfich omedk mo@ring gems is home
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di ficgedrehtB @1 as theft of valuable assets, intrusion, damage to pmpexty or any such adverse
condition. Typical monitoring systems for securing a household monitor doors and windows of
a residence when activated. If a door or a window is opened or broken, the moniforing system
sounds an alarm in an atiempt to alert the police or to alert the neighbors to call the pelice or
otherwise apprehend the intruder. However, such monitoring systems do not provide any
warning to the homeowner of a possible intruder presence. Moreover, the monitoring systems

do not monitor the vainable assets which are placed near the monitored area.



di fferent zones. For exanple, the hone may be divided
into a garage, a basenent, and main |iving quarters.
SR6Ylidshysskevi ces (gener al I y in the formof sengoNg)7/000271
may be installed in each of 2t hese zones. In addition,

a central nonitoring station, generally referred to as

a mai mogant r ol ryBidbs to hidn i @ wvda@blé @s&@ﬂﬁthaﬁbhs)kyﬂmny tliorded into
all the security dev%gs int
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her rou a W red connecti on
omemmg:uanwwledse@g neid g mz aaup ﬁg greahingn AHYRIE fgyert the police or
t Ig%?t%wq;\éﬁ&%s to the central nonitoring station
require extensive nodifications to the prem ses.
Laying the cable is al so an expensive proposition, and

t he | q@@BH‘ of tie @aﬁﬂaaommy oF tlﬁ:earbvﬁﬁmfcﬁxldnlad’rmtcmﬁtheievmes are
ecurit t ed
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Wi rel ess systens are set-up in point-to-point
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re 1111&S|r5[§10gﬂaﬁir9{gdﬁ thelcOntePRYEMrihd@at¥pni tored data in

real -tinme, these devices need to be activated 99% of

the time, which results in substantial power

COﬂSUﬁ][DD(DWJJn Typiscado c&ﬂte@ﬂﬁt imonitcskeivd acefora td/ aotomation device and/or
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C&ﬁﬁmgxﬁtoteh rdaiagh reelper; thdqeaievmsewgpptosbeewv@yb})% olj"ﬁwg time, which
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r esuetve pgvarhy aouiédriag therprantisss atrrandatingdinghvatso %%@WCCS in this case go
cenbidla p@H@d:é E\qu)/s?&fi‘wc%" Thd B0081cINE&Es IRk PhiyRehen the devices
syst €irs maya froma failure of the network.

For instance, in case of an intrusion, the intruder

may di smantle the power-line channel to the nain

control unit. Simlarly, in case of a wirel ess

network, the wirel ess transnission of a warning signal

may be prevented by noise in the wirel ess channel or

by the introduction of a frequency janm ng devi ce.



[ 0009] Based on the problens nentioned above with

regard to renpte nonitoring systens, there exists a
need f noni tori ng system providi ng real - tonen2007/000271
f%gagﬁ@@lﬁo the end user of sthe system The nonitoring
system needs to be self-configuring, reqU|r|ng little

or no nmanual |ntervent|oq d needs tg Erec Wd%)ﬁ@%~QMMn
nedd oFakruh mare, ot @%&féﬁfi?% GROPHEALG thy fial monttoring ‘
re-progranm ng .of the network. Further, provisions

need t ﬁg[ﬁ}g] made Té(bsg%{g)sxtog}%glsis en)(s ngay a%%t?r rfﬁgﬁl f%'hlru §facf1cenetw01k

mechan Mor e oring sys em
neE@iSinstmceh avessbafcklipusieartse ondep moy dignprgle tisritoror-ng ¢! hannel to the

dat }ﬂlam c(mtl eunﬁ glmlﬂ%%; ’m cglsead? ewﬁ“agss %‘tv@n p%&e\’\@ﬁ’&ess transmission of a

toring sten1nee s to be
f I B'xnnbxlgergnd na:ord:@ rprmehmdebynmefm é’ath@ s hapns! prgbyt theintr odustion of a

syﬁg QQ%Q%&%&@ what is needed is a renote
noni or| g syStem that provides real- tine response to

the end user in a power efficient manner. SUVMMARY OF

THE | M{M} ON , HaQQ13] ARe OhbiREHs @fenfidied i ddventuiinreggdt © remote
provi de a

ully automated,renote notificati |.on
[ ogufgl}om%fﬁ@fm,dml%%sts& mﬁ!.léa fiﬁl\?glmj g Islyfs{em %zow z)ég'l &%{Plesponse to
I e@lechd G®r S¥ahd fiteat Ti@nncﬁhftm&ﬂg QTOu n«eén@é:e@ﬂfnwllﬁgmwa{ flegiying little
E 86?’2‘1 1%%€1al§ﬁtg{vﬁgllpn oabj? needs ofp1 Jﬂf&% 5{#\/1% bﬂ{]ﬂnﬁéﬁqﬂ‘[&%nﬁon with respect
pr ﬁweet*ﬁ!o@azﬁxamg -oi;dfeenqtrmha}w@m \mopfhloba@qed JB be made in the momtonng
¢ oa%?n' fé?h}gl%?% r%@lﬁ%lsﬂloMo?cl s%ycﬂ?caﬁy ti%ai%x%mdﬁst) feth Qeddd @ have back-

renote notification system WO
2008 /a2 51 POTHI0OTPEIGRR1t0 the end usef, in an event of a network failure.

Morcover, the monitoring system needs to be ﬁex;ble {0 accommodate modifications made to

the system.

{0010} Also, what is needed is a remote monitoring system that provides real-

time response to the end user in a power efficlent manner.

SUMMARY OF THE INVENTION |

[0011] An object of the invention is to provide a fully automated remote

notification system.

[0012] Another object of the invention is to provide real-time notification of an

occutrence of a situation to an end user of the remote notification system.

[0013] Yet another object of the invention is to provide a fail-safe mechanism
with back-up corinunication means to relay a situation data to the end user of the remote

notification system.



4 [0014] Still another object of the invention is to
provide a renpte notification systemthat has | ow
paveniseensunpt i on. [ 0015] Yet anot her object ofCTiINgs07/000271
invention is to provide a renote notification system
which is flexible to accoombdate any nodification nade

to the system [0016]In view of the foregoing

di SadV@(ﬂ ges ISU ShSh 0!33 ttt!?%epﬁ]{fe%w@fs to pldIRe QGRREE hotification
purpo§ 8t the sen fvention is POVI de an
aq&mmamnbnlamdmgeemwmmwogysten1for prOV|d|ng real tine
notification to an end user using one or nore ad hoc

mesh networks, to include all the advantages of th

prior [B#16) and‘*%a@ﬁ@ré@ﬁ%‘fﬁ@laﬁﬁﬂﬁh@QgpFﬁﬂéﬁéﬁPme“mﬁbmwn

t Qﬁfe%’ Thich3k HESHIE 8 L8miRR 1 AyeddalcRidnhstialoliRtywedi.h one
nore autonati on devices and/or security devices.
Each of the one or nore automation devi ces and/ or
securiby 6§jeV| CHgs view @pe;e abieyehgy dleﬁiupk@ds wihtihnt in the prior art, the
connunlcatlo

0B PHBTSE oga ef?bet?e‘ﬁé@'ﬁmﬁ’gg %u H(”'@%vq ') no'ﬂsto Mgch, an‘?losatfungpsry@tem for
apfo@imtglxezm ndfewwﬁ&taannb/ apreng @ea rubing oukevn 1@@3 ﬂé élﬂ% @Eﬁlﬂlem’mks to

gfﬁ{iﬂ: i‘ﬁgtﬁe a v t 63 OftiHegfrfo?ﬂt %‘id & '89@&%%&!?%&&8%@@1 therein. Sites

e one or nore ad-hoc -
meste reived has msﬂih@ wihtawa vt lofne ageraatios denjesa ol pieyiity devices. Fach

r %i’”th%gting wti N8.00RIR 1Dk @b ROG RS YRk eKi$el§f Qowpled with

monitoring station. The central nonito
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PHRY Rxg:eo? nfdrd Bdntatibil B8 icBO4ndfok Qﬁiﬂht@ Ele\ches bd’h@a OCE LU IeBRaE a situation
e situatlon

t {qbﬂarﬁg@dnq}prowgﬁﬂgphqnﬁi@té Hx{,légkiilfl%ﬁcr) th’f’ﬁ’&e %11 1{1 c{ 1eoc nvgsﬁ %Q\%ﬂ\s The
S @RIAkbt &/a’teSbéS:tyﬁmatdmy%tmdoweﬂﬁs ofc Hruhibry aaihbcomasther@iwoelwdp @ central

Eg{o:nft? Ew,gfs aigﬁa ?%Sc{eﬁtgg mm ;rrlxg\s/tatlo]pqglhfngﬁéaﬂi g@a‘sscs the situation data and

[ @Qﬂziﬂ}:ﬁunrcﬁlhﬁmﬁ ndifictiab Ioéthb ackeepe pthn gmatp{@ tp o gidieer o ghe system
%o&%hernee% of nagr%a!niﬂttc}vgrlnﬁ)ﬂt Tf%rbuk‘}haﬂghean@QgcuHﬁzes@stenThﬁls p1ov1des a

and se system provides routing
f@HWW@Whmwg!@hﬁeyﬂﬁ@@ph@ﬁmﬁaﬁhPﬁW@F%oﬁ%“@Fn%ﬁﬁ@”““‘meem*“”r
pgyakggkﬂpedlun1and using one or nore conmunication
protocols. The automation and security systemthus
provides a fail-safe nechanismfor providing real-tine
not|f|@at #on topding, %nﬁmuseﬁxm50ﬂ&8¢hheqmnemﬁ mhmomm81@ﬂUme

? h@%ﬁw@@ qudgl;e;s?ﬂ Eet Lft{)igfﬁizm gE C%l?ll p 149 ‘3%‘;?(3]‘(9 hlo ?s?xglﬁlﬂi% means for
n@&ﬁi&g tIheingrien alatandiee cad-dnosoreadsitnd tivaliies ant asige gpe or wore

ar?gmplm igg f%?ﬁ?%]tgg Eghnilr%e gaupoH\i'\{tlé(n add %gcuﬁgfnggtg Cﬁﬁlé ?Jﬁ)vﬂigg &S fail-safe

oc nesh
neteatmiss:. forlnogdipg mvll-tdl@smtlﬁ@ﬂme@é@s@aﬁ ysef-l exibility to
t he

[0018] Moreover, the one or more ad-hoc mesh networks are capable of adapting
themselves to failure of one or more communication nodes. The one or more ad-hoc mesh
networks are also capable of determining newly added communication nodes and integrating

them in the one or more ad-hoc mesh networks. This provides the necessary flexibility to the
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security system as comruni cati on nodes may be added or

re t hout any need for substantial nodiptcirgatohomn27i
f@ggﬁgﬂ%%g or nore ad-hoc nesh networks. [0019]1n one
aspect of the present invention, the comunication

nodes configuring the one or.nore -ho

ar 8UBigR éfa‘gw'el WA *HERBEFNFaTR “Oi?esv‘{}%%%n‘fd?‘ﬁ] %;vbgrpéz:\%é fnout any
r adee ffrsRgaeme yodiREYtoh rahsmeiovers ad-Te npasbvétaerks.

real -time notification to the end user of the system

the communi cati on nodes need to be operative all the

time. Tb&9) ow pdwwl opect arfigbe RISt ahsnEpy elhe EBEpipgion nodes
Veré(nﬁg ugntwl tﬁc 81% ! m@ﬂ@ JHRELRAY ndihs B cBﬁﬂéﬁcMﬂg eetch%ther usmg low

he communi cation nodes. [0020]
t oge\m@w waehacm ﬁecruewg;swtsanmwflhé‘%ﬁf%@ﬁfa i éﬂtfl"e}ﬁ’“ o the end

al Qng oMgtchsytiBg, MRIdofMSinkaRh Woes Rbd EtDUﬂobaiattvhaaﬂl the time. The low
CharaCterlze he |nvent|0n are &glnte

PAPPYCUFPE AT ot B S e UGt PEY Ao CARY P duene e
panbw@kodshhél WitsCdogsithRaticn@bded better understandi ng of

the invention, its operating advantages, and the >
specific obJects attained by its uses, reference

shoul d ]‘DEZOiTade tThesehegedecoitpetiey |a$pgct$:j¢:fam g nidmantion, along with the

gi%ﬁ_ﬁﬂlu Iat\{neee %Pvgﬁ h[t]t \Mép (%ﬂlzg he ifveftidE, érklnb‘ﬁ{ea @Et%ﬁlpéﬁwulduw in

resent i nvention
DES@RﬂaF?le m@herm& DRI NGS P mzﬂ}sﬂﬁ@uffaoﬁpaﬁtbwégﬂd&ﬁamdmg of the

les}dlgtﬁﬁ pf oﬁc%ngragﬁﬁﬂtves' BYERE s Al)ﬁ@b@%i@ﬂ@d betit atces, reference
rst ood reference to the foll ow ng deta
hmt\ﬂ'éch there are

de§hqﬂidpbfi @ﬁd?amﬂlmaafrwa%rweﬁﬂwbwrﬁ et e

ac GRARANYH: EEpiEl; 3b S@Bent T c@idlerk inkéntieh.ement s _ar e
identified with |ike synbols, and in which: [0022] FI G
| is a block diagram of an automation and security

Sy $irepr DESCReTHNIan eR IR AWREES ous enbodi nents of the
present invention;

[0021] The advantages and features of the present invention will become better
understood with reference to the following detailed description and claims taken in conjunction
with the accompanying drawings, wherein like elements are identified with like symbols, and in

whicla:

[0022] FIG. 1 is a block diagram of an automation and security system, in

accordance with various embodiments of the present invention;

(00231 - FIG. 2 is a block diagram of a communication node operably coupled
with an automation device and/or a security device, in accordance with an embodiment of the

present invention;

10024] FIG. 3 is a block diagram of a central monitoring station, in accordance

with an embodiment of the present invention;



[0023] FIG 2 is a block diagram of a conmunication
node opg: abldy coupled with an automation device and/or
a security device, in accordance with an enbggi

tHe 2PPEseHt i nvention; [0024]FIG 3 is a bl og’ghgiie?g?rﬂg?éﬂ
of a central monitoring station, in accordance with an
enbodi nent of the present invention; WO
20081004251PCT11N 2007/ 000271 6 [0025]FIG 4 is a

glc:OCk d%@g]r a'mt gh(ﬁ.ﬂ iﬁ}é&j&ﬂak Alayra@Nofiah @Remdry edvironment, in accordance
accordance with an enbodi ment of the present

i NV e@ﬂ’f’é’[“8’@28%??’@*”%“W‘T”f‘ﬂétrat es a data packet

nmessage structure, in accordance with an enbodi ment of

the pr t inveption: .and [Q0 _ lSici@ref 1 : i
di agr ai&q%?]l ustr gﬁ‘r?glﬁ%lst’rgrtgi %hoa %%ﬂr(éﬂf)nr%s\f}?e |h§8@1§hltng¥r\régﬁagce vith a
r eahbddinmet afdicipfdsgainvenion,endn end user of an occurrence

of a situation at a site, in accordance with an

enbodi nent of the present inventjon.
[0027] FIG. 6 is a flow diagram illustrating a method for providing automatic

real-time notification to an end user of an occurrence of a situation at a site, in accordance with

an embodiment of the present invention.

{0028] Like reference numerals refer to like parts throughout the description of

several views of the drawings.
DETAILED DESCRIPTION OF THE INVENTION

[0029] The exemplary embodiments described herein detail for illustrative purposes and
are subject to many variations in structure and design. 1t should be emphasized, however, that
the present invention is not limited to a particular automation and security system, as shown and
described. It is undersiood that various omissions and substitutions of equivalents are
contemplated as circumstances may suggest or render expedient, but these are infended to cover
the application or implementation without departing from the spirit or scope of the claims of the
present invention. Also, it is to be understood that the phraseology and terminology used hersin
is for the parpose of description and should not be regarded as limiting, The terms “a” and “an”
herein do not denote a limitation of quantity, but rather denote the presence of at least one of the

referenced iten.

[0030] The present invention provides a system and a method for providing
automatic real-time notification to an end user of an occurrence of & situation at a site, over an
ad-hoc mesh network. Commurication nodes configuring the ad-hoc mesh network are
provided. The communication nodes are operatively coupled with one or more automation
device and/or a security device. The one or more automation device and/or the security device

sense the occurrence of the situation and provide a situation data of the situation in real-time to



[0028] Li ke reference nunerals refer to |like parts

t hroughout the description of several views of the
dywawhik@si2sDETAI LED DESCRI PTI ON OF THE | NVENTI 1&@N/1N2007/000271
[ 0029] The exenpl ary enbodi ments descri bed herein

detail for illustrative purposes and are subject to

nqp%fl ad- Prcl %Esslh r%?wmip ﬁtersﬂ“?{tlld[ %af’;}nig d I%%{l&ﬂy 1&1&6(3551@1"' lth@ .ﬁ%oc mesh

ent | nventl on i s not
| mﬂwoeidmtfo)eahfybawmltqsm aﬁuoaufiwavtr% Aopifuing slatifmj aptpmatically processes

SYifd gmtloﬂsdat%tﬁg&"ﬁo@@éé 19&?%&1@ DR atidntio bR eHdﬂ def stRogstbdiathe system

various om ssi ohs and substitutions of equivalents are

c dnfieths|capably OREsroPfigeRee arﬁwéwﬁﬁg%mélafge@%g%ﬂ > S0t Podfigapse Lo the real-
eﬁﬁ%oﬁﬁéaﬂo@ﬂbwﬂé&%ﬁ ehcRERral AbRdedstdtdncover the

application or inplenmentation wi thout departing from

the spirit or scope of the clains of the present

i nvent [oR1] Al SOFId.tl k% ltlﬁbkkxﬁagmﬁlef sﬁ tamdmathmtantl hecwity system 100
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a Aodm@a!:dn?gmﬁlfg aglgﬁmnlutaé' ho&Hésh %@ttv@r%r argear&@ﬁtﬁll LiB8toring station 106 in
presenc e one of e ref er enced item
[ 0086}iEN empmers@ﬁtm |Vﬂﬂﬁeme| nlept ovicdakhoy iy gsfvakg urther, cach

”Bctomgmfc@ufonmogé/ '1@?' 96 gt e@N@E&ﬁmﬁrﬁ@iloﬁ iR analtbihitatdeast and/or a
to an end user of an occurrence of a S|tu%t| on at a

si ewitpirgice Apt Gereingie s vRd rsharR o ©dfitmi%éht i on nodes

configuring the ad-hoc mesh network are provided. The

o ror B33k onat Reew BE L BPStael @R ol fose 102 ot
Thge pR&LIGT of RDMAELHtIOMAbdes shosk@Vin ¢&G.aln dpanbdly hteipbé @ifh jap putomation
pr%'\\/’%g gx? oqsa,estc%ugi? ¥ %ﬁ” da[cﬁqg?ev? e ltOQemEagc%oﬁghéeﬁﬁth?{gngnb?dlmcnt of the
t opresvid R0G8H0 0R25DRELLICANR 00T 00D 2TprBes hanigrdeonbellcpedh 2 flash

&M{é "04TQI% cxstha'itélthbé) ﬁ‘hg@ﬁc@ocbﬁn SNNRETECAbYe Jrelfthg Q¥RFammable

ﬁOé nes to a central nonitor :1{%?
st ingtiupiipns f@cdamingdhe qﬂﬁniane Pl thg CIRBITIGHO B AR {BR{cfpocntroller

pr%%?a?ﬁ%ettﬁ,etoﬁh tapﬂ]t hRRadat@p andnfra0vhd@spbeals of b b&troller, ic., a
notification to the end user of the

S
i SCEPi pH@?SSI@gﬁ%}b{C@U&@ rr'ué@ﬁbzhzaqsis] aleWB;yéﬁa?\/ﬁSzt xﬁ.ﬁclg?ql)b%emo:y (ROM),
f rlﬂﬁﬂt/bhlﬁuteﬁ%rﬂei&@rand Sty dnﬁtut’sﬁS&Dﬁfhﬁ@vet}o tliel’]ﬁncrr@:ahudlllelr‘réoz may be

2? 1‘3{;}?&'{3}%3}6% 85823 ! O\lelém c%mny Tét.. gi@sﬁgﬂetmg)? g am dg?flé &%tounc the necessary
u;ﬁromhmiﬂe andusiegumi tte S@tassiamumdot(ﬂreércal thafenapunication node 102,
%&s memo Y "’(?45 m%yﬁﬁc L 1109!9)0{ a nﬂinﬁﬁp&qﬁ %Q: 1%19"@“%1’3 cgﬁgdcpf!&h or any

di'nents present i nvent’ on. e 'system 100

i rm:blu@ea oanq@h{sptaalcmte}mr)f conmuni cati on nodes such as

conmuni cati on node 102, configuring at |east one

ad- hoc nesh network, and a central nonitoring st atl%‘ﬁ 102, The

106 i n [6B&} at i vahe Sfeih P WatiPBlESHOME fonike gpmupRyefion A

adsREG FTRSHaN IMONK forfiUbt Ba’fﬂn»r&ﬁ&hea%QnW&lyC@t i eethagdble Dattery.
102 iS in _qgperative cormunl cati t omat

debrete B A orom S BEE 1 B 6 TEDA RS AGT dpe-erioide bater,
Cojrkie@t i1xel ExdngliRrdrede tr@hﬁ@eddﬁvbcﬁtelylﬁ@ include lead-acid based battery,

absorbed glass mat (AGM) based battery, Nickel Cadmium battery, Nickel Metal Hydride



[0032] Referring to FIG 2, is a block diagram of a
comruni cati on node 102 (of the plurality of
CROMWRIGALkI on nodes shown in FIG 1) operabl yecanploedho2r
wi th an automati on device and/ or a security device

such as device 104, in accordance with an embodi ment

of the e iI_nvent | Iy b
B
ansovidet at dngtrly LRGBS, Tind aprieclnomtmiitie uwéng@bx @inéafﬁla%la’é ple, solar
of e r instructions for performng
fm“%%é?%% %ﬁgn@gﬂﬁﬁungﬁnunlcatlon node 102. The
n1crocontro||er 202 may take the formof an integrated

Ch' p t @‘@itghas afile éohﬁmﬁ@MQriﬁ&H §020fﬁmﬁer Q@:ﬁﬁxﬁs@& 51 @évice interface 208

ntral processing unjt and
nmm RARYmUECHligH Bodg A P30 ﬁwﬁ?’fx@ tﬁ? ligah uf?%%% serves as
' %%t&?&@@ﬁn ki | |0F§fuat‘iljnrd@t@llfioﬁl thoAHdv&ferlat koviat yqnnﬁtlmesatlon node 102.

m crocontrol |l er 202
o B A HGE PUSHTHETY Py bt S RAp Lo el b PRfon dun. On
t r@ctfﬂ@ﬁ@&ﬁ"ﬁs}dmeﬁ:ﬁ@,@hﬁﬂﬁ&bll&4 Lanstuninetes eid tmumhelfbd@t% aode 102 in
FII éﬁl&lﬁ%%ﬁdewg%gie I%CG l{-:l]?th omwl&quxq&e Q@gﬁsolsgé:gsr as an interface
rrethm@nsﬁsmung Icont{pbnqjaﬁpmﬂihea@mnmmoamy ng ke O te fthe, dsFice 104 The device

ntcx‘f&lte %5% hagy fRRL Y wure(@ Q&]ﬁrlcl—&?mb@%ﬁ@@éé 120G SMPP @8 mmunication
conmuni cat 1 on node 102. The batter 8$%é Networl

nH}i)dt aetotthpedevise APbExamplesrf MEEH é?@’égmllél'ﬁdP% hyde );’0 Fa etwork
Raw, %@Q{c? pQ\% 118k YonnEoXigplies iﬁcfe Exhﬁpﬁ@ﬁfthﬁﬁlkb&fegm&bh@ include

ba teiy i ncl ude alkallne(gg Zl EE chl ori de
batbtie yﬂﬁadﬁ%} Qv ROV RO TReQUERR ’Otaﬁ% ¥ d¢har geabl e
battery may include | ead-acid based batten', absorbed

gNI oo TRl b e B S PR O AL o

8 hatd ler ysmgidﬂﬁ'eitvblﬁ ithtér Faeu Asghdavivein FIG W, thalsbematiesgion padg|l 02 further
circuits and s €IV indetket 00 and
en§B186FuncFmgﬁgln&l ggﬂgg%ghk gfﬁ%a he battery e
ZO@ccmyhruslpwg;k hlmrfa@(%llﬁ-pll@c p1gmrarnu@4q {}‘iﬁ*ﬁ‘é’ Dé n@cé\ygésr a transceiver

# ble cﬁr}gce&th%, L&t@ng, LAPRAL LRGSR o6 Rhth Qﬁl’lf’d}@@@mﬂc@aata Using

er conp device interface 208 couéJ %h .
CoWil@ﬁﬂl?Wﬁ[kﬁb@lé&Cﬁ@iﬂ tthy qowélualégiogéwﬁ_q)WZ maydunctign as a xocexvu :
del\ébé%%r 1204 8"tfaRG8:2 08 11}%@%11\69&)13&@@%@%@&‘ methéxoby creating a primary
transfer of situation

c oA TResh | IEWV% &@ tlfolzlumfﬁﬁ {}f OCé){ﬂn}:ugmfﬁhc{n Iﬂor%gsc é&z C%mleu D €secondar Y
consi@antihyren? 120hsyt hdudiewi wasctO4r feapableeckiraskinigest repeating, and

e 984 Gt i it SEEY G e B ST se b oo mesh

102:tivdtk pédle }tlllltfﬂﬂy\olf aordewvii@gon nodss fl%é @egd. Fuy e, meﬁ’h network

t Iﬂ]c(:‘\onfi 1edC {hga}ﬁnali in uglluﬁfan%%ﬁu\é%yao% B of Mk BFifAGd-hoc mesh
ans ontTo fromthe conmuni cation

nomﬁwm@zl&@%ﬁhéMG@ﬂﬂ@@mﬁmammﬁﬁe device interface 208

may include a wired connection or a wireless link to

coupl e the comuni cati on node 102 to the devic

04.
Exanpl 69036F wi r dte SERMECHIbIT HAY PHEPHARILS § afeopy wd-hos mesh

Ne L R5ks L(sle'ﬁh’}mexﬁ?lﬁ@feﬂ@ﬁedmﬁﬁ\é@&rdslaﬁﬁ;eﬂoﬁlﬁﬁﬁi branwigdids bdum, with
l'i ke. Exanples o he wire

I
opHiF eapciated pommprigntion BW%%@ *P%ﬁg&“‘? Fﬁah%‘n%altja ?‘hfﬁ“)""‘da‘“ with a
radi o and the like. [0035] The comruni cati on node 102
comuni cates with other comuni cati on nodes 102 using
a network interface. As shown in FIG 2, the
conmuni cati on node 102 further conprises two network
interfaces, nore specifically, a primary network
interface 210 and a secondary network interface 212.
The primary network interface 210 includes a
transcei ver capabl e of receiving, repeating, and
transmtting the situation data and/or a control data.
Using the primary network interface 210, the
comuni cation node 102 may function as a receiver, a
repeater, and a transmitter to the other comrunication



net wor ks use di fferent physical nmediuns such as a
wired mediumor a wireless nedium wth the associ at ed
C\g{}%{ﬂ ﬂgﬂtl on protocols for routing the situaiiroRznronezr

I'n accordance wth a (WO
2008/ 004251PCT/ 1N2007/ 000271 9 preferred enbodi nent of
ek G B B B AT LR R drs o v
adnd@ﬁ’&cﬁﬁﬂhcd’ﬁ@hmg k minghra agboomddr yetaetk o apgeeqpdary “ad-hoc mesh

L Ko d 18 ifads work form
nﬁ]étvw\%)glf e %}Jai s ncﬁ%ﬂ 1%&?60%@\/\2&(1@510?1%21‘ %b 2e- ll}]d% idsEmekwork formed

bibydhe te-ditréctinl cocmlmmﬂl@aﬂtott@dm%‘t@ﬁ"@d“ e ﬁ@%m%‘{a\%‘b??d?%l@z and the
¢ Os%ﬁi’yg ?I:l LoD, d‘@gd ﬁéﬁ&@z R b &heSRGRBHRAY caghmiRiCatior Srow lines

hi -di recti onal
artrebyeeh i @gm]m@rpw@@rhnqdﬁ%l%m1 dhee iy ﬁxyn%g‘{ég mf%éne%)wmk in the dual
Fl{ﬁ%ﬂ%twoﬁqﬁﬁuy%'c%[ﬁ/ totfd-ahoige ¥R EPhd @A dworh atdthe cheadary ad-hoc

net wor k be cho o.be. a wi rel es
resesh SR IR AE & HESLEk E‘H’d%’ﬁ? St TR oRt B0E on s Spermative
b €y @honefidofade be@enﬂh’éﬁfﬁntmﬁl therdmmatynachlmon@hwe@mw tnhlh&r‘ilu’ll mesh
alternativ nt _of t | ad-hedt h
prlﬂeﬁﬁ(}l mga%ﬁ GIEJD {g% ﬁ':xe\tvued Ef(d $c ngegf? ﬁ%&voﬂlknx\{@ ALl ‘;%Eebmm{‘ hOC TES
neyeohek ohggen wielie adhwi neeh mﬂwwbcTiwe\ng%éta%P%‘*15%%10“’3“”01‘1‘ may
the S CO ?la{"uy nc%gorpgl?cllggg%rbm/b\ﬁﬁg)@ﬂmy/B@%cﬁrom LeVeS8&s Local Area

dm?‘ W rel ess ad-hoc nesh network
malyetwmkl (ﬁfﬁé\l\ﬁ eaibingticys thpsgofugnd the Jike, Bxgmples of commam;catmn protocols

?ﬁ@és&?ﬁz}{% %géh%hwﬂ Knay @ncde @ﬂtiﬁﬁﬁt WiC ahoridy ﬁﬁse Multiple Access/
mbi nations th

Exﬁw-bq;i@‘s wda@@r{ﬁéﬁw A 1&18{{:0 Bl"g“’fl 8? g% 1pesp nctwmk may include a
ady RRC B et weIiky igByet, IaCiabwdemEtnlaﬂfmkehnywcmhm@ams theweof and the

gﬁgl&? ﬁg/g}ln}vl%p!ﬂeeﬂ%gl%?ﬁsc?téo& Qat()ﬁogl% ?r.]re\@%c% a%%%g %ﬁﬁ@@%@)may include
| NGlaG@sstnloANo! BnckEl hl&li*l[BEPnotoachP/H’)wc’dée Web, a

power -l ine network, any conbinations thereof and the

I i ke. Exanples of conmunication protocols for

Wi red- goe3ipc mesdi tha dtalanrdsls neragri the piiFeY TH-hershesh Jetgqrk serves as a

C_ont feu[z%&l%g%?tﬂ!r d ﬁh&ﬁgarlfttoﬁlﬁ%ﬁﬁ(‘sﬁ 1at1(>rT @GR4 biRorandcdni@ data in system

network, the
ad 4 b Theresndp tedd ek medr PO serves 37 e @l ae %ﬁ%ﬁaé‘%{“%?’e sifuation

Sgﬁ?flr{ngﬁ@cj Yo QM RGkat BEcasd b @lilu@Nod@traptandhf akie piheary ad-hoc mesh

ata in stem 100, .The secandar
netsipl. Jrsydyn éga/i%‘étsaﬁot%i;aﬂ% d"PE (% P ”a%flg)utJ§%glllltqﬁ§n°llt1“g the
Si LuatibPdidatar aedhafol the oeoter etonday ad h(}crm@hglem@fk The failure or

L:Hﬁg}%ﬁono% i éz{}%t% %ﬁgﬁl}%ggc gk{{%{ axc ?iﬁ?g%nuec (c))f one or more

Op%xﬁﬁahm&n&y néken amhceal thy coomtiieagon medOSIQ?fu%t anoiRirggs gpmapering with
or tne c SEEANH AR Adriotkemesh

net“%?%“ma%ﬂ’éﬂfk fvem oAt Qne \{E{Olljép({aﬁlgn of the FSJI‘I nary

ad- hoc nesh network rray result out of a failure of one

or more 8%?1111 ni Cﬂﬁ[}, 91@ d0ASESH §%Jﬁk @ﬁwtd@@a @d@ﬁﬁﬂﬂﬂa@l&ﬁp mEb hanism for
ZA

node 10 n intruder tanpering wth ni ca ov situation
| i nkstdpet ffedhe fhlereopele g Oﬁﬁﬁ‘@nc’éﬁf’ﬁﬁﬁ"f‘lcya%%‘ C IBd@s‘gnghﬁn ¥ St

t h%ucl,h zg%m ney §381113_ Ifll‘é%dé; hﬁ:yquéhptm@Sﬁm[iteetnmt’cknsp:ff@dmeﬁewn af a warning
desira

back -u nmechani sm stem
f aislenpleForgeenes t -{?Fjétﬂgfﬂl By P geé%%iowalnym%%cwrcg E? d1smF]1 the wireless
an energency situation such as intrusion as the
i ntruder nmay attenpt to di srupt any neans of
generation of a warning signal. For instance, the
i ntruder may use a frequency janm ng device to disrupt
the wirel ess



WD 2008/ 004251PCT/ 1 N2007/ 0011271 10 ad- hoc nesh

network. In such a case, the situation data and/or the

control data may be routed over the wred adpegniteshnT
MEORIBRI42§10039] I n accordancg, with an enbodi ment of the

present invention, the system 100 constantly nonitors

the health of the primary, ad-haqc

S daaiegh e bdn EER A Horin T Ea et P igf s hRfpe roued

bashy hb@ies TRk Meddehok. Tesh network and the secondary

ad-hoc nmesh network, the system 100 nay perform

functions such as notifying appropriate security

per sonlmz)l?,s)} addi rgacoedunconitumn cabddonent olbibe Pieteat infpgens she system
ﬁ)ﬂdfTsﬁan %tng?ert ?sotmﬁitlgﬁitt]h@ Bmg_%g §§ ﬁ@%esﬁﬂ@kwhﬂmnb kﬂé%ccondary ad- |

ance w I ment of the pres 1 the
| nivenhésb metwobe e oasenehiiaclaiiire AT h@taéhemzn%ﬁd E?fo’&%sé‘ 1138"'0“ and the

dy{éﬁﬂ‘ 153 ol %6%{3 ndel Gk IAL Ay QU106 REy RIcHEREY Jin@ldinho@h as notifying
wor K t he secondary ad-hoc nesh

[ OpicpTiie s%utbrd@lsmh aflREBTK CHREUERPL RYST r}‘r"\‘ggv%a“S the failed the
chay,aghehiiciio8s 101 an the 1ikBe ad- hoc nesh network is

capabl e of adapting itself to failure of one or nore

of the conmuni cati on nodes 102. For exanple, durin
transmigmiopn of 1@ asdcidaatd emhdat ambpchmerlﬁieofolfhB mpessnt invention, the
communi cat.l on .n t ad-hoc
nefARBP R ENDEE Q{ij?hlé]%yec Pﬁfcﬁg d yg@ﬂ%‘l% i @g% ?lg r(% lll% gﬂg&!;%my
defukdnesvank all tlerseatanpalive gsh whwrakd cal |y routing the
situation data to the central nonitoring st at'i on 106.
Simlarly, failed communication nodes nay

i nt egr 40&4d] i nt o Thed-brg-hrsk nrgk o HDER S ﬁltﬂéaC‘cCH%% be., the ad-hao

no g‘rg Foort & @ﬂaﬁg of Rlipth asfay &ﬁ‘lm@fof b fnaie|olﬂ t‘he sommumcation nodes
é%&%l' urther, the ad-hoc mesh rk. ha
C r

‘Propxaimefe, §!é[ufg_t61§§né1§%anﬁf ﬁért%a'tlrg? goet éf qng fnl 18%10 Lommumcation nodes
t heyag NG RSB elcWolidtwdB 1@1&&&&)&1&0 @rﬁle(ﬂaﬁmrmcmlqmglodos and defines

22% g,lteaggé)aﬂlgrg %%1%1 % Ifoglﬂncp tga éxguat(xon &'1E % %E (f‘c{illxgaltntb%ltoung station 106.
C OBTMAHE, &hiﬂcﬁ&oﬁﬁﬂﬁrcaﬂ@ﬂ hoden trouy thia entmmtpbmtomgfsw -pretrogsh etwork once

glegqpl’t()at ! n&ﬁ)%%g [V)§ %e%algﬁgﬂﬁe Eﬁlﬁlﬁledynam Cal l y rout I ng

€ central nonitoring station
106. Further the configuration of the ad-hoc nesh

net Wor be Cﬁu&b&%ﬂe b @ Bedlofll R sOf cxﬁﬁdg ald s)éif determining
expandlng etwork levels (1.e., a first

vt o Kol e4rBIE, T HFEF i VSPILT Gy P g hevs-added
fort Dhumiskeh dobat 1$t5@at§1§mﬁb|nh&@§ kd¥Bd N@aesyicdt®uclivdes (such as the
o o calon B 8 1 e ISR TR pas o
seqonthingl Wtiﬁgltﬁa/eikuatmﬁi fath a6 Ity cdalrel mouwitoting etafidno 6. Further, the
o EAPEo T PhE g BEY P ATRKRE 3RFi Sruicly expanding
netna@okk lhﬁﬂ/sqh ¢, 4 fesacoank a:mdea wcm’ml repworlieyel, a third network level, and so

20(} ]Igosuo 1at 1%10N0%19119!71%97.‘90912%:!168, (such as communication node 102) at the first

neiwork level may be able to communicate with communication nodes at the second network
level, Similarly, the communication nodes at the second network level may be able to

comimunicate with the communication nodes at the third networl level. In accordance with an



11 enbodi nent of the present invention, the ad-hoc

mesh network defines a route based on a shortest

Hﬁ?zﬁ@h&uﬂath al gorithm for dynamically routicrgntbgezs

uation data or the contrgl data at given point of

tinme. [0043]Cpt|onally, t he conmuni cati on node 102

I ncolgrilr) rrg] eng ﬂts g’ﬁ esen%‘ m&ex% on,pt{h(fa Yd %&:4 n%ﬂfﬂ%% (aéi“mes ]@ kel 1e based on a

Comfwt @aam@mtmdgm{}m@ Zor dammwaﬁg rquiikethe FiRetion data or the conuol data at
%u%qtﬁ@gfg&:node 102 al so includes a diagnostic port

lagnostic port 216 nonitors the health of
the comuni cati on node 102 and is capabl e of reporting

a fail L[‘@Cﬁdpf t heypgeHam ﬁh&@ﬁﬂlﬁﬂlcm%@gg{)i ﬁcltnlfb@ d&%ﬁl@fl pad. Display
noni toring station 106 over 't

[ 0@14}41]1qytde%:1| pfopeation, sugls pir dajegtime, gﬁg%lﬂnstgl}@ qu@d:G nﬂmpﬁaémn node 102,

ar itldttﬁ%ﬂﬁkeC'@lﬁHﬂd)ﬂinﬁlﬂicétﬁﬁ nbR0®2 102 intAyesi md}eltgudﬁc tpbleillﬁ The dlagnost!c
ILrculrts. a

SOHLEL Bufonchy B bR SR LR by o s
2 014; m’e h:e teakmenyic206 nodehi®? demementi-amwmﬁcame 1208, 10p rveer the ad-hoc
prlnagxmg work interface 210, the secondary network

i NLerface 12, the display 214 and the diagnostic port

216. Further, primary network interface 210 and

second 250414]1 et wo il e @1HAE & £dsolBYiIb Ml it Rl BRhRKESAion node
Wth requisite connections to transmt/receive the

o 1Qaevore it tENe o Fletiva) GHE O cwﬁﬁwrl&[feeﬁequdwﬁwef’ -controller

t hen2C HIPMRE RehoBf 2(14h@1e %@mi@d NDG akd BdiddaaterfabO208, itheprimary network
the mcro- contr

babedpsy BBehe R G e @R AP P08 A ﬂﬂ% qﬂw‘yf""sm port 216.

neF OMDEK plritagr ﬁ@ﬁz@k Zﬂtﬁliact 220 s8¢ endatay netwrikieifnt et acy nclde

% em hf%creé% g%m%t cgnnﬁ ohtgangl{u @gﬁcﬂ’et he fs{? % Em ggta(s arllﬂjeg%he control

fidanare or any combination thereof [0046]Exanples of
the d egb(ﬁ%?]e 104 %Mhe Q&é L%qi%or%ﬂts AR %Hngﬂceﬁggﬁl héde 1§2J G, Q the nicro-

as aut d neter reader a phone contro
covntoller @62, te fitshmyemyet A, thatbiliary YOG dite dvice @6@1&%208 the primary

al ¢ ORG L ERDD ﬂ)g th@ Qé%ﬁcfal 7] nefRk0 ﬁata@ﬁ&t 119 the lhkpgzm d 1@ Qnd the diagnostic
control and t ke or security devi ce such

SePoR L lwrbCewaalﬁm»éfed & #o’iaa%’rwsé?ﬁ%ff sOQWYFP gpadle oﬁlm“’me or any
SeasMinatiéh @@sofsensor, a snoke sensor, an i npact

sensor, a pollution sensor, a tenperature sensor, a

hum dity sensor, a rainfall sensor, an inmaging device,

and thqom%ke CneAamwmnfmed&«mﬁ@4aw&dmﬁﬂb@madauﬁ®echﬁda&mhas

o bIBTERAE (LTS DTS R0 T . iy o
[ n@JInLIdlealacmm]smpg ambgi; mdﬁen{gmg@ r ightiog entrel aphikpliks oran‘ecunty device
of Juc% & sgfls%f@ B exd 2({}5 ez?%rens%y Cd@ﬂr&féﬁtgén%}sa %al—@&sé" 4 noke sensor,

I'vided 1 erent zones and east one
devi igwack Ganspiny p@éﬁtipme@m | aet@snv%dt@aéwsczloﬁbu%ﬂy spyyor, a rainfall sensor,

20918111%%61%52%9 SE[/aﬁM]QQ&é.OQQ@ZJ mb of the automation device and or the security

device such as device 104 may be installed at various locations at a site. The site may include a
house, a building structure, a campus, an office premise, and similar such locations. The site

may be divided into different zones and at least one device 104 may be installed in each zone to



sense the occurrence of the situation. [0047] The

devi ce 104 senses the occurrence of the situation and
CRUMHRhEALES the situation data to the conmumicaakioonoon27
node 102 coupled with the deyice 104. Exanpl es of
situations may include, but are not limted to a
cosmleahd @BuRhcebrRRIQHLE I nterval for reading utility
neters; activated or ON condition of the utility

devi ces such as air- conditioner, fan and the like in

the absemce of nastdentiss hscathe roe(fﬁiu‘éﬁ%,of ﬂ@%ltdaﬁ@kénd communicates
prﬁsenc doo
W

of s
G oMt oS bt i dRaea® seanB S g ieaf g4 Bramples of
detieeationo mapfinchdeper tn gxon/\]mmhadtthe cdheyleten df&4peaﬂdic mtewal for reading

pr,;ﬁﬁ;ﬂl%&e@f c%watterd q(:(‘fN ondﬁl [ Eﬂ néf §evmes sugp as an wnd;txoncl fan and

si theitikd iorthaebsacs m@hSl@stS aét pma‘ﬂﬂcs} rgasslteat u;rs'«swte cvﬁsmlomz yvater leakage;
deyhiehSoorl omgﬁmgq}i@ft JehAMLRARRE, @z%nag@ltc?é b eﬁ?‘to@le&%ﬁ hr @ﬁlp@fing with
siren or al arm bel |nd|cat|n an 1 nt J) In

priéfriledce Whend p@ﬁcnﬁeaﬁp@tmdﬁgwoﬁge vWéna%\Hhe@p qsmf snuat!on data include:

[ 0QA:3] hhe: 1§dd§dd§tslu%ﬂoxd@ﬁe?suﬂpé€ a@t@«a@&%‘(du@%@ uidMy BEWES Snakl data from
in real - Elne to net wor k whi ch

ad- ho

dy S Wﬂkﬂosu%%‘ Hie @ atl‘ifﬁtbf’li FIKAEng andnifuan gk prgpise, theft or
Mo p@ihk 0Pths iddde@m4.106. The central nonitoring station

106 processes the situation data for further action.

For exanple, the central nonitoring station 106 nay

send n@idli cati dhe tipatdnelatendy s erovidéd b)hﬁvsystﬁﬁlelmndaﬂ)ﬂmeﬁo the ad-
t g%é g%ﬁpﬁertﬁg}g %zhgfl d&nﬂﬁ?csahf; tlsﬁﬂ“grcgé % q;tu-gpi?n &;t:a to tl g C@l]itﬁl DNotiRY; ing station
al ¥bt T]f};bwluﬁgn@ntoymst@wd 1016 erocsssgseths @mtlol‘cmﬁm p] theg action. For
ShaE Ly IVBESRAEa FRNN RS steRMBb6 nfty Mhldtn'o{m{@a t%%%ﬂ@ @ser of the system

Service (MV5), a text nmessage or a video cal
end® wé 8 sctiishig o fmuiigionay notEcatipkaay Eﬁé}?ﬂw’eﬁhe éﬁimtcﬁ @ siren, a

SW&EI@H@ EE0, amy pheun subsekd @s%f’ b&sdnBEG&%ﬁfcfem 420, Message Service

curit ersonn or any erson SU
b;ﬂgﬁﬁgwﬁ%ﬁ?}%@% Myl PR T B e SR S AGE Pl ghe end users
Slrhchb&ib iphune, ahh erenind. Hnid cisdsi Iof)fhle @ﬁ}bnbﬁ)OSﬁﬁftbeta@uiﬁbkﬂgeEﬁ)dhe system 100,

er on_a vari.et cation g
\Nl erIe ee()g‘\v’élblhe C\lll\% ISO%H\%gCr)i TI}I}/HJC] Sh]éf%?fkcd lf)-f 8&11(51 U?ﬁé?{}egg na;ﬁed Ot
netowrekee off ﬂl@dlﬁwebrvm"ﬂk notBdatio amy reetsanr esthd edkdeuser on a variety of

%gﬁgtﬁﬁ ‘g%mn@s ﬂ?cntgi r{ghg an]el@% mltvggﬂgéén%r-%ﬁ& 951@@&0 Bixed wireless

an e pr esent
c éﬁtwodf, Wﬂﬁ%n%@i\ﬁglhﬁmwﬁwﬂcs HibBC R RRS ARG/ EPM A @mthcdnke
data to the device 104 over the ad-hoc nesh network.
Exanpl es of control data include a conmand to switch
of f act¥{Ht ed uPﬁ%?T?mﬁ%vﬁ%é%em§@UWWFﬂ@“&ﬁm§WéFWWF®?=memm”m

nQﬁdnfchrIggstJiﬁh ghbors sBfndhe fcoses Whttty tﬂ&eaewa nelt olvdd tﬁlé me—nbc mesh

e e tus re st frogma specjfic ce su
QaSTER: FoR aR r oy Trhehop cenDan B EOnEE 61 Enp i devices
t hanﬁdzghmcaiamﬁsfbr IR thg‘hb@maﬁdﬂ@ cﬁ(cumsapgtboaﬁbi ko giveremBmise, status

n%q\t{\@%t ?10%12 t%p@c?ﬁ Z‘%g&? %%ﬁ %( c%glce %4 1@8% ﬁ’{ IU gltd}zl\\gc%t 84 ﬁgg%%ﬁ(tél?switch the
S @r}ﬂm{t)ylbﬂh!@m@htﬁma‘l the WOM2H 08 b@@#ﬁSﬂﬁ@WlR N2 G0 ALODRRY d-hoc mesh

1
L30T SELAR S B0 4HNAD A SHAI0L M gy o o

mesh network confi gured by t he comuni cati on nodes 102
t herefore support hi-directional conmunication between
central nonitoring station 106 and the comruni cation
nodes 102. The central nonitoring station 106 is
explained in conjunction with FIG 3.



[0051]FIG 3 is a block diagramof the central

nmonitoring station 106, in accordance with an

enbodi nent of the present invention. The centgghnzo07000271
MYAIZEBIPRY station 106 inclydes a host conputer 302

capabl e of processing a situation data and providing

real -tinme notification to an end user of the system
106wonifhieg Hodh 1&6)‘ﬂ1ﬂu@é’rﬂhﬂﬁﬁletqa$€é5t‘toﬁ & homhist a server
conmput er conprising a processor 304, a nenory 306, a
storage 308, a first transceiver 310 a_secongd.

t ranscdPisBt . Fho ad-pfe npsply PESST COFHANPY bEag k?I()mmuglcaqm“ nodes 102

eX @il N8 R-OQ B 008 Corhiistidatiet beonsn totralpeerfitorivg segion 106 and the

gg g%gta%zor%qd%h@ﬁ C@E&g%%ahzgﬁ?l ogl?ocr %t%%n %5691& eQﬁm&Qﬁu c&ﬂmotmn with

I nygnti on, the processor 304 is a har dvvare rmdul e such

as a m [ﬁgsqgont rlkes ;or @ﬁ&hﬂ@%ﬁ?% it garat ﬁ@&u@mgostswn 106, in
executi per atidnd e ce noni t or i ng St
10ﬁcco}dmncao'omredeembediwmtrpf dlrorprent ievepidei eenBtl r’ﬂ?’\‘é{”mg Siaion 106
Pr &2 I pocf?ngn'lp(?i % 35?@'3)%19%??1%95551@&1 sﬂﬁMoxb&ta and providing real-time

i
as so for executi
oggm'alﬁqammgo of endheercad fesafteny bt @J&}}Oﬁtgcoglp\g{n 18%' take the form of a server

Pr %Elﬁé] c¥mpﬁsn1% 'JE?JEE’JSM B06G thénddy I@BNIQF G068 sofimaroseyiver 310, and

or ot nam ¢ storage device Qutructi
holageaohets ﬂ@@%s%@y¥%%gﬁﬁ%§mﬂ%dgﬁﬂ%? a‘%t%é“‘is %JI‘%%?‘“%%““ SHHCHOnS
| 0gat 88i@Rink NRce®in ral thmﬂthtiaomlongmmgastt’mgm P06 In accordance with an
[ 0052] The stora rovides the centyal ,oppit 0fddPQ such as a
st &PeHm et il ’eéenﬁgﬁ’g’ng eé’f or S|‘%Cr)1lgﬂ‘?q}'n glr mation such .

as rhibbesntraile: orsutiectiérriseritot c}dyfqame@ltm@ apardtignot thgpentral monitoring
si tuat I ata 1§kt 868 pre JREInSEABRAGR processor 304
3085taﬂﬁ'§/ hg'lac‘é’é(%me&gg a%gtgg%?@ store i nformati ér‘h SUCh - orine
as 1ﬁe|’j’dbeLﬂS“$[EITllbﬂtfid)ﬂ3Tme@W myshile e PICAERE CBYRIE EF the conttal monitoring

I ns fHsCR ARROHge JQ%nioﬂf o oifidri e of dynamic
B e

r ouitqw@ dp\am, ggﬁcﬂqm;ﬁa, Ihodethe: BYFRATHY @zé:glia@ﬁn%wg d:tl% rqé%&rﬁ located on the
1{%@%&%Iulnélqgtg,gtig(t he situation data and/ or the

contro data; the device 104 information such as the

type of the device 104 and the like. Further, the

st or age (@5 may q‘ﬁhcdmﬁ)@ mhﬁtowﬂeﬂﬂusqetnm smﬁl{tmgeﬁaﬁ@rl(}é with a means

kee I} ?}Pﬂ”{&:fa Oi(lﬁ‘glfo?jtéltcg g ?ﬁ{}wna&ntl @Fﬂ gg gor’]gi nfS zhouﬁré 3\%??( situation dafa

EX agaloete efntb hidtas Tior sageze 308 manipcligre Qg*@basg tof sligg@@foa;ﬁa}o&such as end

I :%g%i%mzﬁ%ﬁ{)pe}g %ef?’nlé& beqﬁgl?é ggt?ticgg{b thsﬁc? g?ﬁfaulagﬂ@&ﬁmd h&@8 902 information

ZOO@maékﬁitio'E'ﬂﬁthrmgWed@@)g fypanip IP‘G@S ﬂbﬁeﬁ oY Qg fommumcauon node to

tr aﬂ%&% }leﬁyngiaa%afgpy%g 1R WhLkheEs LIIARS G Mﬁlltzos dah ths device 104
r equenc modem

rmdqunn@ﬂonasu@:ﬂ rﬁiégc‘pg@]m@%ﬁ aggﬂ-gni}ﬂie m 1e1 N\e storage 308 may

Co%ﬂ&&éﬁ LQRisRelRaR bhReepRRtbal ofn’ﬁxrm:,tn@nmcn*gutsiga@h wreontrolling the

6 and a communi catjon n
e e R
USefendMbid heagerichalk taRNitves, i ﬂtrgpsstiatsL oemav@igs themory Caid‘% or optical
accordance with an enbodi nent of the present
i nvER¥EONn, the central nonitoring station 106 receives
the situation data over a primary ad-hoc nesh network
(such as the primary ad-hoc nesh network explained in
conjunction with FIG 2) using the first transceiver
310. [0054] The central nonitoring station 106
automatically processes the situation data to provide
real-tinme notification to the end user of the system
100. The automatic processing of the situation data
may i nclude checking the authenticity of origin of the
situation data by perform ng actions such as Cyclic
Redundancy Check (CRC); identifying the type of
information included in the situation data such as but
not limted to a utility neter reading or an al arm
signal; identifying the end user by matching the



[ 0055] Further, the first transceiver 310 may receive
instruction fromthe end user in response to the
nggz&?ﬁghgpn sent by the central nonitoring Scainonrme27
1 he central nonitoring;station 106 may further
automatically process |nstruct|on sent by the end user

whi ch i ncl eckin hentlc or.

of t heﬂ)lﬁ#ét r uc?ﬂ’c‘frﬁ‘ﬁg}mﬁ%fe ‘fvgrﬂ}r}]B r%ﬂyagtal %lﬁesl;css BX’F{Q P Sl o sadio

OffchiaciRERIYndakmy GShe elodiERE) PSTN ertdér.ydrng GFRE mybelgmﬂﬂeof

I nft%)[i,h”ﬁ‘ %gli 9(;1 nt}]lﬂﬁ:caﬁl&elgei%e%n ?EQ Ge{‘lt dﬂnroh'&ot] g%ﬁdﬁcl% aRd Q%Bmmumcatmn
aynmen pre-defi ned

agoduneh asgmrnatunﬂg‘-mamow B @ita@h%ilkng ch@ptifarign prywedidhe end user

dea HQ &Q&aihﬂonﬁ%r&hétﬁﬁntf@g B dcghiBarf whi@ni dbliehi &Mihe present

e end user information stored in the storage
308%11%9%* by EHERLIPIHGitnEOBAPE BPelatls Sirptipr dp Py Ay ad-hoe

bendsehayad (dubh 4she: [HRMINERL-HR 4 chiSihatghrk Bl & conjunction with FIG. 2)
transceiver 310 over the primary ad-hoc nmesh network.

THEg fie Jfst rngepe&ei Wer 310 in this case may use a

cellular interface such as a GSWGPRS/ 3G CDVA

connec to ti d. ),

mas*sagte 09er Vi Cgﬂ évéj t1 n{% T lg%‘%n Rn}é é&é@fﬁgﬂ%gy @LD%(!!? stthe situation

( MyB) (o @otidex tealptBes agé‘;cataanvtodég codl ivper aaf dth@ lsestdup K80, Tigeautomatic
&QQ n% SR gfﬁh il a?hjrga\kgﬁ{luderbﬁ cﬂg@ tﬂe%ﬁé:{ti@ﬁw{tﬁl in of tho situation

nec toavvlre net sucn as a
| oot by Ao such gdvielic Reduadanet Gsek (C%f«)vwdé’é“f&‘f%ﬁw type of

nelﬁi*ﬁ@ﬁalﬁo@ﬁ@u@éa% Ihb I§ﬁra11$1f‘d'@a%‘ﬁ§l{ AINCHR: Whfdd @B u@lﬂp adiePRAing or an
present 1 nvent] on e central

staé?t”?’ éwn@o@entwgz%@89<bl@alz@/1lpm*rrrgm%@w*beﬁéez Tmf%f“ data and the end

r eg@l MBandiibe sSit Liﬁlttlhaoﬂmﬁ@ 8oy gdn&@tuggeﬁ Gﬁlff&ﬁtm;:&d-ﬁﬂ@una to be
s.the secondary ad-hoc mes

né?%ﬁ$w°¥nﬁﬁa§%§8“%ﬁ-Egh*ﬂW%t nﬂ%MAth FIG 3) using

the second transceiver 312. [0056]In accordance with
an enb nt r nt [ -al .
noNi t o 539 st a?lf‘tgt:;r]lcll 8 o ttanqceggle{ﬁtﬂ r{l’aﬁ re%éﬁl‘%t 1?%{]1{:%(91 from the end
onisereio eﬁwomg t¢ He r@llﬁmm @Wt dtatﬂa« ceyhie gdorgipring station 106. Tﬁe central
P, nﬂ% ﬂg@%ﬂmﬂ%%@'fﬁ{hei cm?&nef%ﬁl' ﬁgﬁ‘fwéﬁ afir L%UBM?@H W‘théraﬁé user which
i ncl ude recelving instruction f he end user,

siteayardip checkpofsaugericheel Gigingh de dlaudlarpy Py S?bwe%mmﬂs such as

Siddad 'R@E‘un@%%? Qe (@R@Bﬂ @ﬁntﬂfﬁﬁg fipel E}@e td’femﬁﬁ%ﬂdnt h’miudcd in the
personne I N case O

c IO sHi%t B nﬁt}ﬂ@f@ﬁﬁ A B{)ﬁ‘a‘fﬁ: ¢ aﬂer‘&vﬁ?es dfiayn rgersing o
C it Glgngl pldentiPMEY the h&md}dﬂ&@ nﬁmﬂimgm&i (W!ghkofttbc inbreuction and the end

:jﬁl\é%l ﬁgfg}ngatlebg lﬁgﬁl} i{ g estohos u(tan% atm rg? ﬁét'e:é:ﬂ%e {?aic—)t]ime to be
t helappr ochs Sotce3 Oflluslﬁlg‘lbe ﬁBnﬂi maiewmn’ﬂ()to@m |t}nagn iotagt ddgme 1@ network.
nﬁﬁfl@'fﬁf& t1%93%e:9@? 3?5tlﬁfh%a(!ascp91\£§{lsc 1% Mﬁlfﬁce%& 1o a GSM/GPRS/AAG/
e operation o e COTT'pU er
SGZDM{xoechuon Vi |nptxfbethewndewm b sandiyer 8 oRos Kingskagel seyrice (SMS),
t hﬁl!@étdié @stsaotcrk@rvfé@rtMI\%) gelely 'in%gsagw aSERb1AP ad@6e"BYE. The second

i nc e req U|S|teeectr|ca circuits and
c ofnEBeiverciid nay =eﬁ¥ﬁ?elétﬁli%qqé0 PIBER4S BrVIsE At POHes B B Ay orld Wide

30feb, tahRcd t D208 30 B8s ptot*l@; 1ﬁrier1§:twclrlf aNSERI Med nddBulc @adthe tike. In
the second transcej ver t he CPU. nonitor

t Hécodopesr Y&t up SRR ah a? {fe ot giveilﬂorflo@s@f‘&ﬁftlwa’#mm% figtion 106
conmponents of the central monitoring station 106,
i.e., the



processor 304, the nenory 306, the storage 308, the
first transceiver 310, the second transceiver 312, the

CPU moni tor 314 and the external power suppl ycankioo7000271
M8 %HEY*be i npl enented as g hardware nodul e, software
nodul e, firmwvare or any conbination thereof [0060]In
accordance with an enbodi nent of the prese h s dary ad-
i neesivel 81 siteden dai OVEDIRF 855PT9AY *deat l“&‘i’il DPR IS N 4 §he secondary
C 01‘18%%@1%%&?&&%& MRl BNRIAL € ¢itaBica s pefil Warsecopd ogis@iner 312.
residing in a high end server conputer conprising
i nternet connectivity having a public |IP address for
GPRS, qabephonehﬁﬂﬂﬁeﬁttMmhynﬁmmﬁBS%prmngmwwbﬂngm1ﬂmcmuml

grgglﬁgwéﬁa’cgﬁ 1@;‘8%&’3‘%‘ heo il e Volo? %0]}] Ez!éae?n %ﬁbﬁng‘?\hpél&&lﬁm data, based on a
aup@ﬂaﬁnem Rinarich. S“m:[ue{ieiy]eehylg{amn gy iacledsrrensivie NGt qiion from the end
| nmeb agg Mo 10{5'}30115]% defifed %gtt‘ne' DYGRE 1Qfcal gﬁ!ﬂld'nqgﬁ&mes Ai@loas notifying

ommuni cati on nodes such 106
comﬁumlnfatpmmnnnlod easmﬁar( @ié plich prdhe Riee b HHEt “B’ﬁ‘t%“tgﬁta“‘m
hGhe DhiroABE R TR BodERNBEbLANo e i G@s! 04.
i S B o B e socnr | y
deV|ces such as device 104 (explained in conjunction

Wi th Fligas7l), onRge Qbstm@fnﬁut@@m% ahy panel soiftien gifthfdoaitor 314 for

;Sgﬁ%&gg%};hg h?qit@c 5%;;?0(0% %z)f; e’Iﬂw‘; é%dutagrﬁgnsn%ga%gﬁet%n ]06 may include an
404§temaa|§idw&’i s@;ﬁbmlmal’% 1 fDRLgpOr pomgr Bt Gt Pmtisy gﬁhg@s@@nwptgﬂ 302
noni toring station 106 (explained in conjunctlon mnth

FIG 3). The plurality of comruni cati on nodes,

more cqnesspl  paniews swekeras coron ofillpandie angal ﬁﬁ&eltﬁﬁbmmtOl ng

Or stn%? Iﬁggglgré ﬁ%ﬂ&@ﬁére t&&l& PSR IS UL RN oAbt G0 Bf dogéti@he processor

net wo such as ad-hoc nesh n g 312
ex @Dfanmemj:mory B¥che go;ﬁgpﬁ(}ayth(aﬁﬁsbtgqnpc}gw?wp,i zﬁ& q}eﬁ%con transceiver '

8&?&%@@3@4%9@ &EBL&ARI pHRRIs R vAg 384.at i on 106.
As explained in conjunction with FIG 1, one or
nDre aut omati on devi ce and/or security device sense an

occur r ejes) of alﬁmh&ambQ&nﬁﬁ&ﬁpbbﬂhdaﬁ&lnmwnnmgsmanaWG16 the
Lgﬁ%%lrecé tglp%rre gi,?tr?@g)@g%gt tll(éstg1lacre B%g{}ﬁ nﬁr(s:falt ?%ngo‘q @Sthe s-ggb%d trapsceiver
Sl BuAtiheonPld aionitd 614 et Bomtierod] ppﬂﬂ@hp;ﬂ,f)gmt Wertléb h‘t rn@;glcmcmcd as a
S| thalgfvﬁgﬁwgl%i: 50 WS mgfﬁllé %&%390&99 CohlaiGR R8s Ng the

rom one’or nore conmuni cation nodes
and dynamically routes the situation data to the

aggregaigkn 404 h‘%o@%@@ GaHh0ln 4RdbasenY e tl@sp@sent invention, central
col l ection’nod athers the S|tuat|og dat

o@D ElEDIB I RHBPETS U b TTRT Baﬁ%‘ﬁ“%ﬁ%““ residing

and, dypanheahdey c&ﬂ&iﬁ&%oﬁl}hﬁur@l ifisblaéti comethatiig hhdng heublic IP address for

central” monitorin
GPRS, telephone connec %vﬂy f%r PSTT anc?mobr[e phone for GSM data call.

[0061] FIG. 4 is a block diagram of an exemplary environment 400 of an
automation and security system in accordance with an embodiment of the present invention.
Environment 400 includes a plurality of communication nodes such as communication node 162

(explained in conjunction with FIG. I and FIG. 2), one or more automation devices and/or



[0063] I n accordance with an enbodi nent of the present
invention, the plurality of communicati on nodes, one
o\;,or{a,léﬁ{“giglntrol panel s such as control panel pd@2nantoon27i
one “or nore aggregators sucks as aggregator 404
configure a dual nmesh network such as the dual nesh

network expl ained in_conjunction wt, G211, TRE o dH@k control
meeshiribi e vigs KIck STE5VICE EY' @Iﬂww} g,ongaeiﬁg E’ﬁﬁgg hetvork oo
angh.d @acandakycrd-has coesh metd Wbk csuehmas aepigeators (hereinaftes

expl ained in conjynction with 2o hOPOALH B VahlOMsitoring
e A ERANR i §3%5‘fga't°kg%h§‘/]éinf ichﬁ];’al Eh@ogggnts{r?ol panel 402 . -
andushmsagghpeahepnaedomaith BIS. 8petiapluplitnd sPag fapn nodes: on
the device 104 f0 L MioNG ol LbRLhOBnddad SoreFaeidaas such as
i P VAP 8@%0%%18&55}%}%%%%}{ Ki %gl i nvent i o:é, the cont rrgle‘{ lined in
papateat0 20amifiphie uaghesgaesh neHOK He Gt SR K8 Fhe'?
cgw i.cak.ion Bind 82 sRKLHOIa0E B GenbrbliSdnii@iig setighl 64s

col Pectl gj“lf“%g‘%l@??{naéané folrlvvailr ding situation data. The
conmuni cation nodes in this case may not be coupl ed

wi th thgerevi ceadffl.andinmyjtns il Fi@s, enc or more automation device

Co nication node performng.t i '.ron 1 gftuaﬁon data in real-time
 GpaAT P b PR OE B B ny P g fuon fa s vk i
t K o0 copfigkatdb@ods. Tptehpmaticaimnadpiat a site dynamically route the

communi cation node Y NAHT Gald YakeP WL st RE as collection node for
S TUHPT G A0S OB A Y ol R gt gy 1o cltsion node B
208%AMAREIRSLT IN2GORLO00RMIr FTNPTEEY #ristd Ayt Y v

wi th an enbodi nent. 1 NE, RESSER: 4036108 dsanolitveomobdhont gathers
et R ST RN Rk o oDk

routes the situation cally
t hibe sigmtioalaterfomni orsrar MRS pAP OIRNYDEA S $IRH PP %3% g%%‘%“a‘m"a‘ >

sug 433 1t ZenfrMiOni®hngatatibmoddst r i al |

Scllogtﬁté?l? %@l%é%%wbt&gﬁﬁcal (1SM ur%l i censed radio

frequency bands (2.4 G gahertz). In accordance wth .
anot her[og% odi manice@fiadcheitp nesehtdinayefiibd pesenttipention, the plurality
ad- hoc nesh, net work dynam cal ' i 488 one or more
et O R BT AT RUNTE o1 R L0 S o SR Pkl @ one ormor
t Y RigSahtofsT RS raappiFigednBehninielsmesh OUBET!f fuch as the dual mes
accordance wi th an er LeAt 4 L8R &Rk comprises a primary ad-
i n{}%tﬁf”i%(‘}hpﬁa”l“‘ﬁién 8061%15@8’2%%@%- ”ﬁggggl%gg@%yna}m cal !p .
dether nisheswbihenhesccordopstiipeaes SAVATERR S LPSUTE “%ﬁ‘ém cony

Si tvliltgtﬁ@@ data. In accordance with an enbodi nent of

t he"presént invention, the central monitoring station

106 updates existing routes for dynam c routing of the
situati @5‘643 at a an %ﬁ@mgbmh@maf thotheelioR thounbel rane 402 and the
situation data based on am ¢, rout | : ‘ing situation data.
or oireitr B e PEGRERT RO B G SR A oaeel g sietr
Cent gk, iORichOshRginshatl n itoBiouptiateyokies] 4 aithgragregator 404

rout es DY Keeping & tragK %f g{' QMR GRhE QRh ROE@Bcting, storing
{ i ; L2 Wy n . &
SucHY 48 ﬁh‘i‘ﬁfﬁ‘? %"%P‘il%l}?“‘tﬁoél ¥4 'gcdigeg éo.r removed from = o ..
t hqpned-wetikg situation data. The communication nodes in this case may not be coupled Wi
the device 104 and may function as a communication nede performing the function of a repeater
unit. In another embodiment of the invention, ihe control panel 402 is optional and the

communication nodes may dynamically route the situation data to the aggregator 404.



The situation data is dynamcally routed over the

ad- hoc nesh network in the formof a data packet. In
addition to the situation data, the data packetadosmoozm
CHABIPEYE | nformati on for rputing the data packet over

t he ad-hoc nmesh network. The transm ssion of data

packets from one communi cation node such as . . )
conmmu mu’)msajt i on Hoteotiore tdhaR c?tq‘?%‘?‘mﬁ‘ﬁ)?? g\é“ RoTEr RSBy fhe ad-hoo

g%te r%oq_ \éoglg Idgrﬁrﬁﬁﬁjt lduﬂag |1I§éd§mmb)ﬁtda@.ﬁ@ thzOdenthdl mdne‘dlngcstation 106 at

Ivery quen [SM
Tﬁsedcfmqaen@am@blas QBOM@DW%,](M}E% ok 6&8%%%&1?%9&%{?% lséi mmcal (1SM)
Efﬁlﬁlcgﬁsg@ﬁdmrfreﬁ%'ﬁbwwﬁd %ﬂl BighitertBl B acBurddhGOGIT] Flogher gnbodiment of
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data p 500.0y5[ : LQ Ul RetBRsabd &t u511x£&: 00 @l dedrdence with
dat a pig@zi 500 E;I%c{)%gsgs%:gﬁd(;r Pfgt? on (;F ali I

C ORrHnbcdatdnont tho deesent ggentignt Thg 4018 pﬁ(‘é\t b?] ﬁw following fields, a
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fromthe device 104. The data packet is routed over
t he ad- hoc nesh network to the central nonitoring
swabienedd6. The central nonitoring station IG/N2067/00027
automatically processes thesituation data included in
the data packet 500. In one exenplaty enbodi nent, the
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situation at the site may send instruction to the
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as sy sianm 100, wayoltie wilibddeies sysbs hng@glﬁ@‘él@% yf condiioning
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ai r &ondi ti oners and the |ike. The uti lity meters may

send the usage data to a central nonitoring station

usi ng ad- hoc nesh network of conmuni cati on nodes

coupled with the utility neters. The central

nonitoring station may then notify the end user of the
system 100, of the usage of utility neters. The system

100 may be further programed to receive the usage

data at periodic intervals. Further, since the system

100 provides real-tinme notification of the usage data,

the system 100 may be used for |oad profiling

functions such as providing data for trend anal ysis

and/or forecast in terns of |oad bal ancing, preventive

mai nt enance, possible failure, and the |iKke.



[0078]In order to provide real-tine notification to

the end user, the communi cati on nodes constantly

noni tor the automation device and/ or securi t \cgaN1GBH0271
THE 28PYEtY on data is then gpelayed over the ad-hoc

mesh network to the central nonitoring station. In
accordance with a preferred enbodi nent. AP omati
et T0R6) the EORRIIEGT B ROGRLTThot RePEdhimeston, puomation
n e&d’c‘!%éﬁr%%?s@e]ﬂ VL ROMBEA |1 O EangrenaRE hbne s ey wstes. Fey example, the

dynam caily route the situatlon, 2 -[iht‘?s 2 ARCouard the valuable
natuigrertign aichecHs fYSHat 8 Ee RABT cggg?t he choi ce chg . ,
Wi [ 8hesidhbRBSARMBIET, bt or moWBUREOSNGOE SECYBgviggs such as a motion

2007/ 000271 .21 conmunj ¢ati AQ2cot Shdoge liyWmay be deployed at
ORI OWPFARGE SR raaarzlog%g?@{évpggl%é The communi cal i

lon ., .

NOelgprdpoitit Eaitoheinslicthoate dhe stasoy deviges raseipefiinadion suc‘ia as Qeak-m or an
commuini catl on i L aY a1th@ a8iabH&d @R nekabek doafigued by one or
CGWP%‘ pﬁ%ﬁﬁl?{i %l? I%%Sudtg?i}ﬂc[s?on The i ow power / |TR¢¥V aﬁ%&?—%le% network
t r ansc edmemicasy hedss | Uebt A5t IS4 FEWEF savi ng. Thus

t P?},ri%%c%@['du%ﬁ t}aﬁ:ns?ns%g Gl i.h gl_lesﬁéﬁﬁ efm 116)&@ ppekol udegs dig data packet as
ef ficient” method for providing real-tjm | 1 cai Ohen notifi
t o exenadrigF s ertop HB%‘QB’B%?OU%? %‘“8 I ‘gllr%lf C%%ﬁlnfggﬁ&{l%%gl]%h e ©
f oryeaQl BG: festtimpbi@acfarspeoikf Worlé MhdediV ele et sgchopednf iy sending a

present invention have .been pE¢ W BRSESheahd (
i 1506 MRS SR BATAEIR LT YY) %‘H.%f‘i‘%g%{‘lg%éé ﬁ%{l pi n!t,endeél user e

H - t ) .
be ygxhassid Meruotiontto thd sansor tdageds rrirethe CEH™E O RE D Sgans Lhe sensor
forps disclosed : LQUS Yor FRANcNBI: fuld@tan @Rgm,an dotifying the
varHEeoRe gp éeb%ogggoﬁ%\ggl\g‘i“n ?‘i’goﬁt of {ﬁﬁgﬂ above
t eagfyhingr orFiegpobrrbodi ment s were chosen and descri bed in
order to best explain the principles of the invention
and its practical application, and. to thereby enabl romati
ot hers &RVTI ed ik apradanpeg with) ap g egmem ?tgge ?lﬁéeént 1990?1&1&1, automation
i méa%? E;ci,cglrﬂy @}@gzmvsﬂiﬂ QUSstabmdhiyee scdw teporiihe isogrsof vtility meters such as
nodifications as are suited to €. DAL | GHLAL oS Ghay send the usage
corosipheiredishy peigrs A ’r?ﬂ%‘%“é‘f“B‘S &n‘{ {l}ca%lge\‘/ g%’% Lggls?alou?ri Ss1 ons. . ‘
andy,sUkst icbiahi GBSIteHg egLiby akientéhar medorrterms| At@Eprygication nodes
Ci reunst ances may ot ! Qb exRNEMi &N then BMEY the end user of
t hewplgt with ﬁ‘F@Hl&gtﬁmregsg ?g?/ %ern{l%lﬁrgo?l_gg@gi cat i oﬁlnor } _ Y IR
i Mpihe BRRMALD 0T th dshgeudl udEpandidrng be Psem (Y gy bejfjrthgy programm
scope .of the clalns Ofqt 06, BheEFEMer N Bl Phiem 18R phdhidts real-time
Ay EF%YC%%U%%% " g[speg 11'] e/&n aut omat 2 a?d Se%W | f}{ tions such as
sy stitivation npihe sfapgdate, the system 100 may be used for oad profiling fufic |

providing data for yrend analysis and/or forecast in terms of load balancing, preventive

maintenance, possible failure, and the like.

{0078] In order to provide real-time notification fo the end user, the
communication nodes constantly monitor the automation device and/or security device. The
situation data is then relayed over the ad-hoc mesh network to the central monitoring station. In
accordance with a preferred embodiment of the invention, the communication nodes in the ad-
hoo mesh network uses low power/low-range RF transceivers to dynamically route the situation

data. The ad-hoc nature of the mesh network enables the choice of wireless transcelvers in .



a plurality of communi cation nodes configuring at

| east one ad-hoc nmesh network, each of the plurality

of communi cati on nodes in operative comuni Caliy@Rzontdohz7i
aVOPEE8+20he of an automatign device and a security

device, the plurality of conmunication nodes capable

of providing real-tine response to a situation unmﬂmn
a cSinfnu@bdion nsnivedo by ldvh eowtr/liveage BREFUFFETHRS ¢ &eBmd

aUt mation dev RECHRItcHBY heR;to azﬂ}i}]r the situation data to
hEoPEt thﬁﬁ‘ﬁﬁ {lon daﬁawgg%%ﬁaon the central moni ults lg substantial

sttaé; tdﬂﬁal@mnamlg}stawmﬁbml@amﬂwlw ¥apect e AT ES rt'ts i

ad- hoc_nes ¢ d secudier&ind 10hgoetes| @agﬁuqmglet od for
ad R e %ﬁi%h%?t‘émla s ‘capabl e (?? ‘ﬁ% %menfel%% o outing

t mo\adnnm@lﬁmﬁ ndaficatlwwt’ﬂw&“i‘:éﬁ‘%ll"’ WS 'ng station

by defining an alternate pathfor routing the '

situation data to the central .nonitorli b ¢
event &07%1ai | ur Gheforegoinge desfriniigle oé %Eeﬁﬁ"g Tﬁx{ijtfr%ginféﬂﬁs 16 presen

CO[TULMALF Bhve Ot @RS edafael purposes of (Husientien @nq KesCHRHPY a]fhey are not

monitoring statjon is.c ' ﬁ{sldYsclosed and obviously
pr @@éé"élt%g’: thasidye o & lll%ﬁ&gf an%vgmfé% cf?tH ¢ @Uﬁ%@l iﬁg@r eal-tine .
N0y GRkifeMioho s veridious ere obssitle é’cé‘gﬁtr ghte 8oVt ht%a e
situation t 1RE: cAREin IRGHIRLiDIs of the invention
Sy EPBHTRS B oI RPSED ab&]dec;ggﬁjﬁé‘t% h(g&gfft onat f|ﬂol[1 qjg SECUNL L Yatitize the
Sy shceie jirsctiee! $p1ﬂeﬂrmnmtddp|fhf@eb§3?§‘tbé“1ﬁthefs siiled ' ghe Y8
aut ot | %nd 9’{1]% fﬁﬁwdlnq(%tssxyﬁ{ QL @f mé&difdationd as wheemiéntotthreparticular
2t ansp 3 oc_mesh network is.a wifel %ﬁmﬁgmﬂﬁﬁwmmnsme
mesuh: crmettamlﬂfl@d It is undorstogd thphEArgy WHEISH AT and& securit
Sy%h&éﬁé@zftedcajs Qi Prkian R 81 bk gtsher ratdet @petienn et these W@dmended to cover

anlneniais f the claims of the
5. TRerlsatoR T IOL M 15 arﬁﬁé@%ﬂ?ﬁ%ﬁﬁ%&gﬁml"” fhe claims o

V\h%l’m%él{]mk,g}ﬁlo@t | east one ad-hoc nesh network is a dual
nmesh net wor K. 6. The automati on and security
system of claimb5, wherein the dual nesh network
conprises a wired ad-hoc nesh network and a wirel ess
ad- hoc nesh network. 23 7. The automati on and
security systemof claiml1l, wherein the at | east one
ad- hoc nesh network is further capabl e of



determ ning a new y-added comruni cati on node,

integrating the newly added conmuni cati on node into

the at | east one ad-hoc nesh network, and

updating existing routes for dynamcally routing the

situation data to the centrah nonitoring station.

8. The automation and security systemof claim1,
Whatiselaimetes: central nonitoring station provides

real -tinme notification of the occurrence of the

situation to the end user using at |east one of a

shor 1. nmesAagetosetion ead secusity $YstRSMi C@MPESBEge service, a

vi deg gl ; : l

i dcB Bl & BIRRGERLy nApde Xy BEAREGR 8B iy B oo
nejystke aaglf ofdhapvralily aftvermsiuniaaien ceses ICPARIAIVE 6PMYNIcation with
aS st Wh gaf T4l teﬂﬁ{rli\é)c%ﬂa@é\ﬁcé)f %ers@&'zrﬁ? @&VRRNUHhE! plurality of

dat a an ynam cal ly routing the control data over the
capmbeiggiionoimsiea gapeide abplovidsonsekine resmenss tq @ adyatignglata of a
siff t|6rlﬂﬁer§§é¥jcﬂé'ﬁhé aniedevs JFeeonHQ AL siBA l('fe\/tt:é! aﬁ&‘fﬁ&@ecurlty device;

10. e autonation and security systemof claim9
aftherein the central nmonitoring station is further

capabl eeQfal PHYRSH gstQ{bd Nghd ueémgn FRARORD dtaRim t&%rably

end user and genera he control data based on th
cqrsuRigaiingonty tee et K¢§§F Grr\ecﬁﬂ heremestingfyerk; 11.

The @H&‘émﬂmeoﬁt Wt BREUs-hYc Wéstheﬂbmorkc |1sa'cﬁﬁ>§ole whedy@aically

the central nonitoring station is capabl
rogtne gt ditigtiardate enthesentialtraonipsiag siayoaRy é*é&r&i?sa angderppte path

foftodtiBgdShe Qﬂ%tlgﬁ edef iongd c%hfré'l%br‘ﬁfbrmig statlon m]églenfr BErailure of at

aut onat i on an securlty syst em of aim9, wherein the
least anex theoplerablly of Remawnisatien befesedite and the security

devi \ﬁﬁ?r'eﬁz Fanahks ﬁ’at)mfcﬁﬁ'z@oéigl’[d?gisocfhp%sl‘éeéfvétﬂ&némlly processing

contr . he aut onati on and securlty
th@)ﬁﬁv@mn@at@ o ﬁfoyldlnm@aétirﬁeméﬂ@ﬁiom Enan Wielisgl ohr occurrence

ofBS Birngbmor k further conprises a plurality of
aggregat or nodes operatively 24
2. The automation and security system of claim 1, wherein the automation

and security system is a site monitoring system.

3. The automation and security system of claim 1, wherein the at least one

ad-hoc mesh network is a wireless ad-hoc mesh network.

4, The automation and security system of claim 1, wherein the at least one

ad-hoc mesh network is a wired ad-hoc mesh network.

5. The automation and security system of claim 1, wherein the at least one

ad-hoc mesh network is a dual mesh network.

6. The automation and security system of claim &, wherein the dual mesh
network comprises a wired ad-hoc mesh network and a wireless ad-hoc mesh

network.



coupled with the plurality of comruni cation nodes, the
plurality of aggregator nodes serving to gather the
situation data fromthe plurality of comrunication
nodes and relaying the situation data to the centra
nmoni toring station. P4. The automation and
security systemof claiml1l, wherein the security
device is one of a notion sensor, a gas sensor, a
snoke sensor, a vibration sensor, an inpact sensor, a

poIIutlon ensor enperature senso

sensbr, a & chpqatlogeﬂgg§ecugy Sz‘?m qu zflk’\ rf}thts{"g:‘ r?g%ib Xge gt least
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devi g@efnainpg & nswie qlqolm)}ﬁ%f PR 8 %nhone controller,

a Megieyremit the Ine@ly, adiedtdomrhynicativafrfode amtb rtio¢ At mastadre ad-hoc
condltlonlng control, a nmotor control and a lighting
megh pelyork, @ 16. An automated site security system
conpppddting lexisting routed ot dyreanitatly obuttgrthel sitedion datafodes central
confi %url ng at | east one ad-hoc nesh network, each of
MRSt y of conmuni cation nodes in operative

comuni cation with a security device, the plurality of

comruni cat | on nodes capabl e I a
respbnse lt;rbe ar%“%{‘i‘%&o? ?Jgfge%’f”?yaﬁy%g & Zt Il;\rg%}eg?grt]hseegentral
Vit ﬁbtldrﬁ@@bld@ﬁ%é-ﬁw ndtificalén afethe amdurrence of the situation fo

central nonitoring stat [
réx ] BFErUIGB) Gt SATPA AT CRLAr o BIUeGe messase
s@¥icB 0 viaes Blig) et phonk call, a text méesage ant evald widawebone

ad-hoc mesh network is capabl e of dynami cally routing

the alert data to the central nonitoring station by

def i i Mheaau@hizGiomadrel rsamlmisﬁ oaysteoutofnqe\mhé alviegreind #teq central
to the central nitori | | ty [
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at n is C able aut | 'y processing the
gﬁ %?tﬁmé% 8289 %eé;u Cf fgms notification to an
end user of an occurrence of the alert situation.
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net wor'k
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ub&t wor k. 19. The automated site security
syst em of cI aim 16, wherein the at |east one ad-hoc
mesh network is a dual mesh network.
11. The automation and security system of claim 9, wherein the central

monitoring station is capable of generating the control data based on an occurrence of

at least one predefined situation.

12. The automation and security system of claim 9, wherein the at least one
of the automation device and the security device is capable of responding on receiving

the control data.

13. The automation and security system of claim 1, wherein the at least one

ad-hoc mesh network further comprises a plurality of aggregator nodes operatively



20. The automated site security system of claim 19,
wherein the dual nesh network conprises a wred ad-hoc
mesh network and a w rel ess ad-hoc nesh networKk.

21. The automated site security system of claim 16,
vvherei n the at | east one ad-2aoc nesh network is
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The autonmated site security system of claim 16,
wherein the central nonitoring station is further
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dé}gutjn t ?@8%}/%‘%@9 at ?‘\F!%%H&@% ame AL r@ﬁ t’@gy cutoff
caition I’ﬁ&ta‘BCbo&tiﬁlenlﬁgﬁuﬁtrcﬂ Ya Sip&ir eonted] seliai ligh@3) conltret. ei n
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d9vi€ePUfng the control data.
a central monitoring station, the central monitoring station operably

communicating with the at least one ad-hoc mesh network;

wherein the at least one ad-hoc mesh network is capable of dynamically
routing the alert data to the central monitoring station by defining an alternate path for
routing the alert data to the central monitoring station, in event of failure of at least one
of the plurality of communication nodes; and

wherein the central monitoring station is capable of automatically processing
the alert data and providing real-time notification to an end user of an occurrence of

the alert situation.

17. The automated site security system of claim 16, wherein the at least

one ad-hoc mesh network is a wireless ad-hoc mesh network.,

18. The automated site security system of claim 16, wherein the at least

one ad-hoc mesh network is a wired ad-hoc mesh network,



27. The automated site security system of clai m 16,
wherein the at | east one ad-hoc nesh network further
conprises a plurality of aggregator nodes operatively
coupled with the plurality of comruni cation nodes, the
plurality of aggregator nodeé¥ serving to gather the
al ert ,dat I r.ali 0 | cat i
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processing the situation data and providing rea?'-ti ne
notification to an end user of an occurrence of the

Situggiongy, a.uton&aéeog\%ﬁe E@Surﬂ#fltsggfgm 8N cBRY 18 GMEHIY the central
system of claim 29, erein the automation and _

meaitaringt ytatigrsisefuringr gapahle afmenemtinage sysirdrdata znd dynamically

routing the control data over the at least one ad-hoc mesh network to the security

device.

24, The automated site security system of claim 23, wherein the central
monitoring station is further capable of processing an instruction received from the end
user and generating the control data based on the instruction received from the end

user.

25. The automated site security system of claim 23, wherein the central
monitoring station is capable of generating the control data based on an occurrence of

at least one predefined situation.



31. The automation and security system of clai m 29,
wherein the at | east one ad-hoc nesh network is a

W rel ess ad-hoc nesh networKk. 32. The

aut omati on and security system of claim?29, wherein
the at | east one ad-hoc nesteenetwork is a wired ad-hoc

h.net wor k. 33, T t onat | d i t ,
et 8 of ToF a0 Gl SepiY RETeD TR haviEEHuRS Yeouriy
deeshis Bebaws &f reSpandihgadn mesiking efie\eurkrol data. 34. The

aut omati on and security system of claim 33, wherein
the dual nesh network conprises a wred ad-hoc nesh
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device; and
a central monitoring station, the central monitoring station operably
communicating with the af least one ad-hoc mesh network;
wherein the at least one ad-hoc mesh network is capable of dynamically
routing the situation data to the central monitoring station by defining an alternate path
for routing the situation data to the central monitoring station, in event of failure of at
least one of the plurality of communication nodes; and
wherein the central monitoring station is capable of automatically processing
the situation data and providing real-time notification to an end user of an occurrence

of the situation.

30. The automation and security system of claim 28, wherein the

automation and security system is a site monitoring system.



39. The automation and security system of clai m 37,

wherein the central nonitoring station is capable of

generating the control data based on an occurrence of

at | east one predefined situation. 40. The

aut omati on and security syst®m of claim37, wherein
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defining an alternate path for routing the situation

data to the central nonitoring station, in event of
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network is a wrel ess oc nesh network
of the automation device and the security device.

38. The automation and security system of claim 37, wherein the central
monitoring station is further capable of processing an instruction received from the end
user and generating the control data based on the instruction received from the end

user.



46. The nethod of claim44, wherein the at | east one

ad- hoc nesh network is a wired ad-hoc nmesh network.

47. The nethod of claim44, wherein the at | east one

ad- hoc nesh network is a dual nesh network.

48. The nethod of claim47, 2&herein the dual nesh

network conprises a wired ad- hoc nesh network and a

W rel ess ad-hoc nesh networKk. 49. The net hod
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based on the instruction received fromthe end user.
43. The automation and security system of claim 29, wherein the

automation device is one of a utility meter, a phone controller, a media controller, a

utility cutoff control, an air conditioning control, a motor control and a lighting control.

44. A method for providing automatic real-time notification of a situation to
an end user of an automation and security system, the method comprising:

sensing a situation and sending a situation data, wherein the sensing is
performed by at least one of an automation device and a security device;

dynamically routing the situation data to a central monitoring station over at
least one ad-hoc mesh network configured by a plurality of communication nodes by
defining an alternate path for routing the situation data to the central monitoring
station, in event of failure of at least one of the plurality of communication nodes, each
of the plurality of communication nodes operably communicating with the at least one

of the automation device and the security device for receiving the situation data; and



54. The nmethod of claimb52, further conprising
generating the control data by the central nonitoring
station on an occurrence of at |east one predefined

si tuati on.
29

providing automatic real-time notification to the end user of an occurrence of
the situation, wherein the automatic real-time notification is provided by the central
monitoring station on receiving the situation data from the at least one ad-hoc mesh

network.

45, The method of claim 44, wherein the at least one ad-hoc mesh network

is a wireless ad-hoc mesh network.

46, The method of claim 44, wherein the at least one ad-hoc mesh network

is a wired ad-hcc mesh network.

47, The method of claim 44, wherein the at least one ad-hoc mesh network

is a dual mesh network,

48. The method of claim 47, wherein the dual mesh network comprises a

wired ad- hoc mesh network and a wireless ad-hoc mesh network.

49. The method of claim 44, wherein the at least one ad-hoc mesh network
further performing dynamic routing by

determining a newly-added communication node,

integrating the newly added communication node into the at least one ad-hoc
mesh network, and

updating existing routes for dynamic routing of the situation data to the central

monitoring station.

50. The method of claim 44, wherein the central monitoring station provides
automatic real-time notification of the occurrence of the situation to the end user using
at least one of a short message service, a multimedia message service, a video ciip, a

phone call, a text message and a world wide web.

51. The method of claim 44, wherein the at least one ad-hoc mesh network
further comprises a plurality of aggregator nodes operatively coupled with the plurality
of communication nodes, the plurality of aggregator nodes serving o gather the
situation data from the plurality of communication nodes and relaying the situation data

to the central monitoring station.
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b2, The method of claim 44, further comprising generating a control data by
the central monitoring station and dynamically routing the control data over the at least
one ad- hoc mesh network o the at least one of the automation device and the

security device.

53. The method of claim 52, further comprising receiving an instruction at
the central monitoring station from the end user and generating the control data by the

central monitoring station based on the instruction received from the end user.

54, The method of claim 52, further comprising generating the control data

by the central monitoring station on an occurrence of at least one predefined situation.



