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TO 
FIG. 3B

S310: The TNGF 
network element verifies 

authenticity of the UE

UE TNAP #1 TNAP #2 TNGF AMF

S301: The UE is connected to the TNAP #1, to start to perform trusted non-3GPP 
registration, authentication, and a protocol data unit session establishment 

procedure through the TNAP #1

S303: The UE completes registration, a complete authentication procedure, and the 
PDU session establishment procedure

S304: The TNGF receives a first request message through the 
TNAP #2

S307: The UE 
determines to perform 

an incomplete 
authentication procedure

S302: Root key

S306: Authentication request 
message

S305: 
Authentication 

request message

S308: Authentication response 
message S309: 

Authentication 
response message
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S311: Generate a target 
key

S314: Generate the 
target key

S317: The UE completes a subsequent registration procedure

S312: EAP 
authentication 

success message 
and target key

S313: EAP authentication 
success message

S316: IP configuration 
information

S315: The UE establishes a 
secure connection to the TNAP 

#2 by using the target key
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UE TNAP #1 TNAP #2 TNGF AMF

S601: The UE is connected to the TNAP #1, to start to perform trusted non-3GPP 
registration, authentication, and a protocol data unit session establishment procedure 

through the TNAP #1

S603: The UE completes registration, a complete authentication procedure, and 
the PDU session establishment procedure

S604: The UE is connected to the TNAP #2

S606: Determine to 
perform an incomplete 

authentication 
procedure

S609: Determine, based on 
an identifier of the UE in 

the first request message, a 
root key corresponding to 

the EU

S602: Root key

S605: EAP response message

S607: First request message S608: First 
request message

S610: Generate a first 
freshness parameter and a 
first verification parameter
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S611: 
Authentication 

request message

S616: Generate the 
target key

S613: Generate a 
target key

S621: The UE completes a subsequent registration 
procedure

S617: EAP 
authentication 

success message 
and target key

S618: EAP authentication 
success message

S620: IP configuration 
information

S619: The UE establishes a 
secure connection to the 
TNAP #2 by using the 

target key

S614: Authentication response 
message

S615: 
Authentication 

response 
message

S612: Authentication request 
message
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UE TNAP #1 TNAP #2 TNGF AMF

S701: The UE is connected to the TNAP #1, to start to perform trusted non-3GPP 
registration, authentication, and a protocol data unit session establishment 

procedure through the TNAP #1

S703: The UE completes registration, a complete authentication procedure, and the 
PDU session establishment procedure

S704: The UE moves from the TNAP #1 to the TNAP #2. The 
TNGF receives a first request message

S705: The UE 
determines to perform 

an incomplete 
authentication procedure

S708: The TNGF 
network element verifies 

authenticity of the UE

S702: Root key

S710: Authentication request 
message

S709: 
Authentication 

request message

S706: Authentication response 
message #1

S707: 
Authentication 

response 
message #1
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S714: Generate a target 
key

S717: Generate the 
target key

S720: The UE completes a subsequent registration procedure

S715: EAP 
authentication 

success message 
and target key

S716: EAP authentication 
success message

S719: IP configuration 
information

S718: The UE establishes a 
secure connection to the TNAP 

#2 by using the target key

S712: Authentication response 
message #2

S713: 
Authentication 

response 
message #2

S711: The UE verifies 
authenticity of the 

TNGF
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UE TNAP #1 TNAP #2 TNGF AMF

S801: The UE is connected to the TNAP #1, to start to perform trusted non-3GPP 
registration, authentication, and a protocol data unit session establishment 

procedure through the TNAP #1

S803: The UE completes registration, a complete authentication procedure, and the 
PDU session establishment procedure

S804: The UE moves from the TNAP #1 to the TNAP #2. The 
TNGF receives a connection request message #1

S807: The UE 
determines to perform 

an incomplete 
authentication procedure

S810: The TNGF 
network element verifies 

authenticity of the UE

S802: Root key

S806: Authentication request 
message

S805: 
Authentication 

request message

S808: Authentication response 
message S809: 

Authentication 
response message
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S811: Generate a target 
key

S814: Generate the 
target key

S817: The UE completes a subsequent registration procedure

S812: EAP 
authentication 

success message 
and target key

S813: EAP authentication 
success message

S816: IP configuration 
information

S815: The UE establishes a 
secure connection to the TNAP 

#2 by using the target key
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