;e3eLv\6TTi|d~0 . ~ .~r~. 5 Field of the Invention This invention
generally relates to the field of smart cards for conducting. |0 financial
transactions. Mre particularly, the present invention rel atéﬂ 043} 2002 t
card that can acquire information regarding a custoner's transacti ons and
establish a system automated task for assisting in such financial
transactions. Description of Related Art Credit cards, debit cards, and
automatic teller machine cards are widely 15 used by consuners around the

mmgneti o strop dhSYAIRMECREIEEORMING InANCEAL AR ANER it
magnetic strop .%.Ngg,..gw W th

i nformati on about the cardhol der and the account or accounts accessed by

the card. Terminals, which may USNSUASMARI CARRr nachines (

merchant termnals at a place of business or point of sal e mmmmmmmm“m"
read the coded information on the card and access the card aceount
to conplete a financial transactl on. 20 BeS| des the vveII known crecft and
debit cards, stored val ueBaaIK D N

value card is a card that is pur chased or establ | shed for a sﬁmmmm’wmm””m
nmonet argy anmount. That nonetary anount is stored as the val

card. When the cardhol der desires to use the stored val ue card to *puwzhase
goods or Vi GBS, t he icard is presented at the point of sale and the cost
of the goomp-‘e@&%@pur chased is deducted fromthe value of the card.
The cardhol der may conti nue to e store al.ue card in this manner 5
until all the vghtﬁenh’ﬁgtl%éﬁn‘?r%‘rﬁb\?’elﬂte? rtBn‘Fl ?%é’lfcﬁmaﬁw@aréérfﬂr FRPAUCHEE be
di scarded user of the care nay provide a nmethod for replenishing the value
of the car dinasiigltrangactionsr dare patienlarlysthg presgal/inyentionrelates t @rspagy pard
subway fare and maki ng phone calls. The devel opnent of such conveni ent
financi al ithes icanaczpirs itfasmaticaxregardingracoistoattr s sraasdctions aisl' estaBlitline sydtéman
enpl oying information encoded on a magnetic strip, smart cards incorporate

a_m Cr gpr oGakhitedRsICtdr assistinB o6l S\RM finantiBréRadioand can interact with the
ATM or nerchant terminal to provide information about the

Descrinti ¢ Related /
Credit cards, debit cards, and automatic teller machine cards are widely
used by consumers around the world to access, transfer and spend money. These cards
15  make use of a magnetic strop disposed on the back of the card which is encoded with
information about the cardholder and the account or accounts accessed by the card.
Terminals, which may be automatic teller machines (ATMs) or merchant terminals at a
place of business or point of sale, are used to read the coded information on the card

and access the cardholder’s account to complete a financial transaction.
20 Besides the well known credit and debit cards, stored value cards are
becoming increasingly popular. A stored value card is a card that is purchased or

established for a specific monetary amount. That monetary amount is stored as the



cardhol der or the cardhol der's account, transaction authorization, or other
information. Various smart card designs and applications are d rmw
the followwng U S Patents 15 which are incorporated herein by

U S. Patent Nos. 4,766,293 (Boston); 4,868,376 (Lessin et al.); and
4,874,935 (Younger). Advanced snmart cards, called very smart cards, may
even include a battery, a keypad and an LCD display on the face of the
card. However, due to t he expense of such advanced cards, typical smart

cards have np Kk 20, .00k 1i ke of he astic cre

car ds. | ol ar 4 Gand Whed BuSardibiacs depiBste icile Sob it S BAse o e
cards, debit cards, ATM cards, calling cards etc. A smart card may al so be
desi gned t @ods orgenyicasy the card lgerersmtml akithe pombhaale and te copteafdhe apqds s
functions. However, the multiplicity of capabilities offered by smart cards
coul d resulserviqespumhmeﬂris dedusted fitonothe vebielof ithegcafd.om t he vast array of

choi ces available each tinme a smart card is placed in a smart card reader.
For exanple, use of ahemardhokief tha ﬂboﬁirﬁk&bb%e&ﬂéd@ﬁé%dmaﬁﬁm@ﬁidﬂt a b
custoner to deposit noney, to w thdraw noney, to exchange currency, to view

a Cust Ter yjiPaAl #CHalud Ras E&H%ﬁbvé&)ﬁ‘@ﬁb {RE CHRIC TR Ear8 Hiod Xoﬁ‘igﬁ be cﬁi&%ﬁi&ﬂ”g and

savi ngs accounts, to purc ase and/or sell stocks, etc. stonmer w shi ng

Lo i PR BT SRR R v L PR SRABRPRE s FURCUTIEY ol S oL

custoner. A transaction, initially 1 o rcel ved e consurrer to be
seeni ngly &3igSiaEgcommontyysed iday @ er%gg ora@a&géygéay 2@? agd making phoge

bet ween the custoner and the nmachi ne as the custoner w ndows down the

choi ce avaickl®l e by sel ecting an option at each of several nenus. Thus,
there is a need for a snmart card that offers enhanced conveni ence when
assisting a custoner The develophient) ofl shiclareavdnian. finineiak insruaients hasnaksd for a
smart ~ 5 card that can acquire information regarding a consumer's

transagt i Opgoduoed eshab chrd’. a Rathef ﬂfﬁh%ﬂﬁp]gjﬁhg%foﬁﬁi{tlcfnoénc@déd ¥h A0megHetisUCh
financial transactions. Such a snmart card has not been available 1n the

prior art. ﬁg)t’e ﬁﬂrcggfg aér%p%r%tﬁ aSmR:Pcrp‘PQée%‘&r vicH ﬂee ﬁ#ﬂhg\égﬁtdnﬁrbaﬁo meet

t he above s nee ers al so an o jec the present

I nvention tir(ljte act \Q/i%e the SX‘PM o? merchant terminal to provide information about the

cardholder or the cardholder’s account, transaction authorization, or other information.
Various smart card designs and applications are described in the following U.S. Patents

15 which are incorporated herein by reference: U.S. Patent Nos. 4,766,293 (Boston);
4,868,376 (Lessin et al.); and 4,874,935 (Younger).

Advanced smart cards, called very smart cards, may even include a
battery, a keypad and an LCD display on the face of the card. However, due to the
expense of such advanced cards, typical smart cards have no keypad or display and

20  look like other plastic credit cards.
Smart cards can be designed to operate as stored value cards, credit

cards, debit cards, ATM cards, calling cards, etc. A smart card may also be designed to



,~ 3 JUL 200 card which can acquire information regarding a consuner's
transactions and establish a system automated task for carryi n% gut such
financial transactions. These objects, anong others, have beenVo t.ﬂaneMﬂpy
means of a financial information and transaction system conprising a host
financial conputer 5 system which host system nmaintains records of user
account information; at |least one termnal providing a user interface for
accessing the host financial conmputer system the at |east one termnal
including a reans for transmtijing and receiving data correspondi ng to the
user accouﬁf%’ﬁ’i‘ G ,a%gnaoflathg%ayqnqur NEHANS, ¢ egemvf@e%ﬁ Pfaccess
to the records of user account infornation are organized in a hierarchy 10
of three orcapabilitiasaftered by\sman cardscapldripsulbipeystammerfiusination sgsujtingefomg
final level, and one or nore intervening | evels; wherein the records of
user accourthe vast armaptaf choes awailbksendh hime a saianigcartd io piaced e ahsnearcarly of
three or nore | evels; and wherein neans are provided for allow ng access to

the final lendet. For édagph, @@ 0€B¥mAN AR &t OTffHafk ATMKm¥¥hidkOMight pemhid
t hrough the one or nore intervening levels. ~5 These objects, anobng others,

have also EaRAPIAIRARIORIBAS Plindiald AEAG),Ab LALAALIUANG LiAngacti on

system conprising a h cial conputer "system system

mai nt ai ni n recor,d?? @f uiert acfcount i rgftormatt' on; .at I,eaﬁ't one_term nal

provi di ng X"HEDFTT BpRPeS I tRBHICE IopRY PRIVeSD e AEomen § Eheekiie sl ayings
system said at |east ﬁne term nlal including a nmeans, for conducting a
transact i oRCEAEE 1 RUIChase 2d(ps sell stacksific.i d¥ svsiomeToWishingsiRetFansact aaly 2
interface device; and a smart card; wherein conducting said transaction
based on saingle &per ofS trafisagtéer mightoencountaf or seaies of henusr offieringe thei varipus

hi erarchy of three or nore levels, said hierarchy of three or nore levels 4

D 3 JU ~O@nancisimutahstiction aoptions tavailablewel theacskoimdr. | eA efransagibng nigitiatly mor e
intervening | evels; wherein said transaction is conducted by passing

througfy saipdrcived d5ahy cefsuBF REbedechgly h%ﬁﬁ:k%nd%ﬁci%@x@ﬁﬁg@?@é&%nﬁ 8
provided for allow ng access to the final Tevel in the hierarchy by an

aut omat ed L apkeub haHlc BANRLE % DEQHAN: 34 HheOfeifite IPUR LUSHYERIRBusCVe! S-

5 These transactions can I n eposit o
f unds; it hd | .of f : h f : t f f fund
e asen s a5 Bli b o e R R TP B St o

purchase of stock; and a sale of stock. It w be appreciated that the

means for allowi ng addusdhers i paced foz)a smart carcll Ithat offers enhanced convenience
when assisting a customer in executing a transaction. There is also a need for a smart

15 card that can acquire information regarding a consumer’s transactions and establish a

system automated task for carrying out such financial transactions. Such a smart card

has not been available in the prior art.

SUMMARY OF THE INVENTION
20 Accordingly, it is an object of the present invention to meet the above-

stated needs and others. It is also an object of the present invention to provide a smart



10 level in the hierarchy by an automated task can, in one preferred

enpbodi nent, be provided on the smart card; in another preferred enbodinent,
can be provided in the smart card interface device; and, in st§I3 Jaho2002r
preferred enbodi nent, can be provided on the host financial conputer

system Additional objects, advantages and novel features of the invention
will 15 be set forth in the description which follows or nay be | earned by
those skilled in the art through reading these materials or practicing the
invention. The abjects and.advantages of the invention may be, achi eved

thr ough_t h &R Ft SodBle imtorRbloR Feaeg o CoaRer Smactolnant SHAPIS 8- The
acconpanying drawings illustrate the present invention and are a part of

t he speci f is¥demantompirgiagiefor garrying put ugh fisonai) tepasactippt.i on, the dr awi ngs
denonstrate and explain the principles of the present invention. In the
drawi ngs: 5 Figure 1Thssea objeotsk athiomgr athers{ lavé i beancolsthined fr medanonofand
transaction systemin accordance with the invention; Figure 2 is a bl ock

di agram of fiafdl#lr inférdiation Cadr fardction &yaeen réuﬁﬂpﬁisiag_;a aost fhaHei® Bnipater bl ock
diagramof a file structure of the smart card of Figure 10 2. Figure 1 is a
bl ock dj agr, Ll natd OVt I i L Lon and
pert or i ng 71 el S Kb el MARKALS logbrdBlof b oot SR Ehlon B et
invention. ln.this enbadi nent financial. institutdion.is represented by

bl ook 10, A o R L UG eftade' P AG0eRtink B host inBReih e LSRR
consuner bankinq institution, ,utilizes an autonated, s stegl i ncluding a
host conputi@ at fleast MReneEmmRhduGluding s mpang for SHBFMifiRS AR sTeCcqiNige d#dcor ds
are used to keep track of funds in the custoner accounts, to enter debits
and credi t somespending stacthe asevaeaount infdrmiationpandra poamoaed interfadendevieker to
provi de various services to the customer, such as providing account

i nf or mat i owleren ackesditol thel edbokdsngf wwadaccomttiihfongatidn drb@rganddedrinn Heraebiyest, a
comuni cations front end 12 is used to exchange data corresponding to such

6 10  of three or more levels, which hierarchy comprises an initial level, a final level, and
one or more intervening levels; wherein the records of user account information are
accessed by passing through the hierarchy of three or more levels; and wherein means
are provided for allowing access to the final level in the hierarchy by an automated task
without passing through the one or more intervening levels.

15 These objects, among others, have also been obtained by means of a
financial information and transaction system comprising a host financial computer
system, said host system maintaining records of user account information; at least one
terminal providing a user interface for accessing said host financial computer system,
said at least one terminal including a means for conducting a transaction based on the

20 user account information, a smart card interface device; and a smart card; wherein
conducting said transaction based on said records of user account information is

organized in a hierarchy of three or more levels, said hierarchy of three or more levels



~0 3 ,1~,. information. The communication front end 12 provi des access to
t he host conputer operated by the financial institution 10 froma variety
.of communi cati on systens. For exanple, as shown, the communi catﬂrg&fk@w
end 12 may exchange data with a standard switch network 14, such & Lo

operated by a regional tel ephone conpany. 5 Thus, data transfer utilizing
such a system generally takes place over the tel ephone line. In this way,
data nmay be exchanged with a user suitably | inked to the standard switch

network 14 w .a_npdem riet conmmuni ¢ rot.ocol s
cnown 1t fEBRERE A IEGpbL e aﬁ”ﬁhﬁveﬁenﬁfeﬁgﬁa@ae "ﬁetVﬁregaarﬁ?%vﬁerem

fi nanci al |nst|tut|ons angfrnancral n gnot sho for example, to
provi de das@idirgnsactjon & ¢ondueted b bpaaﬁmgt fi rrérrcbya & Qrgpere levels;
Alternately, the comrunication front end 12 may be connected to a network
servi ce pr @ud sihereis meansaarp provides foeallowingl@cessdo thexBmgdllevel imthedfieraeshyr al
commerci al services now available may |ink users throughout a geographic
area. Furt bglan atifoenatamsiwithdit passilg thrdugh Raid bae BRyhops vdrdenigglevelser f ace
between the 15 financial institution 10 and an private network 18

conpri sy ng, for examqthese t?d?ﬁa&foné‘@éxﬁnbﬂ@é"bu@ﬁl%%o@ﬁ?ﬁi‘@ﬂ'fé a(dcgg%lt &f fu}‘iﬂsde area

networks (WAN). As illustrated, Figure 1 shows diret [ink ween the
conmmuni cat i 1 st ens
communl o2t iRl P AR ALY s NRTE, ARG AR
that variou onbi nati.on uch 2o, systens and ot her,s |b| e. For
exanpl o, & SHE oAU RCR TR HONEY BUOUBH AT QT SORRLAIEASRBRL | r on
end 12 through a network service provr der 16. O her .0 3 ~UL ~~0~

net wor ks 26tockuch as the so-called "Internet”, may be accessed with the
standard switch networks 14. The present invention conprises a financial
information and trandaeill ba appscmmdcthap thesmaansafon atlowingnacvessato thenfmel er
systemas illustrated in Figure 1, which 5 host system mai ntains records of

user agrouidvel MM @hdThickRbhy By dneagbmeRe the bd)ah cﬁfeor?:rbfﬂrﬂ’éﬂ énbbdmentNber f ace
for accessing the host f| nanci al conput er system e at | east one term nal

I ncl udi ng arJE@NSod He dlANSIYL in' BYUIRP Jrdf&E&d YhbSuiRRhA 351%& ?M\Aﬁ%r %m0 the

user account Information, and a snart card I nterface’ devic el n access

L eo or maPERE8Y pgheCiois b SRR B Pl SRR, Pafor bGhfteElY

final level, and P
on the host 1nan01a1 computer system.

Additional objects, advantages and novel features of the invention will

15  be set forth in the description which follows or may be learned by those skilled in the
art through reading these materials or practicing the invention. The objects and
advantages of the invention may be achieved through the means recited in the attached

claims.

20



intervening | evels; wherein said records of user account information are
accessed by passing through the hierarchy of three of nore |levels; and
Wherein neans are provided for allowing access to the final |eypl3 jt

hi erarchy by neans of an automated task w thout passing through one or nore
intervening levels. is An aspect of the present invention is a smart card
(e.g., a plastic credit or debit card with a m croconputer enbedded in the
card) which stores financial and account identification information in
menory. Inﬁﬁlﬂgﬂé‘é onputer in an automatic teller
machi ne (A ; Nartd® a point of sale nust interface
wth the mcroconputer in the smart card. 2o Figure 2 illustrates a

nul ti- purpose smart dAedcogopagyinghdipwingstiugiesta thej prasent anveation godh-af¢ aanci al
functions in an integrated system such as that described in Figure 1. The
smart car d pafiOoft trepspesification. e nTogethepr witke sthe rfgllowing @@&2riptisil)) thehdratvinigs 8

,0 3 JUL 2Q~~ connected to a read only nenory 204 (ROM, primarily used for

storage of damoRRRIA I SkpRYS HRPrinCipld D Y FEgABMvVERIGN. Yin AROIhRMYg: | s al so
provided for volatile storage of data, particularly for program execution.

The CPU 202 is oper atg | i Lot eref ac i din turn
com"runilgcat es wth a tspln%f? % Mclg(r%gﬁ;l rbcgggfggra? %3 t?gg%%@%ﬁ?@oﬁ%@ﬂ%ﬁ%gb&el I
known in thetart. Thed CPU i.ﬁ co.nnerﬁt ed to an arithnetic logic unit 212, for
exanpl e, of&NR AFFOLdangs WP GOYPHOn o vo Keys (512 byte keys, 1024
current RSA). An electrically erasable progranmabl e read only nmenory 214
(EEPROV) is provi ded Figiss érs \plockdipgramy of desmary, gard iaceording tg,the Hygntidhit i ons.
1o As illustrated in Figure 3, the smart card 200 of Figure 2 has different
file pathsahdr different functions. The EEPROM has a master file 220 and
dedicated files for different applications. These dedicated files include a
bi ometric identificafigite Biis £bl2R dRthn@of £fikr syt of he smbrtageRigwef i | e
224. Al'so included is a building access file 226 that contains information
whi ch gnabbes the card to be used in conjunction 15 with a security system
The master file 220 also is linked to a banking card debit file 228 which
may al so have its own security path for identification. The smart card has
a prepaid function path 230 which can only be | oaded through secure
function, " = v ele G U SE GO L& 232. These
files are Wm REFRRBEA EMBODIMENLY rent ed as
required froman outside termnal. 20 In this exanple, the paster file 220
al so has a digital eXégwpdiida block diagram illustrating a system for providing financial

information and performing financial transactions in accordance with the present

15 invention. In this embodiment, a financial institution is represented by block 10. As
known in the art, the financial institution, such as a consumer banking institution,
utilizes an automated system, including a host computer, for maintaining records of
customer accounts. These records are used to keep track of funds in the customer
accounts, to enter debits and credits made to such accounts, and for other purposes.

20 In order to provide various services to the customer, such as providing
account information and account debiting and crediting at the customer’s request, a

communications front end 12 is used to exchange data corresponding to such



capabi lity 234 providing algorithm c conputation for the processing of
digital keys and 9 ,0 3 JUL ~~~ encryption of, for exanple, the user's
PIN. The algorithms used may provide synmmetrical or asymmetricg) Jeqgyr Yjend on
as known in the art. Wiile the smart card utilized in the invention ©
enbodies a "conputer”, it has a fairly limted nenory. For exanple, the
EEPROM may be limted to the range 5 between 3 to 8 kil obytes with current
technology limtations. Accordingly, the smart card in the system

preferably.acts as enabl i ng devi.ce, fo t her. ., syst ens cording to known
Pechni ques intpbRa e CotfmunEalen o5, o, 1S PR do 155 Bof Swofer

i ndi vidual and the service r,ecluested but does not store |arge quantities
of data on opprateddiycthe financigldpstitutionil Gfiomgs variety phcommpmpicatiqnsysteass Koko
storage areas for 1 o storing nonetary values. The first is an "electronic
purse" repressmplesds shown) the2@@Enmuhicaticnsefiontsends ¢, miyp rexeheagp| data whithnat he
user makes a high value purchase by placing the smart card in a nerchant's

term nal. Fhadadewirbarpyerkt K shélRBs ond bpetated byadTRigidnad telégiRnd Lompane
entered by the nerchant by entering the user's PIN. The user then approves

the amount T{,r daftx #aRdrEr ut{?ﬂziﬂ#’%ﬁ@mg s?%g%%&@ﬁﬁl RbitdsOBla@ofer! 1hE R1BRonk €Y P2,

15 the card purse cash value Ts then ed by the requested anount, and,

conversely,. th rchant,' s accpunt ,is credite ha nt.. second .area
For 't or i mdimkume Jviya e B8 B4 Ronaled i arifoet ataoRTRMRY tofing 8680
represented by file 230. This account is nerally utilized for | ower val ue
pur chases, SWiFh @9%»543 &4 ith gymefsn uyieg any PEa arlety! of comupiAiFation mefgcolsn an
unsecured 20 cash area of the smart card and operates essentially |ike
cash. For d&nawplia, the rast. uddereoyert datasmay tbeceychanged imathés piay cothetefingncigh t hi s

account without entering the user's PIN. to ~f1 3~ ~ Possi bl e uses woul d
i ncl ude, pristiatont yand| fimancil uetworks t(notr s ifansxanll, &s padvide dafaefoeri a,
or a vendi ng machi ne, or when placing a | ocal tel ephone call. The snart

cards [@ef egg@emby F@varibid @isforse® tehdabtibdye system t hrough the use of various
smart card reader/processors. These processors vary in conplexity and 5

sophi stication depen(ﬂl&%&f@ﬁ,ﬂd{eh&n@ﬂ%ib Rjtr?:i@ t &Rf 18 be coth&ed'apd to

regul at e buil di ng access, e snmart car e Inserted rnto a smart card

r r which simply. . .
eade %etv?orﬁrpse%we provider 16 or a private network 18. For example, one of several

commercial services now available may link users throughout a geographic area.
Further, the communications front end 12 may provide an interface between the

15  financial institution 10 and an private network 18 comprising, for example, one or
more local area networks (LAN) or wide area networks (WAN).

As illustrated, Figure 1 shows diret links between the communications
front end 12 and the various types of communication systems 14, 16 and 18. However,
it will be understood by those skilled in the art that various combinations of such

20  systems, and others, are possible. For example, a private network 22 may be accessed

with the communications front end 12 through a network service provider 16. Other



identifies the user. This could be used in |lower security areas, such as
par ki ng garages. A nunerical keypad, by which a user's PIN may b t ﬁg,
can be required for added security, such as at building door eﬁhsaﬁﬂegh or
even further security, sone bionmetric 1 o paraneter (such as fingerprint)
may be used for identification. This same access code with or without a PIN
can be used in a smart card reader attached to a stand-al one or network
personal conputer to control the level of access to Iocal or renDte files,

conmuni cat i on net dat abas nd network services,

af or ement i eﬁwrgﬁﬁfgap #ithe Se-falled-ntermety may e grgsssedreith ﬁlesstaeeeridowawch
digital encryption si gnatures and encryption algorithns to enable the smart
card to ben¢B¥qrksmided froma renpte | ocation, such as a host conputer at a
financial institution or at off/on line nerchant termnals equipped with a
SAM nodul e for off | iThe present inuérhiontdonmprisesa fihancial ddformatioarnaeetrdneddiioands of
the communication (for exanple, the host conputer and the smart card) may

each have asgasteﬂ%nﬂiris LBYst Tarndalt dpuidt sy stemUsiliasrae PIINFRAL Y wmahch i's

sent via the smart card and is validat ed af the host conputer.

host Cojrrputhg%t %)&Etie?l? llﬁalﬁﬁm\éalle'cgﬂts oft D&k z{cggu ﬁﬂ&? 5 leégt om?hé'{(ﬂﬁafr T

aut hent'l ¢ user I's using

financial transaction .c n ta ace, reL ss off line s n,
smart car d PEOVIGINGS e RS @éﬂﬁ&saga@e&w }“a G Samphtar vt i ket
because there is a p055| bility that a false term nal is 5 being used

Accor di ngl Yne dgennalinglydiggra mans oy drapsrutiing and f%?eh%ﬁat@§oapwoa@1ag|tab| eto
validate the card, the termnal, and the user. In this invention, it is
assuned t halie useThecounhinforimation,endi & smarbpardstetfeemdeites ovhiersinl acawss oethee an
application structure in a smart card, and 10 The smart card's file

structure irécogdpab useradccbait rigfomlntaﬁdsredrdm@amzad 3¢ QUKierarciye6f dre@©€ @v6re
control after the structure has been created. To achi eve the stated and

other gpj e‘?év%lso‘cthfshﬁieférr&r?e%mgﬂgéig% ahomuaﬁegfrbadﬁmﬁoa dRACS d;leb%f’ ik O

the invention fay conpri tomatic t ing; 15 a smart

card with af, %ﬁl‘%é I?Y_le?s RIS 1‘3% dllea ﬂg%&' Sor a%gﬁuﬁrg 1Hf%rr?}1§tr1 I{rglte css%ui B

machi ne recogni ze SI'TB.I’ car progra

passing through the hierarchy of three of more levels; and wherein means are provided
for allowing access to the final level in the hierarchy by means of an automated task
without passing through one or more intervening levels.

15 An aspect of the present invention is a smart card (e.g., a plastic credit
or debit card with a microcomputer embedded in the card) which stores financial and
account identification information in memory. In order to use such a card, the
computer in an automatic teller machine (ATM) or in a merchant terminal at a point of
sale must interface with the microcomputer in the smart card.

20 Figure 2 illustrates a multi-purpose smart card 200 which permits both
financial and non-financial functions in an integrated system such as that described in

Figure 1. The smart card 200 comprises a central processing unit 202 (CPU) which is



Smart cards interfacing wwth automatic teller machi nes (ATMs) or other
terminals permitting access to a financial institution can prﬂéi?ﬁ al
custonmer with an 20 array of financial information and all om% Re bis Bgzer
to performa wi de variety of financial transactions. For exanple, such
access can include review of balances in different accounts, review of
transaction journals for various accounts, performng fund 12 ~0 3 JU
transfers between different accounts, anong others. These accounts can

i ncl ude, anong others, savings accounts cki,ng accoupts, brokerage
accounts, SPHISEtEdofor B oD o) FRFTRATK 404 (RADrormpb ees ifos storage of o
conventional |y organi zed on typical ATM or_ honme banking systens, 5 this
array of s@pé¢RtBE Sysiema.y dprandemtageessancmndry 2R (BAM) iseadsosproridgd fexydatileve and
conpl ex nmenu structure, often arranged in a hierarchy of nmenu screens. This
hi er ar chi catoragenof dataypanticeladgrfor uegram ¢xveutiorst dher CPU 2@ iig aperatitelpugh
many | ayers of options to arrive at a nmenu screen which permts the

cust oner t @ogsled 3o #SéridliedRRi 208dvRitiRRF AL tOMmunithtes Gath 4 aktk Catdreader
significant frustration on the part of the 10 custonmer. The present

invention pReYL ?gin Ié%éﬁfﬁﬂ'}'éégfmmn%qumr is placed at a desired nenu

screen within thi lerarc nmenu structure w thout having to navigate

through a | arge nunb i nterveni nmeny, screens. T t he system has
const Pucted anavi oatPGRl Brrreded B AT RHRREGE R wit Az, otelll Sne
custoner, 15 after |oggi.ng onto the system (which | og on procedure

pr esumabl y Syitable g%rmr?%ésnas largekqysdAL2 gmﬂgyy%lrw%,cu@@gd%% Apelsstically he
custoner can utilize this navigational short cut path to take himor her
directly t erasableprogeammable ngadamly memors?2 BhEFERBQVIR is provided,iwhigletypinetlgci at ed
that the present invention includes a systemin which the custoner can
speci fy an stopés systesefilecambapplioationsgr oup of two or nore screens 20 to which
the systemw ||l take the custoner. In one enbodi nent of the present

i nventipon, the cust ongrilitide® BiguR FQHE st Chrdd200°6 Pighhe2 S HRTErdi
execute the automated task of taki'ng the customer past One or nore screens

and to a d?ﬁ% hﬁﬂs ?&ddi}fgrglng gﬁxcﬁorﬂsp Ee{;ﬂiﬁlgl@(ﬁ)\f h?%ﬁ rx?e%ie?gges 200 238 YeliRhted

enbodi nment e system ays a li e var

files for different applications. These dedicated files include a biometric identification
file 222 and an encrypted digital signature file 224. Also included is a building access
file 226 that contains information which enables the card to be used in conjunction

15 with a security system. The master file 220 also is linked to a banking card debit file
228 which may also have its own security path for identification. The smart card has a
prepaid function path 230 which can only be loaded through secure function, and a
“non-secure” electronic purse function file 232. These files are readable by an external
terminal and may be decremented as required from an outside terminal.

20 In this example, the master file 220 also has a digital encryption

capability 234 providing algorithmic computation for the processing of digital keys and



navi gati onal short-cuts, which the custoner has previously chosen. For
exanple, if the custoner wi shes want to pay bills, he or she can input
"PAY" and this command will take the customer to the bill pay ngn m%ﬁln
5 the absence of the present system the custonmer mght have to Jo rough
six nmenus to reach the bill paynment nenu. The present invention permts the
custoner to establish a personal navigation path that will convey the
custoner directly to one or nore desired nenu screens. The choice of the
destination neny screen will reflect th rapsaction that the 10 cust oner
wi shes to &REIYpHQn ofy ?% pxampple,, the Eﬁqrg?t §H&~t h&getﬂ@rﬁMeﬁe‘li WPERIOBEecan be
enpl oyed in conjunction with ATM devi ces, hone banking term nals, and ot her
t ermi nal s @yinoietrisal of asymmeetuiend eadryptiaaras kngwaidn the atbnnect i on wi t h obt ai ni ng
financial information or in executing financial transactions, anong others.
In a preferred enbodiWiihd the ymart chrbgilizgd imthe invenyioh embpédicsra t‘tomputér>, Access
to a financial conputer system a custonmer wll encounter a nenu screen

that asks thheaeusydikitediehbE. I/ exBRplY, %%EPK_@L@M}%}'WIﬁﬂtédrt@&h@rﬁlge
personal navigation path for the given transaction. |f the custoner

responds abe IR 1694 ¥ilo ”wftfﬂ%u&%rﬁtt%mo'ggtlﬁﬁi%i'a ..hgce@lidgl'lgtl ahe Exﬂ&lts Chen

custoner follows 1n carrying out the trans 1 on. Is tra pat

tenporarily sav as, a syst aut omat ed .task, At the conc]usion 20 of the
¥ ahoact i ofacchihdh it Bietirably B A an s g eyloh 4iA FihE et cERAREdp s hes
to save the navigational path just traversed. If the customer responds

af fi r mat i v&nQwn dephnigues. e Fpnexample,the smart card pravides yplidasion of dhe; ingjddual,
automat ed task. 14 |0 3 .1~ ~:~ In those enbodi nents of the present

i nventi on iand theisetviterequsstedebutglorsmatstare buge quaptitiesoofstatecomtbe@atdnan one

navi gati onal short cut, the systemw || query the custoner to identify the
saved system aut onat qhetsasiet burd rPOONST Kipue Zané 3 intluded twd etorgper sieasafoed t hat
this code can by nuneric, al phabetic, or al phanuneric. The nunber 5 of

characfgers sio?in%hﬁo:fe%}? Vafies PeTHRNErsPls AP FEleSiHi G PhRE™ repr&knfed WyF file0234, he

nunber of characters defining a code being a function of the nunber of
navi gati ongh . s t r.m . as wel |
2o momory. TR P [oGHed dpr Blatndf TG GRS SR o i THRE Phichdie ) PariBE, o
enbodi nent of the present invention, tt\}@s stemw ] 1 o aut oa:l%tsi cal ly
track the @ ¥mathegrdina rperchants temyngly Jhe; yserageents tae Bansagtion. apdampeynyy

This tracked path is then tenporarily saved as a system automated task. At
t he of the purchase entered by the merchant by entering the user’s PIN. The user then

approves the amount, for example, by pushing an “enter” button on a terminal keypad,
15 the card purse cash value is then debited by the requested amount, and, conversely, the
merchant’s account is credited that amount.

A second area for storing monetary values on the card comprises a “pre-
paid account” represented by file 230. This account is generally utilized for lower
value purchases, for example, fifty dollars or less. This account is kept in an unsecured

20  cash area of the smart card and operates essentially like cash. For example, the user of

the smart card may make purchases from this account without entering the user’s PIN.

10



conclusion of the transaction, the customer is queried by the systemif the
custoner w shes to save the navigational path just traversed. If the
custoner responds affirmatively, the systemw || save the navi aaimlmyth
as a systemautomated task. 15 In those enbodi nents of the preSeht i
invention, in which the systempermts a custonmer to save nore than one
navi gational short cut, the systemw || query the custoner to identify the
saved system automated task by means of a code. In yet another enbodi nent
of the presgent. invention, .the syst i1l automafically track path that the
cust oner fi’loﬁ%bx]@ ¥858 %ﬁ@ilﬂ{]“%tpfsf%ﬁb&s‘ét& yahes qgag%cgqrgcw Fathdi s
then tenporarily saved as a systemautomated task. After a certain

t hr eshol d afetssie, o a venging maghine; pr when placing atloeshtalepbaneicall. he system wi | |
save it a system autonmated task, which will be invoked each tinme the
custoner | ogs on. Hovitheesmari EardSreferréd h&eihl interface -witththecaystenmthrowghvihat es
fromthe navigational shortcut, the systemw || rest and begin again

aut omat i calky of va@fdts Rthattharddabller/ftddesédts THEJeGHIBEesédRt VaWSini danfpldxityiang out a
transaction. In one preferred enbodi nent of the present invention, the

saved syst i | tidn E L R galVA! he
smart cs:%/tr dfg }g%tﬂédﬁlﬁgt%ﬁﬂlgh%;@nigﬁa%gﬁ%dg\%d en t g@? sv?,rhaelrﬁt &égﬁgqieén?%mved.
| n anot her ,enhodi nent, . the systemw |l save.the system automaied task on a
11 o ser vePulgnaEral (b et S beinBBE iR R R FAbEPhRR skARY
recogni zed .t hat, the system of e present invention is 1 o apal ogous, for
exanpl e, t ddenfifieeths uskh cHhineq ?B?eddpgwqrﬁﬁ?w areas, sueh pRATKkING|BA1AREY- ok es
as a "macro” in a word-processing program Further, systens which nonitor
per f or mance\ nimerica) kexnadabyd whishst wser's PIN umayrhkeseriiered cban be sequtiredfer added
performance are recogni zed as expert systens. Exanples of such systens can
be found i Redirity, sieli enit Bidldirfg, dbdr edtdincas) dFdd. éven Bartlen sedvpity, sphiehidhétricwhi ch
are incorporated 15 herein by reference. Because the nicroconputer is
enbeddad | BafadfettTBich &£3iEeRRRY)y mbhy'Be Gfdddop WehafiBatiousS THi Al fccBésScddei cal
contacts which function as a communi cations port to interface the

m croconp U%ﬁé\h %{\Vhﬂ&t %ﬁ% Xﬂnt bk fi]sgﬁ "R l(é:sgrﬁa?t(r)crdrg rga@gﬁ&gggé% ?omgg{aﬁﬁ-%[gne or

term nal . ower, u and sp roconputer is
t hus 20 provided by interfacing the d with_an ATM o rchant term nal .
A orart baRiMER etonal EamP e T GORE dhy Yel Dt et ool anes, 6

communication networks, databases and network services.

-

In the aforementioned embodiments, the smart card incorporates

15  optional digital encryption signatures and encryption algorithms to enable the smart
card to be validated from a remote location, such as a host computer at a financial
institution or at off/on line merchant terminals equipped with a SAM module for off-

line card authentication. In such instances both ends of the communication (for
example, the host computer and the smart card) may each have an encryption key so

20  that data (such as a PIN entry) which is sent via the smart card and is validated at the

host computer. Thus, the host computer is able to validate that the smart card is

11



determ ne when a smart card has been inserted and that the card is properly
positioned. 16 ~0 3 cur. To be properly positioned, the connunicaLipn
contacts on the card nmust be in contact with electrical cont acd S Lokt Lee
communicate with the term nal processor. Once the smart card is properly
positioned, the termnal will provide power to the m croconputer on the
card and send a reset (RST) signal to the card. The 5 card uses the RST
signal to reset itself or to initiate an internal reset function. Wen the
card is rest, it sends the ternm nal an gnswer-to;rese TR). .si gnal. The
ATR i gnal. it B i3t b pebret et A St ESSERET dofd 56 P SRR ER o ar 4 5o
t hat communi cati ons between the card and the term nal can be established
accor di ngl yantakgpiacest andards for the physical construction of smart cards
have been 1 o established and wi dely accepted. The International Standards
Organi zation (1SO stmadairdlesssofi-linetsituations phe sthar cardrang thesfeominal being
characteristics of smart cards such as the size, conposition, placenent of
el ectri cal veahdimitady vhlidatebicinotlenbe¢anbettiecie a gobsibitiey thatla &flsecteirminal is
transm ssion for smart cards i.e. T=0, T-1 etc., the interface nessage
format and pefignistd.] A88dr@ingR, ePddh iaf Vi 1RESsySieR, S6tukily MBEsuSR e adailabRithe | SO
standard 7816 has largely I'ed to uniformty in the physical construction
and communi i r S ds, the standard does not specify

t he oper at ivﬁg&dst‘gg}eg%p%ﬁ&ﬁh%&g%lpméf?’g‘%' programm ng to be used. The
operating systema snart card,uses is the software that tells the

m cr oconmput er on thqurmﬂnveatm,ﬁdmsams thatit e application progranms. For
exanpl e, the Disk Operating System (DOS) used 20 by | BM conpati bl e desktop
conputers @r Bysfinancid instibionyhasbeeneautheridedtto sreateoarpappicatien stiruspise at ang

systens. 17 ~fl 3,1~ ~~ A smart card operating system (SCOS) is
est abl i shed bgmdrheardpandf act urer of the m croconputer enbedded in the smart
card. To protect it frombeing erased or nodified, the SCOS will likely be

har d- wig ed ¢or THAGKSEA caRP P il @rRaiFt i€ iRt & bé&rog% Ricdbd uhercEddufe, special
m croconputer and/or partially stored’in EEP 5 The International

Standar d' Or gap 2t dogof e HE drAEd MR tRbARYRA.

To achieve the stated and other objects of the present invention, as
embodied and described below, the invention may comprise:
e an automatic teller machine; and
15 e asmart card with at least one programmable module; and
o the automatic teller machine recognizes the smart card as a programmable smart
card.
Smart cards interfacing with automatic teller machines (ATMs) or other
terminals permitting access to a financial institution can provide a customer with an
20  array of financial information and allow the customer to perform a wide variety of
financial transactions. For example, such access can include review of balances in

different accounts, review of transaction journals for various accounts, performing fund

12



met hods for structuring information for transm ssion between a smart card
and an ATM or nerchant terminal. They are: the character node protocol
(T=0), and a bl ock node protocol (T=1). As part of the power mrﬁsﬁﬁgem
an Automatic Term nati on Response (ATR) nessage is returned f rt
card to identify the transm ssion to protocol it supports. Both

transm ssion protocols are wi dely accepted by either ATM or nerchant
termnals, and sone snmart cards can function using either the T=0 or T=1
pr ot ocol s. Bagtgd Er} t he AIR msssage, the term nal .and smart card glan t hen
agree on a 'BRHEG:BEWARY ditfergat ageountsy pmong (thers. JThesg accounts, cavneluds, gy ¢
card programmng is its security 15 system In financial applications,
security | SMPNEethetn cwvngs naqenintys hegkingreaccousds, dbrokengge nagsionrtsh steek

mer chant and car dhol der confidence in smart card technol ogy, smart cards
nmust be pr ortfidibsyandotherdovestyent pattfolies t 0 prevent unaut hori zed use of a

| ost or stolen card. Smart card security features nust al so prevent soneone

from fraudul ently addisﬂﬁ)n‘#éituﬁallﬁofgaﬁi%édjoﬂ&%iéaﬂ QMM Q¥ AbAE (bahkihp Gy sterig! d
that can access a cardholder's 20 account. The integrated circuits (IC s)

used ins Smygik &g;ydéf leérleicpmss is&@lilgff tHeRE Qﬁ%n’fe% by %wdst%lf if%&te‘ﬁ%‘i@gpalnﬂ’ the

key el ectrical gna eads ar aced bel ow the” 18 u3.1l top layer of the

| C constructjon., i | prgyvent counterfeiter fro robi ng the. | eads
to determ compbs Bt Eiefite RRHE draBed Wil BirR it RERECRRERT ' Bfisr o
Wt hout this ianrnation, a counterteiéer cannot succes&%ully cou&&erfeit
or conpr onitéEarghicalmeny. siryeturs CAR Seqyane the Susipmmeroio navigat threyghraany fayers s
particularly applicable to stored value cards. Wien functioning as stored
val ue car d®f optians ta arrive atam meaumcagn el parmity ghepeustpragmiedcarty owinhiai n a
particul ar value as desired by the cardholder. This value is gradually
depl et ed aslegitodc rassasti@it. e Theslecan Aresiit din asignifieani fastradidn anpienparofofsthke may
be able to sinply deduct value fromthe smart card, or the card can be 1 o
desi gngd t @uéteadi.re the cardholder to input a personal identification
nunber (PIN) before value may be deducted fromthe card. This security
feature protects the I : . : . . 2€ Lf..t ard is
| ost or stolen. A sn&%@I%%?BJW%@ﬁﬁgaggg@%ﬁg?ﬁg§#§@gﬁ%éggF%ﬁ@né;s éﬁgﬁd
PIN-protected yal ue stored on it. An ATM can.be prqvided w.th options that
) low the. 26 2ctS pirol eteeBovithina Bt MER e e fieREE il BBuinBdd ' A
smart card can have the option of allowing the user to | ock and unlock the
el ect r oni c NaVigate thequgh aglagge nigpher of dpfglveniagynenl se5eens-alldws, the systeld hag o
smal | hand hel d cal cul at or.

constructed a navigational short-cut path through the menu screens. The customer,

15  after logging onto the system (which log on procedure presumably will utilize at least
one entry and/or security screen), the customer can utilize this navigational short cut
path to take him or her directly to a menu screen which the customer wishes.

It will be appreciated that the present invention includes a system in
which the customer can specify an option selected from a group of two or more screens

20  to which the system will take the customer. In one embodiment of the present
invention, the customer will enter a code which directs the system to execute the

automated task of taking the customer past one or more screens and to a desired and

13



To provide a higher level of security, a smart card system can nake use 20
of security algorithns. A security algorithmis a series of nmagfhenmati cal
_functions that can be perforned on a nunber of al phanumeric st i31dULVWM a
security algorithm an 19 1@B. ~~~~ ATM or a nerchant termnal wll
performthe steps of the algorithmon a randomy generated string. This is
call ed encryption. The result is communicated by the ATM or nerchant
terminal to the snmart card. The smart card then perforns the steps of the

o 901110 L LUSHES SRR ST R DIBHAEE R o

specific nunber or string that is used to govern the behavior of the

encr ypt i on/"geigatienal sherhews,edch the cpstamsrbasipredpuslyehoseme correct al gorithm
and encryption key, it will generate the sane string with which the ATM or

mer chant termi nal st &ot edample, Hnthe cpstomer avishes ocany po ipay bilds, he aradhie endn

ci phering and deci phering, prevent soneone fromcounterfeiting a smart card

as | ong as ififig “PANV4id By dodytfard) WilkaRemheoalsyorhe tb iBe bESpBimdat nidng. JAArt
card and the entity supporting the ATM and nerchant term nal system If the

syst em £ar heasidl dr the plebéht ST Sthé Lot Bigthal il AIMeASITRERRAB!

termnal started, the shart card 1s authenticated an esire
transactio aceed. Two types of encryption schemes now in use are an
asynmetri cq%a@)éﬁlgpsy‘%te%tn? ha a symmetrical encoding system In a
symmetrical encoding _system hoth enci pher and deci pher use an identical
key. In order to mai rﬁ’ﬁi Preseit 1ayuniion (RErmMis the LCugfopie tgy?@%i‘ﬁﬁt%ipgrsfi’é%l must

be kept secret. Several synmetrical 2o encodi ng system which have been
adopt ed by nenigatierpathrthatawil eonvey |thel custemeadizectyide yopei s rmgeadngded NeDES) and
the RC4/ RC5 al gorithm proposed by RSA. The DES al gorithm has been used

| onger t hascreens. CTheechoidegifithe destiaatibnaenibsoecenwillreflectahe trafsaction-that thel ~.
~'"'"~ accepted by the world-wi de financial industry. Every card and each

term ng) UgBStomBr Wishes Y& eREButBISIt WidVie AfRedifted @t thePreSsiit IVentibR Eah Ber €ach
the correct result and be authenticated when challenged. To be successful,

a counterf %-Hp%yeﬁuﬁlt c&ﬁﬁﬁti’&n@itﬁ h&T™ devices, home banking terminals, and other

terminals which permit the use of smart cards in connection with obtaining financial
information or in executing financial transactions, among others.

In a preferred embodiment, upon logging onto a system permitting

15  access to a financial computer system, a customer will encounter a menu screen that

asks the customer whether he/she wishes the system to create a personal navigation

path for the given transaction. If the customer responds affirmatively, then the system

will track the path that the customer follows in carrying out the transaction. This

tracked path is then temporarily saved as a system-automated task. At the conclusion

20  of the transaction, the customer is queried by the system if the customer wishes to save

the navigational path just traversed. If the customer responds affirmatively, the system

will save the navigational path as a system automated task.
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correct key. Aided with a limted nunber or retrials, the |evel of security
is raised. 5 An asymmetrical encoding systemuses a pair of keys to  _

ci pher/ deci pher respectively. Know edge of one key does not ai\%:i JUL haed
derivation of the other key. This encoding algorithmallows the sender to
publi sh one key (public key) and keep the other key (private) secret

W t hout conprom sing the systemls security. Therefore, the asymetri cal
encodi ng systemis also called the public key cryptography (PKC) 10 system
In an asymretrical encaodi ng syst.e bgth a public apd private key are used
with the security al Brtﬂ?%n?mmmﬁnw\fﬁi the kIEESGPL ‘%‘ﬁ"@g?‘? ig ‘Y@%éﬁ‘h system
cardhol der's account and will be known only by the ATM or nmerchant term nal
and the caP§HBItYRFustomerdpsavemare thon RrepVigAtioRplshrE put dbe wyster wall query
counterfeiter will have problens 15 penetrating the system In addition,

di fferent phbtustorserdopdéntify eheksayed systend eutestatdd| taskhleyi nfeans of@ nodehelt svitlr t
card is being used as a credit card, stored value card, a debit card, etc.

Though ef f egtappreciatedahatskic ¢odd canByaniniceis, AlphitRes orlalithat@ntri@f ThéRurhbears t
card in proportion to the level of security provided. 20 Additionally,

messages rioRREsTabklsE thd EOAN B B0 of Mtd HkAcRas, tﬁ@fcl’iﬁgg oft tl?er@ﬁzr{ibé}ft{)fd?,a”d

a termnal may be encrypted by the sender and decrypted by the

JUu . 2002 r Ler . pre rfeite ' '

cormuni cat (TOAABER Gs R AR heRerctRb Rty S Rt bR S bRl Mkt e
illicit use of the interaction. Another i nci pal characteristic of smart
card appl i ¢i& PSKIHPLEILEMAUSomIEtodave fs willasanerhepydimmitasiogs o theswienantzed
system such as smart cards and card 5 term nals, nust have a system which
al | ows t he thesmarbeardhe card terminal to read and wite data in mermory when
doing so is appropriate. The application progranm ng on the smart card or

t he application progiaranbdtengate embbginiche of elierpreaéntt iavégionh ¢hecoyspanevitls of
the systemwhen to read and wite data and all ows readi ng/witing under the

est abl i®heduepmBissllyE aack theopkih tHA thd ichidtoRBOfdIRIvs Gl adad§i bt d eraffactiot mart
card application programis its data structure. The data structure is the

set of rul %i@&agj&ggbé%ﬂtib QHerPg%}!@g&g?ri&tsé‘a%& Oasd%g%tg&ra@tqm@w thek, ¢ 2& q;gm)r y

of the smart car ticular ypes of W e store
Qoviously, conelision of %)ed{rgrlls%&gdn? e Sfomar is aqtulelglgdS b}g fthé[ Q}%téanrl GF ﬁlrtlst customer

wishes to save the navigational path just traversed. If the customer responds

affirmatively, the system will save the navigational path as a system automated task.

15 Inthose embodiments of the present invention, in which the system permits a customer

to save more than one navigational short cut, the system will query the customer to
identify the saved system automated task by means of a code.

In yet another embodiment of the present invention, the system will

automatically track path that the customer follows in carrying out a transaction. This

20  tracked path is then temporarily saved as a system-automated task. After a certain

threshold number of traversals of the navigational path, the system will save it a system

automated task, which will be invoked each time the customer logs on. However, if

15



invention are possible in light of the above teachings. It is therefore to
be understood that within the scope of the appended clains, the invention
‘may be practiced otherw se than as specifically described herw . }RO ,22’)

|~ 3 .ILL ~'~ 1. Afinancial information and transaction system conprising
5 a host financial conputer system said host system maintaining records of
user account information; at |east one termnal providing a user interface
for accessing said host financial conputer system said at |east one

t erm nal | udi for.trans ecel vi at .

cor respond?lﬁegml's&orﬁ?\r Wé% 3 g8'5‘0‘i§ﬁtnav nh?q?gtsﬁ%rﬁ u? § SYS& \9{195%?38“? HF%‘Pf ace
device; and a snmart C%ild wherein acce E 0 sai d rgtt%?rds .of user account

i nf or mat i oRSAPCAKPNtifal¥ racking theepath thyt B qustamer Jollpws dn| eping ouhag

hi erarchy of three or nore levels conprising an initial level, a final

| evel , and tansactonnore intervening | evels; 15 wherein said records of user
account informati on are accessed by passing through said hierarchy of three

or nmore |evels; and henebprefére@hanbudimpit@fithteprebant ilehtion, e sed sgstérd t he
final level in the hierarchy by an automated task w t hout passing through

said one Oy fFfed tﬁﬁl@fs‘é@%drlﬁ BERIEO St m&go%rov@e@oﬂ% smarteard, RIS Hhat @)
according to Caim 1, wherein said means for allow ng access to the final

575 The oy atuhf b8 et Bb TR e, T BT o%ﬁgﬁh?%t%ng*“d
access to th flnaﬁlh Ievel in th%\ hi era chyf an _aut oma sk, s provi ded
M the smartilcsaR e SF aVtoutareds th Snk g 6lR) e SodBplafng RS B

wherein said neans for 1 o allow ng access to the final level in the

hi erarchy K9MRHIEEEYSAMt ed task is provided on the host financial conputer

system 5. The system according to Claiml, wherein said records of user
It will be recognized that the system of the present invention is

10  analogous, for example, to systems which allow for programming of a series of
keystrokes as a “macro” in a word-processing program. Further, systems which
monitor performance of a system and construct routines based on such past
performance are recognized as expert systems. Examples of such systems can be found
in U.S. Patent No. 5,487,135 and U.S. Patent No. 5,555,354, which are incorporated

15 herein by reference.

Because the microcomputer is embedded in the smart card body, the
card surface must include electrical contacts which function as a communications port
to interface the microcomputer in the card with a processor in an ATM or a merchant
terminal. The power, input, and display for a smart card microcomputer is thus

20  provided by interfacing the card with an ATM or merchant terminal.

A smart card terminal must be provided with a detection mechanism to

determine when a smart card has been inserted and that the card is properly positioned.
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account information conprises checking account bal ance. 15 6. The system
according to Claiml, wherein said records of user account information
_conprises savings account balance. 7. A financial informationfahdiL
transaction system conprising: 20 a host financial conputer system said
host system nmai ntaining records of user account information; 24 ~~ 3 ~l ~
~~ at least one termnal providing a user interface for accessing sai d host
fi nanci al conputer systen1 said at | east one terninal including a neans for

duct i t t th f t v
Conduct 10 A SRR e SRS GHGRAs bE oAb PR

transacti on based on said records of user account information is organized
in a hi erar"&lﬁye gitrica] cantagts thah cemmupicats willythg terminal PEQSFSOF- t hree or nore

|l evel s conprising an initial level, a final level, and one or nore
i ntervening | evels; Dnsevtheswiart eoad ds propady qositionéds the tetminal dviblyprosisiei ng
t hrough said hierarchy of three or nore |evels; and wherein neans are

provi ded f powet toothe Rgcracampstet on thecafd diml sehéx edsei (RSTsighabtoathe bardbyrhen
automat ed task wi thout passing through said one or nore intervening |evels.

15 8. The %Xﬁi@s‘&%‘&ﬁ@'s%ai ® x@k&'lfﬁbl?,or‘f@%ﬁétg af AhieridP AEREt FuldbtiG.| WUeRY

access to the final level"in the hierarchy by an automated task is pI’OVI ded

on . STk & e Sendl e B RTHGRATAR b OB M, M Cghl
ggggm&t ed t1r(’il okals epcrag Ite?‘x%?na rc]>f Lgs?c ?n rrrrtlatl%%ra 01|1tnt grc];r sot gtv cgtr?mur%lgatlong Ty
between the card and the terminal can be established accordingly.
Global standards for the physical construction of smart cards have been

10  established and widely accepted. The International Standards Organization (ISO)
standard 7816-1 to —6 specifies the physical characteristics of smart cards such as the
size, composition, placement of electrical contacts, the electrical interface, the method
of data transmission for smart cards i.e. T=0, T-1 etc., the interface message format and
identification of applications stored in the card.

15 While ISO standard 7816 has largely led to uniformity in the physical
construction and communication protocol of smart cards, the standard does not specify
the operating system or the application programming to be used. The operating system
a smart card uses is the software that tells the microcomputer on the smart card how to
execute application programs. For example, the Disk Operating System (DOS) used

20 by IBM-compatible desktop computers or System 7s used by Apples Macintosh

computers are operating systems.
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designed for security. For example, the key electrical signal leads are placed below the
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10% () - @ 100 (5! W& éu)nétli:onl\l/rqgo 28 tbded value cards, smart cards can be programmed
and re-programmed to contain a particular value as desired by the cardholder. This
value is gradually depleted as purchases are made. A merchant terminal at a point of
sale may be able to simply deduct value from the smart card, or the card can be
10  designed to require the cardholder to input a personal identification number (PIN)
before value may be deducted from the card.

This security feature protects the value of the card from unauthorized
use if the card is lost or stolen. A smart card may have both freely-accessible value and
PIN-protected value stored on it. An ATM can be provided with options that allow the

15 cardholder to set the value of the smart card as desired.

A smart card can have the option of allowing the user to lock and
unlock the electronic purse using a personal reader device equivalent in size to a small
hand held calculator.

To provide a higher level of security, a smart card system can make use

20  of security algorithms. A security algorithm is a series of mathematical functions that

can be performed on a number of alphanumeric string. With a security algorithm, an
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a bgl}lavmr 0 tlsg encryptlon(/Aecryptlon process. If the smart card has the correct

algorithm and encryption key, it will generate the same string with which the ATM or
merchant terminal started.

10 Encryption and decryption, also called ciphering and deciphering,
prevent someone from counterfeiting a smart card as long as the encryption keys are
known only to the issuer of the smart card and the entity supporting the ATM and
merchant terminal system. If the system card’s result is the same string with which the
ATM or merchant terminal started, the smart card is authenticated and the desired

15  transaction may proceed.

Two types of encryption schemes now in use are an asymmetric
encoding system and a symmetrical encoding system. In a symmetrical encoding
system, both encipher and decipher use an identical key. In order to maintain the
security for the whole system, this key must be kept secret. Several symmetrical

20  encoding system which have been adopted by the industry are entitled the Data
Encryption Standard (DES) and the RC4/RCS5 algorithm proposed by RSA. The DES

algorithm has been used longer than any other algorithm and has been more widely

20
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correct key. Aided with a limited number or retrials, the level of security is raised.
5 An asymmetrical encoding system uses a pair of keys to cipher/decipher
respectively. Knowledge of one key does not aid in the derivation of the other key.
This encoding algorithm allows the sender to publish one key (public key) and keep the
other key (private) secret without compromising the system’s security. Therefore, the
asymmetrical encoding system is also called the public key cryptography (PKC)
10 system.

In an asymmetrical encoding system, both a public and private key are
used with the security algorithm. The private key is specific to each cardholder’s
account and will be known only by the ATM or merchant terminal and the cardholder’s
smart card. By keeping this key secret, the counterfeiter will have problems

15  penetrating the system.

In addition, different public and private keys can be established for
when the smart card is being used as a credit card, stored value card, a debit card, etc.
Though effective, such security measures increase the cost of the smart card in
proportion to the level of security provided.

20 Additionally, messages transmitting information or instructions between

a smart card and a terminal may be encrypted by the sender and decrypted by the
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109&' ()-! 109 () - s$10uit{er-printipalldiicAdtidisti€ .of a smart card application program is
the set of access conditions. A computerized system, such as smart cards and card
5  terminals, must have a system which allows the card or the card terminal to read and
write data in memory when doing so is appropriate. The application programming on
the smart card or the application program being run by the terminal tells the
components of the system when to read and write data and allows reading/writing
under the established access conditions.
10 Still another characteristic of a smart card application program is its data
structure. The data structure is the set of rules an application program uses to

determine where in the memory of the smart card particular data or types of data will

be stored.

15 Obviously, numerous modifications and variations of the present
invention are possible in light of the above teachings. It is therefore to be understood
that within the scope of the appended claims, the invention may be practiced otherwise

than as specifically described herein.
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5 a host financial computer system, said host system maintaining records
of user account information;
at least one terminal providing a user interface for accessing said host
financial computer system, said at least one terminal including a means for transmitting
and receiving data corresponding to the user account information,
10 a smart card interface device;
and a smart card;
wherein access to said records of user account information are organized
in a hierarchy of three or more levels, said hierarchy of three or more levels comprising
an initial level, a final level, and one or more intervening levels;
15 wherein said records of user account information are accessed by
passing through said hierarchy of three or more levels; and
wherein means are provided for allowing access to the final level in the
hierarchy by an automated task without passing through said one or more intervening

levels.
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allowing access to the final level in the hierarchy by an automated task is provided in

the smart card interface device.

4, The system according to Claim 1, wherein said means for
10  allowing access to the final level in the hierarchy by an automated task is provided on

the host financial computer system.

5. The system according to Claim 1, wherein said records of user
account information comprises checking account balance.
15
6. The system according to Claim 1, wherein said records of user

account information comprises savings account balance.
7. A financial information and transaction system comprising:

20 a host financial computer system, said host system maintaining records

of user account information;
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a transaction based on the user account information,

a smart card interface device;
5 and a smart card;

wherein conducting said transaction based on said records of user
account information is organized in a hierarchy of three or more levels, said hierarchy
of three or more levels comprising an initial level, a final level, and one or more
intervening levels;

10 wherein said transaction is conducted by passing through said hierarchy

of three or more levels; and

wherein means are provided for allowing access to the final level in the

hierarchy by an automated task without passing through said one or more intervening

levels.
15
8. The system according to Claim 7, wherein said means for
allowing access to the final level in the hierarchy by an automated task is provided on
the smart card.
20 9. The system according to Claim 7, wherein said means for

allowing access to the final level in the hierarchy by an automated task is provided in

the smart card interface device.
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10.  The system according to Claim 7, wherein said means for
allowing access to the final level in the hierarchy by an automated task is provided on

the host financial computer system.

11.  The system according to Claim 7, wherein said transaction

comprises a deposit of funds.

12. The system according to Claim 7, wherein said transaction

10  comprises a withdrawal of funds.

13.  The system according to Claim 7, wherein said transaction

comprises an exchange of currency.
15 14. The system according to Claim 7, wherein said transaction
comprises a transfer of funds between said user’s checking account and said user’s

savings account.

15.  The system according to Claim 7, wherein said transaction

20  comprises a purchase of stock.
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