STORAGE OPTI M ZATI ON METHOD CROSS- REFERENCE TO RELATED
APPLI CATI ONS [ 0001] The present application clains the
whewehsds2nf U. S. Provisional Application Seri aPCT™MOS2008/050449

60/ 883,679, filed January 5, 2007, which is hereby

i ncorporated by reference in its entirety. BACKGROUND

OF THE | NVENTI ON [ 0002] Data storage needs have

i ncreased exponentially in recent years due to

advances in conputing speed and increased reliance on

| ar ge dat abas STORAGEQF RMIZATIONMMEBHODhesses need

to store i Mmense anounts of data sinply to carry out

daily functions. In addition, many busi nesses al so

require redundancy and system backup capabilities and
CROSS-RERBRENEE 310 REIATED APPLICATIONS data to ensure

that their systens can be restored in the event of a
{0001f ai | ur Ehd presensyplieatioarclamp thertensgfitif &F. 8.gRrofmiohalr spplication Serial

[ 0003] Many busi nesses add storage to existing

No. 607883679k filed Dariuasy 5, 2001, ®hichdsihdretoriatorpurated bmdféremdetinithemirety.
storage devices. This arrangenent creates a risk that

BACKGROWND Ot TH® INVENTDTRONat a cont ai ned on the attached
storage devices may be inaccessible. Oher businesses

[0002p00T €SBath BRrdp8 YdedsHavd HetcasedtRborthQAIRGR rBden ks Glie to advances
storage devices to a network, such as a |local area

in oong;gféi_\ﬁg kficed BRA theffasddefifcs Bh Mk OfRabalQ R Sbrm Ao 2 Many businesses

ITional network traffic and thus slow the existing
{ ufts ot M 8Tingi 070 Earf O Wafly AncHglR HUakiBR
need tg?oo?ggﬁnfﬁggﬁfoh%gs%uﬁég c?o t’he gr oW né: %ﬁes?mn ?lor > many
. torage | ' t .ar Syt
businfis 43, ROBRE pdaSndey SHE kO oty AR R, DK YRS Sarchived
. storage devices attached throu a netywork to one of. .

copies; bR B 8 ehfife Bed Mgcvatats HEPe Bl nd Bl el e Afgnoe in o

the hosts on afsegar ate network fromthe network
system. of ARIEPATH §toFa8E failES s to client conputers. This

structure so|lves the problem of storage devjces "
[0003); et M@t usinesses B Lo RS PGIPR 40 16 (B of additional host

.. computer's abili Uf to comunicate with hosts.[0005]. On

with afached siqageafexiceh e (TS ATaNgRNEET RGRIES AWK thal IE st Silse e data

any single storage . ) ) )
contained on the attached storage devices may be inaccessible. Other businesses address the
need for additional storage by adding storage devices to a network, such as a local area network.
Both of these solutions, however, create additional network traffic- and thus slow the existing
network, especially when large amounts of data must be stored.
[0004) One solution to the growing demand for data storage is the creation of storage
area networks. A storage area network consists of a plurality of storage devices attached through
a network to one or more hosts. The storage area network is connected to the hosts on a separate
network from the network connecting the hosts to client computers. This structure solves the

problem of storage devices creating traffic that interferes with a client computer’s ability to

communicate with hosts.



devi ce. Instead, each host can connect to a plurality
of storage devices and the storage devices are
wo pogogsanect ed. [ 0006] Al t hough storage area PEL/URIRE050449

provide a solution to network storage concerns, they
present serious concerns of their own. Because
mul tiple storage devices are interconnected, data
files are often stored in bl ocks across many different
storage devices. If one device fails, it becones

[0005gi f fi cOnta storageperasheiiverks oo rsinglenbest ie ronnigeted tte aay single storage
data. Because of the enornous size of the storage

devicav fistead)| eactohoss tar capged te a phedlitp pk storage dévicediand theydtarageodevices
track which hosts are utilizing which storage devi ces,

are inpaconhextddar |y i f any device on the network fails and it
is avery difficult and conplex task to manage the

[00063t Or agalthsuph strhguodra Addorkh prddidend Solutidnl toaRtviork storage concemns,
resources. [0007] Thus, there is a need for advanced

they pr&dehQ@ ods@on BB ithgr G BéeusRmaatiple bRk devdded atddinterconnected,
track and nmanage stored data on storage area networks

data fil6s 8 Gﬁén $t6red ™ slo@zts%ﬁisymaﬂﬁd@ffeiehw&agé devidgdents Jn)é deiee fails, it
manage how network devices are interrel ated, eval uate

becorhdddi el HPMO@MH@%’&:C@:%%&RB& Hhref dh@S BEELRS o?fﬁ@ eformous size of
resource utilization. SUMVARY OF THE | NVENTI ON [ 0008]

the st&%g ?5 ﬁﬁ@ton' exa%lt 8D ndtRofks ”‘?tlg‘ﬁ’i@ﬁ&ﬂcb %ﬁf chhq{osts are utilizing

yi ng, ni'ng, presenting, report
I
i wcli sv."%ﬂo%gk@getwﬁ%&ggszénge@gaﬁff;&
or

comp@%oeghe SRR bk ! RbRRERG S ng
10007 e X;? sy %+'s gﬁ%%sa%xwf &xg?ﬁ"s{a?wieéﬁééﬁ%gp% hetworks

the infrastructur such as, for anpl e, various
and ty é@?‘%é‘é‘{ PAngRctared rdéﬂﬁé’“a?t%‘égﬁ gteR PR Rk iTh B Ipetpozg; glosely and
rel ated and_interconnected. The system parses the data
efficigntly Jdengifie oath mappgschaw netyork devicssgire digmelpted, valugiedafrastructure
el i m nates redundancies in the records, and maps the
needs gad aptinige Feseuicesapd resuppRtdizatign. cr eati ng | i nks bet ween
the records using information, such as, for exanple,
SUMMARY OF EHEINMENFIQNt i on nunmbersor worl d wide nanes,
corresponding or relating to the devices in the
[0008het worKhe Present cipgendionaisea method and system for identifying, examining,

presenting, reporting, correlating, evaluating, managing, controlling and correcting the
configuration of a storage area network (SAN). The system obtains information, such as, for
example, by querying, grabbing, downloading or being provided with information, relating to a
storage area network, which includes configuration data detailing the infrastructure of, such as,
for example, various devices in the storage area network and how they are related and
interconnected. The system parses the data into relevant blocks, such as, for example, records,
eliminates redundancies in the records, and maps the data, such as, for example, by creating links

between the records. using information, such as, for example, the device identification numbers



then added to a database which may be presented to a
user in the forma graphical user interface (GQJ ). The
WQigmB/0$@y1 access di fferent portions of the PCT/US2008/050449

infrastructure, such as, for exanple, using the GU to
provide views into the database. These views could
include a variety of views, such as, for exanple, a
host view which shows details for any host attached to
the SAN, a switch view, a zone view, a storage_ array

or woyldgifjde samesy compspersinger relating togthp deyiersgn the rafvorkn The records are
application view, a fabric view, and other views. Wen

then dddédrormdatabasccuhick may hg peesgded fo@uiserrindhs/fore acgrapbtdabuseyinterface
the infrastructure is shown, the system may al so

(GUIprDhe wher may aceessafifférem podivne of thensfrashrattutehsichl @y,iforexample, using
shares with other devices on the SAN. A user may al so

the GUI emprevide Steaudintb elesdatabase; dfesd views emld inkchudeatvariety of views, such
[ 0009] An enbodi nent of the system detects additiona

as, for Rk@ApTALd Best ateduivhichahowd dasily fog tably RostiafadHed it the SAN, a switch
i nformati on, such as, for exanple, regarding

view,@0Rhé G hisiagllany Vich, atshRagdedevize Yiew] RDuSneds M8wWIRM application
di spl ay such information regardi ng configuration

view, o4 TR Vid@! 2Rl SR REVED Whed Bfofm a0 ednc&HnB a particular device
information to other systens or applications or "a

: ' f i ti . . .

comp i BRSnERALANS AT IR R Y BRTPENSA VoM U ponncctions

that th e'v?c%tshng§ w%‘ %gae; Q&é&@tog Qﬁets§ANS A h&‘f"?& aﬁJ&ecrech\(es L&0m views in
nmay generate and send reports whén errors are

r the systemnmay send flags or notices to

t.ect
orderg(fﬂg‘?”@gg’fa%ﬁg‘ or applications. {0010] An enbodi nent of
100097 o7 2An; ArBRHliRn G AlmReter) hs AONFRRY IRUBREPY fogu the

) data, dat aths, and/or device settings in order to

infras oo OGRS oh % PP o BRI BRFHERIop gfror of the
. failures. The systen1naykﬁjso_provid, reco ndati ons

devicasor Thiy8YSISR MRS, ASplRY GBER {HRMRATPD TELATiaseanhBIEation Fors that are

if a particular device or access to a particular .
detectgd of way gansHesuchrpipEnation &2 pBpIsSYsiems Ok grplisaliagng gr a storage location
evaluate all of the data and paths assigned to that .
for auditingcpurpases. pBersexsmple; grrprsuney beidispleyessk o adéUkand shown as visual
retrieval, or reclassify or renanme devices or data
indicatiabshwhenothe database & Epwedaitie] systomimayugenenatef and semdorgports when errors
properly and accordi ngto routing requirenment and/or
are detdeed syrshesysuasngynsend Aagamwnhtices enttbeti syerns ot dpplicaionse m
may notify
{0010] An embodiment of the system may also be used to correct configuration errors.

In this embodiment, the system may reconfigure data, data paths, and/or device settings in order
to correct errors such as device failures or connection failures. The system may also provide
recommendations for the user to correct the errors themselves. Thus, if a particular device or
access to a particular device on the SAN malfunctions, the system may evaluate all of the data
and paths assigned to that device and possibly re-route future storage and retrieval, or reclassify

or rename devices or data paths so that the SAN will continue to function properly and according



a user of a configuration error and provide
suggestions as to howto nodify the SAN to renedy the
w@oaneshgsert i on error. [0011] In one enbodi ment PETES2008/050449
present invention is a nethod for exam ning the
configuration of a storage area network using a
browser application, conprising linking to a portion
of the storage area network using the browser
application wherein the browser application links to
to rovtms rpdHrement and/or fthe systemalgeion beanpthenembodimentathe systamemay notify
of directly or through a switch, obtaining data from
a usepABa gonfigyration ewprans REovigs suggestions asdo howrio afodifiighe SAN to remedy
storage area network that defines one or nore
the configuratioremorabout the one or nore devices, parsing the
data from each of the one or nore deV|ces into one or
[001Yor e r dwomdsgmbddimentathenpreseat inebation ds 4 mdtiivel @te etdimining the
nore records, adding the one or nore records into a

configarhtidinsta istorape prelpdteoiki way 4 OfowWats aﬂiﬁdatwho\tdnﬁprﬁ‘ﬂlgalmkmg to a
user access to the records in the database through a

portidni b$tthg rsﬁﬁﬁ‘%eC dfea UsebWork Nbiid Ak bESF Qbﬁlﬂ:aQUn t\blferem the browser
browser application wherein the first graphical user

appli¢2BbR 1hRCH tRE PBE Of HRMstdradekdriOnehiorR af feﬁ&%e O ﬂﬂ@ét&a&r through a

user interface that provides access to the one or

sthcﬁ eeRhitlhgf da Qd'rg%ﬂxeoﬁ’g‘ br %g)ré“a@ﬁcéieéﬂnfj) ingl § %elt%]onl&. fle storage area

further enb ment one or e pdra

netwc%rﬁ Ghat GEFned ofR o Ddrd gaﬁﬁlgﬁﬁs Ab%uf‘tha Wt h)? rmo?Q‘% ﬁ'c%ﬁ B%rbmg the data

€ one or nore paraneters 1 nc og ca

from g:ie%gé%e c[ng%} %loré Qevids 1&5’%89 l[TElnt tpord n%ﬁ%ﬂ‘?%@ﬂ?s in the

es one ofr
or vi,ces co rlses on e sto
%ﬁ%ae feodih %s?‘iﬁs s ok aie RS aﬁ%agw%w P BEFgEmines format
one or nore hosts conmp data identifying each
and 2 0 MR R B s B e
ﬁg? di t he qQne . or re records faor the one or
gener gyﬁgeg?“fsﬁ% fPRlicatigs persln tsfist graphieal ysergingsstace provides for
nore zones used by the host.(0015] In one enbodi nent,
linking .2 gegond graRheal psérrinteriane that PRaYIdes Aesgessto iheenersy mare resprds from

or nore_hosts indicates which storage arrays are
the ong o BOEAPVISES. a host .

[0012) In a further embodiment, the one or more parameters includes a worldwide name.
In a further embodiment, the one or more parameters includes a logical unit number.

[0013]) In one embodiment the one or more devices comprises one or more hosts. In one
embodiment the or more devices comprises one or more storage arrays. In one embodiment, the
one or more records for the one or more hosts comprises data identifying each host bus adapter

coupled to the host.

[06014) In one embodiment, the one or more records for the one or more hosts further

comprise data identifying one or more zones used by the host.



[0016] In one enbodi nent the record for the one or
nore hosts conprises data identifying the anount of
WG rmRagm2space all ocated to the one or nore hoBETBHUN08/050449
one or nore storage arrays accessed by the one or nore
hosts. In a further enbodi nent the record for the one
or nore hosts conprises data identifying one or nore
switches utilized by the one or nore zones. [0017] In
one enbodi nent a nmethod according to the present .
[0013]nvent ilmAng embodimento therdaticigerntifyiogiong on mese poneg used by the one or
manual |y add data to the database. [0018] In one
moredyyits ihidinetes whichnstonage ameysarelagegssedby mbosbr esent i nventi on
further conprises allowing the user to search the
[001G]at abadre dner erabadamént cthe aecatéd vioc ehe enpeat exddrd hosthecomprises data
storage area network using a search engine. In one
identifyibg dhie mbunt € sszagecipacngioratet 0 ahd)omd eAMoSECAdstNon one or more
engi ne. [0019] In one enbodi nent relationshi ps between
storadd ¥eraQ &ccised By e ARY biChisreRosts. AR fubthé ediboliienOiha pétofdfor the one
user interface. [0020] In one enbodi nent a net hod

or mi36 RMsHoRPrib@ daRGdEtiBaRSnd PRI bwifhes @BLed 6 'th%’ﬁé 8F more zones.

configuration errors in the storage area networKk.

[0017]0021] 1 SheQniboBiFRAH FRMNod LBRrdRSlo the praint fvEHioR Fudiff comprises

graphi cal user interface if any configuration errors

allowlﬂfr%\?ufsgﬁjtﬁ%an[xﬁ dhﬁt&&%dgegbdz&?i ment the present

ention conprises a mnet or evaluating the

1001827 | 9T el Bboidhe £ 1B ety BHIBHelenf PIBLIOR lher comprises

oupling a Wser  app rage area

o 555 RS T GRTRAET A 0o e
s B S BT SRRl 0 B85S e RS BRlSargnsine

records, elimnating redundancies _ in the one, or nore .
10019y celnrone Q?‘“?Pb?%ian‘f@“#’ri’é_%‘o’%%ﬁ‘er?e}? 8 W8RF deyicp i fgpicted on

i n_a database, providing access to a user to the
the graphicah 4366 IM4TFaSEgh a first graphical user interface

enerated by the browser application wherein thefirst

10020& aphi Eeeneggbodimangp method seeardigg &o the presepinyegtionprgsearching for

second graphi cal user interface that provides access
configugationerrersdn e stasess aravieorkecor ds.

[0021] In one embodiment the user is notified on the graphical user interface if any
configuration errors are found.

[0022] In one embodiment the present invention comprises a method for evaluating the
configuration of a storage area network comprising coupling a browser application to the storage
area network, executing one or more commands on the storage area network to obtain device
information for one or more devices comprising the storage area network, parsing the device
information into one or more device records, eliminating redundancies in the one or more device
records, storing the one or more device records in a database, providing access to a user to the

database through a first graphical user interface generated by the browser application wherein the



(0023J In one enbodi nent, the first graphical user
interface is viewable in a first portion of a display
warsasesecond graphi cal user interface is vi ewadii/eS1008/@50449
second portion of the display. [0024] In one
enbodi nent, the browser application is a web browser.
[0025] In one enbodi nent, the browser application is
coupled to the storage area network through a contro
wor kst ation. [0026] |n one enbodi ment, the one or nore
first graphigpldusee drtpifacseprayidese farclinkingntdsa seamd 7graphicaduser interface that
enbodi nent, the device information conprises a
provides dcgist thethe ameor i@ delicd necayde enbodi nent, the user is
presented with all device information for a particul ar
[0023Jevi ce Imbmmentivelimeny the tse gtaphitdl esériinterfaceris efepabldiimg fitsd portion
a particular device. [0029] In one enbodi nent, the
of a dispaty and apeceac paphicalivsér inletfaddayviewablenal s¥B6ridQIdridd of Mtdisplay.
or nore devices coupled to the particul ar device when
[0024]he US @i oreRdnftotifindnt)@hd broWses applRMRANEh REb biowsee
particul ar device. [0030] In one enbodi nent,

[0025]€! at i anYhE RMUREINRE Nthe RoWser BRPRcaUBY 1§ ColfIE@ 1H Sthe,
depi cted on the gr aghi cal ouse(re:gﬂlbn(t: erfalce.0 0031] Ins?orage area

netwdtk ehrSUPRQHoRR Mt work§iftigar esent i nvention conprises a
sof tware storage nediumincluding a software program

[0026¢hi ch, Hir’\lte}%rén%ﬁ%s thebhe 3 RloRCR Sk 4Ags &{n{;%? Eﬁeglg I(:odl'nrﬁands.

config to examne a storage area ne
of t way.e. nr.ogqr risi fl.rst nmodul e e when
ton27g 2 Epe AT GE T deblel el o Gt e e
et wor i ng.a,bro r application erein the .
[0028Er ows eirSrl §§ép Iell%g 3?‘?‘3?3%&?1 I?ggt 1§ Fresntsd \A’Iﬂbﬁﬁ ofevicggnformation for a
.storage area network at |east one,of direct or,
partioppf ATHE el o s ek SRCRPRding o paraal device
xecut ed, obtai.ns data fromone qr nore devices
l0029Eonpr i I ong sorhodpRent.; the utst i Preseated alfeall devaceiafapmation for one or
that defines one or nore paraneters about the one or
more fgices qenpledee theparigulag deyierivBendhe user selprinthe diak geraesponding to the
. parses the datafrom each of the one or nore devices
particlgt ¢¢VGe or nore records, a fourth nodul e which, when
executed, elimnates redundancies in the one or nore
[0030} ecor di®, ore embedimentd uelationshiph betwesn one or more device records are
depicted on the graphical user interface.
[0031] In one embodiment, the present invention comprises a software storage medium
including a software program which, when executed by a processing arrangement, is configured
to examine a storage area network, said software program comprising a first module which,
when executed, links to a portion of the storage area network using a browser application
wherein the browser application links to the portion of the storage area network at least one of
directly or through a switch, a second module which, when executed, obtains data from one or

more devices comprising the portion of the storage area network that defines one or more

parameters about the one or more devices, a third module which, when executed, parses the data

6



execut ed, adds the one or nore records into a database
in a predetermned format, and a sixth nodul e which,
waobmr/ogsecut ed, provi des access to the dat abaseCT/US208/050449

user through a first graphical user interface
generated by the browser application wherein the first
graphi cal user interface provides for linking to a
second graphical user interface that provides access
to one or nore records fromone or nore devices.

from [cg@‘gqf]' the gne; A MR ARYIGER ito opger poesstseards, pyientth giedule which, when
conprises a systemfor managenent of a storage area

execyied, \airknatesnisAindangesnisathe dngrorcwbrectseordsy alfifth mhodwie mhéch, when
one or nore devices, neans for parsing the data into

executers adds theoae peowrdeconte ine afdatabsgskiimiapm¢detegmined format, and a sixth
redundancies in the one or nore records, neans for

modu¢ whichgvhidnexemutedppronideeaccess oo the database dah afen steougheafirst graphical
for creating |inks between the one or nore records

user sfade genckdhal bpniid bronwaér spplickion , wikfdn BRAARt ¥Phical user interface
providing a user with access to the database through a

provi@ésafoh lifikihg W6 @rsetdtidegrhptial ubd? iMeFaRNBRMHRAss adchB tb ioAk r more
are depicted between the one or nore records on the

recor@ BdM baddr tisr8devibdser f ace. BRI EF DESCRI PTI ON OF THE
FI GURES [0033] Fig. 1 depicts one enbodi nent of a

[003231 OF a0, &{e%%ﬁ £, th %1@%%9 hvEtn cOmPRRk %tsgitém 'T&rrﬁanagement.of

detailed view o e ec conmponents”in a storage ar

a sto%gé Eﬁé l?xet\llocllfg g‘glngﬁlslgg tnf]hahsc‘ & Joh?éﬁng ﬁ‘S@ndtﬁF (9%% Dhdte devices,

accor e presen o
{ .
e i 8 A ST Bl e

n nyent 0, Fi 23 depi.cts the .
one of EBRTRord R 31 et BE Protone SrPRRiF h JotiBe: matans for crating
links \%zﬁrnﬁ%gﬁt%d%?r%ﬁcﬁwo %érrent %@@%ﬂt resgg}t I Vn?e%é for providing
EMBODI MENTS[ 0038] The invention wll be described wth

3 user. Wity .a@q*?&setot% 3 % avngewaabcﬁ useropierfaces B hodiment, the
A storage area network (SAN) is a network of hosts

links arg depicted betygencthe) PIESY TRRIG reeaids on the graphical user mterface

BRIEF DESCRIPTION OF THE FIGURES

[0033] Fig. 1 depicts one embodiment of a storage area network.

[0034] Fig. 2 depicts a more detailed view of selected components in a storage area
network.

[0035] Fig. 3 is a flow diagram depicting a method according to the present invention.
[0036] Figs. 4-22 depict various screenshots of SAN evaluation software according to

one embodiment of the present invention.
[0037] Fig. 23 depicts the relationships between various programming modules
according to one embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS



whi ch are adapted to store |arge anmounts of
information. One skilled in the art will recognize

W bB/08d3zl present i nvention may function on a RPCUDSA008/§50449
of configurations of networks. In one enbodi nent, the
present invention is inplenented on a Fi bre Channe
network as described in U S. Patent No. 6,845,395 to
Bhi menau which is hereby incorporated by reference in
its entirety. [OOBQL Fig. 1 de icts a sinplified

[0038bhodi ridgtinvention slh agescab@awn refererce ta quieipmbiodiment pf a storage
client conputers 100 are connected to a network, such

area peiwarkl o glorageareametwook kSANANR ne@@rioof wistseonnasted e storgk devices
(WAN). The client conputers comuni cate through the

which Af¢ ad@ptediita store Ipdgaamlounty o6 inféromtien. 1 0se sKilled othe surttwidlrecognize
communi cate through a storage area network (SAN) 106

that the tphesentpihvangib tmayofunatioarage pheality of cdffpurdtiand ofnaivokd4 In one
may communi cate with any storage device 108 through

embddireenBANe prebent diveni@eis dapiemesited 08 aFilyre BHaAnd ABINGMK 8Ad&cribed in
Wi th each other over the SAN 106. The SAN is unique in

U.S. Pitait Noeb 895899 (d8B16hbmR0 twHieH TP Hér86 inddPordRl bl b&m’%@&txﬁ 1ts entirety.
104 are connect ed directly to any storage device

[0039[%0040] Fig. g degwéthoéﬁﬁpﬁﬁmn?oogﬁﬁeﬁi besls16Be Qx‘e?‘ﬁ@t‘ivoﬂ{) nﬁ plurahty of

In this enbodi nent, 100 has "at ast
t t 0 | |
o S P0G ol eldég SR L0 G Y 0

wide %ﬁg%&%b&@* m ut%:s'j’gb i S%%t%é&??é}i% LAN 102 with a
Sk 0, ke %p% % 10 P P AR 0 o
vin (T SR 408 EeR e ol o Sombnisg Rt iopsorage
aevich J08 B SR Thecinan Giviceh LO4es lsa cRmimipigals i each other
o et}] gg _ re%,g gl e. by the host 120. [0041] The HBA 130

ver g 345065 The él‘{’ﬁruﬁﬂﬁﬁ‘“ath%t\metﬂ&fﬁ thepbienformputesnt40gios the hosts 104

comunj cations over the network. A typical SAN 1
are connected directly to any storage device 108.

-

[0040] Fig. 2 shows a more detailed embodiment of a SAN. In this embodiment, A SAN
100 has at least one server or host 120. Although only one host is depicted in Fig. 2, one skilled
in the art would recognize that a typical SAN includes many hosts. Each host preferably has two
host bus adapters (HBAs) 130 which connect the host to the network. Each HBA has a unique
number assigned to that HBA called a worldwide name (WWN). The HBA translates data from
the host 120 into a format which may be transmitted over a network, such as packet form. When
an HBA receives data from the network, the HBA translates the data back into a format readable
by the host 120.

[0041] The HBA 130 transmits data through a switch 140 which controls

o~

communications over the network. A typical SAN?includes many switches which may each

8



i ncl udes many sw tches which may eachcommuni cate with
a nunber of hosts. The switches may be grouped into
w0 209808821 The HBA 130 comuni cat es t hrough t hePGU$29D8/050449
140 with a storage port (SP) 150. Each SP 150, Ilike
each HBA 130, has a WW associated with it. The SP 150
is connected to a storage array 160. The SP 150
transl ates data received fromthe network into a
format useable by the storage array, typically data
commpyrieake withrp eursberaaf 8pste ohhe yitshesapayhe gropiped inte fabrigy eThe HBA 130
array 160. The storage array contains a pluralit
commgprdgates though thet srdichski@rwigea gtopdge ortai88) d SPmEasctkc & e1§0 like each
with these di sks 180 through di sk adapters 170. Each
HBAdi38khag @Y WEY ass@eiated yitbotiiThei SPals® iscarinectegtovn sidrage/arcdy 160. The
di sks 180. The disks 180 are preferably SCSI drives
SP 1bWitramskateshdntaregeivid &oof ths tnetvaglke ite\ai formacnsedbld by theestorage array,
art. [0042] The SAN may al so include a contro
typicalty datd Blotlan RREP dlbe catioly stkeswis etstdragerr®Q 60.0Mhe Gtosage array
to at |least one switch 140 in the network and may
conta@B@gsralitp @f disky PRDCOrditied ¥iSrak deviidts @bd) BorhhiGniBaésWAIEIK theseiisks 180
control workstation 200 mai ntains informtion

throug® AER laBApR&s 20,2 EatiPiaw ad%&rtxh@ kSt dRinkunidate Wik talp@wam& of disks

the control workstation 200 storés the zones of th

|
50 10 808y BCSTUEU gt 6 Upk 1 ol o o

the ar?f a@n HBA on the SAN and the WW of the storage port
that particular HBA comruni cates with. The contr ol

kst af j | .
ol 5} ¥ SEOEA T L3, RN PRI, o
200 oot it Prener 8 149 i BeneBibPs 5 Y st B 1itrmaecamays 160
oo, BBt e Sl 205 R S5 Loring an
sorsgg{ g 0 05 PFpoits Pyt (B GORHSH HpEFSIRHORIATEE s e 2ones of the
pically spread across a plurality of  actual phyS| al
netwag} 5 s 20nelie 2| ROPERERGIHiE B R e SADHatgs s by dgineSame nd
physi cal disks so that data stored in a hy ma

contavlé m‘é’w o\ HBA ghtbe AN pad ey WWM of dhe; ktgrag%\pp% that particular
Hypers may be g_gouped into netas. Each hyper or neta

HBA icempuaicatesasity.a $he gentgl worksgtiemP00mpy alpa pdntsin identifiessior labels of
when presented to a host. Each hyper or nmeta may be

all of the devices attached to the SAN as well as the configuration of the various devices attached

to the SAN. When the configuration of the SAN is updated, such as by the addition of new

storage devices or new hosts to the SAN, the control workstation 200 is updated.

[0043] Data stored in a SAN is typically stored on hypers, which are virtual disks that are

typically spread across a plurality of actual physical disks. The hypers are spread across a

plurality of physical disks so that data stored in a hyper may be recovered even if one of the

physical disks fails. Hypers may be grouped into metas. Each hyper or meta is preferably



mrrored and/or replicated to provide redundancy in
case or failure. [0044] Fig. 3 provides an overview of
wao bwspsseess perfornmed by SAN eval uati on sof t We@EUS2008/050449
according to the present invention. SAN eval uation
software is used to query the SAN, extract
configuration data fromthe SAN, parse the data into
records, elimnate redundancies in the records, add
.the records to the database, and provide the database
assignef 3 logice} u‘f‘b‘l‘m@@ﬁé?f J{Wg”h@@ mszﬂstecgma hest.eEaghrltyper or meta may be
_information concerning the configuration of the SAN
mirrqreghangfor epdicspdtocpratidetedendaneyfin wageor failutd. al | y obt ai ns
data fromthe SAN concerning the configuration of the
[0044JAN. | Fignk peontidesi are wverviche oSAN euakssapérformsd fTHyWSAN evaluation
gueries the control workstation 200 attached to the
softwareNicaordingtd thierpsesentrifivegtiorat $AN edaltiaiot 8bfwhre iQused & query the SAN,
different devices attached to the SAN, their
extrattd@nfigurativmt dagnfroih the\JAND parseithib dae, intenecdidyVelifiRMtede@indancies in
i nterconnected. The SAN eval uation software may al so

the réddtd3] addathk irédordsfto 2ERabaSE And ProvitR R Batab 20 45h ulg?rfor generating

exanple, for a particular host, the software w

reporfadha hébe%ﬁnfoﬁh&i&\%h&nﬁﬁé e chihraion of feRegi.ed to a

host and at their WANs are. The software wll al so

[00458 bt ai nThHE ARNVaRAESH éb%%@ﬁﬁn%{/l? tOE%ﬁl% dafafor? g{eﬁ?\eﬁ %&Qeming the

y the host, the zones used ost, an
5) t .
cons AR B SRRl 87 S aNTOR R IRRE e e cono
work@4tion Do atiaggcg&qo mesﬂﬂt %pcéﬂtixgscn%%% ;aﬁx%[r”h&‘gt‘agg%‘h'ng e different

occur usin nitne or oftline

aorcGEETH 3 BPSAS, T, FRH LT o BB g o ey e
e TS5 05 G S ot S SRR S
004 s 5 R AT b B S B0 o whic

created sq the data, source can be classified. There )
HBAs,prg copngcted;tp 2 host pnk whatotheir 3y Wag; age.o jhe spBwansi will algpyobtain the
. Created by a user. A data object pairing (DOP) binds
switcheg gsedhythe hpsbthe pertsiused biythg hasythe @onps gswshhy e hpstyand the storage
binds to a parser inorder to automatically parse the
arraysgisechby Gehpg. The saftwaneiman ilentify dhese déviead using thee dowice 8Ds, WWNs,
Dat a '
or LUNSs.

[0047] The data collection from the SAN can occur using online or offline methods. The
data collection module and various methods of data collection are depicted in Fig. 23. In
addition, a hybrid method can be accomplished using native command line interfaceé and script
association, as well as a built-in tool to dynamically batch script generation.

[0048] Once methods are established data objects are created so the data source can be
classified. There are no limits to the types of data objects which may created by a user. A data

object pairing (DOP) binds the data object to the data source and optionally binds to a parser in
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collection in this nethod captures the process of
collecting data in an automated and structured
WO 288086321 |t forces uniformty and brings abouRCPUSEHES0449
whi ch ot herwi se woul d not exist. [0049] The Data
bj ect Pairing Engi ne (DOPE) can be auto-executed
based on frequency as well as send out emails based on
keyword triggers. This is controlled via a Wb Service
client torun onits own. [0050] In one enbodi nent,
order; {geautpmpticplly patse dhe defeitacthe reley anhisblesospesifiedsimthmparser. Data
runs a series of commands on the SAN which produce an
collegsionpin this msthad (cgpthaes theeproessnoiotollactingrdatasinah automtateddi dnd sfructured
detailing the various devices on the SAN and their
fashipmtIeforees meiferimitysind Bhiwgscaboutpnatsssrmehictatheromitearovddingt exiat.
single programor mnultiple progranms. The commands
[004%Y ccess ThaeDatanObjett Rairikgt Bigimn (BOBE)racan abe agk-déxdeuted based on
ot her devices attached to the SAN through the control
frequenmly ks tvadlli a3 13ends outames]s daged on k@Pplaidrrigfees. NTRiE S &dnyrolléd da a Web
The commands may i ncl ude system commands, such as

Servisy/dlidamo r@sorkitowm.t 0 t hose skilled in the art. [0051J
The SAN eval uation software may be run on a conputer

[005(1} onnecLghel énbolfineaf\the §Nﬂrbv§l§at§mrk8§¢va&%ﬂe§ ko the'SATPYnd runs a

be run on a corrputer renote to the SAN. In sone cases,

eriesSHCBmARnd Gilth QNNE%ﬁJcE g?dggﬁ ﬁ\o&.{t NRudlfy AR LA s Q¥er?e@ of text

out si de consul t ant eva t| on “sof t war e

files, @ahhﬁ% BRAribSs 3%§$‘G@§Aﬁ}{d ﬁ'lemk%rcgﬁrpe\éhgrg %§ commands may

strator wt gr amns necessary

o SRR AR DR TR R e con
w5 5T o i . ST Sy o
o B A A b el %?aﬁ%%%%%ﬂ%ﬁ%%{‘aﬁﬁégde _—
bl PERL t, [
°°m"§H‘§F Bichaf Syidyr SnbPH @ Bites kg OSh e Htmy bo used on a |
ice connected to the SAN or in comrunication with

0051! he SARhe PANFyaluatinnowoftwars may herugQq Hegmpgreoansstedde dhe SAN,
controls suchas enabl er software used on an EMC
such g5e¢ host somputarR5\IRRY; hie up on groomprtepfsatols forthe 84N dmseme eases, such

as when SAN evaluation software is operated by an outside consultant, the SAN evaluation
software may not attach to the SAN but may simply provide a SAN administrator with the
commands or programs necessary to extract the desired information from the SAN. The
administrator may run the commands or programs and then provide the results, usually in the
form of text files, to the consultant. Using this process, the SAN administrator never has to
provide access to the SAN to the consultant.

[0052] The commands may be run as scripts or an executable, such as a PERL script, or
in any other programming language that may be used on a device connected to the SAN or in

communication with the SAN. In one embodiment, the SAN may have embedded controls such

11



avai l able on a particular network. Proprietary
sof tware such as the EMC Control Center, avail able on
WEMTSPsGBeage area networ ks, may al so be used tRCDDS2081050449
configuration data. [0053J Once the SAN eval uation
software has collected data fromthe SAN, the software
aggregates all of the data and parses data out of the
text files or other received format. This nodul e of
the software is called the data source aggregator.
as erghler poftnare ysedy onpane EMin getyork escknoxen iadthel attaor.osoeaaaeeysm codes
t he dat abase. The software will recognize the
availghle fogr 2 partipulpy, agtwark. a fisentictasy spRRwate fsuch antthel GME dSongal Center,
_a network, such as WANs and LUNs. The software w | |
availghle on EMiCestoragh atemmrtvernks,imaycdsodewsestto atitimepnfipeatit deta. o
t he dat abase. The records for the various devices are
[0053]i nked Qnge BaGAN evalyatios softyvaré basellemeddatal fromithe SAN] the software
nunbers for the devices. [0054] The software may start
aggreghtes aldldf theodatoénd pasedatam duy of hiee @Rt ARASE ofhyr GRECERNTIHMGt. This
a record for each host serial identification nunber

moduld bAcReshffward secallbiNtheTBRS Boure€ QpHEpadtY AN@Haba& is created and all
popul ated with other information related to each host,

extra@bE datdfs 2 YN Btabbhdre THEASRRrt 3sIDRLodifzel e difR Rt values attached
Usi ng the WAN of the HBAs, the zones used by the host

to thd'@i¥fefcREdeviR@s bh RKREVIR, duldl a?WNrseaﬁ@ TUNs. TR SREER WiCHiminate

by the host will indicate which storage arrays are

redun@ﬁrfé?‘e% 3£ €a? Yvhen B 15% el Bla B R ata-gage aARYBL0r Y for G%Qﬁnméf devices

| ocat ed tO each host on eac st or age array access

are 1"?%,%." Ecg ROk d 5 Het@ﬂfiﬁée&fﬁc&m rﬂ&% S rfg’r %ﬁcielh

es used for each zone t he
o0sf > arﬁ%? Pl éaf‘“"ﬂ? AddilGy Ve ‘Bﬁiaiad%btﬁe?ﬁtiéass Bigehcating o
record B 8 %waﬁsegah*d‘aatf ity DiratrkelsoBBh B bR ST Fhesesgebrdsipy then
be poPRRsF nikY Bivet & wi‘a"n?a?rvﬁgééﬁ' ek 3%2%%%?%43”?& the HBAS

ur ation data. [0056]

am“eﬁl AR e M AR Rgengsosed By dbp Bost may then be

b se with configuration information concerning the

lmkedsm e Ppst recods. | Thepzanse Hicd Pyvine host vifl ripdiegte pvhichsterage arrays are
all ows the user toview configuration information

accessed by arnarticylar hest SARe prognt of spags pllagated taipach dwstron eatlesterage array

In these
accessed by the host is also added to the host records. The switches used for each zone may also

be added to the host records so that when the various zones are listed for a particular host, the
switch used by that zone may be viewed.

[0055] At any time after the initial collection and parsing of data concerning the SAN,
the user may use the SAN evaluation software to add more information to the database, such as
an additional file concerning additional configuration data.

[0056] - Once the SAN evaluation software has populated a database with configuration

information concerning the SAN, the user is presented with an interface which allows the user to
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different views, the devices may appear as hyperlinks
so that a user may, at any tine, click on a particular
wa@l2008/086320 see all of the details concerning tP@E/US2008/050449
devi ce. [0057] The host summary view depicted in Fig.
4 shows the screen a user is presented with when a
user enters the systemor when a user clicks a "Host"
icon on the main system screen. The host summary vi ew
. provides the user wth a drop-down nenu whi ch provides
viewgopSgyratign; infogmptiay cagreraing thef SANdn aqperslityt afadifferenttdewsheln these
SAN and allows the user to pick a host. Alternatively,
different yipws, dkaedeviaes way abpeanamigyperlinksisa thatfa useemap e aws time, click on a
host, the user may type the name of the host or a
partigubar idevice ofse¢ Aboftherdetails doheenfing thai duvizet he sear ch box
provided and click "Search." This view al so shows the
[005Tost s hethoyt sayhneary slewndepitted IMRIE MY §RMWsShé BRedhSEhiseh Rpresented
many hosts of a particular type are attached to the
with SAbh aTkeSenters thebysent 6PWAES a &sérl dIicRy £HHBAB ticdn & theth&R system
shows a |ist of hosts as custom zed by the user.

screeh.oﬁﬁcgﬁosﬂ_hﬁmﬁir?\ﬁe@eﬁbﬁﬁl@sdthé OseF With a%o;%&o%!n%n@@hitcg Sig)fvides a user

ot her views, Show a collection of tabs on the to

with tahBstvoesy Wi 0 bl OabiRa 4S8k §%\e’int9‘g%1wvfsf ﬁlreglgger to pick a host.

reports concerning the system S nay

Alterf%@%lgquﬁéjug?:y ﬁ%%\?st Exg%ramte%r G2t bf MeerQHeyOM ﬁ(fsﬁ;lfle F%gﬁ%y type the

e user t user utilizes Trequen

nameq}qﬁ‘e ﬁ?ég 3?\%1“ q%ﬁtk(?ﬁéefstﬁ% él?r% tok ﬁl%l ke H\Qﬁ}tﬂs s:)eaﬁ:hi %}% %l‘(ia/..sld@. and click

presen Sumiary vi e

“ <] t.s ry..vi gw.shows the, host na t Qr age

searfll? RS Gl B Sowls B 20 ol o1 35hy TR e PeRs dpgcuser how
tt d. t he host, t t ' dt

many Hoh i et ular B aireitiaeh@ B Safl e i aligdegis o fitred host

n @s igned to {he host, the switch that the host uses to

ist waig sedistoi sty 3§ FustmaizeiX B ¥ser-and the sl ot and port
ssigned to the host. This view al so shows ot her i

[0058] 1\t o g WisWdspisteddn Fig. fias wbkas thesother views, 1seovy @ selection of tabs
utilized by the host and the fabrics used by the

on the,igp g the (yissOwhith allow the usertpuiey diffesantaepsirisiconcermingthg sysem. The
'S garticujarly useful in detecting spanning of a

tabs mayr be custemizpd by thehses to convenionthe presettodews to theruser thati the user

__to nore than one storage
utilizes frequently.

[0059) Once a user selects a particular host, the user is presented with the host summary
view shown in Fig. 5. The host summary view shows the host name, storage arrays assigned to a
particular host, the WWN of HBAs attached to the host, the ports assigned to communicate with
the HBAs, the amount of storage assigned to the host, the switch that the host uses to
communicate through the network, and the slot and port assigned to the host. This view also
shows other information related to the host, such as the zones utilized by the host and the fabrics

used by the zones.
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array, spanning the storage of that host to two or
nore arrays. \When a host spans two arrays, the arrays
wawrdoB/ogs21 | st ed under the host summary vi ew anRCEES2008/050449
error nessage nmay be presented to the user. The user
may be able to click a "fix" button which wll
reconfigure future storage by this host to only one
array and may even nove the storage fromthe two
arrays to only a single array so that the host need
[006Q),| "~ 5 clheshosth sunmatyeviey ofepigtedainy Big. S[io@atticulanp useful in detecting
software may be configured to renedy other errors
spangipgrh A [Pprticeian Hostn Thisgrsprs sxheh achwstisreahiegtedttd amire hahiBae storage
Because each host is assigned two HBAs, if the system
arraygepaneing the stonageanf thet haso retwvoas snayeantays.o Whee a\BiEd spinsawo arrays, the
particul ar HBA but does not detect the HBA on the
arrays yslf berlistedendeBiheibostrsaninane viewnhd gn erfbrem&soidewidyebe Pr¥sented to the
reconfigure all of the zones assigned to the
user. NHief usectnapbé Blgle tBdidka tHxe battbrewhidBAviR secoffifide Riturk RBrage by this
host attached to the mal functioning HBA. In this way,

host folumlySAY dfal land iy ieesemé e the i6fag® FromBe Hd 2t0\bdl} a BRgle array
| ost due to one nmal functioning HBA [0062] If a user

so th&l €5 Ho@ﬁr_xe%@oﬁlzta&e@é/@siﬂ@é StofiE heril ar 1 nformation
concerning the storage assigned to the host, the user

[0061]RY Sehﬁgtsoﬁ\b&cftﬁéy 5 Eoriil ehzt@tr&ﬂ%bb%f’%}hdg@ Sc{nnﬁxonlg found in a

screen which will “provi the user “w orag

SAN,U§u!c+ be thﬂa‘?ﬁn&ﬁﬂﬂxrgtliﬁﬂp \ﬁ%c%tﬁee @10% ho@t is Egi?%‘féég‘ré’g g@q% if the system

utilization screen shows various
le 0. thi i , ALhe host negted t
deteoi ek 87 ks R TR RS WRigy & ek YRR o o et e
a hyper ,,ut.il|zes .he FA_in hoth hexadecj mal and
HBA GRIR: HRE, i HBA TSR RhclipDa (i sl dp forontsere il Gdne zones
. a Si d spac 006 | f errqor i.s detected
essiffig WF pAn e RBE TrPbvic BF otisr SULA LetEned ToiiBe Hotretaghed to the
vi sual audi o indication of the error, my be .
malfugciegiie KA Phsvaye e S0l wilksantiftyeso function nd ngeda yilkbe lost due
For, _example, if the systemdetects that a particul ar
t°°“%%ﬂ§“ﬁ§§$@ﬁggAto a host as shown in Fig. 5 is assigned
a WW for a port that is not present on the system
[0062] he 1 el or wes Hesifen do roiBeveoneremagticylap infommatio doncerning the storage

_ may be acconpanied by a red icon which may provide the
assigngd &¢ thgihopt, thetusey maly eeleco thej stdragenutilization Huttoeloe dhestreen which will

provide the user with the storage utilization report shown in Fig. 6. The storage utilization
screen shows the various storage ports, called FAs in this embodiment, the hosts connected to the
FA, the devices utilized by the FA, the LUN for each hyper utilizes by the FA in both
hexadecimal and decimal terms, and the size of the array in both free and assigned space.

[0063] If an error is detected when any of these views are presented to the user, a visual
or audio indication of the error may be presented to the user to alert the user to the error. For
example, if the system detects that a particular zone assigned to a host as shown in Fig. § is

assigned a WWN for a port that is not present on the system, the record showing the zone may be

14



[0064] Fig. 7 depicts screens which a user may use to
access nore information about a particular switch. The
wWQig@B/08myl sel ect a switch button on |ink on thECHUSM81050449
to be presented with a screen that allows the user to
select a particular swwtch froma list provided in a
dr op-down nenu or the user may type the nane or a
portion of the name of a switch into a text box and
click "Search.” The user is also presented with a |ist
presegftedsipiredcoramaycmarsempaniaddya 1od iqonovticl m/prowide tizousercwith detailed
Wi th the nunber of ports assigned to each switch
errorgniouhatiog if §eB088] \Wen a user selects a particul ar
switch, the user is provided with details regarding
[0068hat swHig.chdepiate banekinn gvhidhen tves tmay ubato actésk inzdee frffedmation about a
swtch, the storage arrays that are contacted by that
pamaunrtsmnph afilke dseemap sedact b baitchbiutioh 6 link ah tHeaskctces W B presented with
switch to conmuni cate over the SAN. [0066] Fig. 8
a scrd@pihat AlosGIthe dser Whis€lbct @ paBRlaRBWittls BomOa ARGREHEPIE drop-down
i nformati on about a particular fabric. The user nmay

memS &l tREhseAmEyps thdtatde@R a PBrtioh akthe RabB 6f £ ke noQ tB& box and click
presented with a screen that allows the user to sel ect

“Seaﬁhpa‘ﬂmé Gder 3¢ alg@pfeb&tédr@fﬁ 2 lsf §ftsvﬂfc9¥§ edt&l ® & paticular SAN by

drop-down menu or the user nay type t name
t t b d
fari g Rk BFp i TRleaty b ftb oy O eé’énf‘gd to
[006 he us%énrhcds ﬁdQeﬂagtsq hlccg{%f g»afctgr Hl% g%elrl%siﬁro{/lﬁgé \dfét@v?trzt:ai s regarding

a user sSelects par cu
that &n%ﬁ elﬂ&uﬁlx{xg”tﬁehlecé%qg&butrhﬁlx Blgé g{,}e oti%gf?ggal g-ﬁg?ndé::ogt%cted by
r the slot and port util e
that FR}. A3 Phe 2on R ERSBhEtma ghelictfE e o ol Pk 6verdhs
I be. rf ] dit detail ed
woﬁﬁvif’uaﬁ%ﬁfw s Serrsnsoihich @ e e e 2559 nERERinfosmetign sbout a
SAN.. Once a user has entered the audit screen,
Pm%@ﬁ ifabrigd The user gaygelegtiaswitsh butten onslintkers the serer te de peesprsed with

audited froma drop-down nenu or the user may type the
a screpgthatallopyg the wier ¢ selech geparticulen Sabsisframm aldisx peavitled |in @kdrop-down

"Search." The audit screen also depicts audit
menus thpaispranafypel theneme nt a pyrties ofidsk oeme hfa &beic ofto béext box and click
such as an auditsummary for an array, an audit summary

“Seartlp? Alisted fabrigs 1sa¢m|plresgmndmrt§1e figr ingludingl degizes that, utdines that fabric.
audit summary for a switch, and an audit summary for

Whenan user eeledts a pmtﬁoulhefabé«,ah@bm of prasenged dvith zones that utilize that fabric,
and the switch within the fabric used by the zones. The user may also be presented with the slot
and port utilized by the zone.

[0067] The SAN evaluation software may also be used to perform audits, or detailed
evaluations, of any particular device attached to the SAN. Once a user has entered the audit
screen, depicted in Fig. 9, the user may select a device to be audited from a drop-down menu or

the user may type the name or part of the name in the search box and click “Search.” The audit

screen also depicts audit summaries of different types below the search box, such as an audit
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summary is depicted in Fig. 10, which shows checkboxes
in the audit sunmary so that a user nmay acknow edge a
w@aosogaikar audit object and the system w || CREE/US208/050449
the user that requested the audit. Conments may al so
be added to a particular audit in this view [0068]
The SAN eval uation software nmay also allow the user to
create customviews with a tool entitled SAN Bl ock
Bui | der. The customviews nay be useful if a
sumipary {rcan| Ay Aseaudi samaary for e hesttanj auditrswrnmanyi faga taplication, an audit
particular area of the SAN or if the user wants to run
summarp ot 2 switel, 3pd Fgr awditoumoary far asnelementp okndthen esémplaeof an audit
SAN. For exanple, a user may create a |ink on the SAN
summpary [isidepiated mdfigwhY, evhicheshoivs tcbedkbaxees tith ete audit gnmimanasd shat a user
di splays all devices currently on the SAN that are not
may ackeowledgr 4 martiowar faodit obj&ti ahd thelsystdm wily caplire tetuser thilt @équested the
to view | ost data which affects SAN efficiency. [0069J

audit) Comneeneniuydissteladdédte apaticulaPinditeRthifwei ness
information related to the configuration of the SAN

[0068]Nt O t TRe SAN @Vﬂﬁéﬂi@h's@ﬂw&&frhwm@o dAGRRRS Bser ThicReate custom views
busi ness information may include items such as various

with 63l SRR SAN BlobI Bil & MR Yustom N ieWs Hﬁ? be udrdl 1?&?? flﬁﬂ' user has

to each business unit, and the cost of any part

an mt%fré@f A%RorY¥hE Bne g I an rgr@J SRhd ggew Y B WsSFarPto, run a particular

eval uate the hos st orage ces utili1zed by
pog 6 9 BIETAPSAR, 1P B By e s
evalugtgot%ijo vl ﬁkesgg terd ?é/ dﬁ%&tbr%ﬁhc%g% ?tésfggse %f d{;{ﬁ'%ets chg'fx{tg'f on the SAN
o o TRl S8R e B 35 A s

pi cti ng an enbodi nent of the invention utilizing a
SANE@F@%aCk calcul ation are presented in Figs. 11-14.
shows the various tiers present in a storage
[0069§r ea n R85 emBAdimeRk t@%s‘lsefof“aﬁtlpﬂ busigess Haformatian, Eﬁaﬂéﬁ to the

tier. Fig. 11 also shows an edit screen, accessible
configurafion pf 83? SAN éi thy SN eabuagien seftware database. sThig businessiaformation
tier managenent screen, which allows a userto edit the
may ipglyde itsmseachogs varigus usingssaunits inex compeny,avhich hdsts aswassignéd to éach
utilizing that tier. Once this information has been
busingsp uait.cand the eost i9f eryrpartiowart syeragmgevicer t Thisiirdorniation maiy|te used to
di splay the tier that
evaluate the hosts and storage devices utilized by particular business units. This information
may also be utilized to determine the costs of the SAN that are attributable to any particular
business unit so that each business unit may pay a portion of the cost of the SAN that is utilized
by that unit. This is called a “chargeback” calculation.
[6070] Various screens depicting an embodiment of the invention utilizing a chargeback
calculation are presented in Figs. 11-14, Fig. 11 shows the various tiers present in a storage area

network and the cost of utilizing that particular tier. Fig. 11 also shows an edit screen, accessible

simply by clicking on one of the tiers listed in the tier management screen, which allows a user

16



particul ar host utilizes on a chargeback view, as
depicted in Fig. 12. Next to the host nane is the
w@bwsges32i n dol | ars, of storage val ue attri butRdi/8S1008/050449
that particular host. The business lines for every
host are also |isted, which may be particul ar areas of
a business such as accounting or marketing dependi ng
on the desired inplenentation. [0071] Fig. 13 depicts
an interface that allows a user to split the costs of
to edit Pigratiributes of Hopartieubar sy dneluding dhieecqshiof juglizing that tier. Once this
. application used by different business units. In sone
informatierd haseheen enigreds thednformitiogrfaranyopartippar st wihdisplay the tier that
utilize different amounts of storage. If one
partigidar hpgt oitilizespnagphangebesk yiew, hadepictainp Fig. 12 Nextdo dmpehostrdme is the
that programis only utilized by one business unit,
chargehtn ddllarsa @€ stosage ciahic attriviithble td &at prartigulanhenoThe blasiness lines for
attributed to that business unit even if the program
every ket dRsal@nliged)0ftticH Ay be adicBRr bichd b 8 bubliesd sh@ as accounting or
busi ness units. The split depicted in Fig. 13 enables

markafih 2Pyl dnth®desired fhpléHiéhtatdnCOSt s by appli cati on,
not only by host, so that storage associated with

[007BPP! | C&#id QB Aekian ah it AP &al MW B8FtoRBhkhe LKA daRticular host

order to aid in recordkeeping or accounting, a user ‘

to métBYhatoab ?Eﬁgﬁw.ﬁcﬁﬁﬁggﬁﬁ &f‘ferteﬁtem&ﬁ: g %.aﬁig?%ebesr{xbodhnents,

related to sm for changing t
it o nd SR ERioh R ek ARG b oL ALY e program
wses R RIBHE Ao RS el RN AP BB ne R e storage
sssoc gl W g propy TR heoReoR R b ar vt vy the program
reidGh BN b A PVIES, Raieh GU B o bor B¢ FEGRTHA Herie. 13
cnsblgs i AEFITIAEIOE 3T CREFEOP Y RY “BRHGBe T SHHCLH BTttt soroge

when the configuration data is _collected fromthe SAN.

associpfrd il aPREsAgNIcAn D RERPCRE chasddae to the data entered
by the user in order to produce a |ist of devices that
(0072} e noln prder tozid gn serordkesping et gaepunting, @ &psraey Wishttachange the
user. For exanple, if the user enters information o
namegf Heicarfigunationaelpted/irgehosh AByeshanism for chrngingrthe kisbudmt ibdepicted
utilizing an Eagle firmvare with a version of 2.0 or
in Figyl §athere the heneubstrandiatrhy Bea fotiphitedlaohoshang depicted in order to ensure
that the user is renaming the proper host. The system will generate a series of commands to
rename the host, which may be viewed by the user as depicted in Fig. 15.
[0073]) In one embodiment, the user may load information into the database concerning
the desired software that should be operational on the various devices across the system. The
system may then extract the software running on each of the devices when the configuration data

is collected from the SAN. The extracted data may be compared to the data entered by the user

in order to produce a list of devices that are not utilizing optimal software as defined by the user.
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Model A HBAs that are not operating with that
firmvare. The user may use this information to upgrade
W@ bwsogasemar e on HBAs that are not utilizing oRETT/Hed008/050449

firmvare in order to inprove the efficiency of the
system The system may al so conmuni cate with hardware
or firmnare databases through the Internet to
det erm ne what versions should be used on any
particul ar hardware device in the SAN. [0074] In one

For exprpli iftusertenterypinfosmption stjiaa thabell Megdelye HRtAsl dnzheingtwork should
reconfigure storage in order to optim ze SAN

be utdizingoindagle firfiearGMithea edrsiant 010210 oo teater, ¢hereser wilt beidetified of any
prograns adapted to informthe user how to optim ze

Mod¢! re HBWs tlzey arei not bpeatingswithnthafTfiinsvasey Thewsetighay 0¥e/thisgnformation to
certain data to | ocations which makes the data nore

upgraashd fimaeanessiHBAS thaeire hbngilizaa dptiglab Semeladedn oftfer to improve the
creating new zones which allow hosts to access storage

efficigdioyayfs theDgyetefili athk YsystéMemay a8 NeoiBiuriéatd wil Ki8WarkQor firmware
al l ocate storage, particularly new storage, to hosts

databBt§ @Bro@gh IHeCInfenidt 95 ldefeRfink GhHaRveRIbnE BAUI B s8d ehtﬁ;_,\eramcuxar
the nost efficient SAN possible. For exanple, the

hard W@ iR theSAN War e may issue a query to a particul ar
storage port in order to all zones that utilize that

[0071‘33” ' CYH e Gf¥ddimddt t}lF ‘lf)r %Jeﬁnm%{\%ﬁg%hz%g Q@Féc%)ﬁﬁléu% storage

ort is elng over ut | the sys

n °f34fa‘5fdpﬁ?§%’2§t§r%ﬁhw%o??5 g, sﬁ?%ag%ﬁééar ARl g
. .[0045] In. .
B S R 8 b 5 2y v

Lcal ry.a SAN, rt co ation data
certaif A ¢ h@gg{mw lebaskes e dele mopre ¢ Bl el baihee megpiggless data,
gener ate regg ]t15 thgt may be automatically sent to
or creglis e g0pes,Whish allgy BT f9iessenHgmEe FFYS POpoAtieklaFhegystem may
custom zed by the user and may incl ude |nformat| on

also ke upedato sileatigetorge piHenlatly BaWStorass tarhasts paged gm the current
data stored in a storage array that is not attributed

configusatigRyinnsaer. to pbtainethe rpesiatirient SAN moasbley afwaexapiple, the SAN
software is periodically run but only generates and

evaluafion deftegro may isspon quéTy talk paticuenstosdgepoprin bdemo allrohesetbat utilize
recl ai mabl e storage or stale LUN entries. In this

that partiowldi parht [f thiyeessis shomr thabe partiedampdrt sriejngrov@ARilized, the system
eval uation tool but also a SAN

may divert traffic away from that port or may simply configure new storage to other ports. Such

commands or scripts may be run on the system in real time.

[0075) In one embodiment, the SAN evaluation software may be set up to periodically
query a SAN, import configuration data from the SAN, organize the data into a database, and
generate reports that may be automatically sent to user such as a SAN administrator. The reports
may be customized by the user and may include information such as storage assigned to each
host or a list of data stored in a storage array that is not attributed to any host. In one

embodiment, the SAN evaluation software is periodically run but only generates and sends
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nmonitoring tool. [0076J The SAN eval uati on software
may be set up to periodically query a SAN, inport
weoeBogieat i on data fromthe SAN, organi ze t hePTEUS2008/050449
into a database, and save the database. Over tine, the
saved databases will provide a user with a historica
view of the SAN configuration and how it has changed
over tinme. These historical databases nay al so be
useful if the SAN mal functions to trace the cause of
repogthgporhe diseqviennok Hpblemasesh asedameblgstaagenr stflo b entries. In
~ Screenshots from one enbodi ment of the invention
this embadimentathe safyaredecdnins =l sandivriaz §4 Noevalwationl dpil chut celsona SAN
Figs. 16-18. In this enbodi nent, the various tabs at
monitdnagtenh of the screen are called "SAN Bl ocks." This
vi ew shows the various SAN bl ocks on a nenu so that
[0076]he usdhe SAN edalwabkiornsofovace mhy béeet BAND périalically quay deSAN, import
to nodify it. Fig. 17 shows the screen that is
confipuras@idaedifrimn tiee SISN] orghitre th8atal 06 a d@ebad€ anll @avedhd ddtdbase. Over
of the SAN bl ocks. The screenshot in Fig. 17 al so

time, k0308 ed di€abuses el proSidd ablserokitt 4 Ki®ritd) dlewdd fRhAYANI BRfiGiration and
to the user so that the user may edit these as well-

how litNhds Mh%n%@)’ov& RignelS ThesdBlstb NGl AdlaBRed Byt AR5 b0 le%]dileif_ the SAN

top of the screen and the nenu itens contalned therein

L Ol ; . " ( ‘ that
LSk SR st 4T A sy
[0077’8Cr eenS@reé%gék?:fﬁogp\rf\)ﬁ§ ee%b?ﬁnﬁ%( Ef l¢ dgmrvgﬁ:tfo t&o%'é | g Sl face for

| ocks and ere ey shou reside on e user

custo#%gﬁ 2% %e%iLtgg Yrgi;)i SN 693 1§ ﬁg? ngrxg&{]utn%r}té@? ngyosut(si@ﬁ;zri? &‘eﬁop of the

on a i catTon service
' [ t. . he system c ri.ses f re that
screch ol TR0 SENBRwe i S} S VB /88 eLaRR S M o tht he
Internet. The user.wWl|l be able to_.access fhe .
user el iR Fhiopr SE i SavY Blopks Randy iamofbl B 18 ghavmabe screen that is
systemover the Internet, in a ramsuch as a o
presc iyt Then e e5@ B0 1 ope & G SANRIgSey 1Be fercapsho in Fig
particul ar ,address into a browser in order to navigate .
17 alsp shqthe ¥arians SANpleckiggmsibat apsaypilable toghe esgr so-thef thenusgr may edit
user nanme, and password. The user may then have access

these agwelh clidhis B3y, the uses mgy cusiemigathetiebsonahatopraf thesenerband the menu

. able to manipulate the configuration of the SAN using
items cppfaingptherein in order to provide quick links to various steps that the user performs

frequently. Fig. 18 depicts the screen a user is presented with in order to build SAN blocks and
define where they should reside on the user interface.

[0078] In one embodiment, the system may function as an application service provider
(ASP). In this embodiment, the system comprises software that may be provided to a user over a
network such as the Internet. The user will be able to access the application and all of the views
provided by the system over the Internet, in a program such as a browser. In this embodiment,
the user may type in a particular address into a browser in order to navigate to the software and

may be required to log in with a username and password. The user may then have access to the
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[0079] Fig. 19 depicts one enbodi nent of a data source
aggregator (DSA) according to the present invention.
wabmsm®A2col | ects configuration data for the SBGI/ES2008/050449
froma plurality of sources. As depicted in Fig. 20, a
user may control the various sources of data that are
accessed and added to the system by the DSA. The user
may add additional sources of data as depicted in Fig.
.2 1 and provide details for each data source. The user
variopg yicwp ehthe datgbase apd Bl evernbe ablg te manipudate thgcopfiguration| of the SAN
~information concerning the data sources as depicted in
usingthgASP2. [ 0080] It will be apparent to one skilled in
the art that various nodifications and variations on
[007%he i nFantlPalepigiseong sadodinenift andat sabegsaapgiegatof (RSA) dveording to
scope of the invention as set forth in the appended
the podsent nsvehtian. alThe DSA dolleets konfiguaation Xatai for thg system from a plurality of
configuration of a storage area network using a
sourdas. 0N é¢piagbini R t200 uset i [coftrd) Bie Variohs $o8rde® oPd4tOthial 48 accessed
of the storage area network using the browser

and ad{dl to €t syStemWYEhe€DBA! Tlie R Wh§Tad @ Bditiciatl sddFces bfata hdepicted in
the portion of the storage area network at |east one

Fig. Df afli pROIdeYdeRiils tthy S4éliNiath oitdeC NheOleR bl NRerfftndn fth QB3 the data

one or nore devices conprising a portion of the

sourcé$ S RARUBF fforRLENPEdhctiif tﬁeeéaite{k%ﬁgggiﬁcée%gi_c{& i Fig, 22.

par anet ers about the one-or nore parsi-hg 't he

[008gjat a f ftowmég_g rhé)?greﬁth?o BhE s?i'ilgrg‘?ﬁ eG4 S v%rgbéugorﬁgcﬁg?artions and

re recor Imnating re ndancies I n

Vaﬁal?%lfrs S’B rt}?ecﬁ{/gﬁgn %%gﬂ&%%blte %th%gte?egértnigg rfr%g\:]tgg g&;o%\%} iog I[l{?gn\zention as set

ase in ermned
forth YSBL . 2683549 the records in the database through a

W rs?ppgr aphlaérgf" user interface generated by the
browser application wherein the first graphical user
interface provides for linking to a second graphi cal
user interface that provides access to the one or nore
records fromthe one or nore devices.
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2. The method of claim1l wherein the one or nore
paraneters includes a worl dw de nane. 3. The nethod of
w@@BsMaseB2wher ei n the one or nore paraneters i NRCUUER08$(050449
| ogical unit nunber. 4. The method of claim 1l wherein
the one or nore devices conprises one or nore hosts.

5. The nmethod of claim1 wherein the one or nore
devi ces conprises one or nore storage arrays. 6. The
et hod of claim4 wherein the one or nore records for
Iclaimhe one or nore hosts conprises data identifying each
host bus adapter coupled to the host. 7. The nethod of
1. A meghodh for examiningthe kenfigication ofro steragearsa detwhbdk usinge byonesenr
nore hosts further conprises data identifying one or
appliention, coopesingsed by the host.8. The nmethod of claim7
wherein the data identifying one or nore zones used by
t Hinkingeo @ pontion of the stosage arth Getnesk wivigtthe Biloserg@plidatialy Sherein the
are accessed by a host. 9. The nethod of claim8
browydi @ppticatidn Ienks @cthe goitiof of the stéfh;ge @fea ABFWRTINR Y45t GIRIVP BIr&R or
data identifying the anobunt of storage space all ocated
throuflPa kWech9ne or nore hosts on one or nore storage arrays
accessed by the one or nore hosts. 10. The net hod of

CloBiafRifh AL Eh Bné BEmbRUR e éBfanQiﬁ%nQ) Pgrti‘aﬁ of e Stohkps hfea network

conprises data identifying one or sw tches

that d'éfuilé_s 066 R¥relpARnAREs SoulMRE Sn%f}r}ﬁvcte ddvices;Th€ method of

claim11 further conprising allowng a user to manually

a‘ﬁgmﬂxgtﬂ?e 4t £rOf 83 rglk?l?es&re of tho eT&%icg?ﬁgbo&eoofr cl Q{eg%rﬁs;

fart r conprising oW ng e user 0 sear

O8RS dlodla B hRHRL A Ghorge ot o 1O e

stora rea networ K usi

D 01104 152 008 PR RGroH nE A ot ot AU BF o ond

PR PP e e Greapin e 1 CBare TP S: Eambca e
intﬁ%&?ﬁ%ﬂ%@f {y% ibgn)rwlssx]; %)Bﬁ]?p%@ﬁ gv?g{%é)lr Iggigst ;’%glrmi%!aqliuggr itfltgrrface provides

for linking to a second graphical user interface that provides access to the one or more records

from the one or more devices.

2. The method of claim 1 wherein the one or more parameters includes a worldwide name.

3. The method of claim 1 wherein the one or more parameters includes a logical unit number.
4. The method of claim 1 wherein the one or more devices comprises one or more hosts.

5. The method of claim 1 wherein the one or more devices comprises one or more storage
arrays.

6. The method of claim 4 wherein the one or more records for the one or more hosts comprises
data identifying each host bus adapter coupled to the host.

7. The method of claim 6 wherein the one or more records for the one or more hosts further

comprises data identifying one or more zones used by the host.
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area network. 16. The nmethod of claim 15 wherein the

user is notified on the graphical user interface if
wW@eops/0863ti guration errors are found. 17. A netPOOUS$2908/050449

eval uating the configuration of a storage area network

conprising: coupling a browser application to the

storage area network; executing one or nore conmmands

on the storage area network to obtain device

information for one or nore devices conprising the

8. Thg pethgdotglam Tiwhergnihe data identidying anerrynere 2enes ysaddyithpone or
into one or nore device records; elimnating

moreyhogty iekigatas adghrstarpge asiaes e aepsssed bpehost. recor ds; stori ng
the one or nore device records in a database;

9. The method effplaimdewkertio the resed for thetdue odaboriasts comprsegidata
first graphical user interface generated by the

identfyingsteranappl of sttragerspadeallecareditd thefone 8 mgrechobts 0abneisiahore
interface provides for linking to a second graphica

storages@tays adcesskdibe theloat opmonéihdsts, access to the one or nore
device records. 18. The nethod of claim 17 wherein the

10. THemsdthagirofRint 8lwhesed the Mécfd fOE Bielofie Vi BWRMoSs bonprises 864
portion of a display and a second graphi cal user

identiffih @ bAGGTANdrs siwiteHea Bhiizeli By theRE 8P RoROhéON Of the
di splay. 19. The nethod of claim 17 wherein the

11. THeQYERRNd oFRRtrh G AR cdriprindel oM RWSRE: to %&nuﬁnﬁdﬁ%mfi the

of claim 17 wherein the browser "application’is coup

databh@ the storage area network through a control
workstation. 2 1. The nmethod of claim 17 wherein the

2. Uit THEAE SRS R BILE T s ol
DB Sn b S0 oG L PP ™ = ™ 7
. BT R P B AR s SOl 8858, e
14. The method of claim 1 wherein relationships between the one or more devices are depicted
on the graphical user interface.
15. The method of claim 1 further comprising searching for configuration errors in the storage
area network.
16. The method of claim 15 wherein the user is notified on the graphical user interface if any
configuration errors are found.
17. A method for evaluating the configuration of a storage area network comprising:

coupling a browser application to the storage area network;

executing one or more commands on the storage area network to obtain device
information for one or more devices comprising the storage area network;

parsing the device information into one or more device records;

eliminating redundancies in the one or more device records;
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24. The nethod of claim2 1 wherein the user is
presented with all device information for one or nore
walzoososs2coupl ed to the particul ar devi ce whenP@HES208%050449
selects the link corresponding to the particul ar
device. 25. The nethod of claim 17 wherein
rel ati onshi ps between one or nore device records are
depi cted on the graphical user interface. 26. A
software storage nmedi umincluding a software program
wHitring therng os mor dexicesseordsin s detaliaseig ar rangenent, is
configured to exam ne a storage area network, said
s dfreviging agsessge &N doriieidatabase throygha firatapaphécalmger inter{gpen
executed, links to a portion of the storage area
genenated oy ithe buewsey applisattansehereip fei fusttgraphicahesexsinter fatreprovides for
browser application links to the portion of the
linkirgg to maerond gmahicdtuserikteeficel that ptovidee aakssdd theaink pr oiore device
through a switch; a second nodul e whi ch, when
recoréxecut ed, obtains data from one or nore devices
conprising the portion of the storage area network
18. Theaietibdiof BREm ON&hereintheé frspgraphited] Q¢ ikE@ick id FiewabeinQ first
nore devices; a third nodul e which, when executed,
portidiedfaQsplayand akecohd erpiaR is@fintbTR e @A eRibIORI Lse86hdi goftfon of the
into one or nore records; a fourth nodul e which, when
dispigxecuted, elimnates redundancies in the one or nore
records; a fifth nodul e which, when executed, adds the
: - ' er m ned
19. THBSheRlod SR 7 AhiiEim B! o Bs A ApARARGS Is Bk ARl
LoV . : rOu
20. e HARIDIOGGETT whileh Ve GBLRA35 bl s K95d SR Abafe aren

netwobrﬁﬁ%eggxaac%%&c@otkﬁﬂ' wherein the first graphical user
I ALEr T

ce provi des 10+ linking to a second graphi cal
21, e ElebloFHERC T LRBLiAONldES, BEECRR. 1R 955y B Sommands.
22. The method of claim 17 wherein the device information comprises a worldwide name.
23. The method of claim 17 wherein the user is presented with all device information for a
particular device when the user selects the link corresponding to a particular device.
24. The method of claim 21 wherein the user is presented with all device information for one or
more devices coupled to the particular device when the user selects the link corresponding to the
particular device.
25. The method of claim 17 wherein relationships begween one or more device records are
depicted on the graphical user interface.
26. A software storage medium including a software program which, when executed by a
processing arrangement, is configured to examine a storage area network, said software program

comprising:
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a first module which, when executed, links to a portion of the storage area network using
a browser application wherein the browser application links to the portion of the storage area
network at least one of directly or through a switch;

a second module which, when executed, obtains data from one or more devices
comprising the portion of the storage area network that defines one or more parameters about the
one or more devices;

a third module which, when executed, parses the data from each of the one or more
devices into one or more records;

a fourth module which, when executed, eliminates redundancies in the one or more
records;

a fifth module which, when executed, adds the one or more records into a database in a
predetermined format; and

a sixth module which, when executed, provides access to the database to a user through a
first graphical user interface generated by the browser application wherein the first graphical user
interface provides for linking to a second graphical user interface that provides access to one or

more records from one or more devices.
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