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UE Source eNB Target eNB MME
301: Send a
handover request
(carrying
indication
~ information 011 ™
and carrying no
user plane security
policy)
302: Determine a user plane security activation
status, where the user plane security activation status
indicates whether user plane ciphering protection
and/or user plane integrity protection are enabled
303: Send a handover
request response
304: Send RRC | 4
connection
reconfiguration
-
305: Send RRC connection
reconfiguration complete -
307c: Send a path
306: No switch request 032 that
Determine carries no user‘plane
whether the UE (and the security policy
target eNB) supports on- ;
demand user plane security
protection 307d: Send a path
switch request 033 that
carries no user plane
security policy
307a: Obtain a user plane
security policy 021
~ ~/ r\ll ~
TO TO TO TO
FIG. 3B FIG. 3B FIG. 3B FIG. 3B

FIG. 3A
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CONT. CONT. CONT. CONT.
FROM FROM FROM FROM
FIG. 3A FIG.3A FIG. 3A FIG. 3A

307b: Send a path switch request
031 that carries the user plane
security policy 021

309a: Send a path
switch response 042

that carries no user
plane security policy

308:
Determine
whether a path switch
request carries a user plane
security policy

No

310: Send a path
switch response 041
that carries a user
plane security

policy 022

309b: Determine
whether the user plane security
policy 021 is the same as a user
plane security policy
on the MME

-

No

311: Store the user plane security
policy 022 in a context of the UE

312: When a current user plane
security activation status of the UE
does not match the user plane
security policy 022, enable or skip
enabling user plane ciphering
protection and/or user plane integrity
protection for the UE according to
the user plane security policy 022

FIG. 3B
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A mobility management entity obtains indication
information 013

401
/—

:

The mobility management entity determines, based on the
indication information 013, whether to send a user plane
security policy 024 to an access network device that
provides a service for a terminal device

402
T

FIG. 4

A mobility management entity obtains indication
information 013

501

5

:

The mobility management entity obtains indication
information 051

502
T

l

The mobility management entity determines, based on the
indication information 013 and the indication information
051, whether to send a user plane security policy 024 to an
access network device that provides a service for a terminal
device

/— 503

FIG. 5
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UE Source eNB Target eNB MME
601: Send an RRC connection resume
request (carrying an identifier of the
UE
L
602: Send a
context retrieve
- request  —
(carrying the
identifier of the
UE)
603: Send a
context retrieve
response
(carrying
| indication
information 013
and carrying no
user plane
security policy)
604: Determine to enable
ciphering protection and skip
605: Send RRC enabling integrity protection
connection resume
-
606: Send RRC
connection resume .
complete 607: Send a path_sw1tch
p-| request 034 that carries no user
plane security policy
TO TO TO TO
FI1G.6B FIG.6B FI1G.6B FI1G.6B

FIG. 6A
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CONT. CONT. CONT. CONT.
FROM FROM FROM FROM
FIG. 6A FIG. 6A FIG. 6A FIG. 6A

608: Determine
whether a path switch
request carries a user
plane security

policy

610a: Send a path
switch response
044 that carries a

user plane security

policy 024

609:
Determine
whether the UE (and
the target eNB) supports
on-demand user plane
security
protection

610b: Send a path switch
response 045 that carries
no user plane security
policy

Yes

No

FIG. 6B
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UE

| (carrying indication information
013 and an identifier of the UE)

706: Send attach accept
-

Source eNB MME

I
701: Send an attach request

HSS

702: Send a location
| update request
(carrying the identifier
of the UE)

703: Send a location
update response

®— (carrying a user plane ]

705a: Send an S1

*  the user plane

security policy 024

Determine whether
the UE (and the source eNB)
supports on-demand user
plane security
protection

message that carries y

security policy 024 for

the UE)

Yes

705c: Send an S1
| g—message that carries_|
no user plane
security policy

-
| 705b: Store the user plane
I_security policy 024 for the UE |

FIG. 7
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KSO

Communication device

803
_ LT

| Transceiver |

| : Processor

|

| : k 801
|

| I

| | 802

| | -
| : Memory
- _ _

Network interface

\\ 805

FIG. 8
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-

90

Transceiver

Communication device

////, 910

////,930

Transceiver

/ 100

Communication device

-

1001

Transceiver unit

-

1002

Processing unit

FIG. 10

Processor
/ 930
920
922 ////, 921
: /
Processin Memo
module & Y Sending module
Receiving |~ 923
module
FIG. 9
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f 110

Communication device

f 1101

Transceiver unit

/ 1102

Processing unit

FIG. 11




