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| NTERFACE PROTOCOL CONNECTORS AND RELATED METHODS
wWo-2@b@2088 t he | nventi on [0001] The present i NVROL/USI004/005474

relates to the field of communications systens, and,

nore particularly, to communicati ons systens using

mul tiple operating protocols for data access

operations and rel ated nethods . Background of the

I nvention [0002] Software clients operating on or in

conjunction with a conputer systemare often used to

access data stored at a server with which the conputer

system can establish conmuni cations, such as throu h a
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protocol, which in turn tends to limt a user to a

particular client._Siumilatl artlcular type of
client is typical@%ﬁiﬁ#ﬁ%ﬁﬁgﬂiiélﬁﬁﬁﬁﬁﬁeue with only
CEOOGLT tYPBSe OfrSSENVEN Bn@dntT it 0l Sted 0O hd NFiddd of
e-mai| system for exanple, in which users have
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Instead, there are several inconpatible protocols
BT by various vendors and standards bodies. In
addition, the erspkeskeandfl ocEhenkntg¢agEibAS resulted
in several key problens. First, 1n order to obtain
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on the server is accessible only through a particular

protocol, which in turn tends to limit a user to a
particular client. Similarly, a particular type of
client is typically configurable to operate with only
certain types of servers or protocols.

[0003] In an e-mail system, for example, in which
users have associated mailboxes on a mail server, a
particular protocol and often a particular messaging

client is required for e-mail access. There is no



Access Protocol (IMAP) and Post O fice Protocol (POP)

but have interpreted the rules of these protocols
walpdobmemss | y. Because of this proliferation of PEAUSNE4/005474

mechani snms, there is no single way to access all of

these mail stores. Applications that need to access

these mai| stores quickly becone overly conplicated

whegiagilenpstengatrd aetbert fPsr agressinghe-apfifepénred on a
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Various prior art approaches have been
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usi di fferent operating protocols. One such_approach
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or i ginaty nd.senver,The. Letrleved eantant ba pravidedoqs:
in afirst format type.” 'n response 10 a detérmnation
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allowing the client to %rocess the content in the
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conveesicomafiingtberal gy ckly become overly complicated
when attempting to account for all of the different
protocols and implementations of the protocols.
[0005] Various prior art approaches have been
developed for providing communications between systems
and devices using different operating protocols. One
such approach is set forth in U.S. Patent No. 6,615,212
to Dutta et al., in which a transcoding proxy server
receives a request for content from a client machine.
The transcoding proxy server retrieves the content from
an originating server. The retrieved content is
provided in a first format type. In response to a
determination that an increase in efficiency would be
obtained by allowing the client to process the content
in the first format type prior to transcoding the

content into a second format type, the transcoding



may be desirable in certain applications. Sunmary of

the I nvention [0008] In view of the foregoing
whamkgeosnd, it is therefore an object of the PCEESW4/005474

i nvention to provide a comruni cations system providing

enhanced operating protocol conversion features and

rel ated nmethods. [0009] This and other objects,

f eaPUPEY, sghdeadvantagesei AroateptdancEh®i chiepe in the

prese [ We} re provided by a comuni cations

sys?g%%&hgéﬁﬂégygyﬁgrude a plurality of data storage

devi[oeseflor sFarithgraata,usnngeapoheastoonedeteamination

pIuraIit% of different o era%ing protocols. The séstem
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comaupi-gatkors rdpyrbeesshay aneesshignthendaha stesage
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wi rel ess conmuni cati ons  devi cesusi ng respective
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devifesmaty tapsoahdckaddsathespestieve int éhbagsecond format
congec%gr ngdul% for translating communications

bet w8el ‘th& 6?8t000| engi ne nodul e and the plurality

, of [daba]st or agepdewi eashf pirieachref apbeocdichter etirther
operating protocols. [0010]. More particularly, the _
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device may also include a plurality of provider
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a communications system providing enhanced operating

protocol conversion features and related methods.

[0009] This and other objects, features, and
advantages in accordance with the present invention are
provided by a communications system which may include a
plurality of data storage devices for storing data
using at least one of a plurality of different
operating protocols. The system may further include a
plurality of mobile wireless communications devices for
accessing the data storage devices and each using at
least one of the plurality of different operating
protocols. Moreover, a protocol interface device may
also be included. The protocol interface device may
include a front-end proxy module for communicating with

the plurality of mobile wireless communications devices



access requests fromthe front -end proxy nodul e, and
the plurality of provider nodul es transfer the calls

W0 005038t i ve i nterface connector nodul es. [ OBAWPSBY4/005474
way of exanple, the interface connector nodul es nay
i nclude a Mcrosoft Exchange connector nodule, a
Dom no connector nodul e, an Anerica Online (AQL)
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ro Furt her nor e, otocol interface device
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SUpﬁﬁyt%@ apenhatrgapr pke&9l scl0938] mbh81e. In addition,
communi cations system may further include a wi de area
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a front -end proxy nodul e for
respective interface connector modules.
[0011] By way of example, the interface connector
modules may include a Microsoft Exchange connector
module, a Domino connector module, an America Online
(AQL) connector module, a Hotmail connector module, a
Microsoft Network (MSN) connector module, a Compuserve
connector module, a Post Office Protocol (POP)
connector module, and an Internet Message Access
Protocol (IMAP) connector module. Of course, other
interface connector modules may also be used.
[0012] The plurality of data storage devices, the
plurality of mobile wireless communications devices,
and the protocol interface device may process

electronic mail (e-mail) messages, for example. Also,

the common interface protocol may be based upon a Web-



communi cating with the plurality of nobile wreless

comruni cati ons devi ces using respective operating
wEe@sozwBs, and providing a protocol engi ne noREI/ES2004/005474

conmuni cating with the front -end proxy nodul e using a

conmon interface protocol . The nethod may further

i nclude providing a respective interface connector
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1in greater detail. [0018] FIG 3 is a sChematic
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is a schematic block diagramof an alternate
enbtbenmgataottolegpr devdoksi negr fack deei 86 least one of a

plurality of different operating protocols. The method
may include providing a front-end proxy module for
communicating with the plurality of mobile wireless
communications devices using respective operating
protocols, and providing a protocol engine module
communicating with the front-end proxy module using a
common interface protocol. The method may further
include providing a respective interface connector
module for translating communications between the
protocol engine module and the plurality of data
storage devices for each of the different operating
protocols.

[0015] A protocol interface device in accordance
with the invention may include a front-end proxy module
and a protocol engine module, such as those described
briefly above, for example. Moreover, a computer-

readable medium in accordance with the present



of FIG 2 . [0021] FIG 7 is a schematic block diagram
further illustrating the protocol engine nodul e of the
w@e@sozoBs | nt erface device of FIG 3 and i nt er PEIVES2004/005474
connector nodul es therefor. [0022] FIG 8 is a
schemati c bl ock di agram of an alternate enbodi nent of
t he protocol engine nodule and_interface connector
noddh&sngfiop mayysimigezdy fFpglude 8 Aroeherafi BrBEYck
di agr f i L a odi ment of the
pr otglgggi}l%i rall?ltgr Faggggé\g?gegéggélgén%gﬁi?()ozq FIG 10 is
a schematic bl Eiel dpsomigiticet chdihee Dxawicrgsat e
enbaqdi t of e protocol interface._deyice of FIG. 2
" 3993R T & Fre & 357 Porrifagram Pirak Aaeprgh of 2
operakin iehttbasps9beerl ihntecbaeandevivg@nothE! Gredent
[0026] FIG 12 is a flow diagramillustrating
opefatiesien-t he front -end proxy nodule of FIG 3 .
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ope?[aat]oiléA of t%l:%lg'c%nﬁrﬁnlglcgfﬁgﬁgqgﬁskg?#g{f hlll—'?%\ragl .
[ 0028l uklkGati4g $hae blrowodbagrhameirifhuet datting of the
operation of the protocol int erfa&e .nodul e _of FIG ?
[OOEQF_I“EPGC""TSOF@ SYPIL6W S?aSFEm Pl PE};{JF&FF% detail.
operaoh@) of the protacal seRgipeiandibBkerfiageam
connector nodules of FIG 7 . [0030] FIG 167is a flow
di aglamsiticbifdnoathrg cspensipen dtonfeepdopyesl module of
interfa Vi ge . 9. 003 7.1.S
0 AP ST E T OSETat P G REPalEon g SEnd by of o socateY
I nt elefrada .device of FIG 10. [0032] FIG 18 is a
schemati ¢ bl ock di agram of an exenpl ary npbi | ,
wi 1 40028 Tcomminfeat LoRESdevPEs Forenes i PrOFRediagrans
presentsikpventi,onn Betaihed-DesebibRiikar ef khe
Preferred Enbodi nents [0033] The present invention
wi | lcomowmbeagésosi Isgdtror énf aklcprdeneenafitér thiet Anvention

ref%&%ﬂ%%e% i%%ean extensible proxy architecture similar

to that of FIG. 3.

[0020] FIG. 6 is a schematic block diagram of an
alternate embodiment of the protocol interface device
of FIG. 2.

[0021] FIG. 7 is a schematic block diagram further
illustrating the protocol engine module of the protocol
interface device of FIG. 3 and interface connector
modules therefor.

[0022] FIG. 8 is a schematic block diagram of an
alternate embodiment of the protocol engine module and
interface connector modules of FIG. 7.

[0023] FIG. 9 is a schematic block diagram of still
another alternate embodiment of the protocol interface

device of FIG. 2.



acconpanyi ng drawi ngs, in which preferred enbodi nents

of the invention are shown. This invention nay,
whoswz038 be enbodied in many different fornms BETUS2004/005474

shoul d not be construed as |imted to the enbodi nents

set forth herein. Rather, these enbodinents are

provided _so that this disclosure wll _be thorough and

conpP8RE) andFwek| 1Pulpyacsrbeyathe Bésps diapgram of yet
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refer to i elements throu out and prinme notation

anddewlitepbé PEGMeAOt ati on are used to indicate

sim| | erme in.altern odi nent Turning _now
to EPB2ST o Eohmunlcdts ot oys LoRPTON ot tabEak s
pfOBQQQEthBhebEaEEed§¥b€§céﬂ thatrprexi desiaecessrte.az.
plurallt of data storage devices or systens 16, 18,
[PRE6dommuRiEat Lanéssysféav10ipprast ialngsrpting
|ncI lycal ity 0 0 i ces anmgl
BT e b PP Eos Py FRURE oot LoRe gk ragipy' GeorrRarslYy
conﬁnneaatlonFIdevﬂBeléZacﬁmnacﬁedgtemthélsyStenunga a

wi red connectian, By way of exa ri ou |I

1 EPeEet LGt LA, GHETHGY FEbL Ry SEEREeAT; ALE-
accqpdasge W thct hesi nvent k9By gushras @@&ﬁ@ﬁ@btﬁaga
assistants (PDAs), cellular tel ephones, etc.
exe@pﬁaaylnnbpﬁethﬁrér@§90@énﬁnﬁﬁééﬁp@n@Odéiﬁc@f1EIG 6.
SUIt for h.th e n

desé 23& g 2;§np%egp?g§%d§% gg%@mﬁ%ﬁ?ﬁk Fé &nce

to 5b€ta18oanEe®herprexaﬂpﬂeSngﬁnmﬁaed cotteufAbcat i ons

devi ces include er sonal conp ters, tel ephones, fax
macFPRBSCTercmoePleguPseFHunérous wired and wirel ess

devigeaoqry berdseds %EtQO§QBw08hM?EAﬁ §1§u§B9§@iha
t he exenpl ary enbodi nent for clari | ustration.
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|ncI of t cliLents |ch f I S
Jgg?liatlgﬁgathg? opera?g ondgrslﬁgc%ﬁﬁugggg §nth
thebpe&@%@aﬁtbfetﬁeﬁﬁubtcabuomﬁtéeface HevthVbﬁeFIG 10.
access to data stored at one or nopre of the data
[0032] FIG. 18 is a schematic block diagram of an
exemplary mobile wireless communications device for use

with the present invention.

Detailed Description of the PreferredAEmbodiments
[0033] The present invention will now be described
more fully hereinafter with reference to the
accompanying drawings, in which preferred embodiments
of the invention are shown. This invention may,
however, be embodied in many different forms and should
not be construed as limited to the embodiments set
forth herein. Rather, these embodiments are provided so
that this disclosure will be thorough and complete, and
will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements

throughout, and prime notation and multiple prime



storage devices 16, 18, and 20 through the protoco

interface device 14. Those skilled in the art wll
wWa@ppseioat e t hat such communi cations devi ces aPGDUS2004/005474

i ncl ude further conponents and/or software nodul es,

whi ch have not been explicitly shown in FIG 1 for

clarity of illustration. Wth respect _to the nobile

wi r 8P&3siepnauifi BaefoRs dedicatelsimidagopripppats in

C"%1%%9H§E@'8ﬁb%élﬂ%hﬁsthe protocol interface device

via a W reless conmunication network 13, and
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protocol interface device 14 are preferably
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conﬁnnucas|onamdeylaemobllelalaedeshecdmmanitatages device
devi at |, ons&getmee

e idoaPa Ry BPREEBLAR0R Bo1AC v pe AR R oG Fango the

devisGsehlvilla andetihecdatatrsbarage dayi 6eseckfmpis
20 are preferably via a wide area network (WAN) suc

as vVhsipasempbtleTHarelesst kempbmigatéansoAsvdegiscesy be
11’u£%d2§¥ 88€§gagﬁégew§%§ht£2818%8§99§h 'ghgafgge pgrsonal

dev erne as noteée ove, "and So

may dbhe psetiecehtsntephage dewuuea®OHﬁmephaheswAbhcthen
data sto ge devi,ces 16, .18, 20. hOOSGL
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inplemented in a private network that al so includes

t hedgaraibedr dgetdevisesrls, pr8yided bréow with reference

Com’mantigt ' 98s Mjervegaceeﬁr 1léxa%ﬁ2 1Y o@twt}.rt Q:F co%ma nlcatlons
st or age evi ces an g c ni catrons evil ces e. g.
in aeWANbs.1hblSHQUbdrbenﬁmtedmbbaérbhetaﬂeﬁﬁbhes, fax

invention is in no way limted to any particul ar .

conRéeritgRsSer etc- Of CTourse, numerous wired and wireless
devices may be used, although only two are shown in the
exemplary embodiment for clarity of illustration.
[0034] The communications devices 11, 12 typically
include software clients, which are software modules or
applications that operate on or in conjunction with
thelr respective communications device to provide
access to data stored at one or more of the data
storage devices 16, 18, and 20 through the protocol
interface device 14. Those skilled in the art will
appreciate that such communications devices also
include further components and/or software modules,
which have not been explicitly shown in FIG. 1 for
clarity of illustration. With respect to the mobile

wireless communications device 11, its software client



comuni cation schene. [0037] The data storage devices

16, 18, 20 store data to be accessed by the software
w@lkdosne®3of the communi cations devices 11, 12.PEI/URO4IN5474

some software clients are configurable to directly

access certai ntypes of data storage devices, they are

often data system specific or protocol speC|f|c as
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- supported operatln protocol. Th to conver |on
{ uneRrohaE B9Tr StRYProCatarerniEr | hhe GOyAEE Pietetibly

provisdeg %1@@'%&%% ARREBAKN WQN§U@Q€hta@C%E%SIthrnet
multiple types of data systen1 A s described in

f ur Chet déuatheb@p@mmnﬂﬁ@tppﬁﬁodéwlpﬁﬁeﬂﬂacéZd@@Nce 14

prOVI%%Png at%n%lthot% g S. ?%gsgﬁk$ﬁggcggfoco%gtl4 via

protoco S or access scC r
i nt ehkagetdevicte 14 nhstied udpbrrat ednidnsbutbbemagetake

in FIG 2 . As noted . X ,
protocol interface device communicate with the data
storage devices 16, 18, 20.
[0036] Of course, other implementations are also
contemplated. For example, the protocol interface
device 14 may be implemented in a private network that
also includes the data storage devices 16, 18, 20, the
communications devices 11, 12, or both the data storage
devices and the commuﬁications devices (e.g., in a
WAN) . It should be noted that the present invention is
in no way limited to any particular connection or
communication scheme.
[0037] The data storage devices 16, 18, 20 store
data to be accessed by the software clients of the

communications devices 11, 12. Although some software

clients are configurable to directly access certain



above, the protocol interface device 14 bridges

different types of communi cations devices with
walpdobmemss types of data storage devices. I n PCT/US2004/005474

theillustrated enbodi nent, data storage devices 24,

26, 28 are systens/servers for storing electronic mail

(email) . However, it should be noted that the present

i nvENPEENOEsdAsE BLAFREE E6VHERF, syBe¥nPaccessenEdeha

of Eg?tgﬁ'l §¥§%§E50%4 r6Poc88 gBBQEk% a di HEEEEMhed

operating p Potoco REess schems: fe

par birdelfarl gpootrke MNark §ysténu24r$yppontsoﬁntkamhewéb

Access (OM), the mail tem 26 supports M crosoft

m&i@?ﬁ@%& HOSiFER PRLD: SRnehg TRBOIEakarENRBE) |

andcbRRufBichtSyat 8Ev28eSURPO Ekécésﬁbgpbb@E§VYmemor

protocol, such as that used by America Online ¥

forr@ﬁaﬁﬁpésr[@0¢0F0mﬁénpﬁétééélChﬁﬂéﬁﬂa@éa§§§téﬁﬂ§ﬂlcs

il .y, inclu uly

rhetivoRt 2Eehdep Py Shsatt 6o PP Pusra PSR 8 S0rtvare
pro&ylﬁﬁdulﬁsv3ﬁg 36e 38medBaphbihitéspeati tebge commonly
support. the VVreIess Eﬁlcatlon Pr ot ocol t he

Post!Seff Pee IPFELEROPEP PtOPhEOWHPEPﬁeFYﬁé§§§gefor

Accg%amgnetO@ﬁlaGHWBﬁbn, ARd1khenkEy paEtaxt st anshHer
Pr ot oco for communication with clients. [0041]

Themﬁﬁ@npleeﬁ@fpwaxy gbiehte .Eommurcessésgwdehaastorage

prOt%%Q% &n Ine nD %ﬂgwltpheh%f@ 8%90 Eo%ngl g?d%?551ble

ransftat 8§° propr ry proto
thefaalaesksbpnaa& aapdoptbempntetoengemsf gesivtadhg
into a format conpatible with the front -end, proxy
nDd@PétSBleTBrPﬁP§OénéuPQOFEsBECFP§B FﬁPéFFé&@ed devices

Conﬁggtggtﬂggub%sggﬁlgo 77 (FIG 7) be coupled to the
prot ocol engine nodule 32 for each of the operating

proﬂ@@@ﬁé useldhpy dehe mablragpstiemsces, 186, 183, ZQSaWﬁI
|scuss%g furthe erred

he PP e B R tr o8y SR A ar Em 50 BR A e o PP S EaB e e
modukee3d actetxkensdksbkacar engapeabbeo&o1atéemaeaaaev1ce

addizlggggsgggr%%gn%aggoéggggs as they becone

ge devices 16, 18, 20 via an
operating protocol supported by respective data storage
devices, and provides data to the communications device
11, 12 via a respective client-supported operating
protocol. The protocol conversion functionality of the
protocol interface device 14 provides a unified
approach to support access to multiple types of data
system. As described in further detail below, the
protocol interface device 14 provides an “any-to-any”
bridge between different protocols or access schemes.
[0039] The protocol interface device 14 is
illustrated in further detail in FIG. 2. As noted
above, the protocol interface device 14 bridges

different types of communications devices with

different types of data storage devices. In the
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avai l able, as will also be discussed further

bel ow. [ 0042] In operation, a user accesses a nail box
woeosnz0sd the mail systens 24, 26, 28 throughPCl/U82004/005474

software on his communi cations device. For exanple, a

WAP browser on a nobile wirel ess conmunication device

comuni cates with the WAP proxy nodule 34 to access

t helAdirptepseanepodppesss EakAnAlisrapgei AsViGesi éAs 26, 28

recgkéeg B¥e&EZFe mnt%°¥§e3étéE§n OQXQEEEQn&QtH 13§e—

f or mat rot oc engi ne nDdu
Cbnmnﬂﬂ@atHOWSVBeLMEEnshbalﬂrbetno@ad phakythedpkeséﬁt

and ,t he pr,ot ocol engine ule 32 re referab
i VB PR S Sc DR LTALBR hoerBiot S¥oF ML CRYfayBEH OF

a praprigtar ¥ybremhacek, obean2zestapbbshgdapubliferent
pr ot ocol . [OOX 3] The protocol engl he nodul e 32 then

t r anBEREESNEhPratecsd C6NREAESSoFChaBEr uMPEenparticularly,

rec%h%eﬁ_ﬁﬁo E@%mf&ﬁ”%HpEEQtBrB Sysgeh8b3ggbgég Rowa) ,

protocol "asso |ated W mto
acceasedalie¢. gysteMA2bosupberai Misystem:2MessaBahg
recelved fromthe mil s stem

a | PEPldrakdprnéssggagmt a|éﬁaérfgsﬁo.M@ﬁéhrsanéagkg’mail

et cgystdependi BAppBriBeaparbbedban rfaplos¥eben) suchh8s that
features that Fs access protocol supports, and the

natuﬁédobYtﬁ@eaéGés§né@nﬁaN60éﬂe teagnskampdeint o t he

_e23354b terfgg§4?E$E888h %H@ekkggéfﬁggggmi?ﬁfgé’front

proxy. he "active proxy t he
WAPipiaxy remduke y34nchutibe arésent enanpkekythedule 30.
formats the received data, or at _|least porti

t heF86f frPot—€ERhe Pé&ﬁ@swpﬁgl€|ﬂéﬁpstﬁaFﬂH@#ycéﬁﬁéHe§s

from-ihe gbuentsara,akgo @@aniba%ﬁgcﬁyr%gﬁe@EQQ@§9lsupport
interface device 14. AccCess conmands from ot her types

of theeftigedresshppllarkyipnofessedoll t(WaRoul dhbePpeted

e saever ol aLlysulere URY, bR, RGREROR L foRange

mul tirpl-ereill Raxaz¢geasdt Rheughpkhecpi-oreank fent erbaceol

dev%%%T%?'for communication with clients.
[0041] The front-end proxy 30 also communicates with
a protocol engine module 32. The protocol engine module
32 translates OWA, MAPI, the proprietary protocol of
the mail system 28 (and other protocols, if desired)
into a format compatible with the front-end proxy
module 30. To this end, a respective interface
connector module may 70-77 (FIG. 7) be coupled to the
protocol engine module 32 for each of the operating
protocols used by the mail systems 24, 26, 28, as will
be discussed further below. In a preferred embodiment,
the front-end proxy module 30 and the protocol engine
module 32 are extensible or expandable to accommodate

additional operating protocols as they become

available, as will also be discussed further below.
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[ 0045] The protocol interface device 14 thus all ows
clients using different operating protocols to access

W0 b@soioBs syst ens 24, 26, 28, which al so use dpET/E8m04/005474
operating protocols. Access commands such as nove,
del ete, create, send, fetch, and view, for exanple,
that are generated at a cllent af fect the data stored
at RO43Ai | sy&t ersraiiong a2gsprspEgESEEScaphaslhpx on

the dat ar ¥H%9§%91tE§ﬁEEBEOEQ' QGteﬁﬁaEﬁrGE&thl%énta
client conpatible w any one of the proxy no
34, s86Lwade 40 hs sprowindedcatdéess tlevane.oFomperample, a

t he %?Ig Sﬁstens 24, 28 28. Th client its eI%
advifitagé6isFy RBed S l%ﬁpﬁ&FF BRE SEEBYBLGRGEBROPSE!CE
schegrmasseaicakedivht Anthaamaplosysthemuls) 3uotBeaccess the
accessed. [0046%68|nce the mail system protocol and

t hemafile sy ShEBt 8del AREedSnEPTBANEsNPAL i BEEXUFEAPTFe
SupRar %19%% ”tﬁ@ewR%O%QSQ 3ﬁa¥rgec9h5%§E88tlnE8r

exanple ent d ot support the sane
feaﬁamm&tasoﬁ@étlwhe wmthrtaeeppbbboomleugedebmbdﬁéa 32.

t he protocol nodu he front -end 0X
G GPE S Ra Rl P S ehBn adorh B tapP g Y gRoaRIE S0
r eppegerheapdesited BHG@Q% ﬁEdQ&@tQQobreSpﬁﬁﬁékﬁﬂly
elements or features for a desired operating protocol.

Mor ecoperiti gakl g, Cpm@O@oﬁﬁﬁﬁrfﬁPérP§@§O§pétOUBPChsmaY be

prefer?%b¥l%QF§¥ BrOEBL Sieggléb'eBE?E?E?thaﬁﬂBQEEed

el effeR “Capa
pr epept-ocexanple) , to provide the broadest p035|ble

f eat uppo Fur her still, the c terface

b ot B3R T ey ThBpBE P acPh FRPaPURE Ser Br bReTgFFanslates
SUp@%%t%@c%%%t%%ﬁhﬁndb oge§h%%§uc&99ﬂ§]r@ﬁeﬂ@%dokrom the
exanpl e, the common interface protocol may

proéﬁp@ﬁaﬁpdpp@pzwomoaaééd3@nlﬂh@wébprﬁagéal aSSOClated

Di stribu d Aut, or|n Vers nln
pr0t00%|% An"éxa WEVE gﬁ B Re |ca§j\/\gg 9eduowﬁ tor the

usi mg isuckysaemoavn Daterﬁaeelpédtﬁaom taepmavidegsasm

program listing #1 bel ow. Thi s exenpl ar

aut RénBi-cairBall messages, a list of new messages,
calendar appointments, tasks, etc., depending on the
particular mail system), the features that its access
protocol supports, and the nature of the access command
are translated into the common interface protocol and
transferred to the front-end proxy.
[0044] The active proxy module (i.e., the WAP proxy
module 34 in the present example) then formats the
received data, or at least portions thereof, for the
requesting client. Further commands from the client are
also translated by the protocol interface device 14.
Access commands from other types of clients are
similarly processed. It should be noted that several
mail systems may be accessed in response to a single

access command, where a user has enabled multiple

12



request routine allows the protocol interface device
14 to be authenticated by a mail system using a user

w0 despedoser and password provided by a user, aPdI/iU$2004/005474
also retrieves a root folder and basic capabilities of
a target mail box on the mail system [0048] An
exenpl ary inbox request in accordance with a WebDAV
- baBledlbormBACEABeEhBeBIPr BOCBrOL8C8 et 1RbRERape| RV ASS
progpam listing #2. In accordance with this routine,
responsive to an i nbox request, the capabilities of
the[0QB8Y i n @htapgetoonill bokeafecquéevéde aAdthhenallows
its contents are queried. Another  exanple is._provided
bel6%F3§tﬁr8§ﬁﬁﬁ18?§??ﬁ6“£39PﬁﬁFEEHESSFBFOSOiglB@raccess
seakph reqyest,stBmacsar dagcezyl t hnt be afopenBat HoRedrent
WebDAV - based” conmon i nterf ace protocol. Here, a |ist
of spbftekdegsprtoroacybvehctebdercimandsupned fa move,
response to this re t. ¢l il L_he recgi at
hob8 ey Pehthiel nahic " ErbeMhunaiontBl np? Ealbe
gndtﬁaegakﬁogsnﬁaatéa Hsed a3iwmktl affB049thét dsbaukdored
e noted that _the software clients,need not .initiate
datataée@s@aﬁéqa@§F§m?ﬁgér|génbaéiﬁ@ﬁ?ga FBF ERBAPFeOT the
in gane  erhediFBNtAct BRoPHELOCOhtERESEEagevHexi ¢a, 14
may i nclude (of comnmunicate with) a polling or
aggrégentonocmngihblaodith gnwt oshoRdf) thhaprprynpeduinge 34,
pr ot,acol,engin I rega S r
res%gétbgé ggeggngggﬁiggé %gfgggyggeégegg? %g?82%%the
pr egat er giysedmsnk ey vaks, 28s Thkl cheéeappieseafed by
those skilled in the art. The protocol engine nodul e
14 REUPHLEHERVESYpREEHeNRFt AUPRETFr BRE a€ﬁ856r8%9t0001 or

nmodul.g .38 BQs?EQMEQ@tPEtﬁQQEQQEEEQ upssages)t oot he

respective software clients, as descri bed above.
AddeticesakHly, the frontend proxy nodul e 30 need not

COMBYGLER' S, TSLAELL Yt 11, L8, SOUIUDLEPLL 200 A8V LRES o

conpubiceabe hBetewbthp¥i aoApathbeeyefeAguiBi kupystem

or %gimggh Eg; gégggtgisngi’be different. For example, a
POP client does not support the same features as OWA.
The interface protocol used between the protocol engine
module 32 and the front-end proxy module 30 is
preferably designed to be able to represent a desired
number of protocol-supported elements or features for a
desired operating protocol. More specifically, the
common interface protocol is preferably able to
represent all protocol-supported elements for the most
“capable” protocol (OWA in the present example), to
provide the broadest possible feature support. Further
still, the common interface protocol may support a full
feature set across all supported protocols, if desired.

[0047] By way of example, the common interface

protocol may be a proprietary protocol based on the

13



in the case where an aggregation engine nodule is

used, the aggregated nessages nmay be first transferred
whoosiz008% ont -end proxy nodul e 30 to an i nt er RENUSP04/005474

mai | server, which in turn provides the nessages to

t he appropriate communications device, as wll also be

appreC|atedggé those skilled in the art. Here again,

t he WePokese iﬁﬁéﬂ@Uﬁ@@uﬁ@ﬁQQnﬁ@% angs¥eggdoning (WebDAV)
app QRIS PRAt 26a nn%ﬁk %%PB%Y hQ%tieg@ﬁggi%fﬁﬁagﬁguSlng

server for co nicating erew th
netﬁu@hfarcpmmmmdungeaﬁeeesp&@t@cpuunalptpvdﬁedaha program
stora devi uch ?Fﬁhe mai | ste

usi g “tAE G ¢ o6 Ot écexewle 124t einltllﬁ@gllgtned

in Eb@ue%% Beg@iinki Ad 13ty sBaek okl ocan a6eesFceni@Rdce 14
or data is first received, at Block 111. The access

comendeopugaeatiisateshdlvapedaildt 6 YShenc gRide 2 user
t t d.i
in 8" e%%gfar? %%%Bpg%%w%f%)%r%%%de g?g%gééﬁggrg%ﬁ itSalso

then ransla into
pr otrecali caesoeai abed WDﬂme&hendabasiystapabdlheies of a

accessed, sucg as OM for th system 24, for
exalpiréct FBesPPEOR™ & cofhe ﬁgﬁ&emdata i s transl ated

'ntQObB%]C|'eﬁh R&REPARry ahpBkOGkhE3r PeperdirgaHReNyith
the particular features Supported by the client

pr otao@T@ﬂoDANnWseldos:emp@ﬂ |l@r¢§r6faceh@r@ép§ol is set forth
cor %ﬁ%%“%'” eﬂ%@%ﬁn ybhe hnterf %ﬁ%m%%o&ﬁ%%'this

tha are suppo | i"ernit protoc are
t r anshatied duee@@nehwe &bean Theopr ekatelsti, nteef ace
devi ce 14 nmay generate an_errqrresponsive to_a non

- suFpErPed 16pEFatnGRSr d0OS 10NBr &3parti BLAPPY, 2/6n

- suppertied i nher kaes B&%t%%%Ee%&%”%&%sq%%%lgﬁef%&%Qhﬁr
i gnored or processed according to a defaault or error

- pr eEeswilrg isc pewy idedahsilaved sapregs agofrendsdort 3dataich

are .t h%n tra%% rredetao q:%t as stlem or adcl i_ent 1t%t the
Bl ock 114 u& SoncadiS g RSN adt FEEEG “ReC ﬁog
( Bl edlorkkohtioh@aS AkbhavribagedoWoadhdint Haraklfy ceo pfbGocol .

3 %gre, a list of subfolders for a given folder is
returned in response to this request. It will be
appreciated by those skilled in the art that numerous
other requests and operations may be used as well.
[0049] It should be noted that the software clients
need not initiate data access requests in all
embodiments. For example, in some embodiments the
protocol interface device 14 may include (or
communicate with) a polling or aggregation engine
module (not shown) that prompts the protocol engine
module 32 to aggregate messages for respective users
from the mail systems 24, 26, 28 at predetermined
intervals, as will be appreciated by those skilled in

the art. The protocol engine module 14 would then

cooperate with the front-end proxy module 30 to provide
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exenpl ary enbodi nent of the front -end proxy nodul e 30
is now described. The front -end proxy nodul e 30

WO kdosm2a0ds | vel y i ncl udes the proxy nodul es 34, PGBUSB84/005474
40, a renderer nodul e 44, an extensible styl esheet
| anguage transformations (XSLT) engi ne nodul e 46, a
menory or tenplate store 48, a flow controller nodule
50, thRdapgareparsdsPgss8gRs FeoBBF AcspretédcabefEvare

eaCE19g§§¥ ngguagséélbguleﬁgge a&&%sghgﬁhg,"Ehgnk§ant-

t he ocbl “enginé no trans ate
respadtpvexgpabduﬂagSprDEGdohstfopmmuhﬁeaeBtdékEehﬂy with

t . For exa roxy,nmodyl e pr :

I SR haCPUHCHSPRFGoBY RPGALOReLDr Hor S70R L hETRAHATERES:
52abu§29tlﬁayhgnE@éHuoEoMﬁhng@gggeehérea&eﬁtegafah

di spl ay on devices such as cell phones and PDAs. A POP

proxytﬁﬁkéglngeméﬁlaﬁYBéQ@tO§oﬁ§r®ﬁrth§0§aﬁ§aﬁpé%y Thus,

companenLs c-Laclyding.phe bLowacontr obLerMallec50s sed,

he ren erer 0 ren in the form
requheedgbyeQHEeBOBepsageeomay[B@Sﬁlréhetpanbfemtadlyy the

advant ageous benefit of _th Iustrat d front -end
e odroREaare 860y PRAMIERIR bPosh ABGGFEeaAno5EaTLs,

40 pBkesrUsgnobnt hg $aHB £HEi8BEVEEESMERsEEHEELo the
traffic, access data, and render data. | n ofher words,

theap@ﬁdéreatﬁnégm@um4caX$pmseﬁth@ewnaal@l&@ also be
temlate ne y. 4 l Ler d 5 n :
haggpgggcéiggd EH thos %Qﬂ& 8 hg tHB HE%..QErg %gﬁén,

a -5 provi de a conmbnh coreservice no
forthbefmbﬁxyeﬁddpkexySADdaﬁe 38, w4Q1dTheeonhy appropriate

di fferences betmeen translatlons bx t he deferenE
pr oRyORBAQIES) 33UPBETI Y, PH0SHEt dRhETVRNERE WALl server

COn%bguE@hhﬁﬂlgétEH%LEh@!%%Qﬁh(0"er 50, the handlers

2a -52n, and the tenplates used to translate the
dat 400800 it sAf meahoflofpr promadyngasesessh&osanplurality

hander; 823820 L e ! SRS LHEC DN, WSons 26,

appeéci asedubynghese pkokbedli anthefact. sy@8@%m 1Budkng

Opeaﬁahggra%egaag %%%ess re%ugigngggngt Block 110, an
access command or data is first received, at Block 111.
The access command or data is translated into the
common interface protocol, at Block 112. An access
command is then translated (Block 113) into a data
system protocol associated with the data system to be
accessed, such as OWA for the mail system 24, for
example.
[0051] On the other hand, data is translated into
the client protocol, at Block 113. Depending upon the
particular features supported by the client protocol,
only those portions of the data corresponding to
elements of the interface protocecl that are supported

by the client protocol are translated during this step.

The protocol interface device 14 may generate an error
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aclient is passed to the appropriate proxy nodul e 34,

36, 38, 40 using standard nechanisns for the client
w@e@sozwBs For a WAP client, for exanple, parap@r/E8m04/005474

are passed via a query string and/or formvari abl es.

The WAP proxy nodul e 34 determ nes a conponent

identifier (which identifies a target item such as_a

mai FEEEOFEL) e tan 2aCRoR UPReRTer OPSERitilel PderoicrilasMore

an [ t perf.Qr. n r.a r a

on e e e e e Y AP o oL 8 Emencs

conpare piredied akdtyl dgniogert iofri precaseepassed ridinighéo a

quer tring or form Qher ,paraneters in th uer

St r 9 ST BEmeAT e pREREGET 1Tt & R T amdFa LA EE. Bocess

[ 0028hmbhgisacli wathr exy mpdul € rbheFeealkls ththe Waew system

control |l er 50, passing alonatthe identifiers and

par &Fefecliet, e Blow ddfrr Ghrer crasksddpat fae
apprap b%&%t%@nﬁk%ko&'%BH%%kCQE§9nent and action

identifiers and constructs the handl er, passing the

par d@@6eils as Targunmenheowt additdoabllgt ao EIct. Showan)
Using the handl er 52a as an_ _exanple, this handl er

would BPIEEs EPPRRTFBRESt ks TG Tl GaFa oF Gy TPERES 30
5) te gaWwheksicrfieewnt tor reededcher pgokeSpRBEee BO057]
For mai|l system access, for instance, the data |ayer

contAieares ivetly EReLyferotbe pAgHNeMeudes334 0B6any8,
i nf gpmati on el ated J4eq hi4°°%%e% $eRkibhe %%&ﬁéﬁheet
00K, or exanpre.

r
mai I'bdx, cal endar, or address
Comianigoaieonsawstfo roblidonsot@snant engaynebeocdule 46, a

established for different t s of informatio such
as MARBEHaCFoR FBLated SO R enti CAPFofCBEroLies BAGULS

a user' sednizhdaee¢aumlba-Epg handl er 52a then deci des
whet her the request should be forwarded to anot her

handP@B3lor i Asi notedsabryesheacd baoxrgndedede BE058F, 38,

fL'4b”%%%@%%&%%183$%?%nQ§°ktR% %Q%t@%ﬁﬁ'%&%iﬁ%a%Péﬁﬂe 32
preférably 1 h“a comron format, such as 6rg.x

. saxnbnputinSoudree, rkepeexanpl epeaapioy gebtokols for

eXt%Q%EQE%nanﬁién%ptbﬁg%qa gr(égg%pggtaé %R% %%%&%emodule
provides information retrieved from one or more of the
handlers 52a-52n in the form of WML documents targeted
for display on devices such as cell phones and PDAs. A
POP proxy makes use of at least some of the same proxy
components, including the flow controller module 50 and
the renderer module 44 to render data in the form
required by the POP protocol.
[0054] One particularly advantageous benefit of the
illustrated front-end proxy module 30 is that each
proxy module 34, 36, 38, 40 makes use of the same core
services to route traffic, access data, and render
data. In other words, the renderer module 44, XSLT

engine module 46, template memory 48, flow controller

module 50, and handlers 52a-52n provide a common core
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proxy nodul e then calls the renderer nodul e 44,

passi ng al ong the | nputSource, locale information, the
wo2008/02f03¢ he tenplate to be rendered, and an PCT/US2004/005474

Qut put Stream The renderer nodul e 44, nmaking use of

the XSLT engi ne 46, renders the page into the

Qut put Stream The QutputStreamis then provided to the

cl | SREVEFS FOdide FOTpitoRy PHOHY BoGsis§ Bhe SbirenBr 40.

pro 0l 1k ] 0 e [ c

Bopl T earTan Trarsuark Folroung The racara? ggnent

nod@hﬁﬁégwm¢ogumGWImpd@WH@)34ncBﬁLeBBuréOtM@mld be in the

| PG P BRiP o ‘PRal L2 b A0 eRL G Pnot B rrtyore

may 52@ -Gehi, e df @heSixRIl 2enp@htiegessand thhergxtiandedhe
to provide the service -specific functionality

r equieited ing of ditisy filmpiledont . a 1§ venysenviese. thet iRRca

gi v [ at=l-Qn et ral 0;..t
hangﬁgﬁggggw%Q %2% &}grbthg@agggba%gggse a? tEgeevarlous
fulpyoaytmnﬁmhbs am reﬁlaeeabne. RGO&AJL IVbkeh abpirsciinted by

supp i.n nd n M/service sinmply involves
def hpﬁﬁ 5%& lﬁ%l |n6 he data | ayer, defining the

contrip@lssfil ow @%Q1@@8%b%&%%§bhon§ Wb%ﬁ'%cb@%ssféhégbt from
(i.e., the flow controller nodul e 50) and deflnlng

and ai wRleméntisngasked reithac aPRITORTERE es BreRyemPdude, 34
thes%e”%%reﬁp”%%ﬁhﬁ-%%é ﬁSQd?R%cﬂggﬁgmﬁa%%x %ﬂBPQﬁﬁeﬂQ

a néw'typé o {R9aR existing Sefvice Tnvo
nakpm@tmbnar @ban@ewAPOClaadtexﬁemde&gm@Qbioparwhbhems are
the flow controller nodul e 50 and handl ers 52a_-52n to
supPGeeesddiei GngeLyi St 1ngy 5GY P&d tPGRc VPsRaPLey . The

andw@@fb&b&@-%%@u&%pr”%%EbB&lhg% bnk%hb%%%nQeEW%%ﬂlfler
the client and the system (i.e., the renderer nodul e

44) (whiiohe ipeqpérfdeison @ﬁrgﬁ§ ﬂt@mtsughdapraxpan@d@béder)

30 to perf.arm.proto tra n_is furt er
desl BE i e REgEtem (MR SRR S g aTop ok @R o e

12. peelfbam@dof ahel alnlyu@h&amede@@ebatslean@nhameab@anthe

descri bed in _detail .
request. In the case of WAP, the component and action
identifiers are passed in the query string or form.
Other parameters in the query string or form are
packaged into a parameter list.
[0056] The active proxy module then calls the flow
controller 50, passing along the identifiers and
parameter list. The flow controller looks up the
appropriate handler via the component and action
identifiers and constructs the handler, passing the
parameters as arguments to a constructor (not shown).
Using the handler 52a as an example, this handler would
processes the request, using a data layer (FIG. 5) to
gather information needed for a response.

[0057] For mail system access, for instance, the

data layer communicates with the protocol engine module
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above, and thus will be described only briefly bel ow

to avoi d undue repetition. Beginning at Bl ock 120, an
w@emenxosequest or conmand is received at a prP&HUS2004/005474

nodul e 34, 36, 38, 40, at Block 121. The access

request is translated into the conmon interface

protocol by one or nore of the handlers 52a -52n, at

Bl 08k f27. 2pyoéafopmehirs redefeddter Shfacgnientmapf the

Sysh%%%ﬁé’g%§ib%§ iEEEEEBQESeoE°aHB§e5§qB88k’ ?gaBEQSEple.

123. at'a, whi as already been translat Into
t he Coommmn cantiensagétpr otbeol cbyppbhenpsomegobeerginblished
nodul e %2 fis rEn%ered %E|OC% 124) .and retﬁrned.t the, .
cli &RF, 94 TBF6Rk 1¥BSSt RbsTROAETAGIAG  t fBC |Pﬁs%PgPEHatlon
met had a(BUoek 1d6hentPependhngcupoBekhanpakt 1gBkaE e-mail
features supEorted b{ the client protocol, on

e

por Bc6RYNGH The Bapd érﬁgépéhépnéeﬁédéﬁeWQﬁFbgéfthﬁe
CO”%%&ub%Eegkéﬁﬁdpb8tngkakgéb ﬁgeaﬁBEHQEtﬁgﬁgﬁeEbeor if

cliént” protocol "are rendered or translated.
- supper treduilnseshacédpbet eenbeekdnent s may be i gnored

or pr sed ordingto a default or error ocessi
SchafB58]s notidd 4BEVENSTEB068FSPEsRBGNdBe hBt Band ors
t hab2thgoaxt engirblrerap)MBA BO0EEmHEHViIFeematchslhiest HEe

of the front -end proxy nodule 30 nay al so be used for

a varderplopazpphbuafpoise, Ohersg&RmRppli eapremipsrt 6f
addr hQu or.t.coni f di ra

dsed o FaEssniaEe b TREPBER e, {1 PEy ugeE, e ELRE0S
appbiroatyi apduRef ehehngahdw theFrE&Sdedeando8pla W8h passing

dat a_access system_100 havin n extensi bl e
arcﬁ#Pé@tG%@ %ﬁP&E§8PH§ﬁceiﬁgﬁﬁetHBfBFﬁééﬁPDVn$BﬁtP8ﬁe of

i's pew @%&%&h@%dtoTB% capBaepent saff hheoMeBudat@ecan. The
access system 100 conmmuni cate 6|-d|rect|onally, and

t heyendegser apdvdey 4fnchmadéng user ofegbeskSiflengineb4s,
SerYSAHE (PePLaRL BFCHCTATS RNt e SRl IR
useputeutisstredil icetaes peoaidsdr tusihg alwehtbbowsae
or web application , i
active proxy module using the client protocol.
[0059] The above system provides a generic
application framework following the classic
model/view/controller (MVC) architecture that
implements most of the application infrastructure. One
important feature is that a base set of functionality
may be defined for similar services and then extended
to provide the service-specific functionality required
to fully implement a given service. Within a given
implementation, the flow controller 50, the handlers
52a-52n, and/or the data access layer are fully
extensible or replaceable.
[0060] With this in mind, supporting a brand new

service simply involves defining and implementing the

data layer, defining the control flow and discrete
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to request a web page (e.g., froma PDA or personal

conputer) . Once the request is made, the Wb server
waomspemaesses the request. The proxy server 1BdAT/US2004/005474

assists the Web server 102 in processing the request.

For conpari son purposes, the proxy server 104 here

functions simlar to the protocol interface device 14

di ségssedsabaéeinat@ict R¥sERendi-Bl-e EBAt EdPHeFOBESPEART

106ﬁ@%ﬁh@ %% '”@kﬁ”ﬁ@%gglﬁﬁ %nﬁoﬁhg@EEeHQQHb th@aﬁnkérface

run on or in conjunctlon wi'th the proxy ser

wi | wilid ahareemaueé Hy . ehesehskirehdd rem mbduaet44cr On the

courEEI B sone enbodi nents the RLOXY geryer ﬁg

ext ENSEH| 8306t FEPPEr t4Y/8t BmPEY6 “¥BG 8ThE Fﬁﬁl Wé e@"

in disfifserent sphysi-eak ndeviveasmakiser ¥ehsr £ARNE%AMRLE. and

[ 0065] The proxy server 104 providés a process of

pr ogixdiengiedchedionsswéichga i thns fapHi Faptsodhest pepule 50

ser\ver r I r.ar e e

o ne Ll aa O o ARl Pk TP ke

speQEQM1me@fEMnc%henaﬂhtyecehdeﬁealhéqgeshdfmmpSembnaing

URL, it strl s L the nd | ooks for the

restS fgt 8@ IR ?%WFS aF EaE &enft apgyuhae ?VSFSPuﬁﬁse ’

t he tgecyemiblt rermBRdiiat el ya)otherwise it fetches it from

the renote server, saves a copy in the cache, and

r et JOR$Lilt toOpﬁéatéque§€eﬁheTﬁéOpégégdr@ﬁeﬂﬁem0§yl@h§0 to

pro r%%r e%r%@%c%ﬁnt?gngiéﬁﬁgnsagt%ﬁr%hegyag %ﬁbed with

nat e proxy server Communi ' €at & W

appkb@@bbmntsetherblobkdauagsemvestIand12n tbmsaln of the

speci_fic enbodi nent, the extensible controller syst

106 1 11G666PT ﬁﬁr@pﬁéﬁFFEBPaPPVe bRENCHREGRERES OF Fﬁéall

Proxyoser Vahal@fbukl Lushr 8bi weky i pekudg13nLag8re9abeiow to
server 202, a renderer nodule 212, an XSLT engi ne

nDd@W@lﬁlmndaﬁdrépﬁ§ﬁ§ﬂ9n21BeQ@ﬁnsngrﬁﬁgBéO§éri@§/oﬁn
t empl ates, to those (described _a

and
comBSAEAs "SPERE 8%t SRUTBIE ContPOrrar eyt Bni6sY module

i ncla4age 3sn 38t i a0, map Bléckandla Seei escekshandlhess is
translated into the common interface protocol by one or
more of the handlers 52a-52n, at Block 122.

[0062] Data is received from a given mail system 24,
26, 28 in response to the request, at Block 123. This
data, which has already been translated into the common
interface protocol by the protocol engine module 32, is
rendered (Block 124) and returned to the client, at
Block 125, thus concluding the illustrated method
(Block 126). Depending upon the particular features
supported by the client protocol, only portions of the
data corresponding to elements of the common interface
protocol that are supported by the client protocol are
rendered or translated. Non-supported interface

protocol elements may be ignored or processed according
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206, also simlar to those discussed above. [0067] The
aggregate server 202 perforns the processing of

WO p@on2088 | nf ormati on and passes it ont o ot herPCT/US2004/005474
conmponents for assistance. The renderer nodule 212
renders the resultant data into a viewable format. The
renderer nodule 212 nmakes use of the XSLT engi ne
nod&Ped292faHdtany REEEEsREYCEERPIEt BSDEREM EReNRERBr y
216 g kender the page. [0068] The aggregate server
202 sends data to the action map 204, which maintains
t he [6068{ ol fEbm&hndldabélasteﬁetbaS|hhssekbgn61bhethe

system The action map 204, i, acts %E a_ser
o GoBRe o gg o TRERRARR BrchoRertirrel Hhe 520t rRyd; proxy

208mbaunet Boemayl Afiebmaki aBelir earobhesrdatg seurces
210. The ot her datasources 210 nag i ncl ude, for
t

exaRpPeicXVLORSr BB @Hch, 2aBPLAFS @&llgréﬁyaﬁdreéﬁy
'”f95§§5h8”sE§E%E8ﬁihgstB? Eﬁgtagégaggtgsﬁéthodf used to
e.g., e-mall,

pl'ications cal endar or contact
a pregpshdnicngHAPP EQQuaathemtbmaalWebsappl¢eatand

data relating to a u account.. _[ 006 The, system
fanderere by naY; hg BThser Tosnt Fn a URe Het3’ BeERes
reqdestehO0iooThbsingIHASExk8nEEBEEVEEcRE tEREuYEbin
server 102, which passes on to the proxy server 104

forasp@ééggpﬁgww§hn§h§tﬁﬁéaﬁatné@ﬁaﬁtsﬁﬁ fer npRedescribed.
pr okQgol.,, g8£eﬁ%§"Bketh% ﬁ%& ageaegkc@@gbgggeg@hgowAP

par a neter uery strin ormvaril a
aggbe@mh61setéeb1262r90ﬁm0nemny9fahhetpegxyliesveatiﬁély

det er s the conponent | action | D and

ot SRRLORE BoGsE2nRRARRk ! fotnct, Bhnesetvee A2 ne proxy
Sa”%e%&@reléﬁp|§ndtaﬁ 6&@998@61e366n€95&98r|E§s%éﬁ 106.
passed in the query strin orm Al other

par 400644 s |nMPﬁ@ Qaétycggﬁtﬁg,oﬁhﬁoﬁﬁﬁéréeﬁaéﬁégéﬂlup
Int%e%e ar%gege ISESlkgo BFﬁggr%ggEew%E S%l atlon

t hefi "Ca hé a&tion ma 8xt ens

conteokkenesystewmeb06agad ( aagsesfabmng pba bbspamdonal

pargg%%%reksﬁtOnggetggtggguest is made, the Web server 102
processes the request. The proxy server 104 assists the
Web server 102 in processing the request. For
comparison purposes, the proxy server 104 here
functions similar to the protocol interface device 14
discussed above, and the extensible controller system
106 would be implemented as a software module that is
run on or in conjunction with the proxy server, as will
be appreciated by those skilled in the art. Of course,
in some embodiments the proxy server 104 and extensible
controller system 106 could be implemented in different
physical devices or servers, for example.
[0065] The proxy server 104 provides a process of

providing cached or storage items available on other

servers which are slower or more resource intensive to
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map 204 | ooks up the appropriate handler 206 via the

conponent and action IDs and constructs the handl er,
w@a®siozm3g he paranmeters as argunments to the  PCT/US2004/005474

constructor. The handl er 206 processes the request,

using the data | ayer 208 to gather information needed

for a response. The data |layer 208 will retrieve

i nf 8BFR&EPonTRPORTBEHePeddes 3BAr2eseRts PBEat Wdthi Bhin

t he k te - : k a e

206 P Ren ueR 2e inabRer PhE Fequcat “hedNdboror ouch 2
f or UALdedtt etanpshelf£hahdl pre208, and Lbokesfpestuhes

shoul d .ren ed. [ 007 | f the system_deci,des to
renagﬁugﬁéngaﬁgi %ﬂeggﬁtiLF§EpS§§58'f&gnﬁPHEdhaﬁEIE?turns
206thbagkctifchbeiaptbionmBRPy204thapdibBacktt ecagge8gaterrom
server 202 of the proxyserver 104. The aggregate

ser ¢8f ZOROtRefcEiHPlrs FRECFeAdEPRY ABdthe 2aghewhpef

i nv e. XS [ 2 a y r

tomb GEER"t ber Bnabhe, REoRBPEeFar is"Brala FAEEERRR by the

Thi prouyputrivert B6d rehubneditberhet¥élcservdynafi?2ct on

serve . the data as a viewabl e b page as a.result,
ShehaEbre, orha BRegy SEEges] ¥l onB g ehRulibaeY hath

i nvabyedchRiBhosessbRg MebgdakasdsiBgst henextgnsihhke
controller system 106 will now be furtﬁer descri bed

wi t EPpetéieneabpdimpGt, 18heVprEepaibleurantyoliprssystem
diagpgmillustrates in greater detail the processing
and I'nferaction of the proxy server 104 and the

ext ¢noeblle comMbrel pbertsyalenl P6thdheospshentkl oW the
begins with a us&r reggest 101. 1his riﬂaest is sent

to PhEB*WeBcE8FVel 0202 LUAFERTpUSSES PREVFRT BRNBEPERIRES
thesproxy sebver 1QAqERErPRLOEESSI Bl2, THE REOXY-RELMES
104" i nvokes t he aggregate server 202 for processing.

[ 00m8fuThe234gr egdt @ menosy 206 derepfiPhédowhetheica of

contegbabeagiabigble, o, Phogh 08crkhokloboye,

system wl ["'nbve e nex
m neothpenkBss( BEocke30&kensliblet coatrol lavaslabbs, 10B6e
systemw Il first create the context, at Bl ock 304

andiPRépde an action map 204, and a series of handlers
206, also similar to those discussed above.
[0067] The aggregate server 202 performs the
processing of incoming information and passes it onto
other components for assistance. The renderer module
212 renders the resultant data into a viewable format.
The renderer module 212 makes use of the XSLT engine
module 214 and any necessary templates from the memory
216 to render the page.
[0068] The aggregate server 202 sends data to the
action map 204, which maintains the control flow and
handles the business logic in the system. The action
map 204 interacts with a series of handlers 206. The
handler 206 utilizes the data layer 208 to retrieve

information from other data sources 210. The other data
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continue onto the step to mne the |1 Ds, at Bl ock 306.
The action ID and conponent ID are also m ned out of
wo b@spywsem These | Ds, along with the requestPCT/US2004/005474
paranmeters and any form data, are packaged into an
envel ope and gathered together, at Block 308. [0074]
An invoke procedure is called to pass_the data from
t he SRYGICEGattd Os BRYe A Nggdee (tRE SEATER SmafBo4 ogf weRedata,

eXt%”gBQ%%r%%Pt%QB&%Ff%%sgﬁ _%QQDrEgkiohn%gﬁgtFﬁeto the

procedure w ass i nformation pertaining to
envelopentan odctuser apgé icklie oasnpgenent, keBmandgorbérndar

info to the action nmap 204. ,The actiqn p 204 | ogks, .,
up Offc RG] 2B BPoBE T HFLOATACIBEd: FroS ETRaF 2t on
t he sa6kiieR sexinst atal rBl1aekndl2o bf uskrdeesouhften it
noves to the next step to determ ne whether the action

r eqUi0089Taut h&heE casitern Tancpiesis Byehapinghe aestirogend in
doe i st e ri ayl_t :
act%bﬁ%&é?éB%ogﬁggii%%gﬁgqlEgE'dgﬁ%%ngﬁggg%%e#ﬁefefﬁéved
act iatth theq lilee s cawtclre10RG atvharh ahsBleeckn3t6. the0prpxy

At thi int, if the action d .
it eI a8 Forn @ Y EesTT e b8 Aon e PF Aar, “PelaedsEs Tor

ar e tpeneiig ol . Blreek «328p1kLf, thenactlenedeesoigdubbes a
aut hentication, the systemthen deternmnes whether the

confi@ft Pegameter awehentiteangd agddcs, farmBvask apigs .| fhe
t he i i n t [ d st , S

{ hoaSGREghe Sl U REDLARIET oF! The oSS KH G 104
320 deleweners ithet henponkext IDS Bettiion dm and any

authenticated state, the systemreturns the request to

t he PREEMEEFE SEPEGt CRcORGR, 18t TBFoCRWEAT -uHStpy the same

aut hamt i.cakaR | $haCeRRLRAenk08 A6l oAk 1BhoGlhs320e Lbh&sed in
systemdetermnes if a request is pending. If a
r eqirést qusryesdindgg e foyst. efldx otheas persamieg egendinnghe

e AL L

pendiiag, the system executes on the action and

Val%%%%%% on %%% %g%?g%%%e server 202 then calls the
action map 204 of the extensible controller system 106
and passes along the IDs and parameter list. The action
map 204 looks up the appropriate handler 206 via the
component and action IDs and constructs the handler,
passing the parameters as arguments to the constructor.
The handler 206 processes the request, using the data
layer 208 to gather information needed for a response.
The data layer 208 will retrieve information from other
data sources 210 located within the network or external
to the network. The handler 206 then decides whether
the request should be forwarded to another handlexr 206,
or if its results should be rendered.

[0071] If the system decides to render the data, the
data is passed from the handler 206, back to the action
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data, at Bl ock 322, and passes control to the handler
206 to create the action handler, at Block 324. Once

wao b@saeztodon handler is created, it is initialik€dUSBED4/005474
Bl ock 326. [0077] The systemthen determ nes whet her
background processing is allowed, at Block 328. If so,

a backgraound handler is created, at Bl ock 344, and the
sysfié ddfer finvedamket™Re P IFTFHGEEs $ STy o 2Qde @€, the proxy
at Bls@ek 3460 4HOWRNE g girle JRREK QYR RIHOCRFIINNG 1S sNRhe

al l oned, the system t'hen processes the action handler,

at Bleodle r330 mogivd et B4R, r @hdchs inlve kees tihie, XSL.TBeogkne
332, Revisiting the system at Block.346 the system

dot BERCAES WHeLRE: SEVr Geass oy FRIeHa latede. T IgRe the
proecess iisiton ot ke gueue, oukplten Tdekebiitpes wlethen

the action is conplete, at Elock 350. If the process

i s AStUTRSchd oqlrdge Tebhsgrversdldi e iservs tthe faéaeas a
at Bl 8 en .det 1.Aes e e [

Pandlor e tootnl SPeC aF Bl ek 350 G87e1Ff et 101
act i[@@7Rdndl eThies vaaripluet eteblse 1aystlermdr etuprecebeing Web

ti handl lt, at . Block 352. If th ti .
handPer LeInG toenBreEas P Cooten S He e 108 will
pendioRd biee FheR he8S Wl crabeBl @6kn3%4reTle cautputrTefl the

steps illustrated at Bl ocks 352 and 354 (returning
eit Cafaddticon aFandl Ehipesiipurem péndistgatesdénepreater

resuy Lk b q d r o ‘her nder
[ ookt BRI RN o0 NSy
t he seevelrt 40df atkle tdeepstehkudileatedtablBleaclkys33a 106.

(return result) , 352 éretutn action handl er r lt) . .
tind 156 SHEEET LS arRY Pe HAET FoSaRE) TAAECHSeq Oty Fhis
det eruRe tWhgt Rehtt @ of endeliebhach@al 1olBl @8k cB3fhsses the
If the system decides to render the result, the system

senddfop@agdra toofheherexvensicies a8t £okl prospssemg. The

LOSEh e R O M85 AL B9, CENEERNSIOKS, o cox

t heprpagsednant o t he Web server 102 to
[0073] The aggregate server 202 determines whether a
context is available, at Block 302. If it is available,
the system will move to the next step to mine the IDs
(Block 306). If it is not available, the system will
first create the context, at Block 304, and then
continue onto the step to mine the IDs, at Block 306.
The action ID and component ID are also mined out of
the system. These IDs, along with the request
parameters and any form data, are packaged into an
envelope and gathered together, at Block 308.
[0074] An invoke procedure is called to pass the
data from the aggregate server 202 to the action map
204 of the extensible controller system 106. This
invoke procedure will pass information pertaining to

the envelope, an action code, the component ID and
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display the result, at Block 342, as a response to the
user request 101. However, if the system deci des not

wa 2005021888 the result and has instead deci ded POI/US2004/005474
forward the request to another action handler for
processing, the systemretrieves the I D keys, at Bl ock
336, retrieves the envel ope data, at Block 338, and

theHQ&58¥tu&nﬁﬁbt&pﬁﬁ@p@F&ﬂ@“&@@Poﬁ°4atT@@o@@tQP@ meRe 204

systigpid by LeQp 2raund ak BRicSPant YRl e g %%'son
to render a result is Ultimately accépted, at Bl ock

334 wHet080] tTke aaltdve eddstsi bed @éph¢d3ﬂﬁvoﬂiestu§pﬁg,

a S|n Ie ource for fining the c nts Wt hi

oyt B R FRtE s 2h PR PR GRety CoEAs Tl GBSELeE the
an )éMtlfdd Gedidtreat b@rchfe@rtmtaszl@@lul @thl@&&d 3ag.vekl the

as Wi |l be appreciated by those skilled in the art.

Thi $c4d@cdapsun@tdering 1 hbec systeRat chaAgves tthe default

request.ort, ne tURl synkax a%dp%&%‘i‘ie‘d%fg%m%%%' %%%h%& the

code used 'to generate the response f e request
andamhefrnqumgremfaMWHEmmncbmnomheame@a@sk 3fLér.
exa [ 008 e code hat handl es  the request
ol oGO he pAPaRePEr el £ £6n A5e Sts 8 By pfie Teauize
SYSt@hled tGlcedti®nt, Ne hac khar chandheirmiPass itheny requests
correctly dyped paraneters, and pass control to it for

1

pr oGéSsiRgdiThe Bar BreCEr $20ncilfdéhey petiprofRaei srauire
all%wg%%nt a% o%ngkxet%Q%Qe%a%ﬁe %%t%%ﬁ%ﬁgge%ﬁeQR%r the

al so be de a$ optional or require ["at'e
or memﬂea&essaaa asedutheg@nea&b@.Bheteespmngéot&rBuBe If

request. If an attenpt is e to te a respons

o IR e et e P eny B ReR 4 LR E P E e o BRaRg Eem
[ 0082enThe +304 6@ sWouke hahksa Q%hh%%ttﬁ% b@%ﬁhﬂg, at Block
information for the request. Oten tinmes, it is

desi3R8p| domigves haAdtae consertodm Weitk iR 8Ri auithenticated
scope and E%%” E%@%m.§ t%%ﬁ%r%hgt%egp%%@e%oh%ﬂg tEReve
allowit to orm i rK. wever, 1f Th
att@mﬁbmltoahaﬁ@ncoatrﬁﬂot& sanetnhmglnahtﬁehtmedtubn is
accepted.
[0076] At Block 320, the system determines if a
request 1s pending. If a request i1s pending, the system
executes on the pending request and jumps to next
stage, determining whether a process is in queue, at
Block 346. If no request is pending, the system
executes on the action and validates on the envelope
data, at Block 322, and passes control to the handler
206 to create the action handler, at Block 324. Once
the action handler is created, it is initialized, at
Block 326.
[0077] The system then determines whether background
processing is allowed, at Block 328. If so, a

background handler is created, at Block 344, and the

system determines whether a process is in gqueue, at
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the source, an error is generated. [0083] O her
variations are al so possible. For exanple, the source
woregshzoossed whenever generating URL's for useP@i/UkIoN4/005474
the system Moreover, requestrouting nmay be separated
fromthe actual processing of those requests. Contro
flow_is then handl ed by one conponent of the system

not BA{CEadAOhaRaNEY eTThé ThRAGKEFOWBE| BTPRERSIPAPLY RSk
thea@@%héa"%hethEQEWEEﬂeﬁ b?gH%§EeEOtﬁ@05E%Eon handler,

handler. Thus om ng data nmay be kept in known
st agg BQDCkh§3D»fendftaepametumharthequesult [6@83pock

Yet ot .approach. i nvol yes en trol
Uhr dagn 5018085 B Ther 875 E nanl Bl odbeS ot Rgary S ton
anou@eérﬁgﬁ@bemhdth@@tbyp&@ca@slhg war kheShlikheanotrhehe
approach invol ves keeping the handlers rel ativel

smaPEogRESsiigplie. tigaguese t hits then depfRirnipge whether the
hangb%lon H%pe%ﬁgﬁggesCgEeBﬁgckeggbV'@Q Egdu Egéegﬁgls not

cal I'ing thé appropriate business [ogic to ga
desiimedtheesuktis, Ahenhhér wabmatisonti heoklhesgkeepingt Block

dl t
of oA 508 thRfoRpsIe e iRteotothE  FaraeroaapRIsr s
forw@mgggt@o t® Bhecmessohandl er. [0085] A further
variation invol ves prOV|d|ngaan ext ensi bl e nmechani sm

for [RAA8Ii ng Aéqliast acthan eandhsidie FAWBdRAce RBedsystem
as W%Ehrﬁ%hghgmﬁgﬁﬁEnthﬁgdW%EhQBEuQ%C05&”%18¥§rEFg.t8f the

conpl ex system thé user I's a
speeicttyoa pandiey asdnseccnm@ﬂytacttha peptelhnrthugns the

neric b S|ness L og a c n I ow e
o bRl s Re e et Biorknsef | Bhe ol bul®or the
prowidicRg itthesusakew b @lB@kBOQSQfaﬁﬁdBBﬂ Qketurning
modi fying the functionality. Another approach is to

pr ogildéerhendegéiopehanfilerargeteéki erneehdnngmrepderer
fes%%@ﬂl@g %Hgikbé hgego@% dﬂ@%kﬁgnéegﬂg§hé t%oa¥§h9er the

generatin i'S enabl'eS the devel oper

specikylhackyr alndkpBBdessi ng at
[0079] More particularly, the results of the steps
illustrated at Blocks 332 (return result), 352 (return
action handler result) and 354 (return pending render
result) are used to determine whether to render the
result (Block 334). If the system decides to render the
result, the system sends the data from the extensible
controller system 106 to the proxy server 404 and
renders the data, at Block 340, at the renderer module
212. The data is then passed onto the Web server 102 to
display the result, at Block 342, as a response to the
user request 101. However, if the system decides not to
render the result and has instead decided to forward
the request to another action handler for processing,

the system retrieves the ID keys, at Block 336,

retrieves the envelope data, at Block 338, and then
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either a handler level, or at the entire system[0086]

The above -described extensible controller is
w@20osiozeBar | y advant ageous for addressi ng shorPCDDE20g8005474

in Web or HTTP -based applications. O course, it wll

be al so appreciated by those skilled in the art that

this same architecture may be extended tQ support
oth a}ifpé@ S GRPIIPERP Hss EF AP G4t BdRSkas el (The

[ 0084]stBaf RisNG N @ fhEd atdRralst oAgke '{qu'a%klslon
of the protocol interface device 14" is now describ

| n thee xenidest ratredveithddi mertimadlell v equestted,0 ad ddtoak
st or. devi ce, such as the nmail systenms 24" , 26' |,
28" " dre defined in configuration files stored in a

confiiog@adt i on Tiid %bﬁv@—@e@crﬁb@dr wed3bhod iRdiRies Wa¥ng a
for a given client cate an appllcatlon devel oper

can Sgasiliey seEgFes tfogn(dp SO Fh6p&rIPesendfuiridd ipp the
SUPRQI: e 16 ket %rrt%u‘i%f 'ém‘ﬂ%%llﬁ{re'nttt e'%fhe[ %Q)%&]ceAls an

resodrce manager, ich be part of ront -end
pr oxyiinddules BQW:GWh@rsépamaﬁe comﬁdn@&tu@bdthe well, as

R Ledh BCRRETTy A B i y PRRE SCONOR 5 s aroP et This

confdogiticat ivemifd |d%$1n|ef t#eS oA} tC ‘Blﬁfnldglérsattlh‘én delhRst,
is specified, any resources defined in_ it wll

oveF@@d@R@h§§@t§§e@P¢|@@ﬁaﬁeﬁﬁésprﬁﬁﬂp}aé@ﬁfﬁ@UF@@ﬁoNsed
fileg ?%n%l% lows, ot he g PRl %&p%g f%eag%%fte ol e

resources and then twe k themto fit a partic
inpk@mﬁnM@tuoﬁorﬁ@ﬁ&@h Noire dher reciorfsitguitat exafrdles

ored pr.oc ing _op atl ns at different .
ot WDEIIGy or ThrePeg Thsico BB, PR rafetus Agpg with
dat & HeayRir s8Rt I0eFs nfieh olnnt e_rsf @%le@g bynenler eRiste@Ndo

proxy nodul e 30" and protocol engi ne nodul e 3 may be
st o&@ate tthe ﬁ@r’*mloyl @@ﬂdleéfs \‘@@lSls tde @;@p;éqeq*;éw/@med

SR Lo BB LR S, e

f|I@armmﬁtbessamcaadwekWpeaankamah&oappﬂeomam@dfby

;Pg% 6%5%'&2 N?gdt %t%rtThe %%%% e@e%%n%g%ug%%bo%éfbg%ined
as optional or required. The template or templates are
used to generate the response for the request. If an
attempt 1s made to generate a response other than to
what was defined an error is generated.
[0082] The source would also define the routing
information for the request. Often times, it is
desirable for a handler to perform work within its
scope and then hand off control to another handler to
allow it to perform its work. However, if the handler
attempts to hand control to something not defined in
the source, an error is generated.
[0083] Other variations are also possible. For

example, the source may be used whenever generating

URL's for use within the system. Moreover, request
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specifies the inplenentation class that is created to
handl e the response to a given request. This nakes it
w@2@snopioas matter to slightly change the behavi PCT/U820841005474
object in a data nodel, or even conpletely replace it.
Cachi ng behavi or and strength for each request nmay
al so be specified in a configuration file. Wth a
conBPHALNENM8Y PReSEBPERALEFOpEPTI EBS acBuaél ppeFceghny of
hav h c 0 0 1OoR,,a
B e e
contbgppratnhbnofi kbs alstenl | ontabysenchohspdiety The

mul tipl.e requests _for a.,given resource. This.makes it
posbRBrEeF o YetnpornSat ey St aRE B CART FETARE TO Eorward
requesth:88PORSE aFBEABE-ShaAR1EXeMPhaky €ABbhEHEABEER may
file is provided below as programlisting #4. This

conbeglieati én fi keows strtabferf healdieacst ar parhasular
supggghgsg WebDAV interface, as di scussed above, or in
the"case of the protocol interface device 14' , a
protf008K]engi Hett habthappappsoackehDavlvaserhdoecing

However, it coul d be used, for other es
O EbREkal) G104 SpepudiognaarrStiaoubtREr carohpadleE,doss

be petedathabnokReaddbhiheart @itBete9Nt8NHoCh@8Swork. Still
specified for the resource, a user nay also specify a
comzarthes ppprrechi dempilvgsakgepvéngr ebsuheadlehps

all g akﬁgeﬂge%mgﬁlpSBhoé' EEEEiEhStdEEﬁGEﬁEE will limit
operatrons On a given reSource type, as’wi be
appteei abedlby’thpsepskkl had spophetar tecp@98h requests

Operation_of the protocol interface device 14" usin
conPPGuFati Rt LPEs 2RPFPPRAG Be Hé%@??ﬁegcﬂﬁFtHBrgﬁ?Pﬁr

ref engngest ekl GesldtrsBedhprheg 3brBLecknl48yvo®Bes keeping
access request or command i s received at apr oxy

nodekeh henBleck feg4useThenacsessaskquest bponr gampiesdon

085t ReCPUUSY, LAY AGepRE 260k Y 8 DRTALRLLEER o

conffogweatkeanchi kesthbBahaxthatnbisetecei ved fromthe

datd dusiem (B ook A4 LD, LSRN g b0ve e ok edSthy an
extensible mechanism for handling requests that can
handle immediate needs, as well as grow over time
without becoming overly complex. When loading the
system, the user is able to specify a primary and
secondary action map. In this way, generic business
logic and control flow may be specified by the primary
action map while still providing the user with a method
of adding or modifying the functionality. Another
approach is to provide the developer with a generic
mechanism for responding quickly to long running
requests to avoid generating a timeout. This enables

the developer to specify background processing at

either a handler level, or at the entire system.
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and which has already been translated into the conmon
interface protocol by the protocol engine nodule 32' |,

WO 2006020088 t ed i nto a response and rendered, atP@/081004/005474
144. Again, this is done with reference to one or nore
configuration files. The rendered response is then

returned to the client (Block 145) t hus concludln% _
the[Pppﬁétratg@enépﬁ8ésdeéFerééke§ﬁ6n599é94FontrOl er is

RefE%EEQQu@Qngdgﬁbbﬁ%@g%%ugofgkcédaregggngrghgggkomlngs

engi ne nodul e w be described in further
detanlWeEherpﬁ@E@cbbsedgapelmodUHQnSZ pifocodesea it will

K f
TodiPealss: SprRERRREE! B BhLOUS M TLLATE SRt Othat

Systens @siBgadichfieeentirpr ahocaks extbadpyotecalippbgtnether
nodul e 32 al so provides a common interface XM. and

Vebbryest of epanplléF Praedt REPELFaREsnst RPokigh Lt he
fronpog9Rd Pf%ﬁXnEB ulg,305 ??Eet% aGGess tXafbpus mail

accounts. Commopn Ope€rations rétrieving only the
essenbpdlimkedders tbk pewtpabl antedébeentmiviget B4’ is now

PheNEAFE LGN Y SoFEcrahbs ARESBpEPaOTaRE By oo 1 Feduests

perE@raeaa@ere%b&ﬁgendEH@ceouee@h éBdtﬁ€|Ma&mesttems 247,
essential data is retrieved. [0095] The protoco

engPRé mB8GI 232 deédngd appFepiigtsasaenofiaes stored in
pl utal, oh%ngﬁfa@E%Bf%ﬁﬁeA%EB§§t8% HBHBEg 310", fﬁ %Hls way,
e C ctor

access a account onn
70- £22 pr efierabky isuppoategoecgrmen appllication developer

progranmm ng_i nterfac Al such that adaptin
P OB Pt eLlaeR CE3Y) sndtE ok boe-adan| pifilEa to

a”DHGbéoEQ sheplky jaddi rgraynewhi Rteybacqreenaact or
nmodul e. The connector nodules 70- 77 may be witten in

Javd00B881 exafplresodirchoughaoeher wvhichamby bangaagest the

Ogr?EBE%Qgh% %g%xg' abﬁel§8d og”gré'h8§¥%ée€bpgonent of

ormance a roved

exaﬂneeprbyopbavuﬁtegfaubtdpbecdymanlcabhyntagéously

bal anced protocol  engi ne machines .
allows a user to sSpecify a primary and secondary set of
configuration files. If a secondary configuration file
is specified, any resources defined in it will override
those specified in the primary configuration file. This
allows the user to specify a core set of resources and
then tweak them to fit a particular implementation.
[0089] Moreover, configuration files may be stored
for processing operations at different network layers.
For example, configuration files for data layer
operations for interfacing the front-end proxy module
30’ and protocol engine module 32’ may be stored in the
memory 31/, as well for upper network layer operations

performed by the flow controller module 50, for

example. Other types of configurations files may be
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[0096] Results received by the protocol engine nodul e
32 fromthe mail systens 24, 26, 28 are simlarly

wao e@nst@sed i nto the conmon interface protocol PEDDS2004/005474
translation into a client -supported protocol, if
necessary, and transmission to a client. The results
conmuni cated back to a_client preferably include onlf
dat aseHafswislteqadsvill pyet ARPEEFEAtedDaY athose skilled
corggspppding to features that are supported by a mai
system protocol but not by a client protocol nmay be
trapePadgd i nhocvhéigonmbhonnfetéasbsprptreferabbut it

may al so_be igpnored or hand] ed accordi 0,a defau

o EPPOR E AR acEES TP ORRERRS L A8 nOTanS abdab L Fope LR o
met HeHd9E Phet eespohsansbati §nvesi REgLESLPr PhOSOhakes it a
engi ne nodul e 32 and interface connector nodules 71-

77 Bimpow WakEerbed M ithELyeckareet bhEl loghagior of an

BGQEBﬂéﬁg gh §L8%f%i§8§%§? $ﬁ°8§§nr88M§§£t8i¥0?§£?§9e it.

is recerved, e access Teques
t ragatht ad bahavaoprehdcstrsugpor fed bsychheectaegetmay also

data system_.at. Block 152, Data.is received fromthe
datQesggFﬁﬁ?FﬁdréEp%nE%n%bgFﬁ%t%%auE§ €. afiBRroRk 153,

andcbﬁbﬁﬁa%ﬂ@ﬁsbﬁt@ﬂeé@t@wéhﬁréﬁgﬂPBeEDt&r&éﬁglo%er can
protocol, at Block 154. Further translation of the
dat havat sughcpieatepr eovebP Ll nayebempept vr gedsupption and

nec I e data transnmtted to
thegggﬁgﬁfeg%e§F§§E éggfogﬁggggbncluding t he
i1l peopaged nehheddiaioB) ocknibdufp8098h Agatn, also allow a

dependi ng upon the particular features supported b
LhoUZFFehP EPBPOSYI MG PoFEHERS Bf LPResdatien Tosource.

corrgspopding e ghenenis 06 EG? §eaMERLhNLGEE 8RS with
prot ocol that are supported by %e client protocol are

t radsfacednt Asedeset’/ bedpahsvefonoatssuppoekedplary

LB 25801850k PR Lt TR BEL NS89 Bhocrap sioving

sche¢ne. Th9300bnTugnragioeWeiDeFi & sBitanlal ternat @ata

enbodi ment of the above -described praotocol conversion
store that supports a WebDAV interface, as discussed
above, or in the case of the protocol interface device
14’ , a protocol engine that supports a WebDAV
interface. However, it could be used for other types
interfaces/data stores as well.
[0092] It should also be noted that, in addition to
the content class specified for the resource, a user
may also specify a command to further identify a given
resource. This allows the user to perform multiple
different operations on a given resource type, as will
be appreciated by those skilled in the art.
[0093] Operation of the protocol interface device
14’ using configuration files will now be described

further with reference to FIG. 14. Beginning at Block

140, an access request or command is recelved at a

29



nodul e architecture is now descri bed. Here, the
prot ocol engine nodule 32 takes the formof a

waniogee®as proxy (UP) servlet nodul e 80, and eBChUS2004/005474
i nterface connector nodule 81, 82, 83 and a respective
provi der nodul e 84, 85, 86 are associated with
different operatin rotocols. In the illustrated |
exaRpPEY FREVdPHfea egﬂoﬁkoﬁééolghﬁréc€ﬁﬁs FRAPSSANES

POPtrEH%&Q%%gOEnQbfEEEGE%?BBHt989E§f58¥ Eo%HBB?rF§dge

by correspondi ng provid onnection pairs, as w
apphecdaeed SBp-6RoseaskBlbe# lﬂzthslahtreﬁeiempero ane or

terf t h t
i BPPRCEOR dBOERr- ABSErIbaa. LBbgot Ehe bPIEEFYTEE From

modghe 8@thakestiRCqRl BEKCOABYNiHOoLFEBHohEHUESt §haNdequest,
translates theminto calls, using the defined

|ntéﬁﬁa@éschtbaﬁhélrﬁﬁéwfb@@ncﬁﬁﬁééﬂéﬁeﬁoaat@sthi ggmmon

The ;LR S %'ekggﬁgHEE §9tﬁh§° E%%Séo&h8n5ﬁgghg§dﬁﬁe 327,

t hese ca ormats PACG - common
requesttermeackdcammonaf eespbnsequedt renderdds atneihodd

oA ANCa P Rhlana: doRa vhES FaCETRart Fonkne 82 more

paf@6%&%@%r%@&ohh%lﬂegue@he E@ﬁ@%ke@DBQ§BEH§E|Ys bgkaw
the UP sérvlet nodule 80 there is a EVOVI nmodul e

84- rgéurgedesehtbgppoiced rBiLpckydftd ptbuécépnciﬁélng the
proyhders F%%EguﬁéE§882haQ@'Eﬂgckhi4%a"s made by the

UP Servle each provider has a
conrfeovgn, wRechrtrakgsnear eddfitconmilihiycabi RGGW Th the
sour ce nallbox/accoun

n tar t stem
| ni PFaPyeL tﬁeg&aﬁn@eﬁpgﬁ '|Wl§ﬁ BOBekﬁhéeﬁFS%Pagrln

[ 01@3l-+Fke H@E%&ﬁac@ﬁeuﬁ%gtgﬁoﬁh%n@Enéeﬁ8Hﬁle8QZaﬁQov1des
i npl emented by the provider nodul eS 84- 86 define a

|oogefﬁ@m@@prhuépaﬂ@hyrppnaﬁacvarnpuﬁaynberface connector
CO”%%@LE%"%8d7%St%8 o%%thEa%f %ﬁkhg%&k?”ﬁsoﬁall
con@g@temﬁoUs@ngnnhefe@énanpretbebléatahetpﬁbtecbe engine
rep%%%%g%e%z g%%g provides a common interface XML and
WebDAV, for example, that the clients, through the
front-end proxy module 30, use to access various mail
accounts. Common operations like retrieving only the
essential headers of new mail and determining the
presence and size of attachments without downloading
them are highly efficient. All operations are performed
directly on the source, and only the essential data is
retrieved.
[0095] The protocol engine module 32 uses an
appropriate one of a plurality of interface connector
modules 70-77 to access a mail account. All of the
connector modules 70-77 preferably support a common
application programming interface (API), such that

adapting the protocol engine module 32 to support a new

30



itemhas a defined type (e.g., mail, contact,
appointnent) . An interface for each type of item
waledosnz®3g he properties and actions that are aREi/Usdn€005474

for that type of item A folder itemincludes a
collection of itenms, and provides nethods to enunerate
the itens within a folder. [0104] The connector
i Nt FPaCE R dBcEsts1LogzipPdyi addangommbBRvWway tesiacke
UP_sebvleelododil 80 baCRRmHaLEakentibcdl Therantay be

ul e ules. Some

provi der no s/interface connector no
conmedttaenmidublesanay ocankyamppeenant haugibseéheaf sthiéable

protocol and/or may only support a single folder
(colPEGLraRT OF PLercols Vi AeSBabE OFCROPOVEEEAS) Systen
The phagienbhew ted avaeiepphary aFTBE fRprBLcHeqyest
proceeds as follows. The UP servlet nodul e 80 receives

t he sxagwdst, bangrvidiingemudéipileydynapicpéavesd onle
app L i.der [Lconnect.i : e UP servlet
nod%%ga§%%?h§%8§§?$% gﬁggggrﬁégﬂ%Pég"get fol der" or
si m[loaveéflunct Resuadssocicateded by the pmrbéptateengine

connect qQr dul e, ssing.a target il_system

deRORtEr Josch L DAL RACTHAS Phel ARed2PnoFfe
conmmmifh TRt thaauesktedThatbNEBES aepmeaNRBEEreaRRABEBtocol
returns a reference to sone object that inplenents the

fol der itrpasfatéoandnitepreséiestrigppegliest pgotorgdr. 1f
n it akaplest brplepentation (6 g 1 PORL, AnSi00LE) s

obj éct” coul'd'be the ace connector nod a
al secmephesentdt beciaitbbax cllakder pre@2@6bl¥hentdPude only

servl et modul e 80 uses the returned_fol der reference

to Raké &8t eRaregRresefobyatrer FLERBcoRABA f or mat

reqeestre sbehdekadmbe reht uhe PRaseh¥kekuppduked88y a mail
needs to retrieve a specific item it may first call a

" getsybtketeprotonetli bat passiwgat héieaguesbtedcoR magnte
mt%&it h%sthefolgg' it wll then ca

"t o arTheC N L agarfopaelinl ot tRacSThePastiTy sopF 1t

themedl kish aeeiyherebobmahbedliedt @cabrding to a default
or error processing scheme, as noted above.
[0097] A method of protocol translation using the
protocol engine module 32 and interface connector
modules 71-77 is now described with reference to FIG.
15. Beginning at Block 150, an access request or
command is received, at Block 151. The access request
is translated into a protocol supported by the target
data system, at Block 152. Data is received from the
data system in response to the request, at Block 153,
and it is translated into the common interface
protocol, at Block 154. Further translation of the data
into a client protocol may be performed, if necessary,
at Block 155, and the data transmitted to the client at
Block 156, thus concluding the illustrated method, at
Block 157.

31



appropriate format, such as XM., and returned in an

HTTP response. [0107] It will be up to the provider
wor@shzosst er f ace connection nodul e to i nter preCT/ES1URL005474

passed in and return the appropriate reference. This

will not be conplicated because the provider

nodul e/ i nterface connection nodul e provi des the URLs

in tIR98lr st pPade, TRESHALPIURPOPhAT CaRp LitACELpEcéeatures

SO”%% o%%e@o%§'%H@ 'hlgﬁtrg%BEngltooE@9 p8RYUbNsSof the

ot her "URLs are generate
proﬁ@d@rb@mmeepbndnngA$ol@&gmastsherRbs wiotnimon  tthéerface

bl 2Fb 0o VBT 6oeng (EOPPREE: Fle gh B LA qBEE tocol are

fun%kb@%lb%e@a|h@dde%@%@%deB%oﬁéoVhdﬁLsﬁﬁﬁ@EQ%dSQntgﬁface
and interface connection nodules 81- 83 preferably

sup P& C& Ol o 6L Spenger mayf bgnignaredoPrf presesissed according
SuppQy tede (LheR i 'pggérogag%%@@%Sﬁgﬁdseﬁﬁh ct items (as

appropriate) shou e itens wt that fol der if
t hey0a00]t 0 b&uaadesgsnble tbhEdGgh 8a pnoadteknate

109 | th
e REeh gt b RBECLERNEE LR D8 REREELoN chifezgion

var ious 1ty Besnok cpEokaceks nbs PEewirdedd. Thiegeneghani sm
supports the full functionality of each data system

proPé@@PCPére@Q#PEampﬁuéﬁpégléaéﬁﬁeﬁhepﬁ@?@céisa dadversal
deg% when a.s 9§%gfc%dﬂﬁkasﬁy55ﬁﬁ‘EE%eoﬁﬂkeE?gEBre

upporte i'ent’ pr ot ocol ues
recepma@ctnramodmﬁensﬂorSQL SBeahdaaskasgdctnwe arovider

provi er to ecific fornm or i ng

P TioieeBdon e BRo s rRarioh Serir. CRbeaoREES
fro%pb&%tQ%%tb&%&b@@l@erwﬁrth@thﬁuéE%akﬁd example, the
provider/protocol specific format, are transl ated back

i nt difherevimproteocsas arpoord) AMABe hands FOPer Farther or
C"%ﬁgf%%e% egxo%%eeﬁft%gyf%gcghgg%&kg& b9" B-$88ELMLE ng
pr ovi €, gIving
provider/connection pairs, as will be appreciated by
those skilled in the art.
[0101] For a common interface protocol, such as the
proprietary interface protocol described above, the UP
servlet module 80 takes incoming common format requests
and translates them into calls, using the defined
interfaces, to the interface connector modules 81-83.
The UP servlet module 80 also takes the results of
these calls and formats them into common format
requests. Each common format request includes a method
request and a path in the form of a URL. It may also
include an XML document that provides additiocnal
parameters for the request.
[0102] Conceptually, below the UP servlet module 80

there is a provider module 84-86 for each supported

mail system protocol. The providers take care of
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the client greater control over how it generates

requests to the provider, is also provided. Any client
WOR05HZ038 0 support the common protocol formtPCT/US2004/005474

directly or through a proxy, can easily provide access

to any mail store w thout concerning itself wth the

details _of the mail store provider nodul e/ protoco

[ 01 PERIRENGr iRy SRW Saddidsl valthy U8 Fraviet aweiiier 80. As
e”b%goW%nte%fhtggogﬁ%%gc%gs'%t%%kﬁg%tQ%%lc%Pﬁéh ta&%s care

now descri bed user e-mai |l account or mat
aSS@é'abmmumltbt&ﬂ@awltac¢@@n59um@ebmaadbexyadcbhmmu@h a
t he protocol .interface device is stored

dat £24E6FeM§6 SYFETper nikdad ﬁf HFOFR&PFGﬁlOH Will also

pr efer abky piragligdes an indication of t he access
protocol s supported for each e-mail account. [0112]

Recd0d931n t hdhgatatsrdiesegousednky bhealPargaalsy 88 and
accaqy Heh@%%%ﬁfbgrﬁgégﬁ o3 o317 ﬁo@%ﬁesagqr%%sde% %y a

user nane associ h the protocol interfaceée
deviloesi4'foldeuchithatrcalyl. enndiktacdeuntiynber mati on

for partl ul users i s in the ta stor
90'C°nF8P 3&6@& NRhéEr & &g€€§§06r8?088ﬂ%§8568PF pf items.

t he pgan® cf0k a3 hoee“awﬁielss%@%ouﬁt $o98eeachof thetmeil, for
systens 24' ', ", the per -account information nay

|ncE@@@pﬁﬁplO§y§pqutﬁﬁ@rﬁ@ﬁ@ontemdt@abﬁngepm@sented Bach
CDISEN AR &' 089, 2BRRPL 58 BY , SRER 1 P cpn Rk e

[01 ore Sst'orés’a rist of
opekabong tpeat-0c o RS imm&&mﬁe@ Ewrtbechrﬁy@@obfeﬁgeme
nodul e ;32" ', and correspondi ng netrics g ., ranking

repﬁ@géﬁﬁﬁn§hﬁr8?8@@FtﬁﬁéféP€n€€§loﬁﬁe§ aﬁePFﬁcévéﬂéa le

cal gul-aigdibaspd 0F GaRabi Wi kyi1ekht etid 151ahgas Lhe
degree to which features of each mail system 24" ',

26'coléﬁ@té@pp@ﬁte&e@w,aapdop@@UudaﬁdmehQO§@cmpuEpumerate

| ev Rr ot ol , .f anple G her criteria may
als%hgelﬁge an i P %%lgﬁparent to those skilled in

t he [80041] n t Thedabansictbe IhterrOMA wodldekyBueadBl yrovide

have a hi gher netric or ranking_than MAPI, and | MAP

wouPd CBREFa MBY for the UP servlet module 80 to
communicate with different provider modules/interface
connector modules. Some connector modules may only
implement a subset of the protocol and/or may only
support a single folder (collection) of items, as in
the case of POP.
[0105] The basic flow for an exemplary common format
request proceeds as follows. The UP servlet module 80
receives the request, and it either retrieves or
creates the appropriate provider/connection. The UP
servlet module 80 then calls an appropriate “get
folder” or similar function associated with the
interface connector module, passing a target mail

system identifier, such as a URL that was included in

the common format request. The interface connection
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be ranked hi gher than POP. Each of the data stores

90'', 91' ' may be inplenented, for exanple, in a
walaioabz®as on a | ocal hard di sk or ot her nenoryPEL/US1964/005474

protocol interface device 14'', or on a file server

with which the protocol interface device conmuni cates.

[0114] The protocol ine nodule 32" ' determnes to

whi gldiael BeXCEss ér r&%@é@ﬁ?e( §p erBecoRia/d shat

'”SEhﬁﬁéh%ﬂ re%%%e%olﬁgg %H%ga?88%sﬁﬁﬁ ggﬁrgéents the

-acco ormation in store
deteequ@etwﬁeﬁbedemorEnthaa emmpaesesimpﬂemenmbtusn (e.g.,

supported for, e ccount t accessed. |f only one
2CoB0E) or 6t Se0E 1Rs oBgor FBlLS Ren trRad bELaES patector

sel geliede @h%rglger%eb&@@eaﬂetﬁe0%§§leb§tQ%qbe&s
supported for the account, then the protocol engine

modilPdosl * FbeeFFesernadcfamadyier 809uses fhe returned
det er ne whi upport r l, p r
oL RH 4R WD SURPaL! 8 SURE0L ch I PESHAE B, 6esory

met rhe @bmm@ﬁkﬁb@mbs seleeted. FE@rekhmpaalllsyshenUP
"', OM is preferably sel ected over NAPI

theSﬁ&Nﬂegygpéﬁﬁfes°'neﬁﬁﬁptpsrﬁFéﬂswgbﬁyS@&Pé%esdltemr it

ovehago@lerl%%thae“eget@eqbekﬂt%h&@%go%eVpg%s;ﬁg the
thus allows access tothe nail systens 2

usum@qaeﬁmgﬁv@aﬁabb@dsaﬁpeﬁte@ bﬁ@t@@@lf01ﬁe¢ughttWéll
pro coI erface de |ce 4' ' . a cI

CIRER, cBLIE Re ooy b sacsieR, “gpRin SEARThERe v
ls Eh@vk@%@l&%CQSSth@ @ﬁQlQE)Wﬁ&% @hehh&owmbht&wshaﬁs an
24" ', 26" '. The client itself _need not support the
accePPLPPFGES torMeche ¥ Chs 86c XMiled 2Rick FefNa DR AN an
syst@p( $kg ? Qe accessed. [0116] A nmethod of data
system access protocol selection using the protoco
i nt 0874 devilte wid'l bei spndw déscpirbaddgirt h ref er ence

S P4 TR R T OAE At OBl D0 181 ToAL Lot BTEE € URL

det ga@sRat 10N aingl FRderfBlaek app2bpas ate Wegkhehceaclrhis

data systemto be accessed in response to
will not be complicated because the provider
module/interface connection module provides the URLs in
the first place. The only URL that any interface
connection module will be required to know about is
“\”. All other URLs are generated by the
provider/connection. As long as the URLs within the
hierarchy/collections are unique, the provider will be
able to resolve to the correct item when a “get”
function is called.
[0108] The provider modules 84-86 and interface
connection modules 81-83 preferably support a root
folder. If only a root folder is supported, then inbox,
calendar, and contact items (as appropriate) should be

items within that folder if they are to be accessible

through a protocol engine.
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the conmmand supports nore than one access protocol. If
so, then the nost capabl e supported protocol is
w@edosoemas at Bl ock 164. Ot herw se, the one suppDUSI™A4/005474
protocol is selected, at Block 163. Each data system
i s accessed using the selected protocol, at Block 165,
thus concluding the illustrated nethod, at Bl ock 166.
Wied@1R8de t hdR 8REcHEIRBCSYYiEm PBet 8SPeChceEssBE, the
P 24868heSBECL! 99n8hERSLLbHELLBLEY ALBLATKS 162access
-164 are prefera r epeat each data system
[ 01%E}ibtisshgukd bé pmbédcbhatlshprpwmdedolThmd methapoism
data store 91' ' _is_but e ex xe ary of a
proﬁaesprgﬁe%eﬁgﬁeil AHRERGORBLRYQBE ERGE Hepobelase
?%6@6@@@C§oﬂﬂEﬂmﬁmgr@ge§§ﬁbblgvémﬁbﬁﬁ protocols, and
Pro ocol preferences nmay be inherent in the ordering of
a |d@gr@ﬂe§uwb@ﬂtédSQE@@éeél§atﬁoﬁYéiamppéotpgglsfeature
Fur t.he r a tr r rall p es
may E%Iéggbehggﬁgtggrg n&hg%gégﬁe ¥ﬁ888&prg§% gThe
typeecélﬁbdemh ércﬂmmbnchotmetae@essrenﬂmandd|$nto a
recei ved may al so affect grotocol sel ect.i on. V%er

t he
e CBEBVAHMIRG oL 8oPlc SPFEUTE FoRPATPEPLET PRt TOFBRLAING the

examBhgestany b the gebanged:baakuLes SURRGEbAEEBY from
OM cannot be represented in POP for transfer to the

devitee. destana§epnha§r@ﬁry whéchypéeoﬁncpt@ﬁ@dﬁ@/protocol

aCC%% 01%1%h%09 g%OC? 'QES é%gggéﬁég %ﬁto EC? %ﬂgn

per “faccount '8 fm
typeoaﬁatllent or to I|n1t the list of supported
protocol based on the type of client. Gtherw s

fur tR&L0dt ep ﬁnmﬁFB?Béém §€Fe€tF&ﬁeﬁﬁytBeqFSrMeFBPﬁPﬁEed

the ¢upe 18hagki etk gms bﬁ@l@np§%%§§§rrﬁ65§§é | §iving
received. [0119] Alternatively, a nost capabl

protbeoblsappogtedtby godaralspgeenhoy bé aenesgédSnay
be, sel ec

e PO 8et o ‘Ge oS hPSIaREr AASTRE RFOVSBH. AT client
suppeftednbyot Bapgbirenthes chandheg rdubicby Foanakat domectly
of data to the
or through a proxy, can easily provide access to any
mail store without concerning itself with the details
of the mail store provider module/protocol.
[0111] Referring now additionally to FIG. 9, another
embodiment of the protocol interface device 14'’ is now
described. Here, user e-mail account information
associated with e-mail accounts to be accessed through
the protocol interface device 14’’ is stored in a data
store 90’’. The per-account information preferably
includes an indication of the access protocols
supported for each e-mail account.
[0112] Records in the data store 90’’ may be
arranged by an account identifier, such as an e-mail

address, or by a user name associated with the protocol

interface device 14’' such that all e-mail account
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client protocol. Portions of data corresponding to

el emrents of the interface protocol that are supported
whoosiz0088 | ent protocol are transl ated, wher eaBCTIOS2004/005474

supported interface protocol elenents are ignored or

processed according to a default or error processing

schenme . [0120] Generally speaking, clients often

accéséosmplérs £AFoNGKTPEBXRESUSAFE0lSt HEONREENEY the data

OftgﬂoEQSbbee'¥090E§Sh§g8d kHeEQeaEEEQE”?kbEXC?E tBfport
col [ection bei ng access (e.g., nber of enal
nmessagebei nambefoai kbhdxebeany accessed)on Aashwbkl the mail

beeV|d nt f th [ ng descript t he present
e wagen . R B e e B b R b BB PR SR Ray
be useduby hBe1PE9X¥ehoigF¥enbbBeos! i8AL chhenk! LHEI ON
that the collection being accessed is smaller than it

reapp?ra§lngopr@kaﬁ9ﬂé sgpppokgdnhy SAEW BALY sHeteno
?gﬁi S§396SLB.8 3$ bbax, whiLe tbe pgriLhox
|ts I s 20 h

O+ nessages. e present invention
advapéagemuglprakbom&stbuppprﬁéy b9 shkepto@osahl Engine

subset col l ection that .can be presented to the,
o BRtuth BRE. S et Rne P e PRt bR Ess Thaat » aronfing)

S'gbek%@@hthﬁ?aﬁkokecbﬁepyéféréﬁgéé'e@ﬁ@se[ﬁé@%lcbbéﬁe
particularly, tfurning nowto FIG 10, another

advéﬁﬂ@gé@@§dehﬁéédn§ﬁtCépabhélbyoﬂﬁéﬁﬁriﬁteﬁﬂébeas the
devagg %é to wh&cﬂo%%9%8§%gb89 e§€ﬂeﬁ§£; ﬁéﬁ'ﬁﬁf', 267"

ata access request i S recelive ent,
theaméobappbrtedebyaaepdevbcel1énd tae035833109e19ve1 of a
nore of the data systens 24 However ,

son@reggéglacé€§sﬁﬁ@mPﬁ€ dQFQe§y§Féﬁ§réﬁdmﬁyoéﬂaPnBeaused

respapsgit® bHheapbheBhtmghthebhesw; secgaygethbMedt Sy
for certain clien protocols and | onger than desired

wai thei pesaf stogeufef ' of OHACKPEAE a¥Peraalvelawst ahhsgher
been sent. Yet

g L L L g ML LR

pr obeceknikatehfigaerdenbaepda’ Eacmhb@htnaydbeausedrés
90’7, 91’’ may be implemented, for example, in a
database on a local hard disk or other memory at the
protocol interface device 14’7, or on a file server
with which the protocol interface device communicates.
[0114] The protocol engine module 32'’ determines to
which mailbox(es) or account(s) the command or
instruction relates, and then accesses the per-~account
information in the data store 90’’ to determine whether
more than one access protocol is supported for each
account to be accessed. If only one access protocol is
supported, then that protocol is selected. Where more
than one access protocol is supported for the account,
then the protocol engine module 32’’ accesses the data
store 91/’ to determine which supported protocol is

preferred or desired, and the supported protocol with
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reduce response tines. [0122] More particularly, the

prot ocol engine nodule 32''' polls the data systens
WQ@2005/020026" ' ' to determ ne whether they currenedTUS1004/6)5474

data itens associated with users that have been

configured for access thereof. Users are configured in

t he Erotocol interface device 14" "' f establishing a

useFhackbuhesasBoer B¢ eof t FerBiRd his foplexanpt efor the mail

Pol HQQeﬂnszEWf%ﬁﬁ'i’s {%Péﬁ?@lﬂ;%@f&@t!@@”&@e%ﬂr@ﬁ and

polTTng interval. The pollinginterface may be a static
pr eflet ethé neali pos Vs ngmi 26 et v alMABr i anpaelbpralvky podléaged
i nterval hat can be adjusted based on operating
con@Vefoh€ or the occurrence of particul ar events, as

Wi | foesappr echat gaobycdhoser skiddeddéniéberart . thus
[0123L In response to a poll fromthe protocol engine

nodal eose' acceas gigehhdabal sysyehena 247 pa261 ' resipeis2

dat e at | r
o2 BebhoTeaRle PhybEBRLodR LA SRRt talcea0n
i nt éentacéadevdeeidd' 1477, Thesbldmtac®mpmtible with any of

identifiers are.t ed th ot engi ne
rodhhe BoRy et NEL FH0T SapY orTall o 865, £R% DS 10

I n partisutgront her phOLOCOHE @Hglﬁglmgyé@eﬁa 241 Npy26’ 7 .
determ ne whether new data itens for a user are stored

in 3hg¢ elient dhsalSyreedsnon suppOQB the agpese phetocol

datgrsgéﬁ ng gs"éia gd wifhCrfre 5 ¥§§€g§(s Ofo be
u queri es

exanpl e, hie prot ocol “éngi ne nod

nalhbeéeSeaSSOC|ated with each user configured for

emai | _access throu h t he rotocol i nterface devj i '
t

v [RbE6%ach AePfbBRIgueryata FRFFERYREERTF PEP gco

a ”EBREEHloﬁ ﬁé§ﬁgOéh@npﬂéﬁotgfnihféﬁfécéL&éslce 1477 is
associated with e-mail nessages stored in the nail box.

[ 0125} Acsarikbad Wibh|rsferenchenocbipar 8d Beghnaing at

P S48, ShE LA Rl RS g Bt Db 8 BBl

in hheBMBtkbmﬁlatAthetﬁﬁminsy$bﬁnlslﬁa@GMIBlock 162) as to
whether each data system to be accessed in response to
the command supports more than one access protocol. If
so, then the most capable supported protocol is
selected, at Block 164. Otherwise, .the one supported
protocol is selected, at Block 163. Each data system is
accessed using the selected protocol, at Block 165,
thus concluding the illustrated method, at Block 166.
Where more than one data system is to be accessed, the
protocol selection steps illustrated at Blocks 162-164
are preferably repeated for each data system.
[0117] It should be noted that the protocol and
metric data store 91’’ is but one example exemplary of

a protocol preference ranking technigue that may be

used in accordance with the present invention. Protocol

37



nmessages are detected, an alert is preferably sent to

a user's client by the protocol engine nodule 32''" in
w@owmper@ss on with the front -end proxy nodul e BOI/US2004/005474

(or anot her conponent of the protocol interface device

14' ''), and the current U D list including the new

messages is stored to the UD store 92'''.[0126] One

of PHefABSRCesn®BN Bat anhesess oBeFhei oAdersng efi aglast

|1 Sbiend,gholaba LEEEBACHL! eRbLycslaped. at data

systens, especrafly ere'the data Ttens are nessages

stomemlem naiFusyBEEnsrlﬁsrdesthabeMeabmus otheverall

pr ot oc Plglne nndu& 3% g ne_or

o BoEgerenacaanay. 4156 e, copBhurEed HanhaabACFEoRE o

basggoeecallI@heOEyg%DngEQﬁ@ﬁtlﬁrbﬁewh&EhSEQéeaeaééé

Therefore, the protocol interface device 14" '' has a

| ocabmpsei hy seceipsdomanapaspt afEcEhaPraEpPEcst spégCtion.

at ata_s L L S

ot IRE5ET LR AR PnmaniGls pofRE e 0T sbhCE EDF cLient,

thefpmeseampaspemhngfthEheneahanoed fhetpretosapported by

engine nodule 32" "' retr ves t ored Ul D_I

froﬂW@hEaEPEFsPﬁréeQEesen gntg PSFe&PFtEﬁﬁmsgﬁr to the

Si Mykgh cACCEESar ggHeShakSohegebuedryFhi srstoh edt Ukbr

list, which is accurate to wthin t%e current polling

i nt eF¢apsing thenpretacaddinserhacredaBierng4t( i efhen the

Thi r Qi r spqn a

accBel ACPRRcG4fLClpaftE 9T BRIPght MR [RTRepp oot the

request bs bEﬁthedr as anhthhapmﬁetiafeduppothese

skilled in_the art. [0128 n the ﬁgse of _a

ol BEOToFBE BRaapl an the EVPEnY: Floenbe OFpoRgise, a

res@ag%ﬁekos@ebegﬁeﬁkohécagcgby@étmbhhmaySQesgeoaeﬁermlne
Wiere the POP client is operating on a nobile wireless

contrbei EaPEONE dévios, fh:amewhycw ehi Accheswreahess is

conn%nlcatlons networ k can cause del ays that are

si gAFFEeaRt relative to this linited response time.

The [basbgr respessaatifrelgssacmabedcubbblpr pybdbagla

stored UD Ilist in response
supported by a data system to be accessed may always be
selected, and any incompatibility between the selected
access protocol and the protocol supported by the
client is handled during translation of data to the
client protocol. Portions of data corresponding to
elements of the interface protocol that are supported
by the client protocol are translated, whereas non-
supported interface protocol elements are ignored or
processed according to a default or error processing
scheme.
[0120] Generally speaking, clients often access
servers through proxies. Also, the latency is often
positively correlated to the cardinality of the

collection being accessed (e.g., number of email

messages in the mailbox being accessed). As will be
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to a data access request is particularly advantageous
in these types of scenarios. Even in the absence of

W@ mh/02G06& constraints, a faster response ti neEPENOS2V0EE05474
the user experience at a client by reducing the
wai tti ne between sending a data access request and
receiving a response. [0129] A s described above, the
st of¥49ERD s t8cadeulardngodRFERLATLRE, pohei Rgesent

'”t§5¥@htlgﬂegrkgﬁdégoéﬁd F%EEB%EE éﬁdpEQEhﬂﬁgﬁgotﬁat may

client 1n response to a data access request
pr obecokedngiynehrodubey32o giver eher ablignpokhs théusion

dat 4' " e det ermi ne whet he e .
S oluature Bhaifetapn PeingLfaresSEl AewReLnE nkbgn it
bee@e&EQ&eratE%EeeQ@h@léySEeﬁ£§ky2ﬂéy'sh 'bhlﬁ BRE 100
the last poll, then a new UDIlist is sent to the
clu@ﬁﬁt Tﬁp§n¢um@ﬁéﬁg§élnnng ppithexdarvhidpstbasmaslbox

gel PE% E%b%grﬁggfggggerEﬁgfﬁggggﬁttgnbggtlon

ng i nterval I ni ted at'a access
reqadspntb@éaﬁb;ytgWﬂbstEhapppeokgted tbatcthe small

precedi ng descripti r Iates to view itens" or

P R0 o e bbbt et i 3hotntl| chn BeebEnpeptey to the
aCC%iieh@Qﬂﬁshieﬁaﬁfb%hef@ﬁ€§§8chY1@EB§Bncaﬂﬁﬁeﬁﬁt§

or nodul es-of the protocol interface device 14

ForSégaﬁﬁnéan§uempd§tatac@é@susQQu@§p§r3¢é0?ranslated

desg ggga2%6¥§¥e[g%§%?8géarfpbtgcoﬁxpﬁ? kagéogge’ce

14'anothbereﬁya&hbg@@uaceassdtmehheoﬁataespsbeﬂsoz4'
FOVI es for r educed reggonse time

", .26 ', and
forlQSFFgégetgﬁg °6f 14at a afcBSY PEgGELPs Tﬁ?88§HE9He

pro%@%ﬁklhgte%B@ﬁe ade¥igeatbess' re%u@%teﬂg Qgﬁgﬁbbglgrom a
any o rotocols handled by the front -end

prozﬁlﬁnaul@hsoprthlepﬁcvﬁdédcacd@§90?oléhé ORCRBEEES

neeé g?tﬁo§gsg%n§hé4data Sé?%?ocoﬁzhe cl i %nt 'tﬁgwever

suppor £t e access or &chéenme
assaeai abad vhkhst hecdakangyshenfsra24ystemdband beobeding

accessed, as noted above.
a response to the client might otherwise cause timeouts
for certailn client protocols, and longer than desired
walt times for a user of a client after a request has
been sent. Yet, in accordance with the present aspect
of the invention, certain data may be stored at the
protocol interface device 14’’’ which may be used to
reduce response times.
[0122] More particularly, the protocol engine module
32’’’ polls the data systems 24’'’’, 26’’’ to determine
whether they currently store data items associated with
users that have been configured for access thereof.
Users are configured in the protocol interface device
14’’’ by establishing a user account associated

therewith, for example. Polling is preferably performed

in accordance with a polling interval. The polling
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[0132] A nethod of reducing response tines for data
system access requests using the protoco

w0 niosnt@aedevi ce 14''' is now described wth reCSpEs1004/a5474
FIG 17. Beginning at Block 170, a data access request
is received at Block 171. A determination is then
made, at Bl ock 172, as to whether data pertinent to
t helBaegtaceesayr Buasetefie. praderprmisey pelildedl |y
st or, re.su Sl :ngal: 923 !
R e
cl i edjusaedBbeckdl 8. opbrretinbecsnhdi&dodat arhabsebeen
transmtted to the cILeng or iftno SUCh'gﬁaﬁ has_ been ted
st oPEGITERECHalE BFSEAfPefTogventspgas: wi FcRPPhECHELE
dat ayaceess tequest hal ahesaks.polled, at Bl ock 174.
[013 azAn opti onal step of determ ni ng whether the

pol L8428t a r éBeirpeRONGSr E9pBnBelLoTHOpolhej protocol
dif he,st ore h formedgr /s
%ﬁggﬁ%l %Qﬁ}% 92 d %gbénnﬂﬁg% gng%mPEE Tede

at so, this ans t ere is new data
st oreduanst Hetdatiaespst em( 8 24ast, d26a' iteanddeheifiers
data_ received in response, to the poll, is provided t

he CEPFORER BE BRGOK 78S FierS. BRBodPbeat FaMsr of8dths
thepgatacstornat82race abvBbeckalvy, thuseCepehudiBfls or
the illustrated nmethod (Block 178) . [0134] By way of

exarpPetidarysaccesshspseéntednlymbbRorsohecotdPRgine
gfpgsh%lgfsbhe"gﬁeﬂhboaa VSPSrEPBE'ﬁQmEQyOB @i rtypes

ata storage devices than mail systens, “and ot her
protfot@ud andIacpessischempsthbaprbhoselspeagihecablyle

descri bed above and . sho in the drawings,. [0137
ey Dy e s R B Re P at eRe oA Sk S b ambatag pnuser
co- peadishRgrappkhcaki,ons enti hhed QEQNHMEQQEPONS SYETEM
PROVI DI NG REDUCED ACCESS LATENCY AND RELATED METHODS,

att Yhpey bekeptpuniieEeds 294’ ' cCORRUNI CATEORSNSYSTENF tems,
DR FRITCC0h | NTEEEACE EOfy ML TLEE, CBET 1o
D- 4931 bcNUNEEATE ENSASKYSTEMERON| REMNG EXAENSUBEE for e-
PRCE%EELazgéggLégkgﬁBEE@ggRggo@ygol interface device
14’7’ , For each mailbox query, a mail system returns,
at a minimum, a list of unique identifiers (UIDs)
associated with e-mail messages stored in the mailbox.
[0125] A current UID list is then compared with a
previous UID list for the mailbox in the UID store
92’’’ to determine whether new messagés have been
stored in the mailbox at the mail system. If new
messages are detected, an alert is preferably sent to a
user’s client by the protocol engine module 32’’’ in
cooperation with the front-end proxy module 30’’’ (or
another component of the protocol interface device

14777), and the current UID list including the new

messages 1s stored to the UID store 92777,
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RELATED METHODS, attorney docket nunber D-507;

COVMUNI CATI ONS SYSTEM PROVI DI NG MULTI - LAYERED
WE20DENSIoB E PROTOCOL | NTERFACE AND RELATED METHCDBS2004/005474

attorney docket nunber D-503; COVMUNI CATI ONS SYSTEM

PROVI DI NG EXTENSI BLE PROTOCOL TRANSLATI ON AND

CONFI GURATI ON FEATURES AND RELATED METHODS, attorney

docHEL2&dmber Ope50%; thARIMCOMMORIEBAT GRE2SYSTERF Operations

CPERATING PROT OO "6 BT ONPFEATORES. RND" RECATED. o0 2
METHEDS, satstemsey edpeketliynbberd 488, dohe éntmseare

o GO b ke Posar LA Brear oy FERe hERGEBot,

nmobithe wirbelbess eapruai aati0as 3devircgoi@d0chBabrcaBrbeot
used in the present invention is further described in

t he tBgafiplte BasswRng €R' [ &F eRONEE O Fptectgneyhdata items
devi 0 i.ngl;udes a si 0 e a 0Qor s
andancl o0, b e Dol I RUeRTR-tE n, TEC PR Rk -
a difaplray oreQ0thehipecbtbsopr éheralibyeadeuticegldapht chas a

LCD. O her .types of output devices may alternative
b6 HETFI 8 ATHr SEellP Ry CoohEe. 18005 Sheontarfiogtored at

W t hihe theasheysieas12@0-and2igsrcoypked sRet ween the data
keyboard 1400 and the display 1600. The processing
devisae te860 wesKt Polld efhe operation of the display

160 wel | -as_t rall .ope [ £ th '
dovited2 000, 14 PeeasaeE oo ARG PR P Sty SoBaCEnaE the
keyhoarttid4d) hhet peotsenl pOiy38E wbheuheusng’ 1260@rtmyes

be el ongated vertically, or y take on other sizes
and & ﬁa%é@réﬁngﬁBqﬁﬁétcﬁéﬁ@hgﬁﬁ H&Bs?%@rétggcturggfn.a
The vigeyhoardamy oi-nghwdea nadecgsel eehi,eatkey, rat-94b8r
hardware or software for switching between text entry

and ThélsephiomgdeftPy 1ip0140hich addecicomate thewithin the
processing dg lce 1800, ot er.par%s of the bil e
0

Gevi 2B L r000 510 EilonA SERERat Fear Y™ AeFPEnoHs O THBEe

i nclréd@edting client. This provides a much faster response
time than accessing the data systems 24’’’, 26’’’ when
the request is received, as will be appreciated by
those skilled in the art.
[0128] In the case of a POP client, for example, the
client times out if no response to a request is
received within 30 seconds. Where the POP client is
operating on a mobile wireless communications device,
latency within the wireless communications network can
cause delays that are significant relative to this
limited response time. The faster response time
assoclated with providing a stored UID list in response
to a data access request is particularly advantageous
in these types of scenarios. Even in the absence of
such time constraints, a faster response time enhances

the user experience at a client by reducing the wait
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conmuni cati ons subsystem 1001; a short -range
communi cati ons subsystem 1020; the keyboard 1400 and

wo b@sdeepd ay 1600, al ong with ot her input/out pRET/US2004/005474
devi ces 1060, 1080, 1100 and 1120; as well as nenory
devi ces 1160, 1180 and vari ous ot her device subsystens
1201. The nobile device 1000 is preferably a two -way
RF EbnfuhrEderBnscddingeahdstagaveree apdueataand

co Leatign iLities. In addition, the nobile
decgggé%g%%Spéegggggbééhas the capability to
comiohROat e wAthdeshetbednpoibee, syséenasoved Uhe list is

Internet. [0141] . Operat]jng system software executed by

{ heSHROEaLE! hg Hebhob TRDOCPILbREr SPEBF JoLt oHERN! RS

per st st-ent ushol st sushpasvifedf tash aemeay 146Peshbhse to
may be stored in other types of nenory devices, such

as & Pehid aAFgsAenpEyetROMFhOrPEPRPFAE Sheiagemodule 32777
el e , ddit i Qn,,. 8y r ecifigedevi
appProsersRlI EbLLETruSY RAET ROLLURE) 2RECL 26! €6

| oadedeirnt acawkiether| €hst stereduvhbDasitheisandbihl

access nenory_(RAM 1180. Communi cati ons §igna
recBFFEEabG -t h ﬁg%iFEeﬂév?égeng§eﬁl§B°533585r£geiﬂata
thes§éNE%¥§9;2&0142]2§he'p59ﬁ@§3£H6 d8¥tCB01800tnéN a new
addition to its operating system functions, enables

exellDi dasstf isobewar boappki caipohs TB00ATuIBDEN BAlikey of
devi e 4000 O-PLEdebr M Negdeset oL BRRELEALLOOSHOR!
as dafa an

coni’tol "basi c*devi ce operations, Suc

VOi aeceedntugi ¢at thespd30DAgandtd308B, oraynbeiahstiabl/etdhe
on the device 1000 during manufacture. In addition, a
per §8h7& PREGEFaEPERSAAnager (PIM application may be

i nstahk@d duriipgymRaufactyreccThech! Mbe Pref graBliing
capabl e of organi zi ng and managi ng data itens, such as

e- mdekcréakéndareégtasstovdvéewnaibss”appobmikarsdata

and_task itens. The application.is_al refera
capsstséfrS@H&FEﬁ-aﬁék%éch Fﬁgogagg%ﬁt%ﬁgegﬁargqug5¥s
W r ebespengirveeksé40by Beréer abhponthesPbM sdatialetess the

areprotocol interface device 14'’’. For example, such data
access requests are translated, if necessary, by the
front-end proxy module 30’’’, as described above.
[0131] The protocol interface device 14’’’ thereby
allows access to the data systems 24'’’, 26'’’, and
provides for reduced response times for various types
of data access requests. Through the protocol interface
device 14''’, a client compatible with any of the
protocols handled by the front-end proxy module 3077’
is provided access to one or more of the data systems
247’7, 26''’. The client itself need not support the
access protocol or scheme associated with the data
system(s) 24’''’, 26’’’ to be accessed, as noted above.

[0132] A method of reducing response times for data

system access requests using the protocol interface
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seanl essly integrated, synchronized and updated via

the wireless network 1401 with the device user's
w@orosespsadi ng data itens stored or associ at edP@I/UR2084/005474

host conputer system [0143] Conmunication functions,

i ncluding data and voi ce comuni cations, are perforned

t hrough the communi cati ons subsystem 1001, and

posSEBiFet RR6UGhiBhBOYhEPECTERRGe e SIMTIRPEGEFORE FIG. 17-
SUb%&g&ﬁﬂkn§h§SCBﬂHEﬁ'99b5OQSd§HQS¥§E8§519QéubQE'ngs

a recéiver 1500, a transmtter 1520, and one or nore

ant espas véb46taBdlots6071l. nAaddicermnnathen is then made, at

i cati 1001 al so i nclud
D O BLO5 kg T a8k e COSHER Lhe TalarG: PR CSPORG! tr bigsSaFe
(DSBbcéégomegaeskogaLeo§cblb@boaiseycﬁk 1603117h8tored.

speci fic design and inplenentation of the
conWhfir€asiiohs d3tiBs}st ém 2002Chd gEpBRIERL ' (lpoRhERethe

POWEEB&%thQQE het E%ihgdwﬁbc@h%h§e&BQE£gnge¥gESn%009t
is inténded to Opefate. For "exanpl e, “a nobi Fe devicé
1008loey a6l udétarcohnmusiccatdodstaubhaysbeanl10@Binsmitted

desi gned to_operate wi.th the bitex(tm,. Data TAG tm
or négélc%éEREr REdir6 B8r $PE ?égﬁs aRoBFFB BEPgéd' the
conmpurizcatiens (8¢t parks, agdsal s destgnedet 8a@RCRAEESS

with any of a variety o? voi ce communi cati ons
net WeAKS S tsuehakssARPSPotbRE, ebMVRlopESLI7&sM et c.

and 10APEr ot o™ Doy BME3" BEEE, BE YBHERmi H2hH REBERRL ene
devipo@ 12d00Qaf@l44Lclebdotik aeeesaseequi pepeillsivadyfferent

dependi ng._upon the type of copmunjcation syste For
exaéﬁp@,%Pﬁ FRETRELARER BAY PEFATARE H@F&BF&%? g%bEEQCk

devihges areshegipteradags thatnehweekiyshag 8avBi ¥8red on
personal identification nunber or PIN associated with
eaclthgedite. syRtERRS) n@dhdrl ks26hovevand heewdpkaageessved

5SSO e P! bR LR UBER, A

nodeleckcameonlry def elkedlbeaadyasSbiedatid, the dader store

to %ggcgtea%nB?ogiR§79?t%%BE'concluding the illustrated
method (Block 178).
[0134] By way of example, data access systems and
methods according to aspects of the invention may be
applied to other types of data storage devices than
mail systems, and other protocels and access schemes
than those specifically described above and shown in
the drawings.
[0137] Additional features of the invention may be
found in co-pending applications entitled
COMMUNICATIONS SYSTEM PROVIDING REDUCED ACCESS LATENCY
AND RELATED METHODS, attorney docket number ID-494;
COMMUNICATIONS SYSTEM INCLUDING PROTOCOL INTERFACE FOR
MULTIPLE OPERATING PROTOCOLS AND RELATED METHODS,

attorney docket number ID-493; COMMUNICATIONS SYSTEM

43



[0145] When required network registration or

activation procedures have been conpl eted, the nobile
wa@lewsoz0039D00 nmay send and recei ve comruni cat i OPGT/US2004/005474

signal s over the comunication network 1401. Signals

received fromthe conmunicati ons network 1401 by the

antenna 1540 are routed to the receiver 1500, which

pr oVRE¥SDENF EXGRNFLEHEI PRPEAEPENTRANEHDEREY HBARURES AND
CO”&gFiTEB ubrhbBE, ! gtggﬁegehoéﬁFECLhmﬂeIEE8-522a|0

ma SO provi ana igrtal conversion.
-tOCOMMQNEﬁATE@NBeBgsmﬁMoﬁRohéDEEGeMUBmISLQEEREEIIoms

o R s s T S T

Si”bk@brﬂégnébckétgﬁﬁhﬁekoIDESUBQHQGMMUQQCAQIbNS SYSTEM
network 1401 are processed (e.g. nodul ated and

enc8BEYY DBYCt RETDEPIBEB0PRAUCGPE TRENSPREVPHedNPo t he
tra@%ﬁ%&&%kA%?%ﬁ E%hTHhﬂbtﬁPPtREﬂﬂ%bBQMEQB88§S'8€tor8ey

equency up conversi on rcafion an
traﬂsak53|ﬁnmbertme BOQHUBhdaCDMMUNECRmE®N$4BYS¢HM

morksh via_the antenna_1560 b0146% In addition. to
proéBQQP &NéoﬁﬁBHPEQP|6HEE§FéﬁE| EViLE PRPV{BgHC ENHANCED

provpeRATIRE eaptrbebrokriReTreserraruRb80ARRARERRTED
transmtter 1520. For exanple, gains applied to

conﬁﬁﬁﬁ@aﬁuoﬁ§tgtgﬁﬁl§Ophethéumb@élﬁﬁr1860 th@ entire
L1 ansaLb bl 1820y e adantLyely eanLLobledobntougt, by

aut OM&tT ¢ garn co ori't ns i mplre

DSPr25808enk0147] In a data comuni cati ons node, a

recei ved signal, such as a text message or web page
downl oad, is processed by the communicati ons subsystem
1001 and is input to the prasagarrg device 1800. The
received signal is then further processed by the
prod@38Bhg dedhcexeBoOafryr handobepdt mpbithewdirepray

1000, aLbea0aLT ¥ELY Lo1aRRe QLbeL puALl Loty 1 Oune

npose
i t epgessdehiaseamibh HESSageﬁeruabBgr&bedkiﬁb@ﬁédeiéﬁ@le

andégaoaoggth reference to FIG. 18. The device 1000
includes a housing 1200, a keyboard 1400 and an output
device 1600. The output device shown is a display 1600,
which is preferably a full graphic LCD. Other types of
output devices may alternatively be utilized. A
processing device 1800 is contained within the housing
1200 and is coupled between the keyboard 1400 and the
display 1600. The processing device 1800 controls the
operation of the display 1600, as well as the overall
operation of the mobile device 1000, in response to
actuation of keys on the keyboard 1400 by the user.
[0139] The housing 1200 may be elongated vertically,

or may take on other sizes and shapes (including

clamshell housing structures). The keyboard may include
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ot her auxiliary 1/0O device 1060, such as a touchpad, a
rocker switch, a thunb -wheel, or sone other type of

WO p@an2was/i ce. The conposed data itens may thePCDES2004/005474
transm tted over the comunications network 1401 via
t he conmuni cati ons subsystem 1001. [0148] In a voice
conmuni cati ons node, overall operation of the device
i s suBSHEantraRFyiaNnkeYr 5 PhecHabardvaranPEatpbhgare for

modg LEERERE bhakeLaoelyed §£9?35§d3£818g58H& LReBy.
speaﬂer , and signal s for fransmssion afe
gengpagedl by annaddophonetd120e prveemainygedewvice 1800,

audi p. I/ O supbsyste such_as.a voic ssage
FecPuPRoPahbe) St e By Sal o RE! Pt eiBnced sAcHPe
devieBeh@00cal Dyaddi Fian, 18herHesp! a-1688 gmy al so be
utilized in voice comunications node, for exanple to

di spregupheatdensi eybeysheral PPhy papb9rtrrendaration

pf éoﬁﬁPﬁfcge#hnsO%uBEQQEeMOiSEOQakherEE?ESQrd 400 and

i nformati on. e short~-range comuni cations subsystem
enabhesdtepiupi ta0Dpnabehyeenthhethebi iepdeybuept®0Qevices

and er _ proxi syst or devi ces, which need not
nectdsdr i 1heBe TERf SFaaETRedeeSir  SRanpre o HoTRbRES
-rangeoConneoi 6aki 9ASisUBSYShem ABY i LACkUHEy8Rems 1201.
i nfrared devi ce and associated circuits and

conpbaenpbiler davisrgel 88Phienpredatahirasi 6HS-HOHURE
to provide for ni. cat i WLt i | y_zenabl ed
EAYSGEELoR a0t £R1 8P Dotk LAk Yo

systens an no I cafrons and
ot hebmeuhodbiebhs ehkphbelitventi on wdblitdonp thethebile

m nd of one_skilled in the art havin he .benefit of
t hede¥atRi A890pPESERFERR Vnhﬁﬁetgﬁrgagﬁﬁéiaggc Ppti ons

and bRguassaskaledndpantRgsenpieE el Quetehk P§a_the

understood that the invention is not ' to be limted to
t heIspechtie enbodi nents di scl osed, and that

O 538, ono RS SRSULURILR, Bt laentedchchooy oo
processing device 1800 is preferably stored in a
persistent store, such as the flash memory 1160, but
may be stored in other types of memory devices, such as
a read only memory (ROM) or similar storage element. In
addition, system software, specific device
applications, or parts thereof, may be temporarily
loaded into a volatile store, such as the random access
memory (RAM) 1180. Communications signals received by
the mobile device may also be stored in the RAM 1180.
[0142] The processing device 1800, in addition to
its operating system functions, enables execution of
software applications 1300A-1300N on the device 1000. A
predetermined set of applications that control basic
device operations, such as data and voice

communications 1300A and 1300B, may be installed on the

device 1000 during manufacture. In addition, a personal
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Conput er Program Listings Program Listing #1 -
Exenpl ary Aut henti cati on Request PROPFI ND / ups

wWOa0R020038 Depth: O Brief: t Pragma: no-cache PCT/US2004/005474
Content - Type: text/xm XJJPJ OGN
svr =l ogi n. oscar. aol . com&prt =5190&ss| =0&pcol =aol &ui d=**
*rEx&owe| = *FF*r*x gpwp= X_UP_SYNC: fal se _
X_UPnRerresiceatpEadesr ¢81X) JappNEpebion neyepeadBatal led

Mozi . il e; 5.5; W
Conneetr ont R T e Fostt Tobai Rost tapge) cpdble of
Contegtnliengphan@6hanagihgvdrshontehsQ" 8xckDapr ephand,

xm ns: D= DAV:" : . .
xn1ﬁé?ﬁEdﬁFtSVFF§éheN8§Fﬁi@Pb%éft?EBRFHBPﬁBFF/"and task
xm pgcher” whe: sehieapelhtbpABhl i's also preferably capable
xm ns: up="urn: schemas: cor p: uni ver sal proxy" > <D. prop>

<hnréoreadisp>arAniregréidan sathniteupnaipa>a wireless
Shmheelesto 1 a0R | Bhaxer phi OUhDO¥rE ShMLSeRdrRILz.
tedi fens/> <hm t'sr>

<hm'sentitens/><hm dele raf
<hneesgfiiekdérr dateyratprcosparatreaantdctali>updated via the

<h:g§§ggggg>négﬁgkgl346&D§9E8p%he device user's
corresponding data items stored or associated with a
host computer system.
[0143] Communication functions, including data and
volce communications, are performed through the
communications subsystem 1001, and possibly through the
short-range communications subsystem. The
communications subsystem 1001 includes a receiver 1500,
a transmitter 1520, and one or more antennas 1540 and
1560. In addition, the communications subsystem 1001
also includes a processing module, such as a digital
signal processor (DSP) 1580, and local oscillators
(LOs) 1601. The specific design and implementation of
the communications subsystem 1001 is dependent upon the
communications network in which the mobile device 1000
is intended to operate. For example, a mobile device
1000 may include a communications subsystem 1001
designed to operate with the Mobitex™, Data TAC™ or
General Packet Radio Service (GPRS) mobile data
communications networks, and also designed to operate
with any of a variety of voice communications networks,
such as AMPS, TDMA, CDMA, PCS, GSM, etc. Other types of
data and voice networks, both separate and integrated,

may also be utilized with the mobile device 1000.
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</D: propfind> HITP/ 1.1 207 Multi-Status Set- Cooki e:

JSESSI ONI D=C70CD1AED7D2BE210B34D93F7ACD6935; Pat h=/ ups
w@emwsemo3sType: text/xm Transfer-Encodi ng: chuP&BtS2004/005474

Date: Wed, 06 Aug 2003 18:20: 28 GMI Server: Apache

Coyote/ 1. <?xm version="1.0" encodi ng="UTF-8""?>

<D: mul tistatus xm ns: D= DAV:" , .

xnl A91443" ur nNeEHeKEs 2E6FFEURPUBLE8MBRERY Yk Agperding

Ur”hg%ﬁe%ﬁéi%gh%”@?ré%mﬁﬂhﬂééﬁfbn system. For example, in
urn: Schemas: contacts:
xm nsenMobnselemashDaprEAL ket womke, nschédas daviheadete

r: <Dire

“D: RESLSRECEY PRoEAFhBEt Y8BE0RaBE<FO RiGRe Personal

<B:ae&&&ﬁ@ﬁaaf@bﬁtahmgéHTgE/@Iﬁ 3990HKstPystiatdssach
<D: prop> .
<hnfeiiber>htnp GPREoB&ENeEKS90BOFEFSE Y NBORWRQEKNRFABER>1S

<hm.scndsozhl (Bl LogakhestpePeRLuRsLACk Ml hoFuB S2
N <[hm sendnhnsg>
<hnGgast deetsehthprefbaealkbqat +r8686/ epbsBSenber identity

| tens/</hm sentit

> s
<hnTRESREY dEPFBEPLHT EBEPFFEEal Ro2f: 3088MupEFSs niTneEies to

| depbeebke<bR: Br @Prs<hPLRBERSt at > </ D:response>
</D:nultistatus> Program Listing #2 - Exenpl ary | nbox

Requi83#5Quer y "Rehdepaaapadi hetesk REQUESTatOPT| OKS

[ UpS/ENRCKS HTTELL, VST 0BT MOEELL AL, cne monile

(conpati nneét i on:
KeepeAliicee 1808t malyoeahHoahd9080eCoekicemmunications signals

JSESS! O p=CTOCDLAEDpEOEZ10BI4DASEAACTORI 1 . +ocosved

from the communications network 1401 by the antenna
1540 are routed to the receiver 1500, which provides
for signal amplification, frequency down conversion,
filtering, channel selection, etc., and may also
provide analog to digital conversion. Analog-to-digital
conversion of the received signal allows the DSP 1580
to perform more complex communications functions, such
as demodulation and decoding. In a similar manner,
signals to be transmitted to the network 1401 are
processed (e.g. modulated and encoded) by the DSP 1580
and are then provided to the transmitter 1520 for
digital to analog conversion, frequency up conversion,
filtering, amplification and transmission to the
communication network 1401 (or networks) via the
antenna 1560.

[0146] In addition to processing communications
signals, the DSP 1580 provides for control of the
receiver 1500 and the transmitter 1520. For example,

gains applied to communications signals in the receiver
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HTTP/ 1.1 200 K all ow. OPTIONS, PROPFIND, MOVE, DELETE,
BDELETE, BMOVE, SEARCH dasl

WON080S®BR MBS : cor p: uni ver sal proxy: basi csear ch>PCT/US2004/005474
Content-Type: text/plain Content-Length: O Date: Wed,
06 Aug 2003 18:20:28 GMI Server: Apache Coyote/l.Li st
messages in | NBOX:  REQUEST:. PROPFI ND / ups/ | NBOX/
HTTEPY01aRANGEaN PBHEESE 245 PRPTRY BEnBRostL ER] Bf coptrolled

Pra t T X
O Rer R R Bt BT BB hE by SOty ojgppemented

(compathbl BSPMBBE05. 5: W ndows NT 5.0) Connecti on:

Kee | host : 9080_Cooki e

Sebefenl B-crBecn AP Lo BEs oA PSSR IACHRYSs 2 received
ConkeghalbenghiBh §86a<P¥ft MEE54§8=0%. AEBpsbtpaERALBEd, is
xm ns: D= DAV: "xm ns: hne"ur n: schemas: ht t pnai

Xn1ﬁg0ﬁ§sgﬁﬁsgﬁeﬁﬁg ﬁammﬁgagéplons subsystem 1001 and is
xm Elﬁ %Eder 599 ﬁ{r%g 7@.‘ BH0X¥ng £ cQ!H?QE

<D: Ui 8 S <hm T ead
<hmsl:hgsaﬂ_t as hmasn/ ﬁughher npnbtasseﬂ>bynt}he opt@cessing

<"‘é%9£eCt soo”¥g§t§£>oéggu£39 e dlsplay 1600, or
alternatively to some other auxiliary I/O device 1060.
A device user may also compose data items, such as e-
mail messages, using the keyboard 1400 and/or some
other auxiliary I/O device 1060, such as a touchpad, a
rocker switch, a thumb-wheel, or some other type of
input device. The composed data items may then be
transmitted over the communications network 1401 via
the communications subsystem 1001.
[0148] In a volce communications mode, overall
operation of the device is substantially similar to the
data communications mode, except that received signals
are output to a speaker 1100, and signals for
transmission are generated by a microphone 1120.
Alternative voice or audio I/0O subsystems, such as a
voice message recording subsystem, may also be
implemented on the device 1000. In addition, the
display 1600 may also be utilized in voice
communications mode, for example to display the
identity of a calling party, the duration of a voice
call, or other voice call related information.
The short-range communications subsystem enables
communication between the mobile device 1000 and other
proximate systems or devices, which need not

necessarily be similar devices. For example, the short-
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<D: get content | engt h/ > <D: cont ent cl ass/ > </ D: pr op>

</ D: propfind> RESPONSE: HTTP/ 1.1 207 Multi-Status
w@ovseeo3Range: rows 0-8; total =9 Cont ent - TypePCT/US2004/005474

text/xm Transfer-Encodi ng: chunked Date: Wed, 06 Aug

2003 18:20:28 GV Server: Apache Coyote/1l. <?xm

version="1.0" encodi ng="UTF-8"?> <D:nul tistatus |
xml genpe pAayunications subsystem may include an infrared

xm BSvYRE’ AR SeleRRsLear B UBLYEEShRT B¥kponents, or a
xm ns: c="um schenmas: cal endar : "

xnl Bdratborh™schemasicentiapssmbdule to provide for

xm ns: hne"um schenas: httpnail @ "

Xl HETRERG AL CREHA ThaPReAga;Yrgnabled systens and

<D: gertenkrange>0- 8</ D: cont ent range> <D: response>

<D: href>http:/ /1 ocal host: 9080/ ups/ | NBOX/ 6623963;

1</ DORBEA> <DMprypBPdfsieptipasussATyPheriephgdiments of

K<L D..st <D prep> . . .
B L
<D: ithkokder h@«ibyi $hel denefibD. bshtddehz®shbngshpddernted
<hm,r ead>0</ hm r ead> . .
<hn%ﬁa§gﬁt§8ﬁﬁ8ﬁ%§€KPﬁﬁFﬁéE£%PEéhﬁEﬂtEQﬁnF?ﬁﬁSFF5ﬁ8e>1
</ he-bpagkangazreibire9MebMaik Bakbyet¥oSubayst eardl t;
MAI LER- DAEMON@aol . comp</ m from> <m subj ect >Ret ur ned
mai RnVesElonnkRonwak/ fPskbj éémsted to the specific
Cup EERTdPasScaiEiend, otg That Maitications and
<D: gabodiimentkength:824WdED: geot bentienihdadt hkthin the
<D: cont ent %I %gsmr n. cont en%L-acI asses: nessage</ D: cont ent

Y

cl aS§9Pg/ B pFBF>2RPRPRFGpSLafns -

Computer Program Listings

Program Listing #1 - Exemplary Authentication Request

PROPFIND /ups HTTP/1.1

Depth: 0

Brief: t

Pragma: no-cache

Content-Type: text/xml

X_UP_LOGIN:
svr=login.oscar.aol.com&prt=51908&ssi=0&pcol=aol&uid="*****& pwd="*****&pwp=

X_UP_SYNC: false

X_UP_REFRESH_CACHE: force

X_UP_NEWCON: 1

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)

Connection: Keep-Alive

Host: localhost: 9080

Content-Length: 664

<?xml version="1.0"?>

<D:propfind xmins:D="DAV:" xmins:h="http://schemas.microsoft.com/hotmail/"
xmins:hm="urn:schemas:httpmail:" xmiIns:up="urn:schemas:corp:universalproxy" >
<D:prop>

<hm:contacts/>
<hm:calendar/>
<hm:journal/>
<hm:notes/>
<hm:inbox/>
<hm:outbox/>
<hm:sendmsg/>
<hm:sentitems/>
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</ D. response> <D: response>

<D: href>http://1 ocal host: 9080/ ups/ | NBOX/ 6623954,
WEe@Osk2ew@ss> <D: propstat> <D: stat us>HTTP/ 1. 1 200PCT/US2004/005474

K</ D: st at us> <D: prop> <D: ui d>51073b22a28c28201

5bc80d42e8c6ec</ D: ui d> <D:i sfol der >0</D: i sf ol der >

<D: i shi dden>0</ D: i shi dden> <hm r ead>1</ hm r ead>

<hm ha @t REPY>0</ hm hasat t achment >

<hm i OO%" hm i mportance>
<m frql no. conx/ m fronm> <m subj ect >Re:
Test #LE%% Sy en errpl at e</ m subj ect >

<m datg3g@03- 08- 05T23: 10: 30Z</ m dat e>
<up: kmﬂ;ﬁb;&t ed>0</ up: i sdel et ed>
<D: gitmapiihent | engt h>1577</ D: get cont ent | engt h>
<D: cont ent cl ass>ur n: cont ent - cl asses: nessage</ D: cont ent
cI aklé‘fﬁP/Q:ﬂQO Mo|sStatyeD; ropst at > </ D:.response>
gig(g@hlg ESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935; Path=/ups

P i@¢*ﬂc ost 9080/ ups/ | NBOX/ 6623926;
m<g§v§§F

zg%,\ﬁ at us>HTTP/ 1.1 200
<D Ur dob c%?ﬁ cei 1320f9fa746f797e64b</D ui d>
<D: kshlain= 9 Bicb@hglders?><D: i shi dden>0</ D: i shi dden>
<hnkp&alistdsd hm r eaghins:D="DAV:" xmins:up="urn:schemas:corp:universalproxy"
<hnxhiasat irastherastcal@rdan™ hasat t achnent >  xmins:a="urn:schemas:contacts:"
<h m«hln:ptqyn:t"gm eeherheay: Mniaiﬁ‘ggﬁsar-fbewchemas mailheader:">
<m f rBmspYRers i t h@eno. conk/ m fron> <m subj ect >Re:

XXX F\/\DD hegd>hitpaldqoginest RO /s Y- href>

D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<hm:inbox>http://localhost: 9080/ups/INBOX/</hm:inbox>

<hm:sendmsg>http:/flocalhost:2080/ups/AOL_MAIL_SUBMISSION_URL/</hm:sendmsg>
<hm:sentitems>http://localhost;9080/ups/Sent Items/</hm:sentitems>
<hm:msgfolderroot>http://localhost; 8080/ups/</hm:msgfolderroot>
</D:prop>
</D:propstat>
</D:response>
</D:multistatus>

Program Listing #2 - Exemplary Inbox Request

Query Folder Capabilities:

REQUEST:

OPTIONS /ups/INBOX/ HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost:9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 0

RESPONSE:

HTTP/1.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl: <urn:schemas:corp:universalproxy:basicsearch>

Content-Type: text/plain

Content-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0
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<m dat e>2003- 08- 05T23: 07: 8Z</ m dat e> <up: i sdel et ed>
</ up: i sdel et ed>
wamogerwant ent | engt h>1927</ D: get cont ent | engt h>PCT/US2004/005474
<D: cont ent cl ass>ur n: cont ent - cl asses: nessage</ D: cont ent
cl ass> </ D:. prop> </ D: propstat > </ D:.response>
<D: response>
<D: hisleesseqss:in INBO&al host : 9080/ ups/ | NBOX/ 6623922;
?EEb%E> <D: propstat> <D:status>HTTP/ 1.1 200
biR:

K/
9[(;!7&5% %@gﬁé@gﬁg&@&iaeaﬂc09be5021</ D: ui d>

<D: pshin! A</ D: i sfol der> <D: i shi dden>0</ D: i shi dden>
<hmefigiald>1</ hm r ead><hm hasat t achnent >O</ hm hasatt achm
ent Praghal noagaehd ance>1</ hm i nport ance>

<m CoatantTypersext/trrhi@eno. conk/ m fron> <m subj ect >Re:

xx X RVBP_ReFREBHS EAGHIE ferseibj ect > ‘

<m YaereznioNoniRamronpaigleaMBE 1 Vijadows NT 5.0)

<upCPt' { 5.0 ¥®ip: i sdel et ed>

0 SR blasiathst el panlonkiRuly
-68#@&- RSggUrn: content-crasses nessage</ D cont ent

cl ass> </ rop> </ D:. propstat> </D:. response>

<D. keFRQBSRR="1.0"?>

<D: kRpgiopiind kiiné: DEDR&T! kAR HinPOB0éHEdsIhtiet 03 RL frh:schemas:mailheader:"

xmbs:0p:"trmaéremaBcep.opedrslproxy®; st at us>HTTP/ 1. 1 200
OK</ BPgraprus> <D:. prop> <D:. ui d>55bc30adf b4f b66f 3d1
b4 16c®MYOK/ D: ui d> <D: i sf ol der >0</ D: i sf ol der >
<D: i sHiRH¥eRgG</ D: i shi dden>

<D:ishidden/>
<hm:read/>
<hm:hasattachment/>
<hm:importance/>
<m:from/>
<m:subject/>
<m:date/>
<up:isdeleted/>
<D:getcontentiength/>
<D:contentclass/>
</D:prop>
</D:propfind>

RESPONSE:

HTTP/1.1 207 Multi-Status
Content-Range: rows 0-8; total=9
Content-Type: text/xml
Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyote/1.0

<?xml version="1.0" encoding="UTF-8"?>
<D:multistatus xmins:D="DAV:" xmins:up="urmn:schemas:corp:universalproxy"
xmins:c="um:schemas:calendar" xmins:a="urn:schemas:contacts:" xmins:hm="urmn:schemas:httpmail."
xmins:m="urn:schemas:mailheader:">
<D:contentrange>0-8</D:contenirange>
<D:response> '
<D:href>http:/localhost:2080/ups/INBOX/6623963;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>3ac59b38c08ad3356435efea144660e3</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
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<hm read>1</ hm r ead>
<hm hasat t achnent >1</ hm hasat t achnent >
wWoehevsiomoas t ance>1</ hm i nportance> PCT/US2004/005474
<m fronprj ohnsm t h@eno. conx/ m f ronm> <m subj ect >xxxFWD:
Re: Test#1</ m subj ect >
<m dat €>2003- 08- 05723: 05: 27Z</ m dat e>

<up: | sde‘fr@'g%f . eﬁ.ﬁ'h Bpetanees _
<o g co ST U e e e oo
<D: cont e :git GAlR &l %gah'g.q 54 %g%gs: 'rreésage</ D: cont ent
class> </ Siéﬂ%@fé&&j&%i&ﬁ%@ at> '</D:.response>

<D: r espo&p@atcontentlength>3247</D:getcontentlength>

<D: hr ef > ¢dptehiclaesatmstieniHE0édrnsdsh ARt e

K/ D: hr efDpreps propst at > <D: stat us>HTTP/ 1.1 200

K</ D<f2:propsat> <D; pr op>

<D: urPeat24a06f 8e849754f 90f e6dc8bf 4f </ D: ui d>

<D: | sP5eWERSSB</ D: i sf ol der > <D: i shi dden>0</ D: i shi dden>
< d‘gqf%htiqﬁlllchla%%%/ups/lNBOX/6623954;1<ID:href>

<}): Tal>
<hm ha gﬂ?@?ﬂ’i% >Q5) %rl&nfgfa%sgachnent >
rgfice>1</hm'r nportance> _
<m f r onPLORBSITbF IEBLLRDe6 H1M5hdB0hA RBEs T DRI ect >Re:
Test #1-4:kmlder-04biigeer>
<m dat e>ANRdEB>057:ABidbh>317</ m dat e>
<up: i sdetreteddQ</hmoeadsdel et ed>
<D: get cotiteheskitacgmentiPgBxhdsat@hwentt ent i engt h>
<D: cont eﬁlnblmsgjaﬂeﬂﬂé@mﬂ@ﬁ@ﬁagznﬁzs es: message</ D: contentc
s> < e e A e topialSTRENSE
<D: respons te52003-08-05T23:10: )
<D: hr et >HFEHS (Jé@%@%ﬁ’ﬁ G0 IOBUTERET 1 NBOX 6623909;
K/'D: hr ef ﬁ):getcontentlength>1 577</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623926;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>b072c3748ceff1320f9fa746f797e64b</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: xxxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:07:18Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1927</D:getcontentlength>
<D:contentclass>urn.content-classes:message</D:conteniclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623922;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>11f1c8e69555d3397 1aea12c09be5021</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
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<D: propstat> <D:status>HTTP/ 1.1 200 OK</D: st at us>
<D: prop>
weD0gHziede 79a3593253f f b9596bf 9d86873f 498</ D: ui BICT/US2004/005474
<D: i sf ol der>0</ D: i sf ol der >
<D: i shi dden>0</ D: i shi dden><hm r ead>1</ hm r ead>
<hm hasat t achment >O</ hm hasatt achment >
<hm i rrpo‘rhﬂ'aﬁ‘?éé@fm T3P rasalircement
g 'H’Qﬂﬁtet“ﬁ Pﬁ@”fﬁﬁ o> <m subj ect >Re:
emo com</m

rom>

L

<up: i sdeiL@ts% RISFL A kat.ed> <D: get cont ent | engt h>1
241</ D: gﬂj%@ﬁﬂlén@!ﬂgiéBB#B%efdaﬁtbﬁﬂéh@thﬁSS>Ur n:conte
pt - cl assameomenRRgSUI TR xRk ed BeSage</ e Pradiiass>

</ D: pr o3p@b> </ D. response> <D:.response>

<D: hr efBspropstat? / | ocal host : 9080/ ups/ | NBOX/ 6605332;

1</ DS@@%%S%@ propstat> <D: stat us>HTTP/ 1.1 200

OK</

b ot SO B BN YRR SRR o

<D:i sf %ﬁg 1)1 b U SRS hi dden>O</ D: i shi dden>

<hmre

<hm has atf}: g yEB¥oada4ihaBrdua sstist &ebpmAL/b:uid>

<hm i npo¢:RRrIBEIgbMIbspPOr t ance>

<m f r onr><cishitdede@ubishig@oel . conk/ m fr one

<m subj edgtm=Sedurintyreddrt i ce to AOL Menber s</ m subj ect >
<m dat e>00BsaRchna3tGon Esatdgvmgalt e >

<up: | sde‘fr@t Epsitsnr ‘(@H'QIP%%‘G%>

<D: get cofft’ il At nt | engt h>
:tg] -o IO%E@ rab msssage</D cont ent

<D: cont e
class> <up.lsdeleted>0</up.lsdeleted>
<D:getcontentlength>3254</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:conteniclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http:/flocalhost:9080/ups/INBOX/6623910;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>07cdf24a06f8e849754i90fe6dc8bf4f</D:uid>
<D:isfolder>0</D:isfolder>
<[:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1-All</m:subject>
<m:date>2003-08-05T23:04:31Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1258</D:getcontentiength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost;:9080/ups/INBOX/6623909;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>0e79a3593253ffb9596bf9d86873f498</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
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</ D: prop> </ D: propstat > </ D:response> <D: response>

<D: href>http://1 ocal host: 9080/ ups/ | NBOX/ 6567082;
WEe@Osk2ew@ss> <D: propstat> <D: stat us>HTTP/ 1. 1 200PCT/US2004/005474

OK</ D: st at us> <D: pr op>

<D: ui d>f 47b72c8c1aa91458f 40f 81f ce3b5e05</ D: ui d>

<D: i sf ol der>0</ D i sf ol der> <D: i shi dden>0</ D: i shi dden>

<hm r eadS:ER grfsad>
<hm hasa W‘h@'?ﬁ?é‘f? 7‘?1?4?'?@ FhERHENt >
<hi | po; &%ﬁfm
<m fr om>@hq fronp

<m subj e@‘.ﬁa&@mcwoﬁems oﬁ%zamfaa@t i m zed</ m subj ect >

<m dat e>2RGsHeRiEd20Idlisddsteti2Z</ m dat e>

<up: i sdetegactnienfiangth>$he ket getbantentlength>

<D: get c ot emtdnisiags- il GdkpPidldssgemessag ey taagtidiass>

<D: cont¥ppwbass>um cont ent - cl asses: message</ D. cont ent c
| ass> <@B°B$"@ib> </ D: propst at > </ D: response>

</ D 'teF’%"tné? us> Program Listing #3 - Exenpl ary Fol der

S EST: OPTI ONS
/ ES;C >h //&%%Ho R'gbéotupsméo%/%o%g&o‘ §Eco|irr§at i bl e;
MBI E 5. %5 &qiﬁ*l"ﬁmNTzo@ SR59Rnect i on: Keep- Alive Host:

| ocal hogs: pr&®80 Cooki e:

JSESSI mmm%m&m&%&smmss
Cont ent - {[isfytder>0€/DRESERINSE: HTTP/ 1.1 200 K
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>aclmbrsecurity@aol.com</m:from>
<m:subject>Security Notice to AOL Members</m:subject>
<m:date>2003-08-01723:00:58Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentiength>5137</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:.response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6567082;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>f47b72c8c12a91458f40181fce3b5e05</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>aoclmemberinfo@aol.com</m:from>
<m:subject>Coming Soon - AOL 9.0 Optimized</m:subject>
<m:date>2003-07-25T21:15:22Z7</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>10012</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:conientclass>
</D:prop>
</D:propstat>
</D:response>
</D:multistatus>

Program Listing #3 - Exemplary Folder Search Request

Capabilities of folder:
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al l ow. OPTIONS, PROPFIND, MOVE, DELETE, BDELETE,
BMOVE, SEARCH dasl :

WON080S®BR MBS : cor p: uni ver sal proxy: basi csear ch>PCT/US2004/005474
Content-Type: text/plain Content-Length: O Date: Wed,
06 Aug 2003 18:20:28 GWI Server: Apache Coyote/1 .0
Search for fol ders: REQUEST: SEARCH /ups HITP/ 1.1
Dep Tlor éjef: t Pragnma: no-cache

xm r= 1t
( COAR 9@?&%1?%%@5%'% Néofsadﬁectl on:
Keepo;%\te Bg [ocal host: 9080 Cooki e:
J SE@&@WM@ME@H@?&%&@@%A B8ORS 35
ConteméntiLemgi:lo: 922 <?xm verS| on="1.0"?>
<D: sear chr equest xm ns: D=" DAV:
xnl RESPGNSEN: schemas: cor p: uni versal pr oxy" >
<t HaER/t4289 K> <D: sel ect > <D ><D: ui d/ ></ D: pro
%W QEB%F%QFE'N%MPVEI% ga ELETE, BMOVE, SEAR H

B‘?'jc'aﬁ WW@VSgQVo@’ D sel ect > <D: fronp
g’gien %?I url </ D: href> <D dept h>1</ D: dept h>
</ DD%%SE 566%% S0 \heF > <D:eq>

Server: Apache Coyotel1 0

Search for folders:

REQUEST:

SEARCH /ups HTTP/1.1

Depth: 1,noroot

Brief. t

Pragma: no-cache

Content-Type: text/xml

User-Agent; Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost: 9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 922

<?xml version="1.0"?>
<D:searchrequest xmins:D="DAV:" xmins:t="urn:schemas:corp:universalproxy">
<t:basicsearch>
<D:select>
<D:prop><D:uid/></D:prop>
<D:prop><D:contentclass/></D:prop>
<D:prop><D:displayname/></D:prop>
</D:select>
<D:from>
<D:scope>
<D:href>url</D:href>
<D:depth>1</D:depth>
</D:scope>
</D:from>
<D:where>
<D:.eqg>
<D:prop><D:contentclass/></D:prop>
<D:literal>urn:content-classes:mailfolder</D:literal>
</D.eq>
</D:where>
</t:basicsearch>
</D:searchrequest>

RESPONSE:

HTTP/1.1 207 Multi-Status
Content-Type: text/xml
Transfer-Encoding: chunked
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<D: pr op><D: cont ent cl ass/ ></ D. pr op>
<D:literal >urn:content-classes: nailfolder</D:literal >
WO 2@smeepe3s</ D wher e> </t : basi csearch> </ D: sear CPCEUS®84/005474
RESPONSE: HTTP/ 1.1 207 Multi-Status Content-Type:
text/xm Transfer- Encodi ng: chunkedDate: Wed, 06 Aug
2003 18 20: 28 GMI _Ser ver: ache Coyote/ 1. <?xnl

ver g?@ ngecoy %Qf%sr?g?'zs 8" ?> <D:nul ti status

Xm RS rh RErsidhy %%H%Haﬁ ?ﬁp@"’w' versal proxy”

m Qs: nﬁmsté{[@ schenmpspalpgndar xmins:up="urn:schemas:corp:universalproxy"
xﬁﬁlﬂé 88urRschbhis @RRGHBSHIREA! @6 E&emas :contacts:" xmins:hm="urn:schemas:httpmail."
XIS umnsehaniag:naiHagden's: ht t pmai | :

xm nsDmesbunge>schemas: mai | headen” > <D: response>
<D hr MQmepl/ﬂdCdeﬂt ROV UPSDEBPXpBLHrBOX/ </ D: hr ef >

oprepstatxD: st at us>HTTP/ 1. 1 200 OK</ D: st at us>
r op <D status>HTTP/1.1 200 OK</D:status>

2l T
d

d cor%erqar </ D: cont
ent cl ass@ : qe i splraynane
</Dp propst at> </D:résponse> <D response>

<D: hr &ﬁ? bdiatt/ | ocal host : 9080/ ups/ VO CE- MAI L/ </ D: hr ef >
<D:. prapesmihge>=<D: st at us>HTTP/ 1. 1 200 OK</ D: st at us>

<D: prbpesponse>

<D: ui- dBgueibiste3dAoraiDett YORIR e YO8 I3MADGERARE D: ui d>

<D: corfPaierstaiis s>ur n: cont ent - cl asses: mai | f ol der </ D: cont

ent cl as:%%:‘ggﬁgﬁﬂé)?ﬁg%wt@MI L/ </ D: di spl aynane>

<D:uid>cabbce34709ab79d2ad2d5334d998272</D:uid>
<D:contentclass>urn:content-classes: mailfolder</D:contentclass>
<D:displayname>VOICE-MAIL/</D:displayname>
</D:prop>
</D:propstat>
</D:response>
</D:multistatus>

Q .

Program Listing #4 - Exemplary Configuration File

<resource
contentclass="urn:content-classes:mailfolder"
javaclass="com.teamon.proxy.data.impl.MailFolderimpl!"
responsecacheduration="0"
cachestrength="0">

<request method="PROPFIND">

<header name="Brief" value="t" />

<header name="Content-Type" value="text/xml"/>

<header name="Depth" value="1,noroot"/>

<header name="Range" value="rows=%rangeStart$-$rangeEnd$"/>
<header name="Pragma" value="no-cache"/>

<header name="X_UP_REFRESH_CACHE" value="force" />
<body><![CDATA|
<?xml version="1.0"?>
<D:propfind
xmins:D="DAV:"
xmins:hm="urn:schemas:httpmail:"
xmins:m="urn:schemas:mailheader:"
xmlns:up="urn:schemas:teamon:universalproxy">
<D:prop>
<D:uid/>
<D:isfolder/>
<D:ishidden/>
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</ D: prop> </ D:propstat> </ D:response> </ D:nul tistatus>
Program Listing #4 - Exenplary Configuration File
WO R@S/02008% PCT/US2004/005474
contentcl ass="urn: content-cl asses: mai | f ol der™
j avacl ass="com t eanon. proxy. data. i npl . Mai | Fol der | npl "
responsecachedur ati on="0" cachestrengt h="0"> <request
met hod=" P’FWPP '> <header nane="Brief value="t" />
<header n; ?;s 'e% “Type" val ue="text/xm "/> <header
name="Dep} fi¢ p,% {'6271, nor oot "/ > <header nanme="Range"
val ue=" rog}ﬁ iapgeSt art$ $rangeEnd$"/ > <header
nane="Pr a‘gﬁaate/yal ue="no-cache"/ > <header
name="X_URpfideREdH CACHE" val ue="force" />
<body><! [%Tdk{nteﬁf?enmhlwer sion="1.0"?> <D: propfind
xm ns: D=<[Dgvtehidass/ms: hm="urn: schemas: httpmail . "
xm ns: m=YRprepschenmas: nai | header : "
xm ns: L?PFQPfWPléchenas: t earon: uni ver sal proxy"> <D: prop>
<D: ui d/ <D: i sfol der/> <D: i shi dden/ ><hm read/ > <h
has gent/> <hm i nportance/> <m fronf >
Ni% J> <m dat e/ > <up:i sdel eted/ >
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<D: get content | engt h/ > <D: cont ent cl ass/ > </ D: pr op>

</ D: propfind> </ body> </request> </resource>THAT WH CH
WO DoS2oBED |S: 1. A conmmruni cations system conpCT/B52004/005474

a plurality of data storage devices for storing data

using at |east one of a plurality of different

operating protocols; a plurality of nobile wreless

communi cati ons devid&s MBHLGEE IS SR dHata st orage
devi ces and each ui!EgmﬁhnﬁﬁgﬁﬁgﬁgeﬁgEgE%ec?hggﬁg&hé:

of different operating protoco a roto
i nterface devieceloespiityi g datmortoendeprexycrediibe

for conmmuni ca |ng with %aéd plurality of bihe ¢
wi r SFEELPGoRA LALPINE LbTREES O8I RY PeBRBERMIEY ©
operatriregcArobeeeksing pikekteesh sgngi ne nodul e _
communi cating with said front-end proxy nodul e using a

conmon i nt er f acelprelotyl ofangbaleeypsetpve camapnacations
con .Qr le far tran [ 0 Leati
bot AB0ACES! 8 hr 86585 BlgEAe madife xad-0a: HeRrceR PPS
of dath skanagetdewreesoher ofatheopltiheldicf/f efedt fferent
operatigaﬁgrotocols. 2 . Tge comuni cati ons syst em of

£8

d aPRct PePRCS8FEL5F 0fBEOl engi ne nodul e conpri ses

a universal ppoxyoserwhet nvedtbee deviBe comprising
comruni cations systemof Claim2 wherein said protoco

interface device fartnertcengr bsesyamphutal fpy of
provi der nDduE%%m%%ﬁeg%Qng with said plurality of mobile

wireless communications devices using

respective operating protocols,

a protocol engine module communicating

with said front-end proxy module using a

common interface protocol, and

a respective interface connector module
for translating communications between said
protocol engine module and said plurality of
data storage devices for each of the
different operating protocols.

2. The communications system of Claim 1
wherein said protocol engine module comprises a
universal proxy servlet module.

3. The communications system of Claim 2
wherein said protocol interface device further
comprises a plurality of provider modules coupled
between said universal proxy servlet module and said
plurality of interface connector modules; and wherein
said universal proxy servlet module generates calls for
said plurality of interface connector modules based

upon respective data access requests from said front-
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bet ween sai d universal proxy servlet nodule and said
plurality of interface connector nodul es; and wherein
w@ atod/ozmBs/er sal proxy servlet nodul e gener at eSPCHUE®04/005474
for said plurality of interface connector nodul es
based upon respective data access requests from said
frontend proxy nodul e, and wherein said_plurality of
pr ofPde PrRBYURes UL eansher whREedal FaifoPlespaativver
'”tg&%éﬁg %ﬁﬁ%ﬁ% Qs medules, 4ne Ihe %OQ%UQEQ§%b9E§e
system o mhereln sai |nter ace connector
nodihésréampr coanacpbur abdtiyesf. a M crosoft Exchange
connect or nodyl e, 3 Donmi no _connect or le, an .
At ca Ol nd-C AL S RRGETOF Shgtitre Sva AGt il Flaim 1
conpaet-ei nMedyke i ndeMrekasebhnbetwer lﬁo(jh@lél)s ceppesker a
modul e, a ConpuServe connector nodul e, a Post fice
Pr opé@élalerb@prc@ni?fié@@r@ﬁolﬁﬁdﬁpi@haage aannacsememodule, a
Mes 0840855 01 8L008L G LVAE), SaaRseLOBTRAUl Gpcf) .
COmmunI cat I ons system 6f rein’s
pIucahnbyto& tatialel, onagetdevicesnnsaitdrpmoralliet y aof
nobi | e MAr%Iess connuglca |ons devi ces, and said

pr ot GESPSPAte NEA¥E TV MEY) pFORBSS taF e lPFBhEe AafPrPUSETVE

(e- EBhhkc¥essages1e6. aTheseonmEnieabk-eRs sy St empof
Caim1l wherein the common interface protocol is based

upoﬁoanﬁéﬁoerQé@léhsﬁﬁdbaﬂednéath@t| Ngsaadevécsesai ng

(VDAY BrOL GGk . copTle comuALati ons syst em of

|n S protocol terface device
gener ates an errorThesaammumecaﬁlahslegstemnefncmalm 1

- supported operating proto
|ntggﬁéééndéﬁﬂéepﬁﬁFa#ﬁFﬁrchgﬁﬁaasﬁpﬁﬁgﬁl9§V6Feﬁmbﬁﬁéd

Wi reh@se 16euR Gablieas deuhees @bﬁﬁuﬁleh@&%hbtﬁegﬁces,
data storagé devices, the nobile wrel ess

conmndi saticopsodevidesnandfahe davacst pragesdeeilessronic
eaCh ui'Q% mall?a%gs%g%egt a

6. The communications system of Claim 1
wherein the common interface protocol is based upon a
Web-based distributed authoring and versioning (WebDAV)
protocol.

7. The communications system of Claim 1
wherein said protocol interface device generates an
error responsive to at least one non-supported
operating protocol.

8. A protocol interface device for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices, the mobile wireless communications devices and
the data storage devices each using at least one of a

plurality of different operating protocols, the

protocol interface device comprising:
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plurality of different operating protocols, the

protocol interface device conprising:a front-end proxy
wore@alz08or conmmuni cating with the plurality oPCHORID€005474

wi rel ess comruni cati ons devi ces using respective

operating protocols; a protocol engi ne nodul e

comuni cating with the front-end proxy nodul e using a

common i nt er f & EGFEEEE PraFy %Y Fe Gy € ommuadiicadd ng

Con%@}prtl'f@%illﬁaflq_rtf ro%n‘ci‘[{ogl'lrég mﬁce{'@g%?sf% g ications

bet ween sai d protocol” engi ne nodul rality

of dEtva cstonageradedispestfiore egehr adgfi nch e rditicfoerlent

operati ng protocol S 9., The ,protocpl. interface device, h
of O ai m8 whér &5 O GRSt oG oh & HBtALGating it

CONRYHeS &5 o tHANKE (5x P b1 1%L e igly B ddhthonl AntEEace
protocol interface device of Claim9 further
conpricdianple mngrality of provider nodul es coupl ed

betmeeﬂ sai d HPH%ﬁJ%Qﬁijpﬁkfg?fgég #8%ch%o%n%ﬁ%@ﬂ% for
plurality of interface connector nodul es; an erein
sai cnamslertsialg prooxyinseraieh srhditve ege reriat ez otaldod engine

for saj luralit f interface connector nodul es
st e S e F e S T e rg S P g for
frondacend Moy JTFHE N taRghwheriein prajtdliwral ity of

provider nodules transfer the calls to respective .
i nterface conrfect oTfhgp@rogspcoll] intiea fgcst gegiice of Claim 8

i ntepf devi. iam rejn, t-he rality of
dat gvrhset%%relgg:s\é gj\e/ipg]:%cgct%hle e%lg#r?la ﬁgﬂ uol rrct%%'%lrgsv%s%/e ess
comumiveatsadnpradew ces,v1atd nidae ler.ot ocol interface

device process el cqlLonle il (Cui) ) T2saes A2 in

B e R

. 13.conphsch g thigen meeidf aciivg reag] praikivt peo legbimoglule and

W r eslaeisdS pﬁ%%‘litgfatoifo rl%t%?r@a% S cvgntnhe & oprl leoﬁluiltéé; and
wherein said universal proxy servlet module generates
calls for said plurality of interface connector modules
based upon respective data access requests from said
front-end proxy module, and wherein said plurality of
provider modules transfer the calls to respective
interface connector modules.

11. The protocol interface device of Claim 8
wherein the plurality of data storage devices, the
plurality of mobile wireless communications devices,
and the protocol interface device process electronic
mail (e-mail) messages.

12. The protocol interface device of Claim 8
wherein the common interface protocol is based upon a
Web-based distributed authoring and versioning (WebDAV)

protocol.

60



of data storage devices, the nobile wreless

comruni cati ons devices and the data storage devices
we2wh/o®Bhg at | east one of a plurality of difPEr/E81004/005474

operating protocols, the nethod conprising: providing

a front-end proxy nodule for comunicating with the

plurality of nobile wireless conmunications devices

usi ng respect it opfer®GNRF Prodt devifastiowd i mlurality of
Pr otigol1 LNGINE S SnfRNBINCAH ML ddL WG h & plurality
front-end proxy nodul e using a common interface

pr ot algtaaratqrape diaw e e djbec triokel lientveirfedoes s

bt VESHUHE T BT 0 B e b G A (T 4R A5 Eypes

of daich sidmgatdedas Sy gaeh ﬁuﬂ:ﬁ%% fdereMrerent
operating protocols . 14. The nethod of aim 13

wherBi8F FHE D AT lengithe msddicsl comp iseigg

uni versal pro r sl Jrodyl 6. of
Caim1l4 furt er&géynl'pnsglt si ng g%pleu%?jalpgb%w%ﬁ dfeorr
nod ulcesnuooiuga teich o etivige rt Heh e lunaddrsalo fommbyi Isermdetl ess
nmodul e and the plurality of interface caonnector X
odUCEE Y o S I SGHS i ooty SoraRedat ing
mdyarnarates calls for the plurality of interface
connector nodul es based upon respective data access
requests fromAuey diget Semfqiasol modiiing madiilgher ei n

t he A .Qf .QVi der l.es t f t he -cal |
o raeiRlirkiiy Bkt 4% TURE L SRl Hn¥ising =
nmet lethnmaihn Glreden fEramMpercgicrdihe geidural ity of data
storage devices, the plurality ofnobile wreless

conmuni cat i onPTEFAICEY, BdESPREHVG dadieiRcs apggector
devinRIlOGRSS lBEANINy Mnn BRIt )ofETRAREN the
The met hod of C aim 13 wherein the
protocol engine module and the plurality of data
storage devices for each of the different operating
protocols.

14. The method of Claim 13 wherein the
protocol engine module comprises a universal proxy
servlet module.

15. The method of Claim 14 further
comprising a plurality of provider modules coupled
between the universal proxy servlet module and the
plurality of interface connector modules; and wherein
the universal proxy servlet module generates calls for
the plurality of interface connector modules based upon
respective data access requests from the front-end
proxy module, and wherein the plurality of provider
modules transfer the calls to respective interface
connector modules.

16. The method of Claim 13 wherein the
plurality of data storage devices, the plurality of

61



common interface protocol is based upon a Wb -based
di stributed authoring and versioni ng (WbDAV)
w@e@sozwBs 18. A conputer -readabl e medi um havPeyUsS2004/005474
conput er execut able nodules for interfacing a
plurality of nobile wreless communications devices
with a plurality of data storage devices, the nobile
Wi r @odsd-ec prhagdicsst icomugdgiaddongndlefiecgat anst dhage

devi h .ysi £ t. 0 lsural_ of _. _
i | R ettt S En e B R S e (o
medimamlgomersssigeg:. a front-end proxy nodule for

communicating with the pluralit f nohile wirele
conmuni cat i ong 'devilé€s H\?éﬁhﬁﬁl Pé%ﬁgﬁin\/é:soﬁ’_@te&ﬁjﬁlg%%e
Pr otQe@lcy: @ JArdReOlh oRYRA MRAWR oMY Gatidhd balsdy

the front -end proxy nodul e using a common interface

pr otdetinibarieda augdipadniov @nidn Verfsaca ieen éicbdA Vi glog ocol .

for translati co ni cati qns he en_th r ot_ocol

engi ne nodul eri%rid %O&p&ﬁtael%i_trfao \P%é%t acs 61%61818"%%9

deviczepdter eaclruafabike ndiduflesseflo rogertatriag ipgotoeahsality

19. The caonputer -readable nedium of C aim 18 wherein

t he Ir FBEIHE SHGIHE S0 FHEUEGFFHHSES QSTHPSr §V_é1thpraoxy

Ser\ﬂl@fra‘”ﬂ%} &f 2&talRE LARUIRN idadable pdiium@ireless
er

Claim19 further conprising a plurality of provid

mod u casnuesiis tedrise s e etsh @ngh ither Salt apsdeyr agier Weatices
modul ¢ and the Bl yaldity, of dnterface connest o ¢ o one
mod 1% Ead Wier 615 the TniVefs & U5FdRy Ys &v Pet
nmodWee rgarieiptestealdls, f ahe Renpluveal-irtays defb lienteydiage
connect or, nodul esbased upon respective data access

r eqe¥ES f53¥t he front-end proxy nodul e, and wherein

the plurality ofe pRrovidey JmRdul a8 dnanssr dhtuedldat ing
to respective Interface connector nodules. 21. The
conputtér three adatyag irmdicfmmofo idleaiwhrEs eslse ceommurtieations
pl urdal i.tcy of data storage _devices, .the

evices uslng respectlive operating protocols;

a protocol engine module communicating with
the front-end proxy module using a common interface
protocol; and

a respective interface connector module for
translating communications between the protocol engine
module and the plurality of data storage devices for
each of the different operating protocols.

19. The computer-readable medium of Claim 18
wherein the protocol engine module comprises a
universal proxy servlet module.

20. The computer-readable medium of Claim 19
further comprising a plurality of provider modules
coupled between the universal proxy servlet module and
the plurality of interface connector modules; and

wherein the universal proxy servlet module generates

calls for the plurality of interface connector modules
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plurality of nobile wreless comunicati ons devi ces,

and the protocol interface device process electronic
woraios/0tm3smai | ) nmessages. 22. The conputer -reaP@biUs2004/005474

medi um of Cl aim 18 wherein the conmon interface

protocol is based upon a Web-based distri buted

aut hori ng and versi oni ng (WbDAV) protocol.
based upon respective data access requests from the

front-end proxy module, and wherein the plurality of
provider modules transfer the calls to respective
interface connector modules.

21. The computer-readable medium of Claim 18
wherein the plurality of data storage devices, the
plurality of mobile wireless communications devices,
and the protocol interface device process electronic
mail (e-mail) messages.

22. The computer-readable medium of Claim 18
wherein the common interface protocol is based upon a
Web-based distributed authoring and versioning (WebDAV)

protocol.
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