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(57) Abstract: A system and a method for randomness extraction
for quantum cryptography and a method of performing quantum
cryptography between two or more parties. The system for random-
ness extraction for quantum cryptography comprises a sampling
module configured to sample a cryptographic key to generate one
or more sub-blocks; an entropy module configured to determine a
lower bound of the entropy in each sub-block, wherein the deter-
mining of the lower bound comprises consideration of correlations
between each sub-block and unsampled bits of the cryptographic
key and/or other sub-blocks; and a hashing module configured to
hash each sub-block for randomness extraction on each sub-block.
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