~~W RELESS AND SECURE CONTROL OF ELECTRI CAL EQUI PMENT FI ELD OF THE | NVENTI ON
The present invention relates to electrical appliances. In particular, it -
pertains 5 to a systemfor controlling securely and wirelessly electri cal
equi prent . BACKGROUND OF THE | NVENTION Traditionally el ectrical equipnent
and appl i ancqIRELESS'AAND'SECURE GONTROL® OF EQECTFRICARNMENt -
function.as HQUIPMENT devices. The advent of 10 digital technol ogy
encour ages...val ue- added nmanufacturers to integrate these previously

st and- al one devices such that they work as intelligent systens to nmake our
. lives easier and nore confortable. For instance, U S. Patent No. 5, 086, 385
di scl oses an REPRORIHE INVENTIONat i on syst em which incorporates a central
processor for controlling multiple and different types of 15 appliances

wi thin the hdihe pyessnininventiandealatesuto efectrical appliances.t hin pamkécanr itcan
renotely turn on or off a variety of equi pment or appliances such as

li ghting syspemainmdoos system tfor sqmt@%ngxmevwralye abgh wikelessly h9lectigaly o
mul tiple add-on,cards on the same data bus as the central processor. Inputs
to a conput ePWNRM@A such as keyboards, touch screens 20 and/or tel ephones
can control the expandabl e home automation system Although the first
generation hone automation systens are affordable, connecting the various

Chectrica CHAGRBRQUP GERHEIABNTION' daLe, bus |2 curbersore and t e
gg?gjt Sts r‘g(?] | p?’gﬁ@ﬁoﬁﬁﬁﬁ%&ﬁéélzéﬁuibﬁ\éi‘ﬁ% abPflarioeyd SWHBtHer they by inNaNt
- office or home environment - function as stand-alone devices. The advent of
digital technology encourages value_—addad manufacturers to iintegrate these
previously stand-a!one devices _such that they work',as intelligent systems to
. make our lives easier and more comfortable. For instance, U.S. Patent No.

15 5,086,385 discloses an expandable home automation system whic_:h 5‘%\ "

~ incorporates a central proceésor for controlling multiple and different types of f\
appliances within the home by means of a data bus. It follows that the k\ i
homeowner can remotely tur’n on or off a variety of equipment or appliances { v |

O B 5
E BT
'

such as lighting systems and/or security systems which are connected ‘?

20 physically to multiple add-on cards on the same data bus as the central_f“{? SN

processor. Inputs to a computer syst'em__ such as keyboards, touch sCreens'f"_.;‘f'

and/or telephones can control the expandable home automation system.

Although the first generation hbme automation systems are affordable,

25 connecting the various electrical equipment and appliances to the data bus
" is cumbersome and time consuming. Ha_ving telephone as an input to the

horhe automation system meant that lperson not authorized to access the

- system may do so without permission.
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U S. Patent No. 5,022,067 teaches a tel ephone security systemwhich a | ong
di stance carrier access switch to prevent unauthorized access to the
t el ephone input by causing the switch control systemto request a tel ephone
identification serial nunber fromthe caller. If the serial nunber is

incorrect, 5y ShpafertNGNG,02208?t84éHEs &télephane Bbciifty ggs&?ﬁ wvitfich 896h§s

access to the system Moreover, the invention uses a Coded query/response

di al ogue bet ¢Raanéd ecdreiof PhstEBs2 BWitchets Wrevent unauthordzed elockes fyldhe
- security. Mdre recently, X-10, Inc. introduces a wireless hone security

system 10 ctolephonerinputt by causing thecswitch eontrdl systemptoaregaesia telephone
sensors are part of a honme security system such as siren, notion detectors
and w ndow didentification seriahrurabeeiront thescallerr dfithe serajuiunbesisginadbect) t he
control console which in turn sends di?ital signal s over existing house
wiring tdb acthe systemmdnearperatingiUs$aPatantgdNes .5.90@2,%% denigs aceeseie theme
security systemis an 15 inprovenent over the hardw red hone aa%qcimation

l / )
syst ems beca8¥sleph Mprepvar: the) inventionjuses #,goded queryiraspenss, dialegue o
consol e by rel ugging it in exi sting hause, wi ring. Furthernore,
operation i 3@1%&"@2%&&@% s‘ﬁﬁ@k G&W&Wm Joﬁggq%‘ﬁ SQeWrHYs codes
to the renote sensors nor nenorize any conplicated codes. 20 Al though honme
security systens such as the X-10 wirel ess hone security systemare

L M 20 B s, | oM SO et

hardwi red hore autonatron system _ : esent
Fesour co hat B o o Tl Seriors. T SO et
appl i ances. ZhsorRbeseviirity Bysteim @ucheds kiren, motion detectors and window/door -
sensors. These sensors send radio frequency signals to the control console
which in turn sends digital signals over existing house wiring to activate the
siren and flash lights. As the X-10 wireless home security system is an
15 improvement over the hardwired home automation systems because no
extra wiring is needed. The user instalis the control console by mersly
plugging it into existing house wiring. Furthermore, operation is simple
because the user does not have to assign access codes to the remote
sensors nor memorize any complicated codes.
20
Although home security systems such as the X-10 wireless home security
system are hassle-free when it comes to installation, they are hot as reliable |

as the hardwired home automation system.

25 As will be described, the present invention provides a new automation
system for wireless communication and resource sharing among muitiple

and a variety of electrical equipment and épp!ianoes. The present invention
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3 provides an economical, reliable and secure automation system heretofore
unknown in the prior art. [err] 4 OBJECT OF THE INVENTION It is an

obj ect of the present invention to describe a systemfor controlling
multiple and different types of electrical equipnment and appliances

wirelessly. s.idelks drf eeaﬁfy fiidal CRiIRBle Ahdidttups avtdrhation eystemn hevetofore de a
system f or ﬁtro I e and different types of electrical equipnent

and appli anc,ﬁ.ﬂij hahe mas-pcurel y by using the sane radio frequency. It
is a further | ect of the present invention to provide a systemfor
controlling 10 mul tiple and different types of electrical equipnent and
appliances wirelessly and securely in response to receiving instructions
over nedium such as cable, fiber optics or radio channel and the |ike.
SUMVARY OF THE | NVENTI ON 15 A wreless automation systemis disclosed

i ncludi ng apparatus and nethods for transferring data between a plurality
of electrical equipnment or appliances (servers). In the preferred

enbodi ment, nultiple servers including those having renote infra-red-
control maintains wireless communication links with at | east one control
station for data transm ssion and reception. These servers in 20 turn are
either electrically or optically coupled to electrical equi pnent or
appl i ances. Data frames having uni que device identification are encoded
usi ng frequency-shift keying technique before they are send to radio
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frequency transceiver for nodulation into FMsignals. The control station
has a central processor which converts:the digital data fromthe
transceiver into 25 square pulses of their respective frequency before
transmtting it to the RF transceiver of the servers. It follows that the

present i nve@BJECT OFTFHEUNVENTION el ves data frames between a control
station and nultiple servers securely [err] 5 by using the sane radio

frequency wijtHeuin ebjett iof the tpresernt insbntion 1o desttibe B/ system Wit dsontﬁdm%t to
the wireless control of the server having renote infra-red control, the
present i nventtltiplel exclrdiffecente typas pimetactricdErequipment handeapplianees
predeterm ned data formats of the instructions for controlling infra-red
control devi wirelassly.esponse to detecting either pulse w dth nodul ation or
pul se di stance nodul ati on signals and conpresses the same. [err] 6 BRI EF
DESCRI PTISON OF THE DRAWNGS FIG 1 illustrates the overall architecture of

t he present hnvention control ,stat,ion controls via radio fr

o pirarity Bie S0t obiet o e Brasent ebing to Brokidg A-svetam kel -
station of | BRIESRY dliBuSi4RBs o eRctich equishbT Bk appiaical Wfelbls ~°
and securely by using the same radio frequency.

10 It is a further object of the ptesent invention to provide a system for
controlling multiple and different types of electrical equipment and
appliances wirelessly and securely in response to receiving instructions

~ over medium such as cable, fiber optics or radio channel and the like.

15 SUMMARY OF THE INVENTION
A wireless automation system is disclosed including apparatus and methods
for transferring data between a plurality of electrical equipment or
appliances (servers). " In the preferred embodiment, multiple servers
including those having remote infra-red control maintains wireless

20 communication links with at least one control station for data transmission
and reception. These servers in turn are either electrically or optically
coupled to electrical equipment or appliances. Data frames having unique
device identification are encoded using frequency-shift keying technique
before they are send to radio frequency transceiver for modulation into FM

25 signals. The control statidn has a central processor which converts' the
digital data from the trahsceiyer into square pulsés of their respective
frequency before transmitting it to the RF transceiver of the servers. - It follows

that the present invention transmits and receives data frames between a

This Sheet Has Been Replaced

4




10 FIG 4 is a schematic diagramof the Infra-red (IR) server of the
present invention. FIG 5 is a schematic diagramof the Wall Munt (WW
server of the present i-nvention. 15 FIG 6A is a logical structure of the
data format transmitted by the control station of the present invention.

FIG 6B shom@og_tl’d "tation| &d afuRiDId %r@@@@bﬁﬂreﬂrﬁms ) tR¥esamBe tdifio20

preferred enbodi nent of the present invention. e repl acenent

sheet 7 DiggRbRey Withokt & AeRBBIIFOrEHE sSyBMeRT! ON A system f or
rrca

|
wirel ess and secure control of elect equi pnment and appliances is
di sclosed. 1In the follow ng description for purposes of explanation,
speci fic nunbers, bytes, registers, addresses, tinmes, signals, and 5 data
formats, et c With despectftor the wiredesseconipolpobthel setver having lremode rinfrawwddng of
t he present invention. However, it wll be apparent to one skilled in the

art that $hecentrobnthe prasent davertion éeqiurrs iac leaminghmade: Hader which the

details. In other instances, well kno circuits and deyvices are shown in
bl ock di agr aSP\&¥ MARS Jirgdptesmingd déb%“?@fmatﬁref %ﬁ%@@ﬁ#cﬂﬂ% i gantrolling -

Lo ut 111 v t HEredanpopol deViies CRponaec i iamscing. piket Alive akiRon
or et orr ed e of Bllee rBbER AoqdaNoH Sighass B3 oofieaEee fe nids "

mai nt ai ns comuni cation links with a plurality
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15 of control subsystens identified by the nunerals 30 through 60
respectively. For the purposes of this Specification, all control
subsystens which maintain comruni cations links with the control station 20
are collectively referred to as "servers". The details of how each of the
servers i nt cHRIEF DESCRIPTIONIOF THEIDRAWINGS ce versa shall be

el aborated further below Not shown in FIG 1 20 but should be understood
by one skilled in the art, the control station 20 is |inked externally by
ei ther a cable such that users of the wireless control system 10 nay access
t he syst em r Ei@t 4l Hlustraiescthiel everall architedture of the ipresentninvsrtios witerasa
coaxi al cable, fiber optics, radio channel, tel ephone line and the I|ike.
Sinilarly, ercesirolstatiorgantsalsnda sadiodrequepcy aplutalinptaernees.25 coupled to
servers are not shown explicitly in order not to obscure the presentation
of the pr®sent -invention. It should be understood by one skilled in the art
that the ser Q is coupled, to the, power source i,.ch provide power to
the el oot r1 cElGR s BReRMENG CAGTaRY ! BRanteY Seiondhthe prasprtmvedon, g
sanme token, server 40 is optically coupled but not shown graphically to

- equi prent and appl i ances which conme with renote infra-red (IR) controllers.

o it ar PGS e s feRE Fideraih ot B AG e 4¥ plbect st P

apparatus. As the 5 servers 50 - 60 are usually wall nounted (WM but not
necessarily so, they are identified as WM servers. As will be descri bed,

the presgit Fyenti ' i BMH Infraéd qUr) fWB! pRAS
cont rol S%?at Fﬁ %Osg%ﬂﬁméj&;?ﬁg;aof%ré\?ers 30ﬂfl gogemn'?glde?g?ypan io
securely, utinventipd. @ new data format for the sane radi o frequency. The

FIG. 5 is a schematic diagram of the Wall Mount (WM) server of the present
invention.

15
FIG. 6A is a logical structure of the data format transmitted by the control

station of the present invention..

FIG. 6B shows a timing diagram of the encoding scheme employed in the

20 preferred embodiment of the present invention.
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present invention's architecture and protocol mnimzes interference of
control stations even if they are in close proximty to each other. In an
age where radio frequency is becom ng a scarce resource, the present
~invention provide an econonical and sinple nethod for controlling

el ectrical epESCRIPTION UF THE EMBODIMENT iORTHE UNVENTIONNDP! i sing

the need for data security. In the current enbodi nent, the present

i nvention opar gysterkOfor witBiddszanatl 466urd tbhirol iof eletciridal coguiparanti gadwi th
Tel econmruni cations Authority of Singapore (TAS) Specification 12. 20 FI G

2 is a schemappliancesrisndistidsed. cdnt the fellawing d&sceiptiohefqrr parpuses of

I nvention. The control station 20 conprises a conmunication interface 70, a
nessagi ng deexplanationa speeific ayurabeis; dydas, registers) addressas; thees,asigaals; al
“processor 100, a transceiver 105 and an, antenna 110. The conmunicati on :

i nt er f aced 70apgngaia formats; upta.yare Batcfaih iBoprder 40 Rieyvide ia thesough f or

sensing cable (not 25 shown) and receiving, signals, fr users as well as
sendi ng si gnHndetstanding o th%rpfﬁ%ﬁ'ﬁdﬂw-crl&“?e("ﬁﬂ H@?g]ﬁe%nnarenfctq ets,

T e 52 Wl o o B, B B B G
et o0 2  SGRUREUBIR P, b netarbeRSV BT ibFo SRR ot el .,
o e ary SARGRSH, B0k BT, FP GG Sooc o Wt e

comruni | opnhBt&ddsig 70 is coupled to the nessage device 80 for
transm fﬁngutﬂgré;éto gfgnal s fromthe cable. In the preferred enbodi nent of

t he present invention, the nessage device 80 is a

FIG. 1 illustrates a wireless control system 10 adapted to utilize the
teachings of the present ihvention. The present invention includes at least
one control station 20 and at least one server. In the preferred embodiment
15 of the present invention, the control station 20 maintains communication
links with a plurality of control subsystems identified by the numerals 30
through 60 respectively. For the purposes of this Specification, all control
subsystems which maintain communications links with the control station 20
are collectively referred to as "servers". The details of how each of the
20 servers interfaces with the control station and vice versa shall be elaborated
further below. Not shown in FIG. 1 but should be understood by one skilled
in the art, the control station 20 is linked extérnally by either a cable such
that users of the wireless control system 10 may access the system remotely.
The Cable may comprise any shared media, such as coaxial cable, fiber
25 optics, radio channél. telephone line and the like. Similarly, electrical
equipment and/or appliances which are coupled to servers are not shown
explicitly in order not to obscure th_e presentation of the present invention. It

should be understood by one skilled in the art that the server 30 is coupled
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t el ephone answering machi ne whi ch anong ot her functions stores incom ng
nmessages with tinme stanp, plays pre-progranmed synt hesi zed nessage, and 10
decodes the DIMF signal fromthe user's tel ephone set. The output of the
nmessage device 80 is but one of two sources of input to the processor 100:

the other isd b PBWéTr Sofirde Whith BM&b@%ﬁ%@&h&@%o‘t’ﬁﬁ&l réquiprhaﬁt QH&/O?' !

operation of the control system1l The processor 100 generates comrands

which are seaE plignddicobsystems1G0 By $e same ftbken, asoriéc40 4 vptisalliy caipledd
each one of them 15 a unique identity codes and nane, and to test the

integrity of buh@otahowr geaphically tkedgaipmernhandeappliances whighi com80withd t he
servers 30 - 60. The output of the processor 100 is coupled to the input of
t he transcei vemotehffeered (iiR)scontrallecs.i hast but noh least, the senvers b6 <60\isr s 30
- 60 (not shown) over the antenna 110. In the preferred enbodi nent of the
present imveaonaectedie lightingesuiprsent ansimilar fidures Jebeenttolling thetevebofo
from Toshi ba Cbrﬁfratlf FIG 3 is a schematic dla ram of the A server of
the present PAgBMassnof syeh apRaratus; c@?rﬁh?s%%!’vﬁrsc nS@Q are uspglly awall

antenna 125, a r. 130, a displa vice 1 135, and a
e omey omionfesd TR b it sibogsSay bosthey e denae as WM Bharsor ¢ na
transcei ver 105 of the control station 20 over the antenna 125 and converts
themto digital signals. The output of the transceiver 120 is provided as

<hown in FI PR Besdthd Qﬁa?&‘.@%%'ﬂﬂpgébtﬁ%"s (idelCa RY¥Em 6 S6ffrofip
Communi G i oft 198 FeLEonOrsBiioh 50 Sh & B sRhRr T % o0 Wiflod

testin smntc i's coup to
the processopnpd %%cﬁ%ly,pﬂiliﬁﬁd a'Hbw Bata fotat 9or thesdifie Padidf freduishayP PThénce

renuatly. present invention's architecture and protocol minimizes interference of
control stations even if théy are in close proximity to each other. In an age'
where radio frequency is becoming a scarce resource, the present invention
15 provide an economical and simple method for controlling electrical
equipment and appliances intelligently without comprising the need for data
security. In the current embodiment, the present invention operates 50 - 100
MHz at 100 Milliwatts output and complies with Telecommunications
Authority of Singapore (TAS) Specification 12.
20
FIG. 2 is a schematic diagram of the control station 20 of the present
invention. The control station _20 comprises a communication interface 70, a
messaging device 80, a display device 85, and input device 95, a central
processor 100, a transceiver 105.and an antenna 110. The communication
25 interface 70 comprises circuitry, logic and 'software, known in the art for
_sensing cable (not showh) and receiving sighals from users as well as
sending signals to users. For purposes of clarity, the specific circuits,

programming routines, and other logic comprising communication interface

eet Has Been RTlaced
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The out put of the processor 130 is provided as input to the power control
140 5 for controlling the supply of power to electrical equipnent and/or
appliances in the system 10. In the preferred enbodi nent of the present

i nvention, the processor 130 is a microcontroller TMP47C202 from Toshi ba

Cor por at i on. 75lvidl rfbtit AisSBEEA™H tfe BpasRiRENGHS, d¥mbARS 3o SebdmpBl

shiiy 18" of
the present 10 invention. The server 40 conprises a transceiver 150, an

antenna 155, fynationcasdelingdi this gatont ave kagwadn 166 arnAs mmerition@d alsovelS, a
infra-red (IR) sensor 170 and a IR transmitter 180. The transceiver 150

recei ves RF $heycable toapladhto tharcommueication imterfice Ghmay cemprisenafyp over
the antenna 155 and converts themto digital signals. The output of the

transcei ver sharadsmediaisuch as coaxial agble, fiber loptips,oradia channel, telephone
regenerating IR signals when instructed by the control station 20. The

di spl ay devi §eeanditbatlike.t o t he user when the operation status of server 40
such as, learning node, transm ssion node, etc. As will be described
further below, the processor 160 |earns, processes, conpresses and stores

o' 'hg_ o 322%;@@%22%9 CHE &@@mﬁ?&eégﬁﬂgé?;% ‘Sfﬁgﬁicféu?ﬁaﬁio iﬁz“p' id
| R i gnai's 1 MishepbE Jaie SO AR Walt"KRrkh i Hd SRBRIC 1M 0"
IR signals f _ | I R" ¢ et . _ _ ce 160
daatt {vat | ngPeyBrpH st oditfork Srthe RidhenShveritl e Hiolielld 804B8R0 5 @ 5

deac : equ prrent anar | 6.%:
the usartdo. IAGPHGS HERERng fnadhifi Wrich phifotBr MIGRASSIERS FEFIAY ' The

BLSHTDL Y prBRge e e st By icranined Sosiétfekiaoe: o
. and decodes the DTMF signal from the user's telephone set. The output of
the message device 80 is but bne_ of two sources of input to the processor
100: the other is the input device 95. The processor 100 controls the overall

15 operation of the control system 10. The processor 100 generates
cbmmands which are sent to the servers 30 - 60, éonfigures the servers by
giving each one of them a unique identity codes and name, and to test the
integrity of the communication links between the control station 20 and the
servérs 30 - 60. The output of the processor 100 is coupied to the input of

20 the transceiver 105 for transmitting instruction and data to the servers 30 - 60
(not shown) over the antenna 110. In the preferre_d embodiment of the
present invention, the processor 100 is a microcontrolier TMP87CC20 from

Toshiba Corporation.

25 FIG. 3 is a schematic diagram of the AC server of the present invention. The
server 30 comprises a transceiver 120, an antenna 125, a processor 130, a
display device 133, a switch 135, and a power control 140. The transceiver

120 receives RF signals from the transceiver 105 of the control station 20

. This Sheet Has Been
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11 FIG 5 is a schematic diagramof the wWall Munt (WM server of the
present invention. The server 50 conprises a transceiver 190, an antenna
195, a processor 200, a display LED 203, an input device 205, and a power
control 5 210. The transceiver 190 receives RF signals fromthe

transceiver tég@ o AMBNAQTREANGEARVENS #onP YIS HigitPsighaR) TPhe 3Bt Of gRgVer t s

themto digi signals. The output of the transceiver 190 Is provided as

i nput to thetr&h@@éieémzmw?rfomdmgimtwm prtfdesbbﬂm‘f&ftuﬁﬁﬁg]‘pﬁ omefe
sp

shown in FIG 5). The di ay device provides the user with useful

“information thepbowenesouired (sotoshover in FlG13)50The displlay devigeoprovides the
comuni cation link testing node and others. The input device 205 is coupled
to the proceuserwithuselul ipiormation mabpout theustatus of the server 80 suich aspower
appliance manual |l y. The output of the processor 200 is provided as input to
" the power5 coffy e@mmwvorb@m testing mode andtbersof The wwitc 135 isptaupled to
el ectrical equipnent and/or gp | i anges iﬁ t he Sésten110. %@ FIG 6Ais a

| ogi cal stru PeAcasser 430 Ogmgt@ngﬂ @ diser e dum, opyyr ofh the aPPUanes on of

novel ty 1 oat IREGRYY.”The Gtodtat e fyBeBoedr T R SighRRiS Inhuf KEnTR obuy
ovel Uady. (e o | _ _

equi prient  andoaroo ek el 'egﬂ'a’@\f’ o Phfehfe PRk sthimphtandier

equi pr | | UERE:

Fal s o] vareBlengeR(iniie: ystof 107 FOErBictoftoa eifipbimbr i d7oResnT (00

systens je eﬁ\(@)}?ﬂgéﬁ,dthe%fo%é#&mw lifbﬁni&&eoﬁtl‘tﬂle? "TEMIPAYCR02 Sfdr OToghibd | Zes

~a basic unit ata transm ssi on known as a "package" 220. Package 220
i ncludes a p g@iog> 230, a SYN 240, a Server |D 250, an opcode 260, an
operand 270 and a checksum 280. The functions and purposes of each of these
fields as they relate to the communi cati on between the control station 20
and the servers 30 - 60 are summari zed as foll ows:

FIG. 4 is a schematic diagram of the Infra-red (IR) server of the present

invention. The server 40 comprises a transceiver 150, an antenna 155, a
15 processor 160, a display device 163, an input device 165, a infra-red (IR)
sensor 170 and a IR transmitter 180. The transceiver 150 receives RF
signals from the transceiver 105 of the control station 20 over the antenna
155 and converts them 1o digital signals. The output of the transceiver 150 is
provided as input to the processor 160 for regenerating IR signals when
20 instructed by the control station 20. The display device indicates to the user .
when the operaﬁon status of server 40 such as, learning mode transmission
mode, etc. As will be described further below, the processor 160 leams,
processes, compresses and stores the IR signals from the IR sensor 170.
The Input device 165 is coupled to the processor 160 for receiving from IR
25 sensors IR signals, and recording pre-defined programmable function keys
which correspond with the IR signals from the remote IR controller. The
output of the processor 160 is provided as input to the IR transceiver 180 for

activating and deactivating electrical equipment and/or appliances in the

. This Sheet Has Been Relilaced
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[err] 1 2 Preanble ' Wakes up the Servers SYN

I ndi cates the start of Data Server ID I dentifies the Sender and
- Recei ver (Opcode . Instructs Server what to do 5 Qper and
Provides all parameters to execute instructions in control field Checksum -

Detects err Ol‘s.gymwﬁ 0CRAkACGHR Tt Whowai th'szigauwwipim q, thére B a téggle for

transm ssion between the control station and any of the servers 30 - 60

starts with paemittingTthe ¥ 10 usachhelaf skivenacbmaely220n THe preferrdiie 230
allows the servers 30 - 60 to synchronize with the control station 20. At

t he sane ti membddiment afrthieepsidnt iivention; tree processeor 16Ats aamicrosontrolleri ng.
In the preferred enbodi nent of the present invention, the preanble -
conprises 24 TMR4ZG422 fronbToshibazCetparatiothe first eight nost significant
bits is the exclusive OR product of Device IDwith the 8 | east 15 :
significamt bits of the Master ID. The Server ID field specifies Master 1D

oo 11 cons Pior8s eeiarsul s o e Vieu M FURRo oo B
data af tor t HPRRRecING SAVEISSY SoMRRes & SRrCaler e S Enieroan s 830 20
e BaStabot B0oSB ST LRI PR MO e 2t e o e
can be Pl aceqon thest G IR 10/ 18EaRS H Slghafe ol tRioeNs? 1063thg! Ne
10 control station 20 over the antenna 125 and converts them to digital signals.
The output of the transceiver 190 is provided as input to the processor 200
for turning on or off the 'powe'r source (not shown in FIG. 5). The display
device provides the user with useful information about the status of the -
server 50 such as power on, communication link testing mode and others.
15 The input device 205 is coupled to the processor 200 for permitting the user
to turn on or off the appliance manually. The output of the processor 200 is
provided as input to the power control 210 for coritrolling the level of power

or brightness to electrical'equipment and/or appliances in the system 10.

20 FIG. 6A is a logical structure of the data package transmitted by the control
station of the present invention. The structure of the data packge is one of
the novelty features of the present invention as it permits the secure and
wireless transmission of instruction and data to control electrical equipment -
and/or appliances without using different radio frequency. More importantly,

25 the structure and contents of the data package minimizes false activation of
wireless control syst_em. As such, the inte'grity of such systems is
enchanced. Referring to FIG. 6A, the presént invention utilizes a basic unit

of data transmission known as a "package” 220. Package 220 includes a
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25 For actual data with the sane pattern as the SYNfield, it will be

‘stuffed with another bit of Logic 1 by bit stuffing neans known in the art.
"The Server ID field specifies Master 1D and Device I D, which collectively
are- known as Server ID. The Server |ID conprises 32 bits: the first 24 bits

is the [err] grean‘lbl% bBo! a'SYN 249, b'Sev8r1D5250,! &h [dpRodBV26G, AW opEignd/Bst er

IDidentifiesS the I\/aster whi ch sends the data. Each Master is gi ven an

uni que Mast ep70lantial csediatin®2800T Theciunetiond Ehd\baiptisesnoft eacie ofttheséevi ce
IDto informthe Servers who is the receipient of data fromit. The user
confi gures eéiekissas they rélateito thexcommunication betwsieothe dontrohstation@0iand at
servers can have the sane Device I D, which neans that servers with such ID
wi |1 be acti tha servers 80169 arersummarized @isdallowsigain in FIG 6A, Opcode 260
specifies the follow ng operation code: 10 OPCODE  OPERATI ON

DESCRI PTITN $0  Preamble ToWakas @P\ﬂ"%ﬁﬁﬁ{ﬁﬁcat ion link of the
~Slave Unit $1 ngHll gure Server To C nf'g'ﬁ@; Ser OFF
I nstruction n OFF Device $3 In ToturnC]\lDeV|ce

T e 250 SO & T b A SR
1515 be execut od CHREER atel y. “k%i?b@%@cﬁi*s‘aﬁvﬁi%té@ hat data
previously sent afperandis for checki Rgovidey all parametersito exaeutser ver did
not recejye the previous data, ipstructions in control field
Checksum Detects error under CRC16 checksum
Referring again to FIG. 6A, each transmission between the control station 20
and any of the servers 30 - 60 starts with the preamble 230 of each data
package 220. The preamble 230 allows the servers 30 - 60 to synchronize
15 with the control station 20. At the same time, the preamble 230 informs the
servers that data is arriving. In the preferred embodiment of the present
invention, the preamble comprises 24 frames of 9-bit data each. The first
eight most significant bits is the exclusive OR product of Device ID with the 8
least significant bits of the Master ID. The Server ID field specifies Master ID
20 and Device ID. The least sighificant bit of the preamble is the preamble gap.
It consists of two square pulses of frequency 625 Hz. The purpose of the
preamble gap is to provide word synchronization. The servers reads in data
after they detect such as frequency consecutively. The preamble 230
conserves the servers' energy since the latter wakes up only when required.
25 It follows that if the appropriate preamble is not received, the servers can be

placed in a sleep mode.

“ﬁli'iimi‘iilﬁﬂi“uﬁiu "




the instruction is executed. The Operand field 270 in FIG 6A contains the
necessary information for the Server to operate as desired. The contents of
the Operand field 270 varies with the type of Opcode and Server. Referring
to the previous table above, the 20 Operand field is omtted if Opcode is

ei ther zero g QYN fibld SHG RIdictRES! the StaprbithbdataBirea. olt comprises® bitse

Master Unit to test the communication link with the Slave Unit, or the

Master Unit par 404l aataa:vmméssamer pattdrn g9otheaBVIN| fisld] it will be/staffed withhal |
have no value. Again in the Opcode table above, only IR server 40 receives

the fol | owi ngncther bindf Lbgic ﬁbybmmqfﬂngmeahsknovm in therat.nst ructi on: 3
O [err] 4 bits 5 The Qperand field 270 al so varies when the Qocode is to
~turn ON Device. The contents of the Operand field depends on the target

Server. For AC Server 30, this field conS|sts of ati.Q .. For IR .
Server, She TheSeneriD:fieldspesifiesddastes IBanst Pevice b 'é}é 'VQEVda.'Pne OFF

éfnyE‘;t%mw §$4 Sorver f@:rgaé‘%?;vﬁewﬂ# %Bﬁn?%e%ﬁe@eﬁ%?ﬁi 4 %}Z@x. mum
_:/mnflzﬁdgdelzln Mgg@:heeﬁﬁdt eaﬁﬂ#)ﬁ Bﬁz?%%‘ﬁ;f@t |tlﬂée®#rt§{]|[?)ﬁalé% o5 the | el d
the devi oo HERtasngH, Srddrie® Biel ey WRsfe JF VRIS an Uikl Magfe Ib7Rces:
cont ains thedﬂrﬁ'?d’#éc?o&fp&%ﬁ&n. SHEMaseY UnitadesTRe BEvicWDr ®© ihfiri theThe
10 Servers who is the receiplent of data from it. The user configures each
server with a device ID. It should be understood that servers can have the
same Device ID, which means that servers with such ID will be activated with

the same instructions.

15 Again in FIG. 6A, Opcode 260 specifies the following operation code:

OPCOD OPERATION DESCRIPTION
E
$0 Test To test the communication link of the Slave Unit

$1 Configure Server | To configure Server

$2 | OFF Instruction To tum OFF Device

$3 ON Instruction To turn ON Device

The Opcode 260 comprises 5 bits - 4 bits for the operation bits and 1 bit for
TYPE. TYPE specifies whether this data id for execution or checking. A
value of zero indicates that this data is being sent for the first time and is to
20 be executed immediately. A value of one indicates that data previously sent

and is for checking only. However, if the Server did not receive the previous

data, the instruction is executed.
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patter is 1 1000 000 000 0101. The data package 220 in FIG 6A is encoded
and transmtted over radio 20 frequency using a techni que known as

" Frequency-Shift Keying (FSK). Al digital data will be encoded into their

. respective pre-defined frequency before sending themto the transceiver for
modul ati on i nye OPbRINMNGIE-270R FIGI 64 boRRis tHeenécubsary Rfoiniatfort fofrahe

pul ses of their respective frequency by the processor 100 of the Master
Unit before S dpeatd astdesired. tThergonionts of te Operarsd fiskl 270 safibse t he
FSK square pul ses fromthe RF transceiver and decode into their respective
| ogi ¢ data. [withrthe typdé ¢f OpcddesandiBemwen Refemipgdoahe previbustablerabove)g
schene enployed in the preferred enbodi nent of the present invention where
the | ogi ¢ Hi ifre Operandfield isramitted if Opeodeiis eithenzerases ones Inothet words;d
Low, there is another frequency to represent the Preanble Gap which was

ment i oned5 i n sbeulekhe; eparationicalls forther Mastar Unibto tast the communigation dnk20.
The three frequenci es adopted 3. 125Khz, to represent, Lqgic H. gh, 1.25KHz,
for Logic LoMﬁ"haW@§ eﬂ&gx‘, qrr‘geﬂﬂwrm configure dhe ;%Wﬂg ﬂg@l@ﬂﬂ"@ﬁ%l e
Gap. The trapspj sSi baud rate is 312, 10 FIGS 1 4 the IR
ootver 40 copltsaaiERaus o Ve, Aesiaiin 168 Cpride.tabié aboie; ARBIH saverr
renote contr gls r cLl | | I.R penpt e rols
with a renot gbl ?ﬁﬁégéﬂgef@oﬁeﬁ %&%&ﬁ W@qg&%ﬁr@? e'gcgn{rﬁ'tﬂﬂ g?ﬁ&
corresponds hﬁnﬁk&ﬁﬁfe”t command. Wen such a button is pressed, the
command corresponding to that button is generated as infra-red signals is

15 tranpgitted to a sensor on the apgliance. The IR sgnsor 40 has a
plurality of

 SPKEY
4 bits

The Operand field 270 also varies when the Opcbde is to turn ON Device.
The contents of the Operand field depends on the target Server. For AC
Server 30, this field consists of Duration only. For IR Server, the Operand

15 field comprises the Duration, and five keys and the OFF key. Each key is a
4-bit field with which the user can activate the IR Server. In the preferred
embodiment of the present inveﬁtion, a maximum of five keys are given.
Finally, for WM Server, the Brightness Level is included in this field in
addition to the Duration. Duration is a subfield which specifies the duration

20 to execute the ON command. lf Duration lapses, the device will be turned
OFF.

Checksum field 280 is 16'bit_ wide and contains the results of cyclic
redundancy check CRC-16, where CRC-16 = X16 + X15 4+X2 + 1. The bit
25 patter is 1 1000 000 000 0101.

The data package 220 in FIG. 6A is encoded and transmitted over radio

frequency using a techhique known as Frequency-Shift Keying (FSK). All

This Sheet Has Been Reﬁ a 14

il




programmuabl e keys and a infra-red sensor. By pressing a key until the LED
lights up, the IR Server is put into a | earning node. The user shoul d poi nt
the original renote IR renote controller at the IR sensor 170 of the IR
Server 40 in FIG 4. Wien a button of the renpbte IR controller is pressed,

the IR Servegigial %htal #ll Bo bheoa@@nnfwtﬁﬁﬁ%sgﬁawmﬁra -defitlech HegRencyne | R

signals is analyzed, conpressed and stored by e R Server 40. In

preferred eﬂb@fbréﬁiﬁndﬁﬁg tHem o a6 Mansosiwet fmmmodulatiphdato FR Sighaf Tné
controlling a Videocassette Recorder (VCR) has the foll ow ng keys

cor r espondi ndigital datmamleon\lﬁitddﬁmmsqmﬂeamlses of theinspsciseCRaGuancy by

REW ND 2 STOP This is the replacenent sheet [err] 163
CHANNEL 3 4 the processomig0 ob the Master UmtAhpE:e5smdmg them deaieElRE2 7
TV3 8 CHANNEL 8_9 PLAY O RECORD TURN ON

VCR OFF 5 transceiverrrTherServers receive the FSK square pulses from the RF

transceiver and decode . into their respective logic data.

FIG. 6B shows a timing diagram of the encoding scheme employed in the
preferred embodiment .of 'the present invention where the logic High and
10 Low of the FSK scheme is shown. Besides the High and Low, there is
another frequency to represent the Preamble Gap which was mentioned in
connection with the Preamble 230 of the data package 220. The three
frequencies adopted 3.125Khz, to represent Logic High, 1.25KHz, for Logic
Low, and the last frequency 625Hz, for identifying the Preamble Gap. The

15 transmission baud rate is 31.25bps.

In FIGS. 1 and 4 the IR Server 40 controls electrical _equipment or appliance
with infra-red (IR) remote controls.. Users no_rmally activate appliance with IR
remote controls with a remote IR controller. Each buttom on the IR remote

20 controller corresponds to different command. When such a bu_tton is |
' pressed, the command corresponding to that button is generated as infra-
red signals is transmitted to a sensor on the appliance. The IR sensor 40
has a plurality of programmable keys and a infra-red sensor. By pressing a
key until the LED lights up, the IR Server is put into a leaming mode. The
25 user should point the original remote IR remote controller at the IR sensor
170 of the IR Server 40 in FIG. 4. When a button of the remote IR controller
is pressed, the IR Server 40 learns the command associated with that button.

The IR signals is analyzed, compressed and stored by the IR Server 40. In

15 : This Sheet Has Been Reﬂlaced




For instance,
The Control
n ml , n 6" and n oll .

IR Server 40 receives the commands from the Control

ofred 6MmbbaMént GRIHE pretn® MivartionRR & typicdi IR\Bieplbri for had

| R Server.

Server regengigppst

- earlier conpressed and stored in the nenory of

the user wishes to record a television program on Channel

12

Station 20 sends conmands to the IR Server to execute keys
The conmmands are sent through radio frequency. Wen the
Station 20,

the IR 5

In the enbodi nent

of the presegbntrollitig i Videbeassete yResorddiEfROR) hast tike | following keys of

" the IR Server 40,
protocol s:
Modul ation (PWD).

the IR Server responds to two basic 10
( tprrésporeding 10 Tommabds: ation (PDM and (2) Pul se Wdth
In PDM a carrier

is transnmtted at

infra-red signals

const ant peri ods

within the data franmes while the period between the transm ssion of

adj acent pul ses are nodul at ed.

“transni s® on_remain constant gmile the period wherein
~actually 151 transmtted is dul ated. When the IR Se

protocol, t

LKEY 00 R Server | €Q

MMANDS ¢ SFOBED ng 1

In PWM the period between carrier

the carrier is
ver 40 detects either
e appropriate

conpressi onjschene to use.

[¢

1 7 The same conp

rr!
in

essi on schene i s used
how data are

for PDM and | P\WM becduse the are consistent

" presented tp a device. The d rence lies in the | oc
significant Lhits pendi ng Wr‘h of the two protos
significantjbit is found on gi r e _even or odd bi

of data sto

ed in Haa alloca

tion of the

ols is used, the

s on 5 the nibbles

b conpression ratio is
ROM

2:1. Thereafter, corHJressed d&ml\ilﬁEit%ed in the EEP
-5 CHANNEL 5
6 CHANNEL 12
7 TV3
8 CHANNEL 8
9 PLAY
0 RECORD
ON TURN ON VCR
OFF TURN OFF VCR

For instance, the user wishes to record a tel‘evisic_m program on Channel 12.

The Control Station 20 sends commands to the IR Server to execute keys

‘ON*, 6" and "0". The commands are sent through radio frequency. When

the IR Server 40 receives the commands from the Control Station 20, the IR

10

earlier compressed and stored in the memory of IR Server.

Server regenerates and transmit the corresponding IR signals which it had

In the

embodiment of the present invention, the memory is a EEPROM.

In the learning mode of the IR Server 40, the IR Server responds to two basic .

15
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infra-red signals protocols: (1)_ Pulse Distance Modulation (PDM) and (2)



VWil e the present invention has been described particularly with reference
to 10 FIGS. 1 to 6 with enphasis on a systemcontrolling securely and
wirelessly electrical equipnent, it should be understood that the figures
are for illustration only and should not be taken a limtation on the

invention. Igy lédmgtﬁ 'Modtilailén WD), LIRPDM) & c@viep s RAAsMREY at songtant he

present invention has utility i'n many applications where wreless control

of equi prentpdrfodsedithinetfle ddtaiffariés witliettherpetioetbstnveennthetratsmissionaol
nodi fications may be made by one of ordinary skill in the art w thout

departing fradjatént puises aaedmbldalaatedpe Inf PWM, |theepemmh betmncarmr
[err] [err] * C L S* CLAIMS 1 system for
controlling teansmasiormemaanmnstarmwlulwﬁhprﬂenodzwhareleltae gayn%ma aﬁéwlva Y,

sai d system conprising control station, havi [I’(lﬁ | east a
first coﬁnurtl‘mmlﬁﬁdlls modulaﬂsda Wheﬂéhﬁt'B Seyver 48 defects pithagP Q@Qlu@ﬁ ons
therefrom said control a&Jatlon 5 %mttln I n _respons

dat a ﬁ
recei ving i reysterst 1Qaetsia dagdar BO'P he 8pprapriaie, gompression sc emet&[

| east one server having a second communication link with said 8 control

station for Y¥®eiving data therefrom said server being coupled to said 9
el ectrical equipnment over a third comrunl cat ion link for activating or 10
deactivating said electrical equipnent, wher eby sai d user

SOttty of The Salfid ctinlessidhvsdiding 56 Ws@&f&%’DW%hBOPWM PaLigestHe the
10 formats are consistent in how data are presented to a device. The difference
lies in the location of the significant bits. Depending on which of the two
protocols is used, the significant bit is found on either the even or odd bits on
the nibbles of data stored in the allocated working RAM space. The
compression ratio is 2:1.'_ Thereafter, compressed data is stored in the

15 EEPROM.

While the present invention has been described partigu!arly with reference
to FIGS. 1 to 6 with emphasis on a system controlling securely and
wirslessly electrical equipment, it should be understood that the figures are
20 for illustration only and should not be taken a limitation on the invention. In
addition, it is clear that the method and apparatus of the present invention
has utility in many applications where wireless control of equipment is
required. It is contemplated that many changes and modifications may be
made by one of ordinary skill in the art without departing from the spirit and

25 the scope of the invention as described.
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1 2. The system according to claim_1 wherein said first 2
comuni cation link is telephonic. 1 3. The system according to
claim 1 wherein said first 2 conmuni cationl lj"“mﬁinﬁ"m;wm 1 4.
The system according to claim1 wherein said ol BRSRUNIONIEE  conpri ses
at least a n"?l_rmmg)cessor and at | east one transmtter. 1 5. The
. system according to claiml wherein said data conprise a 2 format for
identifying said control station, said server, and said equi pnment 3

uni quely. 1 6. The system according to claim5 wherein sai.d format
~further 21 conprides c@nisystemsfori ednisolling aioigast! one opleetritat csqudpmenthout
using nore than 3 one frequency. [err] 19 [err] C L

M S * 1 wirelessly and Becursly, said systemiicomprising:ai m 5 wherein sai d for mat

further 2 canprises contiguous fields for verifying the integrity of said
“second 3 3conmuni cati o® q:or%ro.l station having at leastca §wtmmrrwamhanrl@¥wnb| aim
1 wherein said second 2 comrunjgation link is wrele

] ; SS. ., 9., The
system akco@dremgote, uses; fer mcﬁ»m@ilnstgapfdm%ém@f@mcémdlj Goakral station
conprises_radi o frequepcy. 1 10. . .The system according to, claim1
wher el n <& dtraBsTURING GR(R In ferpopse 3o Tegelvingngtieiana o said TemOIRUsen one
m cr opr ocessar d 1 11. The system according to claim 1 wherein
said thiry @n o

7 at least one server having a second communication link with

8 said control étation for receiving data therefrom, said server being cou_pled to

9 said electrical equipment over a third communication link for activating or
10 deactivating said electrical equipment,

11 whereby said user controls said server wirelessly and securely

=
N

without compromising the security of said system.

2, The system according to claim 1 wherein said first
corhmunication link is telephonic. -

3. The system according to claim 1 wherein said first
communication link is celluar. | ‘

4. The system according to claim 1 wherein said control station
comprises at least a microprocessor and at least one transmitter.

5. The system according to claim 1 wherein said data comprise a
format for identifying said control station, said server, and said equipment
uniquely. '

6. The system according to claim 5 wherein said format further

comprises contiguous fields for controlling said server without using more

W N P Ww NN R NN R

than one frequency.
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-2 comunication link is infra-red. 1

_ em according to
claim 1 wherein said third 2 communi (;:aumu l]l'“ I F‘Hmw red. 1
13. A system for controlling at least o wCals e¢qui pnent 2

wirel essly and securely, said systemconprising: 3 a control

$tein ACEORdNG % Ichilm B'Whikdin saiid formaiRthere"

station having at 4 eastrhy §¥
for receiving instructions-therefrom said control station 5 generating

data in rgspeodtfprisby eontiguodsi fieldsufdri vesfyingmheairteyeitptof saiek seGondai d
control station further conprising at |east one mcroprocessor, at |east 7
one receiyer communication fipksai d data, and at |east one transmitter for 8

~transmtting said data; and 9 at | east one server having a

second colmuni cat ion | iTie \dystemaiagcoodingohe r dlaimmt At wherein saldeisecanddat a
therefrom said server further conprising at 11 |east one receiver and at

| east one2ni epapnuRieation linkis WielASsg sai d data from 12 said control

station into signals recogni zable by sagid electyical ui pnent, 13 said
server belng coupled tdNehisysi®m:acceEAing iR pelaim avéﬁ"qqei)ﬂ'lisr%!dl§9°°"g

conmuni cagion _Link for a?t"(vati n%'or eaﬁ_t ivating said electrical
equi prent2 [ EPmmunicggion link comprises raflio requency. ~ | M S * 15

ner eby spi 0 user 0T ke sBrail So°SRM  WABEAEC g Sppier ™
accord v, 0 gekiling GRS 508 r3ali, bl R TRUIRAGPRRSRISE, 1= L.

first 1 11. The system according to claim 1 wherein said third
communication link is infra-red.

12. The system according to claim 1 wherein said third
communication link is hard-wired.

13. A system for contrdlling at Iéast one electrical equipment
wirelessly and securely, said system comprising:

a control station having at least a first communication link with

a remote user for receiving instructions therefrom, said control station
generating data in response to rece_iving instructions from said remote user,
said control station further comprising at least one microprocessor, at least
one receiver for receiving said data, and at least one transmitter for

transmitting said data; and

W 0 N oy s W N R NN RN

at least one server having a second communication link with

said control station for receiving data therefrom, said server further

B
)

comprising at least one receiver and at least one microprocessor for

-
.V

mapping said data from said control station into signals recognizable by said

=
w

electrical equipment, said server being coupled to said electrical equipment

e
I

over a third communication link for activating or deactivating said electrical

15 equipment,
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2 communication link is celluar. cording to
claim 13 wherein said data conpri se az2fo WIH Im ilﬂnlirng sai d control
station, said server, and said equipnent 3 17.

system according to cI aim 16 wherein said fornmat further 2 conpri ses

contiguoyg fields for W‘féré@i/ lshitDuSéY Gbrﬂﬁﬂs’%hldaééirvm' Wll"@lééih%&hé'é‘déu?el
activation and deactivation of said system e system

accor di nmtovmmuﬂbéﬁpmﬁrsinmtmsabdrwwswﬂwysm 2 conprises contiguous
fields for verifying the integrity of said second 3 conmunication link. 1

19. The system ddcor Jhey systetmiaccardingnetoeiclaimi d3sanbereia saidnidifstat i on
link is wwreless. 1 20. The system according to claim 13 wherein
sai d secodd zovwnwmication liok is telaphonier i ses radi o frequency. 1 21
The system according to claim 13 wherein said third 2 comunication |ink
is infra-fed. 1 15.7 The systemsiaganrding o glaint d3ciwherein ssaitk st said
third 2 comuni cation |i Pk S h?rd wred. 3 [err]

2 communication link is celluar. .

16. The-system.according to claim 13 wherein said data comprise
a format for identifying said control station, said server, and said equipment
uniquely.

17. The system according to claim 16 wherein said format further
comprises contiguous fields for controlling said server and minimizing false
activation and deactivation of said system. '

18. The system according to claim 16 wherein said format further
comprises contiguous fields for verifying the integrity of said second
communication link.

19. The system according to claim 13 wherein said second
communication link is wireless.

20. The system according to claim 13 wherein said second
communication link comprises radio frequency.

21 The system according to claim 13 wherein said third
communication link is infra-red. .

22. The system according to claim 13 wherein said third

communication link is hard-wired.

W N RN RN NN R WD R WD R W N
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