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COMMON AUTHORIZATION MANAGEMENT SERVICE

TECHNICAL FIELD

The present invention relates generally, but notuskvely, to a computing environment
configured to delegate available services provigedervice providers to individuals employed
by multiple enterprises, and more particularly stablish access rights between individuals at
each of these enterprises with one or more serpic@sded by the service providers.

BACKGROUND

Managing administrative authorization (e.g., aceagds) for individuals to access services in a
plurality of service providers has historically besechallenging problem. In other words, the

tracking of individuals and their respective rod®ach enterprise and what level of access each
individual should have for a particular service hasn problematic for administrators to

manage.

SUMMARY

This Summary is provided to introduce a selectiboomcepts in a simplified form that are
further described below in the Detailed Descriptibhis Summary is not intended to identify
key features or essential features of the clainuegest matter, nor is it intended to be used to

limit the scope of the claimed subject matter.

The illustrative examples described below providenaproved method to a computing
environment with at least one enterprise, wheré eaterprise includes individuals that are
grouped together seeking to obtain access to oo services in a plurality of service
providers. Typically, administrators at one entegare authorized to manage an individual’s
access rights to services provided by service gergiin connection with the enterprise.
However, administrators often times are unfamivéh the administrative tools provided by the
service providers to assign access rights for @atitidual. And in some instances,
administrators are often tasked with associatimgs® rights for an individual at a plurality of
service providers. Based on this, administratoesat only required to understand the role and
access policies for individuals, but also how te administrative tools in both their own
enterprise and also a plurality of service prowsder
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Thus, an improved method for a computing envirorriggt establishes access rights between
groups of individuals in one enterprise with onemare services provided by a plurality of
service providers may be advantageous. That isnproved computing environment that
includes a Common Authorization Management (CAMyise configured with a web interface
such that service provider administrators can atteand delegate to enterprise administrators
the task of associating access rights to indivelualhen security data that identifies access
rights to one or more services in the pluralitysefvice providers is so delegated, the enterprise
administrator, via the CAM service, can then asseca subset of the groups of individuals from
the enterprise with access rights to certain sesvprovided by the plurality of service providers.
The CAM service, therefore, provides enterprise sgrdice provider administrators with an
interactive service that significantly reduces ¢benplexity and inefficiency that is associated

with managing multiple access rights for differemividuals.

In illustrative examples of the present disclosargethod, system, and computer-readable
medium are provided for establishing access betwebviduals in an enterprise and one or
more services in a plurality of service providéscording to one particular implementation a
method is disclosed herein. An example of the iivermethod comprises creating a plurality of
groups to contain one or more individuals at aemgmise, and receiving security data from a
plurality of service providers. The security dataritifies access to one or more services
provided by each of the plurality of service pransl Moreover, the inventive method comprises
determining a subset of the security data thatadable for accessing the one or more services
provided by each of the plurality of service pransl and associating individuals in the subset of
the plurality of groups with the capability to assghe one or more services provided by each of

the plurality of service providers based on thesstibf security data associated with the group.

According to another particular implementationystem comprises at least a processor and a
memory. The memory is communicatively coupled ®dhleast one processor and computer-
readable instructions that, when executed by theaat one process, cause the system to create a
plurality of groups to contain one or more indivédsiat an enterprise, and receive security data
from a plurality of service providers. The secudsta identifies access to one or more services
provided by each of the plurality of service pransl Moreover, the system is further configured

to determine a subset of the security data thestadable for accessing the one or more services
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provided by each of the plurality of service praisl and associate individuals in the subset of
the plurality of groups with the capability to assghe one or more services provided by each of

the plurality of service providers based on thesstibf security data.

According to yet another particular implementatiarcomputer-readable medium, bearing
computer-executable instructions that, when execotea computer, cause the computer to
perform operations comprising creating a pluradityroups to contain one or more individuals
at an enterprise, and receiving security data faquiturality of service providers. The security
data identifies access to one or more servicedged\by each of the plurality of service
providers. The computer-readable medium also bgamstructions, when executed on a
computer, that further cause the computer to perfgperations comprising determining a subset
of the security data that is available for acceg#i® one or more services provided by each of
the plurality of service providers, and associatimdjviduals in the subset of the plurality of
groups with the capability to access the one orenservices provided by each of the plurality of

service providers based on the subset of secuatey. d

BRIEF DESCRIPTION OF DRAWINGS

The foregoing Summary and the following Detailecs&tion are better understood when read
in conjunction with the appended drawings. In otdatiustrate the present disclosure, various
aspects of the disclosure are shown. However,ifododure is not limited to the specific aspects

discussed. The following figures are included:
FIG. 1 illustrates a computing environment witheast one enterprise in connection with a
plurality of service providers via a Common Autlzation Management (CAM) service.

FIG. 2 illustrates a diagram of associating groofpsdividuals from an enterprise to one or

more services in a plurality of service providers.

FIG. 3 depicts an example of one or more servitasdre accessible to specific groups of

individuals.

FIG. 4 depicts an example method of an individughanticating at an authentication service

and then accessing one or more services from &egovider as determined by security data
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obtained from the CAM service and conveyed withec8ity Assertion Markup Language

(SAML) to the service provider.

FIG. 5A illustrates an example method of an indinadauthenticating at a service provider and
then accessing one or more services from the sepravider as determined by security data

obtained from the CAM service in response to aestjissued by the service provider.

FIG. 5B illustrates an example method of an indialdauthenticating at an authentication
service and then accessing one or more servicesdreervice provider as determined by
security data obtained from the CAM service in cese to a request issued by the service

provider.

FIG. 6A depicts a diagram representing securitg tizdt are periodically synchronized to the
service provider via a CAM service, after whichseuauthenticating at the service provider may
access one or more services from the service peoasl determined by the security data in a

data store at the service provider.

FIG. 6B depicts a diagram representing security tiadt are periodically synchronized to the
service provider via a CAM service, after whichseuauthenticating with a SAML assertion
may access one or more services from the servisedar as determined by the security data in

a data store at the service provider.

FIG. 7 is a flowchart of an example method of d&thing access, via a CAM service, for
grouped individuals in at least one enterprise witk or more services in a plurality of service

providers.

FIG. 8 illustrates an example schematic diagram ®fstem with a computing device configured

to establish access between enterprises and seracielers.

DETAILED DESCRIPTION OF ILLUSTRATIVE EXAMPLES

As briefly described above, examples of the presmmntion are directed to a computing
environment, and in particular to an improved mdthmothe computing environment for
establishing access between groups of individuadd least one enterprise with one or more
services provided by a plurality of service provgldn various examples discussed herein, a
Common Authorization Management (CAM) service isvided. The CAM service allows an

administrator at one service provider to definausgcdata that identifies access rights to one or
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more services at the service provider. The CAMiseralso allows an administrator at one
service provider to delegate a subset of the dgalaia to at least one enterprise. Once security
data has been delegated to an enterprise, an ath@iar at the enterprise may associate the
security data with a subset of groups at the ensarpwhich establishes access rights so that
each group of individuals from an enterprise isatd@ of accessing the one or more available
services from the plurality of service providerBeTCAM service also allows administrators at

the enterprise to assign (or de-assign) an indalitom a particular group of individuals.

Referring to FIG. 1, a computing environment 10€hvat least one enterprise 101-103 and a
plurality of service providers 109-112 is illusedt Furthermore, FIG. 1 illustrates a Common
Authorization Management (CAM) service 150 thatasfigured to receive information from
the enterprises 101-103 and the plurality of serpioviders 109-112. The CAM service 150 is
configured with a web interface that allows an adstrator or user to interact and direct tasks

for the computing environment 100 to perform.

As will be described in more detail below in FI@&S7, an administrator at each enterprise 101-
103, via the CAM service 150, can group togethetageindividuals from within the same
enterprise. That is, the administrator at eachrprige, at their discretion, can determine certain
enterprise groups that are meaningful or importatieir own enterprise. Moreover, the CAM
service 150 is further configured to receive segutata from the plurality of service providers
109-112. The CAM service 150 is configured to reeenformation indicative of which subset
of the security data is available for access bycWiginterprise. In other words, an administrator
at a service provider 109-112 may delegate to adtraors at enterprises 101-103 the task of
associating security data with the individualsatheenterprise.

Based on this information, the administrator aeaterprise is then able to associate security
data to a subset of the groups of individuals atethterprise, thereby enabling the individuals
within the groups to access one or more servicegged by the service providers 109-112. In
other words, the individuals in the subset of thegity of groups originally created by the
administrator at the enterprises 101-103 are novigured with the capability to access certain
services provided by each of the plurality of seevproviders 109-112.
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In some instances, the CAM service 150 may be aiedrom a server separate from the
enterprises and the service providers. In yet amotistance, the CAM service 150 may be
directly installed at any one of the enterprisg’stams 101-103 or service providers 109-112 in

the computing environment 100.

FIG. 2 illustrates a diagram of associating groofpgdividuals 202-204, 209-211, 216-218 from
at least one enterprise 201, 208, 215 to one oe @nvices 223-225, 232-234, 241-243 in a
plurality of service providers 230, 239, 248. Ruwstance, an administrator at Enterprise A 201,
via the CAM service (not depicted here in FIG. @, ghown in FIG. 1), can assign individuals
202 who are engineers at Enterprise A 201 to apgeailed “Engineers” 205. In another
instance, the administrator may assign certairviddals 204 at Enterprise A 201 to a group
called “Supervisors” 207. In essence, the admatisirhas the ability to dynamically create and
modify the group of individuals 202-204, 209-21192221 based on different criteria. That is,
the administrator can add or remove individualeanh group of an enterprise at any time. The
number of individuals for each group may vary (eaggroup may contain just one individual, a

group may contain more than one individual, or@grmay contain zero individuals).

After groups 205-207, 212-214, 219-221 have beeated, an administrator at an enterprise can
then associate security data 222, 231, 240 thabéms delegated to the enterprise with each
group of the enterprise, thereby establishing acdghts or the capability to access at least one
or more services 223-225, 232-234, 241-243 provigethe plurality of service providers 230,
239, 248.

The service providers 230, 239, 248 in FIG. 2 ardigured to send security data 222, 231, 240
to the CAM service. The security data 222, 231, iddludes information that identifies the
accessibility of the one or more services 223-232-234, 241-243 in the plurality of service
providers 221, 228, 235. Specifically, the seculldya 222, 231, 240 can be first defined by an
administrator at a service provider 230, 239, 24& security data includes information that
identifies which of the one or more services 228;282-234, 241-243 provided is available to
an enterprise 201, 208, 215. In other words, in&diom regarding the availability of services
223-235, 232-234, 241-243 from the plurality ofvéee providers 221, 228, 235 is sent to the

CAM service so that an administrator at the entsegp201, 208, 215 can associate, match, or
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map a group of individuals 202-204, 209-211, 218-&ith the capability to access those
services 223-235, 232-234, 241-243. Put another ®ah of the service providers 230, 239,
248 can define entitlements 226, 235, 244 to sjgesifterprises. Based on these entitlements
226, 235, 244, the security data 222, 231, 240teethie CAM service essentially identifies

enterprises that can be associated with a subsetafity data.

More specifically, once security data is receivetha CAM service, the administrator at each of
the enterprises 201, 208, 215 can determine amtiass a subset of the groups with a subset of
the security data to establish access. Followiag the administrator at each of the enterprises
201, 208, 215 can then associate individuals 2@R-209-211, 216-218 in the subset of the
groups with the capability to access the one orenservices 223-235, 232-234, 241-243. In
other words, the administrator at each of the entes 201, 208, 215 provides a number of
groups 205-207, 212-214, 219-221 located in eatheoénterprises 201, 208, 215 the capability
to access one or more services 223-235, 232-234223 in the plurality of service providers
230, 239, 248 based on the received security data.

FIG. 3 illustrates the one or more services 310i{Ba8Bare accessible to particular groups of
individuals 301-309 as depicted in FIG. 2. As digsat in FIG. 2, the administrator at each
enterprise, while using the CAM service, first gasiindividuals into a group 301-309 at an
enterprise. And when security data is receiveti@QAM service, the administrator at each
enterprise determines a subset of the securitytdatas available for access by a particular
group from the plurality of groups. The adminisbredit each enterprise can then associate the
subset of the security data with a subset of theafpty of groups. Thereby, the administrator at
each enterprise can associate individuals 301-3h0sscurity data that identifies one or more
services 310-318 in the plurality of service pr@ralthat are accessible. For example, in FIG. 3,
the group “Engineers” 301 is provided with the daliy to access services such as “Read
Stuff” 310 from Service Provider A 230 (shown irGF12), perform “AAA” 316 in Service
Provider B 239 (shown in FIG. 2), and use “App 183n Service Provider C 248 (shown in
FIG. 2). In another example, FIG. 3 illustratesttthe group “Designers” 304 is provided with
the capability to access the only the service @d®Stuff” 310 in Service Provider A 230 (as
shown in FIG. 2) but no other services in Servioa/iler A 230, or services from any other

service providers 239, 248.
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As described above in FIGS. 1-3, the CAM servicenisfigured to provide administrators at
each enterprise the capability to efficiently mamagcess rights to services for each individual
at an enterprise. Once access rights have bedligiséal for groups of individuals at each
enterprise, an individual in that group may seeédeess those services. The CAM service
receives and stores information (e.g., securitg)dagarding these established access rights for
each enterprise. Hence, FIGS. 4-6 illustrate exammthods of individuals seeking to access at
least one service from at least one service prowtter access rights have been established as
described in FIGS. 1-3.

FIG. 4 depicts an example method 400 of an indefid@®1 authenticating at an authentication
service and then accessing one or more servicesdrservice provider 404 as determined by
security data obtained from a Common AuthorizaManagement (CAM) service 403 and
conveyed within Security Assertion Markup Langué8AML) to the service provider 404. In
particular, FIG. 4 illustrates that an individu@ll4at an enterprise is seeking to access a service
in service provider 404. The individual first prdes a userlD, password, and information
regarding the target service provider. A SAML-cdpahkuthentication Service (AS) 402
authorizes, authenticates, or validates the usaniDpassword. The AS then forwards 406 the
authenticated userlID and target service providernmation to the CAM service 403. In the
alternative, the AS could provide the individualisstomer group ID instead of the userID. This
could alleviate the need to manage group membershifhe CAM system and allow the AS to

leverage its own group/role management capabilities

Once the CAM service 403 receives the userID, th®Gervice 403 is configured to return
information regarding the individual's establistemtess rights to the service provider’'s services
407. That is, the CAM service 403 provides inforiora{e.g., security data) indicative of
whether the individual has an access right to émeice in the service provider 404. The security
data provides information such as privileges, atghtions, or entittements of whether an
individual has access rights to a service. Secdatg may be in the form of: a claim, an

assertion, a security token, or a SAML assertion.

Subsequently, the AS 402 redirects 408 the indalidibrowser to the service provider’s

browser with a SAML assertion carrying all the peht information regarding the individual's
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access rights to the service. The browser is ttarsterred to the service provider’s website and
the service provider 404 validates the SAML asseréind considers whether to allow the
individual access 409 to the services in the serpiovider 404. When a determination is made,
the service provider 404 then sends an appropesf@nse to the individual's browser 410.
Specifically, the appropriate response may includesponse such as: allowing the individual to

access the services or not allowing the individaaccess the services.

FIG. 5A illustrates an example method 500 of anviddal 501 authenticating at a service
provider 503 and then accessing one or more serfiigm the service provider 503 as
determined by security data obtained from a CAMiser502 in response to a request issued by
the service provider 503. That is, the individualserID and password is directly sent to the
service provider 504 without processing througtA8nor the CAM service first. The service
provider 503 receives this information. The senpoavider 503 then authenticates, authorizes,
or verifies this information and then sends thithanticated user’s userID to the CAM service
502 to request the individual's access rights (elgims or security token) 505. (This is
assuming that the mapping of the individual’s sss\provider userID is the same individual's
identity in CAM.) As described above, the CAM ser/b02 includes information indicative of
whether each individual has the capability to as@® or more services provided by the service
provider 503.

Further referring to FIG. 5A, once the CAM servi® provides the information as to whether
the individual has access rights 506, the serviogiger 503 responds to the individual 501.
That is, the service provider 503 sends 507 anogpiaite response to the individual 501. Again,
the appropriate response includes a response sueliawing the individual to access the

services or not allowing the individual to accdss services.

FIG. 5B illustrates an example method 550 of anviddal 551 authenticating at an
authentication service and then accessing one og savvices from a service provider 554 as
determined by security data obtained from a ComAwthorization Management (CAM)

service 553 in response to a request issued bsettvece provider 554. The example method 550
illustrated in FIG. 5B is similar to the exampletimed discussed above with respect to FIG. 5A.
The difference is that, in FIG. 5B, the userID aadsword are first verified, validated,
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authenticated, or authorized 555 at a SAML-capAbientication Service (AS) 552. The AS
552 provides the individual with a SAML assertids650nce the service provider 554 receives
this information (e.g., a SAML assertion and théividual’s identity), the service provider 554
will request from the CAM service 553 access rigbtghis individual 551 based on the
individual’s identity obtained from the SAML asdert received in 557.. In other words, after
verifying the received SAML assertion 557, the gar\provider takes the user’s identity (e.qg.,
userlD) from the SAML assertion and makes a semvadie(e.g., RESTful or Simple Object
Access Protocol) to CAM to request that user’snetapertinent to the service provider. Based on

this, an appropriate response will then be forwauitdethe individual 560.

FIG. 6A depicts a diagram 600 representing secdetg that are periodically synchronized to
the service provider 603 via the CAM service 6G&ravhich a user 601 authenticating at the
service provider 603 may access one or more serffiom the service provider 603 as
determined by the security data in a data storeab@de service provider 603. As described
above in FIGS. 1-3, access rights are first esthbtl to determine which groups of individuals
have the right to use certain services in a plyrali service providers. After that occurs, the
CAM service 602 can be configured to periodicallgip or send information regarding the
established access rights for each group of indal&l605 to the service provider 603.
Specifically, the CAM service 602 periodically (@hen directed) pushes security data (e.g.,
security tokens or claims) to service provider 603 service provider 603 may include an
identity data store 604 configured to store theseisty tokens or claims. Thus, when an
individual 601 requests access 606 and providesehace provider 603 with a userlD and
password, the service provider 603 may requesa@iser’s claims from the data store 604 and
the data store 604 will respond with the user’'swsa This will determine 607, 608 whether the
requesting individual 601 has access rights tsémeices in the service provider 603. Based on

this determination, an appropriate response is $eah609 back to the individual 601.

FIG. 6B depicts a diagram 650 representing secddtyg that are periodically synchronized to
the service provider via the CAM service 653, aftbich a user 651 authenticating with a

SAML assertion may access one or more services tihenservice provider 654 as determined
by the security data in a data store 655 at thecgeprovider 654. FIG. 6B illustrates a similar

example method as FIG. 6A discussed above; howEil@r,6B includes a determination 656,
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658 at the SAML-capable Authentication Service (AS2 first for an individual 651. As
analyzed above, the AS 652 is configured to firsi/gle a SAML assertion for the individual
651 requesting access. This occurs prior to thecgeprovider 654 determining 660, 661
whether the individual 651 can access servicesnvice provider 654. Based on this

determination, an appropriate response is thené&hback to the individual 651.

FIG. 7 is a flowchart 700 of an example methodstéklishing access via the CAM service for
grouped individuals in at least one enterprise with or more services in a plurality of service
providers. In block 701, an administrator at aregrise, via the CAM service, creates a group
of individuals at the enterprise. That is, the audstrator at the enterprise consolidates
individuals into enterprise groups that are meduing important for the enterprise. For
instance, all the engineers at the Enterprise Ayeyeped together into an “Engineers” group.
These individuals in the “Engineers” group will thiee associated with a subset of security data
such that these individuals in the group will h#tve capability of accessing certain services in a

plurality of service providers.

In block 702, the service provider administrataes tasked with defining security data (e.qg.,
security tokens or claims) that are made availabt&contain information indicative of which
enterprise can access the services. This secatislyisl subsequently sent to the CAM service.
Furthermore, as shown in block 703, the servicgiges administrators can also delegate
responsibility to the enterprise administratoragsociate a subset of the security data to each
enterprise. In other words, a determination cambde, at the CAM service, whether a subset of

the security data can be made available for adneassubset of the plurality of groups.

In block 704, the CAM service, via a web interfaisezonfigured to provide an enterprise
administrator with information with respect to wihisubset of security data is available for
access by which enterprise. That is, the servioeigers indicate which enterprise can have
access rights to the services and pushes thismation to the CAM service so that an enterprise

administrator can view and manage.

In other words, in block 704, the CAM service reesisecurity data from the plurality of service
providers and the enterprise administrator, viankerface of the CAM service, associates a

subset of the plurality of groups of individualgla plurality of enterprises with a subset of the
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security data received from the plurality of seevroviders. In particular, the enterprise
administrator may, for example, associate the “Begis” group with a subset of the security
data. Thereby, the “Engineers” are then provideti thie capability to access one or more
services in the plurality of service providers. Tisaas described in FIG. 3, when an individual
of the “Engineers” group logs into the system ateffprise A with the individual’s userID and
password at a later time, the individual will hageess to services such as “Read Stuff” from

Service Provider A or “App 1" from Service Provider

In blocks 705 and 706, the administrators at eatbrprise are also tasked with adding and/or
removing individual users from each of the plugatif groups. In essence, the administrator at
each enterprise has the ability to dynamically ter@ad modify the group of individuals based
on different criteria. That is, the administratanadd or remove individuals in each group of an
enterprise at any time. As noted above, the nummbiedividuals for each group may vary (e.g.,
a group may contain just one individual, a grougy m@ntain more than one individual, or a
group may contain zero individuals).

FIG. 8 illustrates an example schematic diagramd@G@0system with a computing device 899
configured to establish access between entermisgservice providers via a CAM service 810.
Moreover, a user or administrator 801 may direetdbmputing device to access the CAM
service 810 for information pertaining to which gps of individuals at an enterprise have

access rights to which services in a pluralitye/ge providers.

In one example, a computing device 899 may inclugeocessor 802, a memory device 804
coupled to processor 802, one or more wirelesstnéters 806, one or more wireless receivers

808, an output component 889, and an input compg@&h

Processor 802 includes any suitable programmaideitincluding one or more systems and
microcontrollers, microprocessors, reduced insioacset circuits (RISC), application specific
integrated circuits (ASIC), programmable logic aits (PLC), field programmable gate arrays
(FPGA), and any other circuit capable of executhmgfunctions described herein. The above
examples are not intended to limit in any way te&rdtion and/or meaning of the term

“processor.”
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Memory device 804 includes a non-transitory comprgadable storage medium, such as,
without limitation, random access memory (RAM)stiamemory, a hard disk drive, a solid state
drive, a diskette, a Flash drive, a compact distig#aal video disc, and/or any suitable memory.
In the example implementation, memory device 8@uthes data and/or instructions embodying
aspects of the disclosure that are executablednepsor 802 (e.g., processor 802 may be
programmed by the instructions) to enable proce®82rto perform the functions described
herein. Additionally, the memory device 804 may poise an operation system and

applications.

Wireless transmitters 806 are configured to trahsomtrol signals and data signals over a
network. In one example, wireless transmitters B@§ transmit in a radio frequency spectrum

and operate using an appropriate communicatioropobt

Wireless receivers 808 are configured to receivdrobsignals and data signals over network. In
one example, wireless receivers 808 may receiveEgn a radio frequency spectrum using an

appropriate communication program.

The computing device 899 may also include at leastoutput component 889 for presenting
information to a user or administrator 801. Outparinponent 889 may be any component
capable of conveying information to user or adntiater 801. In some implementations, output
component 889 includes an output adapter, suctvakea adapter and/or an audio adapter or the
like. An output adapter is operatively coupled togessor 802 and is configured to be
operatively coupled to an output device, such disglay device (e.g., a liquid crystal display
(LCD), organic light emitting diode (OLED) displagathode ray tube (CRT), “electronic ink”
display, or the like) or an audio output device(ea speaker, headphones, or the like). In some
implementations, at least one such display dewvickoa audio device is included with output

component 889.

The computing device 899 may also include at leastinput component 888 for receiving input
from user or administrator 801. Input component 88§ include, for example, a keyboard, a
pointing device, a mouse, a stylus, a touch seegttanel (e.g., a touch pad or a touch screen), a
gyroscope, an accelerometer, a position deteataaudio input device, or the like. A single

component, such as a touch screen, may functibothsan output device of output component
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889 and input component 888. In some implementstiontput component 889 and/or input
component 888 include an adapter for communicatatg and/or instructions between the node

and a computer connected thereto.

In some examples, a system memory may be usedhwhane example of a computer-readable
storage medium, configured to store program infttns and data as described above for
Figures 1-7 for implementing examples of the cqoesling methods and apparatus. However,
in other examples, program instructions and/or dag be received, sent, or stored upon
different types of computer-accessible media. Galyespeaking, a computer-readable storage
medium may include non-transitory and tangibleagermedia or memory media such as
magnetic or optical media, e.g., disk or DVD/CD pladl to a computer system or gateway
device. A computer-readable storage medium mayiatéode any volatile or non-volatile

media such as RAM (e.g., SDRAM, DDR SDRAM, RDRAMR/AM, etc.), ROM, etc., that

may be included in some examples of the computesys described above as system memory,
gateway device, or another type of memory. Postmmall of the multiple computer systems,
such as those illustrated herein, may be usedptement the described functionality in various
examples; for example, software components runaing variety of different devices and

servers may collaborate to provide the functiopalit

Conditional language used herein, such as, amdmgot‘can,” “could,” “might,” “may,”

“e.g.,” and the like, unless specifically statedestvise, or otherwise understood within the
context as used, is generally intended to convatydértain examples include, while other
examples do not include, certain features, elemant¥or steps. Thus, such conditional
language is not generally intended to imply thatdees, elements and/or steps are in any way
required for one or more examples or that one aeregamples necessarily include logic for
deciding, with or without author input or promptjivghether these features, elements and/or
steps are included or are to be performed in anycpéar example. The terms “comprising,”
“‘including,” “having,” and the like are synonymoasd are used inclusively, in an open-ended
fashion, and do not exclude additional elementgufes, acts, operations, and so forth. Also, the
term “or” is used in its inclusive sense (and moit$ exclusive sense) so that when used, for
example, to connect a list of elements, the terrfirfeeans one, some, or all of the elements in

the list. As used in the description of the disatesand the appended claims, the singular forms
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“a”, “an” and “the” are intended to include the @uforms as well, unless the context clearly
indicates otherwise. It will be further understdbdt the terms “comprises” or “comprising,”
when used in this specification, specify the preseasf stated features, integers, steps,
operations, elements, and/or components, but dprectude the presence or addition of one or
more other features, integers, steps, operatitemeats, components, and/or groups thereof.
Furthermore, the terms “assets” and “computinga@ksy' when used in this specification, may

be used interchangeably.

It will be understood by those skilled in the &t various changes may be made and
equivalents may be substituted for elements themgbbut departing from the scope of the
teachings herein. In addition, many modificatiorsyrbe made to adapt the teachings herein to a
particular situation without departing from the gedhereof. Therefore, it is intended that the

claims not be limited to the particular implemeras disclosed herein.
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What is claimed:

1. A method (700) for authorizing individuals tacass one or more services provided by a
plurality of service providers, the method comprigi

creating a plurality of groups to contain one arenindividuals at an enterprise (701);

receiving security data from a plurality of seevigroviders, wherein the security data
identifies which of the one or more services predithy each of the plurality of service
providers is available to the enterprise (702);

determining a subset of the security data thav#slable for access by a subset of the
plurality of groups (703); and

associating individuals in the subset of the pityraf groups with the capability to
access the one or more services provided by eaitie @iurality of service providers based on

the subset of security data (704).

2. The method according to claim 1, wherein theisty data is defined by an administrator at

each service provider.

3. The method according to claim 2, wherein theisgcdata comprises at least one of: access
rights, privileges, authorizations, claims, SequAissertion Markup Language (SAML)

assertions, and entitlements.

4. The method according to claim 3, wherein theigcdata is accessible by a common

authorization management (CAM) service (150).

5. The method according to any one of claims 1i#&r@in creating a plurality of groups to
contain one or more individuals at an enterprisgassociating individuals in the subset of the
plurality of groups with the capability to accels bne or more services provided by each of the
plurality of service providers based on the sub$security data is performed by an

administrator (801) at the enterprise via the CAdWEe.

6. The method according to claim 5, wherein the Cgéwice is configured with a web interface

for user interaction.

7. The method according to any one of claims by %, wherein creating a plurality of groups
(205-207, 212-214, 219-221) to contain one or nwleviduals (202-204, 209-211, 216-218) at
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an enterprise (201, 208, 215) includes: addingeoraving one or more individuals from the

plurality of groups.

8. A system (100) for authorizing individuals taass one or more services (223-225, 232-234,
241-243) provided by a plurality of service provi&l€230, 239, 248), the system comprising at
least one processor (802) and memory (804), theast one memory communicatively coupled
to the at least one processer, the at least oneomeramprising computer-readable instructions
that, when executed by the at least one procesaosge the system to:

create a plurality of groups to contain one orernadividuals at an enterprise;

receive security data from a plurality of servizeviders, wherein the security data
identifies which of the one or more services predithy each of the plurality of service
providers is available to the enterprise;

determine a subset of the security data thatagahle for access by a subset of the
plurality of groups; and

associate individuals in the subset of the pltyaf groups with the capability to access
the one or more services provided by each of theajpty of service providers based on the

subset of security data.

9. The system according to claim 8, wherein tloeisty data is defined by an administrator at

each service provider.

10. The system according to claim 9, wherein tloeisey data comprises at least one of: access
rights, privileges, authorizations, claims, SequAissertion Markup Language (SAML)

assertions, and entitlements.

11. The system according to claim 10, wherein #doeisty data is accessible by a common

authorization management (CAM) service.

12. The system according to any one of claims\8H&rein the creation of a plurality of groups

to contain one or more individuals at an enterpaise the association of individuals in the subset
of the plurality of groups with the capability tocess the one or more services provided by each
of the plurality of service providers based onghbset of security data is performed by an

administrator via the CAM service.
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13. The system of according to claim 12, whereen@AM service is configured with a web

interface for user interaction.

14. The system according to any one of claims 8r 92, wherein the creation of a plurality of
groups to contain one or more individuals at aemgmise includes: adding or removing one or

more individuals from the plurality of groups.

15. A computer-readable medium for authorizingvidlials to access one or more services
provided by a plurality of service providers, bagrcomputer-executable instructions that, when
executed upon a computer, cause the computer farpeoperations comprising:

creating (701) a plurality of groups to contairear more individuals at an enterprise;

receiving (702) security data from a pluralitysefvice providers, wherein the security
data identifies which of the one or more servicewigded by each of the plurality of service
providers is available to the enterprise;

determining (703) a subset of the security deahithavailable for access by a subset of
the plurality of groups; and

associating (704) individuals in the subset ofgheality of groups with the capability to
access the one or more services provided by eatte gilurality of service providers based on

the subset of security data.

16. The computer-readable medium according to cldinwherein the security data is defined

by an administrator at each service provider.

17. The computer-readable medium according to cl&ipnwherein the security data comprises
at least one of: access rights, privileges, authtions, claims, Security Assertion Markup

Language (SAML) assertions, and entitlements.

18. The computer-readable medium according to claipnwherein the security data is

accessible by a common authorization managemen¥ijGarvice.

19. The computer-readable medium according to aeyod claims 15-16, wherein creating a
plurality of groups to contain one or more indivédiiat an enterprise and associating individuals

in the subset of the plurality of groups with tlapability to access the one or more services
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provided by each of the plurality of service prarslbased on the subset of security data is

performed by an administrator via a CAM service.

20. The computer-readable medium according to aeyod claims 15, 16 or 19, wherein
creating a plurality of groups to contain one orenimdividuals at an enterprise includes: adding

or removing one or more individuals from the plityabf groups.



