: e3eTf RT6T40; U~ S D E C 2002 4 MULTI-LEVEL SECURI TY NETWORK SYSTEM Field of
the I nvention The present invention relates to a nmulti-|Ievel ?ar DEX 2002
negtwork system More particularly, the present invention relate a
secure communi cation between hosts usi ng a network that inplenments a
security policy, and especially a network allowng nultiple | evels of
informati on to coeMVSTIohEWERed WKL BY NEFWORAKEFBRMd of the I nvention The
Nat i onal Security Agency (NSA) has set forth 10 specific definitions and

requigieRNise thad Bstatt igh various levels of security in conputer and
network systens. These basic definitions are set forth in "Trusted Conputer

Syst em Eval uatign ria,” De art ment of 5 TCSEC

"Trusted Netvvor’lgnef feers%' gt a]tw% ot £ a‘FFusES conp ev S@ﬁu)Er\}gVuatlon
15 Criteria,” National Conputer Securlt Center, 1987 (TNI) These
docurRaiwe ke EysEefhe Metei Parreimud ardy, shhe cesenbeliniantimredalatefe of six
hierarchical ratings: Cl, C, Bl, B2, B3, and Al, with Cl being the | east
sSecurs and sbuirke datuBiReiion Dbetiwda Bost8ausiing rathegeobt, tBdr and B3,
i ntroduces 20 the requirenents for nulti-Ilevel secure (M.S) systens. The
term, I ey y rs ' 4

cl assi tn% |r1(§:n Ieve S ofts' R]pg§%§fl Shaarggﬁgégggégeam@e%\t}f#angg&gwgﬁand not
all users are cleared for all | evels of ~ 8 DEC 2002 information

preseitlt i e kel € ot it f QlaRa talst ited GRS e A IHPWeL Tttt ked
systens, at which tine the phrase M.S network

‘ Backaground of the Invention

The National Security Agency (NSA) has set forth
10 specific definitions and requirements that establish wvarious
levels of security in computer and network systems. These basic
definitions are set forth in “Trusted Computer System Evaluation
Criteria,” Department of Defense, 1985 (TCSEC) and “Trusted
Network Interpretation of the Trusted computer System Evaluation
15 Criteria,” National Computer Security Center, 1987 (TNI). These
documents define the requirements for systems to be evaluated in
one of six hierarchical ratings: Cl1, C2, Bl, B2, B3, and Al, with
Cl being the least secure and Al the most secure.

Division B, that is, ratings Bl, B2, and B3, introduces
20 the requirements for multi-level secure (MLS) systems. The term
"multi-level security" refers to a system in which two or more
clagsification levels of information are processed

simultaneously, and not all users are cleared for all levels of

LT A SR
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was generally used to refer to a network that was capabl e of sinmultaneousl
transnmitting data at nultiple security |evels when 5 some hosts of &JB&CSZU&IZ
were not cleared for all levels of data. In order for an MLS network to
qualify as a B-level secure network, it nust provide at |east the follow ng
five security functions: (1) access control, (2) object reuse, (3)

| abel;i ) ti 1 udi ting.
Open %rg(ﬁ;kﬁdr??géo%énrg%tl giﬁlhl?%%f%gsrekféﬁé%?% h i né&?ecg?%ﬁég%% gh% nition
of seven | ayers of network connectlon physical, (2) data |ink

net wdPC ‘€4 °tP§H§ﬁB¥?d TESU%%%SPGnW %GW %F@%éﬂﬁhﬂhﬁﬁseaﬂ@s(??tﬂﬁﬁklcatlon
The first criteria, "access control," is concerned wth 15 the enforcenent
of rwass deeermlly pekdcyp e figh dto axt ngeewsubkj ebbs Was capabsbeesses,
hosts) access passive objects (for . exanple, files, nenory, and devices).

In aNetMREkeSUST§M r ARG Ald 11 etattahst%wf;swg@&ﬁai% 9kviee Rhehocol

hi erarchy, access control iIs concerned W th the access of hosts to network

20 packet Rul e- based Mandat or cess ntro (VAC oncerned with
o1 e BTGB ot S e At Coeag <6 thee i '?(A*)&&Fa of{ % ur ong
| evel . Discretionary Access Cbntrol (DAC), on the - 1 8 DE C 2002

ot her hand, isﬂnnm%dmedforthneMbarnﬂgwpm&tt@ muﬂluﬂﬂnnﬁea Bahewvaly
establ i sh authori zed connections to other hosts. The second criteri a,

" obj @EcUrRUSRat WSTRONGRN Ak bBopE g¥ et Ned Sady¥ Rkt eﬂmmbﬁa%ef%er esi dual
dat a, typlcally |n 5 Unused fields or at the end of a packet Dbuffer.

"Labelln cket if ngcessarénk ? utecq:n sten1t?3convey

Lo Besikitdt SRR (17 356888 hnk el ot @ IR Y ERTR.
labeling, (4) identification and authentication (I&A), and (5)

10 auditing. Open Systems Interconnection (OSI) sets forth industry

standard definition of seven layers of network connection: (1)

physical, (2) data link, (3) network, (4) transport, (5) session,

(6) presentation, and (7) application.

The first criteria, "access control," is concerned with

15 the enforcement of rules (security policy) by which active

subjects (e.g., processes, hosts) access passive objects (for
example, files, memory, and devices). In a network system,
operating at the OSI network layer of the protocol hierarchy,

access control is concerned with the access of hosts to network

20 packets. Rule-based Mandatory Access Control (MAC) is concerned

with preventing each host from transmitting or receiving data at

the wrong level. Discretionary Access Control (DAC), on the
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"Identification and Authentication” (1&\) is concerned with establishing

i ndi vidual accountability for authorized users. 10 "Audit" is c0f eb%%pznu
with recording informati on about the use of the network's securi @ 2
mechani snms, to further support the requirenent of user accountability. In

addition to these five basic requirenents, a secure network should al so

Pr OngﬁeE"‘HaHBt‘?EsCéBﬁéékﬁér{;l%itﬂ5m R

conmuni cations integrity. ese ad requi renents s ppofﬁ THhe secure
transfer of Jabeling and control information in an open environnent,
suchoaiytﬁétP éF%e?Pté%ﬁﬁﬁﬁﬁcﬁPPBﬁEté%@?eE9 PENBY DPBER- by appropriate use
of encryption to transformuser data and control information 20 so that it
is unintelligi tThe secandetappersa, Erayjgptt areuse's i3 coessedriesd wichtanbl es or
transforns sensitive data within nmessages (either an entire nessage, or

part ng@n\gﬁﬁ@ag.%}a&\%% “reélease &t Dré:s?tiégi’zﬁ%'ﬂ%m %%%g]@]'y: J any

reci pi ent o-does not know a secret string of charadte a key.
Conmuni catiqns.integrity, .on the qther hand, .is concerne ith detecting
o0 EPEEERot SR T Ao et o8 Nt Fo LDt RE |
traverses the network. Packet integrity has al so been acconplished by

cal cehahi pgckefrpticy mgsis ss aotye cis sl ight ridoeited amtms thdgacketthat a. The
recei ving node can straightforwardly detect nessage nodification to a high

degr 8en8itRveRgDIdf t Mab¥ NRrcatkdll dhingubhe 1Emategr 3phitheC hacksd 10 on the
recei ved data, and conparing it to the received checksum The current

P OSGIER s ER oS B8 R R YR By A LGB T
N and | TT networks.
establishing individual accountability for authorized users.
"Audit" is concerned with recording information about the use of
the network's security mechanisms, to further support the
requirement of user accountability.

In addition to these five basic requirements, a secure
network should also provide two other capabilities,
communications secrecy and communications integrity. These
additional requirements support the secure transfer of MLS
labeling and control information in an open environment, such as
the Internet. Communications secrecy is provided by appropriate
use of encryption to transform user data and control information
so that it is unintelligible to wiretappers. Encryption is a

process that scrambles or transforms sensitive data within

messages (either an entire message, or part of a message) to make



The Verdi x Secure Local Area Network (VSLAN) product 15 was devel oped by

Verdi x Corporation in the 1980s. VSLAN was the first network product

eval uated by the TNl criteria and the first comercial network pﬂpauBECtﬂmz
provi de MLS security. VSLAN is the only commerci al network product

available with a B2 rating. However, VSLAN operates at the Iink | ayer

(lay ph-ot u C ne are
|n1?§ to tﬂ%gg%%g% 8? a oca%éféé%ﬂ%er&grEDGVhﬁF§?V§EEN uses %géé

Encry ti.on Stan rd DE%% for .c %lcatlons integrity, it cannot - 4 8
DEC 5FFa29etus &@%w@r ®ecause DES is not sufficiently strong

to protect classified data The Boei ng MLS LAN has received an Al security
rating with refoemunicathionBNl inkegadey, nobnpr bhedeothgrencaydt i ohs but 5

relies on physical protection of the nediumto protect data in transit. The

ITT eehwe&heaew:ht Yet8cHeag" hO&Ir i fathch FAl@Ma Nosucn 544, 2081 P Poyl e et

"Boyl e"). Boyl e uses cryptographlc seal i ng technlques to support M.S

5'( ?232#5%)1""2? R R A v
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15

20

provi de encryption of data for purposes of secrecy. Cbnsequently,
cl aséhtigyitint hasoul 2 eeat cesorpl bghedday vealdulatdme wgyptopyapkic of
readily avail able tools, such as tcpdunp 15 running on any host in any of

t he cRkekBafsabe ﬂﬂ&}ﬁ@tkﬁea&@ﬁé dHPeKetadehiat. ectrieegeda i $9hghAYEe a
protocol inplenentation that uses a distinct session- Iayer protocol

(T ay ernn SRR CEE AP ALY et s B ndndl PPUERIERe B LGCH iR e

otocol hierarchy. For these two reasons, Boyle is not very useful wth
real depassi of cerelaki by & rreeherkat ing dhasmRtagreahist checksum

on the received data, and comparing it to the received checksum.
The current approaches to MLS networking include Verdix
VSLAN (which has subsequently changed to GKI, then to Cryptek
Secure Communications VSLAN), Boeing MLS LAN and ITT networks.
The Verdix Secure Local Area Network (VSLAN) product
was developed by Verdix Corporation in the 1980s. VSLAN was the
first network product evaluated by the TNI criteria and the first
commercial network product to provide MLS security. VSLAN is the
only commercial network product available with a B2 rating.
However, VSLAN operates at the link layer (layer 2) of the
protocol stack and, thus, its security mechanisms are limited to
the scope of a local area network. While VSLAN uses Data

Encryption Standard (DES) for communications integrity, it cannot
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,y 8 DEC 202 Over the past 15 years, conputer security and network eggri%g
have progressed on separate tracks. Conputer security has generalfb bdER 2002
concerned with the eval uation of standal one conmputer systens, w thout
networking, at a time when the Internet 5 was exploding. Wth the exception
of a few TNl -eval uated products, network security has concentrated on the
use of cryptograph rticularly publig ke rypt.Qgtaph and firewalls.

& yobogt iR SRt b Myl e o el A8 B BLRRE B P Sy

w thout regard for the security of the 10 communicating systenms. Various

met hedspaatedbviréagsiivedbdahaused to enhance network security, including
firewalls, identification and authentication (1&A), intrusion detectors,

and virtual prirgat goaehyomks (AMPMas rerdiivieaivald ahaweary usadide prot ect

an organi zation s internal resources fromthe external Internet by passing

certain protocqls myremail , ery] i,nto_the ot ect,i gn
perivr"r’ile erl,’e%?é%i?{ :tr}%eg&"%ut gﬁld%%ooé:olpgo%gtﬁ)ee?ﬁ&i S%I?WBﬁ%’i‘eJ?uotrhe
firewal|s attenpt to isolate a conpany's intranetwork from 20 the remai nder
of thelifatePRePhYSiCAMaNrOLSCEHIPRe Ofr éks? FeAiars tharofastd drttaveidn t he
external network and internal resources and that pre-validate external
requesassits ~18 D E C 2002 However, firewalls are only intended to

protect internal resources fromoutsiders. As a result, firewalls offer no

protect!on agaifs! &% nakGiia! RLLAGK UREN dHReSS AT ] QPQUN G o fi T eval | 5
(0]

are generally subject to inpersonatio n whi ch an 1 ntruder ost is

programmed to_use_an | P address of one, of hhe qﬁ%ygrk conputers, or an
att aRer may’RAdwPHe psshoYteofreoncbf thPA¥iRted usAYlEi 8RS 1s are

SO0 subject to session stealing, in which the intruder takes over an
aut horypedgsepbiicn,saagetchereannimadd hocesppmdesMbSt dblbiedliedy ldhd or t he
aut hori zed user.

mediation. The approach operates at the session layer (layer 5)
of the OSI protocol reference model. Boyle, however, does not
provide encryption of data for purposes of secrecy.
Consequently, classified data could be accessed by passive
wiretapping or by use of readily available tools, such as tcpdump
running on any host in any of the intermediate networks.

Most protocol architectures do not have a protocol
implementation that uses a distinct session-layer protocol.
Rather, for protocols commonly used on the Internet, application
programs (layer 7) interface directly to the transport layer
(layer 4) of the protocol hierarchy. For these two reasons,

Boyle 1is not very useful with real classified data on real

networks, such as the Internet.
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Firewalls may provide an IP tunneling capability to provide encrypted
channel across the Internet to another part of the conmpany's intr#ngtMo€ k2002
However, a nmajor problemwth firewalls is that once an unauthorized user

is "in" to a host of 15 the internal network, it is possible to use that
host as a point for attacking other hosts wthin that network. |&A devices

general ly involygrt BReUpgsef maiém,dscérﬁﬁu@e#sseécmtqnear{@%etw&)gai n
access across a network to another host. 1&A nay al so ‘be 1 npl enented by the

use of a Persgnal 20 Identification Nunber (PIN) d device to authenticate
the GSERTI¥Ke YR B’é%%}%sﬁ%éz B HRUE eeefd”s"i‘ﬂbg-srra MR R t Bt gy t hat

ei ther takes a challenge and cal cul ates a response or uses sone cl ock-based
synchaenigeateiran 1tyo baesuraondeamecheviltdA tdet £vypdswddon df SstDECakpe acr 0ss
the network is unique fromone access attenpt to another. |1&A may al so be

| Pl eBRPLEEY | By SOEhyANE t HIRMEYBEwokkend!S &atdfa ItdheMpBBANE BEBTHOSSHAOL
address” nedi ation (MAC, DAC) in any way, nor does it address the use of 5

encryption_o acket integrity on_a stream of pac etstéi m o qgs to
anotﬁg?. ?ﬁ?{ﬂgfﬂ%re, Pﬁgﬂri SFCF8%§PHQ %%pggs ¥d f%ﬁ%ﬁi? ?%@rk are
obvi ous, given the availability of public domain software to grab packets
as t pepduFheer seeEWOEK nafeqiatitiar k asOneeneen ¥ 3 teferol Wiidiehensenseide or
outside the 10 network) is able to send packets to your host, there are
ot hegrgptagkaphsuch(pert Dailalwi apyblii choeyt 0 aropheyrh@sl,) orame@ndi ng
packets to unprotected TCP/UDP ports, that could jeopardize the operation
Ofseag%_(rg%tll%r! t eGSR hd D EYSL O 8T 86! rJAMR AHddrddyolygs the
integrity, 1largely without regard for the security of the
communicating systems.

Various methods and devices have been used to enhance
network security, including firewalls, identification and
authentication (I&A), intrusion detectors, and virtual private
networks (VPN).

Firewalls have been used to protect an organization's
internal resources from the external Internet by passing certain
protocols (e.g., email, name services) into the protection
perimeter, but filtering out all protocols not explicitly listed.

The firewalls attempt to isolate a company's intranetwork from
the remainder of the Internet. Firewalls provide proxy servers

that stand between the external network and internal resources

and that pre-validate external requests.
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15 "sniffer,"” such as tcpdunp or hardware that snoops packets on the
internal network, that attenpts to detect and react to malicious @ @FiP7()2
However, intrusion detectors only provide detection, and not preventlon
That is, the detectors cannot prevent an intrusion, but only detect that an
intrusion has occurred. 20 Intrusion detectors also do not provide a way
for mediating W 0 e Ccy, ot ecting
packet integri %’Be]eue% %1?@85%&% Cfgég ég‘r?({iv(gt g‘%et%ﬁes&{ VPNSs)
are | npl emented by flremalls Wi t h, encrypt |on betmeen different sites of a
net woPkeBRa} oE@PORF88S nEY B rHLLAQTS -Soft FPRRSYE bui BerettiRretiRked
encryption that runs on the individual host conputers of the 5 network.
Genenal | proaedPhlonayapeideti reed dntermmailvatetackwoukohhathese stsameé t hin a
| arger, open network and uses nethods (such as encryption) to nake the
net V‘Péléou?f%é!éte FEHLRalPy Sdr R ING ! BELGLAESLS BOELESRaOIoA! rayalls.

do not protect i"nt er nal connunlcatlons are
susceg l e tqQ _sessjon s&l qg and snlfflng on | ocal and nDte net wor ks.
An efidtGpt 88 pEGT | PEOITRAPTERuL o Bt ratdreds fdker, but
an internal attacker on the LAN has free rein to attack any host in that
net wonk, s Wwhlel metwaykhesimputeasy obrt lam oabheackelratmsy LANowi ttEHse 15
Sof t war e- based host | evel VPNs provide a driver that sits between the
et heppetwdFd Vof il e hECRALBL 88 0heedd . StrGlewalhesar¥Phs s8f Egbjsame of the
di sttibuted advantages of having a firewal | - at - each- host archltecture but
do npt hawg an an%gg cgural bash %or rot% h% % osts. The software
VPN 28 cAnCHE %yﬁ%sse Yor IPhsVahce, §4° aﬂ‘ ¢at I8 eSro8¥§£ o’ t he host

n conmuni cat e dlrectly with the NIC driver V|a the OS on
authorized session, together with all access modes established

for the authorized user.

Firewalls may provide an IP tunneling capability to
provide encrypted channel across the Internet to another part of
the company's intranetwork. However, a major problem with
firewalls is that once an unauthorized user is "“in” to a host of
the internal network, it is possible to use that host as a point
for attacking other hosts within that network.

I&A devices generally involve the use of passwords for
a user on one host to gain access across a network to another
host. I&A may also be implemented by the use of a Personal
Identification Number (PIN) and device to authenticate the user.
The I&A device may be hardware using smart card technology that
either takes a challenge and calculates a response or uses some

clock-based synchronization to ensure that the I&A data passed




Phost SXIT HRTe et WorkPAETT Uttt F9F Lot P tiahcR 4

that host, instead of using the software VPN interface. Softmare VPNs may
al so be disabled or nodified by processes running with ? ﬂ$§:ﬁﬁ§
privilege (e.g., the UNIX root user or its equivalent on NT boxes

relies on the host OS for protection, and not all hosts provi de equival ent
protections, so a node with a weak OS could be used as a | ocation to Iaunch

atl agks AR nathiRlio1809h queli dftioheladdis! BYEBMpEN ShakgtARe, 1L 15 a
pri mary object of the present |nvent|on to overcone t I'imtations of t he
conventional security. hani sns. is a further object of the invention

to 165 F@EYdE IS Rard Wﬁﬂﬂ@q|+QMﬁQQFWPW§ ‘security nechanisnms are at

| ayer 3 of protocol hierarchy. It is another object of the invention to

provi de a cent ralwerezk adohei sse abfod&df medhaydisn® skma enoet addkeshat may

be distributed over the Internet. It is another object of the invention to

Pr ovinlerid t38aUT (Mae:, d@quelhhahyléapreﬂsetaogeayéhgaafsgstEhédueerates from

gai ning access to a host. It i3 andfher object of the invention to provide

a multi level secure network havjng a secur|t¥ ﬁlce couglgd bet ween each
T PheRRCERESof RSP BBfect i ves,

the 20 secure network of the present invention, having a conmercial nane

Di amiwedEEK dUlanct; her ovi Best hexmdxrie il ehens aof orewsingypt pgsaphicd

t echnol ogy with hi gh-assurance policy-based - 10 ~a o Ec zooz

enf orcay Hindtedeet diOvebdiudetyDidn PElgY eav i Lasut heyi edpupers from
gai ni ng access to sensitive information. Although the network of the

doc; Gt SReLRR, PS,ciin "BIRKREEC L7 o R giRkpkbey”

nprlses various host conputers o _
networks. Once an attacker (whether inside or outside the

10 network) is able to send packets to your host, there are other

15

20

attacks, such as routing via your host to another host, or
sending packets to unprotected TCP/UDP ports, that could
jeopardize the operation of any host on the network.

An intrusion detector generally involves the use of a
“sniffer,” such as tcpdump or hardware that snoops packets on the
internal network, that attempts to detect and react to malicious
behavior. However, intrusion detectors only provide detection,
and not prevention. That is, the detectors cannot prevent an
intrusion, but only detect that an intrusion has occurred.
Intrusion detectors also do not provide a way for mediating the
flow of packets, protecting packet secrecy, or protecting packet

integrity.
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(such as PCs, workstations, or servers) connected by a common neaéang
Routers may be used to connect Local Area Networks to public net Kk Ecsamﬂ
as-the Internet. The network has two maj or conponents, a Network Security
Center (NSC) and security network 10 interface cards or "security devices."
The NSC is an adm nistrative workstation through which a network security

of fi cer manages.the secur.ity aspects .of system and i npl epented by the
i ndi vi dual seéﬁfFP9a§e$F' é&eT&§§¥§fﬁ% &QEE% QQﬁ%afﬂPigg?PFﬁ &H
aut hentication materials and 15 for authorizing individual peer-to-peer and

cli ehireealbes wistbceacrypsionnbeatdeenodiffenesntt bisessod Multdtwoakel Secure
network, the NSC is responsible for defining the security |levels and

cat egori §8apf akBhohERIWLRR REAN) Lt edopB VBRsNRLWRReaAS i dahflddiy used by
each host. 20 The security devices are interposed between each host,

i ncl udi ng t he . .and the co n.medi u he security devices enable a
oot ST S ER R 8PS At <R BlR o ARGy LA Tt HEP R SED kST o B 1y
solutions, the security device is designed as - 11 1 8 DE C 2002 a

sel fneomerk nedGeneraliyboar YPNhmeyi beddeéiney pst egpatiodtientnetwarkhar dwar e
of the host system The architecture of the security device is readily

| Nt et aghd U v Rl &f W adigehar dfﬁéﬁenéﬂw&f}@rﬁmtﬁseé me¥nS@®s Ufddch devi ces
aut henti cate principals responsible for host conputers that connect to the

net vor k?r%cl' [ yggn}lsgoo&akgetﬁgcy%éé%ggeé@ﬁgtgnd t he NSC, the network

al | ows d " users to access 0 nf or mti on, including the Internet,
whi | e stopping outside attackers at their point of 10 entry. At_the sane
tine, the netwbtketheiels VENs Ravecthe clamdicnREPBAHEf PheblTewa e +
rticular security profile. The
That is, they do not protect internal communications, and are

susceptible to session stealing and sniffing on local and remote
networks. An encrypted path between two sites may shut out an
external attacker, but an internal attacker on the LAN has free
rein to attack any host in that network, as well as any host in
any of the other related LAN sites.

Software-based host level VPNs provide a driver that
sits between the ethernet driver and the TCP/IP protocol stack.
These VPNs offer some of the distributed advantages of having a
firewall-at-each-host architecture, but do not have an
architectural basis for protecting the hosts. The software VPN
can be bypassed, for instance, if an application process on the
host can communicate directly with the NIC driver via the 0S on
that host, instead of using the software VPN interface. Software

VPNs may also be disabled or modified by processes running with




wm

user may sel ect which [ogical network to access at any given tinme.18n8EC 2002
result is trusted access to nmultiple secure Virtual Private Networks (VPN),
all froma single desktop machine. 15 The present network sinultaneously
enforces two i ndependent and conpl enentary types of access control rules:

di scretionary access control (DAC) and mandatory access control (MAC) . The
nem&iivfﬂrégf@r (ENgUN e HeONY BENELEE | Like@NB 201 ¢ Bt @GLIH LA 1RNtNASY - fe- host

co ni cati ons by The use of encryption nechani sns. "Cryptography provides

t he underlying_secrecy and integrity of comunicatioons required f t he
net &3 ‘be %%Iﬁe$6¥§n98r5 ea%BﬁFqg%|ﬁ§4(RFQ&%QF%RR%eﬁ?#gn%Qe??in open
backbone - 12 1 ~ DEe Q2 network. Various types of cryptography are
avai halgltes praridié neqDESR lemd Troteat RDES f o cormedeiwithngd weakndsa
applications, and high-grade Type 1 encryption for classified applications.
The RAMRT kbensiwees ddah MRERAARH M NDhuReh madichicRd Bgains ugaHtbori zed
user, or attacker, through the use of nessage digests. The features of the
netw%rk overcomnme the problens associated with traditional |&A devices,

i ntr S°5% ‘detectors, firewalls and VPNs, as well as with previous M.S

net wor ks (such 20 as VSLAN, Boeing M.S LAN and the ITT network). The
security device is a separate hardware board having a separate CPU, nenory,
network interface and bus architecture fromthe application processes on
the ke$iwardy GRlcHROrtRERAMMAr chitecture guarantees that no malicious host
process can tanper 15 with the internal configuration of the security

G e ISR W SRR SRS
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curity devices cannot be bygassed since there is pno other path to or from

the ASMRRLEO™DO tPheONBERBRR ckbendsitiatifiat ofn &RE cFpRY§PEpRPAL

security mechanisms. It is a further object of the invention to
provide a secure network in which the security mechanisms are at
layer 3 of protocol hierarchy. It is another object of the
invention to provide a centralized administration of a layer 3
secure network that may be distributed over the Internet. It is
another object of the invention to provide a security device that
prevents unauthorized third parties from gaining access to a
host. It is another object of the invention to provide a multi-
level secure network having a security device coupled between
each host and the network medium.

In accordance with these and other objectives, the
secure network of the present inveption, having a commercial name
DiamondTEK Ultra, provides a unique implementation of

cryptographic technology with high-assurance policy-based

- 10 -



protection offered by a firewall (with its nediation and its crypt?grgg¢i? 2
protection) to the network interface of each individual host conmputer. Th @
may still permit a malicious user - 13 ~ ~ pEG 2002 on a particular

Bet hesda nachine to use a permtted association to a host in Tanmpa to
attack that machine, but the network architecture significantly restricts

t he gL t er; ac S h r HJ18 Iting by
tfuaéﬁzéééﬁhgﬁangl?gg?%grg%égére%ﬁ%yn%%?&é#dgggﬁgnggkgﬁﬁﬁgi co:%ggtion
site at the NSC, can be used to provide accqountability, which nmakes

di SRR from SRdRIRG ACKSSRobe tatidilve HRECRBRRAPR - privrRehhfar e
based nedi ati on (MAC and DAC) at each host, and provi des cryptographic

pr otresttwark HE (t$ec peepgentnisygent ion dresabbthyst - tomhbst edssoxlwdt ons. As
used herein, the term"policy" refers to the control of sensitive and

pot et i @ld WeA asst f i 8dadal gnagcos diag: 4B, thel raf esnofps hersystem as set by
the systemcontroller. For exanple, a host operating at a security |evel of
Secret may 15 %éansfer ata to qpther Secret_host 5§t isc?rohibited from
sendi ng data tB'@& HosYoHh&sRsSAY 1ot CRTPERERS Y AELPHT QT orF OB LS | y,

hosts operating at higher classifications or with additional

non- téeclar ehi PAls, catagstiadsi carse prohédrvens ) ropngeatedgbye ss agpmendro t he
Secret host. - 14 ~ 8 DEC QU002 Brief Description of the Drawi ngs Figures
1- 3 dw@ia ar i RYScbpst aRGepeOfisbhet8eedhflect Local Area Networks to

public networks, such as the Internet. The network has two major
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components, a Network Security Center (NSC) and security network
interface cards or “security devices.”

The NSC is an administrative workstation through which
a network security officer manages the security aspects of the
system and implemented by the individual security devices. The
NSC is responsible for setting up authentication materials and
for authorizing individual peer-to-peer and client server
associations. 1In addition, since this is a Multi-Level Secure
network, the NSC is responsible for defining the security levels
and categories of information permitted on the network and the
labeling used by each host.

The security devices are interposed between each host,
including the NSC, and the common medium. The security devices
enable a host to communicate across the network. Unlike other

network security solutions, the security device is designed as

- 11 -




5

network having a security device in accordance with the present kp eﬁéhon.
5 Figure 4 is a diagramof the conceptual network architecture. éu 52002
a diagram of the packet format, including packet |abeling, used on the
network. Figure 6 depicts representative |labeling for the 10 hierarchical

| evel s and non-hi erarchical categories used by the network. Figure 7 is a

representati ! e transm [BY; j f gcation of
i nf o?nﬁ??gﬁcggi:%gﬁghggg%ﬁn %%%P%eég\%fk%gl%i% ﬁ{%é?{;g%%]%c}%%‘? agr am of
the security device. Figure 9 is a flow diagramshow ng the |IP packet
t r anshesshardvaret IR sbbarikgstdesyetemri gufBe1RE H §904 i &§r ab®howi ng
the I P packet reception for the security device. 20 Figure 11 is a
schepetigishodengceonyentadiny iredemdc ealldpter aavabieegt of ehaFdgare 12 is a
schemati c showi ng the host bust interface using a two-port RAM - 15 18
DE T gure 13 is a bl ock diagram show ng the overall structure of
t he %%%&Egéwgbggure 14 is an exanple of how the security device can be used
to partition a_network (includiQ? t he Interne&% into 5 nultiple trusted
Virtual Privat&7Ret wiaeMEAENs) J8H4IeS he SHRNGYE 98F Swi tRFLBCHRRLS bet ween
VPNs. Detail ed Description of the Preferred Enbodi nents

responsible for host computers that connect to the network.

Through use of the security devices and the NSC, the network

allows trusted users to access outside information, including the

10

15

20

Internet, while stopping outside attackers at their point of
entry. At the same time, the network limits an insider to
information defined in their particular security profile. The
user may select which logical network to access at any given
time. The result is trusted access to multiple secure Virtual
Private Networks (VPN), all from a single desktop machine.

The present network simultaneously enforces two
independent and complementary types of access control rules:
discretionary access control (DAC) and mandatory access control
(MAC) .

The network further ensures confidentiality and
integrity of host-to-host communications by the use of encryption
mechanisms. Cryptography provides the underlying secrecy and
integrity of communications required for the network to be able

to enforce a unique policy when operating over an open backbone



Inkdescribing a preferred enbodi nent of the invention illustrated in the
drawi ngs, specific termnology will be 10 resorted to for the sake]ngEC
clarity. However, the invention is not intended to be limted to the 2WE
specific terns so selected, and it is to be understood that each specific
termincludes all technical equivalents which operate in a simlar manner
to ageeyBlrkSh @aghBlubatyBHEPS CryptoghdpHynGro akae 1463w Ngsc1fhg8g 1-3
show vari ous enbodi nents of a security network 10 having a dedi cated

Net Secusi ty. Cont ler (NSC) 12, wmorkstations, 14 and,servers 16. The
NSC BESyemnd RIS  FOF (FOe A A AT LS SR PP RERBEOREL  on of
the secure network 10. The network 10 al so has 20 security devices 18,

havi agdt e gloigrads aTypanmé Bnaryptdilbg, fiorsteld sl histdveapptachthoss.
(workstation 14 or server 16) and the - 16 ~ g D E C 2002 |ocal area
net wehe NB&EWHTRO drisfr¥dN 8nkOCalesaRR Neb ikt (RN m8aifhegvasy ods LANs 5
are connected to an untrusted backbone net 30 by a router 22. The security
device 18.is .preferably a Network, 5_Interfac d (NNO that easily

St epl S0BUER TR UBRE B aoF BPCHRHes RGN ERE 'BF< hedd BESRsESt o
sensitive information. The security device is a self-contained circuit
boar 8igg&tsSi-s directly integrated into the hardware of the host system
Thus, the security cards 18 operate at the network 10 | ayer (layer 3) of

the protocol straek fegtpreyi & etiss ypletthorkONdvettede CAyRBINpeableRs from
one host (I P address, TCP/UDP port) to another. Because the security

rTECh%Qis%'&rEa%%%r%ﬁ:l’?ttraditional I&A devices, intrusion detectors,

10 as VSLAN, Boeing MLS LAN and the ITT network). The security

firewalls and VPNs, as well as with previous MLS networks (such

device is a separate hardware board having a separate CPU,
memory, network interface and bus architecture £from the
application processes on the host. A dual-ported RAM
architecture guarantees that no malicious host process can tamper

15 with the internal configuration of the security device. All
network accesses must go through a security device, which
implement security mechanisms for each and every access attempt.
The security devices cannot be bypassed since there is no other
path to or from the network.

20 The network extends the mediation and cyptographic
protection offered by a firewall (with its mediation and its
cryptographic protection) to the network interface of each

individual host computer. This may still permit a malicious user
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extends the
: usbA%?e policy enforced for each host is the polic

10

15

| ayer 3, the security nechanisms pertain to the entire Internet address
space. Further, the choice of LAN or WAN nmedi umis not 15 rel evant.| Q%E@%ﬂz
security provided by the system Each security device 18 enforces ‘a

mandat ory access control (MAC) policy, as well as discretionary access
control (DAC) policy, on the flow of packets to and fromthat host 14, 16.

I't epgupepak-abelinne BbrAddadahacReskets Wbd M apdiRieE &l £8bo20asESHT I LY
| evel and™a set of non-hierarchical security categories appropriate for the

| ocal host, The Di appndN C securit vice 18 provide er identification
and” 56 HonbPEL: i oh CRBRR B Attard FBAiemanniticn B0t 11 efebskos
keypad (not shown) attached to the device 18. Auditing is provided by the
use efcbibedtiudef signafécant hy nrester isscutihey abeity, ofi theaattackara
directed to the NSC 12 for archival. Finally, the security device 18 uses

encr ypl idtdds PHEMEHE has$RCT eCYu A KL £ OMTRA saahe_mﬁﬁi BhEWHd Yn8Pwdiik _
sel ected connections. Hosts that are installed with the D anondN C security

devices 18 y communicate with ik sts on the jnterpetwrk, a

er miEEd By pror e i Ayl i (8 it T e RS e Re nsc 12
Host software, even malicious host software, 10 cannot bypass the security

mechati e (DI ganrpe awerd i FQy, Peeickdpta ergupkalvi Hedy bywhhehseekest y

devi ce 18 because the security mechani snms are enbedded within the device 18

i t seldfi sebdeatyl fat Waich GRPAHNSC dorengertatinpass through the security device
18 in order to access the network. 15 The network 10 provides the sane

Rl L T L o b
at each host, and provides cryptographic protection
(secrecy, integrity) on all host-to-host associations.
As used herein, the term "policy" refers to the control
of sensitive and potentially classified data according to the
rules of the system as set by the system controller. For
example, a host operating at a security level of Secret may
transfer data to another Secret host, but is prohibited from
sending data to a host operating at a lower classification.
Similarly, hosts operating at higher classifications or with

additional non-hierarchical categories are prohibited from

sending messages to the Secret host.

- 14 -
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required for that host, not a one-size-fits-all policy inposed 20 béﬁﬁ 202
r )

single firewall. The network 10 al so provides centralized net work 8¢

whj ch permits hosts to be switched fromone security profile to another,

wi thout risk that information may - 18 ~ g DEC 2002 | eak across security
| evel s. This network security architecture nmakes an NSA B2 security rating
possé{&g& - BRETYh 5 L To be effective, security

nmec € derrve ro he security threats that affect an
organi zation. All securjty threats generally are concerned with the

unaut hori zed d¥3$gPE8Er elt#/ $ERY t VIBIPWSE o ARG AANTES Pﬁe HBRi f§&HTON of

data. The primary threats for an organi zati on processi ng sensitive data

Wi t hheteorietvaor kegl & ysd@nritgndigardd cul adopralametenorikdd thes tpareddht
interconnected with the Internet, are disclosure, downgrading, passive

W r ef abpbi g active wretappi ng, downl oaded software, and covert channels.
In a classified environnment, the threat of disclosure includes the ability

to read data that is c]assified,above the 15 user's current level. In a
classiTied enviTGHRENt: tfe RhrefAITA™ doUingbhfi M ReRPLRL VBSTIGRE data t o

a lower classification than the user's current |evel. These threats are
addr ascleit dgtaper opri ate use of nulti-level security (MS) technol ogy.
Passive w retapping includes nonitoring at internmediate 20 sites, using

tools such as FeHAHADPs 8§ A addSandidREHH S aFRELC & rnfh dTON A ONud 1y
communi cations nedium The network countersS the threat of passive
Wi T el 2L 09 DY PPRE OPL5 8L ColSERS nERGS R T On- - 19

Figure 6 depicts representative labeling for the
hierarchical levels and non-hierarchical categories used by the
network.

Figure 7 1is a representation of the transmit and
receive windows for communication of information between hosts
of the network.

Figure 8 is a block diagram of the security device.

Figure 9 is a flow diagram showing the IP packet
transmission for the security device.

Figure 10 is a flow diagram showing the IP packet
reception for the security device.

Figure 11 is a schematic showing conventional network
adapter architecture.

Figure 12 1is a schematic showing the host bust

interface using a two-port RAM.

- 15 -
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~ 8 DE C 2002 Active w retapping, also known as nessage stream
nodi fi cation, includes the nodification of selected data (e. g. @qyg% 2
anounts) within a packet, insertion of new packets into the datg t ﬁmh
pl ayback of packets, and deletion of selected 5 packets. Network control,
as well as user data connections, can be attacked. This is countered by

appropriate uspighirer yps ogsaphi ®lehecksiadrakr ¥icddmaphtieChegdsamp are
used to calculate an error detection code on a block of data, using

encr i on d r ey. If two communicating hosts each cal cul ate
t he %g%%g %%%,O?hgﬁgtﬁ%Fégrg'a very high probability that the data was not

modified in transit. The threat of downl oaded software includes viruses,
mal i ci ous progFageTre Jhtale ik, exampler vEr hoyr ERar BeFHEL t¥adevica scamwnl oaded
by a trusted host frompotentially malicious hosts. This is addressed in

t he p& eaerd ned Woake byiensur indgwdidd [hsd budivigr ahe Qmtertidd) oifwes trusted
hosts operating at the sane classification. A covert channel exists when a

hi gh- r i pulat gs. ar. r nodyl at es e rate
i ERERLE, AR R P B R R e A EE T B e
two types of covert chanpels, timng and storage. Covert channels, however,
ar e #EhlF¥sECaSPibElem PASE RetyerR ¥RNFronment than - 24 ~ 8 DEC 2002
on a standal one conputer, but still nust be addressed in MS systens.
Secure networks cannot entirely stop covert channels

Detailed Description of the Preferred Embodiments

In describing a preferred embodiment of the invention
illustrated in the drawings, specific terminology will be
resorted to for the sake of clarity. However, the invention is
not intended to be limited to the specific terms so selected, and
it is to be understood that each specific term includes all
technical equivalents which operate in a similar manner to
accomplish a similar purpose.

Turning to the drawings, Figs. 1-3 show various
embodiments of a security network 10 having a dedicated Network
Security Controller (NSC) 12, workstations 14 and servers 16.
The NSC 12 permits a Security Officer to configure and audit the
operation of the secure network 10. The network 10 also has
security devices 18, having the commercial name DiamondNIC,

installed between each host (workstation 14 or server 16) and the



bet ween comruni cati ng hosts. ARCH TECTURE 5 The network 10 architecture
essentially conprises a specialized NSC 12 host dedicated to confﬂguﬂ&(thﬂﬂZ
and auditing the secure network and a D anondNI C network security device 18
i nstal |l ed between each host conputer and the network nmedi um 20. Hosts,
Users, and Principal 10 The network over which the security device 18
comMmlbt LRt £ fcictaldyk anddinge R ¢ acurfidn W Lhcedspeet Netwedor@adsts. A
principal is an individual that authorizes one or nore users to access the
net wor k 0 U ER ARQS t }tt%!)f j ﬁﬁug' ofile
(rra\rll%)at orlir{/e amﬁglg%ussgr et o%arg%lléa%(g:%jsés 1 ?gnttago?n?g\%%a.é e énﬁe%/v\r%;tk can be
configured by the network security officer such that a single host nay have
nDré3$H§h JNECPEERcPPal . Hence, each principal nust conplete an
identification and authentication (1&A) procedure before the host is
permtted to chhaunseateivyerdéhicaetWbr kis - eferdblly 8 DEMedbAMen t he

| &A procedure has been conpl eted, the security device 18 comuni cates with
the Nele bl PadRCYNEnRE! @géﬂ;} efRRed! LoBerbnBLPA! hEC-catde:

conmbi nati1 on of association lists (for discretionary access contro(ﬁ and
securi Wi ndows%éfor mandatory 5 access control% --_fromthe NSC. From
thatn‘b‘%‘%/%ttlﬁﬁ/va‘? L3y Yo difEG PCFEFECEOSEERF L YV E r LHEPR BREL0RY ves data
over the network independently and transparently, relying upon its own CPU
t 0 avecdrileprideviice he shost ¢l Hromessimed baddwiudith. bohedbardak dtis may be
needed to of fl oad processing, such as 10 encryption. Mre inportantly,

howeyefect DFeperagphit £ AN Ab SEhOMBYahdee SEEUEhé YhESY 1 69s8bs0 prevents the

‘ost software from being able to bypass the security mechani sns.

10

15

20

Thus, the security cards 18 operate at the network
layer (layer 3) of the protocol stack and provide encrypted,
controlled communications from one host (IP address, TCP/UDP
port) to another. Because the security mechanisms operate at
layer 3, the security mechanisms pertain to the entire Internet
address space. Further, the choice of LAN or WAN medium is not
relevant to the security provided by the system.

Each security device 18 enforces a mandatory access
control (MAC) policy, as well as discretionary access control
(DAC) policy, on the flow of packets to and from that host 14,
16. It ensures labeling of all data packets with a hierarchical
security level and a set of non-hierarchical security categories
appropriate for the local host.

The DiamondNIC security device 18 provides user

identification and authentication (I&A) via a card reader and

- 17 -
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The security device wll only send and receive nessages if the

communi cati on has been specifically authorized in the 15 operatlig)r[;{c 2002
profile assigned by the network security officer. Encryption keys are
generated and exchanged as necessary. The VPN is a collection of
potentially comrunicating hosts, such as A, B, C, D and E. Each i ndi vi dual

pair n ?ﬁﬁpc' AN, Vi Lt Vs t wor i's dhe
col Ilé%??%ﬁ o( allbg%wggsm r?;I(‘iiecthtaé?sol%:élg a’? ?gn? ‘4(%1%68 ?QA- B, Kxé%?w&-guslgk E, B-A

B-C, etc,). _Each pair of caommunicating security devices may be said to
ost BT PERI& PAndif cHEC VR, STRSCRSS dicriars Lyt Ehsy securi$p E c
2802 automatically encrypted before transm ssion and decrypted after
arrideviae, i wdtintantidd desai dareohedThe rdtend¥3C sk2ufiotry aofdhicexl .may
enpower each user to access a variety of hosts with different degrees of

priviig9e1y> Rie | %%Eﬁﬁ%‘i%iy SUPPRSE &hatu@ege%h@ir@gua% I goayhQriged to
access the network not only fromhis desktop PC, "but also froma

kst at i h d within, hysi cal | I t tected b
o TSI, 21 B AR CAEPE ko S i R FomaPCbrG PR BBt i drser ,

thought of as different roles, to give 10 that user nore privileges when
accessi ng t he Hester khat oare hingtladdiegalwit s ddigr & 2eMmsiNRG creaurzit vhen
connected fromthe unprotected desktop PC. In addition, a person may be a

pri ngépatedt1dlihderesimeerdnas wildh 18ikd eiditls profidesidddietdworisecurity
| evel s and 15 associ ations) defined for each device. A principal can al so

o° SPRCPE 2 BIEHY S Ao R R A S
d %/)i:grlrjlalt:{'x)é l%csll({'i F:)Lge.d VI:I/iotsQ asosf?:%vlérriet,yec\ir?a\x{li (r:rlea{licious host software,
cannot bypass the security mechanisms (mediation, auditing,
encryption) provided by the security device 18 because the
security mechanisms are embedded within the device 18 itself and
all network communications must pass through the security device
18 in order to access the network.
The network 10 provides the same capabilities as
firewalls, with several additional advantages. The network 10
extends the firewall concept to each individual host in the
intranet. Thus, the policy enforced for each host is the policy
required for that host, not a one-size-fits-all policy imposed
by a single firewall. The network 10 also provides centralized

network control, which permits hosts to be switched from one

security profile to another, without risk that information may

- 18 -



Conceptual Network Architecture 20 Fig. 4 depicts the architecture of the

sl

| ayers in the protocol hierarchy where these functions - 2

systemwith respect to the trust required in its constituent r e
. b y by b DECU2E

C 2rJO2 reside. Region A includes the physical |ayer conmunications |inks,
link_|ayer protocols, repeaters, bridges, and internediate routing hosts.
The R&RUWAFECERISSERERAY eleYelhi s ThiF setiwesl RBEUBAtYr asERHteFt WS si cal |y

prot ected, because of end-to-end 5 mechani sns inplenented in Region B.

Regi eakBsCans NShs Bof stairtitysred idgvipeesibdeer e each security device 18 is

represented by a di anond-shaped object.
control

aHAREoRRGHRERY | & t¥gPELy. Any suited

rangi ng to high-grade Type 1 algorithnms for governnment and mlitary

saPPl lrGatd AN EEEQEEFX? h:tﬁ}he iEléfa@?‘éif%%%.t:laarpr8¥%g§ig%9tﬁﬁﬂlCati\?i‘s

secrecy appropriate
is no need to physically or _procedurall rof ect 20 the conmuni cati ons
medi GREPK 1RYgitET SR ST S R VR Th qqn%%@be;ﬁ

I nformati on bei ng carr

Y RS rReUpRer1ged

The dashed lines indicate that

and auditing of the security devices 18 is inplenented wholly
within Region B, by the 10 NSC 12. The devices 18 operate within [ayer 3 of
t he protocol hierarchy and provide_a cryptographic foundation that assures
comuni cat i ons secrecéE go ﬁgEﬁﬂ

crypt ographi ¢ nethod may be used,

e network,

i ncluding the Data Encryption Standard
(DES) arid Tri glebBESfEect toaesadat i tandhefdhaaricmal shbudfdpbecdérbnedand

t here

internediate host will be unintelligible. In addition, the security devices
18 pddiscdesvwamufi sansbnsve nimfprimat ivec lvanitdes megpfopacave 66rdabe.

' The primary threats for an organization processing sensitive data

10

20

within a networked system, and particularly a networked system
interconnected with the Internet, are disclosure, downgrading,
passive wiretapping, active wiretapping, downloaded software, and
covert channels.

In a classified environ@ent, the threat of disclosure
includes the ability to read data that is classified above the
user's current level. 1In a classified environment, the threat
of downgrading includes writing data to a lower classification
than the user's current level. These threats are addressed by
appropriate use of multi-level security (MLS) technology.

Passive wiretapping includes monitoring at intermediate
sites, using tools such as tcpdump, as well as attaching devices
to monitor the communications medium. The network counters the

threat of passive wiretapping by appropriate use of encryption.

- 19 -
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- 24 ~ 8 DE C 2002 informati on being carried on the network.

Commruni cations integrity nmechani sns include, but are not limted to %e&g%
nmessage di gests (MDS), secure host al gorithm (SHA) and nessage 18 DE 0
aut henti cati on code. Thus, any attenpts to nodify the host data 5 (I P data
field or header) will be detected by the recipient security device 18.

Regions C and A:-{pebudg; ROsipSAPUt aNSol4khBivhNess Wandsd a4 d Onst bl
servers 16), the TCP/IP protocol™ stack, application prograns) and users.

The 1nternet Protocol P) runs 1 t layer 3, the Transm.ssipon Control

Pr ot'&éﬂgkwo%ﬂdl%]e‘gﬁt%% dGESY G%P)seﬁt?ﬁ-gft%ﬁt & rdnshort 1 ayer
(layer 4) and application protocol (e. g., Telnet, File Transfer Protocol)
cl i empre tanly serowrssy unlthin &y eackest iheeprencef meerpachsts Tnto

di stinction between Region C and Region Dis that 15 hosts in Region C are

trusties dhSacoapebarsplihgbaake cfapabketrel shAudeareqws bpreorssidy data at
multiple security levels, while hosts in Region D are not capabl e of

ul ¢ | | in | ‘ of
D SRR ay AR A 5% ity &8 BeSE TR e ot a0

Eval uati on Program (TPEP) or Trusted Technol ogy Assessnent Program ( TTAP)
progeanmsat tagkaBeoni nghdsmmids Cepuatpiedor byes PPrgREd@E r dtfisan®Buch as
Security Proof of Concept Keystone (SPOCK) or the International Conputer
Secuttyyr dgs86hiti 6Reckdbms. 1 B DEC z002

Cryptographic checksums are used to calculate an error
detection code on a block of data, using encryption and a secret
key. If two communicating hosts each calculate the same code,
then there is a very high probability that the data was not
modified in transit.

The threat of downlocaded software includes viruses,
malicious programs, Java code, and other software that can be
downloaded by a trusted host from potentially malicious hosts.

This is addressed in the present network by ensuring that hosts
interact only with other trusted hosts operating at the same
classification.

A covert channel exists when a high-level process
manipulates a shared resource or modulates the rate at which data
is sent, to signal data to a lower-level process. There are two

types of covert channels, timing and storage. Covert channels,

however, are much less a problem in a network environment than
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(ICSA). These hosts may be nulti-user or single-user at a tine conputers,
but are capable of operating only at one security level at a tine8 DEC 2002
Installation and Profiles 5 The network 10 is typically installed by first

installing the NSC 12 in a secure location, readily available to the
security officers. The security device 18 adapters are typically installed
int a L.ou 0Sdy Shye & r rhvers,
assoa afod W R TPe oSO BTG’ 1Sy atam. are ey alfdacsn tPha
conputers. After the network 10 is installed and configured, the Security
Admi BYSEPREor FEGHREs NEHWITRE iR o AN HIFE [Ye SHAR FWEH e sshanprl §
principals, and attached hosts. The adm nistrator adds the information for
eachbetwebr seomuntigadéwgchest8.to a 15 database | ocated at the NSC 12. In
addition, the adm nistrator prograns an authentication card for the
principal wth the security device information, including the principal's
one-tinme password. The adm nistrator travels to each of the nodes, and
reads in the card to install node-specific information onto the 20 board of
the security device. - 26 ~ 8 DE C 2002 A principal initializes and
uses a node by first going to the node and, using the appropriate | &A
means, selects a profile and AMERITHCIYIRENd aut henticates hinsel f/ hersel f
to the network. For exanple, this nmay include inserting the principal's 5

aut henti cati onrgar hdtiwdrle £@rfréRdeecratédacBadntealilg Rapdisedeyice 18.
The principal also selects a usage profile using the pushbuttons on the

[rontoghs Lo, S8t SO0 THEABLLRSE AL dhAlS148 8Rk°5haRllYg R0 those
secure network and a DiamondNIC network security device 18

installed between each host computer and the network medium 20.

Host sers nd Principal

The network over which the security device 18
communicates actually enforces security with respect to network
hosts. A principal is an individual that authorizes one or more
users to access the network from a given host system, subject to
a certain security profile (mandatory and discretionary access
control rules). The network can be configured by the network
security officer such that a single host may have more than one
principal. Hence, each principal must complete an identification
and authentication (I&A) procedure before the host is permitted

to communicate over the network.
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10 administrator. There can be up to 100 profiles defined for each

pri nci pal although, in practical use, nost principals wll hﬁvqem m&vf ew
profiles. The selected profile has associated with it a securi and
permtted host-to-host associations. The NSC 12 sends the appropriate

security wi ndow and 15 associations for the profile to the security device

18. Once the hgsknl Bhél A 28 ddMirdenh s enédh W@mplldtedioshet 58BSFI ¢y Packets
to the network. The security device 18 nedi ates each packet according to

the security_ w ndow and authorized oci ations, then encrypts the packet
usinaeYﬁgea%%rEQWW%R¥F§9%§1W¥§hk85? §§8V9R§:4QW? r by ngﬁﬁépﬁ Tetects
an attenpted security violation, it sends an audit event to the NSC |If

aut hoperetiionbé proftieat- nelye swenlrinatdon oiff fesentapiohi Léstai {fon
different security wi ndow and different associations. This - 27 ~aDE

G 20825ReER bfafy PacFed PAortTRIShhi s8angRf MAMJIMR UEasemBhabhtbeyt o
anot her, as required, anong the set of such profiles authorized for the

princi pal . However., only.one of j (that i ecur. ty w ndo and
asso@fzgfefggnsc)o%arnc’]t}e in ??rgc?{l%t L]gggi vgﬁoénegalrai%t N coem'é?r‘giyt F ne.
Thus, if a principal change profiles by selecting a different profile, the
secuBECUrdsyi Gevisd | et ndt ranswibt asdr sPegd¥es Ak provey pelhe may or
may not have to renove the authentication card. The clearing out of the

secUhktyolRVifi@epéndéntiGt di0\wRraB¥phhen®ly NGiedatingTipopr iBei pah ebuts down
the security device 18 by renoving the card (or |ogging out) and perhaps

pP}“’fEéﬂﬁa\‘?@m ¢ xsiX?itnede“ £ hA" ORGfoUL ¢t h%?o«?@&éfﬁ O’Eaﬁcilﬁicﬁﬁnc.“” typgevice 18
y Transm "or rece€ive packet’s in accordance w e
bandwidth may be needed to offload processing, such as
encryption. More importantly, however, independent transmission
by the security device also prevents the host software from being
able to bypass the security mechanisms.

The security device will only send and receive messages
if the communication has been specifically authorized in the
operational profile assigned by the network security officer.
Encryption keys are generated and exchanged as necessary. The
VPN is a collection of potentially communicating hosts, such as
A, B, C, D and E. Each individual pair has an association, and
the virtual private network (VPN) is the collection of all
possible associations (e.g., A-B, A-C, A-D, A-E, B-A, B-C, etc.).
Each pair of communicating security devices may be said to

establish a transparent VPN, whereby every message is
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users t (0] access

of ficer

exch&

15 established current profile. Hence, the principal's profile is
preferably configured to prevent access to both classified ana gqﬂgggmn
outside information at the sanme tine. Accordingly, the networ I 2
trusted users to access outside information, including the Internet,
stopping 20 outside attackers at their point of entry. At the sane tine,
t he aetwmak ikcialillys eakriypsedebefore Nt pansii o8idef ane@ddédripeed gatétcul ar
security profile. The netmork preserves the security effects
conpar. halji. asy for authorized - 28 ~gDEC2U02
v %%ﬁPQn (alaggqyﬁgéaﬁged Unli ke static VPN solutions, the
network | ets the user decide which netmnrk to access at any given tine.
integrity and ﬂ3§hﬁ§ﬁ@@U§'?ﬁ@uﬁéFMD?ﬁfé?@?eﬁ?ﬁn%ﬂ?%geﬁo?ﬁcgo
and integrity of host-to-host communications by the use of encryption and
i nt egriciey st echramilesy dhciygts onitils dd pfacass déatessrafivpesvidesgeti ve
nmessages to nake them unreadabl e to any recipient who does not know a

ssecr %xs?].hgegne , CBAPEEE hatCal LedrdiKeYsed i d fadtdiRrISlwol SeEHELLY

as authorized two hosts to communicate at a given security |eve

via the use of r|nC|p rofiles, . the security_ deyi ces 8 performa key
E‘& aﬂﬁg a{ éﬁ \r% Fﬂat 58t r 2 of

security devices 18 These keys are henceforth used to 1~ encrypt all
comwoirkattiadni dret ventegche wittthadoheda hgshystalhe céesene setaborgtbeyel
one of the hosts either shuts down or disconnects fromthe network or a

def i pedrllield 8Y aselpﬁérbeeekexcmequo BYahagtnonthewsespethyigayice

e|n or ma

‘B?B‘B’BE oW nfBe

‘t omatically encrypt all

10

15

20

profiles for the user, thought of as different roles, to give
that user more privileges when accessing the network from the
physically secure workstation than when connected from the
unprotected desktop PC.

In addition, a person may be a principal at different
devices with different profiles (that is, security levels and
associations) defined for each device. A principal can also be
enabled to operate the security device in a bypass or non-secured
mode and thereby network non-sensitive data with other hosts that

are not individually equipped with a security device.

Conceptual Network Architecture

Fig. 4 depicts the architecture of the system with
respect to the trust required in its constituent parts and the

OSI layers in the protocol hierarchy where these functions
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20 nessages, security of conmunication across the network is ensured. The
user need not renenber conpl ex pass phrases and conplete an afbhﬁggiﬁﬁfion
protocol that could be spoofed by - 29 ~ 8 OEC zooz Trojant No 2
software. In addition, by applying encryption at the network |ayer, rather
than at the application |layer, the network acconplishes all authentication,

key gepegati orRegn KRY idicSitideautdan f)Hﬁé:iJ:&PSlE?é@S%nﬁmﬂ%a?ﬂ%ns ,
effortlessly. An 5 application programmng interface nmay al so be provided

o robfRfs ol T eI B Roce1fes P oert SR, GreREoer Ui LOESKISRAS cach

pair of hosts at each security |evel offers two advantages. First, the
net wookt 0y prastes ablThe hesodperat asd verfitowesrel ANs thd gchegsofit heedetotand Token
Ring, as well as transmitting packets through the Internet, which

pot epki o +ys@dd OVSr &1y berbRketeapt edebyubest St otdid- tdiathd he
i ntended recipient. Encryption guarantees that only authorized target hosts

can retrieve the inognggion. %5 Secopd, if a key should somehow be stol en
unbeRASHAEESTE tMRIGIPREPHarE FREFC8hAre the key, only a small subset of

the total network traffic is conpromsed. It is noted, however, that the
traffic keys aRegaen Bnemmsdess ©fF the prustiesaldevines kaherg eadt abl i shed
by the two comuni cating security devices, and 20 kept in nenory inside the

two geeurity deviiees.1850isthgpLeSemOedrBgt bedliavend-Shapeiejddx steal a
key. Yet, if sonmeone is snooping packets on the network, and nmanages to
gues’fhéh%al%e}yed-l?iges indicate that control and auditing of the
security devices 18 is implemented wholly within Region B, by the

NSC 12. The devices 18 operate within layer 3 of the protocol
hierarchy and provide a cryptographic foundation that assures
communications secrecy and communications integrity. Any suited
cryptographic method may be used, including the Data Encryption
Standard (DES) and Triple-DES for commercial and financial
applications and ranging to high-grade Type 1 algorithms for
government and military applications.

Because the security devices 18 provide communications
secrecy appropriate for the information being carried on the
network, there is no need to physically or procedurally protect
the communications medium in Region A. Any information
intercepted by a wiretapper or intermediate host will be

unintelligible. In addition, the security devices 18 provide

communications integrity mechanisms appropriate for the



~ 8 DE C 2002 the key would only be valid for traffic from DE t?%g
anot her' host, at a particular level. Additional security may prov d by
intermedi ate hosts on the Internet, such as Internet Service Providers,

that 5 run readily available sniffing tools, such as the UNI X tcpdunp
programto view all packets matching certain filters defined by the

wi r etiafpematlion nbewook ¢arfiuedhern endi@r enetharknessagesmhaveanbonbeen

nodi fied by an attacker through the use of nessage digests, |0 such as

cr yptiﬁﬂ"e?j@i'tg/ cheeksiBns AS nedliad , abaue, ase Memtageifi 668t tcs akaypaler that

is calculate fron1the text of the nessage and is then transmtted al ong
with the ness e encr |nf natl ceiv t he di gest
cal C[}‘F&Fﬁgﬁ eégrtf d&a’ne%(i %]tt dn dgﬁ}g@ a?n(?h@eﬁaﬁﬁ?w ng

host and 15 conpared to the recelved value of the digest. If the

t r anenitheat igakienasgdaew Theal anntad amptse teameoRi fyhsheebesti dgthost can
i be confident that the nessage was delivered intact. Cryptographic

sProt qeel e vicewlll br Shekeys) t Re1pr efecrdetePrad 0bYl thradeesipoenbost 20
t o- host nessages and for control nmessages. All packets have an Ethernet or
Toke e 2§ gappropriate, with the standard IPv4 (Internet
Prot%ggpggt %%R£ﬁ3 %ﬁ%ader and an I P Security - 31 ~ 8 D E C 2002

(1 PSec) header _extension with an Copmon | P Security Option (CIPSC» | abel ,
as specified bRrerehssosapdod pnFiEfenthqfickepmpiters 14 ther

workstations 14 or servers 16), the TCP/IP protocol stack,

. application programs, and users. The Internet Protocol (IP) runs

10 at layer 3, the Transmission Control Protocol (TCP) and User

Datagram Protocol (UDP) run at the transport layer (layer 4) and

application protocol (e.g., Telnet, File Transfer Protocol)
clients and servers run at layer 7 of the protocol hierarchy.

The distinction between Region C and Region D is that

15 hosts in Region C are trusted MLS computers that are capable of

simultaneously processing data at multiple security levels, while

hosts in Region D are not capable of simultaneously processing

data at multiple security levels. Hosts in Region D may be

evaluated according to the U.S. Government Trusted Product

20 Evaluation Program (TPEP) or Trusted Technology Assessment

Program (TTAP) programs, the upcoming Common Criteria, or less

rigorous programs such as Security Proof of Concept Keystone

(SPOCK) or the International Computer Security Association
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formats, as yet unspecified, will be used for the Type 1 nodel of the
security device 18. 5 The headers (IP, IPSec, CIPSO |abel, and
cryptographi c headers) are in clear text while IP data (i.e., Tt BEOU@NE
headers and data) are encrypted. RFC 1851 describes the formatting of
encrypted packets. Label integrity uses, but is not limted to, DSS, SHA or

pro C N, of 0 tlons
VDO, (R, B thies ASEECh)T Blpdf PO ra andsenisal somni g8
encapsul ated in the encrypted payload At the receive end, before the
packEPTPRLEEEry JR\e, 2KACCHPaPESsiafg PRETRISERS ofRt Yieal) PG LSSRRr bR DAC
processing is based on the sending host's IP address. 15 Traffic keys are
det el swveddahy acadmepai r of communi cating security device 18 using I|nternet
Engi neering Task Force (I ETF) key determ nati on based on shared secret
information (IKE) or sone other recogni zed process. The NSC 12 can be used
as a Certificate Authority. Traffic keys are derived separately 20 for each
security level and host. Key life is determ ned centrally, based on el apsed
time or nunber of bytes. The NSC 12 defines the key |ife when the security
device 18 is |n|t|aI|zed and the security device 18 - 32 1 8 DEC Z002

- g dideswhen the key |ife expires. The security

devi ces 18 transfer traffic keys to the NSC (via key generation audit) for

gshort-term archieal n@adioR! €Rbi ak gkeyypeeayeyy- inst At ¥gdugl, hpstsf 0-host
a5500|at|ons may be protected by an appropriate encryption algorithm as

d All K
(ot CBPBRLbYBhETR SRGSHE | 0t SO P pEr O avArPAbE TBALhBOLySEam  The

the security officers. The security device 18 adapters are

typically installed in the backplanes of the wvarious host
computers, and software drivers, associated with the operating
system, are installed on the host computers.

After the network 10 is installed and configured, the
Security Administrator defines information about the security
devices, their principals, and attached hosts. The administrator
adds the information for each of the security devices 18 to a
database located at the NSC 12. In addition, the administrator
programs an authentication card for the principal with the
security device information, including the principal's one-time
password. The administrator travels to each of the nodes, and
reads in the card to install node-specific information onto the

board of the security device.
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network 10 also permts a network administrator to designate 10 certain
associ ations as clear-text (unencrypted). This node of operatqcﬁtﬂﬁé} 2005 a
host to communicate with other cleartext hosts. SECURI TY POLI Cl ES This
section describes the Mandatory Access Control 15 (MAC) and Discretionary
Access Control (DAC) policies enforced by the security devices 18. It also

descri bes Labelp pahinkdgatii fheathPzé8tarft iRy iLHdRN byl #AkrstAYdihg Obj ect
and SystentArchltecture as they reIate to the policy of the net wor k.

Mand A | |
|mr3]| tor‘{ré “pRe 8ugah"“’Lr 288 ’P?t h\‘ft‘n °cp£ Nﬁi Seteh accesl%c tc[)tgst hI the

Reuse,

sendi ng and -

DEC 2UQ2 receiving hosts. Each nessage is assigned

a Iepepfﬂhatanéfﬂééﬂ§l%éﬁﬁ ang thbentwcﬁyeﬁehlgselﬁébﬁéﬁelﬁr§9rtbeary) and
its handling restrictions (e.g., not releasable to foreign nationals, not

rel easafbext 0 rbe eﬁ@rhglbtwrltr}gsdee@r iAeDhde Seesiding tohd pribRi ag@gbu nati on

of a hlerarchlcal | eve

Unclas
form

(TopSecret > Secret > Proprietary > SB

ShEREdLo206u0 oR BherALCNLER! -EahEgoLY: A CRLATE! Eﬁﬁggxggngf the

nanme Ol Ssone projec rporatée

operatlon "Desert Stornt" Simlarly, for at | east 5|ngle IeveI
wor k8exdicend 8.each 10 network principal, or authorized user, is assigned a

| evel

t hat

reflects the host's trustworthiness to read and properly handl e

sensi tive nmessques.priwcipdlesalgey edgl ddtes recepddgonpacfiil eanstrmgstha of
nmessages by the host. First, only an authorized host may receive 15

sensphiyeulabaL W L ARHOTdE HWiSea f@ rdiBEANCETNa BE2REApd) is

able to select only among those profiles entered by the security

administrator. There can be up to 100 profiles defined for each

principal although, in practical use, most principals will have

only a few profiles. The selected profile has associated with

it a security window and permitted host-to-host associations.

The NSC 12 sends the appropriate security window and

associations for the profile to the security device 18. Once the

host initializes the device driver, the host transmits packets

to the network. The security device 18 mediates each packet

according to the security window and authorized associations,

then encrypts the packet using the appropriate traffic key.

When the security device 18 detects an attempted

security violation, it sends an audit event to the NSC. If

authorized, the principal may switch to a different profile, with

a different security window and different associations. This
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PC operating as a host w thout any added security mechanisnms of its own may
have a security device configured to operate at Level - Top SecreTBaDEC 2002
Cat egori es=(USNukes, SpySatellites). This configuration would be okay

provi ded that the host is not 20 permtted to transmt any of that onto the
network or to receive anything different. Thus, the security w ndow for
that Restic LY foind d1 PES NECd PRl v diSaridOSBELH e SEsdd@t pEbei estocan only
SEND - 34 18 DEC 2002 TS (USNukes, SpySatellites) and RECEI VE TS

USNuk SpySatel |it .S d..d h [ ' d | [ I
| aboPEBUEE P hAE FEFF e RPBReF P Mahdt bcP8y™ RECET bhSrFEE RAE-ABSL  4s

wel | as the renote receiving host. If the renote host is also 5 a PC, then
its fesutiney priimgdwalirust be cl osed down to a single point as in the
precedi ng exanpl e. The security device ensures that its transm ssions are

securel y | abel e@dwekha N&SIF koreeganrd i1 Of fiieer iS5, abbeut orgdelenabng the
specific range of levels, or security wi ndow, at which each host is

perm_tted to 10.¢ ni,cat | et t i it-iLevel Secure
compdt raFﬁSF?‘F‘Elgg%Zbkégo es%%u%{]genc’reto%% gg’@@s%ﬁ%ﬁ%kyaﬁﬁé’l% %gcr et to
Top Secret, then the securtity wi ndow can be opened up accordingly. In this
sens@nyt K Meost Thughehi ta iR Bacheal tehange Prefi e Sacpeledbingt fe Top
Secret. This flexible design permts unsecured hosts to be quickly and

easi lay faddechtt prdia It ek sdburiigs eldinsec ured hasttsd candf aeel data
inter-operate with other unsecured hosts w thout any restriction. However,

secured ABRIdG hostise WbbinBPbal ey 80 ARG Hot W HHGSEeHBIECHRET NOStS
“ﬂ ess the secured hosts are

($21

authentication card. The clearing out of the security device is
10 not known by the principal.

The principal shuts down the security device 18 by
removing the card (or logging out) and perhaps powering down the
system. Throughout this operation, the security device 18 will
only transmit or receive packets 1in accordance with the

15 established current profile. Hence, the principal’s profile is
preferably configured to prevent access to both classified and
public outside information at the same time.

Accordingly, the network allows trusted users to access
outside information, including the Internet, while stopping

20 outside attackers at their point of entry. At the same time, the
network 1limits an insider to information defined in their
particular security profile. The network preserves the security

effects compartmentalization, while making it easy for authorized
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specifically authorized to network non-sensitive data, that is, via_ a
defined security window - 35 ' ~ 8 DE C Z002 MAC i s concerpgddift 2002
preventing each host fromreceiving data classified above the host's
current level ("read up") and transmtting data classified below the
hosts's current level ("wite dowmn"). The | evel of a host conputer is

exprggsed *Asadcéangenef inEgrmaenbaatheleaeance lrMalke (f4:ic Seewet, Top
Secret) and sets of non-hierarchical categories (e. g., Projectl,

Oper at i on2000), .as determ ne the profiles of individuals that_ use the
corpAPAREARRE e SREAPERCAshPerdt it fas . MaEH dHSHP T Fandl e M.S
data. 10 As shown in Fig. 6, the network 10 is capable of supporting up to
256 Breesschitcanysedyern yimevel s and at | east 65,535 non-hi erarchi cal
categories. The security adm nistrator assigns nanes (e. g.

"Uncl assified", "Secret”) and a hierarchical relationship to the security
|l evels that will be used in the 15 system Typically, only a few security

Ievegﬁtgr?iq§figEﬁe%gqlﬁggerest are unused. The adm ni strator al so assigns
name | categories, but as the nanme inplies, these
can be placed anywhere in the category space. All hosts nust use the 20
S5same | abel i ng d&fvEMRGERIK ofY SHRMNERABERS BELH ARG et lS oseBdmay have

different values for a |l evel or category as represented within the
oper ahtagrsygt M host3&o-host communications by the use of encryption

and integrity techniques. Encryption is a process that scrambles
. sensitive messages to make them unreadable to any recipient who
does not know a secret string of characters, called a key.
10 If the network security officer has authorized two
hosts to communicate at a given security level, via the use of
principal profiles, the security devices 18 perform a key
exchange protocol and generate unique keys known only to that
pair of security devices 18. These keys are henceforth used to
15 encrypt all communication between the attached hosts at the
chosen security level until one of the hosts either shuts down
or disconnects from the network or a defined limit of use has
been exceeded.
By having the security device automatically encrypt all
20 messages, security of communication across the network is

ensured. The user need not remember complex pass phrases and

complete an authentication protocol that could be spoofed by
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' ~ g DEC Z002 Referring back to Fig. 4, the network 10 architect
provi des an innovative and flexible "security w ndow' mechani 4n8 tﬁ%[te ZUQZ
capabl e of supporting both trusted ML.S hosts (Region C) and single-I|evel
hosts (Region D). For hosts in Region C, the 5 security device 18 can be
configured to permt packets |abeled at multiple levels, with multiple

di f fpreninSRLSsAl s6FLGARE! €S 1nTRAKE t308, SBRALRLE yWnBd QMR /St s/ 1QRL " S
transmssions to the network and the host'S receptions fromthe network,
The securit§ i ndow can be closeg down tqQ a single authoiized | evel and set
10 ofReale§¥PrEs, 1 ant 3P ehehBA Gt e HoR e Al tLRYREveltHost s, As
shown in Fig. 7, packets {a, b, c} pass through the origin security device
18 tnetnerrk adoriuw istid eljdackshentdcaclionr eképbeaénerdeiow dAndwehte linmits
(attenpts to "wite down") and 15 are rejected and audited. For the packets

thatgpassibhe 9880 thecSLaed NG AP dritals MehdW 868t 1 88sPgcket pypre
| abel ed by the sending host and nédi ated by the sending security device 18.

At the destination, only.packets {b, c} pass through the _.receive w ndow

S i | S5 BhERer o) BrooP Rty B $5es Faeeo nail ol 4o 54 SBrgVageRs Boh i nown i n
Fig. 7, in order for data to flow fromone host to another, it nust satisfy
t he Se@¥Eey rdeviemsl &riforddevwphgouRerheo senaryipt airdieiduad ntilsscurity
device 18. The di anond shapes in the figure are intended to reflect the -

37 and @ife&c&r2087 hat Wkl 9s0nassagéon of a range of security levels and
nonhi erarchi cal categories. Mdre formally, the requirenments to transmt

data are stategyin L&/ fngfc 41 HQTRAREGS ELALLEASHLPS oF NN $7 A chi cal
®

10 preferably incorporates various LANs, such as Ethernet and Token

each security level offers two advantages. First, the network

Ring, as well as transmitting packets through the Internet, which
potentially allows messages to be intercepted by hosts other than
the intended recipient. Encryption guarantees that only
authorized target hosts can retrieve the informatien.

15 Second, if a key should somehow be stolen unbeknownst
to the principals that share the key, only a small subset of the
total network traffic is compromised. It is noted, however, that
the traffic keys are not known even to the principals. The keys
are established by the two communicating security devices, and

20 kept in memory inside the two security devices. So, there’s no
practical way for someone to steal a key. Yet, if someone is

snooping packets on the network, and manages to guess the key,
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5 classification in the packet's security |abel nust be greater than €r
equal to the mininmum allowabl e classification in the host's trafs@illEC 2002
wi ndow. In addition, the packet's security |abel nmust be | ess than or equal
to the maxi mum al | owabl e classification in the host's transmt w ndow. 10
The non-hierarchical categories in the object's security |abel include all
the gad agoy ivesuldefomed eokall he Fowarrdxqund fobmt BaehRstt s €6 assdiie i ndow
and are included in the categories defined for the upper bound of the
host,' s transm t_w pdo 15. A sim | ar dom nance relationship is defined for
t he P¥¥%et VR st dB3H lFﬁzaﬁsESX?;tion. The inportant point, though, is that
the purpose of this is to prevent the sending host from sending data bel ow
its actual claR8@itéanpdn SEOWRIityY dalh"Ye aptcyt@gdnbyt Hetresoesdsiate host
fromreading data above its 20 authorizations ("read up"). As an exanpl e,
suppiessx ¢ hen | el Inge Bpeace gedfn ned fryerted mrimarde imdwidksr$ OWhat

hi erarchical |evels: Unclassified, Confidential, Secret, Top_Secret and

Utra-Se ;18N - o C 2 _hi erar ghigal ories {A
Sg | Gl EeabiLgnQvaR BYe eifsring Bothe, ColQHZSR TR TR R A

operating at a range of levels Secret to Top_Secret, with_ category A

r eqUPFRIE QMNP Bt R} ePIThets MaRGdmg Fefdnid fd i defdnedidtessed by
the operating 5 system The security device 18 m ght be configured to

per ntle anyreftapherl abel s of Table 1 to be transmtted and received. Level
Secret Secret 1~ Secret Secret Top_Secret ' Top Secret Top-Secret 15

Top- Secr et

10 such as cryptographic checksums. As noted above, a message

The network 10 further ensures that messages have not

been modified by an attacker through the use of message digests,

digest is a number that is calculated from the text of the
message and is then transmitted along with the message. When the
encrypted information is received, the digest calculation is
performed anew (for the encrypted data) at the receiving host and
15 compared to the received value of the digest. If the transmitted
value and newly calculated value match, the receiving host can

be confident that the message was delivered intact.

Cryptographic Pro ol Overview

Fig. 5 shows the preferred protocol headers for host-
20 to-host messages and for control messages. All packets have an
Ethernet or Token Ring header, as appropriate, with the standard

IPv4 (Internet Protocol version 4). header and an IP Security
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Categories AA DA ZA D ZAA DA ZA D Z TABLE 1 Continuing with
our exanple, the security device 18 may al so be configured by thegﬁYﬁEE”ﬂMZ
adm nistrator to reject and audit any of the representative | abel'sshown 1 n
Tabl e 2. Level Cat egori esReasonSecret A, BCategory B is

not perm ttedTop_SecretA, D, M ZCategory Mis notpermtted25 SecretnoneMist
have gﬁk@ggry e ZMust,:hav AUng | I f S 1Ly Leve

t 0ol QwbI T A s@':é[?gte%, %D’gée%bsr%\@ F_"é% e%ﬁ??’%ﬁ“"ﬂgﬂ% %%-%ufglw §BSEB}1E C 2002
For hosts in Re%ion D, pollgy dictates that each host nust operate at a

si ngl{&TPEPA| 1abe4d /t PReSPBEREL Gf SY i RF G I%F e 84 SnonPRESEREEL PREKEESi ng
nore than one |l evel of information). For these single-Ilevel hosts, the
securfiorynamisnd@e gset bhmdpeo f bgbedvill bsiuspd fabetheagTeapd althogatket s
sent by the host nmust match that |abeling exactly. For sinplicity, however,
a di ffrerel Jphi,ony JRAIE figed bel ow. Labelincr - Sincrle Level Hosts The
MAC i npl enent at1 on“descri bed above calls for each 10 host to create a | abel
i n each packet

..then to pa t he_packet_to th ecurity device 18 where the
5 abel is nedi atdf %Fﬁﬂefgszigt F%S%?maéiﬁﬁﬂi%%%é%'nGEQ ¥5VPF98FaR d€. For

single-level hosts, either the security device 18 can sinply stanmp the
adni hiestdeatsi)vedye défi nebedanbekxtntwhitllee pAcketahebilee . or T&P1-oxsi BPPi fi ed
driver can read the appropriate information fromthe security device and
| abelh iR riRackals 8g€ay e Hhe/i RIHPPR therBecUrddly dRWEGALA! the
single-level hosts, stanping the 'abel into the

formatting of encrypted packets. Label integrity uses, but is

10

15

20

not limited to, DSS, SHA or MD5. This provides protection of
both data and control communications. If tunneling is configured
for the association, the host's IP header is encapsulated in the
encrypted payload. At the receive end, before the packet is
decrypted, MAC processing is based on the CIPSO label and DAC
processing is based on the sending host's IP address.

Traffic keys are determined by each pair of
communicating security device 18 using Internet Engineering Task
Force (IETF) key determination based on shared secret information
(IKE) or some other recognized process. The NSC 12 can be used
as a Certificate Authority. Traffic keys are derived separately
for each security level and host.

Key life is determined centrally, based on elapsed time
or number of bytes. The NSC 12 defines the key life when the

security device 18 is initialized and the security device 18



header is equivalent to nediating the host-defined | abel against 20 a
security wi ndow that contains a single acceptable |abeling. No nggigEto inS
required for these single | evel hosts because the security device™1 tgwgs
the only label that is acceptable for - 40 1 ~8 DE C 2U02 that node.
The twq approaches (security. w ndow, |abelin are conpatj bl e because, in
ot h 1 EaCaB eyt R §VRa ks SHEGHE, SR G R EHo 1SEENBLIRA 1 oy 1BFe
transferred onto the network, and (2) each packet on the network is | abel ed
at tsecoaritectdéeieds 58 Theahabetr tuafbiécakeysy th arley di$Callviaviekyand non
hi erarchi cal category set defined for the network. The |abeling information
i's t gengheries tehliom the NSode-t Orh N reeGwa 1t YadgYigst - i4n CkBFO for mat
usi ng the sanme nmeans used to transfer the security window for nulti-Ievel
hosts. 10 This nethod for stanping a | abel into the packet header works

onl y TFEPVE Yl e- 1 evel hosts, or for M.S hosts that are administratively
constrained to a single level on the network. Hosts that operate in M.S
Srode on the nethwstivigystl bestite-hosk uasedciabéPnagmpryobesprateltede | abe
medi ated by the security 15 device 18. Discretionary Access Control (DAC?
Pol i ¢y DisChpbiropatintacearsye@ionolakfor stei, 3asf ddtemiigtarobystaek is
concerned with ensuring that a host conputer can only have associ ati ons
with QL ost ' ' - 0 iy of
assol iRaEkEageRes AT TBULEED: Cicad], RonIRUP oL M BEReRARE

association |list. Both the - 41 ) )
by the highest level of encryption available to the system. The

. network 10 also permits a network administrator to designate
10 certain associations as clear-text (unencrypted). This mode of

operation permits a host to communicate with other cleartext

hosts.
SECURITY POLICIES
This section describes the Mandatory Access Control
15 (MAC) and Discretionary Access Control (DAC) policies enforced
‘ by the security devices 18. It also describes Labeling,

Identification and Authentication (I&A), Audit, Object Reuse, and

System Architecture as they relate to the policy of the network.

Mandatory Access Control (MAC) Policy

20 Mandatory access control is implemented through a

security window calculation (Fig. 7) at both the sending and



5

1 8 p~C 2002 receive and transmt association |ists are assigg e[ﬁﬁﬁy hJEe
networ k' security officer. Each network host, or authorized user 1p€r Y t@
to. access an authorized workstation, can only send nessages to hosts 5 that
appear inits transmt association list. Likew se, a host is only permtted
to receive nessages fromhosts that are naned in its receive association

l i st 0 ent.r akl i sC i nt r ol
R G RE ha eere R C T S R
addresses, and Transm ssi on Control Protocol (TCP) or er Dat agram Pr ot ocol
(UDPPORBrits = oriitey (fsIspedPFr e HRFoRPTH k 8BeutFEynaRM HiSt r at or
at the NSC 12 and downl oaded to each security device 18 as part of the
pringépakistsensrite.rof hbe. réleaBABlpolticcyfosehgh settiabad )y nde

i ndi vi dual hosts 15 involved. The IP portion of the DAC policy addresses

t he j LI i :32- byt RESS RRALE 4 receive
fromflgfrH31:';‘Lﬂ%t)§}t1>grE %%gtt&&srtrﬁdsdlf)%{é?é%%i ?egr?frﬁpgglg>ét t he t%alhgm n%l’g@q%f t he
net wor k. (based on the sendin ost's authorization 20 to send to the
dest?ﬂ‘&?gﬁﬁtéaﬂr e3%) aang”&tra?'ﬁglf:é&eiﬁ%"% de&a(ﬂpsterfg%t\ﬁorﬁe'%’ﬁ%e& on the
receiving host's authorization to receive fromthe destination address).
The PBGppokteyyi s>- 8BU >~ Bnflasgiliddl iantkpendemn-diietmrchiussl fication
| evel and categories, but cannot override a MAC decision. |In actual use,

thi scoBygbey setcafagdifled BRy2BECOHf 8he form “X,” where X is the name

of some project “Corporate Merger” or operation “Desert Storm.”

10

15

Similarly, for at least single level workstations, each
network principal, or authorized user, is assigned a level that
reflects the host’s trustworthiness to read and properly handle
sensitive messages.

Two rules govern the reception and transmission of
messages by the host. First, only an authorized host may receive

sensitive data over the network. Thus, for instance, a standard

' PC operating as a host without any added security mechanisms of

20

its own may have a security device configured to operate at
Level-Top Secret and Categories=(USNukes, SpySatellites). This
configuration would be okay provided that the host is not
permitted to transmit any of that onto the network or to receive
anything different. Thus, the security window for that host, but

not that principal, is closed down so that the host can only SEND
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15

associ ati ons between pairs of hosts. For exanple, a first set 5 of hosts
{A, B~ may communi cate with each other, and a second set of hos‘i% bgﬁ ?ﬂ ZE)
may al so be permtted to communicate with each other. However, 0
comuni cation is not permtted between any of the hosts of the first set

w th any of the hosts fromthe second set. These sets of hosts are

esse R i Al |Itering
baseggon TCP and %Bﬁggggﬁgﬁg) ?ééﬁﬁ?cggvgéﬂ?tQ%@Fﬁggng§§; f¥%ggg |Itering.
TCP and UDP ea h pravi its of rt space W th the

identify speci éﬁh % éﬁﬂ n&H e d, st RSP ¥h ag%ﬁ ng and

recei vi ng hosts Each TCP/UDP header 15 has a source port address and a
dest snatheh porwiadddbespropeele hémdbedirime tPuoe ttzalisrebst ing asestiased with
the sending process on the source host, and the destination port address is

assogibated Wi thendud ended viel R, Pracete Feddie desdd nati 9pshost .
The port filtering rules are also part of the DAC pollcy specified by a

netmorE seggrlt adni ni strator t t he Sg%lz do aded to secur%
dovi Be&C1gEAE, f E§ EBFBTD | wenda 'B‘ﬁﬁ aﬂo‘gﬁ %‘é%u??t?; FENFL. 18 for
every packet. The port - 43 ' ~18 DE C 2Q02 fllterlng aspect of the

pol i bpipér agsinothar phecedbrg rexampbemunieait semer bey vdeyiipai essurefost s
that are authorized to communi cate. For exanple, workstation A nay be

per mthihed {esacoessshidydindd, alrél EBEuBETYI ilabdlaad ce 18hkornsewdek B m ght
5 bl ock packets to port 23 (to block use of Telnet) or port 514 (to bl ock

3009355@26% é@%f&é!shgg A% 1LY Het L0R: B2 terld | 55LcE 1R SRR ¥ePer
sotF
levels, or security window, at which each host is permitted to
communicate.

If the remote host is a Mulit-Level Secure computer
that is capable of simultaneously processing a range of Secret
to Top Secret, then the securtity window can be opened up
accordingly. In this sense, the host is then trusted not to mix

up the Secret with the Top Secret.

" This flexible design permits unsecured hosts to be

20

quickly and easily added to the network 10. These unsecured
hosts can freely inter-operate with other unsecured hosts without
any restriction. However, secured network hosts will not inter-
operate with these unsecured hosts unless the secured hosts are
specifically authorized to network non-sensitive data, that is,

via a defined security window.
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effectively Telnet froma specific host may be permtted, and denied for
all other hosts. For instance, if the protocol type 10 does ”Ot'ﬁﬁeﬁttymmz
either TCP or UDP, then the packet is passed to |IP address filterFng
Packets that are rejected because of a host-to-host association or a

bl ocked port may be audited by the NSC. The network 10 preferably conbi nes

the features ofplot hslo-ARAERLEEY vt dipserRHitARRS Y eBeBESROEENt £Pbm
Accordingly, for instance, in order for "host Atd transmt a nessage to

host B, thr diti . t; t.h t Kk i th
o nEPREIARE ERRRchr EoaiEbER APOE | YA RAT % et hobt VR [5oMBst B s
recei ve association list nust include host A, and, (3) 20 the security

| evetPd) 8nd heanaféthiBg Getdnelasgiuf iwd Hiel Yot théotesis ssandrhest H s
security wi ndows. Requirenents (1) and (2) are based upon DAC, and

requileeaBni "y3ltesdbaaed. upme Mivel- A4a hodt8cBmpube2003 kdgptifigation
and Aut hentication (I1&A\) 1&A is perforned at the NSC 12 for operators and

nd A (Ten) 1eA is the RSC 12 for oper
Sor i nPosl ¢ PR O d SRS TR (4 SRR o (8% v SRCTS SRRt wor k.

I dentification of security officers at the NSC is a conventional login with
user Seprahd pRAsHBEd. ofRoRdrignanrhieglc 6at8gpEards (suppor Proaefbls types
of I&A for principals, including but not limted to authentication cards

(whaopeheat ice200@s) anddddmanedobyd hdatrdfid diserf Kmads)idud@sTBRagechani sm
used by a particular security device 18 board is determ ned from

cont L RHLOL PR ARl OIS SO, SR ol TR
rdt%ﬂgtggNto handle MLS data.

10 As shown in Fig. 6, the network 10 is capable of
supporting up to 256 hierarchical security levels and at least
65,535 non-hierarchical categories. The security administrator
assigns names (e.g., "Unclassified", "Secret") and a hierarchical
relationship to the security levels that will be used in the

15 system. Typically, only a few security levels are defined and

. the rest are unused.

The administrator also assigns names to the non-
hierarchical categories, but as the name implies, these can be
placed anywhere in the category space. All hosts must use the

20 same labeling conventions on the network, but individual MLS

hosts may have different values for a level or category as

represented within the operating system.
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An aut hentication card is the standard neans for |1&A, 15 and requires each
principal to insert an authentication card in the security devi geB ]@@@ﬂz
reader to use the network. Each principal's card is programed

,and preferably transferred to the principal in person. The card contains
one time password information that prevents spoofing by anyone other 20
Lhan an adm n' RLE8EREng thid | Q! 10N HACAMER 1S DI 01 RAled R gnd @
random val ue t I's updated once | ogi n. e security dEV|ce 1
performs | &A via, an I D andépassmord entered by the principal at the

at t RIRGL IR 12N THeQvaEive ang fPexibleyds F VIV RPRESEH t he

val ue stored at the NSC. This nethod requires the |ocal host to provide a
t r ustlest pbd¢ heaeathbeni sfn dyppdrtcng e thr itruistad Mars reddtabl {Repd iae @)he user

| D and password in the security device 18. For single-user 5 workstations,
thi s 85 Rale 18Ul NBbaRee (RbTbn! BF . USBErOhoLRE Wor KA el L he
pr|nC|pa password o ezza involves the use o a Fortezza card in
t he host systemto sign a defined value with the identi of t.he i nci pal .
0 AT Lt feuiger nfloran” Bt AOBELABERC KO RIS TR ARPE var o and
the network driver. The authentication card and PIN nechanlsn1reqU|res t he
pri nzt patl t tpkat keveld) Width trhel thgdte idi fHfddieritoseate iofseratiegptins.

aut henti cati on card. Regardl ess of the neans used for authentication, a 15
pri nph@at’ arabidddardte Usendbfs NebWORK HigRendIst HRABmE B8 SASUd YeKd f i cer
defining the principal in a database at the NSC, and providing the neans of

aut hent!. &8t 190 WL HATTEI S80S 1 B3P IR e ne! Gekwb2it NOTRL DELRAL ¢y AU 11

window can be closed down to a single authorized level and set
of categories, or can be opened up to accommodate multi-level
hosts.

As shown in Fig. 7, packets {a, b, ¢} pass through the
origin security device 18 transmit window, while packets {d, e}
are labeled below allowable limits (attempts to "write down") and

are rejected and audited. For the packets that pass through the

‘ sending host's transmit window, the packets are labeled by the

20

sending host and mediated by the sending security device 18. At
the destination, only packets {b, ¢} pass through the receive
window while packet {a} is labeled above allowable limits.

As further shown in Fig. 7, in order for data to flow
from one host to another, it must satisfy the MAC restrictions
enforced by both the sending and receiving security device 18.

The diamond shapes in the figure are intended to reflect the
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20 Audit is the second key part of an accountability policy. MS syét%ns
must record informati on about security rel evant events such as uk8 | 8002
mechani sns and attenpts to - 46 ~ a SEC Z~02 send data outside of the
host s security range or on unauthorized connections. The network 10

provi des sel ectable auditing of the follow ng types of events: |ogin and

| f ity Qff.i 5 ; f Ctv.d
the LGB AR S O cparet o o EGE e G o iEr oo

information about the individual packets transmtted and received,

excepteio SerRs, CRREPOHLAG- attenpts to violate the security window, send
to or receive froman unauthorized association, etc.; TCP/UDP 10 port
filtering rej addrensprandllyTCPhopeaguandmehbvseso EhanNBTtprdetiadesr g eal -ti ne
alarms of attenpted security violations. These are typically directed to a

pri gl iade et d  yghd 1B acRbLBR Rl ty P, addr esses,
andq%§%¥%%g?1§§be and ngta%ﬁhber.é'ﬁ%gaﬁgtagﬁEB?nnEgﬁgtgiéfgiféﬁﬁ| ies the
network security officer of any attenpted vio]ations. The network

opt | HFESFF L HFaEbARedis the RFFKETiShF IR Y oif ke HeEhoPe Fefrad

additional audit data from being generated. Obiect Reuse 20 Object reuse
(OR) than comcerquexd Wid htpeevemtimug iglddreilentclatenficationsiiduaiheat a,
typically, in unused fields or at the end of a packet buffer. The TNl has

two K&aui d e RHshit 4indow. ~1d &dEGA, 002l BhcrBEeSt sE8USELy PTAYENt i Ng
access to the residual data itself,
must be less than or equal to the maximum allowable
classification in the host's transmit window.

The non-hierarchical categories in the object's
security label include all the categories defined for the lower
bound of the host's transmit window and are included in the
categories defined for the upper bound of the host's transmit

window.

A similar dominance relationship is defined for the

' receive side of the association. The important point, though,

20

is that the purpose of this is to prevent the sending host from
sending data below its actual classification ("write down") and
prevent the receiving host from reading data above its
authorizations ("read up").

As an example, suppose the labeling space defined for
the network includes four hierarchical levels: Unclassified,

Confidential, Secret, Top_Secret and Ultra_Secret; and 26 non-
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and preventing use of residual authorizations. Both object reuaqLDEC 2002
requi rements are addressed by the innovative use of specialize ardwar e on
the security device 18 board hardware that sanitizes 5 buffers before they
are reused again by the system This hardware may be thought of as a nacro
extension of the processor. System Architecture Reguirenent A secure

net Wai Kr§¥6hibaY ecdt &ysitidB dnGhit ect upe that xghyyr @4 .t hennaddet Ko Unct i ons
as a reference nonitor. In 10 accordance with the TNI whi ch defines the

Al vy UPBE e Fo R S CRL TR BTl | CERBBA B0 bo SeHIRA Lo FORIELe

anal ysi s and testlng This relates to the ability of a M.S netmnrk to
accubarzey &ed Tampfiearaty petfogatiagemudetiesmsi tatht and jeategexppdsed to
provide. This requirenent is inherently addressed by placing the security
enf Of DEMENt opELHAAL SEBpeMAinPidn @Me dRdiaCprededaadi Byobhehepesstingy device
18 board) where they cannot be interfered with by the host's software. It
5is s t i 0,4s tQ p

5 cominPCaT ontie cerad e sl Ao B¢ ﬁ%f%%i. £ BoBRHEE, 208 ost
transfers and all control conmunij cations. - ~ 8 D,E C 200 DESI GN The
secuPé ﬁéﬁwéﬁpeéés@ﬁlE@@lﬁbév§°c§ﬁsF§P§S@#téegpéﬁﬂaFPEGéVﬂgc 12 host

dedi cated to configuring and auditing the secure network and a network
security device 18 instalkedlbet ween 5 gaebgbpstsconputer and t he network

medi um The design of thgelNSEt A
Secret A, D
1' Secret A, 2
Secret A, D, Z
Top_Secret A
Top_Secret A, D
Top_Secret A, Z
15 Top_Secret A, D, Z
TABLE 1
Continuing with our example, the security device 18 may
also be configured by the system administrator to reject and
audit any of the representative labels shown in Table 2.
2. Level Cat ries Reason
Secret A, B Category B 1is not
permitted
Top_Secret A, D, M, Z Category M is not
permitted
25 Secret none Must have Category A
Top_Secret D, Z Must have Category A
Unclassified A Security Level too low
Ultra_Secret A, D Security Level too high
TABLE 2
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12 and the security device 18 nediation will now be di scussed. Network
Securitv Center or Controller (NSC) The NSC 12 is a dedicated nﬁﬁhPEg g802d
by. the security officer to configure, operate, and audit the opkration of
the to secure network. The NSC is necessary for the network to run,

al t hough the security devices 18 may al so be configured to continue
operating w ther tHssthSGn RRgiBEGD] Spbﬁﬁ@gn&i@iﬁtégrtﬂ@theééhhHBEEcati ng
princi pals when they connect fo the network and for authorizing
connections. Wen principal ;initiall igns,onto_the nefwork.qver an

2Ut hOVPEOHPEERFI ) Beviogrer AEVRECT o chhlact 8o eovoeri 15 prurd Be
authentication data and to initialize security relevant paraneters,

i ncl adingg-MS sl iPYOeRIFiNe et thawong | ket oof| ésfoamatine) seed, or
keying material, from 20 which the security device generates individual
encr ypid onhleeys. sdngRet-Nevieldi t hastZat i the | $eAISE e widiwseeudh t pedevi ce

possesses sufficient intelligence and autonony to manage - 49 ~8DEC
2D02 I t [ i ' [ ' th
et BPURR IRT Y AdSETET A EPRL P bR, ST SRELE BURECKLTERSIRERET caly

report security-relevant occurrences to the NSC where they are displayed as
r eal MuSke BatFhsthAl Aabeding exacblxudi Farofimrbicithey Raweverer abe

exam ned for evidence of potential security violations. The network

ar chidi€€etiea tpogitdraabliys preawiidesed beleow.to two separate NSCs, a primary NSC
and a hot backup NSC. In normal operation, the primary NSC nmanages all
aspects of the network, 10 and provi des automati c updates of network

‘at abases to the

Labeling - Single Level Hosts

The MAC implementation described above calls for each
10 host to create a label in each packet, then to pass the packet
to the security device 18 where the label is mediated with
respect to the security window for that node. For single-level
hosts, either the security device 18 can simply stamp the
administratively-defined label into the packet header or a
16 simplified driver can read the appropriate information from the
security device and label the packets before giving them to the
security device.

For single-level hosts, stamping the label into the
header is equivalent to mediating the host-defined label against
20 a security window that contains a single acceptable labeling.
No mediation is required for these single level hosts because the

security device 18 stamps the only label that is acceptable for
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backup. The address of the backup NSC is known to the various security
devi ce wadapters (frominformation read froman installation caig) %ukg&he
backup NSC does not participate in network policy managenent. Pﬁ t
primary NSC fails, each security device independently switches over to the
hot backup and periodically checks the availability of the primary. The
backgpapr efc¥eabl yrivd | OM6 ASH¥OEdheX | (Gddat Sty wddent 1886 i h§eNEEEVES,
downl oad configuration data, and begin operating on the network. The 20

backup_al l.0 dit_dat pr.ovi des, t\he il o_configure

i ndi \?BH\ESI%%E&aerg }seatfaouéo%'efaa e@&ﬁl ERTYenty o étérl\%/lk%%%e?gflg F&EPF own
keying material. - 50 ~ 8 D E C 2002 The NSC is preferably inplenmented
on ava&inehe AeBithdrehdyY Tt tanl aEeednriHi f et he snagwerkdoasdNT f or
screen managenent, printer managenent, keyboard/ nmouse input, threads

di spak¢hieagh padkeb| eat theunetwdhk NSCl sioéledrst i sher gapréed asvela main
application with nultiple worker threads for network control, network 1/0,
audit, print mapageBM stem_nonit.ar . e o] se any NT
5networking code. Insteéﬁ,égﬁegﬁséguggg gaggéﬁgﬁﬁ}gﬁeyﬁgé 8§%§a%8Hmjth
special firpnare 10 (known as the, security device 18-Prine) _that manages
the BABKREENARALr SAERESEY ofichidebiied o idrydetivetine FaL dabeddnarity
devi ce boards, and the reception/decryption of responses and audit data.
The deadorntayt ideyviie HBaRsferrednvgéfroonthel NBeyd2basedtioe Bheusgeyurity
device 18 addresses. 15 The NSC 12 provides at |east two |levels of Security

device 18 in CIPSO format using the same means used to transfer

10 This method for stamping a label into the packet header

the security window for multi-level hosts.

works only for single-level hosts, or for MLS hosts that are
administratively constrained to a single level on the network.
Hosts that operate in MLS mode on the network must provide a
trusted labeling process with the label mediated by the security

15 device 18.

Discretionary Access Control (DAC) Policy

Discretionary access control at layer 3 of the protocol

stack is concerned with ensuring that a host computer can only

have associations with authorized host computers. DAC 1is
20 implemented through a pair of association lists, a “receive”
association list and a “transmit” association 1list. Both the
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Oficers in accordance with the concept of |east privilege: an

adm ni strator has access to all NSC conmands (configuration, op?r&uﬁgnmzuapd
auditing), while an operator can only performrestricted control and

nmoni toring functions. A security 20 adm nistrator can define additi onal
site-specific roles that permt operators at a particular facility to have
addi t-LapakepraNd | eaemOMONdsLBE RE SolefiiRRY ORBE Als il byolthe ~ 8 DEC
2002 The NSC command set includes security officer, network control,

net wor kK _mapagenent, rinci pal, and security device 18 functions. The
SecuPFFVOBPfgggprégﬁﬁﬁﬁgécﬁFovide the ability for a security officer to

| ogi n, |ogout, acknow edge alarns, and 5 nodify the security officer

dat abase. Net wBepkhcomtwdrk uhost oneori reoltideriszedt tusgy geoppitriged suspendi ng
resum ng, and auditing the network. Network nmanagenent functions include
def i pLRgsySEh ittt Bfed iWdkddhRgos eCodn toh1W RS maadahast tbonhest 10
associations. It also includes |oading key files, setting date and tine,
and t abase functions such as_archiving the aydit file and backing up and
oat 5P o RRRr b achs 0B, PHERRATS AR il L1 TES o 2 egF
responsi ble for the operation of nodes of the secure network. 15 They may
be us8rensy BEEYLELEdeEOoWsERe1 B itFBSaIRS NAOHGRIS rilat ad e snahed

mul ti-user systenms. The functions related to managenent of principals

i ncl weleidef irategveedsbbrgatlibst 10gt .and renoving the principal data
records, and programm ng access cards for the principals to bring up a

network node. 3feSeEUIdM ARy E8edPLUNG! AN 1S/ AYP SOLLLD0: SREHY LY

10

15

access control (DAC) policy based on hardware addresses, Internet
Protocol (IP) addresses and Transmission Control Protocol (TCP)
or User Datagram Protocol (UDP) ports. This policy is specified
by a network security administrator at the NSC 12 and downloaded
to each security device 18 as part of the principal's security
profile. The DAC policy is not settable by the individual hosts

involved.

‘ The IP portion of the DAC policy addresses the ability

20

of any host in the 32-bit IP address space to send and receive
from any other host. This policy is enforced at the transmit
side of the network (based on the sending host's authorization
to send to the destination address) and at the receive side of
the network (based on the receiving host's authorization to

receive from the destination address). The DAC policy is
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device 18 data records, shutting down, suspending, and resum ng SECLWié
devi ce 18 operation, and refreshing encryption keys used by the sé(ﬁJrDi d?ﬂﬂz
device 18. Creating an installation card used - 52 . ~~s Vv Ec zooz to
installation of the security device boards with their |IP address and

control keys. ~ecuritv Device 18 Architecture In the preferred enbodi nent,
the seQuydnacifyi 68 lthé ScRads3ehEacoBhainakICI sAHI lcdtafdh-idat bacdirectly
attachedinto the hardware of the host system The architecture is

strai ghtforward, enabli the device to be readily integrated into a
varié%WQ§%rﬁ¥%Rﬁﬁ eé%J&%B %-°"rhe device operates using its own

i ndependent processor 48, bus 46, program and data 10 nenory 54. These

i ndependent el eifen2etiadl use, t hbisemayi e d@h dp, | feY¥ udinagyancs, akgorit hns,
and insure that it operates within its own protected domain. Providing an

I ndeRerdRTila t SEE SISt wé s OpaVEs USE ShEst & N POY ERAMpYefYyEl €38 BERCESSI Ng
bandwi dth fromthe host in which it is installed. Since the 1~ device

which It . e 1-device
ar avdh SoBePLdry Boaray frmmutaRsc biERoPaR oSt L TR b ek oy

‘iﬁM

sof t war e- based attacks. As shown in Fig. 8, the securjty device 40 consists
of adcdi ﬂ?@lsésb&&:dDadEEt@?Yifnlsﬁcalhee@eé‘ﬁ‘létﬁésf—o B RA S ¢ish eagh
Different inplenentations exist for various host bus architectures (for

i nst attrer PClHowdUSY , atdmnSAy cattitbry at $ oSt neévwi Ktedt Betaeea aaychfas

Et hernet and Token Ring). Yet, each - 53 ~ 8 DEC 2002 security device 40
| ncl ;éj.%s él?)g%%ftogi gc%r g%ggt abtaghed &3 bf Qe hdifs RLHPTHY Solagl | ocal

get. These sets of hosts are essential VPNs.

10 The network 10 also provides rudimentary port filtering

based on TCP and UDP ports, with the default being no port-based
filtering. TCP and UDP each provide 16-bits of port space, with
the ports used to identify specific endpoints (client or server

process) on the sending and receiving hosts. Each TCP/UDP header

15 has a source port address and a destination port address, where

. the source port address is associated with the sending process

20

on the source host, and the destination port address is
associated with the intended recipient process on the destination
host.

The port filtering rules are also part of the DAC
policy, specified by a network security administrator at the NSC
12, downloaded to security devices 18 as they come online, and

enforced by the security device 18 for every packet. The port
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networ k bl ock. The host interface includes the host adapter's bus 5
interface logic (not shown) and a bl ock of two-port RAM 44, Port1ig)r1;5@fmnge
menory 44 can be mapped into either the host adapter nenory space or the
security device's 40 own internal nenory, but not both at the sane tine.
The host copies a packet into the two-port RAM 44 buffer and wites a
nMeno Lon cays he r ped. .| t urity
devigélkgﬁgb?. %%?%%Qtﬁgybﬁ erpggi%faﬁ%gaggég%?b ?Hggéggurl?éfiﬁé#ce, it
is invisible to the host processor until it is processed. The processor

bl ocROBBHELSES iomsy RRigreen cBaprceisdiosts Hep vBK gt AU hatized oo
(EPROM fl ash) for program storage, and 15 support logic. The processor

bl ockommohides ededi Eat edxhapdear evdrdgitathvhned mayoba REvonddie security
devi ce board, to nove buffers, scrub buffers in support of object reuse

[ CQULLRURA! Se, R0 AVl d G (1L ORAIGLNGS YRk kAU P ThEgiECUT i Ly

devi ce has its own Internal system is used fTor Transitory
storage of data packets, securit mﬁndomskggss ciation lists, and the |ike.
A poPPEk BRCKRES i1 %l RAMES4PLPaknss | ekt WOk PO B28s56P RAM 64,

is used by the network block to send and receive packet buffering. - 54
~daEBioaR Zheesisplier thleotWIZ8 syshbghfeonditys.of encryption device(s),
support circuitry, and dedicated nmenory two-port RAM 56 available only to

the processor gnd %f&/ptfii%efiarpé"’a%%efﬂﬁbwt Wod K Q's%%!&iiaftit:ﬁg ngg wor k

coprocessor 66, which includes logi¢c 5 to send "and recei ve packets on the

netm@%%e@%i?é §'¥§f%¥€<E?%ésapégégiﬁféyhgsEAﬁay be permitted, and

denied for all other hosts. For instance, if the protocol type
does not specify either TCP or UDP, then the packet is passed to
IP address filtering. Packets that are rejected because of a
host-to-host association or a blocked port may be audited by the
NSC.

The network 10 preferably combines the features of both

mandatory and discretionary access control. Accordingly, for

' instance, in order for host A to transmit a message to host B,

20

three conditions must be met: (1) the network requires that
principal A’s transmit association list must include host B; (2)
host B’s receive association list must include host A; and, (3)
the security level of the message must be included within both
host A’s and host B's security windows. Requirements (1) and (2)

are based upon DAC, and requirement (3) is based upon MAC.
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A key architectural feature of this hardware design is that the network
medi um 68 is separated fromthe host bus 42. This separation of 1ﬂeﬂfﬁbﬂmz
interfaces dictates that packets will 10 nove fromone interface to the
other only if noved by security device's 40 software 52. The only way a
packet may nove from host bus 42 to |local bus 46, is for the CPU 48,

runng ng ¢ he; L4  8n32aut ReFE APat p { fromthe two-port RAM 44. In
addi ) € harawar e desi gn provi des a separation 15 of the security
device's own processi ng environment fromboth the host and the network. The
security devi ck*® dﬁbggﬁﬁﬁaﬁﬂeﬁnﬁﬁkn%heb§§ﬁér%2aﬁ91inQP%F%F%rFOE¥%% host
because of the dual -ported RAM desi gn. Further, except for control requests
f r onadrnien ING@ ek swviainch iar peafoep@datondhe secortiheg ASC andl nukdr ehe?0
cryptographically verified, there is no interface by which another host on
t he n r,exe : e Lt LCEFS ¢ uf fers.
- Sﬁiﬂ\%{Sﬂseﬁ)ﬁ% %ﬁg%oégéegggggr%%%@c%%%igggsiboﬁsg‘fg}'ﬁ%m%gﬁg}{%g&?loré;not her
nmust use the servicegéprovidqupy the,securé%g devi ce iﬁ order to access

t he MEEWRYR: | £9RDEHAE SHEd9™IE FRECW Hs Ok it SHIVRY t EREI I'SGr 19813 ci ousl y
bypass the security device security 5 features. In a properly configured
net wookvemhiomal hboginreinb esérrik| and rpasgwenthnecti ons to the network, it
is possible to make absolute statenents that the host software (whether

trusted to opef@é eséduMty, MEB.ce0l 8NBbhrAYSEuSPSFEt Par To@s g wth the
centralized network security policy set up by the security 10 policy

defi the security .of ficer at the NSC. Further, a ckets that axe
ki G B VA S TiEAS) B0 tist di RS Soba B A TP ¢ he
twork. The security device functions are inplenmented in firmare 52

i nstea¥dsl orhathdhmedigan yageviend BBApassWRrd n(vhat | ke atder iknowalhe

security device firmvare reads an adm ni strator
The mechanism used by a particular security device 18 board is

determined from configuration data read from the administrator's
card. The mechanisms include: an authentication card,
ID/Password, Fortezza and Authentication card and PIN.

An authentication card is the standard means for I&A,

and requires each principal to insert an authentication card in

‘ the security device 18 card reader to use the network. Each

20

principal's card is programmed at the NSC and preferably
transferred to the principal in person. The card contains one-
time password information that prevents spoofing by anyone other
than an administrator. This information includes the principal
ID and a random value that is updated once per login.

The security device 18 performs I&A via an ID and

password entered by the principal at the attached host. The
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installation card at the authentication interface unit 62 to get the board
| Praddresses (Node, NSC, default router) and cipher key. Subseqy@nDEY 28gre
security device downl oads principal specific and node-specific data, via
the network interface 66, 20 fromthe NSC and sends audit events to the
network for archival. However, the security device operates independently
of the attaghed hos - 56 .. .~ C-02 The,securit Vi has f,our general
phas@gsﬁwogéerlast icg%r}:ip Ton iﬁ%ﬁ%t EEE, VlaﬁLIuF i a%t:logral#’ oant?/ tckj}g(f/ g)%ghang@?l%nd
secure comuni cation. Configuration is performed by the network security
of f i ®ekhad theawnsScesorie atliogsl ThesNSE R oMiQyilcdes aachrestedurpath devi ce
to support one or nore principals, where each principal nay have up to
aboutedRénps@f by eshiEactherofinei fuls s aedlalaasl yayldaioryhaagsss oontrol s
(security wi ndows) and discretionary access controls (association lists).
Init]aki i t, ur | |,CE€3.0CCUlS en prd.nei pal
authéﬁ?ié@%%%?ogﬁa:gﬁe§§%%u%%¥§g§gtié%%ﬁ%o tﬁgﬂNSC?Fége %%& r%%%s%%vice
reads security profile selected by the principal and cryptographic seed
keyi ¥orkaEakians o § Heay diedias £ 9 s AnGh tihatingde W}%@i’é\féé) the
security device establishes initial contact with another host that is also
15 equrkpedtibhheateecuhet priavipal EPyardchasgeord.conducted to prepare
for secure conmuni cations between the hosts. After a user is authenticated
and selects a i L,0fsi e id y~geyi L I qﬁ%§ t he
security mﬁndoﬁ?gEgZESSSghg?W%%I€%§HQ%§ ?ﬁeapgﬁﬁgkga f%gﬁfﬁﬂé C. The 20

wi ndow (that is, the hierarchical securit vels and no
host system to sggn a def%ned vgiue)@it the 1gentgty of the

principal. It also requires a trusted path between the host's
Fortezza software and the network driver.

The authentication card and PIN mechanism requires the
principal to enter a PIN at the host in addition to inserting the
authentication card.

Regardless of the means used for authentication, a

principal's ability to use the network depends upon the Security

" Officer defining the principal in a database at the NSC, and

20

providing the means of authentication (programmed card, password,

etc.) to the principal.

Audit
Audit is the second key part of an accountability
policy. MLS systems must record information about security-

relevant events such as use of I&A mechanisms and attempts to
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hi erarchi cal categories, are represented in CIPSO format. After
configuration, initialization, and key exchange have taken pIaceJBH&ﬁﬁqmuz
conmuni cati on between pairs of hosts is - 57 ~ 8 DE C 202 automatically
and transparently managed by the respective security devices. User prograns
executing atop a security device equi pped host only require access to a
standard built-in netwarkjng application programinterface (APl) such as
WnS50E Sagn PLESIFR] OF hPErHGRe § SAHELRCEANES FovitelAURAEZE% he | act
that an intricate sequence of operations is being perfornmed by the security
deviccmregtigngre a packet is transmitted or received across the network

The network security clains for the security device 18 10 depend upon the

proper sequencehas néRkbrRs 1BXesHby Pledf sthectabl e tasds . ofhichecan be
viewed as nultiple | ayers of processing in which the transmt flow of

pac i nvol yes processing the individual |ayers fromthe highest |ayer
oS e SRR SR, SoRB b r odtrs i Rereth e  FEMTH S otf FEent o | ef
to the right, that is, fromthe host bus 42 to the network 68, and received

ri gt toheeNSCif rohange pét wadurd8yt clatabdrss 4R, thecNSCf | ORAI ©f
controlled by the CPU 48 and its firmvare prograns 52. Transm ssion and

r eceptiirii g1 Packessivtitabeefinessspdold2Agf Het Al edetigiflorRRltaWn t h
reference to Figs. 9, 10 and 12. The security device 40 is configured so

e RSP, B e e R AL iSRS Y
events, including attempts to violate the security window, send
to or receive from an unauthorized association, etc.; TCP/UDP
port filtering rejections; and, TCP opens and closes.
The NSC provides real-time alarms of attempted security
violations. These are typically directed to a printer, and
include the date and time, principal identifier, IP addresses,

and protocol type and port number. The network immediately

notifies the network security officer of any attempted

. violations. The network optionally disconnects the offending

20

host from the network to avoid additional audit data from being

generated.

Object Reuse

Object reuse (OR) 1is concerned with preventing
inadvertent release of residual data, typically, in unused fields

or at the end of a packet buffer. The TNI has two requirements
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- 58 8 D E C ZOOZ cannot be established to the | ocal RAM 54, network
coprocessor 66, encryption hardware 58, or authentication intequc@EQOmmg

This is acconplished by only permtting comruni cati ons between t he host bus
42 and the internal bus 46 via the two-port RAM 44. 5 Thus, the host bus 42
address signals, data signals, read/wite signals, and so forth, do not

extend taq the | ocal bus 46. Instead, each s 42, .46 essenti all erm nat es
o e (Sl PR s enu i 2oeng £0,PHE et e DA R 9818
connected to the host bus 42 and 10 provi des conpl ete separation of the

hostarhdrenartialg msssed. réhaduab-pariioriARtisonss | Bptbnehjedt asswsteandar d
RAM st orage devices with two separate bus interfaces. This design provides

for ROyPESSNét & UsFe MddRdRge Y ARONGRMALIYd A dtdergpscepi-dy a wite

on one bus to a nenory cell foll'owed by a read on the 15 other bus. In
operation, _a principal inserts a ca {n_the authentication interface unit
b et S &8 s B q ISl e hl pakdnReaRr, Shat R i eS e
unit 62 is typically connected to the interface |Iogic 60 by a ribbon

Scablbufferpe Dafoxr)i they cned| asusptoragaimnbyo beer eatan t e tBifs om t he
card, as well as to read the keypad and wite to a display. Once a

pri ngaRibarts it RNtthoabBE, of Ngs W Shady extengivh BECKRESpiecésieonet work.
Wth cross reference to Fig. - 59

System Architecture Reguirement

A secure network must have a system architecture that

ensures the network functions as a reference wmonitor. In
10 accordance with the TNI, which defines the Network Reference

Monitor (NRM) concept, an NRM must be tamperproof, must always

be invoked, and must be small enough to be subject to complete

analysis and testing. This relates to the ability of a MLS

network to accurately and completely perform the functions that
1i it is supposed to provide.

This requirement is inherently addressed by placing the
security enforcement mechanisms in their own dedicated domain on
the security device 18 board, where they cannot be interfered
with by the host's software. It is supported by the effective

20 use of cryptography to provide communications secrecy and
communications integrity for all host-to-host transfers and all

control communications.
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. ~ 8 DE C 2002 9, a host asserts a signal on the bus 42 to put acket
into the two-port RAM 44, step 100. The CPU 48, operating under detBEC 2002
firmvare 52, reads the packet fromthe shared nenory 44 by asserting
signals on the local bus 46. 5 The CPU 48, using a transmt association
list in the internal nenory 54, perforns DAC by determining if the
destination |IP address is in the Eg mt list, step 102. The transmt |ist
was previously downl oaded from tH via the network 68, based upon the
principal authentication and profile 10 selected. The CPU 48, using a
transmt securThg derivwe i netherknt@esetibrdroapoye pensoshs MAC By
determning if the security label is consistent with the transmt security

Wi ndgye e 118k 4sCAL 2WhbBt t e i daisdlitlo ldosifi ghbengestd i &yd v itowneas al so
downl oaded frontthe NSC as a result of the principal 15 authentication and

the rofile te The CPU 48 the ts t he. pack e her

ot GRW 9{ ghal %%Lfoﬁc“%r ?ong i\i:\?%‘u Ht%é cl}fepth Minit 58.
The ci pher unit '58 uses pre | oaded keylng naterlal to performthe
cr ypeasgt dpisitc compyérar padi bhe apet e mediam eshe @eeion b thre NST t wo- port
RAM 56. Unli ke the host two-port RAM the cipher two port RAM 56 preferably
does) Nodndayige PEOEEEL t PNAEREPONSS bhddidt i FRIAETL Adwe ¢ pisctywe®ort RAM 56
is used to facilitate comuni cati ons between the CPU 48 and ci pher unit 58,
step 106. - 60 ~ g D E C 2002 Next, the CPU 48 collects information from
the packet that is to be protected by a message di gest (cryptographic
checksun) and places it in the C|pher tmo port RAM 56. The ci pher unit 58

T elle @0 0K gk 1O Ries 5 it back into the cipher

-port RAM mhere t he CPU takes it and puts it in the IP header, step
107. The NSC 12 is a dedicated machine used by the security

officer to configure, operate, and audit the operation of the
secure network. The NSC is necessary for the network to run,
although the security devices 18 may also be configured to
continue operating without the NSC.

The NSC is responsible for both authenticating

principals when they connect to the network and for authorizing

16 connections. When a principal initially signs onto the network

20

over an authorized security device, the NSC is contacted to
verify the authentication data and to initialize security-
relevant parameters, including the security profile, the
association profiles, and the seed, or keying material, from
which the security device generates individual encryption keys.

Once the initialization is complete, the security

device possesses sufficient intelligence and autonomy to manage

- 49 -



10

15

The CPU 48 then puts the packet into a reserved area in the network
coprocessor RAM 64. The network coprocessor 66 takes the packet1BrBE£tsz
RAM 64 and transmts it onto the 10 network 68, steps 108, 110. RAM64 is a
portion of the internal RAM 54 that is dedicated by the firmvare 52 fox use
by the network coprocessor. Packet reception operates in the reverse

manngn j @ﬁbgb§95§§e@omhhﬂlE§k§éh0@1EH 5%Her19ec£§i€% a@@lgggkgérbgsrecelved
15 fromthe network by the network coprocessor and placed 1n the
network co cessor RAM 64, the CPU 48 takes over and does reception DAC,

Gt opChE> RRRY ARG DY P AL Ui PR a 1S (REGHELLY 1% Vit oF nGPRRARNGE. ¢ hat
wer e downl oaded fronlthe NSC after principal authentication and profile

sel etbi entopetThelTpPUrdpoyersddusi thhedlevegti orcofrreneepatkethesNgp 156, by
perform ng the sanme nessage di gest cal cul ati on done by the sending host in

stepwh@fe lthdhearesaisplapée hast bealt Bemeaahatrma%rmtam fe&dega route.
Thi s invol ves puttlng data in - 8 D E C 2p02 cipher two-port R AM

SUhe AFdbar O THRR SHO4EE bﬁifsg'{"%e ptsé%gfaf“‘l’fﬁép 3 et |

general approach flow of processing as for encryptlon step 106, but with
t he Boteplidalusiecusidvaniledatdoaser yption node. Fig. 9 shows the process
for transmtting information. At step 100, the host requests and the

security devi cehk8negporkhershtkedt e %?éﬁemsdmy tadbvitled Foy spepo the
host places a packet in the Interface trol Block (1CB) and notifies the
o LE¥afE¥L CRscd M 2 SRR A RsPAGKE! 2 Whe BadlQY NERTO" %rn2fd kg0 board
operation, the primary NSC manages all aspects of the network,
and provides automatic updates of network databases to the
backup. The address of the backup NSC is known to the various
security device adapters (from information read from an
installation card), but the backup NSC does not participate in

network policy management.

If the primary NSC fails, each security device

'. independently switches over to the hot backup and periodically

20

checks the availability of the primary. The backup preferably
allows network principals to authenticate themselves, download
configuration data, and begin operating on the network. The
backup also logs audit data and provides the ability to configure
individual boards to operate in “emergency mode” and generate

their own keying material.
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At the security device, the packet then undergoes DAC, step 102. HebE t he
security device verifies that the host has an authorized transnit8 C 2002
association to the destination address in 15 the host s IP header. If not,
an audit is generated, step 112, and the processing flow is term nated,
step 114. If the destination address is in the transmt |ist, Mandatory

Access Contr ol f e i {4 ifies that
t he host - speci?léée(}%c%@%gggab?gl E@%)?é\n% d(szcgrggal{ sC%C)eﬁ}ln'%eB\//(\;J’t%ﬁ ;éﬁreﬂ transmt
security w ndow, or (for single |level hosts) | ahels the Eacket with the
hostthedeiel 1 PREt i uliincdadiet Hachidifer dt@tnd sepdeys, NndfPhe S5H6€8ssi ng
flowis termnated, step 114. - 62 ~ g DEC 2002 At step 106, for packets
sat inefndgendrot h giriatetr oaragemech tyarkkatrardessss conpuol,, ttheadacket is
encrypted, using the encryption key for the destination |IP address. At step
107,54 HPar Idh-gC B i q@g&at APl 5 {44t packet .
5 Pr%lcst(}%c]ﬁ%ﬂ%gg' sa?{eap: d%&g&t %ﬁ%ﬁk ?g§er egz;(gfer I sé)glgggzgagldl,&g\%%at step

Z10, the packet js transm,tted. Sim.larly, packet reception occurs in an
or dt B LBr iRt S L6R oMfithe THMEELS aySF D OSSRBNeteT THAHHE to of ep

150 of Fig. 10, the security device receives the packet from 10 the

net woork rdl scrretivock y IEcesauddnt r oprist t eanggetented dnd seywtieny devi ce
by verifying that the host has a receive association for the source IP
addrgssiddrideg. i ncom ng packet s | P header, step 152. If not, an audit is
generated, step 162, and the processing flowis termnated, step 164. 15

Mandatory Acceng, QK 'fled HiRCULL RS AF SehorethdVeode. 1nstead,
the NSC uses a security device 18 board with special firmware
(known as the security device 18-Prime) that manages the
encryption/transmission of control messages to the various
security device boards, and the reception/decryption of responses
and audit data. The security device 18-Prime manages control
keys based on the security device 18 addresses.

The NSC 12 provides at least two levels of Security

. Officers in accordance with the concept of least privilege: an

20

administrator has access to all NSC commands (configuration,
operation, and auditing), while an operator can only perform
restricted control and monitoring functions. A security
administrator can define additional site-specific roles that
permit operators at a particular facility to have additional

privileges beyond the pre-defined operator role.
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verifying that the packet |label (CIPSO is consistent with the receive
security wi ndow. At step 154, the security device verifies the Hrg§ il G t2002f
t he recei ved packet by cal cul ating a nessage di gest (cryptographic
checksum of the received data. 20 If the conputed val ue matches the val ue
sent by the originating security device, then the packet was not nodified.

I'f not, an audithé NerMed setepndbddeanskdiie gy @EFESIYdY] He@Work
term nated, step 164. - 63 1 $ D~ C 2002 For packets satisfying both

di scretionary and nd [y access_control, the.packet.is decrypted, step
Tso. Sl Y A reORE) RefdeBEREs pE luipaLs < LB8ERti P, S8ENM R When maps
the packet out of the board nmenory and into the host nmenory. 5 Wien

conf ifymcEdoas -i nghel facvbhtY IBfididter sommaRdEdRT Y Ede diles 'adiddity) forhe
security device 18 provides the ability for the attached host conputer to

initiateesuriehi ng fiicen one avghari 2edoprtof idekriowlatiydieslabash prafi | e has
associated with it separate transmt and receive security w ndows for MAC,

0 a I S : ] i v i 3t ] S i ati lists

or SRy PSRBT BRRTELE RPSEEEE] (NSRS B A 12 The
new profile identifier into the security device |ICB. The security device
val i ddt@lida 3t ARl PPst SEEPRENS y ﬁ%%P?%%1Q5'réﬁﬁ%@%ﬁﬂ:pﬁﬁﬁiﬁéd&ﬁdPﬁf S0,
then resets the security wi ndow and associ ations and sends a profil e change
not i flmatrieowdxk t he NSC. |f the security device is not configured to allow
the host to initiate profile switching, then principal nust select another

profile via thegarshi eadehgeheft e uddt SMd CinRiQkk! &fefining user
. profiles, including security windows and host-to-host
10 associations. It also includes loading key files, setting date
and time, and database functions such as archiving the audit file
and backing up and restoring databases.

Principals are the individuals that are directly
responsible for the operation of nodes of the secure network.
15 They may be users of single-user workstations, or may be
‘ administrators of multi-user systems. The functions related to
management of principals include defining, editing, listing, and
removing the principal data records, and programming access cards

for the principals to bring up a network node.
20 Security device 18 functions include editing security
device 18 data records, shutting down, suspending, and resuming

security device 18 operation, and refreshing encryption keys used

by the security device 18. Creating an installation card used
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20 The security device also provides a way for the |ocal host to place
cleartext data in the 1CB and receive the encrypted results. Tm' 8 DEEsmoze
standard packet transm ssion code with a specified key. - 64 ~8DE

2' 002 Host Bus Interface Using Two-Port 1~AMIn order to better understand
t he operation of the host bus interface, which uses two-port RAM 44,

ref ek engasialh aliicst & FREe derdrie £ odeende OBakragt Wolldh agdagier 1p
architecture. A5 standard network adapter 310 is shown in Figure 11. The
sane %$neral aéchitectrre is used for other types of adapters, e.g., SCS
cont3EITErE, 209 (B9 EBRE 1 KFY8ts, etc. Typically the adapter is plugged into
the host bus 302, which typically consists of address |lines 304, data |lines
306, 10 and control lines 308. For exanple, on a 32-bit conputer, there

m ght be 32 address |lines, 32 data |ines, and several control |ines
(Integrupiey I HDEi€ECIY . AT & rd network adapter, sonme portion of
these lines extend directly into the adapter card 310. For exanple, the

| ocal bus 311 pj %9Q§g 1 [ ' and a few
control [|i nes.qu%%gee are evsﬁtl}egci e?l'lb;%ggwéslﬁbrée\ngt%&?ﬁnr‘l?%gﬁé?\ﬁ#eérﬁ%ecel ogic to
t he host_ bus 302. If the adapter has |ocal RAM 312 or | ocal  adapter
firnhetel Brentained SLECHiERPaXA dhals dishdd restiyf ehbrehed ybrklihe a devi ce
driver) on the host conputer. This means is 20 commonly used for personal :
conphhedwate exsfut ehext ehssons dystdme. devi cThdri varchihaéctuteer esigent in
firmvare on the adapter board. In the case of a network adapter) a network

COprQ&fﬁfQﬁtf&f@aP&,'eﬁgbling the device to be readily integrated

10

into a variety of hardware environments. The device operates
using its own independent processor 48, bus 46, program and data
memory 54. These independent elements isolate the security
device, including its algorithms, and insure that it operates
within its own protected domain. Providing an independent
processor also avoids stealing any memory cycles or processing

bandwidth from the host in which it is installed. Since the

16 device operates at a low OSI level, enforcing all security

20

mechanisms within the hardware circuit board, it is tamperproof
and cannot be compromised by software-based attacks.

As shown in Fig. 8, the security device 40 consists of
a single-board adaptor installed on a Host Backplane Bus 42.
Different implementations exist for wvarious host bus
architectures (for instance, PCI, Sbus, and ISA}) and various

network interfaces (such as Ethernet and Token Ring). Yet, each
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1 8 DE C 200Z the bus and sends receives packets from adapter RAM 312 or
fromhost nmenory (not shown). The problemw th this architecturqu}E&Zﬂﬂz
security device, however, is that the contents of nenory on the adapter 5
board depend on the trustworthi ness of the host operating system Any user
process on the host 300 that can bypass these host controls can nodify

MeNokkc@Gati oasv0Bet R adapl @dedoar howtd cavserktbe, neltwidheaaraphes to send
or receive anything. Turning to Fig . 12 , the host bus interf ace having a

10 two-part M i o) in her. tai The se J vige 31Q runs in
its 5wr?%p|rot cte d%ér]reaél,grl?ll cgng{:}tétellf%%s}olﬁa%%d%?r’omg%ff‘%%t ﬁgﬁcﬁc n%’l'llgci ous
host software running on the host CPU 300. This is done via a two-port RAM
i nt elei¥er¥ Pliogk -emented on the security device 310, and providing only a
limted means for the 15 host software to interact with the security

device. In partill Assti interfiatepdstiliided othdodbssofdd@stae#'as obggrve or
nodify data in the local RAM 334, firmvare 336, or network coprocessor 338.

Thi s .i e only .si i h e s onto
5t he ég‘?&?ci%%ﬁe%ggcagg%tthose a reés%e-itr?g’}%a?g Iftinvne tot%geg&?% ?géd and
wite data into_the host port 314 of the two port RAM 312. There is no path
ont o PORE ilomesy o hukheomemoryp 44 carg be pepped2 ifke Sidhay ohber hesk
two-port RAMinterface for packet

adapter memory space or the security device’s 40 own internal
memory, but not both at the same time. The host copies a packet
' into the two-port RAM 44 buffer and writes a memory location to
10 cause the buffer to be mapped into the security device memory.
After the buffer is transferred to the security device, it is

invisible to the host processor until it is processed.
The processor block consists of a dedicated processor
48, non-volatile memory 52 (EPROM/flash) for program storage, and
15 support logic. The processor block includes dedicated hardware
. logic burned into a ROM on the security device board, to move
buffers, scrub buffers in support of object reuse requirements,

and move data to and from the encryption chip.

The security device has its own internal system RAM 54,
20 which is used for transitory storage of data packets, security
windows, association lists, and the like. A portion of the

internal RAM 54, identified as network coprocessor RAM 64, 1is

used by the network block to send and receive packet buffering.
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transm ssion will now be discussed. The host 300 device driver bui
packet for transm ssion and wites the packet into a portion OTBtB
port RAM However, the exact nenory |ayout 5 of the two-port RAMis
irrelevant to the security provided by the system and other suitable
configurations may be used. The host 300 device driver wites to a menory
| ocation in th at= L£au n r t 32

the CPU 332 of PRe CikHer Rﬁ&’é&ﬂ o8 gl dﬁﬁg&ws@é 6?&‘?‘??’2&3
devi ce contalns code to map
menof§VheEe ?htoﬁ¥Pﬁp§%c%&¥Q%ﬂQEXm
is no longer visible to the host (typically, a bus error occurs if
accesseayaihabls anky e the tdreceesori apddenceept idSnfhamimaee . Thoise when
the transmt buffer is mapped out of host nenory,
| Nt Op BOGL - IEBIIS e @%%f AeBWbER B9STolH IS 623S w1 BHT &ﬁelheegﬂhis{f &
access. The deV|ce w 'l not nap fhe buffer out of host space unt T
process

evi ce. e firmvare ecu

. 20 Next fi 336 the data b
G Bt e T o e ML A Sl

10

15

20

The packet is noved fromthe two port RAM area into | ocal RAM space
har dwar pre§erabéy bl B8K.nove mechani sm - 6~ ~ 8 D E C 2002 The
336 running on the local CPU 332 then perfornms MAC, DAC, encryption
integrity funchipey, asmsh f@stiand AR uRecket thest HeraRhYer fe§0gH0LESSOr 338
for transm ssion. ‘All of this is |nV|5|bIe to software runnlng on t
CPU §Rgt % The qperqglon for & cket _rece 8nf|s SIWéi%OSt

he network medium 1s separ te rom t us 42.
This separation of the two interfaces dictates that packets will
move from one interface to the other only if moved by security
device’s 40 software 52. The only way a packet may move from
host bus 42 to local bus 46, is for the CPU 48, running the
firmware 52, to grab the packet from the two-port RAM 44.

In addition, the hardware design provides a separation
of the security device’s own processing environment from both the
host and the network. The security device’s program and internal
buffers are invisible to the host because of the dual-ported RAM
design. Further, except for control requests from the NSC 12,
which are accepted only from the NSC and must Dbe
cryptographically verified, there is no interface by which

another host on the network can retrieve data from the security

device’s internal buffers.
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15

net wor k coprocessor 338 receives a packet, places it in local RAM and the
firmvare 336 on the | ocal CPU perfornms MAC, DAC, decryption, anpgpgggezgg
integrity functions. If the packet is valid for the host, the firmiare

pl aces the packet in the two 10 port RAMvia nenory wites using the
address 322 and data 324 lines. Again, this goes into an avail able portion
of the two por BeRAMsisidld cosiit i sicsd abromhetdebhdsite secanbt Nedevi ce
and the host device driver. Wien the packet is fully placed into this

meno r Ve Hfd B84 4 r hus

ot o S Rl R e R R R B e g R PR o TR At on
that causes the two port RAMinterface circuitry to assert an interrupt

si gn&P 388CE85t h"eh%oé'te’:@lﬁlyk'ThétkeBﬁ p&iorkt SPBFSFE% i Fe%r flacBogte: t@1) host
signal 20 lines do not extend into the security device board, and so the
onl y ipedanertentiieobosislioidoudBr astpasds lthieheegaettist dedewéCEebﬁrYt? this
two port RAMinterface. (2) A particular buffer in the - 68 1 8 DEC 2002
st wo i Sty t [ [
LR R M R R S T GO T I S
menory_on the NIC b ard at all tlnes even when a parficular buffer in 5
t he PhdE€po SEHOGESHh ¢S Q£k%a VT 1anRpsteleutPer is
mapped into the security device's address space t he host conputer has no
accemskeoabhelbtéf erat Geemt ol ti@detdtd drwstheodterakel (wpetherohrusteie system
will now be 10 discussed with reference to Fig. 13. The first step is to

conf kgubpetrBeNehWRLE. mAd8 eCHF | Ay PIhSErofORaté 1RCaB8E¥REKce with

the centralized network security policy set up by the security

policy defined by the security officer at the NSC. Further, any

packets that are transmitted are cryptographically protected
before being placed on the network.

The security device functions are implemented in

firmware 52 installed on the security device board. During

installation, the security device firmware reads an administrator

. installation card at the authentication interface unit 62 to get

the board IP addresses (Node, NSC, default router) and cipher
key. Subsequently, the security device downloads principal-

specific and node-specific data, via the network interface 66,

20 from the NSC and sends audit events to the network for archival.

However, the security device operates independently of the

attached host.
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security center 500 interacts via nenus at the security center console 504
to define security devices (510, 520), principals (5Z2, 522), ?8 DEC 2002
classification levels, etc. This includes profiles for principals, which

i ncl udes associ ations such as the ability of host 514 to transmt to host
524. The security officer 502 al so specifies the authentication nethod

(card, passwor it Gdodia B URSH Y G PELOST Pabnekbit hEnAckaci pal s ar e

to use an authentication cdrd, 20 the security officer creates individual
aut hentication cards. .at the card.reader.506, and qi ves these cards to

pri nQRSHAE i Q2 COPFLIUBRLARG ¢ hiRIptBLEEREIPRe g%f'c}ﬁriet’S? i€cer 2862
creates an - 69 ~ 8 DE C 2002 initialization card for security devices
(510,se520) amothmumisiatdbhny gesfigurdamioniis pexficoamed byt tbecaetwork card
readers (516, 526) in order to conplete installation of the devices. Each

pri ngél@ﬂri@ﬁze%ffﬁ?cébeaf: ocid iNEt QlorkleatesH! | t¥he WY Cshit@esde8Enand

initiates the authentication nethod specified for the principal. D fferent
princi pal s, .may.be, configured to use different neans or exanpl e rinci pal
B R o P GHF AL Po SHBEOKR SUEnGiR ITRe O D IPat PP AEEpERch2y ray
be configured to use a password. 10 Wen an authentication card is

r equipmdicipgesl pranchaee B 2to nsleowts 10@ pueohehes cat Eanhcprdfiheohake card
reader 516, which is connected to the security device 510. The card is read

by thesfRtHtdy Handato?0.addddei pant®dds Wsebuhasy a wiasoMy)d kast ead of
a card, types the password at the console of host 528. 15 The host

transf.e t.he 0 curit Vi 5 jia a trusted path. The
ﬁvi (gelé\;ﬁsﬁﬁaboer%@ﬂ%rz%%s{so "Is°3’§6<sﬁ’r £ a(asséé%ﬁﬁtggmaé%ﬁ\egn i‘cation type. The
incipal who is attenpting to use the , .
Initialization of the security device occurs when a

10 principal authenticates, via the security device, to the NSC.
The security device reads security profile selected by the
principal and cryptographic seed keying material from the
database resident on the NSC. Whenever the security device
establishes initial contact with another host that is also

15 equipped with a security device, key exchange is conducted to

. prepare for secure communications between the hosts.

After a user is authenticated and selects a wvalid
profile, the security device firmware downloads the security
window and association list for the principal from the NSC. The

20 window (that is, the hierarchical security levels and non-

hierarchical categories, are represented in CIPSO format.

After configuration, initialization, and key exchange

have taken place, secure communication between pairs of hosts is



devi ce nmust have the appropriate authentication data. The 20 security

devi ces'independently transfer the authentication data to the S‘PGUDECVZUAJZ
center 500 via an encrypted (nomnally Triple DES, although other nethods
are concei vabl e) connection. The security center replies to the security
device, listing the - 70 1 8 DEC 2' 002 profiles that may be sel ected by

the prpncipal Thi y an e fr En il t,0..a hundred
pr of gyégr_na égﬁlej?'i n%f’gz t??ﬁﬁ%%%nlaéeﬁxl yrﬁg%%éz%t gAtheg }ggesixfees e[)crtojf\f"T e at the
keypad of the local card reader (516, 526). Each 5 security device (510,
520) seewndsty deviegsr ndlsegn Programs seeeautinac @%opr a568cvratvndevites/ pt i on

connection. There is not an initial comunication w thout the sel ected

prof E4eippbreenobie €YY Cerdididie acerisikol ter . aTher sedaee galiei sid he
required data and then sends all of the 10 information via the encrypted

chann tr.ol_l er ur.i er, ;&SP to the sequrity
devi Egl_'%%?ﬁ&pﬁe%gg%&%at@oﬁ ﬁgg\%%g&o lbﬁa:%ﬁgg tef o(FA cHnd the "E:b%%orl y
associ ations to be used for DAC. Assum ng that security devices (510, 520)

Sper nPE EeEoci BrisridisaihasentRoshe sexritfrgleviaee diseyirey bhei £act 15
negotiate traffic keys between the two devices (based on a shared secret
val uehdewahodaed ifcatr tseeneecer iofy operatipnsThe iy secfetméd oyl y one
of the possible nechani snms. The approved nechanisns are defined in the

| PSeg étégé’x?f%g% ddvidd S E?Lrgé g S dIosits é:((a %t%ﬁmi?%@i BRY r£Q0TH0y cat e 20

via their res tive security devlces, provi at conmmuni cations are

consistent with the g{edefi ned security wi ndows (MAQ). - 71
. across the network.

The network security claims for the security device 18
10 depend upon the proper sequence as well as execution of the
following tasks. This can be viewed as multiple layers of
processing in which the transmit flow of packets involves
processing the individual layers from the highest layer (host)
to lowest layer (network).

15 Packets are transmitted from the left to the right,
. that is, from the host bus 42 to the network 68, and received
right to left, from the network 68 to the host 42. Packet flow
is controlled by the CPU 48 and its firmware programs 52.
Transmission and reception of packets will be discussed in

20 further detail below with reference to Figs. 9, 10 and 12.
The security device 40 is configured so that malicious
programs on the host computer can not directly access any of the

devices on the security device local bus 46. Thus, direct access
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5

~ 8 D E C 2p2 Exanpl e Enbodi nent Turning to Fig. 14, an exanple of a | ocal
area network 10 is shown connected to a network 30. The LAN 10 qfqnﬂj?g a
first VPN 80, and a second VPN 82. The VPNs 80, 82, are 5 esta%l shed @a
security officer that sets up permtted associ ati ons between hosts based on
| P addresses. The VPNs are collections of host |IP addresses that are

permtted, to cq i . sts on th VEN,8 re invisible to hosts
whi cﬁa8P8tn§fe &%ctll%%th:egdlribsstgﬁ .Oclaﬁ“l ﬁg%r'alr{gztev%)% %%Q#?%%?%?? on of
secure VPNs is enforced by the respective security devices 18 of each host.
| n t A€, exB@PYRt ker Ragrduaren SBi gor 1aut hentdiaat idmoAntesfrept 68f tHeipage, a
first host 86 is configured to operate on both the first and second VPNs
80, 82. athenipliistheby ovnl{y perhost sng9eomiidnieakyohaveddweabithéy to
operate on either the first VPN 80 or the second VPN 82, respectively, but
cann C t P his. 1 Y, t o] etining.the, )l P
assogbggi%ﬁ%ﬁ5@?n??%ég%Fo}%#%fgg%ggﬁgJfﬂilgg%ogéeh%gg gggﬁagugb§%%Urity
device 18 that 20 permts the host 88 to operate either on the second VPN
82 ofhuvf. ahhanheatt BWS| theaddressisignals 1 \JatR SHIH Het TR/ Writest ed
network 82 and an untrusted network 84 is defined by the security officer
at tbeghCshy atedi mongfortitj pde pestn ekedndr afo | ehef dlocal2bus 148, DEC 2902
a principal. Wien the principal authenticates at the security device 18
assoghatgdaw Lhchbis Nos! 88 oddndyd iy RA it Aldd NS vl CtuOlpdbe

permtted pro es Is to be used.
RAM interface 44. (Fig. 12).

10

15

The two-port RAM 44 is connected to the host bus 42 and
provides complete separation of the host and internal busses.
The two-port RAM 44 is implemented as standard RAM storage
devices with two separate bus interfaces. This design provides
for no pass-through or leakage from one bus to the other, except
by a write on one bus to a memory cell followed by a read on the

other bus.

' In operation, a principal inserts a card in the

20

authentication interface unit 62 and selects a profile using the
keypad and display on that unit. The unit 62 is typically
connected to the interface logic 60 by a ribbon cabling. The
logic 60 enables information to be read/write to/from the card,
as well as to read the keypad and write to a display.

Once a principal is authenticated, the host may

transmit packets to the network. With cross reference to Fig.
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According to our exanple, the profile for the principal 5 operating at the
second host 88 is twofold. First, for the second VPN 82, the hﬁ%th@ 2802
permtted to transmt and receive associations with the first host 86 and
with the fourth host 92. A security wi ndow for MAC is al so defined. A
security window is always used, except when the security device is
operating,in_a_10 bypass nnde to rotec hast,s,. such as.hosts, without a
securi't § B@@Fc@?sgﬁ%gnﬁlﬁg el?nogglgagilﬁgxgﬁt%eﬁ%rakpgf,ket%hé‘ng&gﬂﬁ host 88
is permtted to conmuni cate with any unprotected host (not shown) anywhere
on t leol-poetn®AM AWt hstigh LA6.prThei BV 48, hoperadBingyunder chopberoken 15
the second trusted VPN 82, and an untrusted path 84, the principal may only

use @Fe Miafvdee ab22 teHBs THES pabthketh@FbmS8 HER IR Gheth®rRi 4hepyt he
untrusted network 84 or the trusted network 82 to comunicate only with

hosts 86, .92 Th%ﬁl il 1s. ikl e for, .a host on the Internet to route
pack&é%%ﬁﬁ%%bh Eﬁ%%fgléﬁﬂgﬁgi%gc Ugu#GGn the trusted network 82, perhaps
to attack the fourth host 92. If the principal has a profile that permts

Scommuni cat i on iltéh CRIpret e dENhostErangRit Assrciat ipat l¥st ndp thel ~ 8

0 E ¢ 200z have a security device 18), the security device operates in a
"bypasterixde. nemdhe "Pypassérfvates tHRC Sdaepr i detdevinengdoesfnotherovi de
encryption but does inplenent MAC and DAC. Thus, MAC and DAC are al ways
per f v L0 | -?qy d di on e
desti%?\ag &r?énlo e&%}r&ﬁ%é{g& hl%r}gﬁ(ea%agr,’é}ﬁé %Ier&g’ec%ggﬁh%g?'%'rbg an

untrusted host_and it is operating at a secret_level, then the
transmit list was previously downloaded from the NSC via the

network 68, based upon the principal authentication and profile

10 selected. The CPU 48, using a transmit security window in the

internal memory 54, performs MAC by determining if the security
label is consistent with the transmit security window, step 104.
As with the transmit 1list, the security window was also

downloaded from the NSC as a result of the principal

15 authentication and the profile selected..

. The CPU 48 then puts the packet in the cipher two-port
RAM 56, which is used for communications with the cipher unit 58.
The cipher unit 58 uses pre-loaded keying material to perform the
cryptographic transformation and place the result back into the

20 two-port RAM 56. Unlike the host two-port RAM, the cipher two-

port RAM 56 preferably does not have protection responsibility.
Rather, the cipher two-port RAM 56 is used to facilitate

communications between the CPU 48 and cipher unit 58, step 106.
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(8]

menory of the second host 88 before permitting connections to or from any
ot her untrusted host. This is possible, for instance, 10 by smﬂ@pﬂfﬂgﬂm&ﬂ<
drives, such as a slide-in drive, and power cycling the host to clear
menory. Unlike the second host 88, the third host 90 is configured (by the
user's profile) to be able to connect over the Internet 30 to a renote host

94, as well as N herd Py B8SEoBBedBs Vi Af binst S0n &amlela@egggic& the

first host 86 may be connected to the fourth host 92 via |ine
Al terpative Enbodiner~ts The preferred enbodi nent is for networks.including
mul t thg%er 18erSRer 8¢ BEAES pPYnéﬁp@?s?ggﬁogﬁﬁﬁfﬁﬁsé?FY9t895§EP1%O of the
attached host. However, the invention may be used in any suitable network
envi chemksum)sucdndspbaeehaving nsithy ecipleer wowkspart oR&MiEE e t ke
principal is the current user of the - 74 ~8DEC2002 wor kstation. The
SeCUliiphedeirtas 58 hilteSi 18k CoHPeF oA Mst At E PAnHLE MRS Ki SRYaRE sepLi gured
so that the classification of the host is related to the admnistrative

cl ear.ance of .the r/princi pal operating. at the.ho he net work .woul d
supp&%t ﬁﬁ%t%ypgv§585028%ﬁ¥i%@ATQ§¥%: n#’5%Fb§§eb§?wégﬁﬁﬁﬁd%3?88%| users.
Al t hough the preferred enbodi nent is also for a network having classified

i nf oPW&S &F ith&hendhiheaderas se®s 103r- uncl assified environments as wel | .
As inplenented in an uncl assified network, for instance, instead of

establ i shing 1@Hé fdry e4d dher ghudd e Setekét Yiheyeh Sred8fv@8Sarea

non- hi erarchi cal descriptors my be defined by the network security

offi(:‘[%_r.t

¢’ e e PR o bl Y Bl PFEy 068, PolPelBade K801

nitor and distribute incom ng and 15 outgoing information in accordance

wi t h tefres ke upagksess ifas sthis | ReMp&rs and BEangRalsprist iPwEC t hB® defi ne

permtted associations and the |ike. Each principal nay be assigned one or

10nDr e nptabirkes8, Tbeepsi h08pal1tmy RAM) d4n it aappritden afdthel éatetnain t he one

15

or nore profiles. The selected user profile 20 is then used to define the
per mMehieds LORPHRI G | @881 EQEedNBY the firmware 52 for use by the

network coprocessor.
Packet reception operates in the reverse manner, as
discussed with relation to Fig. 10. After the packet is received

from the network 68 by the network coprocessor 66 and placed in

’ the network coprocessor RAM 64, the CPU 48 takes over and does

20

reception DAC, step 152 and MAC, step 154 using data structures
in internal RAM 54 that were downloaded from the NSC after
principal authentication and profile selection.

The CPU 48 verifies the integrity of the packet, step
156, by performing the same message digest calculation done by
the sending host in step 107. If the results match, then the

packet was not modified en route. This involves putting data in
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host. Accordingly, a principal may use any host to connect to the network,
and select a user profile to establish the paraneters for that ﬁoawﬁ{:el@p
- 75 ~ g DE C 2002 In yet another alternative enbodi nent, the” securt %
5 device 18 nay be elimnated altogether and the security nmechani sns

| npl emented by software | ocated at the conmputer (or as otherw se suitable).
Thus ¢ iied NelvBDEBrtt HEAMOEEVWRIRY | Sh& OB paEredidi: | BRI ey@Mtoeigig/pLi on, DAC
and MAC for all incom ng and outgoi ng communi cations. I'n addition, the

sof t war e tablishes and ippl ement ser of Ll es, _associatio I sts, and
audi t% %fméﬁf%%fVﬁéﬁgbGBYﬁe ﬁﬁaﬁgr%nsgéﬁﬂqﬁfQ¥%ﬁ%kﬁ.fﬁ$e8?%rééoing
descriptions and drawi ngs should be 10 15 considered as illustrative only
of teqnptE piks pPAckel, | shemtlDh. UHng nileat $aRe nagnpsatoabbyared in a
variety of manners and is not limted by the design of the preferred

enboditdnt o f Ngirecews iappldsC afd:10Nen@f yp o) es€8p imegntan with tgadily
occur to those skilled in the art. Therefore, it is not desired to limt

t he i {] IC)%éF% | fi.c I di osed or the exact construction
and 5%%&%?%3#”5 0 5%%’ 5%}f%%%ggﬁ§?ﬁ%k?ﬁ%ﬁl sui tabl e nodifications and
equi val ents may be resorted to, falling within the scope of the invention.
- 76 Fig. 9 shows the process for transmitting information.

U

At step 100, the host requests and the security device 18 maps
the packet to be transmitted. At this step, the host places a
. packet in the Interface Control Block (ICB) and notifies the
10 security device. This maps the packet out of host memory and
into board memory.

At the security device, the packet then undergoes DAC,
step 102. Here, the security device verifies that the host has
an authorized transmit association to the destination address in

15 the host's IP header. if not, an audit is generated, step 112,
" and the processing flow is terminated, step 114.

If the destination address is in the transmit list,
Mandatory Access Control is performed. At step 104, the security
device verifies that the host-specified packet label (CIPSO) is

20 consistent with the transmit security window, or (for singlé-
level hosts) labels the packet with the host label. 1If not, an

audit 1is generated, step 112, and the processing flow is

terminated, step 114.
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nl8DECZpp2 Cains 1. A security device for connecting a host conputer
froma host bus to a network accessible to other host conputersLBthCSﬂmz
security device conprising a |local bus, a network interface conhecting said

| ocal bus to the network, and a two-port nmenory device connecting said

| ocal bus to the host bus including a first port coupled to said host bus,
a second port coupEtep 10esaifdrl packebsissawist i iAMotonddelceethehaeen 10
said first and second ports, said RAM storing information provided over

sai d for rovrded
over S qarngdhy £ERbe BenEOR VRO IR S Ul R e Yo b
transferred fromthe host bus to the Iocal bus is witten to said host bus
15 nEREYRPEEe KaYd foRefher ASEERR PR ULP GFAdRRS budtnfsy 19Facshent o

| ocal bus nenory space in advance of security processing, said transferred
i nf orartptaydaphig checksidheB tis senmbuhest ahdsplseed weas ithe grvekee .furt her
conprising a central processing unit connected with said |ocal bus, said 20
cent isfloURGERS 1K dtal 108Y1 Rcassa! aLody helueLessaBdna SEcH! | Lyqdevi ce

| ocal RAM said central processing unit-transferring Pornatlén out of
sai d two-port device intq said security device local RAMin

accorida #BZiﬁﬁ%HRQQ§QEIﬁﬁj%ﬁiﬂﬁq 45F&%1 i cy. 25 2. The security device
of claiml1, further conprising a cipher unit connected to the | ocal bus. 3.
The security deddmilaxlyl apacketf uredemt icompocsing aim 3@nauttdett | ot i on
interface unit connected with said | ocal bus for authenticating a conputer

user. xﬂoce@@lﬁ?cunw gryi QSWQEtChQ'y@.rltoV"Qﬁ{éa' Egﬁgé& net$gLk; hBt eof ace

nprlses a networ k coprocessor. Z002 5. T e~security
evrc Ia| wh e| t he net r rises.a local area, her net or
t okerF GoEnd S hoFkS" olb: b s Ry O ?Eer%r%r%mﬁ KRR FZ8Btur i ¢y
IS |nplenented at a network | ayer of protocol hierarchy. 7. A security
1Wevi ddief gietasiect Higcaehosnasynpacersf Forhost besthenapeskpymed- dycessi bl e
network, the securitylOdevice conprising a |ocal bus, a network interface

for cwmmim Seivd deocBY busrifyile atimput eheNChust k, had Ceameniveat i on
separation unit for connection between saidl ocal bus and said host bus,

sald i ifpl g S oupl t,q said
nost TCCLHER b SN AR e REaHEbP0LA, HhESinlth 6o bEcRE S
stora edevrce |nterconnecti said first_and second ports sardsr nal

st or nge hradele sSHHRR nP%i gnbf sSNf 0vdedudikr 18aB8NRE3EBAs SheR RESt bus
menory space and over said |local bus in alocal bus nenory space, wherein
sai d ssidyrndies mreeesm itngh dliloe? Glze thereri neaied] hestehbuss aenory space and sai d
| ocal bus nmenoryspace with said switched signals fromsaid host bus

1gvenoryspace beiMihddnds)y Mecdss @ik ROBt: HusepEbehe§ebRYseWht GRQALRQ, said
| ocal bus nenory space sai d communi cati on separationunit preventing

pass- thr of s betwee ai s25and_sai uter-accessible
@ ¥ FHERD TS s e [Thed) GRa cpBRneRhe Vet B

ecurity deV|cefurther co sing security device processing nmeans and

al ocleq@ive sgeguEdtir v rgém ce Afr o8Eepi Nhheatibef opeeanstyr deavgos gnal s

between said | ocal bus nmenory space of 30said signal storage, device and

sai d veasiad i FAMh . ity S0 ot Ve likeVi&€€e Dfe@| phkét WBeT @iall cediad isiggnral
st orage device includes a RAM 78 - 18 DE C 2002 9. The security device

of C'n?é[éga@eé’m&{& ?‘b?ﬁg@% RiOr afe ﬂ%\&hﬁe de ?1%""99_88% eBAMa 10 The

secur vice“of clail EI n Sal security evi ce processi ng neans

enabl es the witing of signals over said host bus to said signal storage
2Qevi ddf dhe 0MEEdi Nglye SRrERBPE FRBnYearE SPHhaPYstdrtagE i@Eavidtd 1D said

| ocal bus. 12. The security device of claim7 wherein said network, 10
i nt erdesner imecl deteice, netewrihermodsstorwas not modified. If not, an

audit 1is generated, step 162, and the processing flow is

terminated, step 164.
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12. The security device of claim7 wherein signals to be passed between
said host bus and said |ocal bus are switched out of host bus nenb@yﬂ%c 2002
address space into |local bus nmenory 15 space . 13. The security device of
claim12 wherein said switching is in advance of security processing. 20
14. The security device of claim7, further conprising an authentication
interface unit Wﬁ%k@@s%é@isﬁi@xg’ 868h @%f&i&&gﬂﬁ%&%mswﬁomut er
user. 15. The security device of cllaim 7 further conprising a 25 cl pher
unit _connect ed mﬁéh Eﬁid |Oﬁa| bus, 16. The s curigé devi.ce of g aim 15
wher 8FRESSi GOBFPRer GRPt PREKEL MR ASTFYRESY s ZE6P 48 BEdNGi hrafRh 30 17.
A security device for a multi-level secure network, inplenenting security
at akeet ik seyxee ([Byeddsfsef pTbeoselculriityadswideavilen anabsir ghety of
host conputers accessible to users and connected to a conputer network
nedi BE-keRI SutedH ithe FRErEE neRbReChabl enbet waeNnakt! aR&lorgne 79 18DE
C Z002 host conputer bus and the network nmedium wherein said security
devi ce conpris a Local_.bus. .a network interface for connecting said |ocal
bus to the con%%‘[e@r SePRGPRTREdi am H}F&a&r}t%ﬁﬂfhl & or%ia§é'1pa?§ti5 € means
for connection between 5 said |ocal bus and_said host bus and for
pr evedmimg sgined@r 'Fas sar) oudihef seicymaty béevieed sl dprosidess the sai d
| ocal bus, said commrunication separation nmeans including a nenory device
for gbening Eofothataviadiedyinded ev@puset kdhosiiditsd Bwl cEBABYgY fsemce, and
means for switching said information from 10 said nmenory space to said
| oca u i Ki Ld i i nf t] i hac S| i d host
o e R L N R S SR h L LA
nprises a network processor for extracting 15 information _out of said
secuMify dEvEERAFBLS| LRARPTGE RRANEEEP1YD BeFdrhby woiRdows farsMbGrity
device for a multi-level secure network inplenenting security at a network
10l ayens(valér ad) sepaét protaami thizardanrere ivevasgoa ipltibal atgoolabdsh
conputers accessible to users and connected to a conputer network medi um
sai d15e¢yYrisby ¢RW.ce connectabl e between at |east one host conputer bus and
the network nmedium said security device conprising: 25 |ocal bus, a |loca

RAM and a | oc processor; a network_interface,for, connecting said |ocal
bus to the con%%?eﬁoﬁgtﬁBFErﬁeﬁ?ﬁﬁ?ﬁﬂﬁlf%g?ﬂd?ﬁbng ﬁEFmBFHSE?8CB§Ean means

for transferring informati on between said | ocal RAM and said network
medi by wdta cthemnew @udfodesddentifber nbars e samnwidty ceviieewd€B. sai d
| ocal bus and said host bus and for preventing direct pass-through of
i nf oppat i Qe betpenedatd Ra3t daHesanthataitthd oRabtbuetand fornds e¥rati ng
di rect access between said host bus and conmponents within said security
1596Vi 68,381 448 rofiler8 dhd G£2892 gﬂ@“ﬁ“@&ggﬂ 0§1e5e§e%lfrti!ton WIRARS LAg!uding a
menofy *devViceé Tor storind inforfmrtion provided over sald Kost Bug™Pn a
menory space, a first port interconnecting said host bus and said nenory
qevi ggsoghatacegcend perds i atriidhfechangss sick ifdcat iomEe &he ¥8Cd nenory
evice said information transferrable fromsaid nenory space to said | oca
bus Wi Itheredeagrithe deahsd eisedotntonfatueed nac ceElskiw! €hé ohsatdtbost bus:
wherein said | ocal processor processes information to be transferred
bet ween c5aid ROYr s ARG Saind  NRMM b BHE 1 Ndle A6ERLARNSAEHER a
predeterm ned security policy to determ ne whet her comruni cation between a
host co ter .and.the network nediumi.s authori,zed, said |ocal processor
incIBﬁngﬂﬁeaﬁé £ 58c8siFAgehodp BﬁganF8r5¥%£§$1Q§ﬂﬁiﬁﬁ%rnennry space
of said conmuni cation separation means, processing said host bus 15
20i nf ormati on i nTheceedancbywiehicaial secprovydesl acyayt famstber lpgaihe
processed host bus information to said | ocal RAM for access by said network

Proc@gstNgoNBasSe ALASTXII JRCRVWOH KRBT ¢t Aid OF ddd 190 tHeaGRErypredi d | ocal
RAM by sai d network processing neans processing said network medi um

results. This uses the standard packet transmission code with

a specified key.
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20 information in accordance with said security policy, and treigif gﬁ@%
t he processed network mediuminformation to said comrunication [ﬂi t4
nmeans for access by said host bus. 20. The security device of claim 19
further conprising 25 authentication neans for readi ng authentication
information froman authentication unit to determ ne an individual's having
acceHsstoBlibe T elce Sich pbircaRAMN nmeans connected with said | ocal
bus. 30 21. The security device of claim19 further conprising
encrypti on/ decrypti I t ﬂgﬁg'- r .an for
decrypting net&%r%kgggrﬁﬁp%%t%%hgpﬁgﬁgkgﬁgth%§é)D Et%R%gégaggg qﬁggsecurity
device of claim 19 wﬁerein sai d processing of said host bus_information in
accoPHENdBEREERCEai YRIERUNFEG BEPTRSTS dtsr eI eRrFe p¥tbr R Rgt

di scretionary access control (DAC) and mandat ory access control (MAC)

pol i beesnade 280 Ahsecorererdtiwored hetivarla plapbért prohitesturerput®rs
accessi ble to users and interconnected with a non-secure conmuni cati on

sMedi 4EhSueh Phdtro it #ddster L €0 SEEUERoNRT VAT kigRmRr 1151 NY:THO &afiet vor k
security controller for enabling a security offiCer to generate at | east

one user ofile.for _each,user, .each user profile defining at |east one
Gost PRaEFRY arrbh tBREtRE S EbearRer o8 Miee of 0B eEdl £ 950eui cos
connected with said host conputers for IS receiving the user profiles
genefEBEd cantrird Leaswo vl deec gontyod dareol Ber, each security device
associated wth one host conputer, each security device having an

aut hori zati on d?ﬂi@:&lfl?rt_:l@él_tatwﬂt@rngsu%@ﬁég@& i ags0 Hoare@ulBosp2 conput er,
Qe security device permtting the authorized user, via the 20 associ ated

st _conmputer,. el ect_.a. user; s ofile.assocjated,wth,the u and for
r est Vﬁég?lntégy&ggggi'ofc %?é%r?c?stOfcc?r%[ﬁe(asrs ?‘&%ﬁ?ega@’l eda%\cfao]h]en%%s?%ati on
defined in the_selected user's profile, and wherein each security device
10j ncl apdscanEsatuhiBasi 98 corfieniexNplem O8 aoRRrBRtaceBRYLer, 26heke host
conputer to the conmunication nmedium said comuni cation control system
i ncl mdoghg dadadn asddrege Uenese Bor datar iligedqt aryd oyveweta bycoat dohost
conputer in a nenory space, and for transferring data out of said nenory
space.whil e .naki e ns red data.i il i 30
conpgﬁg%? éﬁnﬁgégkéﬁZtgjﬂév%gé'fbr ghnﬁlgﬁ%levekpggﬁhggﬁ%egaggﬁgr'
i npl enenting securjty at .network |ayer (layer, 3) of protocol hierarchy
havi RGM& EPth‘PW‘t o'-%/h‘?,ﬂ?s %&ﬁpﬁﬁ%?%géglre‘lt IR PoAdapEEEsFBFE to
users for comruni cation over a conputer network medium said security
devi 3&0l. oc&pabksatpleecebhs al decabshus adpliteighindcoheiaet wbr 8 address wherein
said security device conprises a network interface for connecting said
15Secullih¥sy @edatR t1drdie Reiv KRR HIHBraNd imd®r't fRE&s&0apECHipgasal d
security device to said host computer and further conprising a nenory

devi ge_connected with I; ort . for_storing data provided,fro ai d host
qgnpéegfe%ﬁya%ew&#y‘ s3felat2 e sekaer 0Bl Bontls SRl RHE A of sai
nory space while nmaking 10 said switched data inaccessible to said host
conput er, thusIorfih®| pAagterhdasaskoedt oBdN ofldary beagrlenadaptekost
conmputer and the network nmedium 25. A security device for a nmulti-I|eve
secufrermeawer k 33idnpl eiid nGursecWidectdly a wdewdikblayeto(| ay€ewadre
of protocol hierarchy having a plurality of host conputersaccessible to
user egt t r [ i d Il eyice
N R e S R e
sai d secur|ty20device conpri ing:a | ocal bus, a local RAM and a gocal
20nr 0c ESEHPTAY NRETROrICT MBFCRGe FEFPREFHRCE? i H P IR PRRS & hBEonput er
net wor k medi um and i ncl udi ng a network processingneans for transferring
i nf odewicendbevercrthatniadd cealidRAM andlbsewalreedwdrhe reetintgra boamuni cat i on
separation nmeans for connection betweensaid | ocal bus and said host bus and
for preygat bigedbEest RSN QUGN Of, | D QEPRLIRNCBBLYERR s8R dihasbpbus and
sai dl ocal bus and for preventing direct access between said host30bus and
said | ocal RAM said conmunication separation neansi ncluding a nenory
device for storing information provi dedover said host bus in a nenory
space, a first portinterconnecting said host bus and said nenory device,
and asecond port interconnecting said |ocal bus and said nmenory83 1 8DE
C 2002 device, said information tr ferrable fromsaid nenory space to
said |l ocal bus while making the transferred information inaccessible to
sai d host bus; wherein said | ocal processor processes information to be 5
transferred~bet ween said host bus and said network mediumin accordance
with a predeterm ned security policy to determ ne whether comunication
bet ween a host conputer and the network nediumis authorized, said |ocal

S o r o o Y



10 transferring said information to said |ocal bus. 26. The secpgi DECdgggzce
of : claim 25 wherein said | ocal processor processes said host bus
information in accordance with said predeterm ned security policy,
transfers the 15 processed host bus information to said | ocal RAM for
aCCeshebY 8ALANBWEK REATFES! BUCHEASy 3 CE5258e P ShUAT k1 880k Ut on
information placed 1n said | oca y sald network processing neans,
processes said network nmediuminformation in accordance with said security
pol i BPStaf®MOTYh sk Y0 processed network medi uminformation to said
communi cati on separation neans for access by said host bus. 27. A security
devi ce for conMért i pgobhlbnstwicdnptbhies frohideloasirebufotoaa security
conput er -accessi bl e network, the security 25 device conprising a |ocal bus,
a nelyaRriled NURIARE: f Of s COMEHRN SR hi PG dtRot? &iethe adapter
conput er - accessi bl e network, and a communi cati on s€paration ana control
system fqr .connection between said | ocal _bus gnd said host bus, said

co F?iaEgt fiGHeggpa?a'f D w@&ﬁ:“ﬂBF%ygf eﬁ?? ﬁﬁﬁfdi%ré‘tﬁnﬁstsyﬁéeﬂor t
coupled to said host bus, a second port coupled to said |local bus, and a

si gnanystuseyepdociesd ian ektdnhesti 3§O0sdiltatf i can dhypasec dhegporhestsai d
signal storage device storing signals provided over said host bus in a host

bus FRIRMH1HAELn add 0F¢r membdy | 06aktPEfsi Bna tieC A ddtse FEPOAYI SRAGE, 84
1 8 DEC 2002 wherein saild signals are transferable between said host bus

menory . space an i.q 1 | _bus menory space with . d.swtched signals
fr om“8X°F ﬁ’g‘set n%&z‘%nrg(n@%%stﬁ%cz:ob&eﬁa P%virélgﬁllé’et 8%?5’?’&%st bus after
ti ng switched to said local 5 bus nenory space, said conmunication
paration and Togming %9sFien ptevehbhenopss Pushriokpriacei bavingbat ween
sai d host bus and said conputer-accessible network without transitory
10St Or age-pBrearAMsi gnsthowi dragRird@eirc@et @0U. f Urid adeinfidy HeWd ceeslpi ty
devi ce processing nmeans for controlling the transfer 10 of signals out of

sai d | ; Qus, ai Lgnal e

. Au, #K&%iy.l {%'A%%%A(%%%%%E R%m%% A %‘?“Rﬁ@@&}d Wedacty from
f.A A L AY?. A CA(. AF _AHE . AS. AFR. Au. A. A Al . AH. A(. A{, . %A . Auf . AS. A

@ A ROKERTIANIKAMAL 1CAOKE hogt /Softwarea TAnngng on the host CPU 300.

ACAu. Aal A LAY A AA@A AA A A

. A ATAiAy iA@I8nANyiA. Aatwé-pFGr ARAMY nAfelr fAlcleR3AY( EmpAlctiefttedl bnStieDPFGS] ~y
toje [V]ca]ca]ca] ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c”a]ca]ca]ca]cal
caJc 23] c ca L] 2] o EDL
5\|m%%%?k%fgjgg%gg%cg%%é]%g?t%fggfgﬁ%%afga E%H%g?gg?ga?ggfgafgg]ggfca]ca]ca

1S]Cauk%%kcg%kgﬂé¥g(Ey(¥%k%%L%%]%% %?L%%!Eﬁéﬁrﬁty device.

In particular, it is not possible for host software to

5

‘ obgserve or modify data in the local RAM 334, firmware 336, or
network coprocessor 338. This is because the only siénal lines
that extend from the host bus onto the security device are those

20 address and data lines used to read and write data into the host

port 314 of the two port RAM 312. There is no path onto the

local bus 320.
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The operation for packet reception is similar. The
network coprocessor 338 receives a packet, places it in local
RAM, and the firmware 336 on the local CPU performs MAC, DAC,
decryption, and packet integrity functions. If the packet is
valid for the host, the firmware 336 places the packet in the two
port RAM via memory writes using the address 322 and data 324
lines. Again, this goes into an available portion of the two
port RAM using conventions established by the security device and
the host device driver.

When the packet is fully placed into this memory, the
firmware maps the memory buffer into host memory (thus making it

. visible to the host device driver) and writes a memory location
that causes the two port RAM interface circuitry to assert an
interrupt signal 308 to the host CPU.

The key points of this interface are: (1) host signal
lines do not extend into the security device board, and so the

only means for the host to interact with the security device is

via this two port RAM interface. (2) A particular buffer in the
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10 discussed with reference to Fig. 13. The first step is to
configure the network. A security officer 502 at the network
security center 500 interacts via menus at the security center
console 504 to define security devices (510, 520), principals
(512, 522), classification levels, etc. This includes profiles
6 for principals, which includes associations such as the ability
of host 514 to transmit to host 524.

The security officer 502 also specifies the
authentication method (card, password, etc.) to be used by the
principal. If the principals are to use an authentication card,

20 the security officer creates individual authentication cards at

the card reader 506 and gives these cards to principals (512,

522). During this process, the security officer 502 creates an
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be configured to use a password.
When an authentication card is required, the principal
512 inserts the authentication card into the card reader 516,
which is connected to the security device 510. The card is read
by the security device 510. Principal 522, which has a password

instead of a card, types the password at the console of host 528.

The host transfers the password to the security device 524 via

. a trusted path.

20

The device will be defined to support a specified
authentication type. The principal who is attempting to use the
device must have the appropriate authentication data. The
security devices independently transfer the authentication data
to the security center 500 via an encrypted (nominally Triple
DES, although other methods are conceivable) connection. The

security center replies to the security device, listing the
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device gathers the required data and then sends all of the
information via the encrypted channel to the controller. The
security center responds to the security device with the security
windows to be used for MAC and the security associations to be
used for DAC. Assuming that security devices (510, 520) permit
associations between hosts (518, 528), the security devices

negotiate traffic keys between the two devices (based on a shared

. secret value downloaded from the security center). The shared

20

secret is only one of the possible mechanisms. The approved
mechanisms are defined in the IPSec standards.

At this point the two hosts (518, 528) may communicate
via their respective security devices, provided that
communications are consistent with the predefined security

windows (MAC).
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collections of host IP addresses that are permitted to

communicate. Hosts on the second VPN 82 are invisible to hosts
. which are not directly addressable. This centralized
10 configuration of secure VPNs is enforced by the respective
security devices 18 of each host.

In the example set forth in Fig. 14, working from the
left of the page, a first host 86 is configured to operate on
both the first and second VPNs 80, 82. The third and fourth
15 hosts, 90, 92, only have the ability to operate on either the
. first VPN 80 or the second VPN 82, respectively, but cannot
access both VPNs. This is merely a matter of defining the IP
associations permitted for this host.

The second host 88 has a security device 18 that
20 permits the host 88 to operate either on the second VPN 82 or on
an untrusted line 84. This ability to switch between a trusted

network 82 and an untrusted network 84 is defined by the security

officer at the NSC by defining multiple permitted profiles for
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always used, except when the security device is operating in a

10 bypass mode to unprotected hosts, such as hosts without a

15

security device. Secondly, when operating on network 84, the
second host 88 is permitted to communicate with any unprotected
host (not shown) apywhere on the Internet.

Although the principal at host 88 may switch between

the second trusted VPN 82, and an untrusted path 84, the

. principal may only use one profile at a time. Thus, the host 88

20

may connect to either the untrusted network 84 or the trusted
network 82 to communicate only with hosts 86, 92. Thus, it is
impossible for a host on the Internet to route packets through
hosts 88 and back out on the trusted network 82, perhaps to
attack the fourth host 92.

If the principal has a profile that permits

communication with unprotected hosts (such as hosts that do not
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)- %Eiikgg;/oéﬁig untrusted host. This is possible, for instance,

by switching disk drives, such as a slide-in drive, and power-
cycling the host to clear memory.

Unlike the second host 88, the third host 90 is
configured (by the user’s profile) to be able to connect over the
Internet 30 to a remote host 94, as well as to the first host 86
via 1iné 80. Simultaneously, the first host 86 may be connected

to the fourth host 92 wvia line 82.

Alternative Embodiments

The preferred embodiment is for networks including
multi-user servers, where the principal is not necessarily a user
of the attached host. However, the invention may be used in any
suitable network environment, such as one having single-user

workstations where the principal is the current user of the
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unclas for inst 1nstea(d) of establishing
different hierarchical security levels, various non-hierarchical
descriptors may be defined by the network security officer.
Also, a combination of levels and descriptors may be defined.
In the present embodiment, for example, the security

device may be used to monitor and distribute incoming and

outgoing information in accordance with the various descriptors.

. Principals are assigned profiles that define permitted

20

associations and the like. Each principal may be assigned one
or more profiles. The principal may log in at any host and
select from the one or more profiles. The selected user profile
is then used to define the permitted communications for that
host. Accordingly, a principal may use any host to connect to
the network, and select a wuser profile to establish the

parameters for that connection.
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The foregoing descriptions and drawings should be
considered as illustrative only of the principles of the
invention. The invention may be configured in a variety of
manners and is not limited by the design of the preferred
embodiment. Numerous applications of the present invention will
readily occur to those skilled in the art. Therefore, it is not

desired to limit the invention to the specific examples disclosed

‘ or the exact construction and operation shown and described.

Rather, all suitable modifications and equivalents may be

resorted to, falling within the scope of the invention.

- 76 -



10bS' <&10%& () - YS8g#10%& () - h#tcdEbC
10b! | 3f #10%€ () - FYSHL0%E () - 31 #10%e& () - &10%& () - FLO%E ()-331 8 DEC gppp
f#10%& ()-" _fxaBbC

10b! %4.0%& () - SH10%& () - F: 109%& () - Fl SH10%& () -, &10%& ()-1"1 , - &10%b& ()
- &AaBbC

10b! Y7g#10%& () - f 5&10%& () - 3310%& () - F. @10%& ()-YS, g#10%& ()-! ' &10%
bzb& () - 9AH JKX~_ @ 10b! @10%G& () - SH10%@ () - @10%&& ()-1"Y(10% 1 & ()- -
10b 10b 10b@ 910%& () - VaB~_@

10b! &10% ()- ! ~HFl &10%&' ()", @HLOUGE () - - #10%' () - FLO%G () - Y

@LO%G () - NdB~ @ 10b! | [ (&10%& () - @&LOUGE () - STH10%GE ()-! 10%@& () -

10%@& () - @HOUE () - NLdE~_@

10b! | &67#10%@ () - 3g#10%GE" () - 1&10%G () - S/ g#L0%@E () - - g#10%@& () -

* @10%G& ()-"b~ @10b! @ 10% u& ()- 10% u& ()-

T#10% u&' ()r.) h" fB(d%8rity&'delri cd 0@ 4 O@Br{¥@t < nfO U TR0k} - bbwipldre @ from a

ég?log}gzng (‘%é X Y&lO%JU&' g%wor acczsg(%bg to 081/6 u‘%og% X%l%gg/?:ggé ,()the

10b! ! 3(f5&1Q%um&1(t)y a&me% ¢8&mpy + S 1% oika ) ) bidd SHA Ofe tido £} - Bh&F#IH%ea1& () -

10% U&
10b! Fs&g)loo 866)“% £705% (R D 11w e 1O 3B YATW ugPT) 23- PR TRTR () - 3+

f#10% u&' ()mevor@® ld&)hc'é#l@é'@éc(@lﬂgs#i@f/@l@:aILlOﬂ@ €d- 113le( 108##& HYs 10-u
10-u 10 uB. 10 g () -M,28- @100 AU () LEVRORELL) b L0%K Lo
port coupled to said local bus, and a RAM connected between
. 10 said first and second ports, said RAM storing information
provided over said host bus in a host bus memory space and
storing information provided over said local bus in a local
bus memory space wherein information to be transferred from
the host bus to the local bus is written to said host bus
15 memory space and then transferred out of host bus memory
space into local bus memory space 1in advance of security
processing, said transferred information being invisible to
said host bus, said security device further comprising a
central processing unit connected with said local bus, said
20 central processing unit having associated firmware, and a
. security device local RAM, said central processing unit
‘ transferring information out of said two-port memory device
into said security device local RAM in accordance with a
predetermined security policy.
25
2. The security device of c¢laim 1, further comprising a

cipher unit connected to the local bus.

3. The security device of claim 1, further comprising an
30 authenticatior interface unit connected with said local bus

for authenticating a computer user.

4. The security device of claim 1, wherein said network

interface comprises a network coprocessor.
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7. A security device for connecting a host computer from
host bus to a computer-accessible network, the security

. 10 device comprising a 1local bus, a network interface for
connecting said local bus to the computer network, and a
communication separation unit for connection between said
local bus and said host bus, said communication separation
unit including a first port coupled to said host bus, a

15 second port coupled to said local bus, and a signal storage
device interconnecting said first and second ports, said
signal storage device storing signals provided over said host

bus in a host bus memory space and over said local bus in a
local bus memory space, wherein said signals are switchable

20 between said host bus memory space and said local bus memory
space with said switched signals from said host bus memory

" space being invisible to said host bus after being switched
to said local bus memory space, said communication separation
unit preventing pass-through of signals between said host bus

25 and said computer-accessible network without transitory
storage in said signal storage device, said security device
further comprising security device processing means and a
local RAM, said security device processing means for
transferring signals between said local bus memory space of

30 said signal storage, device and said local RAM.

8. The security device of claim 7 wherein said signal

storage device includes a RAM.
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16. The security device of claim 15 wherein said cipher unit

is connected with said local bus via a RAM.

30 17. A security device for a multi-level secure network,
implementing security at a network layer (layer 3) of
protocol hierarchy having a plurality of host computers
accessible to users and connected to a computer network

medium, said security device connectable between at least one
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said network medium;

30 a communication separation means for connection between
said local bus and said host bus and for preventing direct
pass~through of information between said host bus and said
local bus and for preventing direct access between said host

bus and components within said security device, said
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computer and the network medium.

25. A security device for a multi-level secure network
15 implementing security at a network layer (layer 3) of

protocol hierarchy having a plurality of host computers

accessible to users and connected to a computer network

medium, said security device connectable between at least one

host computer bus and the network medium, said security
20 device comprising:

a local bus, a local RAM, and a local processor;

" a network interface for connecting said local bus to the
computer network medium and including a network processing
means for transferring information between said local RAM and

25 said network medium;

a communication separation means for connection between
said local bus and said host bus and for preventing direct
pass-through of information between said host bus and said
local bus and for preventing direct access between said host

30 bus and said local RAM, said communication separation means
including a memory device for storing information provided
over said host bus in a memory space, a first port
interconnecting said host bus and said memory device, and a

second port interconnecting said local bus and said memory
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device, said information transferrable from said memory space
to said local bus while making the transferred information
inaccessible to said host bus;

wherein said local processor processes information to be
transferred between said host bus and said network medium in
accordance with a predetermined security policy to determine
whether communication between a host computer and the network
medium is authorized, said 1local processor including means
for accessing host bus information from said memory space and

transferring said information to said local bus.

26. The security device of claim 25 wherein said 1local
processor processes said host bus information in accordance
with said predetermined security policy, transfers the
processed host bus information to said local RAM for access
by said network processing means, accesses network medium
information placed in said 1local RAM by said network
processing means, processes said network medium information
in accordance with said security policy, and transfers the
processed network medium information to said communication

separation means for access by said host bus.

27. A security device for connecting a host computer from a
host bus to a computer-accessible network, the security
device comprising a 1local bus, a network interface for
connecting said local bus to the computer-accessible network,
and a communication separation and control system for
connection between said local bus and said host bus, said
communication separation and control system including a first
port coupled to said host bus, a second port coupled to said
local bus, and a signal storage device interconnecting said
first and second ports, said signal storage device storing
signals provided over said host bus in a host bus memory

space and over said local bus in a local bus memory space,
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wherein said signals are transferable between said host bus
memory space and said local bus memory space with said
switched signals from said host bus memory space being
invisible to said host bus after being switched to said local
bus memory space, said communication separation and control
system preventing pass-through of signals between said host
bus and said computer-accessible network without transitory
storage in said signal storage device, and further comprising
security device processing means for controlling the transfer
of signals out of said local bus memory space of said signal

storage device.
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