APPARATUS AND METHOD FOR MANAG NG DI G TAL RI GHTS THROUGH HOOKI NG A
KERNEL NATI VE APl CROSS- REFERENCE TO RELATED APPLI CATI ON 5[ 0001] Thi s
application clains priority to Korean Patent Application No. 10-

2010- 0112146 filed on Novenmber 11, 2010 and all the benefits accruing

ooy ot ad- raEPaRat s aNPMEREOH FORRINARING biGH x syguTS

[ 0002] The present invention rel ates to an a-oaratus and nethod for
managi ng digital rightisst GH A Ay ratus and
met hod for nanagi ng digital rlghts through hooklng a kernel native
APl . [0003]Digital Rights Managenent (DRM is a technol ogy for
protecting 15 various digital contents, such as e-book, nusic, video,
gane, software, stoCEROSLREFERENCETEOREBATEIPAPRLICATTON | egal
duplication and for setting access rights to electronic docunents for

preventimg [Egdeg of Irrh@ra@pﬁm@nlzyanlna%hgﬁfy&omema%ﬂ@(@hcéﬁbm&t 10-
nost |nformat| on | eakage incidents are perforrred by hacKkers or

viruses. MRH112196 rfﬁ&?gﬁ No@%ﬁﬂ)&f %l d@)ltlggalﬂg a?latlﬁg%%né glagﬁﬂﬁgrtpé\éﬁom

been caused or 20 noney by authorizé ers or

t he voi ces n 0|nt her.ent | St.I 1y
sol utions ar&fédezé {{IB ﬁg@ I é)f lggthe Su{e fsvrhlgl?)bsdﬁﬁ%?%r%eﬁ)}ﬁ&? ﬁgé Senice in
entities are italized, and systens for sharing the digitalized
docunent s a}% ?ﬂ@?ea3|ngly i ntroduced. Thus, Enterprise DRM ( E- DRM
is perceived as the nost representative docunent security technol ogy.
The Enterprise 25 DRM sol ution grow ng qui ckly donestically and

abr oad 1r0epresents evolution to

BACKGROUND

[0002] The present invention relates to an apparatus and method for
managing digital rights and, more particularly, to an apparatus and method for
managing digital rights through hooking a kernel native API.
[0003] Digital Rights Management (DRM) is a technology for protecting
15 various digital contents, such as e-book, music, video, game, software, stock
information, image, and so on, from illegal duplication and for setting access rights
to electronic documents for preventing leaks of information by insiders and
outsiders. In past, most information leakage incidents are performed by hackers or
viruses. However, in recent, as information leakage incidents have been caused for
20  money by authorized insiders or related-parties, the voices of supplementing weak
points inherent in existing security solutions are getting louder. Almost all
documents of business entities are digitalized, and systems for sharing the digitalized
documents are increasingly introduced. Thus, Enterprise DRM (E-DRM) is
perceived as the most representative document security technology. The Enterprise

25 DRM solution growing quickly domestically and abroad represents evolution to



vari ous technol ogies for nmeeting requirenments of the current security
mar ket . Especially, the needs for new products applying these

technol ogies increase in the markets requiring nore enhanced
information security solution. DRM solutions for directly encrypting
contents which are c%ntai nin cor e i nf or matti on. and controlli. 5 1t(t%e
use of cont'@HPY HMP gg‘ﬁas%qa?e PEe SRR R egﬁ‘tmﬁrﬁv%ecﬁngggﬁr et.

position through core security infrastructures satisfying.this nmarket
needs. [ oo%&]ﬁ?%ﬁqbgv ;Slilf‘cawdb%m {s%@é%éwga%e% fhese dechnplagioRinGsFase 42 dheng

is inplemented by a kernel driver or filter driver. Accordi n?l y, the
typi cal DRWIskeie sy meeramhauesd iioppatian sashyitysypdutioni PORMpsalettomis der
progranms in DRM processing 10 of electronic docunents or digitalized
files, anddithctly emtuiptingnerintdRMvhiztidre sosthminglcdye idowahttgreahd controlling
additional ly, thereby additional developing tinme and cost are
requirefl. Alswme dfftenteyRionahe B4 oF the @saiefiged dgittiage @088 dbyi#en through
specific application prograns by using Reverse Engi neering, and

control andofebdiy ISPREhEhfes TREFAAE this il Heddsons and user
interfaces (U's) in the application prograns by using the DLL 15

(Dynami ¢ Ligb4) Li braryichnisget {0 Gechhubdl cCRTR bligedRi G2l
DRM process[i ngJ]t echn::[qu@wcont r ol BWpﬁrégc%csm ug ’ang managg g? gl}ﬁ%aﬁa
rights thr rael driwver . fi rjver 0 weyer t}ﬁ&(le
are foll ovm%ﬁgfgm%rrlné? at’ 6 nlgeriilér{l ({rﬂ%g t0§ pijiﬂgegpl &B]I%II p‘?‘%%é%gglkgﬂ?eeé%‘?aa e.
First, since the DLLIE_{i'or t he control g{fthF correspondi. ngﬁi\? .
appl i cat i oR"PFEYENF YNGR GURROTHEVE FRESEY BRUEHIONGERsramgfn A GRS
resul ti of the specific apPI i cation praograns _using reverse
engi netPi ngl elgctpricedoquaisgis; phigitaligel, dilespiang huneddipppal PRYE modules
security issues may occur dqr.irgg the devel oping tinme. Second, nodul es
whi ch are Biguédbedievelopgseaddivonallyt Herabyeadditennel denpjordem filiecandupash are
ot her prograns to nmake a stability problem Third, in DRM processing
by the ker nsjuirgd avisoy éig typwal DRM prosetsingtehler qlesranelyzel specéicsappilication
prograns may ari se and cause a system crash. Fourth, the
f1exibilityrdgsamebyadtg Recass Enghediee hepedigrdl Aed nwitkesprelficdhéségdes] N
changi ng the kernel or the operation system
instructions and user interfaces (Uls) in the application programs by using the DLL
15  (Dynamic Linking Library) injection method. In this case, the typical DRM
processing techniques control DRM processing and manage digital rights through a
kernel driver or filer driver.
[0005] However, there are following limitations in the typical DRM
processing technique. First, since the DLL for the control of the corresponding
20  application program should be developed on the basis of the analysis results of the
specific application programs using reverse engineering, it takes long time in
developing a new DLL. Thus, security issues may occur during the developing time.
Second, modules which are injected to operate at the user level may conflict with

other programs to make a stability problem. Third, in DRM processing by the kernel

25  driver, conflicts with other kemnel drivers or programs may arise and cause a system



SUMVARY 5[ 0006] The present invention is directed to providing an
apparatus and nethod for managing digital rights which can perform
DRM processi ng on new products or versions of all application
prograns and thus i mMmedi ately respond to the | eakage of electronic
docunents. [0007LTh resent..invention.is alsp.directed to providi.n

2 non-tr ans PSPy Fatth, She fRhHCEGRM<B? Rt £ el P ngr s drgt
executing in computer a nmethod for managing digital rights which
can perfornPU%WF§P5 i o5 e RRFASCBEUEE: or versions of al
application prograns and thus imedi ately cope with the | eakage of

el ectroni ¢ docunents. [0008] According to an aspect of the present
invention, there is provided an 15 apparatus for nanagi ng digital

ri ghts includes: an agent unit nmana§UMMMIRYi cati on prograns to which
DRMis to be applied and a right to contents processed by the

appl i cath on[QD0&3r ams The Wheseht DRMntien tie diecctddptd @eodditlg eAC Aypirhfg Aid
decrypting the content processed by the application prograns to which

DRM i's to bgegion! fof dharRelrpOfibial"BARI SR chiierfarh TR gl%rckﬁglgaoy%%
and managi ng a user right to the 20 contents processed by the

application } i: | 4.ed:

nooki ng. Uni Peans BE Voot Ot B o pun bRl RR bR BB Se ARl 1 e

kernel nati e&%losf,dercggﬁg%é'&&genttpe ri ghts managenent unit to verify a
0 0

user right ntents € processed when the contents are detected

as being pr ed by fhe application progranms o which DRMis to, be
appl i ed, anwzzuest i ?{Be P%g%d@ﬁ?nt’t?ﬁi 54y é@%‘ﬁ?ﬁi ff’meé’F‘ﬂ%ér%’fmﬂ?gory
contents to be processed when the user right to the contents to be
processel i MK reddablgaedipm toqerdinge At Prgaram 1o, gxeculRg 4n i fEREWEH
unit, and the kernel API hooking unit are driven for each application
program t o whihed PRvdngging dgitd ppghite avhiflooan padenn dPRY pocessoizher new
aspect of the present invention, there is provided 5 a nmethod for
managi ng di grothadts pi gérsions nt hllidgslicatian prograect ambthas Diivediatyl neopenditih ¢he
into an application programto which DRMis to be applied when the

appl i cat i onlepkaggodgict@ombidedburk¥is.i s to be applied is driven; (b)
nonitoring input/output of a file through hooking a kernel native

APl, and whppog]cont e)%cdréin%% QR l8FRDf BRI NPsdf ARRARGH thdfetidBrovided an
application programto which DRMis to be applied, verifying a

15 apparatus for managing digital rights includes: an agent unit managing application

programs to which DRM is to be applied and a right to contents processed by the

application programs to which DRM is to be applied and encrypting or decrypting

the content processed by the application programs to which DRM is to be applied; a

rights management unit authenticating a user and managing a user right to the

20  contents processed by the application programs to which DRM is to be applied; and

a kernel API hooking unit monitoring input/output of a file through hooking of

kernel native APIs, requesting the rights management unit to verify a user right to

contents to be processed when the contents are detected as being processed by the

application programs to which DRM is to be applied, and requesting the agent unit to

25  encrypt or decrypt the contents to be processed when the user right to the contents to



10 user right to the content to be processed in the application
programto which DRMis to be applied; (c) selectively encrypting or
decrypting the content to be processed when the user right to the
content to be processed is verified; and (d) returning the encrypted
or decrypted conte t ernel, native erein ste ) d
Step () are BOFON A PR i e Py P aiieeBieBpoifond e
perfornmed at r nel Ievel 15 BRI EF DESCRI PTI ON OF THE DRAMVNGS

[ 0010] The %BH\‘? ABBBOCB?%PHIBHF@&V@“ foreegehy pRpdicaiion BiagkRt ipguhich DR Mds to
present i nvention will become nore apparent to those of ordinary
skill in theappliedoy describing in detail exenplary embodiments
thereof with reference to the 20 acconpanyi ng draw ngs, in which:

[ 0011] FI G [Q009] a bl dokodirgpoandkomipag of tieonkseguimatntam, dferais provided
apparatus for managing digital rights according to an exenplary
enbodi ngnt agfiethbé f@ar@siping digkalt dighs ifcDiik2] (&) GjedinkS BPRM ewgihatiodule
illustrating a procedure of performng a nethod 25 for managi ng

digital righb %naﬁ:@q%ﬂidﬁgpﬂbgraﬁ{‘ tEXAN DRW @TRPEE BAedOfvhéd ﬁl@%@‘-ﬁ%ﬁfion

invention; [0013]FIG 3 is a flowhart illustrating a procedure of

reading a n%ﬁgg&'ﬁﬁ b v&H’ckPDE@II Ef%t %}é;ﬁpd{lgﬁe}g iAgef! (Ej frﬁhu&ﬂlﬁghﬁqu@&ﬁﬂitddﬁg

to an exe ry enbo I ment sent i nvent

file through hooking a kernel native API, and when a content is detected as being
processed by the application program to which DRM is to be applied, verifying a

10 user right to the content to be processed in the application program to which DRM is
to be applied; (c) selectively encrypting or decrypting the content to be processed
when the user right to the content to be processed is verified; and (d) returning the
encrypted or decrypted content to the kernel native API, wherein step (a) and step (c)
are performed at user level, and step (b) and step (d) are performed at kemel level.

15

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The above and other objects, features and advantages of the present
invention will become more apparent to those of ordinary skill in the art by
describing in detail exemplary embodiments thereof with reference to the
20  accompanying drawings, in which:

[0011] FIG. 1 is a block diagram showing a configuration of an apparatus for
managing digital rights according to an exemplary embodiment of the present
invention;

[0012] FIG. 2 is a flowchart illustrating a procedure of performing a method

25  for managing digital rights according to an exemplary embodiment of the present



5[0014]FIG 4 is a flowhart illustrating a procedure of witing a
docunent in a nethod for managing digital rights according to an
exenpl ary enbodi nent of the present invention; and [0015]FIG 5 is a
flowchart illustrating a procedure of perform ng docunent print,
clip board copy, and screen capture in a nethod for managi ng digital
rights 10 aH?g%Hth to an exenpl ary enbodi ment of the present

i nvention. FETAILED DESCRI PTI ON OF EMBCODI_MENTS [ 0016] Exenpl ary )
enbodi ment sl®1 3 he prEXE Rt isaflasabag Alygring e Pissdure wE trapmgdedogpment in
bel ow with reference to the acconpanyi ng drawi ngs. Wile the present
15 i nvent i omniethashionmaanging eléigital bightsiascardingdotancremwptany exbogient of the
enbodi nents thereof, it will be apparent to those skilled in the art
t hat vari oupresamtlifvientadri;ons can be nade wi t hout departing fromthe
spirit and scope of the invention. [0017] An apparatus and net hod for
managi ng di oAy ri 9hFE}.aangrf;ﬂmmtt@11@ﬁaﬁx§ﬁg}@b&u@@b%tfﬁg@de@ﬁm@mn
present invention should satisfy followi ng 20 requirenents. First,

the appar at ¥ a0 t%FH?;‘ﬁQgiﬁQfagéi%}? i&@ﬁt’s%é‘orﬁin aeraeﬁﬁg DEmBbditfehtbeine

whi ch can automatically app on the electronic tfi1es generate

by all applicall9R-piQoLAFs Second, the apparatus and nethod shoul d
i medi atelyl!7 ’

[0015] FIG. 5 is a flowchart illustrating a procedure of performing document
print, clip board copy, and screen capture in a method for managing digital rights

10  according to an exemplary embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

[0016] Exemplary embodiments of the present invention will be described in
detail below with reference to the accompanying drawings. While the present
15  invention is shown and described in connection with exemplary embodiments
thereof, it will be apparent to those skilled in the art that various modifications can be
made without departing from the spirit and scope of the invention.
[0017] An apparatus and method for managing digital rights according to an
exemplary embodiment of the present invention should satisfy following
20  requirements. First, the apparatus and method should include a DRM processing
structure which can automatically apply DRM on the electronic files generated by all
application programs. Second, the apparatus and method should immediately
respond to new versions or products of the application program. Third, the apparatus
and method should minimize the possibility of conflicts with other application

25 programs or modules. Fourth, the apparatus and method should have enhanced



respond to new versions or products of the application program
Third, the apparatus and nmet hod should m nim ze the possibility of
conflicts with other application 25 prograns or nodul es. Fourth, the
apparatus and net hod shoul d have enhanced availability and
flexibility to he appljied .eve en the operati rogram or the
ernel i bRty BRAGEER PP aPatdce BRov s B SRS lRaPPRE i di
the addition or inprovenent of functions through sinple nodule_ .
change. [odsBrFisghangsds Eifth) Bwieparnaie 4 dpeshpdshonld Gistlitee the adsdition omn
apparatus for 5 managing digital rights according to an exenplary
enbodi nent impravemepirddemtions theeughonmpleonadiReiasge.i ng to FIG 1, an
apparatus for managing digital rights 100 includes an agent unit 110,
a rights ngd@t@nent @Gt 1 i20bloahdiagrakeshvsting\Plcohidmicativgn afrantaph@@tus for
10[ 0020] The agent unit 110 injects a DRM processing nodule into an
appl i cabi Omanagigp adisftalr righte £eoidi t®fant Benapilyl eabodimedt 09It present
manages rights to contents applied DRM (hereinafter, 'DRM content'),
and encryptinghigecrypting the DRM content. For this, the agent unit
110 includes a comunication unit 112, a user policy managenent unit

114, i nj ' [ : t. ri.aht - it 1
and an' enciypons decyipiTeAT Uact 118, “FaaY e AR Listgl Bl

AR %llc%%eers]tanfagént%%{tf lqr()[na %%hts management unit 120, and a kernel API hooking

unit 130.

10  [0020] The agent unit 110 injects a DRM processing module into an
application program for the control of the application program, manages rights to
contents applied DRM (hereinafter, ‘DRM content’), and encrypting/decrypting the
DRM content. For this, the agent unit 110 includes a communication unit 112, a user
policy management unit 114, an injection unit 116, a document rights management

15 unit 118, and an encryption/decryption unit 119.

[0021] The communication unit 112 is an element for performing
communication between the agent unit 110 and a management server (not shown)
managing DRM policies, and transmits/receives the policies related with DRM
to/from the management server. Then, the DRM policies received from the

20 management server may include information for each application program or content,
information on the application programs to which DRM is to be applied, and
information on allowance/limitation/change of a user right. Accordingly, the specific
application programs (for example, MS EXEL, MS WORD, etc.} are set to perform
DRM processing through the DRM policies provided from the management server to

25  the agent unit 110, and change or restrict access to specific documents by a specific



conmuni cati on between the agent unit 110 and a nmanagenent server (not
shown) managi ng DRM policies, and transmits/receives the policies
related wth DRMto/fromthe managenent server. Then, the DRM
policies received fromthe 20 managenent server may incl ude

information for each aﬁ’gl IPC?’@Q:QOH ro ram&r{} cgntent i nformati 0{1 on

t he appl i caliri" gdgfR d' PsTEYS (58 Aapist f“é& Spﬁﬁ‘ ¢ application
informati on on allowance/limtation/change of a user

Accor di ngl yPTOEFE Shesient 2yl tPRAPTaEH ﬁ’rﬁééffda‘?ﬁ;feftﬂéﬁed éﬁéﬁ%ﬁéeﬂ% e
M5 WORD, etc.) are set to perform DRM processing through the DRM

pol i ci es prbikedbd, thedRMheoliviasagestess remrthe mansgensin sergeistdelingred 10.@,
and change or restrict access to specific docunents by a specific
user or usedoagEnprights ntahegememe pniadtessd rnglghtanadensentiset 12®0depending on
specific application programor content may be tenporarily changed or

restrictied duiri dt@ibatec elit fhiefoPEWin@destdimnl MeScontdie WIRM D@ stEb&Susin
received fromthe nanagenent server is delivered to a docunent rights

managenent giunehis ﬁ%%afdp%‘bﬁt HBRASE B withhd elb2PoreRERI %gthg w‘émen
their attribute. In the follow ng descrlptlon t he content wi |

described upl gl frdBGHERAR AN a0 21Rh Srici add b HESRrt ! | € Wi th ar
Mﬂﬁﬁw.uen? bt

el ectroni c or m vering | on such as
a vi deo, ﬁlﬁ) web Sdocu 002%3 The. tu§(§£ g JEﬂ emantf
Unit 114 pd CEn OF L naveger At T Bty B ety
del eting) user rlg ts vvm%g are %ﬁ H@g a useF1 a 10 docurrent
Accor di ngl yS8SREe I Ay BHANG TP AEER 8T 1 ESSWPBZ aA§ohiR it STt P A
hi s/ her  rights. Furthernore, information on the user rights which is
recei vé® f rénermeat rréﬁ'é@é%bt asey 6A FRGNEE Ny RCPBIZS {ha PRvrment within
processing. [0023] The injection unit 116 drives a DRM engine for each
appl i cat i orhipheigrights.f diurthérmareninfarmatén théha ppdrirights whighrie geceined Hoom
this, the injection unit 116 is
the management server may be reflected in DRM processing.
[0023] The injection unit 116 drives a DRM engine for each application
program for the control of the application program. For this, the injection unit 116 is
15 driven together when a power is supplied to a system to perform an initial operation
(for example, booting). The injection unit 116 monitors all application programs
executed on an operating system (OS). And, in executing an application program, to
which DRM is to be applied, the injection unit 116 drives the DRM engine to
monttor input/output of a file. In this case, the injection unit 116 may include a list
20  of application programs to which DRM is to be applied. However, for more flexible
operation, the document rights management unit 118 may manage a list of
application programs to which DRM is to be applied. And also, when an application
program is driven, the injection unit 116 inquires of the document rights management

unit 118 to confirm whether the corresponding application program is the application

25  program to which DRM is to be applied. The apparatus for managing digital rights



15 driven together when a power is supplied to a systemto perform an
initial operation (for exanple, booting). The injection unit 116
nonitors all application prograns executed on an operating system
(OS). And, in executing an application program to which DRMis to be

applied, t injection . unit 116 drives the.DRM engine to itar.
Pbut out pd 0 aRefing R et vkioh e ToRreLs MOR-RF Rt ShB e
include a list_ 20 of application prograns to which DRMis to be
appl i ed. HEGEGdEss PEKingsy af rapBRsasioR BgeTats GHough dhig oramfignatipn.g alike
managenent unit 118 may nanage a |ist of application prograns to
whi ch DRM ie#isting lsppaipipbasdlgr manasiag sigitahmichtsawbiahps skt foo sagr agpligations
driven, the injection unit 116 inquires of the docunent rights
managenent povgram &8 dxemplnin the cabetdhe Hatd wogramsqidiaticom, dipp) meegingn
programis the application 25 programto which DRMis to be appli ed.
The appar atdigtaf dphtetnegionged ughg alterhblfuh&iond 00threoaediondink@rddiem).
present invention may performthe nanagenent of digital rights

regardl ess [0h24] nds afycappduntat | QghtP AR RhN AUIN1E hﬂnﬁnages a list of
configuration, unlike existing apparatuses for nmanagi ng digital

ri ghts whi ESqanl e [+ i rQgr (F0 i
he case o PiRLEE Mgt fuRbp BRAL 0 6760 lied Nenf{RREy rdhis

rights is d.usj int. al _functions of the.-cort ondi ng.

b ogr an - OB GGl A R e 8 Shhsfineb 1 S RE R ion
list of application prograns to whi.ch DRM are tqﬁ?e applied, and .
manages ri GATEPPRFIBE 1B13 D APRILRHOR PEPS-RE: PBY, ! B%%%%F“H&Eﬁﬂgﬁﬂf%
The ri hts_infornation_correspondin%)xo a certain application program
may i né¥udéferndivnaety righist of prntalg, SPrings andrarqdilyingnany gpgusnegt which' is
printing, storing, and nodifying any docunment which is processed by

t he appl i c@rqmwegrbdgﬁiarﬁppwﬁéronir.ghgrgm- nfibe mehisomfworties yondipegding ta a
docunent may include information on transm ssion, copy, and edit

ri ghts to theungad umentinclider indersatipg hins trensniisddbre dopy, emd ediprrighes to the
environments may be controlled through rights managenent by the
docunent r idghirsentBMagi. i ghtidbititablkSfor léntdrP@stbénvifd@ments may be controlled
encryption/decryption unit 119 perforns encryption and decryption on
a docunment thriheh €0RE ¥RhARMAEEY HldotmbitirdshishBat28mbe: @ntiRol | ed by
an encryption/decryption control unit 134 included in the kernel API
hooki ngs unirgpasi0, angygu H%Ef pt d ti

of the docEné%% to tﬁggeﬁgry %@gﬁyﬁﬂgﬁ§pﬁ#%ﬂ @%nﬁ%%ﬁ%éﬁi%&%g%%ﬂjéﬁa
20[ 0026] Th%e&r&ﬁ?&n}n@@?&ﬁﬁr&ﬁt THE 'eﬁcr&%t&n%t?ec%ﬁ;&%h%gﬁqtl?fcgﬂo rbg%%{}?éﬂeﬁq)yat

the user |evet and pertorns access y nagemnen

docunments and user. r,ights. managepen . Qrocessi ng of ments, .
Coeh ae s B alS Rl iR R Tt 4o T ondiRl R dsfiet AR e Rng i
For this, the rights managenent unit_ 120 i ncludes a user
aut hent i catl#%nanshpptprysothegenssyttion; gk deqraptinye seshits phj the dpgumgpigtos these
25 history managenent unit 126.

encryption/decryption control unit 134.

20 [0026] The rights management unit 120 is an element for operating at the
user level and performs access history management for DRM documents and user
rights management for processing of documents, such as user authentication,
modification, print, copy, and so on. For this, the rights management unit 120
includes a user authentication unit 122, a user nghts management unit 124, and a use

25  history management unit 126.



[ 0027] The user authentication unit 122 verifies a user right to a
docunent or an application programon the basis of identification

i nfonnation on a user or a user termnal and outputs the result of
user authentication. Al so, the user rights managenent unit 124
processes e S associ at ed th read,. wite, nodification, 5
capture, c%ﬁ;r d usi,ﬁe U3 Apfepiicaripy HP’éVlvtE% VIS A RSh T gBHo @ chmentsor
of a result of uyser authentication. Accordingly, if the user right
does not i ndl aRRlicetien progrm g tis basts efgdentiisatiorn iormation eae user ghe yser
managenent unit 124 does not performinstructions for printing the
document bytepniekiang eutpuisnthentestltinet nesn afthentisatappl | k) dne prsegrights
The use history managenent unit 126 manages a use history related to
openi ng, 10manafichicattihior 24 gndeestaarmgecrofassoclaid aith uomhtwrittheodiation,
hi story managenent unit 126 is an el enent selectively included as

necessary/. AgaasSsclipbosldQidERMISDHIRYighS t6 URReHhET dnithebBaE ofa 6RTRWF @Eer
using the user authentication described above, and | oggi ng

i nfor mat i ony@ReAREEHIE nAcd&&ih%l%zaffitRé‘usfefr bight iSes MOPEIMudRURE AR of printing a
deletion, print, and capturey history may be correctly nm age£

th h i Th | . i.
v ouglh el Al 4o TROBOSIRC . d o LATRE) LIPS SISl B HORKIRG:
and on e BT s bbb i BRBS6S BBl Py Dok

internally ed op. a wi ndows operating system The kernel native APIs
of the wind %f‘pg}sa%fv Agereget: 1&}1%1%3 DRUPES Y URF thistoiy) reladedifq PREiBG
"Nt" which can be used only in a _kernel 20 node and APls starting as
7w whi'éh caadibisatigyeand stosagesel a fARM. dorheeRter Rl usrahisipsy APRggement unit
common regardl ess of application prograns, and thus can perform DRM
processi ng 13fdepaendentityseleatingplindadddoss peesyramsAtdess by Hoduneenbomisy .
However, typical DRM managenent techniques using a kernel APl hooking
have a |i mdwppomal duetheds tchmpuepenitenity wor appbitivatisn deiidgd abbvd, nd
that APl hooking is perforned 25 through reverse analysis of each
appl i cat i onopgiag iaransby el idessmé! SilidhtRorl@Ra i§,06pen! L0 BHN, Pring
file. [0029] For the DRM processing through the kernel native AP

hooki ng, thgqg ca@td)HistA' mAPRKERREHPhiand R thﬂﬁl%ﬂqgéhi@tof &Qﬁ?gegﬁg{.r ol

unit 132, an encryption/decryption ctontrol unit 134, and a ca

processjizng O['ﬁggh:h 136. i S Pﬁai%%okéltgqﬁntcl%%m%oﬂ lggrﬁasr{aﬁge ';?@Ig tollggni{g%y

be include ecessary.

input/output of a file, and on the basis of this, to control operations of the agent unit
110 and the rights management unit 120. The kernel native APIs are internally used
on a windows operating system. The kernel native APIs of the windows operating
system are classified with APIs starting as 'Nt' which can be used only in a kernel
20  mode and APIs starting as 'Zw' which can be used in a user mode. The kernel native
APIs are common regardless of application programs, and thus can perform DRM
processing independently in application programs through the hooking. However,
typical DRM management techniques using a kernel API hooking have a limitation
due to the dependency on application programs in that API hooking is performed

25  through reverse analysis of each application program and various APIs are used for



[ 0030] The rights control unit 132 inquires of the docunment rights
managenment unit 118 of the agent unit 110 and the user rights
managenent unit 124 of the rights managenent 120 to confirma right
to the document corresponding to a file input/output event notified
fromthe encr /g yption control unit 134, and 10 delivers the
confirnatidwmﬁgghwg he encryption/decryption control unit 134 to
contr ol stora e and decryption rights. At this point, the rig

control unil®04%h i nqdior & BRM peocassinmibweushi tbﬁﬂ@%h%t@’@n‘%ﬂ hQﬂ]ﬁlltg, theg
whet her tenporary restriction of user rights is set according to

ri ghts pol ikegnet eddilvédokingmunite éhaigelvdet semigbis. ¢oposll] Thieé 132, an
encryption/decryption control unit 134 hooks the kernel native 15APIs
to detect fentmpiimpddctytiopubneslamitsl34Asndiesche padeshpuamit 13te Iagiacatus
for managing digital rights according to the present invention is
driven §or teaekhappliitg ot 136 hetudéd smdabvhii | | be appl i ed.
Accordingly the encryption/decryption control unit 134 may recogni ze

the file inp d]out PUtTLRVEBhE. cHMAD vafie 19RUsRHI-EY &}ﬂtﬁeopddcaﬁa%hpmghts
progranlnanage by the encryption/decryption 20 control unit

anong the Bl &V,

encrypti on%‘%{n Qg;%%}?ggﬂgéﬁ‘t rk gfe af‘%%hfurfggﬂll %ldjlsjt:ﬁ F géé}g}gh t%manageﬁ]tegt %nétn% r ol
put 7out pde t/aStFL mRadingat BRIl et T Bt b Egty ?Jrre‘sﬁ‘%@iiétﬁsa
decryption,. encr tlon st or nodi ficatjon of the docunent
Fur t her nor 16 {RaHOHRY W&Bb%%ﬁ.fgomga%@?wl ehyPHYL F?/‘Efoidlmj(ttlﬁét anjds
25t he readln of the docunment is requested t he

encr ypt ¥ ondgévss the spnizsmtion| respi fo 1 en@fﬁ%fwrx/@rmmﬂ heongak mait 134 to
processing unit 136 whether the docunent has been previously

decr ypt ed. cofitral hsfonagadnd edpgrption rights ekt this penf themeghtasonial iung den
al ready decrypted, the encryption/decryption control unit 134

recei ves t euites nj flicetbcamentmigitts firaomgenteat aaic 1¢8 prhetes sinfgrangi restdli3on
and provides the received docunent to 5 the file input/output kernel

native APl of Wit idlghtstiised acdobdihB @ figias pbleguesdiesl floeunembndgeneanidridred
as having been not decrypted, the encryption/decryption control unit

134 r equesgﬁosﬂe encryptdeRLESHEYRIHRAM tdlitlol 14 110 AGASHRL kEH]%I native

encrypted docunent, receives the decrypted docunent fromt

encrypison@gﬁ&emfe;e%p OBt e, | ARRLA IS gﬁ;%&a{&d for

docunent to e i nput?/ out er nel Ive

managing digital rights according to the present invention is driven for each
application program to which DRM will be applied.  Accordingly, the
encryption/decryption control unit 134 may recognize the file input/output events,
which are caused by an application program managed by the encryption/decryption
20  control wunit 134, among the kernel native API events. And also, the
encryption/decryption control unit 134 inquires of the rights control unit 132 about
rights to a document which is an object of the file input/output events, and according
to the inquiry result, processes decryption, encryption, storage, and modification of
the document. Furthermore, when the document is necessary to be decrypted (that is,

25  the reading of the document is requested), the encryption/decryption control unit 134

10



10 a kernel native APl event occurs, such as clipboard copy, screen
capture, or docunent print, the encryption/decryption control unit
134 provides the result, according to rights of the user or rights
set to the docunment which are confirned through the rights contro
unit 132, to the file input/output k el. pative, AP 032]1t is.
oscri bed aBBVE pE cndRdRrTRE brof del ryieb inecisibmett an teeh airvipgsly
detects the file input/output kernel native API_and returning the
det ecti on r8&gYRieds 1hAhe xeadpreguesiadt dgoqmeny & gonfirmed rasghavang baer already
unit 132 nmay detect the file input/output kernel native API, and the
each correspenditedy dieerwperypheny/decayniion chriralesnitt 134Asreegivasx sl dscrypted
the case of docunent reading, if a read right to the read-requested
docunent i sdamnfent frech the hacheipgddessicgnmit 36 amnd pro¥R2s tlequestal ddvament to
encryption/decryption 20 control unit 134 to decrypt the docunent,
and t he Bncthyilé tipteeepiyiliche neort APl Wilike tﬁ@ﬂifitﬁﬁl'éhd—%q]u@ite&@@‘dﬂlﬁlent is
control unit 136 whether the docunent has been previously decrypted.

| f the docugmirmbass ReGiRg BEEY hOUMHPHKL HPER! tfo%e&g«@h&l O] AnitUnist
136 provides the decrypted docunent”™ to the corresponding file

i nput/ out pu L L.rect | h e

encryption/ ‘to?é‘lé%@% t%%[ K %ﬁ%gﬁtﬁr@rgcﬁ? i 1‘%&%/ }?Jgr)] I t? k&ee% tth? se,nc{yptetdh gocument’
docurnent is_confiprnmed as having been not decrypted, the .
encrypt i on/%@%ly‘ff’pi eo‘ﬂec ﬁ?‘fﬁ?m%?ﬁnf%fﬂ%ee é%ﬁ/tﬁgnﬁ‘j?grypgon control unit 134,
encryption/decryption unift 9 to decrypt, the encrypted docunent
fecel ves t HACRE it @ rerse Pum%ﬁ?f%eﬁlsﬂamvﬁmpaﬁfﬂ*@%r%f’? 6”1 When
control unit 134, and provides the received docunent to the file

i nput / ol pud kearshenatingt ADk exent, oguem 3B Eh fast Rpdard coppusyreen Fapture, or
kernel native APl event corresponding to docunent witing, the
encrypt i on/ ésumept ipoint,cibat erskypiionfdet3atior quettls uniel 34 provides the result,
encryption/decryption unit 119 to encrypt the docunent to be witten.

And t hen, tdeoeiny wptipglon/ddahe ypdri @riglansetob thaidocdi@éntrehieh \wes codfirmed
encrypted docunent received fromthe encryption/decryption unit 119,

and provi degrdugh theg gty eshtf0eHTRBL, thehd file idfhreagRekahacRssE APIUNI t
136 such that the cache processing unit 136 can store the docunent.

And al so, tia@3epcryptjonLERELYPELAR &N Unc Ebm&é&;,m&vmﬁ%mhﬁ 134

recei ved docunent to the file input/output kérnel native API. Were a

fi1 e 1 ARt/ QL Rub R el DAL MR ARLARKERb 01 KEARA0N G A ICEN Ly

nodi fication | procedure re e encryption 1's

th th f..t 5. d t 1t but t d f

cont i 1 ng S ABEBRE Ty R g gRE L a2 Pt de Blnnets o
' it 136 i t f ti dd t

P om bei ng ‘A FAREARH e EhS P B e S AR Rty e TREC ASHe

example, in the case of document reading, if a read right to the read-requested
document is confirmed, the rights control unit 132 requests the encryption/decryption
20 control unit 134 to decrypt the document, and the encryption/decryption control unit
134 inquires of cache control unit 136 whether the document has been previously
decrypted. If the document has been previously decrypted, the cache control unit
136 provides the decrypted document to the corresponding file input/output kernel
native API directly or through the encryption/decryption control unit 134. Unlike

25 this, if the document is confirmed as having been not decrypted, the

11



processing unit 136 receives first encrypted or decrypted docunent
fromthe 20 encryption/decryption control unit 134 and stores the
docunent in a built-in cache nenory. If an inquiry whether the
docunent to be processed has been decrypted is input fromthe

encryption/ decryption contro] wunit. 134 t cache progcessi.ng unit 136
sear ches tﬁ@mggﬁﬁgdﬁﬁﬂ%Fmeﬁhﬂl?ﬂ% HB@%?%gh?ﬁ%*ﬂﬁ@ﬁ%%ﬁD@BPg8ﬁ¥ELREJa
signal of notifying that the docunent has been not decrypted to the
encrypt i on/dG%ré’P%//ﬁb‘? oeppéshidosrment; treqetves thepslsgypied, docymaens from the
flowchart illustrating a procedure of perfornmng a nmethod for

managi ng diegfyation/depnypioacesntdl wejt t1d4.aamdememskatle wabived deeumant to iee
present invention [0036]Referring to FIG 2, in booting a system an
i nj ection rddirpet/tgp® kexet nsted APd noni t ors whet her an application
programis running (S200). At this time, the injection nodule

moni tor5 al[0033ipl i catlf ee file ghiRMBufpun Ken@l aRtian A9 emedt Qorreaitddiipeaks
whet her the running application programis a predeterm ned

appl i cati oRopiR&ftaMritRgWiheh RV iS/EQrARIAPRbhEH (3220134 WEqled8 the
runni ng application programis e predeterm ned application program

tOV‘hiChD%F(é' '@dé&f—‘yap%% Rl 11990 hdi$pd Ak Q6L itlefl) bRV
engi ne nodu é?&ﬁ%ere ngﬁﬁod?o?enaﬁggln88gkgﬁ¥§?g€%gﬁ%ﬁ'g%@z?%fng
to the pre t lnvention is inple ted, .ntq the a i.catio rogram
(5230 "o R G he B i MRlC R e He D Moo paRe dPTSHOD R E
hooks kernel ngtive APIs to perfor, r ocessi on, docunent s
(3240). | 6057 PersPerPIORdedyRieskHG) el e thg rerepyeg dagimetgp the
readin? a docunent in 15 a nethod for managi ng digital &%?hts
accor dithg €echgnpresessine iyt tihsasnihet thf crohe pspeessing ynily bt cem store the
[0038] Referring to FIG 3, a docunent reading conmand is output from
an appl i catpamgntogiarh also,wiiec RndpRMidngdectypbien agnmiriob dinftS380 )proviiles DRM
engi ne nodul e nonitors docunent reading events in the kernel native
APl s ( S310})eceiMeéndocument to the file input/output kernel native API. Where a file
input/output kernel native API event corresponding to document modification is
detected, the procedure related to file encryption is the same as the case of the
15 document writing, but the procedure of confirming a document modifying right is
add.
[0034] The cache processing unit 136 is an element for preventing an opened
document from being encrypted or decrypted repeatedly. Accordingly, the cache
processing unit 136 receives first encrypted or decrypted document from the
20  encryption/decryption control unit 134 and stores the document in a built-in cache
memory. If an inquiry whether the document to be processed has been decrypted is
input from the encryption/decryption control unit 134, the cache processing unit 136
searches the cache memory, and then returns the document or outputs a signal of

notifying that the document has been not decrypted to the encryption/decryption

25  control unit 134,

12



20 the DRM engi ne nodul e checks whether a user has a right to the
docunent (S320). If the user is confirmed as not having a right to
read (S330), the DRM engi ne nodul e bl ocks the docunent from bei ng
opened (S340) Unlike thi s if the user is confirmed as having the

right tore 330), |ne checks whet her t ocunent as
begn previ oE@q:{ﬁdecry I\/g qr?lllflﬁtéat%@rlifﬁ?‘)éjd‘r%l Wg}{{mq%a
confirmed as 25 exi sti ng{ 8360 t he DRM engi ne nodul e decrypts the
docunent ( SEronanagings digk élsrlgf@tﬁ@%@émgﬁ@e@ ereemastenhodiment i the present
menory (S380). And then, the DRM engine nodul e calls an original
kernel natiieyemtin and delivers the decr ypt ed docunent (S395). Unlike
this, if the decrypted docunent is confirned as existing (S360), the
DRM engi ne [ilfifile doeRefentinges fRIGM2a inebwotiag ray pydtan, pi aaesion Mddule is
directly call the 5original kernel native APl and delivers the stored
docunments [ 6x:28icl!dad romiford whie@OE BRfapplidakivs tprédrimds dullife eSog. At this

witing a docurent in a method for managing digital rights according

to an exenp t n t i
R i e e ?‘Q’%fﬁné%"“%%ﬁ@e‘)ﬁ 4 08

app! i cation ﬂlﬁgn El%c}é@'vﬁlr%t é%urin?rég %B]glﬁ)c%klog ﬂ) %aglger ad gdePRrrl\r/llmed

engl ne I'TDdU ors docunent openin S 1 | ve

APl s (3410), t he DRM en e ul e, checks S r has
right to th&R I’Sﬁtﬂl%r?f Ogr&R) “qﬂr}‘ ﬁ@&u’sﬂ 0% ﬁ%‘%hwa Hﬁb}mdﬁ h’a\?f”d’é
a nodification right to the docunent (S430), .the DRM engine_nodul e
bl ocks t he HSLIGARMR FoBREHISHRG W&d%tF%‘PléﬁFl %@A@@t}on RyREiaREto which DRM is to be

10 applied, the injection module injects a DRM engine module, where a method for
managing digital rights according to the present invention is implemented, into the
application program (S230). The DRM engine module injected into the application
program hooks kemel native APIs to perform DRM processing on documents (S240).
[0037] FIG. 3 is a flowchart illustrating a procedure of reading a document in

15  a method for managing digital rights according to an exemplary embodiment of the
present invention.

[0038] Referring to FIG. 3, a document reading command is output from an
application program to which DRM is to be applied (S300). The DRM engine
module monitors document reading events in the kemel native APIs (8310). Then,

20  the DRM engine module checks whether a user has a right to the document (S320).
If the user is confirmed as not having a right to read (S330), the DRM engine module
blocks the document from being opened (S340). Unlike this, if the user is confirmed
as having the right to read ($330), the DRM engine checks whether the document has
been previously decrypted (S350). If the decrypted document is not confirmed as

25  existing (8360), the DRM engine module decrypts the document (S370) and stores

13



15 this, if the user is confirmed as having the nodification right
($430), the DRM engi ne checks whet her the docunment has been changed
($450). If the docunent is confirmed as havi ng been changed, the DRM
engi ne nodul e encrypts the docunment (S460). In this process, the DRM
engi ne nodyl e . may stqre the.encr ed docu in t cach r
accordi ng ¢ g‘:ectrhtﬁ‘ﬁggf’cqﬂ???gll’? @33 éI/e{‘)f GWOéxggﬂ@)M @eeaﬁ]@%gm
original kernel native APl and delivers_the encrypted docunent

(S470) . [ omedule-patls an joggmal kemehaptive APLend elingrs dhe dserynied edagpment
perform ng docunment print, clip board copy, and screen capture in a
met hod f or (htPagilingikditlyss idithe deghyniechdeyninhiy confismed aeerpbting(S360), the
enbodi nent of the present invention. [0042] Referring to FIG 5, when
an execut i @RMamgaednsimbhdaes ndoparfremta & gedringtiongirbgesg duddicayly call the
screen capture is output froman application programto which DRMis
to be appl ogidinaBe native APRMENGIvER thostled dobeaksa. Which rights are
set for the docunent (S510). In this case, the print right and

clipboard ¢opagy i ght Fig. 4 RCd BEGchaMIHSENinE adRb SedufYF Wi eSE E&& hent in
capture right i's included in docunent rights. If the right to the

execution f | ' fi

bei ng set foreiG AoRimEtE Pal) s RaRHAT AN el A0 fulBidl of te
request ed Eroc SSi ngl IQSSBO) Unlike this, if the right to the

execut i on PREPFUYSSR™i s confirned as not being set for the docunent
(S520), th engi ne _npdul e fuses requested processi.n S540) .

[ 0043] The Toda for?ﬁ?ﬁqﬁa@g %Fﬁfgﬁatﬂ Ocvmamﬁ@ea@gépmm@dﬂa%a\%m froh an
exenpl ary 10enbodi nent of the present invention with reference to,
FIGS. Pto amﬂrﬁavmb@r%amoﬁomé’awg@m iqphaeapiticd dP40hn abih RVigimeine
rights according to an exenpl ary enbodi nent of the present invention
wi th ref er omdule momtags decunpent phéring geants inhbe Xppel nativs Abls (RFhHBgiThgn,
digital rights according to the present invention functions as the
DRM engi ne theoldBRMe engdnel makisle, chiedies windthad dser hasnaghinig tte gotumhent i(B4R03.
15 according to an exenplary enbodi nent of the present invention

wi th referenge usér KliebeortirhRdasmRYinge mGpIfRAR Seht 0 tBOUbwRLEH (54B0),
this case, the DRM engine nodule is installed in a target systemas a

program agg bRV chgidle il ABloaRP HeCRicuRRnR REGh C’b@ldg%t%ﬁ (‘(@4425.'\4 WSlike?
be applied, by the injection nodule included in thé DRM engi ne

r’rpd ul 452040 Oﬁllthy%'séq'glst &%ﬁfﬁﬂg@ ragtlﬂﬁfin%n@le %Bgﬁ(ﬁgatfo%r ﬁﬁﬁ@@ﬂ:& Bﬁ tﬂé %ﬁﬁil

ri ghts according

engine checks whether the document has been changed (8450). If the document is
confirmed as having been changed, the DRM engine module encrypts the document
(S460). In this process, the DRM engine module may store the encrypted document
in the cache memory according to settings. Finally, The DRM engine module calls
20  an original kemnel native API and delivers the encrypted document (S470).

[0041] FIG. 5 is a flowchart illustrating a procedure of performing document
print, clip board copy, and screen capture in a method for managing digital rights
according to an exemplary embodiment of the present invention.

[0042] Referring to FIG. 5, when an execution command such as document

25  prnt, clipboard copy, screen capture is output from an application program to which

14



to the present invention as descri bed above, DRM processing can be
performed on all application prograns, thus imedi ately responding to
electronic file | eakage and applying DRMto electronic files of
various formats. And al so, since DLLs required for the injection of a
specific applj,catio rQgr ot I st .separ.at el t he size of 25
the engi ne- PN e s Be RgotHE0. B nEih e Rttt whef cifimirg 52
Furthernore, at the kernel level, control and DRM processing are .
performed, Butthe decwnent(§p1 Qndlny désuease. B R Tight pnrlipbeasd s9BY Aighhise
performed, thereby reducing processing processes to mnimze
unnecessar yinchuigd ircuseo el aaneythe geewr aiphye yghtds iivbulgh imgedupienyrigiy If
stability may be enhanced wi thout a conputer being slow 5 Conpared
with existi thg MRVt ebhataguesy camoand ¢fdr alb@pleo olipticard eopsi) rio roefitmedaas
be provided due to speed enhancenent by 40% or nore and kernel |evel
operati dh sbéhp Iset Yor ARddedus@ent ASSTYYP @Y DRMI @it ApdDRM @diits el adsga
a range of application prograns to which DRMis to be applied wthout

addi tional pRAsRI8YShONIRIN: thRSIthe RYst BfthecidcMBbY ids@HMENNY cbi¥ermed
cost. 10[ 0045] The "apparatus and net hod for managing digital rights

according tg ﬁ&%eﬂ{ges%?fbtr tﬁ{&l@c%}deﬁp(sg?p%&q%%?@ﬁ g%@ﬁé mtdh%r}gféug%ﬁ réeqlfleosted

i nformati on technolfogy [ eakage and orize
use the coryrespaondi %4 ocunent, using DRM processing, such as user
rights and Bive sﬁﬁ]ﬁi(g , ‘on el ectronic docunments or assets with
el ectronic {J format, corresponding to the el ectroni ¢, docunent, in
response tofdfg?’ﬁ] ncreaih‘?]&"eﬁl?q gl‘em iitgh g]&tér?FF‘HEH‘tgi tg| an exemplary
information asset, and industrial technol ogy |eakages and devel opi ng
hacki ng! Gandempediment o6 the cursege Iwaliar Guids Tefprrace rtasBKES.i Aviend i BaY ibg
not dependent on a specific application program thus perform ng DRM
processi ng parfaresd pmodie cippareius\ier siapmgingfdigital righisl dccedingntoparo greammary
and i nmedi ately responding to the | eakage of el ectronic docunents.
Fur t her nor eemB@éiinient b thieopresent apyntioatwidn rgfeegeans FIG. Whi nhthBRbses theo
be applied is mnimzed, thereby w dely expandi ng application range
of DRM comgayattusvol maaxgist idi%tarrﬁtgm@aeorH&@46kH&pfebémve;ntehﬁdsh €3I01i BhSR
a

be enbodi ed as conputer readabl e codes on
the DRM engine module. And also, the method for managing digital rights

15  according to an exemplary embodiment of the present invention with reference to
FIGS. 2 to 5 may be implemented in software. In this case, the DRM engine module
is installed in a target system as a program, and injected into an application program
to which DRM is to be applied, by the injection module included in the DRM engine
module.

20 [0044] Using the apparatus and method for managing digital rights according
to the present invention as described above, DRM processing can be performed on
all application programs, thus immediately responding to electronic file leakage and
applying DRM to electronic files of various formats. And also, since DLLs required

for the injection of a specific application program do not exist separately, the size of

25  the engine can be reduced, thus using a storage medium efficiently. Furthermore, at

15



conput er readabl e recordi ng medium The conputer readabl e recording
mediumis 25 any data storage device that can store data which can be
thereafter read by a conputer system Exanples of the conputer
readabl e recordi ng nmedi um i ncl ude read-only nenory (ROV,

Ao aco 88 TPl M, PR RS0 16 SRR hOPRY P

transm ssion thro the Ilnternet). The conputer readabl e recording
medi um can '8AUes] eﬂgfﬁeogiwsw%a{%assa%?mn@trw de b é{deé@ﬁ—}%tpéqcessmg
systens so that the conputer readable code is stored and executed in
a di st ri buthEeres®s Hp omininird4 FFEGesSpive EBSAEICE rReeARangyt hascirdimgly, although
particularly shown and described with reference to preferred

enbodi ment sipplyerge SIRMT hatatiilitye ntaiyo be s riduhdedn otithoet constmpued  heingeilog.
limted to the enbodi nents set forth herein. It will be understood by

a 10 pefsorCwigiarddedith Rxistigg BRM ttéuihiquas, | aoctsnioktatlg @Emipltef efiviranntknt can
details may be nmade therein w thout departing fromthe spirit and

scope of t e peAsaNtud veRbd eihaseadelt iesoRVorthieelal M Jevel 8h&Etion
VWHAT IS CLAIMED I S: 1. An apparatus for ‘managi ng di gltal rights, the

appar at us, GOBRI,SRG:aI N2 A6FRhn Ao ABRADIA ARRLAR'Y QEPg;g}ﬁggmﬁrﬁe

which DRMis to be applt ari to content pro ess

S, ST PO O e UL R A

DRM i's to bgstat%gs ef?ectlvely reducing the cost.

10 [0045] The apparatus and method for managing digital rights according to the
present invention can prevent decryption in information technology leakage and
allow only authorized people to use the corresponding document, using DRM
processing, such as user rights and encryption, on electronic documents or assets
with electronic file format corresponding to the electronic document, in response to

15  increasing private information, confidential information asset, and industrial
technology leakages and developing hacking and information leakage techniques.
The present invention is not dependent on a specific application program, thus
performing DRM processing on new products or versions of all application programs
and immediately responding to the leakage of electronic documents. Furthermore,

20  limitation in application programs to which DRM is to be applied is minimized,
thereby widely expanding application range of DRM, compared with existing
methods.

[0046] The invention can also be embodied as computer readable codes on a

computer readable recording medium. The computer readable recording medium is

25 any data storage device that can store data which can be thereafter read by a
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a rights managenent unit authenticating a user and managi ng a user
right to the contents processed by the application prograns to which
DRMis to be applied; 10 and a kernel API hooking unit
nonitoring input/output of a file through hooking of kernel native

APl's, requesting the rights na nt unit to rify a user. righ o]
Content s 1 o BB RFoRELTL] KBy Doteaiple spEiab tecfh S efiamm feluds
processed by the application frograns to which DRMis to be applied,
and request fSagotheMsgery (RRMD), reidomsacsesHmeBory 4R AL GIR QMpt Bagaetico
be processed when the user right to the contents to be processed is
verified, tapes, figpoydisks: ppticpyalata siptage demises,i agidt earnemwgeaselsuchuns data
and the kernel APl hooking unit are driven for each application
program t o temschssBRMhreughothbdnept). e The 262 piter regdplle atusdinf médinm dan
wherein the agent unit conprises: a user policy nmanagenent unit
changi ng ri gbsé Heafisttibuisérover neiwghit Sotifled @bipates s9steinb&o@si theQdomputer
rights information received fromthe user or a managenent server

managi ng DR8I EdcRSS stored and ex8cudQHIRAtibhB ERhARNAgENENt uni t
managing a list of application prograns 25 to which DRMis to be

)|, o101, Sk AT L R AR 62

application pro an 1 njection
unit nonitogj lLication progra r unni on_an operati system
and dr i vi ng ERESQRRETaRrY TmPRETeGARE NG i G b el B rsiicd
PR S S SN e
an encryption/ decryption unit encrypting or decrépting the contents
and ret’® ni PRysailisddn fha atthat varoes ghangss wolermasnd deglls may e mpde thyppin
hooking unit in response to the request for encryption or

decrypti on Withatidepashngfios the epirit hed keopa ef thamiredepoini enfionrsistdefined by the

following claims.
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3. The apparatus of claim2, wherein the rights information received 5
fromthe managenent server conprises rights information for each
content or application programto which DRMis to be applied,

i nformati on on the application prograns to which DRMis to be

applied, and i nMnce/l i mtation/change of the user
right. 104. The t#1 2, wherein, when an application
programis detected as being running, the injection unit inquires of
t he docunent rights managenent unit whet her the running application

programis the appli catapparaprsagr sumigngvhigohl R, itle dppatacisappipiietig:
155. The apparatus of claim1, wherein. the rights nt, ynit .
conpri ses. a4 a&%ﬂﬂ&d}iﬂ&%{%@&?ﬁ&%l%ﬁf?% i'9 W%aﬁﬁgﬁs%%eﬁpamd
to the sontgAhLsight td ARtARRLEALOR, @lesagﬁ;moﬁ?rd@arﬁ@t%hbm iR be
applied and outputting an authenti‘cation result on the user; and 20a

user ri ght sppigdagedreancryphing oradengymigst the owdentr prghessed dyr tedapplichtian
m)dificationo gagéurﬁj,c ﬁ%bo rétl USﬁ .and print on the basis of the
aut hent i catf GA?1&8u ]8 &’ &P ad’r eturning a verification result
in response to aﬁwﬂﬁﬁa{eﬁfmﬁ/eﬁit hthagticafing B@iséd AAt mbhgidpes GOALTRAL o
to be processed fromthe kernel APl hooking unit. 25 6. The apparatus
of cl ai m 5 hegataithpiogessed Brtle sphiagareprog@mst tofwiielh BRM dwisr be apligd;
use hisgory, ganagenent unit managing a use history including opening,
nodi fication, and storage of the contents to which DRMis applied.
307. The appar at uskearfel Pdihwolkingwhétreonitdring ilgeatoaktpuABE a e Kirogeluhddking

of kernel native APIs, requesting the rights management unit to verify a user right to

contents to be processed when the contents are detected as being processed by the

application programs to which DRM is to be applied, and requesting the agent unit to

15 encrypt or decrypt the contents to be processed when the user right to the contents to
be processed is verified,

wherein the agent unit, the rights management unit, and the kernel API

hooking unit are driven for each application program to which DRM is to be applied.

20 2. The apparatus of claim 1, wherein the agent unit comprises:

a user policy management unit changing rights of a user or rights to contents
on the basis of rights information received from the user or a management server
managing DRM policies;

a document rights management unit managing a list of application programs

25  to which DRM is to be applied and managing rights information for each document
and each application program to which DRM is to be applied;

an injection unit monitoring application programs running on an operating
system and driving the agent unit, the rights management unit, and the kernel API
hooking unit for each application program when the application program te which

30 DRM is to be applied is running; and
an encryption/decryption unit encrypting or decrypting the contents and

returning the encrypted or decrypted contents to the kernel API hooking unit in

18



conpri ses: a rights control unit requesting the agent unit and
the rights managenent unit to verify the user right to the contents
corresponding to file input/output events and outputting the
verification result; and an encryptlon/decr%ptlon control unit
hooki ng t hetRRATSE O Higt TegeeshBIrencryPHaR OF fleqrpitiqn phihe spntents frqwu the kernel
events, requeshsdiGn nz%llinl_ylemrlghts managenent unit to verify the user
right to the contents to be processed corresponding to the file

i nput /out put events, 5and delivering the contents to be processed to

the agent unit t dir t encryption .or decryption o basi s of the
verification restit. Ihe appar@f‘yigﬂ#ed%lpar aﬁleéﬂbfthecrl&ﬁ%m OrRARPRIrFFefeE

kernel APl HERKHRImARAenidAl LR CORRNHSSE $ighitsC HEEnROACHRS Sda0E éb'ﬁ'tént or

receiving previously encrypted or decrypted 10 contents fromt
encrypt i on/ dedicgtini egeonta which iR Maisdo S eppher, tinfermatitmeont thei apphcatlon

built-in cache nmeno event,ing 0 d dogcu t from
bei ng encr yFCed by Hﬁcr %%dq$%§£at%dﬂ9 QﬁdEﬂﬁﬁﬁfanmﬁﬁqd?gynﬂﬁgkth
t he cont ent gidwanb@liRiacassRtchaydichganigncr ypted or decrypted is

i nput fromthe encryption/decryption control unit, searching the

cache nenory and returning the contents or outputtlng a

15not|f| ation that t . 9. .
The appéfatus onC|a|?§ﬁ%ﬁ%%§?%?fggﬁgqﬁégﬁ% AB mﬁooﬁ?ﬂgmﬁﬁpﬁnnymnls

conprises: detected as being running, the injection unit inquires of the document rights
management unit whether the running application program is the application

program to which DRM is to be applied.

15 5. The apparatus of claim 1, wherein the rights management unit
comprises:

a user authentication unit verifying the user right to the contents or the
application programs to which DRM is to be applied and outputting an authentication
result on the user; and

20 a user rights management unit managing the user rights to read, write,
modification, capture, clipboard use, and print on the basis of the authentication
result on the user and returning a verification result in response to a request for

verifying of the right to the contents to be processed from the kernel API hooking

unit.
25
6. The apparatus of claim 5, wherein the rights management unit further
comprises a use history management unit managing a use history including opening,
modification, and storage of the contents to which DRM is applied.
30 7. The apparatus of claim 1, wherein the kernel API hooking unit

comprises:
a rights control unit requesting the agent unit and the rights management unit

to verify the user right to the contents corresponding to file input/output events and
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a rights control unit hooking the kernel native APIs to detect file
i nput/output 20 events, requesting the agent unit and the rights
managenent unit to verify the user right to the contents to be

processed corresponding to the detected file |nput/output events, and
out put t i ng QR the verkicatian resalil and and

encryption/ decr yaﬂtﬁgtﬁpﬁglﬂ?%&%%}bﬁggnggﬂ lﬁn\fﬁ{doﬂgﬁtﬂg k&‘ﬁ LRRLS APSs tlg%efect

processed to the ag asi s of e ver| icatron resu
to direct ehefijgnparouput2Seias mygiasiong the rights mafhgeifiont mppmr\&mﬁys thmfuser
claim9, wherein the kernel API hookln uni furtﬁer co rises

cache procdSSf iy RnFanteost i be HE?%?SSW §TRPnding g ghe flomp %%m%tef&nts
contentsg fraﬁmdteﬁ@e y%ﬁteﬂ/s(i@%)p%de%d%% Qgenyahﬁt tRBflec eREyPEor B@

contents in a 30 built-in cache nenory, thereby preventing an”opened
document fKbanEOmgnéwdmwpbédwownﬁeummptﬂdtrepeatedly, and when an

i nquiry whether the contents to be processed have been encrypted or
decrypted is input fromthe encryption/decryption control unit,

searching the cache negRhHyarafd of elalth 7l Weerelfthe RBEENABI Béo &%ﬂﬁifﬂrﬂh@r a
notification that the contents has been not decrypted. 11 met hod

for managi FEMTEEst al cachgipracesting Uit reeeivignpravirualy: encrypted or(deerypted

0] oSt RoREMsangh 16 TRAYEL Al AoARRL:LE A W REARLATL LRI, 2

DRMis to be appll at'ion prog Fam to

be appl i ed busit-ir icaelte; memory, (tli)érelm)rpré\mhtlﬂg ampigeheditqpgtmentt drofbn |l&mg
t hr ough hooki ng native APl, and when a content is detected

ke I
as being preBEréEE?g 6{?2’5’8@‘1&65?3?@@( 25 Vﬁl’eﬁgq“a%t‘%y WieHisT Brvanéentstonle
appl i ed, VeridycA%ade Y& emd 5&1& 1RGNk hga &{c%ﬁsaegsrwuwe

10 appllcatlon programto to be ap
sel ecti vel yortndrunf seagehong thecragipt mglotmmcbmtlmMmg the cheteqis oc espetingten

the useé ringghcz}t%nttltpaﬁ t}(l:eocpc;[ ?entts ta% bggn got%gfy?}%%. I's verified, and

9. The apparatus of claim 1, wherein the kemel API hooking unit
comprises:
a rights control unit hooking the kernel native APIs to detect file input/output
20  events, requesting the agent unit and the rights management unit to verify the user
right to the contents to be processed corresponding to the detected file input/output
events, and outputting the verification result; and
an encryption/decryption control unit delivering the contents to be processed
to the agent unit on the basis of the verification result to direct encryption or

25  decryption.

10. The apparatus of claim 9, wherein the kernel API hooking unit further
comprises a cache processing unit receiving previously encrypted or decrypted
contents from the encryption/decryption control unit and storing the contents in a

30  built-in cache memory, thereby preventing an opened document from being
encrypted or decrypted repeatedly, and when an inquiry whether the contents to be
processed have been encrypted or decrypted is input from the encryption/decryption

control unit, searching the cache memory and returning the contents or outputting a

20



(d) returning the encrypted or decrypted content to the kernel native
APl , wherein step (a) and step (c) are perfornmed at user |evel, and
step (b) and step 15(d) are perfornmed at kernel level. 12. The nethod
of claim1ll, wherein step (a rises injecting the DRM engi ne

(a) co
nodul e intonf’%%caél@tlél@it@lf@BWF%QBWW@@@TM@M% the detect ed
application programis in a predetermned |ist of application
prograns to which 20 DRMis to be applied. 13.The nethod of claim 11,
wherein the rightl.of ®heethséforaanzpiegdigtil rights, the nicliedaonipeivingt S
changeabl e on the basis of rights .informatjon received fromthe user
or a management SBriQEFURHA CRIENF HedieG Bdo apmpplication RrREldBY tovhich

ol aim 1% Whmglifid §1aii 0 heh TORITAAh BBERIY A hADIYES RRBESIRA

server conprises right's informati e nt or appli cat
programto whroknDRM is to be applied, information on the application

programto which Ii)RMi.s.to.be | jed, .and information o i
al | owance/ | i it afl 6’?19%@8%811)&/%&%8% %&é@ﬁgﬁoflgﬁ‘?‘q‘?% ¥ E%mgle".taﬁéfﬂ Ay, and
claimii, f%_E@Qrcoﬁféﬂpfs!&té&&d(@)bé&%@xbbé@e@b?%ﬁe BipHcRtioh WRFdh to which
i ncl udes openi ng, nodification, and storage of the content to which
DRM i s DRM 1s to be applied, verifying a user right to the content to be processed in the
10  application program to which DRM is to be applied;
(c) selectively encrypting or decrypting the content to be processed when the
user right to the content to be processed is verified; and
(d) returning the encrypted or decrypted content to the kernel native API,
wherein step (a) and step (c) are performed at user level, and step (b) and step

16 (d) are performed at kernel level.

12. The method of claim 11, wherein step (a) comprises injecting the
DRM engine module into the detected application program, when the detected
application program is in a predetermined list of application programs to which

20 DRMis to be applied.

13.  The method of claim 11, wherein the right of the user or the right set
to the content is changeable on the basis of rights information received from the user

or a management server managing DRM policies.

25
14.  The method of claim 13, wherein the rights information received from
the management server comprises rights information for each content or application
program to which DRM is to be applied, information on the application program to
which DRM is to be applied, and information on allowance/limitation/change of the
30  userright.

15.  The method of claim 11, further comprising (e) updating a use history

which includes opening, modification, and storage of the content to which DRM is
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appl i ed. 16. The method of claim 11, wherein step (c)

conprises: (cl) hooking the kernel native APl to detect a file

i nput/output event; 5 (c2) verifying the user right to the content to
be processed corresponding to the file input/output event,

aut hent i ca®PAg% he user, and managing the user right to the content
to be processed in the application programto which DRMis to be
applied; and (c3) encrypting or decrypting the content on the basis
of the verificatlbon IDeesthdd of claim 111 WherEhestae{doodmefises] ai m 16,

wherein step (c) er co ises (c4) searchi ache nmenory
whi ch stores pré )Eﬁgg q%%ﬂé%@%ﬁxﬁi@ﬁ$ﬁFEﬂﬁ- @%Wgnﬁﬁﬁmﬁeadlng
out thegcontent i h%h%m{g B{eeays%if‘hgﬁgtotﬂﬂ@ cBRRhERbd &E&s@@d E&r&ﬁ&{cbﬁﬁ)é gf

or 15decrypted repeate y. . non- tran3|%ory conput er
readabl e nle ﬁmmlsmmﬁounvglt avept, cagﬂamutacbmgélxeeth |ang ntdmegmgtﬂtﬁadsef oght to the

managi ng dlc ntegtl to' be r}ggesgé:dc tﬂ 8p11cat10n %Irorggrg'ml to WthhCBw is 1o be applied;
and
(c3) encrypting or decrypting the content on the basis of the verification
10 result.

17.  The method of claim 16, wherein step (c) further comprises (c4)
searching a cache memory which stores previously encrypted or decrypted contents
and reading out the content, thereby preventing the content from being encrypted or

15 decrypted repeatedly.

18. A non-transitory computer readable medium storing a program for

executing the method for managing digital rights according to claim 11 in a computer.
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