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CREDENTI AL | NTERFACE TECHNI CAL FI ELD Thi s i nvention
relates to user interfaces used to authenticate a
w@eosamsss i dentity. BACKGROUND Credenti al s mayPOEUSE®S026853
to determ ne whether or not persons are who they say
they are. Assune, for_instance. that a man wal ks up to
a bank teller and <SOREDENTHMINTERFACKw,en Smal | ey”
2 uld like to withdraw two hundred doll ars
Tﬁﬁﬁf&g S account held by J . Warren Snmall ey.
The,bank teller use a credential to,determne if_ . .
¢ nildnYeptap Fsjatcs Yo USqiniefacanupedip aulhARicals p dsrspues identity.
docunentary credentials, |ike a passport or drivers
i cense having a photo and nanme. If this man | ooks
' t n pictured on the docunent and the docunent
BA R he picture is of J . Warren Snal |l ey, the
bank may. authenticate that this man really is J.
vafredentiply may berpeedstndeterming whethee opmek persppe arowho they say
credentials, |like a secret or sonething unique to a
theypiet iAssugre, for nistanceqhabanrammalisiamtna ibank dell¢raand says his name
o man is J . Warren Smalley if they have a record '
is “kWarrag Smallgyr’rand thathe ayould likiegnavithdravotveo hiindred doliars from a
unique to J. Warren Smalley-and this man's signature
chedking hecountidedd yyalt Warrem Sninadiaye cBhel bafik ¢elbernkayae al sedential to
authenticate this man with a secret, |ike a password.
detefinire, ifi this hian really ubnd.t Warrent Bmablepk Bankerofeen use documentary
personal identification nunber (PIN) matching the PIN
credentiald, lik¥\ar passp&rtedd @plvershigcdnse havig ayHoes tindahAné haf this man
this man is who he says he is. Conputers also interact

looksilike theanhe picutedest theydédignentQirdethe Wocitheht says that the picture is
name/ password pair as their primary credential” to do

of Js War¥Bi SRS 1 BE AT aldynSuthenticate that this man really is J. Warren

o ottt

Smalley.

The bank may also use other types of credentials, like a secret or something
unique to a particular person. The bank may authenticate that this man is J. Warren
Smalley if they have a record showing J. Warren Smalley’s signature—something
unique to J. Warren Smalley—and this man’s signature matches the signature on the
record. The bank may also authenticate this man with a secret, like a password. Thus,
if this man submits to the bank teller a personal identification number (PIN) matching
the PIN for J. Warren Smalley, the bank may authenticate that this man is who he says
he is. |

Computers also interact with people to identify them, often using a
name/password pair as their primary credential to do so. Many computer operating
systems, for instance, require a user to submit a password for authentication. To enable
this interaction, the operating system may present a graphical user interface. This

interface may show accounts associated with various users, enable the person to select
1
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systenms, for instance, require a user to submt a
password for authentication. To enable this
WO ndosnassig on, the operating system may presentPEr/US2005/026853
graphi cal user interface. This interface may show
accounts associated with various users, enable the
onepdrthese hecamits cindnenabie ehtrg eofax passward fordheneldceed account. The
entry of a password for the selected account. The
operiiggasysogmsymly ethemayeceh@n an eaered passanirdr Al Ragenticste that this
and authenticate that this password identifies a user
passvesrddidetefesia et AssosRtAT vitth theaelitted AQDUAPEMe! dibrating system
systemmay then | og that person on, permt a certain
mayahen 06y thAt PEH@n' drk %enﬁhlasc@faﬁphd;t‘}(ﬂi, o#¥K¢ liket er f ace,
however, often enables only a single credential type-a

us §hita BPaphichl NS iftcdfat¥, Woweberd Ifedl eldbled@nly a single credential
aut hentli cated. This can be a problemif other

typeCl 8 S&knhRle AnPPAsHoed-dasy WREEhO! udedtiRhiy BEUBIHRREEatel] This can be a
some conpany devel ops a’credential type that Is :

probisHeit Gthet @ré&dential HFRSL altSqésited O AR} WRGLI g@/d.\r’]\’g/fgsc{'j‘%e company

user nanme/ password crtedential, the conpany

devéol{)ﬁfhecr@d&ﬁgéé%y al%%t;‘fgeé’@ fiott %o idi‘taﬁrlfeﬁ‘é‘teustegfl’uleiﬁa%@blgétgon with a

is cre . sunme t he conpany deve

userl}olér@ﬁ/tp%sls&%fhc gl%nggﬁgﬁl%e gg@ﬁgrsxg glr]]%’e pﬁ{/ﬂ? 08 cFedtld lén%zw graphical user

s that scan

inteEQPloCermbld HHD 8{ ﬂﬁ%ﬁ&%bﬁé@é@p&a Rk Sle%e %5@?&@&%&%%@%% a type of

at a scanned a particufarp
credggﬁn%gﬁafgﬁa 'I{/ﬁu:% g?gso gs {vf\l/r%%fge Bléiﬁ%gvilﬁggc‘;&frﬁqaak&ygﬁﬁg\égﬁ'sc%rrl]r?ers that scan
peoE LY TP MO0 LIS e umtamaches
por SRR 3 LSS s T St AL A e company
s . A0 S JBR Find FE PO B s oo s
com SRR STt b SRR T for s

conputers . to O use its retina-based credential. And
progrgipmers i designyr f ace may not be able to handle a 1

t hub- print -based credential, |If a corporation aor the

gogés‘oﬂ ,%Eﬁ@ if) A FomRany Ldesiensithisaew user mr%erface, another company may

come along with another credential type, such as a retina-based credential. In this case,
the retina-scanning company may need to create another user interface for computers to
use its retina-based credential. And this user interface may not be able to handle a
thumb-print-based credential. If a corporation or the government wants to authenticate
a person with a password, a thumb print, and a retina scan, it may not be able to do so

without creating yet another user interface costing even more time and effort.
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2 a person wwth a password, a thunb print, and a
retina scan, it may not be able to do so 3 w thout
w@e®at153g8 yet anot her user interface costing erREnNUSINE026853
time and effort. 4 5SUVMARY Systens and/or nethods
("tools") are described that enable credenti al
ation and/or gathering. In sone enbodi nents the
tools build a graphical credential interface enabling
a fystemo amdios entathodsen(“tond$’)r asebdiescrihedt i thae eygids credential
of credentials. The tools may al so, in another
presemtasidinmand/or ggathering.r e e ndonad enufodimients they tbglsebuddida graphical
build a user interface for subm ssion of these
credentint irenfacey emeblfg & usetetut ¢hdose bBRVEIR BRBORsEBMNNGkiple types of
THE DRAWNGS Fig. 1 illustrates an exenplary operating
credunvialso ffentoolsimayi albo,viardnotter emitentiment, gatist @péérattads of arbitrary
Fig. 2 is an exenplary flow diagramfor building a
typesraidemiildd userdnterfice foassbraRRgidhi 0TghéseliBitrdry tiSEGOs¥ drédentials.

an operating system Fig. 3 illustrates an exenplary
graphi cal user interface having three sel ectable types
of credentials. Fig. 4 illustrates an exenpl ary

BRIERDESERIPTION OETHEDRAWINGEK t 0 submi ssion of a
thunb credentral . Frg. 5 1S an exenplary process for
gatFher iingliasteateslen | 8xertplaPg Sp&GhBpeNEnAtotA&ht in which various
interface. Fig. 6 illustrat’es ‘an exenpl ary graphi cal

embbAfhentRicahicdegttai | ored to subm ssion of a password
credenti a .O%The same nunbers are used throughout the

di §64 03 U§ CarP BRethb ity SfoWOdiagla 4BF Building a credential user interface

enabling a user to logon to an operating system.

Fig. 3 illustrates an exemplary graphical user interface having three selectable
types of credentials.

Fig. 4 illustrates an exemplary graphical user interface tailored to submission of
a thumb credential.

Fig. 5 is an exemplary process for gathering a credential using a credential user
interface. |

Fig. 6 illustrates an exemplary graphical user interface tailored to submission of
a password credential.

The same numbers are used throughout the disclosure and figures to reference

like components and features.
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i ke conponents and features.1 DETAI LED DESCRI PTI ON 2
Overview 3 The foll ow ng disclosure describes one or
wo0s/115508 S enabling a credential 4 interface.PdTIUSIN85/026853
enbodi nent, the tools create a credential interface
enabling a user to 5 choose between and/or submt
DETAILED PESCRIPFION edentials. This may aid users in
that 6 a user may choose to submt a thunb-print
Oveawielvent i cator for a credential instead of a 7 password
aut henticator for a name/ password credential, such as
i f Theefalkevingadistivsgnt describdsi sn®rorhlor®aesikoedablidg a credential
may al so enable a greater degree of confidence that a
interfaes. 15 ofie eatbodifbyt, ithie tddl cahtdy cesdliah thterfiseendling a user to
submt multiple authenticators, Iike a 10 password an
choaser titivean andfor sibhil mudtisle hepeseobadiomitls. TR mA9a8d users in that
gat her information about arbitrary types of 12

a usef eENthedse tanshibmit ladthamtsprint BlidlchB6fof Por 8 UPBAGTiaP instead of a
of authenticators for these arbitrary types of

passWdrd @itHentieatoBYos ® ndRlefithsswhRFSRUEA alPSRH ASHF$hdR¥er has forgotten
forgo building a user i'4 interface for their

his &F H&e?éiés%brd.!o% oiky AlsbYermBle A %rédtermies @R df &ﬁﬁidehkgshat a user is
and e nt

fort. is 16 "Exenplary erating Environne

corrBaiPrigeptos&d | 8y %abﬂﬁ%t R0hser! b d8baAit 'mﬁll'tll?llé Qc{dtﬂér’]iitfblggors, like a

di scussi on of “an exenplary | operating environmne

passiV H%ﬁ&%x‘eﬂnﬁ%é&rﬁt the reader in understanding where
and how 19 the tools may be enpl oyed. The descri ption
pravi I fut nl d, i
Dot B AR, B R el B RERR, B iy pes o

credlgﬁ!]‘?eblg Fhl baddH uskr ?l‘gt%ff%é &k ﬁ%ﬂigﬁgﬂg?%%ﬁpﬁi{g‘%ﬁg gﬂlrl tgese arbitrary.

strates one Su operating enviro !
oo oS RIERTRE! SBEs RuSATRA R S oo Wi o wser

interface for their credential, potentially saving them significant time and effort.

Exemplary Operating Environment

Before describing the tools in detail, the following discussion of an exemplary
operating environment is provided to assist the reader in understanding where and how
the tools may be employed. The description provided below constitutes but one
example and is not intended to limit application of the tools to any one particular
operating environment.

Figure 1 illustrates one such operating environment generally at 100 comprising
a computer 102 having one or more processor(s) 104 and computer-readable media
106. The processor(s) are capable of accessing and/or executing the computer-readable
media.  The computer-readable media comprises an operating system 108,

authentication requester 110, credential application 112 having a credential user
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4 106. The processor(s) are capable of accessing
and/ or executing the conputer-readable 5 nedia. The
w@oonpaiBus r eadabl e nedi a conprises an oper at i NBCEHYS10851026853
108, authentication requester 110, credenti al
application 112 having a credential userinterface 114,
integfate 134, g fasteoredeantiglrprovidier 1165a secamet oredentialdpruviddr 118, a third
provider 118, a third credential provider 120, and an
credentifeproviddri 129, and ah auttiRticdtingaidubeali2n r equest er
110 may conprise software, an applet, a nodule, or
ot arthetidativnt feguestsr ¢apahhy comprisgusstwag, an applet, a module, or
aut henti cation of a person. The requester may be part

othe®fentity Gi¢ tgRabie oD keduesiing hithiRatioatiqyr 004 pemsonl Tikerequester may
operating system controlled-access software, such as

be Ppaftedf adr ¢ P}'Qb SEfuritr portnd  bhepropleans Grededt dpdrating system,

appl i cation 2 enabl es credential user interface 114.

contfRed-ae&t89 kb flvard)RLLE 8§ parenfEcodtoll SoRwvatediah@lthé liRe.
credential user interface, in sone cases by gat heri ng

Cr €4eddritail %Eﬁﬁceﬁi&i 1 I2EMabl¥p efeRAfal hMiRfcRfacE ANy, The credential
sour ces, first, second, and third credenti al

appﬂéaﬁiﬁndxﬁ'é? b]cﬂi@ or]t%ﬁor ﬁfédcr@a&itla_mﬁeﬁ ﬁﬁé’ﬁﬁﬁé 3 sHﬁ'l%rcases b¥ gathering

Interface may al so It to enable a uUser to selec

cre(ﬁﬂﬂaﬁmﬁpngé’@h%'g% tcalﬁgllofrémf beéﬁ‘&? shrdaN i@l 9srt second and third

severa h provi provi de |n or imat

cred%?gglé% ) gc}errs §169EME ladliSio0! nT‘B@%};@d@?ﬂ’ﬂl U?é}tlgjéé?ﬁce may also be built

roviders provide i nformation about

to effHid %r{fs Ale? se"l‘éb‘i’ apﬁ%hﬁdlﬁé&péﬁﬁda?&s%{’&ﬁe mﬂ%ntlélnor%ﬁ:veral

user in erface e Creden provi der preters

da?fg%g&?{iérﬁfal eﬁg‘%icﬁ%ﬁﬂ é)?gv%dﬁdlb‘f’@r{lﬁ%g)& glﬂél?tgg{e?ﬂq 8?6(168{1&1@ In one
emb‘é@ﬁ‘g&? thé:l ?rgggr\{‘ﬁ%{nﬁr hcﬁer? pEQ\?M £ g?e{rr_s zlgﬁiﬁ%eiﬂ tlhglrt &%dentlals and
s AR Ao i SRR o S0 Trol ot T
oSO RACUBEC) BRSBTS A e i o
cohdTE R oAb ﬁﬁedﬁﬁ}?rﬁ LR e TR HeRlr i, and

vi der e  aut icati

the la ntalpgelélgl?qunw% GF%’r} elow, ‘Hle ntr'lrst crecpe%tlgp prov1der 1s 1ntegral or

associated with operating system 108 and comprises a name/password credential.
Authenticating module 122 may be integral with or separate from each of the
credential providers. There may be multiple authenticating modules, such as one for
each credential provider, or one authenticating module. The authenticating module is
capable of determining whether or not a credential’s authenticator submitted through
the credential user interface authenticates a particular identity or account associated

with the credential. How it does so may be dictated by the credential provider for the

submitted credential or otherwise.
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capabl e of determ ning whether or not a credential's
aut henticator submtted through the credential user
WO ndosnisse®e aut henticates a particul ar identityPOT/US2005/026853
account associated with the credential. How it does so
may be dictated by the credential provider for the
s uBdarious eneb@tinrentsadf thesetehaments ef \éomputer é6doandrpattecularly how
of these el enents of conputer 102, and particularly
theseoulehfense aet amdnirgeract tangerfortreranc exémplaey f prooessn and produce an
exenpl ary process and produce an exenplary user
exemply udeeinterfsce; ate Sevfomh img@acatdtaiibélow. bel ow
Loggi ng Onto an Operating System There are many
i nstances where a conputing device nmay be used to
authenticate a person with a credential. One of these

Log8a8esnicSah TR@r@@n@SpREMON onto a conputer's operating
system The followi ng discussion describes exenplary

Vayhetdlaithahly ShsamRiet witre QRODFUtIME &WES AATEIE uskdQo authenticate
enabl e a person to log on to conputer 102' s operating

@13 S BrAo O o CosBoghing, TkBon, ot a computrs
s FHLHL TR L300 Ao SO PRI i i
L BHARL S ERERO B Pk GRS thpuc 107
ST ROR.PEh o AHALAR G RAG B ot e

imif 1 3FnE oS nRAERHS" & MR KT P TobelE Ahatsfn oo an operating

svst redential application 112, credential user interface
S credenti al provi ders 116, 118, and 120, and

h | [ | 122., Th J .
o BT e s oplena o PR 20P for epahling a user to log
on 19,4 opratif STUEM iscsrBuw. FEOineeay 2GR T e SREOL actions by,
and R A D N AE OB HEPEG T RS, (hghgTatonthent 100 and a

user 202—here the elements shown are operating system 108, authentication requester

110, credential application 112, credential user interface 114, credential providers 116,
118, and 120, and authenticating module 122. The actions and accompanying
communications are marked with arrows. The flow diagram is oriented showing
computer element actions and user actions, communication between the computer and
the user represented by lines passing through a dashed line separating the two. This
flow diagram may be implemented in any suitable hardware, software, ﬁﬁnware, or
combination thereof. In the case of software and firmware, this diagram represents sets

of operations implemented as computer-executable instructions (except those of the

user).
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fl ow di agram may be inplenmented in any suitable
har dware, software, firmwvare, or conbination thereof.

wo noobhessease of software and firmwvare, this di BQI/ER2005/026853
represents sets of operations inplenmented as
conmput er - execut abl e i nstructions (except those of the
us éxt)ardw dr nser 202 twses cafputenl 02 ooanrmthenwidd thdicates a desire to log
ot herwi se indicates a desire to log on to operating

on &y iperatih@8syemr 4081 ptOmfretdipts of nthic dhdication,hehe operating system
operating systemrequests, directly or indirectly,

requesat diectlR02r béndivddgnt thaat @der r20ul be nguthenticated, resulting in
communi cation with the credential application at arrow

cominiiicgidhevitianhe predditiahtapplicedentat 2drrdwr2 to gather an appropriate
aut hentication. In some cases the operating systemis

crede@tial hor amithentiéatfin. ON Iii e§¥iRSt Edses SN cperahi) Fystéwelis not the
is already | ogged in and authentication is requested

authemtiBRi@Nicfuestentsueh asalhapi @ised B dlRdy1bgsdd 8 8ed authentlcatlon is
enbodi nent, however, the operating systemis also

requdicderRy 'ﬁﬁ?éﬂt@ﬁcérﬁ?dleﬁfﬁifares hpyvieh Vi s tf el Emlﬁénﬁ hﬁ)wever, the
operating systemand the authentication requester

opefdYiak! &RBMYs Aso Qhé%tﬁenti?daﬁ%nﬂehﬁést@lomﬂo% hiith Y€ boxes of the

recéi ves credential information fromone or nore

opefaifBALIEH afd e %ﬁﬁ&md&%ﬁ rédéﬁe%gerl]r gVeeappingand third

cre ti providers 116, 11 previ ously

r egx Skfdve d& ‘%écﬁnhgﬁa 53RN A2 ARBIVES ¥k 1aﬁ§formgtlon from one

cre entla applicati may have preV|ous rece

o GRS SR fviers 11,
118,it al de:i?g %g@ﬁ&ll?hﬂg gﬂ{érg@ é’\t'l 9%9%};?;&1 #ﬁﬁfcatlon The credential
app‘%ﬁif?il?fil%ibax%%vmﬁﬁﬁ TRLY3 S0 FPHBRER o st na
receBREy oL Bl B0t (T Certlend poli B sTorf g e @k imation to
credsﬂﬁalfl%'si’ft g as%ﬁ’f‘f B}rguéle B Bped At ﬂZr sty Bt ed

dinent, .firs denti al .provider
¢ Credential information comprises 1nforma on sbout’ {he redential and

information sufficient for credential application 112 to build or tailor a user interface to
enable a user to select and submit a credential for the selected type (or a selected
provider and type if one type has multiple providers).

In the illustrated embodiment, first credential provider 116 comprises a
password-type of credential. The provider 116 is code or a database associated with or
integral with operating system 108. The credential information for the password
credential comprises: a list of field types necessary to render the credential in the user
interface (such as a static text field type for the user name and an edit box field type for
the password); the state of each field (such as hidden, read-only, disabled, focused); an

accessibility label for each field; and data associated with the field.
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password-type of credential. The provider 116 is code
or a database associated with or integral wth
wop@caiisng system 108. The credenti al i nformat POTYUEINNS/026853
the password credential conprises: a list of field
types necessary to render the credential in the user |
i ntldvig armle(ltialb%lfaﬂnaim atdicatee that fthe lfdllowjeg fext (bienot the shape,
user nane and an edit box field type for the
colqrasssine df thetthrt)shatkd bd preaeited itethk dsnch as hi dden,
read-only, disabled, focused); an accessibility | abel
for each field; and data associated with the
field. This credential information indicates that the
f olAuthenticatet WithiPasswotd? shape, col or, or size of
the text) should be presented to the user:
Aut henticate Wth Password? The credential information
also indicates that text and a data-entry field should
be Thiesarbdetathl iihfdrhatipasaye illicates et itekt drfd 8 &la@LbREly field should
such as a data-entry field along with the foll ow ng

be digpidyedIfine basiwrorawredentidl B stéct&distth aSac@iiflentry field along with
credential provider 118 conprises a thunmb-print-fype

the ffllowiggdeddtt al . The provider 118 sends credenti al
information to the credential application sufficient
for the credential application to build a user
interface enabling a user to submt this bionetrictype

Cr SihirPasWord ARAPARMYEndbr.i nf or mati on conpri ses

credential data and credential view ng data. The
viewi ng data conprises an indication that the
foll owi ng text should be presented to a user for the

us . 1t b s (=1 t L e, WLt :
S SR MG 91 s DU B e e
r‘ o . 0 . .
proEEL B SAEKCHERAFA o 1 L BT i or
credential application to build a user interface enabling a user to submit this biometric-
type credential. Here the credential information comprises credential data and

credential viewing data. The viewing data comprises an indication that the following

text should be presented to a user for the user to select this credential:
Authenticate With Thumb Scan?
And the name of the credential provider:
Acme Biometrics

The viewing data also comprises text to be displayed if the thumb scan is

selected:



2 Place Right Thunb on Thunb Reader, Hold For At Least
One Second. Third credential provider 120 conprises a
WO 0006a135e€0gni ti on-type of credential. Provi depCl/R82005/026853
sends credential information sufficient for the
credential application to 7 enable receipt of a voice
credential. The credential information also conprises
an'indication that the followi ng text should be
pr #aceeRight Thuwmb onrThamh Reader, Hokt FarhAt Least One
credential: 10 1 1 Authenticate Wth Voice Scan? 12
An@eadondane of the credential provider: 13 14
Advanced Audi o Recognition |5 16 This information al so
conprises other text to be displayed if the voice
credential 17 is selected: 18 19 Pl ease Say the

FolThérd exgdemeial pfovidecarpout@nprisdydl £ volearreoghitioR§pe of credential.
Two, Buckle My Shoe." 1 2 At arrow 4, credenti al

Providet i126tsends kieddatial daformetion suffitiens fér the credential application to
credential -gathering 3 user interface based on the

enalsle&€e8ipt Af & VoEdretddential’eFhel bedengalefbahation also ctomprises an
0

application 4 tailors the credential user interface
indiBAtfsiEHat Eﬁkef(}li&’vﬁﬁ%%ﬁ%ﬁhlcﬁlbé Pfﬁ%@ﬁﬂee RE A \ARPYSr the Sbr to select this
arrow 5, credential user interface 114 displays
credegligct abl e credentials to user

20

21

22

23

24

25

Authenticate With Voice Scan?

And the name of the credential provider:

Advanced Audio Recognition

This information also comprises other text to be displayed if the voice credential

is selected:

Please Say the Following Into Your Computer’s Microphone:

“One, Two, Buckle My Shoe.”

At arrow 4, credential application 112 builds and/or tailors a credential-gathering
user interface based on the credential information. Here the credential application
tailors the credential user interface to present the three credentials mentioned above.
At arrow 5, credential user interface 114 displays selectable credentials to user

202. The credential user interface may display the credentials and enable the user to
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202. The credential user interface may display the
credentials and enable the user toselect them

walRoosaidsys such as by clicking on the text or PCT/US2005/026853
acconmpanyi ng graphic or indirectly by submtting an
aut henticator for.a credential. Referring to Figure 3,

selegt |thgondireetlignsuchl as rifyercliaking308 the sdxover addinp&BRAg graphic or
credential interface presents three types of

indicecttieby sabmitting aarmbhesicatoe fusecrddentigl. ect one of
these three. The first is a nane/ password credenti al,

shdefening3fd Figire 3,cadogon réddnbidlMinterBeeH022ls SAW)  The logon
at 306 (conprising an identifier for a user or account

credendiabiriténfade piesenta three tpesadfirdderhidls ARE gﬁiﬂl&éjtﬂesus%r to select one

voi ce-recognition credential shown at 308 (conprising

of thésel thedd. | TherfirkOls & nbHefpaREwaE d i
voi ce-recognition aut her?t [ c‘zt or)&féa&l' tgélf cs)g%vr‘{ncartg’é)ghtﬂllea?econd 15 a

thurhBt@Ed@fRl isholwdl 40866 (&&nﬁ@%n r G Slint®ler gﬁ?}éinlg{‘e{gisosrf 4¥%nt and a

whi ch credential infornmat S receive

R e PR ES QA EIGohSlyTAERURL o a0

. - - Mi ' . " Ad d Audi .
CorfBRRRBL L e Yoo hury 0, ARAEREEGRA unenicaon
th i al. i i i th . .
7S GRS SRR BLbRS, 1 Bbs8 BRAT Rl Prarigrs rom whi
credg}g@%lggn?gﬁgﬁ%@l tvﬁa{gon\ée:pggréﬁt }ci‘;ﬂo %?ﬁé@%ﬁﬁ{eﬁ, tl.‘jl]:e%t%%gs “Authenticate
with Fsrionts, “Thingalcatt o Wabr cTheRN.; Sdentt ol Ase {Biometrics”,
Aol Yoot TP Bhora A it S buit ino
th [ [ f i hgl o h
the SRRy el Gpiisar HERHERUE ePRbr5gusc RV el toin cpsional graphic.
credentials, here thunb credential 306. Also at arrow
Heres the graphyies)dne isglectrde byi theeetedentialepraviders t fremygepresbuilt library
se|ectign. At arrow 7, credential user interface 114
acceesd k?lté’sg'@@éﬁ‘il@%ﬂaéﬁf‘éﬁldg‘n authenticator. In sone cases

the credential user interface does so by presenting a
dafibagayy 9, Bses| 20X sglects one of the credentials. In some embodiments, the-

user may select a credential that is built from multiple authenticator types (e.g., the
selected credential requires both a password and a thumbprint scan) instead of a single
one. In the illustrated embodiment, the user selects one of the credentials, here thumb
credential 306. Also at arrow 6, the credential user interface receives the user’s
selection.

At arrow 7, credential user interface 114 enables submission of an authenticator.
In some cases the credential user interface does so by presenting a data-entry field for
submission of an authenticator associated with the credential, such as a password or the

like. In other cases a data-entry field or graphical user interface is not used.
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subm ssi on of an authenticator associated with the
credential, such as a password or the like. In other
weamed1Figlat a-entry field or graphical user i nPer/ames/ 026853
is not used.Referring to Figure 4, a | ogon credenti al
interface 402 tailored to subm ssion of an
autRedetringatooFiguire 4, aHogin creddatiali mbterfscesd@Mnilotd@ to submission of
credential interface conprises instructions 404 for
an dttkentiator b aethubety cavdentialsBdshowi. heTl erb@ehtial interface comprises
i nformati on received at arrow 3 above. These
instfuesions c40401f8r ithé Qiser.t NHetes elieyt higé BaBed WiTithe td?@dédiiﬁ'l'qnformatlon
aut henticator, the user nmust "Place Ri ght Thunb

recelVedrit dreey abcHQ’J AT ifbtrb@ ik iR moeRARSr théms shB;Fl'l"pthe thumb

reader conprises hardware and/or software capabl

autheffi€atot, He uler iMPRBE REsHH TIRIRB O Tgﬁnfb RFQd@t fHofd For At Least

scanni ng device. Also at arrow 7, credential user

Oné Be&sidee T themd! 4ades %Hlp??s'e@ "heﬁawtagk? ah%}bsoftw?reo gapable of

aut henticator fromuser 202.° At arrow on receip

g A A S 3o
IR0 Bl by R W DERHA SR o e
auth?ﬁﬁ&ﬂaf fx%ﬂ{rggertfb t he appropriate credential provider

ere second credéntial provider 118). The credentl al

E?e RN T R BF R PbiirtichBuCans Eepfinl B Brertace may

not The, cr ed t| a r.oovi der, may t hen .
i o cenREREEsar ¢ 15 “ERRBR sl Bie \GrEflentinls GaHE fhcersubmitted
associ ated Wi t h tge gredential) in

auth n%?fﬁarem an lﬁﬁ}%lﬁ%?éé?“éi“ﬁﬂd“éﬂﬁh Sigredgntia vetnes pg account name)

nodul e 122. Th hentl at may be, packaged into a

to ﬂaf‘arapp&angatetvsie 1 ey ded Birer veanct e dsméiaknrruiger 118). The
Lan I\/% that i ndi cates the, shape and ot her

credgafia n‘ﬂsﬁé IBFPa e BAY JOTWardofhis Katas dispidyl to Hbatsredgntial provider or
arr ow the credential provider may package the

through iceedensial @ppHeetiomdAi &OérShQWdl)s e*hetcmeéemwd kergeiler may then

credential to authentication requester 110. It may be
package \the submitted authenticator with an identifier (both of which are associated

with the credential) in a credential form understandable by authenticating module 122.
The authenticator may be packaged into a particular type or form, such as eXtensible
Markup Language (XML), that indicates the shape and other defining characteristics of

the scanned thumb.

At arrow 9, the credential provider may package the authenticator and identifier
and send this packaged credential to authentication requester 110. It may be forwarded
from the credential provider through credential application 112 (shown). In this case,
the credential application receives the packaged credential and then sends it on to the

authentication requestor.
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fromthe credential provider through credential

application 112 (shown). In this case, the credenti al
wa@ppbilcsts on receives the packaged credenti al pemUs1065026853

sends it on to the authentication requestor.At arrow

10, authentication requestor 110 tenders the packaged

cr édearrowl 10 Joaathehtodtiomtéquestopdillle tehiders Hey patkazed credential to

aut henti cating nodul e is one capabl e of authenticating

authentcatitentmedtulef 102e tMpre shatafthenticeipgnedideent ioak capable of
provider 118. Also at arrow 10, authenticating nodul e

authkAficativgd y zesiehtial ofmeitype sartdeaniseednd eretibeimdli pravRier 18, Also at
fails to authenticate the credential, and comruni cat es

arroWhi 8, sleheitidatialel ®0dulet 12 4n 197G ﬂe&eﬁ/@d %r&ﬁixﬁ‘ﬁf‘%tl‘i’éntlcates or
credentials, match it to a particul ar user (iIf

fail S SiubhkicaRNthe WrE@hitial, ahﬁd QoniBliHREtels OtIﬁé”dé?é}li’ﬁlﬁQﬁﬁn It may

the submtted credential’. ref used, the | enents may

com;pﬁfeoft"fbtd‘ﬁaﬂdﬁﬁie ef cPéH%nﬁﬁlsl H{a‘%’clﬁﬁdtopé l;;}eb&rf(ﬂf possible), and

he user. The ways In which the crede a user

authieﬁﬁ@a[té 3‘??&1.1@& Q5 Fittienfic 4 egﬂtg%ﬁ’t{tﬁ}é bx%%% ﬁ§l| P PR¥ush Sfhe elements

t or 10 tal cre ential

ma 15 W2r 0F ek ggﬁﬁlr@tan FOVdE he@sf({r th® ‘ﬁs Ths ways jn which the

aut nent| Catl ng e au ntl cat the SU m SS1 0

Tt A LIRS PSR HHSR oy et

talloé(gcg %%6%({@1‘{%??%%%@%&%%6 *ﬂl&%ﬁ %{% hé :geODeratl ng
0 Rl o

to afyERARARA Frairifmadl E;‘irer rbftﬁusoﬁ'glﬁﬂateﬁbg@g d5ews, dfe ythentication

eratin stem i i e exanple of ways in which
requpﬁgr F’&chg’ ypfeate E‘l" OPRsTAiRg BT A0S user s

usj ng credentials. The foll ow ng process further
eﬁk?qsa%seamrefeww i SUGHIBNICA R OPEFITHE SHStTD 198 logs user 202

t ool s
onto the operatlng system at arrow 11.

Enabling a Credential User Interface

The above-described exemplary flow diagram for logging a user onto an
operating system is but one example of ways in which the tools enable computers to
authenticate users using credentials. The following process further describes and
provides additional embodiments of the tools.

Referring to Figure 5, a process 500 for enabling a credential user interface is
shown. This process may be implemented in any suitable hardware, software,
firmware, or combination thereof. In the case of software and firmware, this process

represents sets of operations implemented as computer-executable instructions.
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2 Referring to Figure 5, a process 500 for enabling a

credential user interface is 3 shown. This process may
wheoosnpdsesrent ed i n any suitabl e hardware, soft PeT/@$2045/026853

firmvare, or conbination thereof. In the case of

software and firmvare, this process 5 represents sets

of Atpkloakiifis thepoelsarteide ascdentipliiforextion! aiedential information

i nstructions. At bl ock 502, the tools receive

may rbed eetcivdd ifrdmr multiple. cedengalt pedwdaﬁomﬁ@taiommpleb@ypes. The
received fromnultiple credential providers and o

credential pipestnipe contptises fedexample, bYRamMbTBIOEaRR! b%tmﬁ ®iometric, a
exanple, a thunb bionetric, a retina bionetri c,

V0i0eOtet8ghiR6R GNpassvord, ﬂft’p‘ﬁ\&ﬁ{ﬁt cadd Bhé '@%ﬂé al‘fd“'o?'l 1ﬁr B? the credential
type and origin of the credenti al may ar |t

ma}BB@ Arbitrads -eteh- &FK&?WuﬁM&RVﬂ’ frypd 8 bij(?xﬁderThEFilsaakr’ﬁlht)I Yelps permit
hel ps permit the todls to credte an extensible use

the todletd &%stel 81 eRtRSbRSLED ﬂert&&ﬁ@‘ $dtﬁﬁ§smw'6ffé}e&§x{dal§3 Svhich will

di scussed below. The credenti or mat

be dishe é%ﬂS’elBW mat sufficient for the tools to enable
subrr? ssion of an authenticator for the credential. The

ty bl b
on e AR R 1 oEMbIPS B iRl Tofdpe tools to
r n t_cer
enaffl ’Sgﬁﬂﬁéﬂefg?{\ B SRR Lol e RdRBCThy 3&% A Jopat may be
S at_ shoul d presen t .
o S, 30l %%eg%ﬁfw%sﬁéj dsi g Targration may
vi.ng an aut henticatgr., and. t aphi c 14
con%efee iS3pEt i By B9t ceBRnGBPsIA Srasdsaaies are needed,
the credenti n received, |5 Wen bas on
questiBgelt FAIHPB? HaEt SHOVIScas ERsenisth GARBICIhFRyhould be shown,
ri se mpan customicon or .an icon or
hard&aé Wéogé‘faé%ﬁ)éﬂtoﬁ9fétﬁ1% IECHIRRATY fWhRentigHtear ind the like. A graphic
y%% ava|I bIe othe rowder and tools. 18 )
may—hﬁ eGle aylt ey @s@g asythg eredential imformation received.
provi der vvlth I ess effort and 19 greater reliability
Whennhased.om dedential in@rmaton seeeived; she Beapbiemaytdoamprise a company’s
provider to instead G create its own user interface.
custqieiconeeredi iiedn jonfgraphici seheated, bal the tanpinya ftomper preabuilt library
does
available to the provider and tools.

This information may be provided by a credential provider with less effort and
greater reliability than would often be the case were the credential provider to instead
create its own user interface. The credential information may also be of a type that does
not expose proprietary authentication mechanisms and the like, as the tools do not
necessarily perform authentication. The credential information may also, in one

embodiment, be of types and received in a manner as set forth in logon flow diagram

200.

To receive the credential information, the tools may search through a credential

registry for credential providers and ask each for credential information. The credential
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1 not expose proprietary authentication nmechani snms and
the like, as the tools do not 2 necessarily perform
wa@oddeamtsicat i on. The credential informati on MEpCBUSDN5/026853
in one 3 enbodi ment, be of types and received in a
manner as set forth in |ogon flow diagram4 200. 5 To
information endyhbe ceadesd imh simgleorahuloiple stops,tsmehsasn@yeiving credential
search through a credential registry for credenti al
infopmatibnl egusfieiedt askpesemt haropticidentd alsed ahdl MttheNusef NRlects that
credentialinformation may be received in a single or
credgutihl, pbecisingpadditivasl aedemiAli infoiehRiopdauticaint to enable submission
informati on sufficient to present an option to a user

of aAfdihenticitde fose sede@iias. t hat credential, receiving
additional credential information sufficient to enable

SUTIKI&0R0PS the ol trREsY % el
bl ocI}ﬁ504,0the tggl}dsraﬁégcg?\e/}g&gesﬁeqﬁgglt%n?g&gut égﬁtapg/gregather one

or nfbrd %?édeﬁﬂﬁfs@rTlQ@Edb?inﬁ%e@éivH‘?ﬁi? rr@%t‘i“éi? Blonfhi 'Qrp-ggeﬁing system, such

tools may recelive this“request om an operatrn

as ogggag@g\rﬁyggeg& i &%@h‘g% £ t(ﬁ%x]a%296.c il @901%%39'( Wo receive

e tool's®may al so Teceive thi's reque
this rEQHRSE ek Ao BEIRASER e WAL His P K o LS, Buch as when a
. . N . . d th '
user R, AP b ot B M O Feh o R anc he ke
The g GAY BfbeiR pad B850, 01 il eR g sRgfey Fediding throughout a
operating after the er ha 2 |l.ogged .on. 13 At RIOCﬁ(
comggga,r sts}yégqn&% OE PLOCESP gfoév,uglgfu ne -ingrpperatmg after the user has
t henti cator and/or select the 14 credential itself,

a
10gg§§@ﬁl- as by selecting an identity for a credential. The
' interface_ or

t ool y o is through a graphi ¢ user
2" RoRaRR o, thegels spableriusendo ShEmED atheptitatenandar select the
may build or tailor_a user jnterface sufficient for a

credgniag] itsglis spele ps by selasting a identity forgeeredentigl. | Hetgaly may do so
of the credentjial, such as by clicking

through a graphic user interface or a non-visual interface.

The credential application may build or tailor a user interface sufficient for a
user to select a credential (e.g., select an identity of the credential, such as by clicking
on a name or icon for the credential) and submit an authenticator for a credential. The
credential application may forgo significant visual customization to the credential user
interface, however. By so doing, the user may view a consistent appearance for each of
multiple credentials and credential providers. Also by so doing, a small amount of
information may be received from the credential providers. The credential information
may not need to include information instructing the credential application about how
something needs to look given certain dots per inch (DPIs) on the computer’s display,

response protocols for WinL.ogon events, localization, keyboard accessibility, scrolling,

and the like. But the tools build or tailor a user interface based in part on the credential
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1 on a nane or icon for the credential) and submt an
aut henticator for a credential. The 19 credenti al
wapmsitcats on may forgo significant visual custpPOT/ES108026853
to the credential user O interface, however. By so
doi ng, the user may view a consi stent appearance for
infoemation freceitednthus,pf ¢he ceadlentialaprovided indiedtstthal a data-entry field is
provi ders. Al so by so doing, a small anount of 2
needet for reatryaf apasstverd dc miayquiteson thit ldatacestee field|
provi ders. The credential information 3 may not need
t o Fonalnotevisudldntaefdcenthentablsunay egatlbe e @& Bibmit an authenticator
appl i cation about how 4 something needs to | ook given

and Geldcaiancrédéstiiewithoehvisbil floreptingd) or GRSAWRINSS such as by enabling
di splay, 5 response protocols Tor WnLogon events,

recoiptcot! d #Rin S Beark SR 2aS@SHhGInkIHiY or EF B 9n £0Fimb scanner.

the like. But the tools build or tailor a user
0

In thi¥ @asaqRe baredentidl RformAon NBaf ' SolRPLEE! Fotf HiBdeS

. d
received; thus, if the credential provider indicaté

instfud@bnd A kol bY¥ aftﬂd%lgtéeiﬁﬁfh?@@ %oﬁ%ﬁtareg&ﬁapg%?sa@oerakgr system, a

password, it nmay prese I's dat a-

B SR AL ot 3o TRURIBEL e it fom ot
st Bkl S4B BRORBHE PR v o

enabl’ing ré&cerp si np _
soft BB et L e U Ry ARt LI ai%%ﬁ%&, | goihl )
b GBI 5o RS 08 Grrp Y g St RetePeag€ pssentable on

nti cator

a sefbnaging ap Rt BradeBlind Stk SShenaf secdinfiflsa "One example of
s SO, SRRl TSN L FPE B b e gredencals ar

receiving an authenticator for a credential. i\ For
Preseftedni cal user interfaces, the tools may build a user
i né,erfa%i Sgr esentable on 12 screen showi ng multiple
cr BHYER | Q158098 df ofatasiiedickt Q02cgrakling submyissien fprepassword
of 13 this type of user interface is that shown in
authentigater for a\pame/pasywerdpredential asspast ef asgrpphicahusar. integface 604.
Figure 6 shows a data-entry field 602 enablin _
Heres gmrpggvmfdoputaem%may %e used to authenticate that a user is “Abby

Salazar”, has a right to use the account entitled “Abby Salazar”, and wishes to elevate

ghuestions or

her rights in order to unblock a particular program. Thus, the name/password credential
identified with the name “Abby Salazar” may be authenticated with a submitted
password.

The user interface may enable a user to select a single credential from multiple
credentials (e.g., Figures 3 and 4), submit a single authenticator (e.g., Figure 6), or
select a single credential composed from multiple authenticators (thus requiring a user
to submit multiple authenticators). In some cases, a user may submit an authenticator

without a separate act of selecting the credential having that authenticator, such as
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16 authenticator for a nane/password credential as
part of a graphical user interface 604. Here the

wWEamsasse8 aut henti cator may be used to aut hent PCEHUS2005/026853
that a user is "Abby i Sal azar™", has a right to use
the account entitled "Abby Salazar", and w shes to

simplye byt platihghbis eyghtext ito @rdina tsoanumdy! withoat ikt seletig a retina
program Thus, the name/password credential O

credeniéint froed lisit toff crédentiabe Afbeangsle dfar tisoraitldeting a credential from
authenticated with a submtted 1 password. 2 The user

multipleeciedestialB)is elesdritedaadipait Sfof1Gw| diggrath 200HMR shown in Figures 3
credential fromnultiple 3 credentials (e.g., Figures
and3d.and 4), submt a single authenticator (e.g., Figure
6), or 4 select a single credential conposed from

mulAti flbek SR e toeodd Bceivd mbinfsﬁ’i%ﬂ' &f B9 adthénftator fom a user. In

submt multi pI e authenticators). In sonme cases, a user

som@Bénfbéditnkn@N tRe!t RN | HrAkeEd "W&&Qﬁ‘ 8 B 4P actynOlome  other
sel ecting the credenti aI havi ng t hat authenticat or,

embodiHeRS ShEW \Verbﬁ}eoc'oﬁfs' Hhﬁarﬁgeclﬁ@% thd Qutﬂeﬁtgédtﬁxaslfbmltted before

scanner’ W t hout i rst se ectin retina cre

conb RISk SUEYIOF, 3,08, FRPELD, Bl i o

o SRR B3y o ST RIS b, o nnce

the GHRTIRY R p BN AT bR Jof SBhety i mpbBeTdiER! symbols. 16

nong, BeRFTRR PP m N BER o et o dF 81 ot fosls pusoingicate that

the FRFYPRLEIRedds S eBdneEte s e a0 BaRse S.esgialsdadwated by the
not. i ncl ude spaces.or nat hermtl cal synbaol s,

credpﬂéelawé%rm%tmt% Aspwithcn statement Stpases (aed mh@ma@cal Symbols

far aces and nmathematical synbols. |f none exist,
AretNet tI%cHl‘g y Phsase eBgentgr pPassivosd’ or in amydftféulttmnner such as
. ool s i ndi cate that the password submtted is of
Pasaworfh &)Q%’émprpnerrﬁ ormhePleats) Beentgr.dolkis prelimiearyachsak myay reduce
the credential information, such as with a statenent
hownapel émezand m@w@ﬁaam;medgglrt@@uﬁaentlcate a credential. For example, if a

user submits an authenticator that will not be authentic and so must re-submit, the user
may have to wait through two authentication processes. If, on the other hand, a
submitted authenticator may be quickly determined to be inauthentic due to format or
the like, performing one of the authentication processes may be avoided by instructing
the user to re-submit the authenticator.

At block 512, the tools tender the credential associated with the submitted
authenticator for authentication. The credential may be sent to separate authentication
software, such as is described in flow diagram 200.

The credential tendered by the tools may enable other programs, such as a

program that requested authentication of the user, to permit various actions like log a
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Are Not Permtted, Please Reenter Password" or in a
default manner, such as Password Is O |nproper Form
web@aaessReenter.” This prelimnary check may rednos2009026853
much tinme and resources are needed to authenticate a
credential. For exanple, if a user submts an
useraprithemt opeaatimg systemyeldvatecthehsers trights tocpemmaiit accurtesitly prohibited
re-submt, the user nay have to wait through two
taskaamdhdretlilkat i on processes. If, on the other hand, a
subm tted authenticator may be quickly determned to
be Alsgthbesdls enalutailop afugeriterdiice digferétB; atpdiffes¢dtitiiles. The user
one of the authentication processes nay be avoi ded by

intetfled ig)Gh ialJedshehis sehsd, dléxgble it éxtbhsibRUt TROtbSI8URAY receive new
At block 512, the tools tender the credenti al

credRABACINTS @Rt FrolBetubidvide?sl RYiARARES aReEpdilive to this, the tools
aut henti cation. The credential nmay be sent to separate

; iR TR8 15 PLEMAT i | BP GuthBn
B85 418 (9L R eSS O Ryt for s

I
new 18Rl Rial hR[soEEtQ:gé@éﬁal d?ﬁgﬁﬁ R, eﬁghf eéprc}]dctantial information or

request ed ‘aut henticatioh o ser, t

. 0 a ! 4 o .
a syét'y%gr% g?nﬁug{%fﬂaﬂﬂsm% kd%sir@Qhé‘t“?dI%; H%gs} 1@g&gaé:rgﬁx%afe%r credentials. In

evate tne user
. i bi i k . .
sy SRt AR AE g 8 WPyt e ciplying o

cred?h{iéler ent times. The user interface is, in at |east

I'S"sense, flexible and extensible. The tools may
recei ve new credential information from new providers,
for instance. Responsive to this, the tools tailor the

C user interface to permt selection of and subm ssion
——'-‘éi-é%&" henticators for these new credentials. Al so, a

credenti al provider, m t op, sendi ng edential , . )

" nbutiams; andlon methads; ank, deseiihed fhat %@%ﬁm dedential rpterface. This

the user .interface have fewer credentials. In response,
credeptiglinterfacgigay enable; ersdential praviders i forga dhuildipg o s interface
1

to, cease displaying a io credential. 11
for their credentials, poténtially saving them significant time and effort. Although the

invention has béen described in language specific to structural features and/or
methodological steps, it is to be understood that the invention defined in the appended
claims is not necessarily limited to the specific features or steps described. Rather, the
specific features and steps are disclosed as preferred forms of implementing the claimed

invention.
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12 Concl usion 13 Systens and/or nethods are descri bed
that enable a credential interface. This 14 credenti al
wo ndosnissee may enabl e credential providers to POT/YS2005/026853
buil ding a user interface |15 for their credentials,
potentially saving themsignificant tine and effort.
CLAIM®ugh the 16 invention has been described in
| anguage specific to structural features and/or 17
met hodol ogi cal steps, it is to be understood that the
invention defined in the appended IS clains is not

negessakily limted to the specjific featuyes or steps
Godtr ot ” ale M’ el eFRahble, “medi,r &gy Singhder readable
. .are discloseqd as preferred fornms of inplenenting the )
instiefipft Fieseitntahe WHRS Sxeomted SISEAMRSUNE S6Ce: sk dhe computing
conput ey -readabl e nedi a havi ng conput er -readabl e
deVlicﬁggPS'E,{PFB%tstq'%P@ilﬂnghat, when executed by a
conputi.ng deyjce, cause the conputing device to )
pquCGFWECIWItHﬁﬁrﬁeFSs Phgredeatial yp i fIremyltiple gredentials and
credential information for nmultiple credentials and
front piliplg| aredandial peadddersal provi ders; receiving a
request to authenticate a user; and enabling
sumeesdng A roquesh taavthenticataaasef;@ndone of t he
credentials, the authenticator capable of
autmahlingc subnmystioe afean @ithantecatedifar obne| af rthé, credentials, the
wherein at |east one of the nultiple credentials
authenticator capable of authenticating the user.

2.  The media of claim 1, wherein at least one of the multiple credentials

comprises a biometric type of credential.

3.  The media of claim 1, wherein the act of receiving the request comprises
receiving the request from an operating system of the computing device, the operating
system’s request made in order to determine whether or not to log the user onto the

operating system.

4.  The media of claim 1, wherein the user is logged onto an operating system
of the computing device and the act of receiving the request comprises receiving the
request from controlled-access software, the controlled-access software’s re'quest made

in order to determine whether or not to permit a currently prohibited task.
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conprises a bionmetric type of credential. 3. The nedia
of claim1, wherein the act of receiving the request
wW@opnises receiving the request from an oper aPCTgS2005/026853
system of the conputing device, the operating systenis
request nmade in order to determ ne whether or not to
| 0g. t helhesaredimpb cldim bpehatdinghes st efrendblingsubaitsion comprises
of claim1l, wherein the user is |logged onto an
preseptingt a ngraphiitabnuset iterfacoailored devihee nanldpleh@etClof credential
of receiving the request conprises receiving the
informqtiest from control | ed-access software, the
control | ed-access software's request made in order to
determ ne whether or not to permt a currently
prohibited task.1 5. The nedia of claim1, wherein the

ach. of HAkddig oTuBaimS] Omrﬁwfpédrﬁ?ﬁsﬁ pfe%éﬁ/”ﬁg %ﬂb%lssmn of the
gr aphi cal user interface tailored to e nmul tiple sets

auth@ﬁh@ét@ﬁ'ﬁﬁtérﬁ! of (heQUr8&drtRls frém tHaquseEdhd téi';deﬁﬁxg thhtleredential to an

further conprising receiving subm ssion

entifit able (ﬁaétf?ﬁerftﬁ:; uﬁg%hé)&sérfh% fdeBddp %ﬁ%lf rom the user

tendering t redentla 0 an en y capabl e .of
aut henticating the user using that credential. 7. The
media of claim1, further conprising enabling

sehect Q) e eden
cl Z.I m 1, V\E%e?&e{gn ﬁcéﬁgncﬁe o el \)/I%Ré‘%ﬂge efl% tsefesc%on of the
Cre(%g@erformsd prior to the act of receiving nultiple
1i “of credential information. 14 I5 9. One or nore

conput er -readabl e nedi a havi ng conput er-readable 16
instructions therein that, when executed by a
use the co 17 device to

gtr ',#%C?ﬁe"d&mg; clgipy.1, wheret “the" St of receiving the request is

performed prior to the act of receiving multiple sets of credential information.

9. One or more computer-readable media having computer-readable
instructions therein that, when executed by a computing device, cause the computing

device to perform acts comprising:

gathering sets of information associated with two or more credentials, each of
the credentials capable of authenticating users;

tailoring a graphical user interface to the sets of information associated with the

two or more credentials; and
presenting the graphical user interface, the graphical user interface enabling

selection of at least one of the two credentials.
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18 gathering sets of information associated with two
or nore credentials, each of 19 the credentials
weapahis1of authenticating users; 0 tail oring BCT/US2005/026853
graphi cal user interface to the sets of information
associated with the 1 two or nore credentials; and 2
prdfent i tiedigofiphiinad, wdereinnherdcaof, gatherirg 8¢tbigfainformation
user interface enabling 3 selection of at |east one of
contpirises wequestihentsel of iAfdridatiohhéromediradedtiat! pioviders and having a
wherein the act of gathering sets of information

parttowig fiosat.r equest i ng sets of information from
credential providers and having a particular format.

11. The nmedia of claim9, wherein the act of gathering
sets of information conprises receiving sets of

| Nfler MatTHN @b ol 9" WHRrdih GHE | ' ;
The media of claim 9,l wher e E&t ﬁesg%% %gfg%ggﬂh rlﬁe;t% oFnformation

compBisSs Ricelvih® 5B o MForMARDA Tsin IRORETHAR Fedéitia? %r%viders.

i nformati on associ ated with one of the credenti
this set of information indicating that enabling
subm ssion of an authenticator for that credenti al

regyi resn Hl%ﬁga% 6P Cladm! bem\%ﬁé?ﬂ tﬁ@’é&:ﬁ gk gép‘?egﬁécéétéj "3F-information

13. The nedia clarm 12, erern
compRRPETEIAES 3P LEM gl sk AGASE b 5P o s, s s
of {phpttn Raocaihly ek "PEming sHBRiTR, esgjan elfenticator for  that
credefiifre e’ ¥ oRGr ooy Tl LG bal audllRethi 1 11y ana

scrolling instructions. 15. The nedia of claim?9,

wherein one of the credentials requires two or

13.  The media of claim 12, wherein the act of tailoring the graphical user
interface to the sets of information comprises adding the data-entry field and the textual

instructions.

14.  The media of claim 9, wherein the act of tailoring the graphical user
interface is performed without the sets of information comprising localization,

keyboard accessibility, and scrolling instructions.

15.  The media of claim 9, wherein one of the credentials requires two or
more authenticators and further comprising enabling submission of the authenticators,
receiving submission of the authenticators, and packaging the submitted authenticators

with the credential requiring the authenticators effective to enable authentication of the

credential.
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nore aut henticators and further conprising enabling

subm ssion of the authenticators, receiving subm ssion
wotoobhessaut henti cators, and packagi ng t he subnpd1/e82005/026853

aut henticators with the credential requiring the

aut henticators effective to enabl e authentication of

t hd6cr edElnd ineldial 6f claim 9yefditheroformnpesimgdpribtitd ey act of tailoring the

conprising, prior to the act of tailoring the
gragfieqihiseplintesface, i tevimce requrseto/antBeRtida@e daskr,the request received

aut henticate a user, the request received from an
frotﬂ@ﬁfo@étalmgs%@t@moﬂhé tempetimrtevigedevi ce. 17. The

media of claim9, further conprising, responsive to

receiving a selection of one of the credentials,

altering the graphical user interface to enabl e

sulyi SSiTHe edf FUEREAL HCFhAher
SUIT SSITHE Sl ST ngrg%lcg?rpg{)e Fiir dabFlS Vg to receiving a

sele@ﬁ(\lﬁ W 6RETUH ﬁLe PRRARLR 'd“t%hggciﬂeog éﬁﬁ@fl euaﬁ:rtitﬁ?érface to enable

when execut ed conput i ng d8vi ce]” cause

submRBIRI 61 1h Q&Hbﬁﬁc&t& ﬁﬁ&{l@ koAl %ré:dyﬂ)iﬁ* si ng:

presenting, responsive to recelrving a frirst set of
information froma first set of credential providers,
a first graphical user interface displaying a first

bad8 o TheOt; ofe o Bt TeBHRIE T bl hApPE cfihyer-readable
instfp FRRRS Dhetinh fral b Bty B RefTHo Sorturie A8ViE.CRuishghe computing
i nter.face displaying a second set of
dev‘%?%@@ﬁ‘&ag}l?c SHUIPRI$BEaut hent i cate the user and based
on the second set of infor. natlﬁést wherein the fi

gr RERFRUPE.FEEPORNY1Q ZeeTYRE & HESISEE Ghdn o8 rmas% dirst set of

interface are different jf the first set .of )
cred@ﬂ%lrmictﬁﬁs,aﬁq r%tr&raB@eaLep%éﬂt cf SHSPIRAPE Ghfisst sohpt gredentials

di fferent. The nedla of cIa|m18 wherei n the
usable F%%uté?%‘?ﬁt% alusesand bagedramtbs fustisat 9é infosmation; and

graphi cal user interface are both capabl e of enabling
t hpreserting, gespmysive torreceiving a second set of information from a second set

of credential providers, a second graphical user interface displaying a second set of
credentials usable to authenticate the user and based on the second set of information,
wherein the first graphical user interface and the second graphical user interface

are different if the first set of information and the second set of information are also

different.

19.  The media of claim 18, wherein the first graphical user interface and the
second graphical user interface are both capable of enabling the user to submit an

authenticator.
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aut henticator.20. The nedia of claim 19, further

conprising tendering a credential associated with an
wa@piokamsicat or submtted by the user to an entPCHUS2005/026853

capabl e of authenticating that credential, the

credential conprising the submtted authenticator and

t h@0act Tife tmediar bfigclaithedd) farther pniprisihfetenderingOa credential

log on to an operating systemif the entity
assogidté@nwithahesatwthendcadeniubalitted by the user to an entity capable of

authenticating that credential, the credential comprising the submitted authenticator and
the act of tendering effective to permit the user to log on to an operating system if the

entity authenticates the credential.
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