SYSTEM AND METHOD FOR SECURELY ADDI NG REDUNDANCY TO AN ELECTRONI C MESSACGE
Field of the Invention This invention relates generally to electronic
nmessagi ng, and nore specifically 5 to a nmethod for detecting tanpering
with an el ectronic nessage. Background of the Invention There are known
redundancy techni ques for guarding agai nst malicious alterations of

el ectroni ¢ nessa@ STLMSANDOM IS0 DERO R CURILY ADSOEHEENIRENCEP! oyed
to determ ne whether a nessage has been altered in (ransi € e 10
sender and recipient is to addl@eNIILCERONIEHMESSAGEe nessage file. Such
redundancy may take the formof a cyclic redundancy check (CRC) or a hash

of the nessaggidbPiedGitngystems, prior to transm ssion of the message from
m

the sender's devi ce, an encoder cal cul ates a CRC or hash

val ue based on t he Thisdnvetion @flafel gerdRg %1ecar6ﬁlicm%g§§% LA oY@l gty he
end of the rressa%% file. The 15 rres_sag?,atgt ogether wth the ha?sh IJ\é’all ugl,l}ti S

then encrypt eff @ Higthodder dasectine fmapasigg with an cletteonéppessdgel CRC or hash val ue
is then transmtted via a wireless or fixed-link network to the

recipient's cg hGatdron %ﬁt?o?r When the nessage is received by the

recipient's co nircatl , the nessage is decrypted. The CRC or

hash val ue may t hefihére afcdtoaynaydidiRnseebRiiGRs f5r g&%iﬁggg@iﬁﬁt%%éc% devi ce at
ev

the end of th messagg. The recipient's comunication ice Is alg)l eto
calculate a Y1008 9§ plegtsrie nessaae files spelte sledromsmaifje Aconireort methadd t hen

conpares the i t he redundancy, val ue that was
transmtted w&?{ﬁuﬁ%@ﬁ%&e@gﬁé%%ﬁ%ﬁé@ﬁﬁ@gys?Pﬁ?rb%,ter?dn‘@ﬁmtnﬁ’é%ﬁ’é‘%%gg fileis
presumed 1% o svade dadeecipiog it e aill hedsQFEreliReRnBY td e SsE$iIP G S .
conmuni cati on &ev ce. If the 25 val ues do not match, thgn t he message is

det er i ned t d¢ DHEBAY HEPithrciosnelf y cyelic mdeidiooy diecl (GRC2oed hashd the
structure of I oni e files .is atic; in, other rds, it is
general |y knor\lflvnégg!t(;l%egtlﬁ(réﬁe(l’r u@é%ﬁg;&?ﬁ%gg HPBETSHER Ogbietlﬂ‘@%ge}é%rt %?\gg%‘f)%ve

append the CRGmupitmioh dealctl@andincddt® cBRUlats aldTeC RRASROS I beRed b HeS
therefore possible for a party 30 intercepting an electroni c nessage before

it is recei vé@nisht eiae messagaeind@ppeidehis value to the end of the message file. The
15 message, together with the hash value, is then encrypted. The encrypted message with

the appended CRC or hash value is then transmitted via a wireless or fixed-link

network to the recipient’s communication device.

When the message is received by the recipient’s communication device, the

message is decrypted. The CRC or hash value may then be found by the recipient’s
20 communication device at the end of the message. The recipient’s communication

device is able to calculate a CRC or hash value from the received message content,

and then compares the calculated value with the redundancy value that was

transmitted with the message. If the values match, then the message file is presumed

to have been unaltered before receipt by the recipient’s communication device. If the
25 values do not match, then the message is determined to have been deliberately or

accidentally altered.

The structure of such electronic message files is static; in other words, it is
generally known that redundancy measures such as those described above append the
CRC or hash value at the end of the message file. It is therefore possible for a party

30 intercepting an electronic message before it is received by the message recipient to
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-1 locate the redundancy value at the end of the intercepted nessage
content. Once the redundancy value is located, an intercepting party may
maliciously alter the content of the nmessage while preserving the
redundancy value. Alternatively, an intercepting party may alter the
content of the nessage, recal culate the redundancy value, and 5 repl ace the
ol d hash val ugyuw t Vi lln such a ¢ t
redundancy t ec%dr%%ﬂggrr%}%ngén &ra reug%?{nﬁé%;é #128 ? ﬁ%aelﬁég{?%Pﬁg n}eeséa}gs i°8ﬂﬁe%¢ goqcﬁzf?eeef ore
unabl e to detehmilmeyvebmit heateddumidaneytivabaes BeYRAlLLSALy bhatht Bstresage
has been tanpered wth when it is finally received by the recipient's
comuni cat i on HfEVFEaSe KeeOPgrsyng the redprdagesyalag| Alteoathyadyiadéntarcaptitend f or

ddi dund ' h that deljb
Camporing 1o Broaay shadte e PGS RARR At ferd T ©

, I's easi er

| nventi on Accompdicaghd elddash eapeithaic idwly radROLt@Nvald, TREHAM: ke ROV ded
for a sending conmunicatjon device toﬁprovide redundancy to an el ectronic
o

message to belERtancy teghnigge jssendarechimetiortingrs taet iecipicdbis thereforhianabit food
conprising th ,Nnin redundancy val ue for the electronic
nessage to beg?stgltr@,ﬁé g g{netg%eﬁc{un@gﬁéc yﬁ’@@’ﬁtcﬁoﬂié’a’{}%qntfé?t the miesyage Beg PrynJanksedei ng

defined such withtwhehér ¥ @indRy ¥REived bl &e @hiblehl § BAmBLARLAANEG icdTESSages and
bei ng defined such that the |ocating value my be determ neé by the

reci pi ent conmuni cation device for each el ectronic nessage sent to it,
pl aci ng the 20 rediReradiaglyy Hlisidesirgblerie peavidety wathed derssidiye radurslascyosherior e

| ocati ons;detgrmd | i.ng val ye, and encrypting.the .electronic
message i nclu iangenfcﬁggisrée %Sﬁggfnsg@ﬂ}%/aé aﬂe/b_er Lg%taglﬁeﬂpg ﬁse‘ﬁlg%élﬁ%%f]’ %’%If fster to
i nvention, prdasctto the step of placing the redundancy value in the

el ectroni c nessage at one or nore |ocations determ ned by the |ocating

val ue, the elgectronic nessage is formatted as a series of nessage bl ocks,
and 25 formtﬁ%@@%@&ﬁ@&%y val ue as one or nore redundancy val ue

bl ocks. A further Aaspggtd t S f determ.ning. a.locati val ue
conprises the step of g%t e?r}r%%?%% 0??1}33%2 (18 ot i 8?&?3@%&‘%‘15& %Se&a he

el ectroni ¢ messageicatieh denet e provtdeastundascyt tiah ddt@oficaReRigabbeYBitiind t he
el ectroni ¢ nessage, i ncludi ng the redundancy value conprises the step of
assi gni nd a &Y} thmuﬁlﬁatt%@%@ctmémf@%mg the stegs pbdetermining a

redundancy value for the electronic message to be sent, determining a locating value,
the locating value being defined such that the value varies for different electronic
messages and being defined such that the locating value may be determined by the
recipient communication device for each electronic message sent to it, placing the

20 redundancy value in the electronic message at one or more locations determined by
the locating value, and encrypting the electronic message including the redundancy
value. In a further aspect of the invention, prior to the step of placing the redundancy
value in the electronic message at one or more locations determined by the locating
value, the electronic message is formatted as a series of message blocks, and

25 formatting the redundancy value as one or more redundancy value blocks. A further
aspect is that the step of determining a locating value comprises the step of
determining the value of a characteristic of the electronic message. Yet another aspect
is that the step of encrypting the electronic message including the redundancy value
comprises the step of assigning a session key to the electronic message. In various

30 embodiments of the invention, the step of determining the value of a characteristic of

the electronic message may comprise the step of determining the number of bits of a
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30 enbodi mrents of the invention, the step of determ ning the value of a
characteristic of the electronic nessage may conprise the step of

determ ning the nunber of bits of a -2 predeterm ned value in the session
key, or the step of determning the value of a characteristic of the

el ectroni c nessage further conprises the step of determning the parity of

the nunber of dredgerninedandidiarh@sRash k&, ot hf sjtéabv(ﬁf?feitéﬁﬁiniﬁ%rﬁle%ﬁf% ol(?fa pl aci ng

the redundancy value in 5 the electronic nessage at one nore | ocations
det er ni ned by SPRBCIcHE phihe olebienic orsamgk Sether hemptispshodtesef dtdrimiging the

nmessage bl ock f.r. series..of nessage bl ocks based on the |ocating
val ue, and ins%hmftgtﬂgfmpé%rs bbtﬁ'e of the one or nore redundancy val ue

bl ocks in a location defined in relation to the sel ected nessage bl ock, and

optional |y that thénsh@RefspeR b RgoR, th@gt_%%io@?la}fﬁl Yt RAMRIEESatlbdf StEP
of 10 determ njing the value of a characteristic o ONE oF T &
predet er ni Aed RS SHUTRIC BFBeESAt ovietor awot hertiasplettrmafedtbyehé fueatiig wiuer ovi des

a conmuni.cat i i for endji.ng a nmessage to a recipient conmmrunication
devi ce, conpr ?gﬁnﬁggéﬁﬁ@%?@ﬁ %%Sgcg“b‘%%%?ﬁa%%g’ﬁké@m the sgrigiedgnagseagedlenis am
code oper at | veaded cdQheTo¥hie: alhC AHMHRABGM o LP1ME! A8 e & r M Alfind o9 &m
code operative to determ ne a |locating vgl ue, the [ocating value being

defined such Ve blasks ired leeaticar defimed or rettitiohes ént seteagagasagidockheidg
defined such t the |l gcatin al ue .may be determ ned by the recipient
communi cat i onB%ZQ/r}a 15%%%%%%&%%@5’@@“%@#\?“@6% velue sogprisinthoder eperati ve to
place theoredetaghanty thalMBe bPa ELadTBRHRYT oAl 0PRSS e@é&&?&&%&s@%@

determ ned by the 20 | ocating value; and program code operative encr ypt
t he message i WeFksdi ng the redundancy value. In further aspects, the
| ocating value is the value of a selected characteristic of the nessage.

I n anot her aspect, rogram code.is al so operative to encrypt the

message using a segé?%ﬁ%ég?pegkﬁotgﬁ@V%ti‘%?ré?éf%@ﬁétcam’r“ﬂ@flp’é dgfice {8 nessage

may be the nuweaengefmishge ©fa @cigfeﬁfi@&%ﬁﬁi@%&@’éﬁ’%f b&aﬁgﬁpégﬁlﬁéﬁ'{?ﬁ or
eterni ne ~n

the parity of 25 the nunber of bits of a pre va e session

key. In a furtneetivadpdefine a messegenmuogremt dode opewtieetof detdrindiie £adphdSes

rogram cqde e ive to format the nessage as a series of nessage bl ocks
prog 3 Vagtge foﬂhe message; program co eoperatlvge to determine a locating value, thge

and program co
locating value being defined such that the value varies for different messages and
being defined such that the locating value may be determined by the recipient
communication device for each message sent to it; program code operative to place
the redundancy value in the message at one or more locations determined by the

20 locating value; and program code operative to encrypt the message including the

redundancy value. In further aspects, the locating value is the value of a selected
characteristic of the message. In another aspect, the program code is also operative to
encrypt the message using a session key, and the selected characteristic of the message

may be the number of bits of a predetermined value in the session key or the parity of

25 the number of bits of a predetermined value in the session key.

In a further aspect, the communication device further comprises program code
operative to format the message as a series of message blocks and program code
operative to format the redundancy value as one or more redundancy value blocks,
such that the program code operative to place the redundancy value in the message at

30 one or more locations determined by the locating value is operative to identify one of
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operative to format the redundancy value as one or nore redundancy val ue

bl ocks, such that the program code operative to place the redundancy val ue
in the nessage at 30 one or nore |ocations determ ned by the | ocating val ue
is operative to identify one of -3 the series of nessage bl ocks, and then
insert at |east one of the one or nore redundancy val ue blocks in a

| ocation def i n@d sédbsio®hadsspe b‘i&k&,"ﬁﬁ? 'rtll%%éeﬁ'ﬂ £ §ealene s Stﬁé;@w i§hdgs of

message bl ocks. 1n another "aspect, e program code 1 So operative to
encrypt the nesdaglanesyaige bloslesisiadocdiey definedipeclatiby® theiddanfiddom oahsle

froma 5 charaﬁ%fgesriﬁsti c of 2 spefcifi ed block in the series of nmessage

bl ocks as t he Toeati A &GS I angther gapschidhe progesn prdssaaieo bpaetvasased on
the | ocating vaakd®: thargeskNS8lslnodf soad: . ne. or .nore._redundancy
val ue bl ocks in g%I ocat isoéng%desfnigﬁdeS Séll(ﬁﬂ? fg{]‘?pgggm{eggtdg V9 %E\WE‘? ﬁ?’@aﬂ nmessage
bl ock. Yet Sanchharterstiecta gfecifiod bidek émthieqtrigy (héei8Sacth 1SRRI Fedatdtap devi ce

for 10 decrypting, an enctypted nessage, the nessage conprising a plurality
of nessage b|"8hi?sl‘)§?f8 B n&ﬁe&wag@glmaﬁw apdhe bochlingkdugp kad sderdabng t he
plurality of [RESRASRL 8 ' l,ocat i.ng.val.ue, the .l ocating
val ue being defined such ét(ﬁralf}&t%ﬁé ngg%cb&r?guevbg?%é 1934?03 o} g?é‘?fﬁf‘?ééfi%h‘{“
messages, t he tethendeitdmtiinosssaebiek. conpri sing program code operative to
decrypt the encrypted nmessage, program code 15 operative to |ocate the one

or nore redundancyéyglue bl ocks iin the message based on_ the |ocating
val ue, program code bpEheraseed of Bsimyentian puwides agomsninicisinn fleviat fre f r om

t he one ofg NDHEE: mgrgﬁlpé;ﬁ 0 ram.code eratiyve to

determ ne a calrglﬁl at ed rég&%ﬂﬁ%g%e\’/a 3%885 é%%o? é‘lsbqglﬁpgﬁai@ m?ﬁéggseage

bl ocks, and pblogkamdomer ope ratundadcy valueshake plded a6k HRGHIEEHFanCcy
value with the calﬁgﬁiﬁa{sed redundancy 20 value. In a further aspéct of the

i nvention, th&%Y CERRGSHIIHR P lecatmesabin tedosating vajye bgingrdeSoeksuch
operative to {ac@keodifige @ : 1, val ue bl ocks.in,the nessage
based on the |ocating V&l Ege?(%lﬁréﬁgflﬁ%géégg‘%%%% SRS IFe t he

| ocati ng val uemprehaimg i}rbgramneocmfopbheivatmd@hjﬁtyh@éncwéﬂg@ssbéégg@r&iﬁicaget he
| ocating yal ue %5 anij idetgti fy the location of at |east one of the one or
more r edubtdan®FraFaie R lanatsctis opfor merededuidaney vahee blocks indhe whssapebisdénni fi ed

one of the plyeaddatidg %luéﬁﬁﬁﬁgﬁ Ko 85érat\{\'éret ) Btain a received redundancy value from

the one or more redundancy value blocks, program code operative to determine a
caleulated redundancy value from the plurality of message blocks, and program code

operative to compare the received redundancy value with the calculated redundancy

20 value,

In a further aspect of the invention, the communication device is provided with
program code operative to locate the one or more redundancy value blocks in the
message based on the locating value comprising code to determine or receive the
locating value, identify one of the plurality of message blocks using the locating value,

25 and identify the location of at least one of the one or more redundancy value blocks in

relation to the location of the identified one of the plurality of message blocks within

the message.

In a still further aspect of the invention, a method is provided for determining
the reliability of a received encrypted message, the message comprising a plurality of

30 message blocks and one or more redundancy value blocks placed among the plurality
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the nessage. In a still further aspect of the invention, a nethod is
provided for determining the reliability of a received encrypted nessage,
t he nessage conprising a plurality of 30 nmessage bl ocks and one or nore
redundancy val ue bl ocks placed anong the plurality -4 of nessage bl ocks
according to a locating value, the |ocating value being defined such that
the | ocating V@ H&sYaH f : . CO ising the
steps of decrypti ngﬁtﬂgg&gr?%%%’%lgg@%m%s%%g§§g&g% %’%%ﬁlgr%%%g%aleg ‘[%8‘3?‘1‘ g
the one or norteat thetuatdienaiueradriee firl difflceni medshgesbs singiod@sgdisaly thhsteps

| ocating val ue; c@bt ajning a 5 received redundancy value fromthe one or
more redundanddf GEVREGIGCREYPled Sestage o Abfal cmpwasa lertting therrame ioval ue
fromthe pluraks BekSe i t.he .recej ved r.edundancy
val ue with thgk%%l?ﬁgﬁ(lf'ya‘{ eﬁ 15:}% tﬁﬁ%ancyeﬁggegggg%%@%ed%?aémﬁivﬁéuﬁgo 'HAPEhe
message i sSnotresegvddabdiendaficyttue feaRitheschd @ dHse aemmdNalyUaLRModEE

cal cul at ed re%undancy check value are not equal. 10 In a further aspect,

met hod f ur t he@CEoRPFIS R s2lpHated reyadateyivaletiony thegleabityasf messagebllonkal i ty of

message bl ock i at | ..and .dentifying,t | ocation, of at
| east one of t% ﬁ%ﬁigﬁ%g {cl)]:é ?%%aﬁécg%g@ﬁt{%m\?ﬂ%éhﬁlCg@gﬁdﬁggg}%?yow??% apdq

| ocation of t Wetermibémy thbi the neegofs hdigclpbl ki thcQledRISRAGPVAGK S dHEDI N

t he nessage. Brief Description of the Drawings 15 In draw ngs which

illustrate byCasylatst redundprey dask valupareiet eadl.enbodi nent  of the invention,
Figure 1 is a block diagramof a systemfor securely addi ng redundancy to

an el ectggnic nes | | ock di agram of nessage created
by the system of F?‘g%?”e“@ g%&b@girﬁtfgnﬁ reC%gl Elﬁ?sgﬁlgge&?? P@%‘?e‘b‘f@‘iﬂ%&’&ﬁﬁgﬁtﬁy.
Fi gures 2b, 2pluraitg oPtheswage blookkusih@gic Astiaf vmaé;mqgerﬁffﬁﬁgm1B¥attoh%gl%yst em

of Figure 1 after the secure additjon of redundancy. Figure 2e is a block
di agram of th aﬁé%@é’géh@oqneﬂr@tﬂr%r%néawwahﬁéﬂ@ks imxsldtion tothe lacatodwidancy

bl ock. 25 Fi gifeftifed &%ﬁtil@&ufglﬁ}ggmegsgg%lggksaw%trnﬁ)g mf@é)sragéecur ely adding

r edundancy

Brief Description of the Drawings

15 In drawings which iltustrate by way of example only a preferred embodiment

of the invention,

Figure 1 is a block diagram of a system for securely adding redundancy to an

electronic message.

Figure 2a is a block diagram of a message created by the system of Figure 1

20 prior to the secure addition of redundancy.

Figures 2b, 2c, and 2d are block diagrams of messages created by the system

of Figure 1 after the secure addition of redundancy.

Figure 2e is a block diagram of the message of Figure 2d after the extraction of

a redundancy block.

25 Figure 3 is a flow diagram showing a method for securely adding redundancy

to an electronic message.



to an electronic nessage. -5 Figure 4 is a flow di agram showi ng a net hod
for perform ng a redundancy check upon recei pt of an el ectroni c nessage.
Det ai |l ed Description of the Invention Referring to Figure 1, a

comuni cation device 10 is provided. The s conmunication device 10 is
provided with a processor 20, nenory 30, an e-nmail nodul e 40, and an input
devi ce 50. The commbigheat isemdiediau ol Pchol et SORRmi GORUL anc
personal digital assistant, wrel éss nobil& comunication device or X he
like. The comfifsfieBrdisceipiafze cl@tiosiconavigted with an operating system and
other 10 elenents known in the art used for the operation and control of

t he communi catjhgiy. é/' ﬁoﬁl\@. h ar et.used in conjunction with the processor
20 and t he nenor : y include random access nenory for
tenmporary storage (ef8Ripsa@EmBursP T f o] ni cation
device 10. The input d_evigce ﬁgg rré;r%R%e alﬁﬁag/oggdae?%,gl?g{x%gﬁ?@ggfsi ve screen,
or other siit&BMagatatioadeyige d@ s mevitled withe pre@ssa@20] Membhy T AAWRLERt | on

device 10 for i i ng,commands .and entering data into the device 10. The
communi cati on ngded\glyéce ’fgd 2t ﬁh

A% IPYH SCORrRRLIgH A desiond Prnayde apasapal

connecti on t habmi¥ar, pRrERhAISEyith] Wdi #8418 S9irRLENEYi1 L fLxGd| 0K The e-mail
nodul e 40 is E).r eferagjléy prov%ded Sas a’ppFl&g%Stl or{les%)mrf'l(éﬁ{ arviegor qu
execut abl e onlikke operating system of the comunication device 10. E-nail
nodul e 20 40 receives instructions and data fromthe user via the input

devi ce 50. The dat include the content of an e-mail nmessage to be
sent, as well as tﬁﬂielgggrﬁg’lupwﬁg%‘? @%Véc%f§lstﬂﬁ%V18?ﬁ Wity aw operating sigtem and other

I nstructi oms aemehBnuaa it AR &ﬂ%&@&tﬁ@oném‘a&dhc%aﬁb he %gm{r{%lgiec '.%lended
0 e

recipient, or another command by which the user 1ndicates 40
that conposi t #9Hctk vhidhearpsaddg sonjonetemt witls thegnpiesse 2026d s fbgopy 8. eTied
enbodi nent aﬁleﬁlta }nn Ficﬂlgd'e 1. e-mail m)dulf 40 includes program code
execut abl e on COMMUN CAt FONS BN Ck AeReFS MCHIgralor dempartnyistrasrefunesgagesay er
42 and progr aonensed BetenistgoBRe BRERYRILE YR AR LaYEle i -5o\Men, & user
has defined an e-nail nessage and issué:s %g&g%&nﬁic%ﬁgﬁ%,detvwg 58?8@?“%% code
in the keyboard, touch-sensttive screen, or other suitable data entry device for the user of the

15 communication device 10 for providing commands and entering data into the device

10. The communication device 10 is connected to a wide-area network 100 via a

connection that may comprise a wireless gateway or a fixed link.

The e-mail module 40 is preferably provided as application software that is
executable on the operating system of the communication device 10, E-mail module
20 40 receives instructions and data from the user via the input device 50. The data may
include the content of an e-mail message to be sent, as well as the e-mail address of
the intended recipient. Instructions may include the command to “send” the e-mail to
the intended recipient, or another command by which the user indicates to the module

40 that composition of the message content is complete.

25 In the preferred embodiment, as shown in Figure 1, e-mail module 40 includes
program code executable on communications device defining a formatting/encoding
layer 42 and program code defining an encryption/decryption layer 44, When a user
has defined an e-mail message and issues the send command, the program code in the

formatting/encoding layer 42 executes to format and encode the e-mail message. In



formatting/ encoding |ayer 42 executes to format and encode the e-mail
message. In -6 the preferred enbodi ment the encoding results in the
defined e-nmai|l message being placed in a comonly recognized format for

el ectronic mail correspondence. According to the preferred enbodi ment,
shown in Figure 2a, the formatted and encoded nmessage 200 conprises a
nunber of bl oqh§ﬂreﬁér%l%n%girﬁ&i.1%é aﬁéd@g%&%hsﬁ]ﬂh@fdgﬁﬁ@dté-ﬁﬁﬂ LG S
i ncl ude data such as the recipient's address, a subject I'ine, a® dat€ an
timestanp, andlaeedéneeypmiooly recogemsifomad dyr deasalgnsid csoespheicressage by
the e-mai |l nodul e 40, in accordance with techni ques klnown_ :ln Lhe a(rjt. Cood
Bl ocks 220a...h contain the content. of. the nessage. |t w e under st oo
by those skilled i CCP‘rffpén?a‘Ptth‘?E CEeadi ﬂtoﬁlg??ga@wgg Pa,ﬁb%%gé;ganjat
required to benelfeld Redsdpd 200 6KDri®ds A AirhiRr LPEILLE A8k b1 QiRlid-9Re

inqt he exanpl e of the pér@ééf erred1%1(;31rrbsoaé}lglrnentr.0 however, ?_o pelﬂ%i&é_t e-mal |
messages t & béntpimaion, whel mashiechyda daialsufﬁloz}isftaé re&@iiemtstaddgegsﬁtamb{éﬁ! ine, WS Gda
After formatti,ng and encodi ng, have taken pl ace, nessage is en passe
to executing dﬁ‘%&&& gmeé@ﬁ’é* f“%l ThenERHOpSE is%%ﬁy%é@ﬁ’%gftﬁﬁed tyike m‘e‘agter?y
Preferably, t : S rec.in the
menory 30yof P%e&lglgmdr?géa‘?géﬁg&ggd\%%g‘g%ﬁg?&zlﬁ&%? ?1%‘9(% oémnat %lgﬁg% é%cé(adl ng

| ayer 42 pass@égla..pebmttinrthe corthiet dfe}m)myssagé)c&fIWiQrbllendteIhfbAcf)Eny_fltﬁésfe%ﬂiI@G(iin
encoded nessage 200 t he encryption/ decryption |ayer : e

encrypt i onf dofey gt feHile et ayhhecesLussaEe ot reied ariddodings o
nmessage 20, [; ue bas .

of thg ne%s)saggqgﬁggﬁglg%%g?. .’ngggﬁqgge’%‘%géf%y% P lecgfnl}g?dlmn%lccordance
wi th techni qUHQWGkﬂow‘pei“mittehﬁaiaMessa'ghﬁtoelfbcwwﬁlyLQM,GE@%%?&IQ‘M&%X&TOUG%
encodes the redundancy check value into one or nore blocks, and inserts
these bl ocks PRIB'HPEEks of the formatted and encoded message, accor di ng
to the method described bel ow. After the 25 redundancy check val 22 is t
inserted into the RRsSAGRaEH £ [ LYRE 2OPYSR enGgrLypts
t he nessage 200, incl udi n% t%gnﬁlglg%ks %asf%rt\g %’Za%\?’alﬁugesgg? (k(ﬁe ernepciaﬁSnega?lcy
check (using seseimgpragymidode Theheamerypribededppisagaydrsia Teafcimug thavai | abl e
to be tra]r}smtto'ltj%gt to the network 100 by the e-pmail nodul e 40 for receipt by

ted and encoded message 200 18 stored in the memory 30 of the communication
device 10, and the formatting/encoding layer 42 passes a pointer to the memory

location of the formatted and encoded message 200 to the encryption/decryption layer
44,

The encryption/decryption layer 44 accesses the formatted and encoded

20 message 200, and calculates a redundancy check value based on the content of the
message blocks 220a...h, such as a hash or CRC value, in accordance with techniques
known in the art. The encryption/decryption layer 44 encodes the redundancy check
value into one or more blocks, and inserts these blocks into blocks of the formatted
and encoded message, according to the method described below. After the

25 redundancy check value is inserted into the message 200, the encryption/decryption
layer 44 encrypts the message 200, including the blocks having the value of the
redundancy check (using session key K). The encrypted message is then made
available to be transmitted to the network 100 by the e-mail module 40 for receipt by

the recipient communication device.



t he reci pient communication device. -7 Referring to Figure 2b, in a
preferred enbodi nent, the encryption/decryption |ayer 44 carries out a
calculation to specify the location or locations in the nessage where the
redundancy val ue blocks will be inserted. In accordance with the preferred
enbodi nent, the | ocation of the redundancy values is not uniformy defined

to be at 5 the end - ssa contept bl ocks. Rather, the |pcatj.on is
specified by vari a&%ﬁéerﬁ@%oﬁgg i ={“haepr8%5fr?§|"’81%f3§ﬁné%%ﬁge ?%Clﬁ?qﬁ)f}{cgm %IOIE he
| ocation or | oget4pasrias sutsRakufatie to BREFV HRNoEMBn TP MBRbnCh thdBefBss age
200, itself For exanple, the encryption/decryption |ayer 44 inspects the

first bl ock ofvherehertadyndpmcy valae blvcksiwilbberimertadadnpoerydancefwith the pref@sed
contai ned therein,. lf, .in the e | e of Figyre .2a, 1Q.th | ock 220a
cont ai ns. 11 ve e bBdipicat tetoblBnci AEieryiientn ilispes daainipsefy oo e 8
bl ock 230 gontiaidnii b HeBekBALIHRRE YK, ‘{@atﬁ’&,tt‘HE?(FbaHBEiJFé_pfeEitﬁe@gg véﬂﬁiglg

bl ocks 220e and 220f of the nessage 200, as shown in Figure
preferably, t¥Hduesedottamrenplatclatingso Epgdurd 24, thcoloaatipinumrdbidipnoirelspedfad t o

further obfuscate the |ocati of the redun cy within the message 200. |If
the 15 redyn%ﬁ%?n@%ﬂi?@gqngof@e%esweingb‘&eﬁ%ﬁww_ PdBks 230a and 230b,
the encrypt i OB BafIoKRIcLOBtibRMSEr Ak PRRAGL ?i[)s@bﬂ)lcl%%gg{etrﬁes%%ge% @%Obﬁé of the

message, for exanple the firSt and 'second bl ocks Oa an [f, in the
exanmpl e of Fi daiermigathe nunbeset et (slcontein2d GieraanifimteteRamplel o Figdre 2a,

encryptiop/ degrypti | ayer. 44 inseyts the fjrst redundancy val ue bl ock
230a bet ween ‘flﬁép#???ﬂa algs {ive 1t %%r@z@@fd&ﬁxa'pﬁ% aygh +Dsere? Haglgage

200, and the ggonth &&@aﬁs@lﬁwreﬁhl%hc 30Re BELWES Hheldif) 5&3%&3%52 9upd h

bl ocks 220c and 220d, as shown in Figure 2c. In a nost
enbodi nent , tdnd 226€ af thomesfageROOdsahkendoRtgare?ng t he redundancy val ue is
determ ned by the value of the session key K. The encryption/decryption

ger 94 Founte g MIDRLRY o ARRBELTALLR STl RS ES R RL "
ecundanoy v oathaskad 4oyl okt JNHAMY, (1Sl BBEY gk 2203
redundancly vakdundaggavalee ispd he splitthetweeenwb béocke 880uamh2B Obhitred bl ocks 220b
and 220c of terﬁgryp 183/39(?@%90% layer 44 inspects a plurality of blocks of the message, for

example the first and second blocks 220a and 220b. If, in the example of Figure 2a,

the second block 220b contains three 1s, the encryption/decryption layer 44 inserts the

first redundancy value block 230a between the fifth and sixth blocks 220e and 220f of
20 the message 200, and the second redundancy block 230b between the third and fourth

blocks 220¢ and 220d, as shown in Figure 2c.

In a most preferred embodiment, the location of the blocks containing the
redundancy value is determined by the value of the session key K. The
encryption/decryption layer 44 counts the number of Os appearing in the binary

25 representation of the value of session key K. If this number is even, then the first
redundancy value block 230a is placed between first and second blocks 220a and 220b
of the message 200. If this number is odd, then the first redundancy value 230a is

placed between the second and third blocks 220b and 220c¢ of the message 200.

Further, if the key value is divisible by four, then the encryption/decryption
30 layer 44 places the second redundancy value block 230b between the fifth and sixth

-8.



Further, if the key value is divisible by four, then the
encryption/decryption 30 |ayer 44 places the second redundancy val ue bl ock
230b between the fifth and sixth -8 blocks 220e and 220f of the nessage
200; otherw se, the second redundancy value block 230b is placed between
the sixth and seventh bl ocks 220f and 220g of the nessage 200. The

| t ant i 200 in thj di t i
hown 1 Fi guraoaa roc i SR Hae TRESAMRuES Y e oG e

is an even nurbierk 2308ts placdiict@ediitht biRtiCardl sefentl] BiockeBidradd 9bogst®e m ni ng
the locations of the redundancy val ue bl ocks 230a, b is nost preferred as

the total nedREEEeIBRgtlkesesuitprt amangaet 20Dlopkyinthe siessags 204 intthe | ocat i ons

of the redund . - r.e determ ned principally based a hi.

nurber of 1 s edR BN kA R B e R SE a8 s By B iBa00,

for exanpl e, uhéKeisanypéi ARABGGHEMRS AR thal¥igle okQ. %iﬁn@&bd%?ﬁ@c@ﬂﬁig{n% the ace a
1dn

redundancy val ue bl ock 230 between two nessage bl ocks 220 that ot
actual |y exi stocatigrygfithepdiundaney epluoblacknd’da, brs mpktgmefaredacthy piteld nmessage

by the o mar | e TS i s a8 P By 8 Tt R b GBS G PRl
encrypted messrges h@rem&%édgarmﬁ;aﬂ& b%ﬂbﬁ%ﬂiﬁ%&ﬂﬁ&y&%% P%a %&5&4% whi ch

first decrypts the nessage 200. The “encryptio ecryption
operates to efhersgesion key areduentagecdylotl Wk $o1238mpks, fheamoeryptien/des gt 1200

to
determ ne,t he danc heck val ue, As son illed inthe art wll
under st ancltlé t ﬁ}(ia &g%qra?}g?% 6% lﬁ?ceraeﬁﬂmﬁﬁ%"ﬁlﬂgg%ﬁ}é 2?&)@ t?t@r@prbfvghmegsage blocks
communi cat i on2eMaE@dinet AehAIReskidt e MRY i the way 20 that
sender's communi cati on devi cgeé%é I ﬁse??%li{ﬁrdgﬁgg g.gn‘The recipient's

comruni cation devigce is therefore provided with sufficient information to
determ ne the | oc¥thcans esrypied masshgedeiticsedvadaney Hiuo aldedd8 Baetved Tlousa f or

the pumber  of “9g A e FERIUOLS Bha e Tuefi ABok Bedddeelts or der o
det er mi ne t hecdnaaadic@ibrdevice! G tHRAABS Hted Indd s gggg@d tfen the receiver's
comuni cation device 10 is |ikew se configured t eval uate the nunber of 1

s in the ¥irsinopipder/deontion layered4; adidhvadt desgaghe nidseage?d0sEsar y
i nformation r@%ﬂ%ﬁo}ﬁdgggfp i(grg Elgi/erfé{éioorge%aqgs t%)eeg](grgét tlgé) re%gr?darngg lbﬁ)lci?sn 530851,6bpg'(r)1%t ely

the message 200 to determine the redundancy check value.

As a person skilled in the art will understand, the extraction of redundancy

blocks by recipient’s communication device is defined in a way that matches the way

20 that sender’s communication device 10 inserts such blocks. The recipient’s
communication device is therefore provided with sufficient information to determine
the locations of the redundancy value blocks 230a,b. Thus, for example, if the
sender’s communication device 10 is configured to evaluate the number of 1s in the
first block 220a of the message in order to determine the location of a redundancy

25 block 2304, then the receiver’s communication device 10 is likewise configured to
evaluate the number of 1s in the first block 220a of the received message. The
necessary information may be transmitted from the sender to the recipient separately
from the encrypted message; however, if the information used to determine the
locations of the redundancy value blocks 230a,b is the session key K, a portion of the

30 information necessary to locate the redundancy value blocks 230a,b is thus transmitted

along with the encrypted message.



fromthe encrypted nessage; however, if the information used to determ ne
the |ocations of the redundancy val ue bl ocks 230a,b is the session key K
a portion of the 30 information necessary to |ocate the redundancy val ue

bl ocks 230a,b is thus transmtted along with the encrypted nessage. -9 For
exanpl e, where the receiver's conmunication device 10 receives the

encrypted version t S J» i.n FEigure.2d.and.is
configured to use Offoﬁeeaggg}s% i %?119[%etgé)l%c%{ggdiéogﬂ%hﬁlggécﬁle&qvﬁcggtoi1 A oT t}ﬁfhe

redundancy valaeryiplaticlessi®Bofthb mesiuge 200 depiplel MNFIMRES JPAAB chf@iredkd Ush t he
recei ving devi fe 10, fi rs%{htgecrypts the nessage to 5 arrive at the nessage
200 shown in FigSFsEiongey d@F?émV&th%WFa&wf%hﬁ tadupdaney valpe bisks 2¥0ednithe s
t he session k gﬁ'Sq?t i there re si contai.ned in the
sessi on key Keéﬁg}?p g?l)qul s a%ﬂé\gﬁ 4%3%%heerr?g IWQ%F‘F@?&@(@%H%&@ REIPERSEA Bk

230a is ekt r actedatithomessage DEEsRYE i3 Wgdre 0 DRIMVBEALBEdbdlondRsk-agcond
bl ocks 220a, 220b, as shown in Figure 2e. The nessage 200 is then

tenporarily sti§fedaringsithe saspionfenB and defermings that dievewere spofmemitantd ion

device 10. Ne yptJ cryption | 44  determ nes th the

number of G 1y a0 SBERY SIS G R, B HreCigmiihgy T Bloghaoa i

t her ef ore ext eaticed femshe Mrtkage JOMHammBerhbatke 23Rnd E&%h@ﬁio‘éﬁ@@i@ab%@d,m h

and seventh bl ocks 220f, % The contents of the redundancy bl ocks 230a, b
fa

are then asséhdluy ndigaseeatlbe seswmge 20 istien souyrdeiyytoval inghRBembsy The
encryptionpjde LOF y. .1n the receiying device 10 then conputes
its own reléjunggﬂ%;rk%éﬂg CE(F:n %;}g%a&ogEICYIH%?Q'oﬁeéﬁfheo?ncwgowgg%éo%@ Ak

220a...h, andetemnipas gt thbinamBer $R0sREthd JesdiE k¥R HE R ﬂ@ﬁ%'bﬁe%ﬁ%ﬁl}] &nd
receiving device 10 determ nes the nessage to ‘be unaltereoll. I f thée val ues

do not mat ch, teFdrerriracts ieasgeond redwutaneyblocki23 @ framéebesen the sisthehd and
preferably a } i vided to the .20 recipient. ersqn skilled
inthe art w e%gg%éck?az?gf’)gt ﬁ@eﬁggﬁgtsgf%ﬁe?g‘md%ﬁﬂh 0{3@323%!3 ¢ R of then
redundancy vahssembledak gerddila an ehtrdchedRudRaty | Qhed t 0 an evaluation of the
content of the first n blocks of the nessage 200 or the session key K

Qther suitable and variable characteristics of nessage content, for
exanpl e nBssage | eht fergiondlecryption biger 4 imsthe bdeiing dryideddahemeomputehe

redundancy vakug,h kéﬁ%ﬁﬁar?c?%tue RQ; based on the content of the message blocks 220a. . .h,
and compares this R¢ to Rg. If the values match, then the receiving device 10
determines the message to be unaltered. If the values do not match, then the message

is determined to have been altered, and preferably a warning 1s provided to the

20 recipient,

As a person skilled in the art will appreciate, the means of determining the
location of the n redundancy value blocks 230a...h is not restricted to an evaluation of
the content of the first n blocks of the message 200 or the session key K. Other
suitable and variable characteristics of message content, for example message length,

25 may be used to establish the location of the redundancy value blocks 230a. . .h.
Alternatively, another parameter that is not dependent on the message content may be
used to determine the location of the redundancy block or blocks 230a...h. Provided
that the communication devices 10 of each of the sender and the intended recipient of
the message are provided with the same means for determining the locations of the

30 redundancy blocks 230a...h of the message 200, such other means may be used,
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Al ternatively, another paraneter that is not dependent on the nessage
content may be wused to determine the |ocation of the redundancy bl ock or
bl ocks 230a ... h. Provided that the communication devices 10 of each of
the sender and the intended recipient of the nessage are provided with the
same neans for determ ning the |locations of the 30 redundancy bl ocks

2308, Ot b PRNGRARAGS pRAGBUEDIRMISL, JIRANRYTAE AR Gan b DOYOD

nost preferably the |ocations “generate neans can poten vary
from nessage thommessageio fhisage.f or exanple, a | ook-up table or database,

whi ch may be populated with values determ ned using a pseudo-random nunber
generator, can resiﬁﬁ ofn a mail 3 server on the network 100, accessible to
both the sender's S:rE PRSI ad ook BRAl erdatahnse axhichanay hmeepulatedwithge i s
passed to the I > I | f ender’.s co i cation
devi ce 10, th(‘a{@lsm1 gi%ﬁ%ﬁ@ﬂécgﬁ%%ﬁ’&%%? ?1é%y(ganelrnﬁg%&tgﬁ}é&gtggitcgggessé(?efoonr FJ{T%%tTlL‘%@al ue to

be used i ns des@wen o thg nttwerk d0Gtaccnsiblf totboeh hedemRaaid Rlcgiks’s 230a. . . h.
Thi s val ue magbe transmitted to the recipient's communication device 10 10

t oget her wi t h*YTRBIUREEaRydevieRs. AV harnmessass i nosicd tetheiontryphen/emyption layer

transmtted tgy  f R Sy njcatj evi ge 10, This point

i nformation maychl%ﬁﬁ?@éﬂtcﬁgl%@lgr?@%ﬁ%ggﬁb’ﬂﬁ%g 5%58%‘:10%41{@‘3“ ﬁgerbegﬁﬁ%l at ed
Wi th the val udatshase éet 4 validie héatsabas@tgrﬁﬂﬂiﬂ%&1mO6£®%§gﬁtHe&eddlﬂ@§d§i B1b&a4-

When t he rem&lﬁent' S comruni cation device 1 recei ves the nessage 200, the

recipient's defdcel1dunralvgaay petrpnwvided kethgsevipiontiScanamdainati feefl0om

t he dat abgse., of & Lgur . et hod _of .secur el ddi n age
redundancy to Ogﬁt fh‘élref‘rleﬂ(:l:] ?}}ef)lﬁle%h g ggig%miﬁév%?%%teéwé%ﬂﬂa “f{%’aba?qbaﬂlg’?’gﬁﬁ%ia
enbodi nent . Athe s¢@piedcormmumeSEANRVERMIOSEEs Rin@r HFSindtdn MeSRionaisbhd he
e-mai | nodul e 40 of a _comuni cation device 10. The nessage i's then

formatted andBREHHERAT B messagep phtahtis aorelated anithghe galnaytereddin the dasatmse 310,

t hen passed t I i.on/ ryphion | ayer 44 of the dyle 40 at step
520, Ao ot ep 955 8% ERSUELIBALIRRIY Biiche Pl oibamutfealiPl fedes 10
redundancy vakecgvesathe nfesepdes),ithe fdttRenaleRlce OB HlcAGKBievéthePsBRI340, the
encryption/decryption | ayer 44 determ nes one or nore'locations for

pl aci ng t'He BP nggheniremibe daebasedundancy
Referring to Figure 3, a method of securely adding message redundancy to an
electronic message is shown according to a preferred embodiment. At step 300, a
message composed by a user is received by the e-mail module 40 of a communication
device 10. The message is then formatted and encoded by the formatting/encoding

20 layer 42 at step 310, then passed to the encryption/decryption layer 44 of the module
40 at step 320,

At step 330, the encryption/decryption layer 44 calculates a redundancy value
and encodes it into one or more blocks. At step 340, the encryption/decryption layer
44 determines one or more locations for placing the blocks containing the redundancy
25 value. At step 350, the redundancy value blocks are inserted within the message, then

the message is encrypted at step 360. Finally, at step 370, the message is dispatched

to the recipient.

The method of decrypting a received message and determining whether the
message has been altered before reception by the intended recipient is shown in Figure

30 4. At step 400, a message is received by a communication device 10 over a network
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25 value. At step 350, the redundancy val ue bl ocks are inserted within the
nmessage, then the nessage is encrypted at step 360. Finally, at step 370,
the nessage is dispatched to the recipient. The nmethod of decrypting a
recei ved nessage and determ ni ng whet her the nessage has been altered
before reception by the intended recipient is shown in Figure 30 4. At

step 400, a nggpa I j a comuni cation devic over .a network
SR 300, = TaSRRGR hALAER! NS i, SOTIRERLLER Ron J NSt nel T K
e-mai | nmodul enctieM( withintthedelesd DRatkpat1 0S8R AdQptidii@ecryption layer 44
encryption/decryption |ayer 44 decrypts the nessage at step 42y0, t hen

det er ni nes t hdefrgpiathamiessage atisterri@uihgadelprmings the liatioksofihe stdepdagy. At

step 440, the v.valye bl ock re extracted fraom,5b the nessage and
2scembled to proTdRER] AR Al BbhE R Gl fletlons aopeiiigom
redundancys vakiemedsege dndl ds@ibi rBiR@dhd EQMCIAGAMLER vaRle R EAMESSage

at step 450, and the values Re and RE are conpared at st'ep 460. If the

val ues mat ch, calgpaied rednndenyaghiel Bodettenmefreitted flven thralon@nedf thé Aidssage
otherw se, it _js. d rmnped to _hav een altered, an referably a warning
is issued to 3113263%%0?6% evg{ueagg_anﬁég\%? F%Ea}rﬁﬁﬁﬁtﬁﬂf&ﬁf 51?81@“{& SBFB_é%n_t

i nvention havitpg tReesshpS d@%?xﬁfdeﬁ@@bé t{inaiﬁe‘?&éuboﬁ%hé@@ﬁ{seﬁt é%&&nﬂggﬁ?d fot will

be apparent to those skilled in the art that "variations I cations
may be nade whavedigen diégrad.tind gréferahiyteheainmeeintidsonl toFherdeipi@ntat 480. i ncl udes
all such variations and nodifications as fall wthin the scope of the

appended | ai ns. 2 O ai,ns,. . met hod for a sending c ni cation
dg\ei ce (165 to pr oy%H%“Sr%%R?ﬁ&Bﬁéﬁof@eaﬁe“@i lé‘ffwi’é’ﬁi%@"%é’g%gl_nuggﬁwl ®ihe
sent to a reciqaeny m9mwn¢1ﬁé,li9{»im§é/%;§%6%r&]§tﬁth%§é 086q mPh R YalitRnSt €PS

of: 5 determ ning a redundancy val ue or the electronic nmessage to be
sent, det er ndidi RgdificatamgmaydenaddeeviflBndYeparting fremehe otveotioic Thesseg&ono be

t, th | ocaf i I Tpri Si I ch terisy| f id
ol oot roni ¢ mouege ph st SaBR Gt Baiiias s GG Uisactes Shbe arerded

di fferent el egiigni ¢ nessages and i s determ nabl e by
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the recipient communication device in receipt of said electronic nessage to
be sent, 10 placing the redundancy value in the el ectronic nmessage (200) to
be sent at one or nore |ocations determ ned by the |ocating val ue, and
encrypting the el ectronic nmessage (360) conprising the redundancy val ue.

2. The nethod of claiml further conprising, prior to the step of placing
the 15 redundancy value in the electronic nessage (200) to be sent at one
or nore |ocati &d8imsget ermi ned by the locating value, the steps of.

formatting the el ectr sa 200) as,a gseri of nmessage bl ocks
(220), and for rrattlknrgahiefr?% uﬁl&ﬁgﬁ Bicgfion V'B?\@%FO%Y‘QCFCgEﬂ%H%H@?HvaI ue

bl ocks. 20 3. TFlsetromat maﬁagmf(zc(i)am be s’lenf)tlb aGt@hBhtoMBRAHREMb B8ics LEPmehod
encrypting the cstr L& message (200) conprising the redundancy val ue
conprises the s % oe %%? rﬁ ng a session key to the el ectronic message,

4. The net hdd of cl @dtéﬁr&aﬁ@@feﬁhﬁﬂaﬁé}ﬁvaﬁél(gﬁo)%r tﬁ%agﬁfoﬂ%ttﬁéska%te é&lgeogeng he

electronic 25 ness 9e corrprf ses the nunb erm ned
value in the sessio mgasocalf’rﬁ‘é"'ﬁ'é'?ﬁﬂ@)Bﬁflwlf&ﬂGWQCmgﬁagﬁatm&ehentM&bue of a

characteri sti cloeitmtgh@lue l6x i Y @val&é&?f%%ﬂ&‘ra&&rg&rc'ﬁ §54 L& o@ﬁrr{ésga@()f 0 {)eﬁ,?gt

nunber of bits }Cﬁ) a pr determned value 1In fhe sessl OR
met hod of any 8 geigpad %ﬁa?*r% Vzht?rvatip%ﬁonélf@rmbel&tmhemﬂagemd@’m daernihablany?,

wherein the st@pripidl r n the el ec n| c nmessage
(200) at ope or. rm)pr1 etfﬁ%lg??lgﬁgnggﬁbe?%ar%%ytéﬁé#cﬁee[éﬁﬁgglﬁﬁlﬁﬁﬁgvgq “Bonpri ses

the steps sel ecthlfingghe redunfereyabielin Geleldeiromiv tlesage(200)5t0 OF sk SSAGOT
bl ocks based ook h&al l%%ieprﬂmf!@w’glfq(?té@ \?%%) dnsertl ng at | east one of
ue oC

t he one or. nore redundancy va I'n a location defined in
relation to the seleé@t’@algrfb%@a@@nblrwkag(szfmn)) cotbpritingkheradeidaacy afiuaany one of
claims 2 or clainms 3 to 6 when dependent on claim2, wherein the step of
determ ning the | ocating value conprises the step of determ ning the value
of a charact ers sti dipmetnd obelainot Sirpreeipeisiinetb: nets agp obplaciigthe8. The

met hod of sl alrgauﬁdm§qalq§p,etggg[g A0 & Sgig@ﬁo{ﬁh?eée%%%%ﬁ? grg%g’%ﬁ eristic of a

10 specified message b I's the nu MY val ue
in the specif idgigrmined by thc locatmg value, the steps of:

formatting the electronic message (200) as a series of message blocks (220), and

formatting the redundancy value as one or more redundancy value blocks.

20 3, The method of claim 1 or claim 2 wherein the step of encrypting the electronic

message (200) comprising the redundancy value comprises the step of assigning a session
key to the efectronic message,

4. The method of claim 3 wherein the value of a characteristic of the electronic

25  message comprises the number of bits of a predetermined value in the session key.

5. The method of claim 3 wherein the value of a characteristic of the clectronic
message comprises the parity of the number of bits of a predetermined value in the session
key.

30
6. The method of any one of claims 2 or ¢laims 3 to 5 when dependent on claim 2,

wherein the step of placing the redundancy value in the electronic message (200) at one or

more locations determined by the locating value comprises the steps of selecting a
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message bl ock. 91 The net hod of claim7 when dependent on claim 2 wherein
the characteristic of a specified nessage block is the parity of the
nunber of bits of a predeterm ned value in the 15 specified nessage bl ock.
10. A communi cation device (10) for sending an el ectronic nessage to a

reci pient comuni cation device, conprising: nmeans (44) operative to define
an el ectronic s 20 nmeans (44) operative to

to be s nt ;
deternine a redun%S %eevgé%{o thlc(ﬁ?“"ts 98 mepsagg W@ﬁﬁS@awégsétqdocam@@aim 64b)eatsient

means (44) oper abértisg ﬁtdcadﬂir@rom{ﬁ%n@d ﬁ’lﬁt%trbd?ﬂd Uﬁu 35’3(@ foe 2R
nmessage to be gefn the | ocati ng3 val ue conp a va S%} gct ed
characteristic Sfngdirgelafianiothmse Cfeﬁ@!@é@g@bl@@k @éO)sent wher ei n the | ocati ng

value varies for different electronic nessages and 25 is deterninable by
t he recipi enSETE ,ﬁm*runl cation device in receipt of said electronic nessage
to be sent a msiod of pnyeortewf plaane2 divaime 8 N6l ahey dopahdedt icliile,

el ectroni c ness at. one re | ocatjions determ ned by 't
| ocating val ue; ﬁﬁ%ﬁ ﬁleegﬁ ﬁ%mmgg Qte ‘%“F%"ﬂg‘ffcwwm%srﬁ%e %?I%Q:ﬂfiet?ﬁ%m‘tﬁéhﬁsage
conpri si.ng the YebgwhdahmycterBoe vizing@r molelprédeterhiiRd GREQPEbIAL] on devi ce of

claim 10 wherein the neans (44) operative to encrypt the electronic
nmessage conprising the redundancy value is operative to encrypt the

message (200) usi ngThe sethsd oficliiey? wheil Boperddift GQIMRNY @ﬁ&élﬁ@he%}{ﬁa&gn&é%}am
d ch racteristic of the electronic nessage

claim 11 reig el ec

(200) is \tNHg nu CEef?%o et §%8!f 54 ‘i)’?‘é’é@f@f]?ﬁsrﬂ’éd PW&Pfﬂéﬂmw véhes igdlsiperifiedey .
13. The communinzatagoblockevi ce (10) of claim 11 wherein the sel ected
characteristic of 10 the electronic nessage (200) is the parity of the
nunber of bits of a predeterm ned value in the session key. 14. The

communi cati on 8evi cBie(m&hoddf obiiy: ml@eanep&{d@x&tQ?ﬁ ci'auh 2ibhededn I chﬂ%tensuf 366)

conpri si ng: tive to format the electronic mess
o series of nggﬁ%@%g& megsagep g]o&( is the parity of the number of bits of a predetermined value in the

15 spec:ﬁed message block.

10. A communication device (10) for sending an electronic message to a recipient
communication device, comprising:
means (44) operative to define an electronic message (200} to be sent;

20 means (44) operative to determine a redundancy value for the electronic message

(200) to be sent;

means (44) operative to determine a locating value for the electronic message to be
sent, the locating value comprising a value of a selected characteristic of said electronic
message to be sent, wherein the locating value varies for difforent electronic messages and

25 is determinable by the recipient communication device in receipt of said electronic

message to be sent;

means (44) operative to place the redundancy value in the electronic message to be
sent at one or more locations determined by the locating value; and

means (44) operative to encrypt the electronic message comprising the redundancy
30 value.
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15 bl ocks (220); and neans (44) operative to format the redundancy val ue as
one or nore redundancy value bl ocks (230), such that the neans (44)
operative to place the redundancy value in the electronic nessage at one
or nore |ocations determ ned by the |locating value is operative to identify
one of 20 the series of nessage bl ocks (220), and then insert at |east one

of the one or g?re redundancy val ue bl ocks in a | ocation defined in
relation to theli dehb§ $qraaunstrdiontevigreof slaim 48 whereinthe mges (M)oowristieae0) . 15.

The comruni cat | Al 0). .m.l4, riSi.ng:. 25 S
(44) “operat i ve 1o e fRuaHo el ahifichit oc REbUERFATRY, Glchlive frRAr
message bl ock therindsprge §210) esinpd savsieskaye bl ocks (220) as the |ocating val ue;
nmeans (44) operative to |ocate an identified nmessage bl ock based on the

| ocating v Iui' and nmeans (44) operative to insert at |east one of the one
or more redunddfcy Vb QEmunpaEppdqvice(PH@F claim Al Mherainthaselrsted wharagierisiephit | on

to the identi fi@@le@ﬁ&ﬁ@%ss@é@(@b@(iggxg)nur.nbér.]&:fbﬂt?ofJﬁ@de@é} 8'591%& {Afe 9&%{3&9
a I e ock

(10) of claim 15 wherein the chdaracteristic o specl nessage
(230) is the niither of bits of a predeternined value in the specified
bl ock (230). 5 17. The conmuni cati on device (10) of claim 16 wherein the
characteristic of a specified nessage bl ock (230) is the parity of the
nunber of bit slbf anﬁﬂea@t%wﬁilwvwa%Lféofphmm hewhgreinithq ssticied shagpseritiook

(230). 18. A CORPRBHGAL S Qg%%&g?g@;?s &%?%m%&hh@%ﬁﬁ%&ldf’ﬁﬂs %abﬁrg&e&%{—&ﬁxgﬁ.vamen}

el ectroni ¢ nessage, the ron ssage conprisin plu ity o
nmessage bl ocksfhfﬁ@ﬂ)’nli%d one or nore redundancy val ue bl ocks (230) placed
anong the plurality of nessage bl ocks (220) according to a |ocating val ue
conprising a value of a characteristic of said encrypted electronic
message, wher eldn sdlibd comoaticatipndzivige (Maof ey dnef dieirisdrlent! 3 fieteagesrisinge

the enorypted el ectiatt o hoRERiES Rk, SEAMBCMGRAGM L it AR o
nor e redundandiockald?€);ndcks (230) in
means (44) operative to format the redundancy value as one or more redundancy

value blocks (230),

such that the means (44) operative to place the redundancy value in the electronic message

at one or more locations determined by the locating value is operative to identify one of

20 the series of message blocks (220), and then insert at Ieast one of the one or more
redundancy value blocks in a location defined in relation to the identified one of the series

of message blocks (220).

I15. The communication device (10) of claim 14, further comprising:
25 means (44) operative to derive a value from a characteristic of a specified message
block in the series of message blocks (220) as the locating value;
means (44) operative to locate an identified message block based on the locating
value; and
means (44) operative to insert at least one of the one or more redundancy value

30 blocks (230) in a focation defined in relation to the identificd message block (220).

-15-



the el ectronic nessage based on the | ocating val ue; neans (44) operative to
obtain a received redundancy value fromthe one or nore redundancy val ue
bl ocks (200); 20 nmeans (44) operative to determ ne a cal cul ated redundancy
value fromthe plurality of nmessage bl ocks (220); and neans (44) operative
to conpare the received redundancy value with the calcul ated redundancy
value. 25 19. The c ni cati,on device 810) of claim 18 wherein the neans
(44) operative 3@ | olefa R tigdayee fHD of plaiy htwherginke dharapedsticsf ¢ ( 230) i n

the el ectronic rsifi@mmeRasehlo236)NEthk AEALL DG b N~ r&%%im%g?: rrl%e%ges (44)
g val ue; neans ﬂyfj 0

operative to det er,gn ne or receive the | ocating val ue; erative
to identify oneSR§fFfiedblogk (238).ity of message bl ocks (220) using 30 the
| ocating val ue; and neans (44) operative to identify the |location of at
| east one ofsthﬁ one.or nore.  redundancy val ue bl ocks (230) in relation to

the | ocatior of'the JPERPIRNISH IS HeviSe (el clpim keawharsin gife arerseteniptic bf ocks
(220) within t heeafierhtRnibIeBRISRI% the pitOF th | atd Yk $§8arld0)
of claim18 or claim 15 {ﬁ/\%erei ﬁ ﬁe I%%a#ng ggﬁ%@%%@éﬁ%ﬁ%&@“‘&e
provi ded with tRECSREGH Bepsagediack 6% message. 5 21. A nethod for
determining the reliability of a received encrypted el ectronic nessage,

t he nmessage co[}gri sing a plurality of nessage bl ocks (220) and one or nore

r edundancy ‘val bl dclesnipnigasian devred 1O)er ¢rommpting ayersfy prelstagenibheckse, the
accordi ng ti0 a clde@&ad gk @édﬁﬁo IS | ue ,of aracteristic of
sai d encrypted o] 6ot F oni ggnesséégl,gapmbe{r Pﬁnés%?@eql%céﬁﬁzﬁga G881 es for
di fferent nessdtfeadanchzalpeblreks (@¥hphiced mgprighike ltueisy of Hesafze bideler@pd)i ng t he

encrypted el ectat@Rdife BSIS i.n: ct.roni c .message;. locating the
one or nore redundai%gcy Vaf’aﬁ@g%@gﬁﬁi i% gg%;l V%Lu%t 3{’@?%05?}53?19%” e pased
on the | ocati n§letEemesspeeahenip saldrlesthyedus edien Gadifferan hsssagdspiet he one
or more redundagnuykiR dehGe HePEKSHsa0)

15 means (44) operative to decrypt the encrypted electronic message;

means (44) operative to locate the one or more redundancy value blocks (230) in

the electronic message based on the locating value;

means (44) operative to obtain a received redundancy value from the one or more
redundancy value blocks (200);

20 means (44) operative to determine a calculated redundancy value from the plurality
of message blocks (220); and

means (44) operative to compare the received redundancy value with the
calculated redundancy value.

25 19, The communication device (10} of claim 18 wherein the means (44) operative to

locate the one or more redundancy value blocks ((230) in the electronic message based on

the locating value comprises;
means (44) operative to determine or receive the locating value;
means (44) operative to identify one of the plurality of message blocks (220) using
30 the locating value; and
means (44) operative to identify the location of at least one of the one or more
redundancy value blocks (230) in relation to the location of the identified one of the

plurality of message blocks (220) within the electronic message.
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determ ning a cal cul ated redundancy value fromthe plurality of nessage

bl ocks (220); conparing the received redundancy value with the cal cul ated
redundancy value; and 20 determining that the el ectronic nessage is not
reliable if the received redundancy value and the cal cul ated redundancy
check value are not equal. 22. The nmethod of claim 21 further conprising
the steps of: identifying one of the plurality of nessage bl ocks (220)
using the locating value 25 (340); and identifying the |ocation of at

| east one of theyon o neymvalue blocks (230) .in relation to
the | ocation of‘theeT@%ﬁgﬁﬁﬁgﬁE%ﬁggg?iﬁng?SFW?4?%%m@ﬂgﬁé§ e fcgiiigsvalue
(220) within thessesomkoppovited sdib ehe B0rypRd cRcemiPMERige eadabl e medi um

conpri sing code neans whi ch when executed in a processor inplenents the

met hod of any ope of claimg 1 to 9, 21, and 22. -17
21 A method for determining the reliability of a reccived encrypted electronic

message, the message comprising a plurality of message blocks (220) and one or more
redundancy value blocks placed among the plurality of message blocks according to a
locating value comprising a value of a characteristic of said encrypted electronic message,
wherein said locating value varies for different messages, the method comprising the steps
10 of:
decrypting the encrypted electronic message to obtain an electronic message;
locating the one or more redundancy value blocks (230) in the clectronic message
based on the locating value;
obtaining a received redundancy value from the one or more redundancy value
15 blocks (230);
determining a calculated redundancy value from the plurality of message blocks
(220},
comparing the received redundancy valtue with the calculated redundancy
value; and
20 determining that the electronic message is not reliable if the reccived redundancy

value and the calculated redundancy check value are not equal.

22, The method of claim 21 further comprising the steps of:
identifying one of the plurality of message blocks (220) using the locating value
25 (340); and
identifying the location of at lcast one of the one or more redundancy value blocks
(230) in relation to the location of the identified one of the plurality of message blocks

(220) within the electronic message.

300 23, A computer readable medium comprising code means which when executed in a

processor implements the method of any one of claims 1 to 9,21, and 22.
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