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Receive, by a user portable electronic device, a device key provisioned by a system,
wherein the device key Is associated with 2 paymen card

i

Receive, by the user portable electronic device, a requast for an encrypled PN o
authenticate a transaction initiated using the payment card

: L

Generate, by a PIN encrypfion application executed by the portable electronic devics,
the encrypled PIN basad on the user PIN and the device key

l

Provide, by the user portable electronic device, the encrypted PIN fo an acoess device,
wherein the access device is configured to communicale the encrypled PIN fo the system

FIG. 8
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Receive, by a system, a transaction authentication request comprising the encrypted

PIN from an aocess device

Determine, by the system, the PAN is associated with a PIN encryption service

!

Map, by the system, the PAN fo atoken

!

Refrieve, by fhe system, a device key based on the token

!

Deterrnine, by the system, the user PIN by decrypting the encrypled PN based on the
device key

FIG. 9
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