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1 TITLE OF THE INVENTION PORTABLE ELECTRONIC DEVICE
BACKGROUND OF THE INVENTION The present invention relates to a
portable 5 electronic device such as an IC card which incorporates a
module having a nonvolatile memory capable of data write and rewrite
and a control element such as a CPU, and executes processing
corresponding to an externally input cominand. 10 A conventional
example of a portable electronic device is an IC card which is formed by
embedding an IC module having functions of, e.g., a memory and a CPU
in a shell in the form of a plasticitaed. Suich anCxXaidNvrites data in a
rewritable nonvolatile memory or reads 15 data from it in accordance with

a cohtthand front-&h SRehEt dBbidé “Fhe IC cards are used in various
fields such as access C%th@[;ggggﬁa@qﬂ clqgglafmﬁgd electronic

commerce from the viewpoint of the importance of security. In many

recent operation 20feems, anes K2 carchisuseddesvarious kinds 861 e
application purposes by running a plurality of applications. In general,
dataseXx@hange between an I ahd anda hbst deviee (ehmihalyisorporates
performedd}/)lf\ea hchannel for 25 C%Tc[lq:léry(éatlon which is c%lfg aolgg&caa%a

charinel. lh'a gengrgfgﬁeraatigﬁ?grm, since an 16 card and & terminal

write and rewrite and a control element such as a CPU,
and executes processing corresponding to an externally
input command.

A conventional example of a portable electronic
device is an IC card which is formed by embedding an IC
module having functions of, e.g., a memory and a CPU in
a shell in the form of a plastic card. Such an IC card
writes data in a rewritable nonvolatile memory or reads
data from it in accordance with a command from an
external device. The IC cards are used in various
fields such as access control, credit card, cellular
phone, and electronic commerce from the viewpoint of
the importance of security. In many recent operation
forms, one IC card is used for various kinds of
application purposes by running a plurality of
applications.

In general, data exchange between an IC card and a
host device (terminal) is performed via a "channel for
communication” which is called a logical channel. 1In a
general operation form, since an IC card and a terminal

conventionally perform one-to-one communication,
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conventionally perform one-to-one communication, 2 processing is
completed using only one channel. However, in many recent cases, one
IC card communicates with a plurality of terminals. This has occurred
because the basic performance of IC cards has improved, or IC cards
having a plurality of interfaces (e.g., contact type, noncontact type, or
‘nigh-speed contact type) to externakdevices-are growing in number. To
communicate with a plurality of terminals, an IC card sets up a plurality of
channels and controls to make 10 each channel access its target file (or
applicationy HoWevet, PR lGirfeht 1€ tafd, dekéss i adile 118 fanaged

not é&é‘%h of the plIHc”r;‘laflléEy géch%r%nels.sérhat ishteheI%onélgpgonal ICu%alrg:ates
can unconﬁﬁéné]@ dccdss & file via the pﬁ!ral?ty of channéls. ff1

uncgnditional access frem the pluralityefichannelsito gach file-is - req
possible, various problems arise in the IC card. For example, a file which

is béing aceessdttviaaa firstichahnelmay hexéwkittenasala segendmproved,
channel. Such a phenomenon makes it impossible to implement 20

proceSsihy &xpedted inthadirét dhanhal ‘BRIEF SUMMARY OF TAES -/
INVENTIQN.1 is ap.object ., of an aspectof the B&esr‘?{‘%ﬂﬂ\é%@@@ Wontact

provide a portable electronic device capable of reliably and efficiently
conttgllieg aceess2z using alplirality okehannelsiing in number. To

communicate with a plurality of terminals, an IC card
sets up a plurality of channels and controls to make
each channel access its target file (or application).

However, in the current IC card, access to a file
is managed not for each of the plurality of channels.
That is, the conventional IC card can unconditionally
access a file via the plurality of channels. If
unconditional access from the plurality of channels to
each file is possible, various problems arise in the IC
card. For example, a file which is being accessed via
a first channel may be rewritten via a second channel.
Such a phenomenon makes it impossible to implement
processing expected in the first channel.

BRIEF SUMMARY OF THE INVENTION

It 1s an object of an aspect of the present
invention to provide a portable electronic device
capable of reliably and efficiently controlling access
using a plurality of channels.

According to an aspect of the present invention,

there 1s provided a portable electronic device a first
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According to an aspect of the present invention, there is provided a
portable electronic device a first 3 memory which stores an operating
system program; a second memory which stores an application program;
a third memory which sores a file; 5 a channel management unit which
causes the operating system program to manage a plurality of channels
to access the file stored in the third memadry; an access order
management unit which manages, as an access order, an order that each
channel managed by 10 the charnel management unit has set the file
storB&i the ‘t%ﬁd:%e?ﬁ@r?eiﬁ a2Curfent Sedte ah a¥cé<ssordeP dpdating

unit which, if a first_channel managed by the channel management unit
cancels thE CHTEPE Slb o7 0 B Srared o bt PE by
exclydes thedfirst channel from an access order management target for
the file and moves up the access orders of all channels next to the first
channel; a préviding uritvehich providess to fise appflication program
which is going to access the file 20 s%ored,in th%thiEd memory, Qé%ta
representing the Heeass BrderBr &ach chinnel 1 e 8 ¢

lﬁ1 L
r tne fie; and an aCCcess

controlunitwhigh controls accessde, the file viaa chapnel ta which the
operating system program has assigned the application program which
haschannels to access the file stored in the third memory;
an access order management unit which manages, as
an access order, an order that each channel managed by
the channel management unit has set the file stored in
the third memory in a current state;

an access order updating unit which, if a first
channel managed by the channel management unit cancels
the current state of the file stored in the third
memory, excludes the first channel from an access order
management target for the file and moves up the access
orders of all channels next to the first channel;

a providing unit which provides, to the
application program which is going to access the file
stored in the third memory, data representing the
access order of each channel for the file; and

- an access control unit which controls access to
the file via a channel to which the operating system
program has assigned the application program which has
received the data representing the access order from
the providing unit.

Additional objects and advantages of the invention
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25 received. the data representing the access order from the providing
un__* . Additional objects and advantages of the invention will be set
forth in the description which follows, and in part will be obvious from the
description, or may be learned by practice of the invention. The objects
and advantages of the invention may be realized and 5 obtained by
means of the instrumentalities and cembinations particularly pointed out
hereinafter. BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE
DRAWING The accompanying drawings, which are incorporated in and

congtittite & paftdt the spacification ifestrate Rhiotimentofthelows, and

invention, and together with the general description given above and the
ot R O e BB e o B ELRETONE S0F By be

principles-efdhe invention: EIG.Jrista block ¢iagraphschematicallyect s and
showing 15 the hardware configuration of an IC card serving as a
portableagléetesric dévidecactording i anembdaiment of tisel prasént
invention; FIG, 2 is a view showin%gn example of the file , structure of

data’Stbred i a REnT6IATHE mémory: 207FIC S8 5 schematic it for
explaining the. sgftwae configuratian, of The {C gard; FIG. AJs . view,

showing an example of the arrangement of a channel management table
to maRage theoxthannefraccessorders SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a block diagram schematically showing
the hardware configuration of an IC card serving as a
portable electronic device according to an embodiment
of the present invention;

FIG. 2 is a view showing an example of the file
structure of data stored in a nonvolatile memory;

FIG. 3 is a schematic view for explaining the
software configuration of the IC card;

FIG. 4 is a view showing an example of the
arrangement of a channel management table to manage the
channel access order;

FIG. 5 is a view showing another example of the

arrangement of the channel management table to manage

the channel access order;
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25 FIG. 5 is a view showing another example of the arrangement of the
channel management table to manage the channel access order; - 5

FIG. 6 is a view showing still another example of the arrangement of the
channel management table to manage the channel access order; and

FIG. 7 is a flowchart for explaining an example of 5 processing of the IC
card for a command. DETAILED DESCRIPTION OF THE, INVENTION

The best mode for carrying out the present 1 invention. will now be

described with reference to the accompanying drawing. 10 FIG. 1
schematicdiyshofvsithe hardwares eonfigaratién b anlictémd 1ese@minge of

as a portable electronic deyice according tq the embodiment, As shown in
AR B G ate o Eonb Ao g HRTCPUS Ae Eo

readsgnlyJaemory 154ROM) 12, random,access memory (RAM) 13,
communication unit (DART) 14, co processor 15, and nonvolatile memory

(NV [EEPROMJ) 16.iFhexCPLb 1t P ROM 12y RAKD 13 icommumicatiorunite of
14, co-processor 15, and nonvolatile memory 16 are included 20 in a

modufé’ @%Siﬁféb‘?alﬁ/ffomﬁd Hs, 6% “an fhteGratedt®iréiit. The module Ca
is embedded in &, gard C whichors the|C Garc That s, the dycard 1

is formed from the case C having the module Ca
The best mode for carrying out the present

invention will now be described with reference to the
accompanying drawing.

FIG. 1 schematically shows the hardware
configuration of an IC card 1 serving as a portable
electronic device according to the embodiment.

As shown in FIG. 1, the IC card 1 includes a
central processing unit (CPU) 11, read-only memory
(ROM) 12, random access memory {(RAM) 13, communication
unit (UART) 14, co-processor 15, and nonvolatile memory
(NV [EEPROM]) 16.

The CPU 11, ROM 12, RAM 13, communication unit 14,
co-processor 15, and nonvolatile memory 16 are included
in a module Ca integrally formed as, e.g., an
integrated circuit. The module Ca is embedded in a
card C which forms the IC card 1. That is, the IC card
1 is formed from the case C having the module Ca
embedded.

Upon receiving power supplied from an IC card
processing apparatus 2 serving as a host device, the IC

card 1 is activated (becomes operative) and operates in
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embedded. 25 Upon receiving power supplied from an IC card processing
apparatus 2 serving as a hoer device, the IC card | is activated (becomes
operative) and operates in 6 accordance with a command from the IC
card processing apparatus 2. The CPU 11 is responsible for overall
management and control. The CPU 11 functions as a processing 5
means or a determination means. The CRU 11 operates based on, e.g., a
control program to perform. various kinds of processing. The RCM 12 is a
nonvolatile memory which stores control programs and control data in
advance T RAM13 lis &8 voRdtile rréricryr 0FaActoning &8 dworking 1ng
memory. The communication unit 14 functions as a communication
apparatu . . . .
means and contrdls data communication with the 1C card processing

apparatus 215erving as a DQSE@%\fj%%-s'DSJ_C@”E’BEm ication yﬂ“rﬁé“r@%‘é_ment
functions 15 as a means for receiving power necessary for the operation
of thenkC cardtl:cThe ca-procedsoil 15 fassists imeperatians soch asing

encryption and decr%gtion.,The nonvolatile memory 16 is a rewritable

nontfotatifé miéntory forStering vaficus kinas of dati26-aHd applietichs®*
(appligalian proorams). The sEHELE dfdaisiered beAa ol ous

memory 16 will be ater in deralil.
kinds of processing. The ROM 12 is a nonvolatile
memory which stores control programs and control data
in advance. The RAM 13 is a volatile memory
functioning as a working memory,

The communication unit 14 functions as a
communication means and controls data communication
with the IC card processing apparatus 2 serving as a
host device. The communication unit 14 also functions
as a means for receiving power necessary for the
operation of the IC card 1. The co-processor 15
assists in operations such as encryption and
decryption. The nonvolatile memory 16 1s a rewritable
nonvolatile memory for storing various kinds of data
and applications (application programs). The structure
of data stored in the nonvolatile memory 16 will be
described later in detail.

The communication unit 14 has an arrangement
conforming to the communication method of the IC card
1. If the IC card 1 uses a contact communication

method, the communication unit 14 includes a contact

unit to physically contact the contact unit of the IC
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The communication unit 14 has an arrangement conforming to the
communication method of the IC card 25 1. If _he IC card 1 uses a
contact communication method, the communication unit 1.4 includes a
contact unit to physically contact the contact unit of the IC 7 card
processing apparatus 2 serving as a host device. In this case, the IC card

| receives Dower from the IC card precessing-apparatus 2 via the
communication unmet 14 that is in physical contact with the IC card 5
processing apparatus 2. More specifically, when the IC card 1 is a contact
|.C. E&rer iths aEfPated UpdRP PeceVity opéftivh powet ahd Spcratisiy 1 ce -

clocks from (he I card processing apparalus 2,via the cantactuniy of the ,
communication un-t 4. I0Tf the _Crcardlusesa nonc%tacf(wwéiess

comauinicationdnethog; the sammunication unitl4 inelkdes anantemnain:
to transmit/receive radio signals, and a communication control unit to
conttdl Edramuhicationp vy this eases the & Card 1tdauses al £5 pewer

supply unit (nqt shown) to generate operation power and operation clocks
Ao ST YRS el oy (e 2o ERTEE b HICLA: MRS Ehe 1C

specifically,when the.IG card 1js a nongontact.IC &é%xﬁé%@&“@téﬂ by

receiving a radio signal from 20 the IC card processing apparatus 2 via

the anrterna and theccommumnigation coatral vptobtheccommuonicatiomom the
IC card processing apparatus 2 via the contact unit of
the communication unit 14.

If the IC card 1 uses a noncontact (wireless)
communication method, the communication unit 14
includes an antenna to transmit/receive radio signals,
and a communication control unit to control
communication. In this case, the IC card 1 causes a
power supply unit (not shown) to generate operation
power and operation clocks based on a radio signal
received by the communication unit 14. More
specifically, when the IC card 1 is a noncontact IC
card, 1t is activated by receiving a radio signal from
the IC card processing apparatus 2 via the antenna and
the communication control unit of the communication
unit 14 and causing the power supply unit (not shown)
to generate operation power and operation clocks based
on the radio signal.

The structure of data stored in the nonvolatile

memory 16 will be described next.

The nonvolatile memory 16 stores various kinds of
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unit 14 and causing the power supply unit (not shown) to generate
operation power and operation clocks based on the radio signal. 25 The
structure of data stored in the nonvolatile memory ' 6 will he described
next. The nonvolatile memory 16 stores various kinds of - 8 data having a
file structure defined by, e.g., ISO/IEC 7816. For example, the nonvolatile
memory 16 stores files (elementary feie [EF])-serving as data files
managed in a multilayer structure (tree str_.ucture) and 5 files (dedicated
file [O[]) serving as data folders. FIG. 2 is a view showing an example of

_ &lfilen sfrature storéd Jf thebiotivordtfie FsemonLE n tie 8xampfe®/ TEC

shown,.In F G. 2, the top is a file. (master fil 1 21 serving as a

oot i, A BE 10/ bnetion &) S0k Se's BE{abecation 5 595,72

whichiserve asfeldlers are pravided gnder the ME21L. AN BEtlile Al es

23A1 and an 'file A2) 23A2, which are used Lo store data, are provided

undérthe BF (application LAY 22& TARER (file Bip233 k. c ausetto Storecdatand
nder the OF

is i; r vi_ded application B) 223. |n this file st_ructyr :
varid S iR O SAFEAFE btotokEn (G EPS SEIAY ad Bark il THe"=-
software copfigurationofthe 1C.card, L will Jbe describedinext2Q in thes1G,
card 1, the CPU 11 executes programs
structure stored in the nonvolatile memory 16.
In the example shown in FIG. 2, the top is a file
(master file [MF]) 21 serving as a master file. A DF
(application A) 22A and a DF (application B) 22B, which
serve as folders, are provided under the MF 21. An EF
(file Al) 23A1 and an EF (file A2) 23A2, which are used
to store data, are provided under the DF (application
A) 22A. An EF (file B1l) 23Bl used to store data is
provided under the DF (application B) 22B. 1In this
file structure, various kinds of data are stored in the
EFs serving as data files.
The software configuration of the IC card 1 will
be described next.
In the IC card 1, the CPU 11 executes programs
stored in the ROM 12 or the nonvolatile memory 16,
thereby implementing various kinds of processing, as
described above. More specifically, the ROM 12, RAM
13, nonvolatile memory 16, UART 14, and co-processor 15
are controlled by software executed by the CPU 11 to

implement various kinds of processing.

FIG. 3 is a view schematically showing the
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stored in the ROM 12 or the nonvolatile memory 16, thereby
implementing various kinds of processing, as described above. More
specifically, the ROM 12, RAM 13, nonvolatile memory 16, DART 14, and
co-processor 1~ 23 are controlled by software executed by the CPU 11 to
imp-ement various kinds of processing. FIG. 3 is a view schematically
showing the - a - software configuration ofthe_IC card _. The software of
the IC card | includes a hardware layer 31, operating system (OS) layer
32, and application layer 33. As shown in FIG. 3, in the IC 5 card 1, the
applicationalayer 838 fsilpcated atthe ft.dgycand the=@S layer 32 is located
above the hardware layer 31. The hardware layer 31 includes hardware

such as thé EPYAA"ROM 127 RAN 157 DART 14, do protdssor 152497 are
and popyolatle mgmory, 16, Fach bardwargdevice of.the hardygre layer

31_ executes processing In response to a processing request from the

OS layer 32 antsends fhe result ohthesexeautechproressipg tathe QS 1¢
layer 32. The OS layer 32 has a card operating system (OS) 1541
servififras a progrant ki eéxeciite findaténtaPcontfol 16ftRé$E calrd e top,

The OS layer 3 have modules such as a configuration module an
e e B e R A S daver
a praegram which controls the basic operation of

The hardware layer 31 includes hardware such as
the CPU 11, ROM 12, RAM 13, UART 14, co-processor 15,
and nonvolatile memory 16. Each hardware device of the
hardware layer 31 executes processing in response to a
processing request from the 0SS layer 32 and sends the
result of the executed processing to the 0S layer 32.

The 0SS layer 32 has a card operating system (0S)
41 serving as a program to execute fundamental control
of the IC card 1. The 0S layer 32 may have modules
such as a configuration module and an application
interface group. The software serving as the card 0S
41 is a program which controls the basic operation of
the IC card 1. The program controls each hardware
device of the hardware layer 31 or runs upon receiving
data such as a processing result from each hardware
device. The software serving as the card 0S 41 is
stored in the nonvolatile memory such as the ROM 12 of
the IC card in advance.

The card 0SS 41 has a logical channel management

function 42 in addition to the basic function of
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20 the IC card 1. The program controls each hardware device of the
hardware layer 31 or runs upon receiving data such as a processing

result from each hardware device. The software serving as the card OS

41 is stored in the nonvolatile memory such as the ROM 12 of 25the C
card in advance. The card OS 41 has a logical channel management
function 42 in addition to the basic function of controlling each hardware
device of the hardware layer to implement the basic operation of the 1C
card 1. This function marages logical darnels to access a file or
applicationds the: gorvotatileandmone 160t Sexamplesif agpldraditycoflayer
communication methods are used for cormnunicatio_n_, a logical %h%rnel

is assigndl’ 15858k commiicafior? FietRdd: The dontrdi using €uc
logical channels allowsthe I card 3?@ process.a pluraliy.of. command ¢
s

groups via the respective 1C channels. For examp;e, app_ication A can
processacommandswvia arfirsirchanmel; @netapphicatior Bycalt process
commands via a second channel. The logical channel management

functibA™2lManages the fdgidal'chanhelco b8 SpaEitieRIy e Rigicat £ ©
L S SOV 4 Sl e el e
the accessarderafnlogical €hannglstaadfile orapplicattonusing ang such
channel management table 42a. A table updating
logical channels allows the IC card 1 to process a
plurality of command groups via the respective
channels. For example, application A can process
commands via a first channel, and application B can
process commands via a second channel.

The logical channel management function 42 manages
the logical channels. More specifically, the logical
channel management function 42 controls open and close
of a logical channel, assigns a logical channel to an
application program, or manages the access order of
logical channels to a file or application using a
channel management table 42a. A table updating
function 42b updates data stored in the channel
management table 42a when a current file or application
program set for a logical channel has changed.

The application layer 33 includes various
applications (applications A, B, ...) serving as
programs to implement various kinds of processing.

Software serving as an application includes programs

and data to implement various kinds of processing
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20 fancticn 42b updates data stored in the channel management table

42a when a current file or application program set for a logical charnel

has changed. The application layer 33 includes various applications
;.applications A, B, ...j serving as 25 programs to implement various kinds
of processing. Software serving as an application includes programs and
data to implement various kinds of processing corresponding to the
operation form. of the IC card 1. The software serving as the application

is stored in -he nonvolatile memory '16 of the -C card 1 in advance, or
dowrloaded fronran externahdeviceeas heeded and Tdtordckinlthecard 1.
nonvIQIatiIe mfemor =6 of the IC card 1. Thac is, each hardware device of

the hardware" 1alEr 3158 COMOIES b the BRIYOS 4T BFthe 08 [Ay8r 32N
The card 03 43 0f the QS layer 32 coptrols the.operatiop of£aeh . 4y ance,

hardware device an response to a 10 request from each application of the
applicatiom tayker 233: I Werprocessiag tesulbaf erchi hardsare device ofnd
The hardware layer 31 is supplied to the application via the card OS 41 of

the O 4yt 32 For @xaRipre, & cbrfindid frbin af exferh@icdelicemrd 1.

received byTtggg.S,@ard a fthedhardware layer 31 supplied to the
card OS 41 of the OS Ia%\/laéé%% The card CS 4" Cseeleocfﬁvné%yesﬁ%pﬁi%vslatﬁg

commaind received bydhe rhardware layer 81de aispecific application of

the application layer 33.
layer 32. The card OS 41 of the 0S layer 32 controls
the operation of each hardware device in response to a
request from each application of the application layer
33. The processing result of each hardware device of
the hardware layer 31 1s supplied to the application
via the card 0S5 41 of the 0S layer 32. For example, a
command from an external device is received by the
hardware of the hardware layer 31 and supplied to the
card OCS 41 of the 0S layer 32. The card 0S8 41
selectively supplies the command received by the
hardware layer 31 to a specific application of the
application layer 33.

For example, if the hardware layer 31 receilves an
application selection command from an external device,
the card 0S 41 sets the application in the application
layer 33 designated by the application selection
command in a current state. If the hardware layer 31
recelves a command from the external device in this
state, the card 0S 41 supplies it to the application in

the current state. The application of the application
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20 For example, if the hardware layer 31 receives an application selection
command from an external device, the card OS 41 sets the application in
the application layer 33 designated by the application selection command
in a current state. If the hardware layer 31 2 5 receives a command from
the external device in this state, the card OS 41 supplies it to the
application in the current sta.:e. The-appligation of the application "._2
laver 33 executes processing corresponding To the command supplied
from the card OS 41 of the OS layer 32. That is, the card OS 41
desigrates ahapplicatior Snarcurest State(toce alsoreferced to asa
current 5 application hereinafter) and supplies a command to the current

applicaiiBii  the lgical thanhée manggeément fanction 42 wilie®> 1aver
desosbed nex). FIGS. 410.6 aze iews honiag examples olngc01 ot ion

arrangement of the channel management table 42a. As shown in FIGS. 4
to 6, the €hannelmanagement table<2alstores< logical channrel accessrent

order for_each of the applications and files. That is, each access order
storétPin'the Tharhel Managément tabfé 428 1BHs Hata Fepfesatititg the the

ordeg&q:rgg{lgf accels§gé){£%%|9al channels which have set a file or

application In the current State.

The logical channel management function 42 will be
described next.

FIGS. 4 to 6 are views showing examples of the
arrangement of the channel management table 42Za.

As shown in FIGS. 4 to 6, the channel management
table 42a stores a logical channel access order for
each of the applications and files. That is, each
access order stored in the channel management table 42a
is data representing the order (order of access) of
logical channels which have set a file or application
in the current state.

Each item of data stored in the channel management
table 42a is updated by the table updating function 42b
as needed. For example, if a new logical channel is
opened, the table updating function 42Z2b adds the
logical channel to a file or application to be set in
the current state by the logical channel. 1In this
case, the access order of the logical channel to the
current file or application is set next to the logical
channel in access (that 1is, the access order is set at

the end). 1If an existing logical channel is closed,
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Each item of data stored in the channel management table 42a is
updated by the table updating function 42b 20 as needed. For example, if
a new logical channel is opened, the -able updating function 42b adds the
logical channel to a file or application to be set in the current state by the
logical channel. In this case, the access order of the logical channel to the
25 c'arrert file or application is set next td the legical channel in access
(that is, the access order is se.-, at the end). If an existing logical channel
is closed, 13 the table updating function 42b deletes the logical channel

fromtihe dinhel Haagenfent tabke 424. i thist ease the t8'9-€ Gifdating

function 20 deletes the Jogical ehannel from (he channe| management ;.
table 42a, 5 and moves up the access orders of all logical channels next

to thedeletegregical.channehRroggssing of causingthe; table spdating
function 42b to add a logical channel to the access orders stored in the
chanrel inadagementatable42a willbes e wesér' tsath detivechamiele 42a,

management table 42a shown in FIG. 4, application A is set as a cyrrent
appliEaTioH 16t Jogikal cHannels~2h.12 5l 3+ e "ch0"iR dhis - order “Flk 1

Al is zetas:a, cyrrent file forthe 15 Jegical channels "ch." and "ch.3" in this
order. That is, in the channel management table 42a shown in

Processing of causing the table updating function
42b to add a logical channel to the access orders
stored in the channel management table 42a will be
described.

In the channel management table 42a shown in
FIG. 4, application A is set as a current application
for logical channels "ch.1", "ch.3", and "ch.0" in this
order. File Al is set as a current file for the
logical channels "ch.1" and "ch.3" in this order. That
is, in the channel management table 42a shown in
FIG. 4, the logical channel "ch.1" sets application A
and file Al in the current state. In the channel
management table 42a shown in FIG. 4, a logical channel
"ch.2" sets application B as a current application.

Assume that in the channel management table 42a
shown in FIG. 4, the logical channel "ch.2" selects
file Al of application A {the logical channel "ch.2"
sets application A and file Al in the current state).
In this case, the table updating function 42b changes
the state of the channel management table 4Za to that

shown in FIG. 5.
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FIG. 4, the logical channel "ch.1" sets application A and file Al in the
current state. In the channel management table 42a shown _n. FIG. 4, a
logical channel 20 "ch.2" sets application B as a current application.
Assume that in the channel management table 42a shown in =IG. 4, the
logical channel "ch.2" selects file- Al of application A (.the logical channel
"ch.21' sets application A and i'_e Alin the cufrent state). 25 In this case,
the table updating function 42b charges the state of the channel
management table 42a co that shown in FIG. 5. 14 More specifically,
when the ddfrént filesst thé dagital chdiftiel tete2'celdivgds toifile Apof the
application A, the table updating function 42'n deletes the Jogical channel
"ch.gp%rcnat%ece{lc%régg %rdecr 0r95 a%?bﬁggtleosn P in ﬁ% 8hagn1neqf ¥

management+-able 42a, and adds the,logical ghanngl c¢.h2' tedhe @ndof e s

the access order for each of application A and file Al in the channel
maragement tablé 42a Weth this: ptdcessing, the chanrel manageméitr
table 42a represents 10 that the last logical channel which has set

appieation” Alaritilg Al'in e carrént Rate i3 e 2" A shéht Sn e, 29

Accorling 1o, the,channel management table «42a,shown i, F1G.5,the

access order of the'logical channel "ch.2" to file Al can be determined to

be next kxtocthedegicakchanrielsthahanddeh.85n A and file Al in
the channel management table 42a. With this
processing, the channel management table 42a represents
that the last logical channel which has set application
A and file Al in the current state is "ch.2", as shown
in FIG. 5. According to the channel management table
42a shown in FIG. 5, the access order of the logical
channel "ch.2" to file Al can be determined to be next
to the logical channels "ch.1" and "ch.3".

Processing of causing the table updating function
42b to delete a logical channel from the access orders
stored in the channel management table 42a will be
described next.

Assume that the logical channel "ch.1l" is closed
in the channel management table 42a shown in FIG. 5.
In this case, the table updating function 42b deletes
the closed logical channel "ch.1l" from the channel
management table 42a (excludes the logical channel
"ch.1" from the management target), thereby changing

the state of the channel management table 42a to that

shown in FIG. 6.
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Processing of causing the table updating function 42b to delete a logical
channel from the access orders stored in the channel management table

42a will be described next. 20 Assume that the logical channel "ch.1" is
closed in the channel management table 42a shown in FIG. S. -n this

case, the table updating function 42b deletes the closed logical channel
"ch.1" from the channel management table 42a (excludes the logical

chancel 25 "ch."" from the management target), thereby changing the

state of the channel management table 42a to that shown in FIG. 6. - 15

More specitically, wihenithe dogical chanael ohel "l isodlosed, thetalsle "ch. 1"
updating function 42b deletes the logical channel "ch.I" from the channel

management 1able'45a, Zhd hoVes ap thE absess ardars 6fthes fogical *he
channels pext todhe logical ghapaelch.1". For example, inthe channel

management table 42a shown in FIG. 5, the logical channel "ch.1" set at
the toplof ethéZaccess orderfor each of.application Avand fike Alf isdeleted.
In the channel management table 42a, the 10 access order for apﬁlication

A repfesbhtsltnensgical thasiéls®en 3" ch@? 1ahd "R 2n it thel - 1" -

acc ro'éd;i{_rrfn%rl%@le Al re@‘hesen(j\s tggégglcglncahagrgeelld %h'glg‘n 2gh'52h’own
as snown in .

.'Asl.laescr?bec above, the access order for eac
in FIG. 5, the logical channel "ch.1" set at the top of
the access order for each of application A and file Al
is deleted. 1In the channel management table 42a, the
access order for application A represents the logical
channels "ch.3", "ch.0", and "ch.2", and the access
order for file Al represents the logical channels
"ch.3" and "ch.2", as shown in FIG. 6.

As described above, the access order for each
application or file in the channel management table 42a
represents the order of current setting by the logical
channels. If a logical channel 1is closed, or the
current setting of a logical channel is changed, the
access order of each logical channel changes. In other
words, the IC card 1 can change the access order of
each logical channel in the channel management table
42a by closing or opening a specific channel or
changing the current setting of each logical channel.

More specifically, if a specific logical channel
is closed, the closed logical channel is excluded from
the management target of the channel management table

4Z2a, and the access orders of the remaining logical
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15 application or file in the channel management table 42a represents the
order of current setting by the logical channels. If a logical channel is
closed, or the current se-ring of a logical channel is changed, the access
order of each logical channel changes. In other 20 words, the IC card 1

can change the access order of each logical channel in the channel
management table 42a by closing or-openjng-a specific channel or
changing the current setting of each logical channel. More specifically, if a
specific logical channel 25 is closed, the closed logical channel is
excladed:frons therhanagemént targetiof ¢he chianmel maragenientitableu t
42a, and the access orders of the remaining logical - 15 channels move

uo. THIS Ahpreniérits manhgehdntwithout iRcorisisténcy i &dplicatibn or
file access by the, Jagicalchannels eyven Wh%g"é'&%aéﬁ%%eﬂ i%g'oéﬁlg-sed.

In other words, is possible to set the access order 5 of a specific. logica

channel at therencd by €losing o6 gpenmngdl.cl heoprocessing of the: KG catdie r

| for a command from the IC card processing apparatus 2 will be ‘

des@ibedl RERIC1HThelldgicat haniiet ifdn EménfuREfibrr42 of fife N9 o

card )S 41 ngotif.i%s each, application of the number of a channel which is
openin 1T, . en N . . .

executing processing, or notifies each ~_le or application of the pricri~y

level (accesshe processing of the IC card 1 for a command from

the IC card processing apparatus 2 will be described
next.

The logical channel management function 42 of the
card OS 41 notifies each application of the number of a
channel which is executing processing, or notifies each
file or application of the priority level (access
order) of each logical channel based on the above-
described channel management table 42a. This enables
each application that has received a command to
determine the process contents corresponding to the
command based on data representing the priority level
provided from the card 0S 41.

Each application receives a command from the IC
card processing apparatus 2 via the card 0S5 41. 1In
this case, the application determines based on the
priority level of its logical channel whether to
execute processing corresponding to the received
command. The application may determine based on the
priority level of its logical channel and the type of

the received command whether to execute processing
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order) of each logical cnannel based or. the above 15 described channel
management table 42a. This enables each application that has received
a command to determine the process contents corresponding to the
command based on data representing the priority level provided from the
card OS 41. 20 Each application receives a command from the IC card
processing apparatus 2 via the card ©S 41. In-this case, the application
determines based on the priority level of its logical channel whether to
execute processing corresponding to the received 25 command. The
applicatibhThay dete¥mire based BARE priority Vel 6F itslogicat Enafnel
and the type of, fhe received command whether fo exeeute pragessing 17
correspondtlng o'the command. That IS, whéthef to execute the receive

commang isdetermined based on; datasrepresentingthe ac6ess QkeE 1) of
(pri_ori_ty level) o the logical channel which is provided from the card CS
5 41ttoseachodpplicatibr Forlexamiple, it theologicafieRarfnalof ahe card 0S
application which has received a command has the highest priority level,

the ApplicatiGA detethines that Processes corresponding to any
commands;are executable. 10:1fhe logical..channel of, an appligation

which has received a command does not has the highest prior!--y level,

the applicatian.ideternines thatproeessesed a command has the
highest priority level, the application determines that
processes corresponding to any commands are executable.
If the logical channel of an application which has
received a command does not has the highest priority
level, the application determines that processes
corresponding to commands (e.g., rewrite and delete
commands) to change the state of a file are not
executable, but processes corresponding to commands
(e.g., read command) not to change the state of a file
are executable.

As described above, each application can determine
the process contents (execution enable/disable state)
for a received command. Hence, each application can
implement not only the processes of the above-described
example but also various processes to be described
below.

For example, a specific application (application
of the highest priority level) may always execute
processes corresponding to all commands independently

of the priority level of the logical channel.



10

15

20

25

corresponding to commands (e.g., rewrite and delete commands) to
change the state of a file are not 15 executable, but processes
corresponding to commands (e.g., read command) not to change the
state of a file are executable. As described above, each application can
determine the process contents (execution enahle/disable state) 20 for a
received command. Hence, each applicatipn can implement not only the
processes of the above-described example but. also various processes to
be described below. For example, a specific application (application 25
of thelHighiestpriority leveR aray alivayszexecute-processesel having a
corresponding to a.] commands independently of the priority level of the
logidht Sh&rte P18 Kiternatiely, exi&ptior @llogitaFdfinet Ridving a
highest priority -l el execuiion of processes corresponding to.ajl
ccnEnands may be Inhibited indenendent.ly of the type of the received
comimateh Sratherwise; fory B«y. ra-specific fileawhichesequentialy staies
log entries, write processing may be permitted independently of the
priofity16vé| bt the I6gicaFchannet APgescribedabovetHeit card 1 can
freelé(elo 93%5{9% the pracess contents ggr}r(le%%ondvgr}q Eoea command for

e n
each aablllca ion” F-he current se?t?hg comes into processing may

be permitted independently of the priority level of the

logical channel.

As described above, the IC card 1 can freely
design the process contents corresponding to a command
for each application if the current setting comes into
competition with another logical channel, and implement
a very flexile system conforming to the operation form
or the like.

FIG. 7 is a flowchart for explaining an example of
processing for a command from the IC card processing
apparatus 2. The operations of the card 0S 41 and
applications are implemented by the CPU 11. 1In the
following processing example, the operation of the card
0S5 41 and those of the applications 22 (227, 22B, ...)
will separately be explained.

When the UART 14 receives a command from the IC
card processing apparatus 2 (step S10), the card 0S 41
executed by the CPU 11 sends the received command to an
application (application 22A in this example) (step
S11).

Upon acguiring the command from the card 0S 41
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competition with another logical channel, and implement a very flex-I-'e
system conforming to the operation form or the like. 15 FIG. 7 is a

flowchart for explaining an example of processing for a command from

the IC card processing apparatus 2. The operations of the card OS 41

and applications are implemented by the CPU 11. -n the fo7._lowing
processing example, the operation of the gard-20 OS 41 and those of the
applications 22 (22A, 22B, ...) will separately be explained. When r'ne
UART 14 receives a command from the IC card processing apparatus 2
(step S10) Sthe)oard ICS 4preéxanited by 1Ré CPUILL seads the fecepvdd 0S

command to an 25 application (applicat'_on 22A in thjs example) (step
S11Y UpdRAteuirify fﬁ%g&o?ﬁ%a d Ot the %Sredpo%iz?f 119 (sep S12),

the applicatign 224 };Omggirgg of the-card2$ 41 gabout;its;lagical :‘Eh@'é_@zeées
..step S13). In response to this query, the card OS 47, causes the logical
chanmne! mandgementfanctdn 42tesefeeta Sthechannekmanagemeat to

table 42a and determine the log-cal channel of the application 22A (step
Sl4§.hﬂftép68%‘?%&??@%%%&.%#8fath% &?.Eﬁﬁﬁﬁ%?AFﬂ?e

Cardl@%i%]a%e%%sagl%%lre§)mr§esﬁ]{lgng %1 1'8%%&9“9%‘?'58%_@? 514) .

application 22A (step S15) 10 The a% ication 22A confirms its log"-.cal

chameler determining the logical channel of the
application 22A, the card 0SS 41 sends data representing
the logical channel to the application 22A (step S515).

The application 22A confirms its logical channel.
The method of making an application that has received a
command confirm a logical channel assigned to it 1is not
limited to the processes in-steps 513 to S16. An
application may confirm its logical channel directly
from the CLASS byte of a received command, or acquire
it based on dedicated API prepared in advance by the
card specifications.

After the data representing its logical channel is
acquired from the card 0S 41, the application Z22A
determines the access target file of the command, and
inquires of the card 0S 41 about the access state of
each logical channel for the access target file (step
S21).

In response to this query, the card 0S 41 causes
the logical channel management function 42 to refer to

the channel management table 42a and determine the

access order (priority level) of each logical channel
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The method of making an application that has received a command
confirm a logical channel assigned to it is not mited to the processes in
steps S13 to 516. An app:i_cat:.on may confirm its logical chancel directly
I5 from the CLASS byte of a received command, or acquire it based cn
dedicated API prepared in advance by the card specifications. After the
data representing its log-cal c ai ne' is agguired from the card OS 41, the
application 22A 20 determines the access target file of the coimnand, and
inquires of the card OS 41 about the access state of each logical channel
for the actéess targetfiie {stepeB82I)i lreresponse 3@ this query; ¢ve card
OS 41 causes 25 the logical channel management function 42 to refer to

the CHiarinel Miarageribnt table W2a et detefmiite the | GECass ordRR~11e 1
(priogity level) of each ogigal chanpiel 20 for the aocessdaiget fls (step .

S22). After determining the access order of each logical channel for the
accessctarget file;dbe carg O 41 sends;dp rtheaapplicatiom22Acdatas order
representing the access order of each logical channel for the file (step

S23pAfter fHe datd’represencingthe aecess 6rdét b eathddgicalchannel

o e oSSR 0T 5 USRS O80 S1) U SRRl 22her o
each logical channel for the access target file is
acquired (step S24), the application 22A determines
whether to execute processing corresponding to the |
command {steps S$25 and $826). More specifically, the
application 2Z2A determines whether there exists another
logical channel which is accessing the access target
file of the command (setting the file as a current
file) (step 3S25).

Upon determining that no other logical channel is
accessing the file (NO in step S25), the application
22A executes the processing corresponding to the
command (step $528), and sends the processing result to
the card 0S 41 (step S529). Note that in the command
processing in step $28, the application 22A implements,
e.g., access to the memory that stores the file in
cooperation with the card 0S8 41.

If it is determined that another logical channel
is accessing the file (YES in step S$S25), the
application 22A determines based on the data acguired

from the card 0S 41 and representing the access order

of each logical channel whether the logical channel of
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10 command (steps S25 and S26). More specifically, the application 22A
determines whether "here exists another logical channel whin is
accessing the access target file of the command (setting the file as a
current f1'_e) (step 525). 15 Upon determining that no other logical
channel is accessing the file (NO in step 525), the application 22A
executes the process'___ng corresponding to the command (step 528),
and sends the processing result to the card OS 41 (step 529) Not that in
the command 20 processing in step 528, the application 22A implements,
e.g.,ldctess o thesmenporydahattstoresthelfite ini tooperation with the For
card OS 41. If it is determined that another logical channel i.s accessing

the fil& (YRS n stély 2255, & 25 dpplicatiors 224 tetétiingd 5adéd on e
datajacquired fromthecard QS 4landJgpresenting the access.orgler of, ¢

each logical channel whether the logical channel of 21 its own has a
priority dorlthefile {step526) 1 Eor exampte] the application:22A 0S 41,
determines whether its logical channel is at the top of the access orders

of the figfical cHERRES Hetliffel froht fie ¢ard OS#ACBthefehynel has a
deteérpi.ngqq hegﬂoerr -%gec%ig%leqhannel has a priority for the file. non

dete m%nlng that the logical channel has a priority (YES in step 526), the

application226n determining that the logical channel has a
priority (YES in step $S26), the application 2ZA
executes processing corresponding to the command (step
S28), and sends the processing result to the card 08 41
{step S$529).

If it is determined that the logical channel has
no priority (NO in step S$S26), the application 22A
determines whether the command is executable (step
S27). The determination in step S27 is done based on
the settings of each application. For example, a form
is possible in which commands associated with write are
unexecutable, and commands assoclated with read are
executable. Another form 1is also possible in which all
commands are unexecutable, or all commands are
executable. Alternatively, whether a command is
executable may be determined based on the type of the
access target file.

Assume that according to the settings of the
application 22A, commands such as a rewrite command to
change the state of a file are unexecutable, but other

commands are executable. In this case, 1f the received
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executes process"_ng corresponding to the command (step 10 S28), and
sends the processing result to the card OS 41 ,step S29) If it is
determined that the -ocica_ channel has no priority (NO in step S26), the
amp'cation 22A determines whether the command is executable (step 15
S27). The determination in step S27 is done based on the settings of
each application. For example, a form iszossible in which commands
associated with write are unexecutable, and commands associated with
read are executable. Another form is also possible in which all 20
comArInNds e Uhexec4abeltor alboomniands areaeracutalbleon 222
Alternativelxéfwhether a command is executable ma%/1 be deterrined based

on thetypebfthE actess 1argelf & Assuife © hat accordify itthe®
settings.ot.the. application-224, Sommands such,as a fewrite command to

change the state of a file are unexecutabie, but other commands are
execautatlenth, thisheasey jifthe aedeived 22 cemmandris @ remartc the

command, the aoplication 22A determines that the processing of the
coxaPant i8S aheeciitable. IFLRBECeived eSmAvdntis%r read con nand,

the application 224 determines Inat e § processing of the command is

executable. Bpon determining that the process}?ng of the received

commangiis exeeutable(YES instep 32N1the(YES in step S27), the
application Z22A executes the processing corresponding
to the command (step $28), and sends the processing
result to the card 0SS 41 (step $29). Upon determining
that the processing of the received command is
unexecutable (NO in step S27), the application 22A
inhibits (interrupts) the processing corresponding to
the command, and sends data representing that the
command corresponding to the command is interrupted to
the card 0S 41 as a processing result (step 529).

The card 0S 41 receives the processing result for
the received command from the application 22A (step
S30), and transmits the processing result received from
the application 22A to the IC card processing apparatus
2 as response data to the received command (step S31).

As described above, the card 0S8 41 of the IC card
1 manages each channel which sets a file in a current
state and the access order of each channel. For a file
an application is going to access in accordance with a

received command, if is confirmed based on data

provided from the card 0S 41 "whether another channel
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application 22A executes the processing corresponding to the command
(step S28), and sends the processing 10 result to the card OS 41 (step

S29). Upon determining that the processing of the received command is
unexecutable (NO in step S27), ..he application 22A nhibts (interrupts)

the processing corresponding to the command, and sends data
representing that the 13 command cerregponding to the command is
interrupted to the card OS 41 as a processing result (step S29). The card
OS 41 receives the processing result for the received command from the
application 229 (step <330 and #rasismitsithe prscessifigresilt rédeiged and
from, ZQ,th a Ii.cari?nhZZA tghthe IC card processing apparatus 2 as or)
respovrvlstja"C ata 16’ the received commarnd ?s?te%@ﬁil cféas%?i%%a above;
the ¢ard, Q8 #1.Qf the Irgard Ja@@@§9e§&%9&bage%lafmigh?e&aﬁiﬂfein

a current state and the access order of each charnel. For a “ile 25 an
applivatioaris geigttoraceess irracdordance with@a eéeeived sommand, it

is confirmed based on data provided from the card 03 41 "whether another

channel. 23 kl?asa&ifé‘é%?%fef ﬂjr’eiﬁﬁaepfﬁ@ %%ffaséu“r?er?tlﬂi-%w %nﬁh_ fyfighd ©°
channel has the aceess priority (access orded ', {therehy-perfrming

access control according to the current settings of a plurality of channels.
5 Thesahovesdescripedrproeessing alows the eard<QSh4% te confimy, iBet

command processing of a given
the access target file as a current file. This makes
it possible to reliably manage processing of files
which are set as current files by a plurality of
logical channels. It is therefore possible to
implement reliable access control via a plurality of
channels in the IC card 1 and attain a design
corresponding to the operation form of each
application.

That is, in the IC card of this embodiment, the
operating system manages, using the channel management
table, data representing each channel which 1is
accessing a file stored in the nonvolatile memory, and
refers to the data managed in the channel management
table, thereby providing data representing a logical
channel which is accessing the access target file of a
received command to the application which is to process
the command. The application determines based on the
data provided from the operating system whether
processing corresponding to the command 1s executable.

This makes 1t possible to design process contents
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appl_cation, whether another channel has already set the access target
file as a current file. This makes it possible to reliably manage processing
of files 10 which are se__ as current files by a plurality of logical channels.
It is therefore possible to implement reliable access control via a plurality
of channels in the IC card 1 and attain a design corresponding to the
operation form of each 15 application. That is;-in the IC card of this
embodiment, the operating system manages, using the channel
management table, data representing each channel which is accessing a
file Sto¥e@ ARG AbAvolatlemeRTBR Nahd 20 réffa torthe 'deta hidtaged in
the channel management {oble, therehy proyiding datarepresepting @ .
Iogi%aclcgﬁanne Which is accessﬁqg the access target file of a received
command 1o the-application nhigh isdo.preeess the eammant: dheed)
application determines based on the 25 data provided from toe operating
systepmahethdroprovessingtcorrespohtingrto tire tohmand is exXetutable.ln
This makes it possible to design process contenté 24, co res{eonding toa
rati i

confifi&fid foredth applichtian - attordahcs with thesp A form or
the like if they cugrent setting.(the file which, is being accessed)scomes into

competition with another logical channel in 5 access control of a plurality

of logieal chanpelsur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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Additional advantages and modifications will readily occur to those skilled
in the ar Therefore, the invention in _.-S broader aspects is noL
_17'l:~.ted to the specific, den ails and. representative embodiments 10
shown and described herein. According"-y, various modifications may be
made without departing from the spirier scope of the general inventive
concept as defined by the appended claims and their equivalents.
JCSLLP - 23 WHAT TS CGEAMEDR ISR IApODrtable electronic device
comprising: a first memory which stores an operating system program; 5
a secand mamuory whichestoles:am applicationipregramp aithird (memory
which stores a file; a channel management unit which causes the
operating’ systermprogranvioimanage agiuralityosfdogicahchannelssto
access the f-.le stored in the third memory; 1C an access order
rmagagement unit which manages, as an access order of logical channels
to a file stored in the third memory, an order that each logical channel
managedby dhe chafremaRagEmentysie has sebiheifite Storad i fheram;
third memory in a current state; 15 an access order updating unit which, if
a first 40@Eélféha[ﬁ%@1>ﬁién‘é§ééfbysthéJé‘ﬁﬁnﬁelfrhéﬁagement unit.

cancels the current state of the file stored in the third
a channel management unit which causes the operating

system program to manage a plurality of logical channels to
access the file stored in the third memory;

an access order management unit which manages, as an
access order of logical channels to a file stored in the
third memory, an order that each logical channel managed by
the channel management unit has set the file stored in the
third memory in a current state;

an access order updating unit which, if a first
logical channel managed by the channel management unit
cancels the current state of the file stored in the third
memory, excludes the first logical channel from an access
order management target for the file and moves up the
access orders of all logical channels next to the first
logical channel;

a providing unit which provides, to the application
program which is going to access the file stored in the
third memory, data representing the access order of each

logical channel for the file; and

MCSLLP
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memory, excludes the first logical channel from an access order
management target for the file and moves up the 20 access orders of all
logical channels next to the first logical channel; a providing unit which
provides, to the appl-cation program which is going to access the file MCSLLP
stored in the third memory, data repregenting the access order of each

25 logical channel for the file; and MCSLLP - 26 an access control unit
which eontsels @csesstorthel filervia awlngical ehannebioswhichdhe to the
operating system program has assigned the application program which
hasereceived theglata representig the access order frgrathe img system
prov -ding unit. 2. The device according to claim 1, wherein the access
controbunitbmits ascess:td thedilepradcordance withctheraceess brders
for the file, of the logical channel assigned to the application program. 10
B Fheweviceaccbrdingte elame2y vilgreimtheaacesss controt uhitom the
accesses the file without limitation if the access order, for the file, of the
toivalchagnel Bssigned to the application program is set at a top. 4. The
device according to claim 1, wherein the 15 access control unit accesses
the filedwithdUtdinsigitibast asecascdssorder, Joethe file, oflthe ¢dgicdlhe

channel assigned to the application program is set at a top, and
access control unit limits access to the file in accordance

with the access order, for the file, of the logical channel
assigned to the application program.

3. The device according to claim 2, wherein the
access control unit accesses the file without limitation if
the access order, for the file, of the logical channel
assigned to the application program 1is set at a top.

4. The device according to claim 1, wherein the
access control unit accesses the file without limitation if
the access order, for the file, of the logical channel
assigned to the application program is set at a top, and
otherwise, uniformly places a limitation on the file.

5. The device according to claim 1, wherein when
executing, for the file, processing to change a state of
the file, the access control unit inhibits access to the
file unless the access order, for the file, of the logical

channel assigned to the application program is set at the

top.



otherwise, uniformly places a limitation on the file. 5. The device according

to claim 1, wherein when 20 executing, for the file, processing to change  yicg11p
a state of the file, the access control unit inhibits access to the file unless

the access order, for the file, of the logical channel assigned to the

application program is set at the top. NMCSLLP 27 u. The device

according to claim 1, wherein when executing, for the access target file,

processing mottodehange the stateiofdhe dile; g accessweontkol wnithen

permits access to the access target file independently of 5 the access
ordenfor the, adcessttargetfileess target file, processing not to

change the state of the file, the access control unit
permits access to the access target file independently of

the access order for the access target file.



