
1  TITLE OF THE INVENTION  PORTABLE ELECTRONIC DEVICE
BACKGROUND OF THE INVENTION The present invention relates to a
portable 5 electronic device such as an IC card which incorporates  a
module having a nonvolatile memory capable of data  write and rewrite
and a control element such as a CPU,  and executes processing
corresponding to an externally  input command. 10 A conventional
example of a portable electronic  device is an IC card which is formed by
embedding an IC  module having functions of, e.g., a memory and a CPU
in  a shell in the form of a plastic card. Such an IC card  writes data in a
rewritable nonvolatile memory or reads 15 data from it in accordance with
a command from an  external device. The IC cards are used in various
fields such as access control, credit card, cellular  phone, and electronic
commerce from the viewpoint of  the importance of security. In many
recent operation 20 forms, one IC card is used for various kinds of
application purposes by running a plurality of  applications. In general,
data exchange between an IC card and a  host device (terminal) is
performed via a "channel for  25 communication" which is called a logical
channel. In a general operation form, since an IC card and a terminal  



conventionally perform one-to-one communication, 2  processing is
completed using only one channel.  However, in many recent cases, one
IC card communicates  with a plurality of terminals. This has occurred
because the basic performance of IC cards has improved,  or IC cards
having a plurality of interfaces (e.g.,  contact type, noncontact type, or
:nigh-speed contact  type) to external devices are growing in number. To
communicate with a plurality of terminals, an IC card  sets up a plurality of
channels and controls to make 10 each channel access its target file (or
application)  However, in the current IC card, access to a file  is managed
not for each of the plurality of channels.  That is, the conventional IC card
can unconditionally  access a file via the plurality of channels. If 15
unconditional access from the plurality of channels to  each file is
possible, various problems arise in the IC  card. For example, a file which
is being accessed via  a first channel may he rewritten via a second
channel.  Such a phenomenon makes it impossible to implement 20
processing expected in the first channel.  BRIEF SUMMARY OF THE
INVENTION t is an object. of an aspect of the present  invention to
provide a portable electronic device  capable of reliably and efficiently
controlling access 25 using a plurality of channels. 



According to an aspect of the present invention,  there is provided a
portable electronic device a first 3  memory which stores an operating
system program;  a second memory which stores an application  program;
a third memory which sores a file; 5 a channel management unit which
causes the  operating system program to manage a plurality of  channels
to access the file stored in the third memory; an access order
management unit which manages, as  an access order, an order that each
channel managed by  10 the charnel management unit has set the file
stored in  the third memory in a current state; an access order updating
unit which, if a first  channel managed by the channel management unit
cancels  the current state of the file stored in the third 15 memory,
excludes the first channel from an access order  management target for
the file and moves up the access  orders of all channels next to the first
channel; a providing unit which provides, to the  application program
which is going to access the file  20 stored in the third memory, data
representing the access order of each channel for the file; and an access
control unit which controls access to  the file via a channel to which the
operating system  program has assigned the application program which
has 



25 received. the data representing the access order from  the providing
un__*_. Additional objects and advantages of the invention will be set
forth in the description which follows, and  in part will be obvious from the
description, or may be  learned by practice of the invention. The objects
and  advantages of the invention may be realized and 5 obtained by
means of the instrumentalities and  combinations particularly pointed out
hereinafter.  BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE
DRAWING The accompanying drawings, which are incorporated  in and
constitute a part of the specification,  illustrate embodiments of the
invention, and together  with the general description given above and the
detailed description of the embodiments given below,  serve to explain the
principles of the invention. FIG. 1 is a block diagram schematically
showing  15 the hardware configuration of an IC card serving as a
portable electronic device according to an embodiment  of the present
invention; FIG. 2 is a view showing an example of the file  structure of
data stored in a nonvolatile memory; 20 FIG. 3 is a schematic view for
explaining the  software configuration of The IC card; FIG. 4 is a view
showing an example of the  arrangement of a channel management table
to manage the  channel access order; 



25 FIG. 5 is a view showing another example of the  arrangement of the
channel management table to manage  the channel access order; - 5
FIG. 6 is a view showing still another example of  the arrangement of the
channel management table to  manage the channel access order; and
FIG. 7 is a flowchart for explaining an example of  5 processing of the IC
card for a command. DETAILED DESCRIPTION OF THE, INVENTION
The best mode for carrying out the present 1 invention. will now be
described with reference to the  accompanying drawing. 10 FIG. 1
schematically shows the hardware  configuration of an IC card 1 serving
as a portable  electronic device according to the embodiment. As shown in
FIG. 1, the IC card 1 includes a  central processing unit (CPU) 11,
read-only memory 15 (ROM) 12, random access memory (RAM) 13,
communication  unit (DART) 14, co processor 15, and nonvolatile memory
(NV [EEPROMJ) 16. The CPU 11, ROM 12, RAM 13, communication unit
14,  co-processor 15, and nonvolatile memory 16 are included  20 in a
module Ca integrally formed as, e.g., an integrated circuit. The module Ca
is embedded in a  card C which forms the IC card 1. That is, the I- card  1
is formed from the case C having the module Ca  



embedded. 25 Upon receiving power supplied from an IC card  processing
apparatus 2 serving as a hoer device, the IC  card I is activated (becomes
operative) and operates in 6  accordance with a command from the IC
card processing  apparatus 2. The CPU 11 is responsible for overall
management  and control. The CPU 11 functions as a processing 5
means or a determination means. The CPU 11 operates  based on, e.g., a
control program to perform. various  kinds of processing. The RCM 12 is a
nonvolatile  memory which stores control programs and control data  in
advance. The RAM 13 is a volatile memory 10 functioning as a working
memory. The communication unit 14 functions as a  communication
means and controls data communication  with the IC card processing
apparatus 2 serving as a  host device. -he communication unit 14 also
functions 15 as a means for receiving power necessary for the  operation
of the IC card 1. The co-processor 15  assists in operations such as
encryption and  decryption. The nonvolatile memory 16 is a rewritable
nonvolatile memory for storing various kinds of data 20 and applications
(application programs). The structure  of data stored in the nonvolatile
memory 16 will be  described later in derail. 



The communication unit 14 has an arrangement  conforming to the
communication method of the IC card  25 1. If _he IC card 1 uses a
contact communication method, the communication unit 1.4 includes a
contact  unit to physically contact the contact unit of the IC 7  card
processing apparatus 2 serving as a host device.  In this case, the IC card
I receives Dower from the IC  card processing apparatus 2 via the
communication unmet  14 that is in physical contact with the IC card 5
processing apparatus 2. More specifically, when the IC  card 1 is a contact
I.C. card, it is activated upon  receiving operation power and operation
clocks from the  IC card processing apparatus 2 via the contact unit of  the
communication un-t 4. 10 If the _C card 1 uses a noncontact (wireless)
communication method, the communication unit 14  includes an antenna
to transmit/receive radio signals,  and a communication control unit to
control  communication. In this case, the I. card 1 causes a 15 power
supply unit (not shown) to generate operation  power and operation clocks
based on a radio signal  received oy the corn-mica ion unit -4. More
specifically, when the IC card 1 is a noncontact. IC  card, it is activated by
receiving a radio signal from 20 the IC card processing apparatus 2 via
the antenna and  the communication control un't of the communication  



unit 14 and causing the power supply unit (not shown)  to generate
operation power and operation clocks based  on the radio signal. 25 The
structure of data stored in the nonvolatile  memory '_6 will he described
next. The nonvolatile memory 16 stores various kinds of - 8  data having a
file structure defined by, e.g., ISO/IEC  7816. For example, the nonvolatile
memory 16 stores  files (elementary foie [EF]) serving as data files
managed in a multilayer structure (tree str_.ucture) and 5 files (dedicated
file [O[']) serving as data folders.  FIG. 2 is a view showing an example of
___e file  structure stored in the nonvolatile memory 16. In the example
shown; In F G. 2, the top is a file  (master file [ME']) 21 serving as a
master file. A DF  10 (application A) 22A and a DF (application B) 223,
which serve as folders, are provided under the ME 21. An EF  (file Al
23A1 and an 'file A2) 23A2, which are used  Lo store data, are provided
under the DF (application  A) 22A. AnEF (file Bl) 2331._ used to store data
is is provided under the OF (application B) 223. In this  file structure,
various kinds of data are stored in the  EFs serving as data files. The
software configuration of the IC card 1 will  be described next. 20 In the IC
card 1, the CPU 11 executes programs  



stored in the ROM 12 or the nonvolatile memory 16,  thereby
implementing various kinds of processing, as  described above. More
specifically, the ROM 12, RAM  13, nonvolatile memory 16, DART 14, and
co-processor 1~ 23 are controlled by software executed by the CPU 11 to
imp-ement various kinds of processing. FIG. 3 is a view schematically
showing the - a - software configuration of the IC card _. The software of
the IC card I includes a hardware  layer 31, operating system (OS) layer
32, and  application layer 33. As shown in FIG. 3, in the IC 5 card 1, the
application. layer 33 is located at the 't.op,  and the OS layer 32 is located
above the hardware layer  31. The hardware layer 31 includes hardware
such as  the CPU 11, ROM 12, RAM 13, DART 14, co-processor 15,  10
and nonvolatile memory 16. Each hardware device of the hardware layer
31_ executes processing In response to a  processing request from the
OS layer 32 and sends the  result of the executed processing to the OS
layer 32. The OS layer 32 has a card operating system (OS)  15 41
serving as a program to execute fundamental control  of the IC card 1.
The OS layer 32 may have modules  such as a configuration module and
an application  interface group. The software serving as the card OS  41 is
a program which controls the basic operation of 



20 the IC card 1. The program controls each hardware  device of the
hardware layer 31 or runs upon receiving  data such as a processing
result from each hardware  device. The software serving as the card OS
41 is  stored in the nonvolatile memory such as the ROM 12 of  25 the _C
card in advance. The card OS 41 has a logical channel management
function 42 in addition to the basic function of controlling each hardware
device of the hardware layer  to implement the basic operation of the 1C
card 1. This function marages logical darnels to access a file  or
application in the nonvolatile memory 16. ,or 5 example, if a plurality of
communication methods are  used for cormnunicatio_n_, a logical charnel
is assigned  to each communication method. The control using such
logical channels allows the IC card 1 to process a  plurality of command
groups via the respective 1C channels. For examp;e, app_ication A can
process  commands via a first channel, and application B can  process
commands via a second channel. The logical channel management
function 42 manages  the logical channels. More specifically, the logical
15 channel management function 42 controls open and close of a logical
channel, assigns a logical channel to an  application program, or manages
the access order of  logical channels to a file or application using a
channel management table 42a. A table updating 



20 fancticn 42b updates data stored in the channel  management table
42a when a current file or application  program set for a logical charnel
has changed. The application layer 33 includes various  applications
;.applications A, B, ...j serving as  25 programs to implement various kinds
of processing. Software serving as an application includes programs  and
data to implement various kinds of processing corresponding to the
operation form. of the IC card 1.  The software serving as the application
is stored in  -he nonvolatile memory '16 of the -C card 1 in advance,  or
downloaded from an external device as needed and 5 stored in the
nonvolatile memory =6 of the IC card 1.  Thac is, each hardware device of
the hardware  layer 31 is controlled by the card OS 41 of the OS  layer 32.
The card 0S 41 of the OS layer 32 controls  the operation of each
hardware device an response to a 10 request from each application of the
application layer  33. The processing result of each hardware device of
The hardware layer 31 is supplied to the application  via the card OS 41 of
the OS layer 32. For example, a  command from an external device is
received by the 15 hardware of the hardware layer 31 and supplied to the
card OS 41 of the OS layer 32. The card CS 41  selective-y supplies the
command received by the  hardware layer 31 to a specific application of
the  application layer 33. 



20 For example, if the hardware layer 31 receives an  application selection
command from an external device,  the card OS 41 sets the application in
the application  layer 33 designated by the application selection command
in a current state. If the hardware layer 31  2 5 receives a command from
the external device in this  state, the card OS 41 supplies it to the
application in  the current sta.:e. The application of the application `._2
laver 33 executes processing corresponding To the  command supplied
from the card OS 41 of the OS layer  32. That is, the card OS 41
designates an application  in a current state (to be also referred to as a
current 5 application hereinafter) and supplies a command to the  current
application. The logical channel management function 42 will be
described next. FIGS. 4 to 6 are views showing examples of the  '0
arrangement of the channel management table 42a. As shown in FIGS. 4
to 6, the channel management  table 42a stores a logical channel access
order for  each of the applications and files. That is, each  access order
stored in the channel management table 42a 15 is data representing the
order (order of access) of  logical channels which have set a file or
application  in the current state. 



Each item of data stored in the channel management  table 42a is
updated by the table updating function 42b  20 as needed. For example, if
a new logical channel is opened, the -able updating function 42b adds the
logical channel to a file or application to be set in  the current state by the
logical channel. In this  case, the access order of the logical channel to the
25 c'arrert file or application is set next to the logical  channel in access
(that is, the access order is se.-, at the end). If an existing logical channel
is closed, 13  the table updating function 42b deletes the logical  channel
from the channel management table 42a. in this  case, the ta'o-e updating
function 42b deletes the  logical channel from the channel management
table 42a, 5 and moves up the access orders of all logical channels  next
to the deleted logical channel. Processing of causing the table updating
function  42b to add a logical channel to the access orders  stored in the
channel management table 42a will be 10 descr'_bed. In the channel
management table 42a shown in  FIG. 4, application A is set as a current
application  for logical channels "ch.l", "ch.3", and "ch.0" in this  order. File
Al is set as a current file for the 15 logical channels "ch.l" and "ch.3" in this
order. That  is, in the channel management table 42a shown in 



FIG. 4, the logical channel "ch.1" sets application A  and file Al in the
current state. In the channel  management table 42a shown _n. FIG. 4, a
logical channel 20 "ch.2" sets application B as a current application.
Assume that in the channel management table 42a  shown in =IG. 4, the
logical channel "ch.2" selects  file- Al of application A (.the logical channel
"ch.21'  sets application A and i'_e Al in the current state). 25 In this case,
the table updating function 42b charges  the state of the channel
management table 42a co that  shown in FIG. 5. 14  More specifically,
when the current file of the  logical channel "ch.2" changes to file Al of
application A, the table updating function 42'n deletes  the logical channel
"ch.2" from the access order for 5 application P in the channel
management -able 42a, and  adds the logical channel "c.h.2" to the end of
the  access order for each of application A and file Al in  the channel
management table 42a. W'_th this  processing, the channel management
table 42a represents 10 that the last logical channel which has set
app'ication  A and file Al in the current state is "ch.2", as shown  in FIG.
According to the channel management table  42a shown in FIG. 5, the
access order of the logical  channel "ch.2" to file Al can be determined to
be next  15 to the logical channels "ch.]" and "ch.3". 



Processing of causing the table updating function  42b to delete a logical
channel from the access orders  stored in the channel management table
42a will be  described next. 20 Assume that the logical channel "ch.1" is
closed  in the channel management table 42a shown in FIG. S.  -n this
case, the table updating function 42b deletes  the closed logical channel
"ch.1" from the channel  management table 42a (excludes the logical
chancel 25 "ch."" from the management target), thereby changing  the
state of the channel management table 42a to that  shown in FIG. 6. - 15
More specifically, when the logical channel "ch.1"  is closed, the table
updating function 42b deletes the  logical channel "ch.l" from the channel
management  table 42a, and moves up the access orders of the 5 logical
channels next to the logical channel "ch.1".  For example, in the channel
management table 42a shown  in FIG. 5, the logical channel "ch.1" set at
the top of  the access order for each of application A and file Al  is deleted.
In the channel management table 42a, the 10 access order for application
A represents the logical  channels "ch.3", "ch.0", and "ch.2", and the
access  order for file Al represents the logical channels  "ch.3" and "oh.2",
as shown in FIG. 6. As described above, the access order for each 



15 application or file in the channel management table 42a  represents the
order of current setting by the logical  channels. If a logical channel is
closed, or the  current se-ring of a logical channel is changed, the  access
order of each logical channel changes. In other 20 words, the IC card 1
can change the access order of  each logical channel in the channel
management table  42a by closing or opening a specific channel or
changing the current setting of each logical channel. More specifically, if a
specific logical channel  25 is closed, the closed logical channel is
excluded .from  the management target of the channel management table
42a, and the access orders of the remaining logical - 15  channels move
uo. This implements management without  inconsistency in application or
file access by the  logical channels even when a logical channel is closed.
In other words, is possible to set the access order 5 of a specific. logical
channel at the end by closing or  opening it. The processing of the IC card
I for a command from  the IC card processing apparatus 2 will be
described  next. 10 The logical channel man .emen" function 42 of the
card ')S 41 notifies each, application of the number of a  channel which is
executing processing, or notifies each  `_le or application of the pricri~y
level (access 



order) of each logical cnannel based or. the above 15 described channel
management table 42a. This enables  each application that has received
a command to  determine the process contents corresponding to the
command based on data representing the priority level  provided from the
card OS 41. 20 Each application receives a command from the IC  card
processing apparatus 2 via the card OS 41. In  this case, the application
determines based on the  priority level of its logical channel whether to
execute processing corresponding to the received 25 command. The
application may determine based on the  priority level of its logical channel
and the type of  the received command whether to execute processing 17
corresponding to the command. That is, whether to  execute the received
command is determined based on  data representing the access order
(pri_ori_ty level) o  the logical channel which is provided from the card CS
5 41 to each application. For example, if the logical channel of an
application which has received a command has the  highest priority level,
the application determines that  processes corresponding to any
commands are executable. 10 1f the logical. channel of an application
which has  received a command does not has the highest prior!--y  level,
the application. determines that processes  



corresponding to commands (e.g., rewrite and delete  commands) to
change the state of a file are not 15 executable, but processes
corresponding to commands  (e.g., read command) not to change the
state of a file  are executable. As described above, each application can
determine  the process contents (execution enahle/disable state)  20 for a
received command. Hence, each application can implement not only the
processes of the above-described  example but. also various processes to
be described  below. For example, a specific application (application  25
of the highest priority level) may always execute  processes
corresponding to a.] commands independently  of the priority level of the
logical channe~. - 18  Alternatively, except for a logical channel having a
highest priority --level, execution of processes  corresponding to all
ccnEnands may be Inhibited  indenendent.ly of the type of the received
command. 5 Otherwise, for, e.g., a specific file which  sequentially stores
log entries, write processing may  be permitted independently of the
priority level of the  logical channel. As described above, the IC card 1 can
freely 10 design the process contents corresponding to a command  for
each application _f-he current setting comes into  



competition with another logical channel, and implement  a very flex-!-'e
system conforming to the operation form  or the like. 15 FIG. 7 is a
flowchart for explaining an example of  processing for a command from
the IC card processing  apparatus 2. The operations of the card OS 41
and  applications are implemented by the CPU 11. -n the  fo7._lowing
processing example, the operation of the card 20 OS 41 and those of the
applications 22 (22A, 22B, ...)  will separately be explained. When r'ne
UART 14 receives a command from the IC  card processing apparatus 2
(step S10), the card CS 41  executed by the CPU 1'- sends the received
command to an 25 application (applicat'_on 22A in this example) (step
S11) Upon accuir-rig the command froru the card OS 41 - 19  (sep S12),
the application 2271, inquires of the card OS  41 about its logical channel
.:step S13). In response to this query, the card OS 47, causes  the logical
channel management function 42 to refer to  5 the channel management
table 42a and determine the log-cal channel of the application 22A (step
S14).  After determining the logical. channel of the app- i.cati.:n 22A, the
card OS 41 sends data representing  the logical. channel to the
application 22A (step S15)  10 The application 22A confirms its log''-.cal
channel. 



The method of making an application that has received a  command
confirm a logical channel assigned to it is not  mited to the processes in
steps S13 to 516. An app:i_cat:.on may confirm its logical chancel directly
I5 from the CLASS byte of a received command, or acquire  it based cn
dedicated API prepared in advance by the  card specifications. After the
data representing its log-cal c ai ne' is  acquired from the card OS 41, the
application 22A 20 determines the access target file of the coimnand, and
inquires of the card OS 41 about the access state of  each logical channel
for the access target fiie (step  321). In response to this query, the card
OS 41 causes  25 the logical channel management function 42 to refer to
the channel management table 42a and determine the  access order
(priority level) of each logical channel 20  for the access target file (step
S22). After  determining the access order of each logical channel  for the
access target file, the card OS 41 sends, to  the application 22A, data
representing the access order  of each logical channel for the file (step
S23) After the data represen-ing the access order of  each logical channel
for the access target file is  acquired (step S21), the application 22A
determines  whether to execute processing corresponding to 'the 



10 command (steps S25 and S26). More specifically, the  application 22A
determines whether `here exists another  logical channel whin is
accessing the access target  file of the command (setting the file as a
current  f1'_e) (step 525). 15 Upon determining that no other logical
channel is  accessing the file (NO in step 525), the application  22A
executes the process'__ng corresponding to the  command (step 528),
and sends the processing result to  the card OS 41 (step 529) Not that in
the command 20 processing in step 528, the application 22A implements,
e.g., access to the memory that stores the file in  cooperation with the
card OS 41. If it is determined that another logical channel  i.s accessing
the file (YES in step 225), the 25 application 22A determines based on the
data acquired  from the card OS 41 and representing the access order  of
each logical channel whether the logical channel of 21  its own has a
priority for the file (step S26). For  example, the application 22A
determines whether its  logical channel is at the top of the access orders
of  the logical channels acquired from the card OS 41, 5 thereby
determining whether --,e_ccical channel has a  priority for the file. non
determining that the logical channel has a  priority (YES in step 526), the
application 22A  



executes process"_ng corresponding to the command (step 10 S28), and
sends the processing result to the card OS 41  ,step S29) If it is
determined that the -ocica_ channel has  no priority (NO in step S26), the
amp'cation 22A  determines whether the command is executable (step 15
S27). The determination in step S27 is done based on  the settings of
each application. For example, a form  is possible in which commands
associated with write are  unexecutable, and commands associated with
read are  executable. Another form is also possible in which all 20
commands are unexec-Labe, or all commands are  executable.
Alternatively, whether a command is  executable may be deterrined based
on the type of the  access target f'_e. Assume `..hat according to the
settings of the  application 22A, commands such as a rewrite command to
change the state of a file are unexecutabie, but other  commands are
executable. In this case, if the received 22  command is a rewrrtc
command, the aoplication 22A  determines that the processing of the
ccxa-and is  anexecuta:ble. Ii --he received command is a read  con nand,
the application 22A determines that the  5 processing of the command is
executable. Upon determining that the processing of the  received
command is executable (YES in step S27), the  



application 22A executes the processing corresponding  to the command
(step S28), and sends the processing 10 result to the card OS 41 (step
S29). Upon determining  that the processing of the received command is
unexecutable (NO in step S27), ..he application 22A  nhibts (interrupts)
the processing corresponding to  the command, and sends data
representing that the 13 command corresponding to the command is
interrupted to  the card OS 41 as a processing result (step S29). The card
OS 41 receives the processing result for  the received command from the
application 22A (step  S30), and transmits the processing result received
from. 20 the appli.carion 22A to the IC card processing apparatus  2 as
response data to the received command (step S31).  As described above,
the card OS 41 of the I" card 1 manages each channel which sets a file in
a current  state and the access order of each charnel. For a `ile  25 an
application is going to access in accordance with a  received command, it
is confirmed based on data provided from the card 03 41 "whether another
channel. 23  has already set the target file as a current Li-e" and  "which
channel has the access priority (access orde-j",  thereby performing
access control according to the  current settings of a plurality of channels.
5 The above-described processing allows the card OS  41 to confirm, in
command processing of a given  



appl_cation, whether another channel has already set  the access target
file as a current file. This makes  it possible to reliably manage processing
of files 10 which are se_ as current files by a plurality of  logical channels.
It is therefore possible to  implement reliable access control via a plurality
of  channels in the IC card 1 and attain a design  corresponding to the
operation form of each 15 application. That is, in the IC card of this
embodiment, the  operating system manages, using the channel
management  table, data representing each channel which is  accessing a
file stored it the nonvolatile memory, and 20 refers to the data managed in
the channel management  table, thereby providing data representing a
logical  channel which is accessing the access target file of a  received
command to the application which is to process  the command. The
application determines based on the 25 data provided from toe operating
system whether  processing corresponding to t.re command is executable.
This makes it possible to design process contents 24  corresponding to a
command for each application in  accordance with the operation form or
the like if the  current setting (the file which is being accessed)  comes into
competition with another logical channel in 5 access control of a plurality
of logical channels.  



Additional advantages and modifications will  readily occur to those skilled
in the ar Therefore,  the invention in _.-S broader aspects is noL
_17'l:~.ted to  the specific, den ails and. representative embodiments 10
shown and described herein. According''-y, various  modifications may be
made without departing from the  spirit or scope of the general inventive
concept as  defined by the appended claims and their equivalents.
,ICSLLP  - 23  WHAT TS CLAIMED IS: 1. A portable electronic device
comprising: a first memory which stores an operating system  program; 5
a second memory which stores an application program;  a third memory
which stores a file; a channel management unit which causes the
operating  system program to manage a plurality of logical channels to
access the f-.le stored in the third memory; 1C an access order
management unit which manages, as an  access order of logical channels
to a file stored in the  third memory, an order that each logical channel
managed by  the channel management unit has set the file stored in the
third memory in a current state; 15 an access order updating unit which, if
a first  logical channel managed by the channel management unit.
cancels the current state of the file stored in the third  



memory, excludes the first logical channel from an access  order
management target for the file and moves up the 20 access orders of all
logical channels next to the first  logical channel; a providing unit which
provides, to the appl-cation  program which is going to access the file
stored in the  third memory, data representing the access order of each
25 logical channel for the file; and MCSLLP  - 26  an access control unit
which controls access to the  file via a logical channel to which the
operating system  program has assigned the application program which
has  received the data representing the access order from the  5
prov`-ding unit. 2. The device according to claim 1, wherein the  access
control unit limits access to the file in accordance  with the access order,
for the file, of the logical channel  assigned to the application program. 10
3. The device according to claim 2, wherein the  access control unit
accesses the file without limitation if  the access order, for the file, of the
logical channel  assigned to the application program is set at a top. 4. The
device according to claim 1, wherein the 15 access control unit accesses
the file without limitation if  the access order, for the file, of the logical
channel  assigned to the application program is set at a top, and  



otherwise, uniformly places a limitation on the file. 5. The device according
to claim 1, wherein when  20 executing, for the file, processing to change
a state of  the file, the access control unit inhibits access to the  file unless
the access order, for the file, of the logical  channel assigned to the
application program is set at the  top. NMCSLLP  27  u. The device
according to claim 1, wherein when  executing, for the access target file,
processing not to  change the state of the file, the access control unit
permits access to the access target file independently of 5 the access
order for the access target file. 


