METHODS AND APPARATUS FOR THE COVMUNI CATI ON OF CELLULAR NETWORK

| NFORVATI ON BETWEEN A W RELESS LOCAL AREA NETWORK AND A MOBI LE STATION 5
BACKGROUND Field of the Invention The present invention relates generally
to nobile stations which comunicate with cellular networks and wreless

| ocal area networks (W.AN), and nore particularly to the 10 communi cation
of cellular network information fromone or nore cellular networks to a
nobi | e station through a WLAAN. Description of the Related Art Wthin the
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15 networks (WLANs) to communicate with cellular telecommunications networks so that
mobile stations may be able to access both cellular networks and WLANs which provide a
higher bandwidth. Traditionally, since WLANs were designed to provide only wireless
local networking, there have been no existing protocols to provide advertisements to
identify what cellular networks are available to a mobile station. Such information would

20 be useful to provide the mobile station with the ability to identify and switch between
different cellular networks and/or cellular network technologies as desired.

There is a further initiative to configure WLANs to be able to communicate with
one to many different 3" Generation Partnership Project (3GPP) networks.  Such
configuration requires that a Universal Subscriber Identity Module (U-SIM) be utilized by

25  the mobile station to identify the end user or subscriber, The U-SIM also contains
information that identifies preferred and forbidden cellular networks for the mobile station,
each stored as a Mobile Country Code (MCC) and Mobile Network Code (MNC) pair.

Over a wireless link, a WLAN typically broadcasts a textual string called a service
set identifier (SSID) to uniquely identify the WLAN to wireless unifts. Today, most

30 WLANSs have been deployed by corporations and wireless Internet Service Providers (ISPs)
who use their specific SSID for branding or for “smart client” applications. Thus, WLAN
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who use their specific SSID for branding or for "smart client”
applications. Thus, WLAN -1 operators are typically reluctant to change
their broadcast SSIDs, and it is difficult to broadcast MCCOMNC pairs to
nobi |l e stations through WLANs wi t hout sone protocol nodifications. O her
cellular network information may be useful to wireless units for nmaking
network sel ection decisions as well. 5 The Internet Engineering Task Force
(I ETF) has defined an Extensible Authentication Protocol (EAP) in RFC 2284
for easy extensibility and mai ntenance of authentication processes. There
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20 conventional communication and interaction between WLAN and mobile stations (e.g. the
use of EAP), they do not teach adequate solutions for communicating cellular network

broadcast information of varying cellular technologies to mobile stations for network

selection and other purposes.

25 SUMMARY
Methods and apparatus for the communication of cellular network information
between a wireless local area network (WLAN) and a mobile station are described herein,
In one illustrative example, the mobile station receives a generic container message from

the WLAN in an Extensible Authentication Protocol (EAP). The generic container
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In one illustrative exanple, the nobile station receives a generic

contai ner nessage from the WLAN in an Extensi bl e Authentication Protocol
(EAP). The generic container -2 nmessage includes cellular network
information associated with one or nore avail able cellular networks
previously received by the W.AN. The generic contai ner nmessage i s not
technol ogy or standard-specific and therefore it may contain cellular
network information froma variety of different cellular networks (e.qg.
3GPP, 3GPP2, |ETF, etc.). The nobile 5 station decodes the generic

cont ai ner mess@giclinlcs d@NLlaf etk ShBalife a6RklatldatkitnesWobK mdBf Qhi1fid on
inits nenngah Preferably, the cellular network information includes
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sel ect one of the many different cellular networks for conmunication. 10
BRI EF DESCRI'PTEI\@Nc @R [T oRAWINGS nErolls fentX3RH, 3HPESHITH, rwent Tlanmabild now
be descri - hy ; xanmpl e wi.th reference to attached figures,

oherar o | PRt Uy SRR SR mrERS et G BY SoRPnarit o uREn
of a nobi liefoghatdronn 1S méthely. copPratriitat @& Welllla 0BTk "REQ MIBE! BSRides
communi cati on net wor ks;. FH&' 2 is a nore detailed diagramof a preferred
nobi | e st é‘i‘é‘%ﬁﬂa%’fn ‘fff“éﬁ igentifiegstheseqllulay nefuerkim(@ig agetiln wiverk podeuandrmeldle t he
nobi | e st abiQr BiLG Al ol £ L8l \ ear~derwor ks
(WLANs) whi chﬂjcormuni cat el vq\ﬁﬂﬁctshméloggga%{;pp%%e%% ‘}Cﬁﬁg? Bgl)glt%\f\/gr sc;ﬁf@gﬁtﬁ G
4 is a fl 6kHamewrke frrgewoninibesom W.AN net hod for the communication of

cel luljgr network information; FIG 5 is a flowhart which describes a
nmobi l e station nmethod for the conmunication of cellular network
information; FIG 6 is oBRIBREMICRIBTIGNTESEAROHOWIELSf or a generic

cont ai ner message 25 ¥r%nsnitted by t he. WLAN and received at the nobile
station: and ibodimenis of present mvention will now be described by way of example with

reference to attached figures, wherein:

FIG. 1 is a block diagram which illustrates pertinent components of a mobile station
15 which communicates with one or more wireless communication networks;
FIG. 2 is a more detailed diagram of a preferred mobile station of FICG. 1;
FIG. 3 is a system diagram which illustrates the mobile station communicating with
one or more wireless local area networks (WLANs) which communicate with the one or

more cellular networks;

20 FIG. 4 is a flowchart which describes a WLAN method for the communication of

cellular network information;

FIG. 5 is a flowchart which describes a mobile station method for the
communication of cellular network information;
FIG. 6 is one example of a message format for a generic container message
25 transmitted by the WLAN and received at the mobile station; and
FIG. 7 is another example of a message format for a generic container message

transmitted by the WLAN and received at the mobile station.



FIG 7 is another exanple of a nessage format for a generic container
nmessage transmtted by the WLAN and received at the nobile station. -3
DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCODI MENTS Met hods and apparatus for
t he communi cation of cellular network information between a wireless |ocal
area network (WLAN) and a nobile station are disclosed. In one
illustrative exanple, the nobile station receives a generic container
nmessage fromthe 5 WLAN in an extensi bl e authentication procedure (EAP).
The generic container message includes cellular network information
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is a block diagram of a comruni cation system 100 whi ch i ncl udes a nobil

15 st at i oRetM@xKswhiceipuslsmrasivehtbesthehPdugh aThé rasherss cegamenilecsdgonis n@ttvxor k
104. Mobi 0 r abl d

keyboar d E%Anc%%!n Qar%%ﬁ%?%:ﬁefﬁozﬁﬁ t)’lelepo%“ 1%?3{ @oﬁﬂuﬁ%%hulgl er a!éé‘%fg% on116,
each of V\hnmhan&ne@uml édfeu@ta:eﬁmlt meﬂv&oeks 106@ m@ﬂm mﬂldredeclﬂt%s itlee gbrac
coupl éjto radio fre uenqyl(l transcei v circuitry. 108, and one or nore
ant en PUHICFEFIH LaldYI Vet 110i% BF of '6‘"“? 8etgiofo gHgnationgingiih regiory.

pr ocessi NPrehtly,( GRWe1MiM: Cﬁt%@t‘ksmf&m@h RSuS¥S LEFSRHLLWRhRhi e R NBELY
conmponent (not shown). Controller 106 will normally control overall

oper at i oncu! %ﬁlﬁthék%f%g POtV oretada ging ingriale oap@@eg@qiq)go thpehanicdis
associ ate < I dinRP
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112 to di spl ayFigh lrieedilsddlizgrinraiat doomuistaive dydterh dOfatlidninclisles a npilt s,
and t I%e lét!ﬁmn ﬁﬁy\?/ﬁi%fl %o%%ndifnicve\ufpels %l?rough a wireless communication network 104. Mobile

station 102 preferably includes a visual display 112, a keyboard 114, and perhaps one or
more auxiliary user interfaces (UI) 116, each of which is coupled to a controller 106.
Controller 106 is also coupled to radio frequency (RF) transceiver circuitry 108 and one or
more antennas 110,

20 Typically, controller 106 is embodied as a central processing unit (CPU) which runs
operating system software in a memory component (not shown). Controller 106 will
normally control overall operation of mobile station 102, whereas signal processing
operations associated with communication functions are typically performed in RF
transceiver circuitry 108,  Controller 106 interfaces with device display 112 to display

25 received information, stored information, user inputs, and the like. Keyboard 114, which
may be a telephone type keypad or full alphanumeric keyboard, is normally provided for
entering data for storage in mobile station 102, information for transmission to network
104, a telephone number to place a telephone call, commands to be executed on mobile

station 102, and possibly other or different user inputs.
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may be a tel ephone type keypad or full al phanuneric keyboard, is normally
provided for entering data for storage in nobile station 102, information
for transmi ssion to network 104, a tel ephone nunber to place a tel ephone
call, commands to be executed on nobile station 102, and possibly other or
different user inputs. -4 Mbile station 102 sends conmunication signals to
and recei ves comruni cation signals fromnetwork 104 over a wireless |ink
via antenna 110. RF transceiver circuitry 108 performs functions simlar
to those of a radio network (RN) 128, including for exanple

nmodul at i on/ denmodstint l;t@trbnam@Z RESRI ddym@Gdh NedRCEOAIHAGr@Bdes communication
encryptlon/decryptlon is 5 also contenplated that RF transceiver
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i ncl udes & ﬂvatltféﬂ‘yamsmm fcaetetr31212)8flmy luee@mﬁgumg toaeccss Winkld ner\mham@haibl e
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122 is coggwgg @8& tor 126 whi ch ul ates power to the device.
Mobi | e st 2Bt 4 T Hpakent g %Seaskﬁke wltmlﬁf“e&a{@w}% cirgyilh 188 a

Subscri begyil g@@@ld&ﬁéﬁ Mbﬂfh' 1&:13(LSLMI@SS%@H%%% hMr( Wb Mhobi Q) st@ionRgp0Yabl e

User ldentity Mddule (R , Whi (S connecte to or inserted in nobile
station 1@Qﬂ@@déhHWﬁ¥@rface 118. Nbblle station 102 may consist of a single

uni t, ISSUCh .as ﬁogﬁé %ta%Bml ﬁl%Mdgg' a battery inlerface 122 for receiving one or more

rechargeable batleries 124. Battery 124 provides electrical power to electrical circuitry in

mobile station 102, and battery interface 122 provides for a mechanical and ¢lectrical

connection for battery 124. Battery interface 122 is coupled to a regulator 126 which

regulates power to the device. Mobile station 102 also operates using a memory module

20 120, such as a Subscriber Identity Module (SIM), a Universal SIM (U-SIM), or a

Removable User Identity Module (R-UIM), which is connected to or inserted in mobile
station 102 at an interface 118.

Mobile station 102 may consist of a single unit, such as a data communication

device, a cellular telephone, a multiple-function communication device with data and voice

25 conununication capabilities, a personal digital assistant (PDA) enabled for wireless

communication, or a compufer incorporating an internal modem. Alternatively, mobile

station 102 may be a multiple-module unit comprising a plurality of separate components,

including but in no way limited to a computer or other device connected to a wireless

modem. In particular, for example, in the mobile station block diagram of FIG. 1, RF
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device, a cellular tel ephone, a nultiple-function communi cation device with
data and voice 25 comunication capabilities, a personal digital assistant
(PDA) enabl ed for wirel ess conmuni cati on, or a conputer incorporating an
internal nodem Alternatively, nobile station 102 nay be a nultipl e-nodul e
unit conprising a plurality of separate conponents, including but in no
way limted to a conputer or other device connected to a wireless nodem
In particular, for exanple, in the nobile station block diagramof FIG 1,
RF -5 transceiver circuitry 108 and antenna 110 may be inplenented as a

radi o modemnsiider thaliry TBY ahe aht@l%?ar fﬁ)dmh ﬁpl%ﬂ@ﬁtec‘? Bs Q;zlacﬁtph%eﬁiqml{hﬁr In
this case, the | aptop conputer woul |nc ud isplay 112, keyboard 114,
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and angenna 110 of a S|§ | e- un|t deV| ce such_ as one of those descri bed
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sui tabl e S e

cormuni calenett el FAM SRR BUER-RGH ALRPEY pibilefthol HarERlC

|Vbb| | e TeReconmuni cati ons System (UMIS), Code Division Miltiple Access
| S- 95, 2000, 000, .802..1 | 15 802. 1lg etc.. or

corrbl l%t. ons th@%fsm“f”ﬁ iﬁ%é%’amoét?ﬁ i oahBuaRSReNEeIgE Gereicatign epu
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Division Miltiple Access (CDVA) technologies. In particular, wrel ess

networ k 10Enisaticanivprobide s¥ibrde GlabelrSystseis fdedlobilg samnawmigstiknscifddhent s
Coup s SIS By ol VRS IR, G SRR,
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Regl S Se r/ﬁﬁthent cc%g Icgr%bmap 10ns thgsreo Ai?thclgaghcua}alpgnggoe1ment c?f I% VI : 1rcll\ga(r)s(sje
network 104 is a Third Generation (3G) supported network based on Code Division
Muitiple Access (CDMA) technologies. In particular, wireless network 104 is a
CDMA2000 network which includes fixed network components coupled as shown in FIG.
1. Wireless network 104 of the CDMA2000-type includes a Radio Network (RN) 128, a
20 Mobile Switching Center (MSC) 130, a Signaling System 7 (S57) network 140, a Home
Location Register/Authentication Center (HLR/AC) 138, a Packet Data Serving Node
(PDSN) 132, an IP network 134, and a Remote Authentication Dial-In User Service
(RADIUS) server 136. SS7 network 140 is communicatively coupled to a network 142
(such as a Public Switched Telephone Network or PSTN), whereas IP network is
25 communicatively coupled to a network [44 (such as the Internet).
In the present network embodiment (CDMA2000), mobile station 102
communicates with RN 128 which performs functions such as call-setup, call processing,
and mobility management. RN 128 includes a plurality of base station transceiver systems

that provide wireless network coverage for a particular coverage area commonly referred to
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(PDSN) 132, an |IP network 134, and a Renote Authentication D al-In User
Service (RADIUS) server 136. SS7 network 140 is communicatively coupled to
a network 142 (such as a Public Switched Tel ephone Network or PSTN),
whereas I P network is 25 conmunicatively coupled to a network 144 (such as
the Internet). In the present network enbodi nent (CDMA2000), nobile station
102 communicates with RN 128 which perforns functions such as call-setup,
call processing, and nobility managenment. RN 128 includes a plurality of
base station transceiver systens that provide wrel ess network coverage
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limts in overghd \Handw;gt Eho@{}pmacon Ihlﬁﬂléa%gn%gﬁ&ﬁ%o%‘%"ﬁé e nﬂ@&a'n S On%toq‘tl on

102. Those skilled in art wll appreciate a wreless
act ual pra@ﬁlé@mﬁmyChmmbhdemhﬂhﬂﬂdﬁsmﬂﬁa@eukaudapdﬁﬂ)QOupﬁnadbﬁ%badwd

overal{ eﬁ&%@@%ﬁ Rbq Betor ki coverage, fif  Rertinent . copponents. may be .

connect ed
limited resource that must be conserved, typically due to limits in overall bandwidth and a

limited battery power of mobile station 102. Those skilled in art will appreciate that a
wireless network in actual practice may include hundreds of cells depending upon desired
overall expanse of network coverage. All pertinent components may be connected by

20 multiple switches and routers (not shown), controlled by multiple network controllers.
For all mobile station’s 102 registered with a network operator, permanent data
(such as mobile station 102 uset’s profile} as well as temporary data (such as mobile
station’s 102 current location) are stored in a HL.LR/AC 138. In case of a voice call to
mobile station 102, HLR/AC 138 is queried to determine the current location of mobile
25 station 102. A Visitor Location Register (VLR) of MSC 130 is responsible for a group of
location areas and stores the data of those mobile stations that are currently in its area of
responsibility. This includes parts of the permanent mobile station data that have been
transmitted from HLR/AC 138 to the VLR for faster access. However, the VLR of MSC

130 may also assign and store local data, such as temporary identifications. Mobile station
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20 nultiple switches and routers (not shown), controlled by nultiple
network controllers. For all nobile station's 102 registered with a network
operator, permanent data (such as nobile station 102 user's profile) as
wel | as tenporary data (such as nobile station's 102 current |ocation) are
stored in a HLR/AC 138. In case of a voice call to nobile station 102,
HLR/ AC 138 is queried to determne the current |ocation of nobile 25
station 102. A Visitor Location Register (VLR) of MSC 130 is responsible
for a group of location areas and stores the data of those nobile stations

that are cuprientshYauthtniitBeBbeay@dm £&SPONIIRAAC Y38 Thir Srddaab dpidkst of
the permanent mobile station data that have been transmtted from HLR AC
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order to prmvicderplokaol (B4R sevasces.)tbrangbi IPenstwatk di34102DISN 432 also

CDVA20Q0- based net work, RN, 128 comunicat i.th PDSN 132. PDSN 132
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Prot ocol (fWAH)tusleperts net@oekipg.t PDSMOM3E Ranetim@rckofl B4 ad RESM 432 padfeensSp
provi des far_ei gn agent (FA) functionality in nobile IP networks as well as
packet t r SASHEY PANABERCRY FEAN PRITIRRE et RitienpgcachmgN RAPIHas et hifyls of

| P addr essggopide PRI QEABmliR; afdliess I-Eﬁ%i%ag%reﬁ‘ﬁtgrﬁfcﬁﬁé&“a[@bﬂ%ﬁf&ﬂ!‘%ﬂ and
optional caching. RADIUS server 136 is responsi fe or ‘performng

f unct i ons 2eeslatied A peftiektt idetatseivites,aud howibzatfeond taarhn Asdcuritei.ng ( AAA)

of pacgket data Vj ,: d be.ref.erred,to_as an server. 10 Those
oki PPElTT n ar £ T RS 0 A TP 1B B8 ehCnliieRt 164 MdeiShass ol o

to ot her oigstsen@nys, pessibl jncludtlgudiheg netwieks, Nk apksitly ndbwaxpl FiGtly shown
in FIG 1. A network wll normally be transmtting at very | east sonme sort
of pagi ng® W&rl%%ﬁle)l?ﬁ’mi\gh? HnHEGHIEE HnvEHgEM PR Pt Aveasing aphevEons no

act ual pagiginadah 2% Naaed vas tORHGN B RehYOLKFINSk&E! SaRfexBRAYPAI TS,
these parts all work together to result in 15 certain behaviours at the

wirel ess PithRughFhg nepverl epngistsabt] manbbotk thidsagrasim F warlp takther o resobiine
stati on 202 Ml 8, S6AHAR:1 208,k Preferably a tvo-way communication
devi ce having at |east voice and advanced data
FIG. 2 is a detailed block diagram of a preferred mobile station 202. Mobile station
202 is preferably a two-way communication device having at least voice and advanced data
communication capabilities, including the capability to communicate with other computer
systerns. Depending on the functionality provided by mobile station 202, it may be referred
20 to as a dala messaging device, a two-way pager, a cellular telephone with data messaging
capabilities, a wireless Internet appliance, or a data communication device (with or without
telephony capabilities). Mobile station 202 may communicate with any one of a plurality
of base station transceiver systems 200 within its geographic coverage area.
Mobile station 202 will normally incorporate a communication subsystem 211,
25 which includes a receiver 212, a transmitter 214, and associated components, such as one or
more (preferably embedded or internal) antenna elements 216 and 218, local oscillators
(LOs) 213, and a processing module such as a digital signal processor (DSP) 220.

Communication subsystem 211 is analogous to RF transceiver circuitry 108 and antenna

110 shown in FIG. 1. In alternate embodiments, communication subsystem 211 may
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comuni cation capabilities, including the capability to conmunicate with

ot her conputer systens. Depending on the functionality provided by nobile

station 202, it nay be referred 20 to as a data nessagi ng device, a two-way
pager, a cellular tel ephone with data nessaging capabilities, a wireless

I nternet appliance, or a data comunication device (with or w thout

t el ephony capabilities). Mbile station 202 nay conmuni cate with any one of
a plurality of base station transceiver systens 200 within its geographic

coverage area. Mobile station 202 will normally incorporate a conmuni cation

subsyst emadkibrise 25 pMMaGly ionChivdas & &eRIHeN 121 drandnldeANIMut Ll Lddtia@nd
associ at ed conponents, such as one or nore épreferably enbedded or
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a particular type of wreless network. Eor exanpl e, one sét could be

conf i gur e@"t!8e FEPBRGipfiaNetwipk |08 nghvarkein sdichmapble stebian i%driednteadadcoess 5
wirel ess petmprks such as CDVA, CDVA2000, etc. As will be apparent to those
skilled in" field of conmunications, the particul ar design of conmmuni cation
subsystem 211 d&pendtatioo R0 heaycemhanit cateienconahwockionrsigmatsverek shei metwibike h
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recei ved by antenna 216, through the network are input to receiver 212,
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In a similar manner, signals to be transmitted are processed, including modulation and
encoding, for example, by DSP 220. These DSP-processed signals are input to transmitter
214 for digital-to-analog (D/A)} conversion, frequency up conversion, filtering,
amplification and transmission over communication network via antenna 218. DSP 220 not

20 only processes communication signals, but also provides for receiver and transmitter
control. For example, the gains applied to communication signals in receiver 212 and
transmitter 214 may be adaptively controlled through automatic gain control algorithms
implemented in DSP 220.

Network access is associated with a subscriber or user of mobile station 202, and

25 therefore mobile station 202 requires a memory module 262, such as a Subscriber Identity
Module or “SIM” card, a Universal SIM (U-SIM), or a Removable User Identity Module
(R-UIM), to be inserted in or connected to an interface 264 of mobile station 202 in order to
operate in the network. Since mobile station 202 is a mobile battery-powered device, it also

includes a battery interface 254 for receiving one or more rechargeable batteries 256. Such
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In a simlar manner, signals to be transmtted are processed, including
nodul ati on and encodi ng, for exanple, by DSP 220. These DSP-processed
signals are input to transmtter 214 for digital-to-analog (DA
conversion, frequency up conversion, filtering, anplification and
transm ssi on over conmuni cation network via antenna 218. DSP 220 not 20
only processes conmuni cation signals, but also provides for receiver and
transmtter control. For exanple, the gains applied to conmuni cation
signals in receiver 212 and transmtter 214 nay be adaptively controlled
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|nteractsq“?‘ﬁ @tWHW%?Oaﬁgﬁgeafg %§$§F@H§m§ﬁﬁﬁnﬁém¥yﬂF@bﬁi§a? gany g

flash mengmyr &%e AR AGEABSITRAREY af BAY) $o8%Ber @U6ubeRIhs dMBWR/ Ut put
(110 subsystens 228, a sg%lal %ert 230, aa keyboard@232 aséspea er1ﬁ34 a

mi cr opho & Foperfprgheyrpmpnisgeoncishaniniicationsn yhsishs pics mrlzggcmamkyapyvidet her
idﬁv' 8 SURSYSLPTE, 9R1ETAL Y ABRI IR a%gf, %mg%absyﬁ%ﬁg, 8Ichta}§eke§/5'pa%g Sh§MR Shown

display 222, for example, may be used for both communication-related functions, such as
entering a fext message for transmission over a communication network, and device-
resident functions such as a calculator or task list. Operating system software used by
microprocessor 238 is preferably stored in a persistent store such as flash memory 224,
20 which may alternatively be a read-only memory (ROM) or similar storage clement (not
shown). Those skilled in the art will appreciate that the operating system, specific device
applications, or parts thereof, may be temporarily loaded into a volatile store such as RAM

226.
Microprocessor 238, in addition to its operating system functions, preferably
25 enables execution of software applications on mobile station 202. A predetermined set of
applications which control basic device operations, including at least data and voice
communication applications, will normally be installed on mobile station 202 during its
manufacture. A preferred application that may be loaded onto mobile station 202 may be a

personal information manager (PIM) application having the ability to organize and manage
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FIG 2 perform conmmunication-related functions, whereas other subsystens
may provide 15 "resident” or on-device functions. Notably, sonme subsystens,
such as keyboard 232 and display 222, for exanple, may be used for both
conmmuni cation-rel ated functions, such as entering a text message for
transm ssi on over a conmuni cati on network, and device- resident functions
such as a calculator or task list. Operating system software used by

m croprocessor 238 is preferably stored in a persistent store such as flash
menory 224, 20 which may alternatively be a read-only nmenory (ROV) or

simlar stReAgenetenBbto (AtuctS ROWH) notTHRS& SKEl8d cdiBndabevéid, v8ick Imails,
appreciate that the operating system specific device applications, or
parts theragp?inimans, radtlespdeas. INathigdednd At oncae vy | éorst iceaiieble s RAM
226. Mcr Q{?Jbg%eaﬁé?cm 288 1iidnsAddb §d 9 fta?l%itatté SAREIALE QQMS)fiﬁfaem:1I1§”h%fj' Silge
preferably enabl es execution of software appl rcations on nobile station
202. A predeteatiinned set of applications which control basic device

operations, ingludj at. | east da and vqi.ce conmuni cation applications,
T 2 armei 1y e e licaio R i R tha T S0 ST e e e Sa e e A
pref err ed vappst Gatwd@R tihat preRyrehenieanes omie daRbitdne; @fe@teiuﬁmsszpznt&?me@,e a
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personal information manager (PIM application havi ngl the ability )

or gani ze AW¥hifE¥Ege and 1epddieraviat Byys witeleat insvark, wg8r theusipbils, stin merr's

lim ted tQq.&nBRiihy dGAl RRALIAYCHSor ¥RbGG AR PpAl sk

itens. Nat ?Jl}ralljl y,] %ne or rmrg rreé}r{oo?ci} ésfsg %Cﬁgtgwlg?%\}gﬁ gﬁr@tgﬁws%%?r}kgew

st ati on 202aamgla 8livbi128 Gostaofrpoich bh atobils satiag80diviRIiMpdatta sidteitsnsarithiotsher
has t he to ,se and

information. 5.The Pl M appljcatiaqn preferably ilit ser

ocer T8 asmse R LAT iSRRG M B D el e el pebetigo e
PI M dat a céapmeat@imeam&bisdnsl applegtiaiSthay SNBHNQIIEE &dto addilbpabeG (R a
the wrel (iss network, with the nobile station user's correspondi ng data

items st oFEﬂfé@nd?%‘?’orgss%‘ci g VR suhvstent ofput evriady spgm2ehersbpy-range

CUch | £ e s B R R ae RO ™ e ioe, " EaBE by

syst em i susehelnmBYIN e226t at | walctsbéyr 'as nofi-fvplagle conpubher sisywstiefnr Additiéro bl

appl i fat i 191?0%01%&339&%SPGSJCRaIﬁj&%iﬁ)@tig aggﬁci:alti%nsittls%lia%rc}n 211902reases the functionality
of mobile station 202 and may provide enhanced on-device functions, communication-
related functions, or both. For example, secure communication applications may enable
electronic commerce functions and other such financial transactions to be performed using
mobile station 202.

20 In & data comumunication mode, a received signal such as a text message, an e-mail
message, or web page download will be processed by communication subsystem 211 and
input to microprocessor 238. Microprocessor 238 will preferably further process the signal
for output to display 222 or alternatively to auxiliary /O device 228. A user of mobile
station 202 may also compose data items, such as e-mail messages, for example, using

25 keyboard 232 in conjunction with display 222 and possibly auxiliary /O device 228.
Keyboard 232 is preferably a complete alphanumeric keyboard and/or telephone-iype
keypad. These composed items may be transmitted over a communication network through

communication subsystem 211.
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t hrough network, an auxiliary I/O subsystem 228, serial port 230,
short-range comrunications subsystem 240, or any other suitable subsystem
242, and installed by a wuser in RAM 226 or preferably a non-volatile store
(not shown) for execution by 15 m croprocessor 238. Such flexibility in
application installation increases the functionality of nobile station 202
and may provi de enhanced on-devi ce functions, comrunication- related
functions, or both. For exanple, secure comrunication applications nmay
enable electronic commerce functions and other such financial transactions

to be perfornedipusidige dBBhhifetbal,i ait 298all2@pdiidh AR mobREMIRIGatZoenigTode,
a received signal such as a text nmessage, an e-nmail nessage, or web page
downl oad wibstariiallp steidess edeplythelomupteted Benatutieyd theraus tagerakerndid atdo

m croproc 3 : [ 8y, |1 : I -her. - ! t he
i gnar 1 g & fancH ST AR QLGS Penckily Y Iner R F ST IR ATED, oo
228. A usédfO efbspubind,esuclsisat vame 202aganecaldsy subsypese ntatabsoitcamplensntkd cas

e-mai | _nessages, for anpl.e, using 25 keyboard 232 in cponjunction,wth

i ol ay o3P B DS PEy URher S HH QBT s B R gorpthed
pref er abl yriga@ioMh@lc® spbabamuraihiykeybear dsoandised d gbeiban endiyypien okeepad.
These conposed itens may be transmtted over a communi cation_network
through cemwebinicaedlléng rarbsdunienn ofrrvoicecellFey otheriveiecatnelaied sttpwpriont ¥e
overal | opgration,ef nobile station 202 is substantially simlar, except
that the received signals would be output to speaker 234 and signals for
transm ssi on wogtid pet géher &I@d2 by noircrlphgien@B6] inAh tpersnaali digital gissielanir

di / h , VOj : cor di b
a1 'so 08 1 ARPARDIRC A BBl Rl QbF kBB bRERI I B SRR g

out put i s cpmpher abd YedebRMRlbeis bptonadr domeionkit. tduiaUght Speakailes?2ddserdo spl ay
222 may al so be used to provide an indication of the identity of a calling
party, duPEsERcesihigugdypn extempl devige Graalvaytoinplication and extends) tierrprtiat son,

as sone exajplie §tati§?.'20?!3y BIQ}Hdin?%@r ifYofhdfonr sSHRAL MBlhbahiR BB fLidin a
personal digital assistant 10 (PDA)-type communi cation device for which
synchr oni 282 io8rer ihavhtheough er wiclgesskarapunication network. The alternate download path

15 may, for exanple, be used to load an encryption key onto mobile station 202 through a
direct and thus reliable and trusted connection to thereby provide secure device
communication.

Short-range communications subsystem 240 of FIG. 2 is an additional optional
component which provides for communication between mobile station 202 and different

20 systems or devices, which need not necessarily be similar devices. For example, subsystem
240 may include an infrared device and associated circuits and components, or a
Bluetooth™ communication module to provide for communication with similarly-enabled
systems and devices. Bluetooth™ is a registered trademark of Bluctooth SIG, Inc.

FIG. 3 is a system diagram 300 which illustrates mobile station 202 communicating

25  with one or more wireless local area networks (WLANs) 302 which communicate with the
one or more cellular networks 200. The WLANs 302 shown in FIG. 3 include a first
WLAN 304, a second WLAN 306, and a third WLAN 308, although many others may be
available for use by mobile station 202 in the same or different geographic region. Mobile

station 202 and the WLANs communicate over radio communication links, such as a radio
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conputer is a desirable, albeit optional, conponent. Serial port 230
enabl es a user to set preferences through an external device or software
application and extends the capabilities of nobile station 202 by
providing for information or software downl oads to nobile station 202

ot her than through a wirel ess conmuni cati on network. The alternate downl oad
path 15 may, for exanple, be used to | oad an encryption key onto nobile
station 202 through a direct and thus reliable and trusted connection to

t her eby provide secure device comrunication. Short-range communi cati ons

subsyst emc34ndicaibBling 315 wasdhmbbianakiaPoDaad WICORPIIENWIMINEBOPRAYi des
for communi catjon between nobile station 202 and different 20 systems or

devi ces, WHitRYnwEE-cRBRecHEcEs Bgr i“l“’;in%eusé%’rﬁi?@ﬂo’éfévT‘ﬂ@% comgEtigngaifppEvide
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conponents,” or a BluetoothTM conmmuni cation no provi
comuni cadén amltl’fﬂ&nm)d acdcy&wemzibtimdlonsﬁstrerwsiltawd ndemtkzesZOOBlthremiDt\MredM is

300" whi ch P HIGAET o e hoBP & Sy SO 365" B ath PLMT 3 55 WP RCoNG B nor e

wirel ess Iop@‘aﬂe 1ar:&)a01t‘diehd/&0ﬁfk5 IEVEANSE TS0Zaiatdsh fa o« at ot iyt hetabne or
nore cellular networks 200.. The W.ANs 302 shown in FIG 3 include a first
WAN 304, CHMEWBKAEOTWRRnaagies apy be phlirgdl WNABD 8 02amgh QiggRosiangd dindls may

be avail ahlid fea ¥ %npl)‘oﬁ%'t ! ﬁd%;@%@&l@qgurﬁdﬂnt Qﬁffe%%p@rl iRt Sels,

geographic region. Mbile st ‘ation comruni cat e 'over radio
communi cagiRats} alm:ksomswmfasesa Argeli ‘mthmmhidoﬁmﬁﬂ\fs: é@IZ orovidendoverkge bety\wsen
nobi | ¢ St?etf%rpé?j '%%? | AN 304. WLANs 302 are typically wire-connected to
t he | n? ernet usi ng i'onal Tel co connections to provide higher

bandwi dt h dat aFEamming catvciens whivh deediidee aSWARN MeB03. foAsheSduomauniY¥tdNSof304,

306, and ‘?(iﬁ‘ %/ recei ve jnformation from eIIngI net wor k 208 t hr qugh
wired 5 cONMEELTIBHENEYCcations nelyiogk miormapigy Gelatery) diey WLAN w‘s BURBIC ShPRbI o
means. WANs B@odB¥ay MREp@Embd ACHRr ANeEmY¥AL PekFEE O HESbn Sb aﬁ@jar_f,is
for exanple, although any suitable comunication technol ogies may b

utilized. BulimnNgg 302 stae\plask 498sihei\Bhaly ieeeiwamcellslal neivbek afamaten empmmdment
and afe typh Gk loy Wi HQQIIL'!IE'L‘ 190%/5&@ (§1Q}9 Qﬁti). rERt 840 n%tw&ﬁtlg%o%’nat;on may be

received by the WLAN dircctly from the different cellular networks or indirectly through a
database of the WLAN or the cellular networks. If the database approach is utilized, the
database may be populated cither dynamically from the cellular broadcast or manually via a
user interface. The cellular network information is indeed network information associated
20 with the cellular network and may include various network attributes. Preferably, the
cellular network information includes network-identifying information and/or attributes
including information that uniquely identifies a cellular network (e.g. a system
identification (SID), and/or a mobile country code (MCC) and mobile network code (MNC)
pair). The cellular network information may include other or additional information, such

25 as available neighboring cellular channels.
As cellular network information may be received from nctworks associated with
different cellular technologies and/or standards, the cellular network information received
may vary in content and format. For example, the cellular format may be based on 3™

Generation Partnership Project (3GPP), 3GPP2, or Internct Engineering Task Force (IETF).
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airports, and conpany offices. Areas within which W.ANs 302 provide
coverage may be 10 referred to as "hot spots”". FIG 4 is a flowhart which
descri bes a WLAN net hod for the conmunication of cellular

t el econmuni cati ons network i nformation between the W.AN and a nobile
station. This nmethod may be perfornmed in the environment described in
relation to FIG 3. Beginning at a start block 402, the W.LAN recei ves
cellular network information associated 15 with one or nore cellul ar

networ ks (step 404). The cellular network information may be received by

the W.AN @iGT’Q’Cf[sHMofthmdbhﬁz GSM/@PRstanaeJJMqlsasﬁada@mo@K@e@r3@@91’3 eRddwh to
through a database of th or the cellular networks. If the database
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the cellular. network i n includes network-identifyi i nformation
and or Sat PABEEELURAS e RiPRE ™ P RohdS: BT BHa e R e okl e o
cellular network (e.g. a system identification (SID), and/or a nobile
country code (MO and-mobile network-code (MNC.__pair). The cellular

net wor k i nf or nat i of F@%N%P@a@ obNie W @RKaqdi t i 6WAL-Uldtdr matijon, such 25
as avail abl e nei ghor PhNPARR JrIDEREHEEIR ) As SETWORK net wor k i nf or mati on
may be received from.networks agsogigab8dl with INFORMAGHDNcel | ul ar

t echnol ogi es and/ on_st adt&Pds, theNatebtkul ai Breddsast knfonfigtiawat i on recei ved
may vary in contentl and format. [For exanpl ¢ Brohieag&hfbuh&tonf D1 mat nmay be
based on 3rd Generation Partnership Project (3GPP), 3G°PZ, or Internet
Engi neering Task Force (TETF). [-13 3GPP 1 5 pKIOWL; Tidodeliongy BSM GPRS and
UMTS st andards, wheéreas 3GEPZ 13 I\ ARG %%ddg%tﬁjmqmzooo, and

1XRTT. Thus, the WAN-Ts TOnfigured-tot UL.,’II}\{‘QC@L s,t\ Hhar amor k
information i n accerdance—wi-t-h—two—of—rorertirerett \,%‘?Hu.a' conmuni cati on
protocol s. The W.AN-steres—t-hi-s+eeHular—nptwork i-ntormati-on! in menory,

preferably in an 5[-erganized -namner.-.accord WaﬂFﬂS%M%ﬁ}ﬂi’BH@ net wor k, and

content (see Tabl el -1 _bhel ow) TECHNOLOGY/  NETWORK_CELLULAR.
Network M | Broadcast Information 1

Broadcast Information 2

Broadcast Information N

3GPP2 Network 3 Broadcast Information 1
Broadcast Information 2

Broadcast Information N
Network 4 Broadcast Information 1
Broadcast Information 2

Broadcast Information N

Network P | Broadcast Information

Broadcast Information 2

Broadcast Information N

Other Network 5 Broadcast Information 1
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STANDARD | DENTI FI ER NETWORK . ... .. (e.g. SID _ I NFORVATION 3GPP Network |
Broadcast Information 1 Broadcast Information 2 Broadcast Information N
Net work 2 Broadcast Information 1 Broadcast Information 2 Broadcast

I nformation N Network M Broadcast Infornation | Broadcast Infornation 2
Broadcast Information N 3GPP2 Network 3 Broadcast Infornmation | Broadcast
Information 2 Broadcast Infornmation N Network 4 Broadcast Infornmation |
Broadcast Infornation 2 Broadcast |Infornmation N Networ kP Broadcast

Information | Broadcast Information 2 Broadcast Information N O her
Network 5 Broadcast! Information || -14 Broadgs@asdcabimhermatdon |2 Broadcast
Information N Netwgrk 6 Broadcast I'nfornmation T Broadcast Tnformation 2

Broadcast | nformatijon N™Networ k™ Q Broadcast g B Rua i aton N

Network 6 Broadcast Information 1
Broadcast Information 2

Broadcast Information N

Network Q | Broadcast Information 1

Broadcast Information 2

Broadcast Information N

Table 1. An example of the organized storage of cellular
network information in the WLAN; also an example of the
order in which the cellular network information is generally

5 transmitted in the generic container message by the WLAN;
and also an example of the organized storage of cellular
network information in the mobile station.

The WLAN then formats the cellular network information in a generic container
10 message (step 406). As its name suggests, the generic container message is not technology
or standard-specific and may contain cellular network information from any one or more of
a variety of different cellular networks (e.g. 3GPP, 3GPP2, or other suitable standard).
Technology-specific information in the generic container message may be identified by an
appropriate identification, such as a technology/organization identification. A particular
15 example of the format for the generic container message will be described later in relation
to FIG. 6. Next, the WLAN performs an extensible authentication procedure (EAP) with a
mobile station which is attempting to acquire it. During the EAP with the mabile station,
the WLAN transmits the generic container message to the mobile station (step 408). The
WLAN formats and fransmits the generic container message preferably in an ordered

20 fashion according to technology, network, and content/information (see Table 1 above).
FIG. 5 is a flowchart which describes a mobile station method for the

communication of cellular telecommunications network information between a WLAN and
-15-



Broadcast Information 2 Broadcast Information N Table 1. An exanple of the
organi zed storage of cellular network information in the WLAN;, al so an
exanple of the order in which the cellular network information is
generally 5 transmitted in the generic contai ner nmessage by the W.AN, and
al so an exanple of the organized storage of cellular network information
in the nobile station. The WLAN then formats the cellular network
information in a generic container 10 nmessage (step 406). As its nane
suggests, the generic container nessage is not technol ogy or

st andar d- sieabbilcstainth. MRYe foPl@kBiGekdadb & ideslMyarkKilduM eratit anif comaRy one
or nore of a variety of different cellular networks (e.g. 3GPP, 3GPP2, or

ot her sui £%818dsEHPS ) vauT‘échWdeo@Vmsp@@gmﬂ@gl%faoﬁiﬁiétm@ﬁ* o2 tthe nedler i c
cont ai ner . JIegsage g;mxcbgoiﬂﬂﬁé?t fnteésgg% Bor@ e %Q%Ei@@r‘!@t/\ '&??g 4 %Qtte 8B, Such

as a technol ogy/organi zation identTtication arti exanp e of the
f or mat foﬁuthMéngié(nepmGCdmml(EAﬁb(sta]né@ﬂageﬂw ﬂllbbrbaestdlerscd¢dodeis teatuge nctwozk

rel ati o S 8 h@(} E % r%ﬁr%s ? gn5| | e aut henti cation
proce ure I(%KB} i at?f"’é i 8% Pér"i’ A SHPEH TFSYoatt &Pt itg BT AUy e ¢ .
Duri ng t heekAR: \teh 506 Mk bfﬂluﬁah aidt@Bsk itfhienabAN tinh@ded M dtsofkh & fGeNeibh C
contai ner nessage to the nphile station (step 408). The W.AN formats and

t r ansni tsasts%atﬁ‘gn@f*thcﬂ‘t?oﬁfﬂéﬁlﬁer“e??é%ga@@ pRSf drEBiS aposh FukediRbuitashi on

accor di ngplteﬁeunﬂwﬂgé O&wulameﬁée@m 0 h &%t ?ggtlﬁédaéégﬁ”ﬁdlﬂﬂuéﬁ%dTmﬁd L or

above). FIG is a flowhart which escr es a nobile station net
t he commfﬁrmatm@ﬁw@mnmbilyutiamfteelae@dimm melcark ng netswor kdantifiostivat (SEM),

bet wegn n. atio neScans to
|dent|fy avallaﬁpﬁka) rycﬁdgﬁabkﬁag é&@ c&?taegﬁﬁp ¢$§§%9§”} L tRE one
of them mBegemninfgnation wiyailko bhocde bdd; idfbendioh] bheeh 4LERIMBE RigPBEhRE C

cont ai ner HE% & fromthe sel ected WLAN during an extensible
aut hent i c&t'? hC%W8@§dure (EAP) (step 504). The nobile station decodes

cel lul ar net wo&ihe ckiiiof AElb@nASSAGHAREH bWRLIh QARG RE JPRE A&l hiRferent
networks fromthe %enerlc cont ai ner
cellular technologies and/or standards, the cellular network information received may vary

15 in content and format. For example, the cellular information content and format may be
based on 3" Generation Partnership Project (3GPP), 3GPP2, or other suitable standard.
3GPP is known to define GSM/GPRS and UMTS standards, whereas 3GGP2 is known to
define IS-95, CDMA2000, and I1XRTT. Thus, the mobile station may be configured to
receive and decode information in accordance with two or more different cellular

20 formats/protocols. Since technology-specific information in the generic container message
is identified by an appropriate identification, such as a technology/organization
identification, the mobile station uses this identification to decode appropriately.

Next, the mobile station stores this cellular network information in memory (step
508). Preferably, the mobile station stores the cellular network information in association

25 with an identifier of the WLAN (its set service identifier or SSID), preferably in an
organized fashion according to technology, network, and content/information (see Table 1
above ). The mobile station will retain storage of this information for all different WLANs
that it encounters. The memory in which this information is stored may be a permanently-

installed memory device (e.g. Flash memory 224 of FIG. 2) or a removable memory device

-16-



nmessage (step 506). The cellular network information is indeed network
information associated with the cellular network and may i ncl ude vari ous
network attributes. Preferably, this cellular network information is
broadcast information and includes information that uniquely identifies a
cellular network (e.g. a systemidentification (SID), 10 and/or a nobile
country code (MCC) and nobile network code (MNC) pair). The cellul ar
network i nformation may al so include other information, such as avail able
nei ghboring cellular channels. As the cellular network information may be

from net wy, %%}@55@026@%@@71@‘ 4 Wiy 804 sulsehibd! I@&nﬁﬁﬁd’bﬂﬁi&%lﬂ% 220 @l
standards, the cellular network information received vary 15 in

content afEMFGHIEY). orgr Remembleelsar Hderdisy Mitcube (%MMﬁhtI mebHe efation iy

format ma ey shi L comAdR2,  or
ot her sui at%ﬁe%g? nag%%f %E%gg&%{?ﬁg&n iﬁ{ag{a%i’ ﬁgei@%} g@ﬁ%@ﬁll\%ﬁ%gﬂ?

st andar dsmis/\hémexamloBmZum {kpodepchding defrhdrgorly SpQ, aveIDMAROOO feaadedcXRET.
Thus nay be configured to receive and decode

inforn%tllﬁ?‘?bflr’i"%}f‘i F‘Hé{ﬂ e with two or nore different cellular 20

format s/ prot ocalfer (3 el eeRiRk Q8BraRes fsi Gorbd P NBkLBI kiatibhethe andilk C
contai ner nessage is identified by an ap 1pro priate identification, such as

a t echnol 9ayorgunitidae therMCLHIRG p@ltﬁaﬁrm@ﬁ e p¢|ilargistwask SRRFMEIP USSR s
identifi CE%T.{NQH( §e@ecg‘3ﬁ?s?ﬁ>f 0% %&hﬁ&lﬂ!ﬂy the E&iile sttzm%n@g%gs%nggﬁ 1{69@% QfES

this cell net wor nin fmenory ste t he
nobi | e st &td. dts ‘Sioorct ortoer meMcurkan apetrivorck mth‘ mmnﬂ?emmﬂqmtwod«shﬂcmaﬂamug 25
with identifi il W AN set servi.c ti flero‘ | D) ,..

ot ef eFhbl SE SHERI Gt ZobreT AL T Cralig EoMLeThndt eyt e b Ab ang
cont ent/ i s BighaH e B ANablieh khe sheval heszh@ uiBPal Ketsdoalt iAWl ldbntfRE @i n
storage of this information for all different WLANs that it encounters

The nmemor Y4B IiRe BAPhi Shysnthsy Bal i with receipt of dip saagip €ontaper mgswae Ihpving
i nstal | edyERnRANG gglyg GRes(a: ofF'c%ﬁbemms\é l%gw {Joﬁof%% %b@eug%wgpl e

menory devi ce menory 262 of FlI ScCri
| dent ity d¢buiar ele(\@trk/pseleatlchnm vids.athe 18bhilg ls}-a@blt\/jprovmdesahﬁeammmeortmemual

this Lt oFRat o Rtk By teofed bRy wieg Gufed SLBRErGhn Bt ©

MCC/MNC pairs and 1ts home network or preferred network list (e.g. on its SIM or U-
SIM]).

FIG. 6 is one example of a message format for a generic container message 602

transmitted by the WLAN and received al the mobile station. In this particular example,

20 generic container message 602 includes a tag field 604, a version field 606, a length field

608, a technical/standards organization field 610, and a technology-specific container field

612. Tag field 604 contains data that identifies the message as a generic container message

(e.g. a number, a binary value, a string, efc.); version field 606 contains data that identifies a

(standards) version of generic container message 602; organization field 608 contains data

25  that identifies what fora defines the content and format of technology-specific container

612; length field 610 contains data that identifics a data length of technology-specific

container 612; and technology-specific container field 612 includes cellular broadcast

information which is specific to a particular cellular technology identified in organization

field 608. As shown in FIG. 6, one or more technology-specific containers may be
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this information over tinme (e.g. depending on nenory space availability and
frequency of 5 use of the information). After the cellular network
information is stored in the nobile station, the nobile station may
utilize the MCC/ MNC pairs fromthe cellular network information to perform
network selection (step 510). In particular, the nobile station selects one
of these networks (e.g. its "hone" or other network in accordance with a
preferred network list or through 10 manual selection via a user interface)
by signaling the WAAN. In particular, the nobile station signals the W.AN

with the sehheatisth pedweddkinugbmigicacdNeliv®rikeReeess? l(dgRrhiihb edn HNAMmhbdrNott he
EAR Thus, the EAP with recei pt of the generlc cont ai ner nessage havi ng
MOC/ MNC p&i dax ngtwerks axaidabliy mghe sonestsei aorad! Be XNy alope vati ofpresspandis

mobi | e st aljanfPbroafiShtisH ﬁfcnf‘ﬁ WOsz:h %ﬁﬁﬁa’ﬁ%ﬂ fi eTcP ntlﬁ&etilg%géélﬁc %EI%I}EOHEAP

provi des the autonatic or nanua ctlon o kK™ durin
t hr ough tﬁ@mVQM®Vbé@®@honVﬂMélméc€$Ued MCC/ MNC palrs and |ts home net wor Kk
or preferred network st (e.g. onits ShM U SIM, .FLG 6 is one
o & of a noedbreph tonbSs Son@let ke Retelh in ndi e d it BpbSnoand
transm tt éenday of ke WiﬂéNnﬂﬁdx freeehivadgadpetiiic dopkiide @lahbPhe ddfintdiby an

anpl e, generic container nessage 602 includes a tag field

ticul
232 & verels Y eftgemlalqnewbiph 1§ {depttigha oAt &N okt F8E ardibpuar the
or gani zat @fyeldefbrst &htaindNHeBad-aRPNAL AP FREFAdICHELMALRRE (B4 Blidspebikr: Tag

field 604 contains data that identifies the nmessage as a generic container
message (eangple acvealshethe Cantbmnmdyfcrmahwuhm t';tlmOhgy sptatfi) romeinsi 012 fsileftd 606

cont ai hs t, n ver.sion o ener,i ¢ _cont ai ner
reasadh s0FDis T SRR R ptBrdh o6B BCHRLRRL o 2 B8 ¢ SRRUR EFPE L ihar
fora defl ne@nizigorc Helt e 1amdlef:tomﬂ”&lpp@fprihf@&hﬂ@:h@@yfﬂﬁ ﬂ@ﬁ)ﬂfﬂgC{h@QﬂbﬂhﬂRi’n in612;
| ength fiel 10 contalns dat% %hat identifhgs a data | ength_of

t echnol og¥* AP SRECIlie FONKETRS O 81 AdVaRBEERE nHFbﬂﬁﬁﬁngF$ﬂEeEbﬂ?%?ﬁémdf|eId

612 i ncl uggsns@gt | Mdanbroagcant se anfﬁtﬁﬁir@? iQRinbiel hens @@ﬁa‘refeh C[hE Oln?cmet
particular cellular technolo identified in organization field As

shown i n FEngnesgingdrek BercerpiEd: é@ﬁﬂﬂh@gﬁp@ﬁé@bdd@ (@@ni@?heﬁ@%yt(lbe -17
Sequem ' aI Ly PRy hdedhok oBERCH: %R AbNSHTRRRAYE B892 (Fepend! 09%p28ak he

nunber
example only and variations are numerous. For example, the generic container message

may include a tag field and a technology-specific container but not the others. This -
alternative example of a generic container message 702 is shown in FIG. 7. In this case, the
specific cellular technology format/protocol found in the technology-specific container may
20 be implied.  Alternatively, the specific cellular technology format/protocol may be
indicated in the tag field. The mobile station reads the information in the technology-
specific container which ends when another tag field is identified. As another example, the
generic container message includes a tag field, a version field, and the technology-specific
container but not the others. In even another example, the generic container message
25 includes a tag field, a version field, a length field, and the technology-specific container.
The above-described embodiments of the present application are intended to be
examples only. Those of skill in the art may effect modifications and variations to the
particular embodiments without departing from the scope of the application. The invention

described herein in the recited claims intend to embrace all suitable changes in technology.
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“vari ations

cellular networks available in the coverage area of the WLAN) along wth a
corresponding Ilength and organization identifier. Each organization field
identifies the specific cellular technology information which follows it.
5 As apparent, generic container nmessage 602 is "generic" in that the
content and format of the information in technol ogy-specific container 612
may be defined by any cellular standard organi zation which is identified
in organization field 608. Although the entire generic container nessage
602 has a predeterm ned nmessage format (as this specific exanple reveals),
the content and format within technol ogy-specific container 612 is left 10
flexible to he defined by different cellular standard organi zations. The
mobi | e st &M ses organi zation field 608 to select the appropriate
techni que for decoding the information in technol ogy-specific container
612. Advant ageously, the present technique is flexible and extensible and
al l ows for thelsepadatcibnd of copennicagey coiulanockydk tweenad efotmdtemnetone

sora. et OyLA Bl SRR v BPRu O P nBIE GO, BRoon Sullya il o

FIG 6 |Ssmp§@@0|f|c exanple only and varlatlons are nunerous. For

exanpl e, the generic contai ner nessage i ncl ude a tﬁg field and a
t echnol ogy- speEFFWH@céﬁF%ﬁH@r0bd¥mﬁo$mﬂﬂﬁcdﬁﬂéhsYW?WW¥S PPehat ingEv@&kanpl e

of a genegighB0MNMALRLhetBSS &Q@daa@t n!‘o?mﬁh&i’"g‘ssb&dtgtﬁ go‘it;h?the H‘e bPESEASanit he
specific cellul'ar technol ogy format/protocol found in

t echnol og¥elspesrtiackc@Alli ner may 20 be |an|ed Alternatlvely t he
|1 hnal f t/ ted i
SpeCI {d c ce uFo‘?llhatE ?g ﬂg 9&%] Or qaozkpr (raﬁ%{ 1§P0¥1]nﬁt1?1hént %gﬁ(‘tﬁgﬁ"l%bc{;nl{agﬁém fic

field. The nobi tion reads ein

cont ai ner medsagh (@)ﬁd svhidte madesotnhemtdnagnd i fslln(iht iif acetebicki with dfSeramotdn@lar
exanpl e, the enerijc co |ner message q %5 es a tag field, a version
field andPtRESASONRRG {& 588 P1 E’Olecfﬁ’ﬁ’c]% hafneivsrks B80beRérs. In even

anot her exanpl @ansihenge 'ﬂ‘? FdnC cCRMiB NREh RS SRRE phRclifne! qg@ Sefeli@Gohlafled, 2
version field, a length field, and the technol ggy speci fic container. The

above- degBesstEd CARbBrersit sndfise bea proddenttio AL At sclcameoinoitdede o be
exanplses IHS“C%VMZZINP@S&HQIBI ﬁgt'\»)otksl[ﬁb&!@ iy %atrg%y effect nodifications and

ul a Ments W t hout departing fromthe scope
of the application. The invention described herein in the recited clains
intend to enbgﬂce qll SU|t8bIF hanges .i n.technol ogy.

. he method of claim ¥, wherein fhe generic container message (602)

includes a technology-specific container (612).

20 3. The method of claim 1, wherein the generic container message (602)

includes a tag field (604) for identifying the generic container message (602).
4, The method of claim 1, wherein the generic container message (602)
includes a data field (610) for identifying a technology standard or standard organization

25 associated with a first cellular network.

5. The method of claim 4, wherein the cellular network broadcast information

includes first cellular network information which identifies the first cellular network.
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-18 CLAIM5S 1, A nethod of communi cating cellular network broadcast
information to one 5 or nore nobile stations by a wireless |ocal area
network (304), the method conprising the steps of: receiving, fromone or
nore avail able cellular networks (200) or a network database, cellular

net wor k broadcast information associated with the one or nore avail able

cel lular networks (200); 10 formatting the cellul ar network broadcast
information in a generic container nessage (602) which varies in content
and format in accordance with different cellular standards associated with

the one or nor e avaiTabhghaed!l ddiar |, vetedsh K didQ)niord AdaitabaNGduta nBikoritsn an
ext ensi bl e_aut hent.i cation procedure, the generic container nessage (602)

for recei peYUraMBEE Hpluslgodfigelulat nglyerks( 202) for sel ecting one of the one
or 15 nore available cellular networks for comunication. 2. The method of
claim1l1, wherein the generic container nessage (602) includes a

t echnol ogy- spedi f i ¢ Tdomehader! (1682}, wigeiB. thd balubetivodorfbreddapsnidformdtmmei n

t he geserh&ﬂﬁ(giainer nmessage (602) includes a tag field (604) for

i dentifying € generic container nmessage (602). 4. The method of claiml,
wher ei n t he geffiesticelldanicaineninBRESRIL (OO A)st ceiNghudesork; gat a fiel d (610)
for identifying a technology standard or standard organization 25
associ at ed wi t ReSQnf peldtlaraehyark aHomeating drom gscoppd coIHESEEIK el ai m 4, wherein
the cellular network broadcast information includes first cellular network
information which identifies the first cellular network. -19 6. The net hod
of claiml, whérei nThhaetnd obelampr ewhsraint abl e cel | ul ar networks (200)

comprijse a plupaldty..0f.c lLar.networks. . .The nethod of claiml1l,
wherein the ceF%u'lgrceﬁlélta %/\@J'rt Hgﬁégr&g% i lildﬁ ofi %ngﬁa“‘? THE ”ﬁ’dlélél :
the second cellular network information has a second information content different

from the first information content.

9. The method of claim 1, wherein the cellular network broadecast information
15  includes:
first cellular network information which identifies a first cellular network; and

second cellular network information which identifies a second cellular network.

10. The method of claim 1, wherein the cellular network broadcast information
20 includes a mobile network code (MNC) and a mobile country code (MCC) which identifies

a first cellular network.

1. A method of receiving and processing cellular network broadcast
information from a wireless local area network (304) by a mobile station {(202), the method
25 comprising the steps of:
receiving, in an extensible authentication procedure, a generic container message
(602) from a wireless local area network (304), the generic container message (602)

including cellular network broadcast information associated with one or more available



first cellular network information froma first cellular network; and
second cellular network informati on froma second cellular network. 8. The
nmet hod of claim?7, wherein: 10 the first cellular network informati on has a
first information content; and the second cellular network infornation has
a second information content different fromthe first infornation content.
9. The nethod of claiml1l, wherein the cellul ar network broadcast
information 15 includes: first cellular network informati on which
identifies a first cellular network; and second cellul ar network

i nformati @l &dtwbale i) ®BicR ag60nd c&fRbdt Wnal foRBiWar decorlince THEL Etidad of
claiml1l, wherein the cellular network broadcast information 20 includes a

mobi | e neCHBHK skdeds M\%@)idtﬁﬁd‘/”él thopng @ IE‘@}Q@WI%b&@@U(ﬁWW\]}Fﬂ @00% dentifies
first 1 ul Kk | ul
a rirst cellul gt., Hﬁi‘r’]‘@r %a%z]w %%e?qgcsgg%ﬁ 15”1‘3[:1?15]? REOGSRRL NG 1%(%5 u sr

net wor k broadcast t1on ron1a W T ss | 'oca ea network
a nobile bnadumhmﬁﬂﬁﬁmonameMMBﬁhmmiha&mﬂnnmntsvmgmnmmnshemawoﬂw(2mee|V|ng

(502) from a wPHrELs (eBUaT st REETar nrosDafion haca@Reet LeaeiE arn
message ( BX12); aniincl udi ng cel lul ar network broadcast i nformati on associ at ed

with one or nore available -20 cellular networks 200) whi ch varies in
content and f ofhHiRg nO¥E cYr dBhc@aniah refire f ayaslable cellylal apetyedhdedigy for

associ at efoifbichith RN Qéce’nalia?élogfd ck BRaGe deanwhqtahom%{é@f{s%he(,%gﬁa decodi ng

t he generic contai ner ssage to | entl e ce net
broadcast i nformati on associ at ed mnth the one or nore avail abl e ceIIuIar

net woy ks (200);, 5 3~or|n th ar etwor,k broadcast .i nformati in
remor i of he Hobi T ERsrfsnot E503) | PanBEel L PRERE RSt B BhE Sohor e
avai | abl einckiibad @thioddpwoaspls fit Z&thfnoomz)comrum cation using the cellular
net wor k broadcast information stored in the nenory.
13. The method of claim 11, wherein the generic container message (602)
includes a tag field (604) which identifies the generic container message (602).
15
14, The method of claim 11, wherein the generic container message (602)
includes a data field (610) for identifying a technology standard or standard organization

associated with a first cellular network.

20 15. The method of ¢laim 11, wherein the cellular network broadcast information
includes:
first cellular network information from a first cellular network; and

second cellular network information from a second cellular network,

25 16. The method of claim 11, wherein the celfular network broadcast information
includes a mobile network code (MNC) and a mobile country code (MCC) which identifies

a first cellular network.
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10 12. The nethod of claim 11, wherein the generic contai ner nmessage (602)
i ncl udes a technol ogy-specific container (612). 13. The nethod of claim 11,
wherein the generic contai ner nessage (602) includes a tag field (604)
which identifies the generic contai ner nessage (602). 15 14. The met hod of
claim11l, wherein the generic contai ner message (602) includes a data
field (610) for identifying a technology standard or standard organi zation
associated with a first cellular network. 20 15. The nethod of claim 11,
wherein the cellular network broadcast information includes: first

cel lul ar network i nfrge pRIHRINLAAILM B, fihktn GElcbmliar neW&xWxgado@ﬁC’nfoﬁﬁﬁ%ﬂd
cellular network information froma second cel |l ul ar networKk.

met hod of indludemigt, collubar gichivereinbamitivram it mnkﬁ@r@)é“dsiatsﬁtﬂuﬂaﬁﬂmtwiﬂ@ﬁ _
nel udes 2 JRBLLRINSINONK iSRRI R AFIPPLLE: FRHILNLIGIR hiAToA! ch

identifie ul'ar ne
wher ei n tﬁﬁd@ﬁb@ﬂ@mmmpetmnrk broadcast information includes flrst cel | ul ar

network information which identifies a first cellular rk and . second
cel Ul ar net worlSiREGHIaRT BHF i cHCT entept §61§*1@ee?}mq@ef‘)u?%?mwafwn

t he net hoquoﬁgmml@e,qle@mem%lr@gmnﬁo&@g@gt| ng one of the first and the second
cel lul ar networks for comrunication through the wireless |ocal area

network (304). 18. The nmethod of claim 15, wherein: the first cellular

net wor k operatf§ '”Tﬁ&ﬁ@ﬁﬂé%??m%ﬁﬁ?\%l &Bst comuni cation 10 standard; and
t he second cel I ul network operat s in dccordance with a second

conmuni cati on ﬁmtﬁmdamduuiﬁﬁmwemioﬁmmmanhemkbﬁﬁhmnmnnmmlﬁaﬁlammsmaadand.
19. Tn? neth d, of .clai m15, wherein:
stan ard and
the second cellular network operates in accordance with a second communication

standard different from the first communication standard.

19. The method of claim 13, wherein:
15 the first cellular network information has a first information content; and
the second cellular network information has a second information content different

from the first information content.

20.  The method of claim 11, wherein one of the cellular networks operates in

20  accordance with a 3" Generation Project Partnership standard.

21. The method of claim 1, wherein the celflular network broadcast information

includes a System Identification (SID) which identifies a first cellular network.

25 22. The method of claim 11, wherein the cellular network broadcast information

includes a System Identification (SID) which identifies a first cellular network.

23. A wireless local area network (304) which is adapted to communicate

cellular network broadcast information to one or more mobile stations by receiving, from

7.



15 the first cellular network information has a first information content;
and the second cel lular network information has a second information
content different fromthe first information content. 20. The nethod of
claim11l, wherein one of the cellular networks operates in 20 accordance
with a 31 Generation Project Partnership standard. 21. The nethod of claim
1, wherein the cellular network broadcast information includes a System
Identification (SID) which identifies a first cellular network. 25 22. The
met hod of claim 11, wherein the cellular network broadcast information

i ncl udes @anSystigone! Adanitié iceRblO eI (20} GR A daRbil uesbaef télRlarcitkotikar
network. 23. A wreless |ocal area network (304) which is adapted to
comuni cabEadgist fufpapation aigiciatest vl chs on¢ AT srraErSkbicocditar getrske (36bi | e
stations i I t ks
(200) o 2 marel i Qo Mork Ry B AR R B Ao R ALY
associ at eavhwiht Wamd:se inrengnt rapd efcamal Inabdceo;delhdcumm dﬂ"tmﬂkeclmwogtandards
fornatgln t he

Lomr el hor disbeied Sl ot Bare b PR Athutds e Rr TR A e TR R GRE b dince

with diffexendible ehdilurhtﬂfatx&i pxr@dadu@l@ the 8aRAE cati@ideMitRat @00 SfceiPOiR] use
avai l abl e _cellul.ar networks (200); and transmtting, in an extensible

aut hent i cBY fdReBlecieinar@d2y IT% S@l@ﬁ&a Wecdribapnepr meisaydlapisesiulpppetvadsi pt
and use By AmRidgost ation (202) for selecting one of the one or nore
avai l abl e cel lular networks for comunication. 10 24. The wi rel ess | ocal
area network of claim23, wherein the generic container nessage (602)

i ncludes a techpol o ific_container 12). .25, ., The rel ess caI area
et ol of ol arm 23 Ruleen FREREEReMaE bRk 287l B e &R il udes
a tag fieh@sapOd)2f mbludebaantebrﬁnamgz dpheifigemahingr @ONY. ai ner nessage 15 (602).
26. The wireless local area network of claim 23, wherein the generic
cont ai ner message (602) includes a data field (610) for identifying a
technol ogy stagglar driy wHbRRIREH 204 géofiabi 09in35 OGhabRIinY deller®t Sdnkater

cel lul ar networKk.
message (602) includes a tag field (604) for identifying the generic container message

15 (602).

26. The wireless local area network of claim 23, wherein the generic container
message (602) includes a data field (610) for identifying a technology standard or standard

organization associated with a first cellular network.

20
27. The wireless local area network of claim 26, wherein the cellular network
broadcast information includes first cellular network information which identifies the first
cellular network,
25 28, The wireless local arca network of claim 23, wherein the one or more

available cellular networks (200) comprise a plurality of cellular networks.

29, The wireless local area network of claim 23, wherein the cellular network

broadcast information includes:

23



20 27. The wireless |ocal area network of claim 26, wherein the cellul ar
network broadcast information includes first cellular network i nformation
which identifies the first «cellular network. 25 28. The w rel ess | ocal
area network of claim 23, wherein the one or nore available cellular
networ ks (200) conprise a plurality of cellular networks. 29. The wrel ess
| ocal area network of claim 23, wherein the cellular network broadcast
information includes: -23 first cellular network information froma first
cellular network; and second cellular network information froma second
cel lul ar net woFikst cclBQar rdtWARRIA BrisdRtl R ( E8R kel BAMRELGkNid 5 a control | er
(106); menory coupled to the controller (106); a radio frequency (RF)
transcei ver (168pi¢aripiasdeterk fogpiopdiones sgeendyetiulameritenna (1 10)
coupled to the RF transceiver (108); the nobile station (102) being
operative to receive, in an extensible authentication 10 procedure, a
generi c cont ai Ber nAssagle s(:602) 1) omnaprisingel ess | ocal area network (304),

the generic container ssage (602) including cellular network broadcast
inforﬁition a%§%§5€¥%gg§ith one or nore available cellular networks (200)

and varying inm@@agammp@a@guﬁqhﬁﬁ@mﬁmuagpordance wth different cellular
standards associated wth the one or nore avail able cellul ar networks

(200); 15 the #EWiq Bewensy Gi) Crozrivee(lRg) sawtade tharontellsrd190; decode t he
generic contaiQp&ﬂmﬂgg§ﬁg$ﬂ&?%g%{%9R¢q§9&%§%rgn%?celIular net wor k br oadcast
Wi e

i nformati on associ at e one or nore available cellul ar networks
(200); the nobihkendtilatsiaion ((102)bdded ogerdtivet theecodpe iati eetchoblstanthentidagon
i nforpati n

Cobos I AR s BESRSAEl BB AT TR i TR 121421
one of thgenene emtdidre message (602) including cellular network broadcast information
associated with one or more available cellular networks (200) and varying in content and
format in accordance with different cellular standards associated with the one or more
available cellular networks (200);
15 the mobile station (102) being further operative to decode the generic container
message {602) to identify the cellular network broadcast information associated with the
one or more available ceflular networks (200);
the mobile station (102) being further operative to store the cellular network
broadcast information in memory of the mobile station (202); and
20 the mobile station (102) being further operative to select one of the one or more

available cellular networks (200) for communication using the cellular network broadeast

information stored in the memory.

31.  The mobile station (102} of claim 30, wherein the generic container message

25 (602) includes a technology-specific container (612).

32, The mobile station (102) of claim 30, wherein the generic container message

(602) includes a tag field (604) which identifies the generic container message (602).

4.



avai l abl e cel lul ar networks (200) for conmuni cation using the cellular
networ k broadcast infornmation stored in the nenory. 31. The nobile station
(102) of claim 30, wherein the generic container nessage 25 (602) includes
a technol ogy-specific container (612). 32. The nobile station (102) of
claim 30, wherein the generic contai ner nessage (602) includes a tag field
(604) which identifies the generic contai ner nessage (602). -24 33. The
nobil e station (102) of claim 30, wherein the generic container nessage
(602) includes a data field (610) for identifying a technology standard or

standard orgapzat iraa m@ﬂ@@ﬂaa@e@hm bhc ainf 30, Sheegh tHel @hedetomdiiker ndesadde The
nobi |l e station (102) of rein the cel|ular network broadcast

i nf or mat i 62 ngFlydes 2 fl"i‘tP s@eléeﬁéﬂg af?I AERBARE ianfeshriewiostandyis ar sfapdyd

cel |l ul ar F'g{a)ﬁ‘@ﬁtlfon %@&:até@&xﬁﬂq fﬁ&'c‘emﬂ%né@%‘i\m k information froma second
cellular ne . The nmobile station (102) of claim 30, wherein the

cel | ul ar netmork broadcast i nformati on |ncludes a nobi | e network code

() g2 B! SRURLEY. 600, (IS LR OSB! bR el

station (ﬁﬂ&hﬁMSnniﬁkarther operative to store the cellular network
broadcast information for a cellular network jn assocjation with its set

service |dentlﬁﬁéFdB?m“¥ﬁﬂTﬁ‘“ﬁ?ﬁ“ﬂmﬁékﬁ%bﬁf%“@?%@ﬁ@ﬂ“%&o@§1of cl ai m 30,

wherei n the celd.yhplel el Woror R A8GCABh fronld Q08 LQRI4 AchHERS a System
Identification (SID) which identifies a first cellular network. 20 -25

10 35.  The mobile station (102) of claim 30, wherein the cellular network broadcast
information includes a mobile network code (MNC) and a mobile country code (MCC)

which identifies a first cellular network.

36. The mobile station {102} of claim 30, wherein the mobile station (102) is
15 further operative to store the cellular network broadeast information for a cellular network

in association with its set service identifier or “SSID".
37. The mobile station (102) of claim 30, wherein the cellular network broadcast

information includes a System Identification (SID) which identifies a first cellular network.

20
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