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METHOD AND SYSTEM FOR AUTHENTI CATI NG AN ACCESSORY FI ELD
OF THE | NVENTI ON [ 0001] The present invention reI at es
generally to electrical devices and nore particul arl

5e PP devi ces such as nedia players t h&FTUS2007 iy
communi cate with accessory devices. BACKGROUND OF THE

I NVENTI ON [ 0002] A nedia player stores nedia assets, such
as audi o tracks or photos that can be played or displayed

0'ME'FHGWANIPS?STEM%RQK@'IHEN@IC@\TM@\N’L&@’@ESS@)RY@
I Podrm nedi a player, which is available from Apple Inc.

of Cupertino, CA. Oten, a nedia player acquires 10 its
medi a assets froma host conmputer that serves to enable a

user to manage nedi #@ASSEESHAARVENTRN@™P! e, the host

conput er can execute a nedi a managenent application to
HA g e Threauiésent ayseiton rel@pegeastalhb eledfica deveath andrara gatierrly to

I@l%%l‘dnfb%%blg% shh o g}éﬁ‘ﬁ%ﬁ eré/ﬁlﬁtséofhﬁwﬁ e with Q%H%Eg dR¥cppl €

yer typi cal y inc one or nore
connectors or ports that can be used 15 to interface to

t he nedi a pl ayer gabRiGr(ANP b8 THE®VERARNERt Or or port can
enabl e the nmedia player to couple to a host conmputer, be

{0003 t &ancizplsye sopeIsl 2855t W asepdip Hagks gephates Setwader y

dRydice d1sﬂ- hfeﬁ @n enddRGAY el TRINY egdnt[ﬁeecff%%edfa)ﬂpﬁ/%r i9The AERES SO4;Y
devi ces that can_interconnect to the nedia player. For

alRygrpihich laawé?ﬁs% o Swpledtc. elirng rhdetdd '@’1851% Plaver acquires

QﬁhJﬁthﬂQ bRt ﬂdSm a msstt c&rﬁblﬂér k}ﬁ’t/\éew&@tolbﬁﬁﬂe 4 &eft% Ah&de¥nd@nkde! As
the ne

anot her exanpl e, aut onobi | e
ERRARE ‘388 O&?HP?E‘&%“&FCC&W& “E‘fﬁ °&1°f3"| @@éﬁa“%‘htﬁ nggage
imasiekdsed Ond @axhbue of ORMBEE ndkagetia agpliadtioan iawHeFo&iibes.opdi a

S n i teract with the nedia player, thereby
Bﬁyﬁ nhﬁiﬂﬂ% HYedi a content on the nedia player to be

ﬁ%/ed vv| the a rrglgl | e. 00044 Nunmerous third
B%? ] %\F@lﬁ"g TOOE B PYUE CYGPECIQlE & RE Fhahen by used
1ﬂ¢ﬁxcﬁ o iﬁernad:iﬁ PRSO! %oﬂmm;be, thes@finediot bt ;Iohearﬁaﬁzbla t]ié|ni’ﬁe)dﬁr N
S a conpati connecto ort is 25.utilize
Arvs S PR R Rk, Be T RE TR r kb Shlsr bty in
a@eses@dwcep IThte afkl toda@Phen e didqehta ypah omcammythmo@ﬁ ocol
refe Acce SO rot.ocol (i his
et b Ridilntet Yin SRS Rinhold i Stude' el AL 5
p:rrmb@mr@lr portio|atiche ﬁuemmmamﬂastew"uonﬂ'ol hmmdta@etyext Vsiaa@thdr\exdmgde)
el% CdESSI bl et CCesSs0 dev er tAt robl em
AP R 38 ko RTEES el o RSB NaCLE Bt SREES g 00
mmnecbcar sushebht by awiraaltlh medm eyd;tem cag Qeoent with fleintedagpigs:s teyby

%?o\@ir(l:getﬁé media content on the media player to be played within the automobile.

[0004] Numerous third parties have developed accessories for use with media players. An
accessory may be used with the media player as long as a compatible connector or port is
utilized. Accessories interact with the media player using an accessory protocol. One
example of an accessory protocol is referred to as iPod Accessory Protocol (IAP), which is
available from Apple Inc. of Cupertino, CA. The accessory protocol includes commands
which have been typically been made freely accessible to accessory developers. A problem
with the commands being freely accessible is that they can be used by unauthorized or

counterfeit accessory devices.
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100051 One solution is to perform authentication
oper atl ons on an accessory device. Accordingly, the

ﬁew ces woul d not have any access berABge B SLA
pI ayer unt| after the authentication process Is

conpl et e. [0006] Thus, there is a need for inproved
[@okni Qheshition Badpdidlm tiltBenkiadtioh epeaanidnsaoﬁ AkcebRribpkiceh

cce r deV|ces can be utilized with her el ctro
AR et B AR o RN POTOYT DR S e
ﬂy&hm&umamdpﬂmaﬁ&nmmphmnterface for authenticating an
accessory are disclosed. In one aspect, the nethod

[ovobju dﬁmsnﬁe&é RrieqoRimpaived R tHniquad &)Qﬂnt@g@xé aﬁt}n@ rdncﬂé)gent to

t he accessor; ss, the ia player durin

i A e O DS Rr BRA Fetiaie SROPRut hont | cat | on'
operatlon fails, the accessory is |ocked out from any

furt he_r access %@ élﬂﬁlﬁﬁﬂ&lﬂf Bk:a}%%ra% &Ht henti cati on

operation can i €. g., aut henti cati on
{090 mAatmieGd, sgdmiced cannector igefle fitr lamhetnhcxmng er aqcéssomtne

rqvide nd/ rvalld adl i.tal
B b AR B R AR R Bl
ehevisyht eweaomn tcn@bftss;dle diede lpbgediutieg tbe authdnh@tlmwbewtlph aﬁ/the

Qxﬂf?en?n?‘a%&? e?‘é%irox faﬁ@XheLﬁtcbéséo%f ﬁ %acgéddéu?h’%)%&éy &nﬁ&%&ﬁg He" @

envi ronment’s connecto
medie pl‘amre The/anthenticatien qp@nhmanti@h@ama,dhli@timgewenﬁpaﬁm

ﬂﬁ&hﬁtlﬂ i fled i Iaﬁﬁclﬁﬁ§gﬁl RANGON 195 Jéd":by%\&% Lrgjpogg]

Figures A and 1B illustrate a doc connec
adeingariemtaldighturopieddethe acepseont i on. 20 [ 0010] F| gur e
2A is a front and top view of a renote connector in
HO8r dagrorlingite He sysésipand seatitodidryoleset homin, ho@edi} peyggarde 2B
L .
ey ey SR il YoriRs G g YA R R i g
£oTaeqitrigferdice Fysigny cavip@miepkie F@Té’@l joRese tot themedigplexer.connect or
of 25 Figure 2A. [0013] Fi gure 3A illustrates connector

pin desigiations for the docki connect or .
BRIEF DESCRIPTION OF HE DRAWINGS

[0009] Figures 1A and 1B illustrate a docking connector in accordance with the present

invention.

[0010] Figure 2A is a front and top view of a remote connector in accordance with the

present invention.

[0011] Figure 2B illustrates a plug that can be utilized in the remote connector of Figure
2A.

[0012] Figure 2C illustrates the plug of Figure 2B inserted into the remote connector of
Figure 2A.

[0013] Figure 3A illustrates connector pin designations for the docking connector.
[0014] Figure 3B illustrates connection pin designations for the remote connector.

[0015] Figure 4A illustrates a typical FireWire connector interface for the docking

connector.
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[0014] Figure 3B illustrates connection pin designations

for the renote connector. [0015) Figure 4Aillustrates a
tYRIFRbs i gW re connector interface for theng,ggjo&gmm
connector. [0016] Figure 4B illustrates a reference

schematic diagram for an accessory power source. 100171
Fa0Q 6y eFidiieBlilistritad AsfefentaicBoneic Siagain dorh iaCcethb B PoaBR Jolice.a
system for detecting and identifying accessories for the

cpmﬁk]‘ NBigG:@ m?emsﬁstes a referchEt@dmakit ﬁildgr@m‘fﬁ ol s§stén fcghaeamg €nd
schemptic of an e ct.ret mcrophone that may be
Sheeatesouttiahs BRBTEaBio o | [0010] B gure SA
illustrates_a nedia player coupled to different

HOLBls SKigyre 4D i ’t‘)@gﬁ‘im?—*’rc tmadic 8 qlqcielpigiophong Hiat midhegonnected
B @Y emotQupieedr.t 0 a conputer. [0021] Figure 5C
illustrates the nedia player coupled to a car or hone

$dogsre OFi?MS B&NMNustrates a &W@Jyeﬁtﬂ?k@ toxifdrbdt Hstkdsat@s the
medi a player coupled to a dongle that communicates

160s01 ekigse k¥ iiMskhesthGEIARSRS SRBIE S a LoBPER]. Fi gure SE
illustrates the nedia player coupled to a speaker system

[R924] riigYE %hétr&tésl ul@e_ &é&y\mgtéasauf,fea@ota dal J);%{ﬁ@ AR s?sfem.

process for controlling access to a nedia player.” [0025]

Tdog3y Crigurk SDRUSQW kDA da @5,_%& i%\@,g#i{{ {‘%BE’%E%E: "?gr -%%%f%g r

aut hentrcating an accesso

Witelessip\/ERITatigx accessories.

[0023] Figure 5E illustrates the media player coupled to a speaker system.

o

[0024] Figure 6 is a flow chart that illustrates a process for controlling access to a media

player.

[0025] Figure 7 is a flow chart that illustrates a process for authenticating an accessory.

DETAILED DESCRIPTION OF THE INVENTION
[0026] The present invention relates generally to electrical devices and more particularly to
electrical devices such as media players that communicate with accessory devices. The
following description is presented to enable one of ordinary skill in the art to make and use
the invention and is provided in the context of a patent application and its requirements.
Various modifications to the preferred embodiment and the generic principles and features
described herein will be readily apparent to those skilled in the art. Thus, the present
invention is not intended to be limited to the embodiment shown but is to be accorded the

widest scope consistent with the principles and features described herein.

[0027] A method in accordance with the present invention for authenticating an accessory
includes performing a first authentication operation on the accessory by the media player,
wherein an authentication certificate is validated. In one embodiment, the authentication
operations are handled in the background such that the media player is operative to process
commands after authentication has begun but before the authentication has completed. This

allows the media player and the accessory to interact immediately rather than waiting until

3
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[ 00261 The present” invention relates generally to

el ectrical devices and nore particularly to electrical
deiFRsueh as nedia players t hat communi caberhdobyior2127
accessory devices. The foll ow ng description I's presented
to enable one of ordinary skill in the art to nake and
dRe thdathiemicetiin poste@mds dosnppeed\shebedfillp. Themantextindidea

nt [ t
BBt Prednrsh A RedOhstet SR RS Sa e e S Vg R
pi aunhzanﬁd:aem dpdtfreatvlidasd.dasae eloediter, ethdmanial ;ilaybﬁvehﬁasihé y

ent sent
ARG Efon Bk itE B ekl s it G TheRebSRRan,
sdvessoryimuy unhzetaqﬂlhehtaomnﬂmddstlh e vmed}edften‘ﬁmentc mrfsmmhte nt
vvittrh Ihecg nt%pn S fe\ eat ures .descr .herein 0127J
Romsl g oo abe BieA RALS PPR R e“"“r‘“é%’*ee“rﬁ{s iR Tty fyerfac
auteheay irgatenngclam chmb&hodgtaxzﬁemmhalqmdes performng a
first authentication operation on the accessory by the
ed8)a plilayelt the mhhaernai:anommf aautdeesoty is ddstitind bathbdowaheof s

I n_on t he .aut.,hent.i cati :

S%énrar slﬁcglgusl thgraxétr co%ndfes {tge?rﬁbed res egscr:rbbﬁg ge]gw &Ry gﬁg{phfc}]’ug the
Awbking cqibayBhe mediopleyeatmdsect apppa:aomewe;ulct bewilrial the afitieand scope

has begun but before the authentication
ﬁHBQ%@&en{’ﬁ#eng& This allows the nedia player and the

Ceess( dodnteract. | nredi ately rather than waiting
cmi‘i‘rf—o(%%%eﬁéﬁé‘@%&/uszoow 072127 after the
Hoeenta deadribe theffeacesy ﬂieasmctnpherfw spae @sisdordahye wilthige
[ nd At henti cati 0
Bt Al B i A RO O T BB RE RO LN R
the acnotmpenyingelzaviess. si gnature is validated. In one
enbodi nent, the nedia player verifies the authentication

Q&QMEM@ ng a public key provided in the certificate.

@?@”ﬁ%ﬂ dspl'Aaé{ﬁﬁ B"’iﬂ?srr?t@% Sgcﬁ(ﬁl%rcxm{éﬁ%r Hioli heebraghcBnt Lt ?Hetpr ent

n a vari nvi ronnent’'s
goetion| Refﬂgmfaﬁtsei@@gucﬁ 1ch ¢herkeping feplurey €02 arOnfn wstamh length 104.
. . I
b pitedep oy £ DA ok B L RER SN Ty e
{egmsq thebattiyeed netchaneeion 408 andtless s4t ohkeys lsaﬁpaatﬁd@ygmtber legigth at

dfﬁ%@oﬂh@&@f e L Qe 1NE: gfraﬂ%'éﬂlerﬂ?fe)éerﬁ%olnlzoxﬁ\glaﬁtqggé&grs
c gni zes that the pr ocedur es de

ﬁﬁ"ﬂ Ibrigg pltuagefl eantGausingenptentteh dinenge sfthe W%m@omeaspe for peweer

SHEBs APRMIE MR MR U DoRE:. Wikt bérme&&qn&meg 1 frs@Rk e AGPREOT

the present invention. Connector Interface System
eontaciAp @ygplement this scheme. Figure 1B illustrates the first make/last break contact 202

and also illustrates a ground pin and a power pin related to providing an appropriate first
make/last break contact. In this example, the ground pin 204 is longer than the power pin
206. Therefore, the ground pin 204 would contact its mating pin in the docking accessory
before the power pin 206, minimizing internal electrical damage of the electronics of the

device.

[0031] In addition, a connector interface system in accordance with the present invention
uses universal serial bus (USB), universal asynchronous receiver-transmitter (UART), and

Firewire interfaces as part of the same docking connector alignment, thereby making the
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[0029] To describe the features of the connector
interface systemin accordance with the present invention

I NWPhdsi@i | refer nowto the fol 1 owi ng dff,é@goﬁwjoqﬂﬁ n

conj unction with 15 the acconmpanyi ng draw ngs
Connector [0030] Figures A and 1B illustrate a docking

genBense boxﬂ&ablle Rvi B GTREABIEE ofintdifatddeas mes&al&cummmetaﬂ n.

ef er irst to Figure |A. the. keyin atures 102 are
Brreisie Pt i fic KO el B HETISE Gbie Mo Riye
rrangenment is used vvhere one set of keys is separat ed by
%ﬁ@g—‘?&—"%ﬁ-‘@ih at the bottom of the connector and anot her
$@320f ThebEndcBorSiaRAER QAN sAROLIRE h rdn@RoinRtor WhRh bRPidef

t he connect or e use of this key arrangenent prevents
RS G0 PE R GEt 4 o PO BT FPUUIOU R Prair ea 6¥pig
mtvmeb | Bilguid aRBYLfréM afidw@p dlewoe ErembheoGRBIBETI0Qh adcBfdaile Weth

zes a Fir ereS ecification or. (0] r. he
s Rrsen aprtinn, Gaissces e restois apsrion ot inlake - g hesiebone.
retpt&dEIR, dshiel as € heoml red%pgdé 20411Br telbissieviadse SighReBfiilksghtes a

PSR PR SRR aoper e e BRotitagiap o o

appidedvria dteeerhite sdnnemdfe Fi gaﬁtz Cb]h&&ktes(:tﬁﬂplagl B 00 ihgertedtin® the remote

h
SR g e o e Rt Tl S PSP
mamm«g;' ﬁherefore, ] ktazddtddieadpgomcca‘tﬂs sorby phgdarie bhfmoﬁpm reffriofe
I d f he
g (@oﬁg %15" #&P%Qagger nagd vﬁeog(%ﬁlab%p?id ﬁe%ﬂﬁ%ﬁ Iui%‘;clq 6}';]3’ rémote

e ec roni'cs &Vl ce a
compa@t or i nterface systemin accordance with the present
i nvention uses universal serial bus (USB), universal
H¥93c hFodrede trededtwer of theansmbtbt iﬂﬁrf@dﬁ/&ﬁt‘@m inandte Bitsib wetse find

a{lB\r@ n%@%?&ﬁ (Q@E)Bn c?ff t&et cﬁ)%klﬁac nv{%(f krlerplgte %c?n'}lgc grta.% a command

MC%Q@@@W@T&US@@@VWM? desi gn nore conpatible with
dlfferent types of interfaces, as will be discussed in
Rempig 4R pecgioat@dos Nng nore renote accessories

F@Sﬂé{“‘#ﬁ% R PaBlRBh: LiIRYE SRy
mein?gt tbe owtaotrctonfor ¢ negin playat emshais ar iPodf¥ daisicd byt Appleine., refer
p Ay Iuﬁé%.g g.’»ﬁﬂ. 488 l‘:‘b %l‘éqfe%A 1ﬁ{1591¥£69&1§ c&{n&tér%rlﬂ @émggartfa%soﬁp !hb and

docking connector, F1gure SB illustrates the connection pin designations for the remote

connector.

Docking Connector Specifications

[0035] TFigure 4A illustrates a typical Firewire connector interface for the docking
connector. The following are some exemplary specifications: Firewire power (8V — 30V DC
IN, 10W Max). In one embodiment, Firewire may be designed to the IEEE 1394 A Spec
(400 Mb/s).

USB Interface

[0036] The media player provides two configurations, or modes, of USB device operation:
mass storage and media player USB Interface (MPUI). The MPUI allows the media player to
be controlled using a media player accessory protocol (MPAP) which will be described in

5
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for video. Figure 2Ais’a front and top view of a renote
connector 200 in accordance with the present invention.

éﬁh ¢the renote connector 200 incl udeg ‘?mgﬁﬁ’mm
headphone recept acle 202, as well as a second recept ac

204 for renote devices. Figure 213 illustrates a plug 300
daaibRtetihdréih 287hg ia M SBHuniRITRE@ace DBVISLEHID) intthfacek W ¢adpbht

all.ows the functions to be 10 provided via the renote
®or. Figure 2Cillustrates the plug 300 inserted
into thg Egg@te connector 200. Heretofore, all of these
3 ®hot been inplenented in a renobte connector.
gdme'nefngm 4allatsfmebandada@aﬁpb@m séuada| e“h@fmedzbglawr 4@egasyi N,
ut al so speci a note co n
Bt B Sl U7 s BBBeRobh N do 0T LB i F o ever e

ﬂ@iltﬁigeomﬁﬂﬁleahﬁ o¢motd &fnBEBB]if fiesedles Amidatminh eurfefit tHaRE berfveen
% ﬁ q%ngaltror i nterface systemin nore detail, please
e g PYUREPEFal  description of the docki ng

ec repot e copnect or, and a command
R0, G atedls TR era DB G S s TRPBITE OB 1 n Pt e
E&ﬂmwssoSpmmzmciatreqeﬁai to maﬂﬂlg]h:pcfwea(foeexaﬁplle&pa& 100heA)
gonnector pin n tdl ans t docki n Ennector
GrgRT P 1?"h‘é*a$° 8 CEOHH 8‘%?8’&?F “fe ?‘e%mﬂi%&?%“fﬁia %fﬁé A ch
asdaadrmined emburd efposer figh Apphecdrreat., refer now to Figures
3A and 3B. Figure 3Aillustrates the connect or pin
fhesd]gnatceaay photr it freutiad kicdigh aemigtt OGND gmsgur e 3B
illustrates the connection pin designations for the
[oamyt eFlglﬁEI me ﬂll@ﬂi'atesaﬂeﬁéieﬂ@ sClpRAGE diggrarPhe Gishdt@ator afecting and

EOHIGEE b ot Aeselor oS oo Ry b ARG rorigr o gownd

fhal dllows thg davie: ts Aeramaneariat B pephpid ieditheoddskind-toneadi EThere
ower V - 30V DC | 10W Max).. ) odi.ne
R Blorba Pplap B guery st o b e S8 RSB A5
MoftEy & AlSBssbmytDetdcaee us@l. [ 0036] The nedi a pl ayer provi des
two configurations, or nodes, of USB device operation:
[oasy stigurage iaaeferanc shepany of anldGtiet hnitreptone Braf hMUB conbged
P/Pt’ajerm ec‘%\évsecthe nmedi a pl ayer to be controlled using a
S8 dccessory protocol (IVTAP) which will be

s f%ggl i SRR er face as & Lransport

ani
H)%g a) ml"wo pins used to communicate to and from device (Rx & Tx)

[6044] Db) Input & Output (0V=Low, 3.3V=High)

[0045] As mentioned previously, media players connect to a variety of accessories. Figures
5A-5E illustrate a media player 500 coupled to different accessories. Figure 5A illustrates a
media player 500 coupled to a docking station 502. Figure 5B illustrates the media player
500' coupled to a computer 504. Figure 5C illustrates the media player 500" coupled to a car
or home stereo system 506. Figure 5D illustrates the media player 500™coupled to a dongle
508 that communicates wirelessly with other devices. Figure 5E illustrates the media player

500"" coupled to a speaker system 510. As is seen, what is meant by accessories includes but
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Accessory 3,3 V Power [0037] Figure 4B illustrates the
accessory power source. The nedia player accessory Spower
p| ies voltages, for exanple, 3.0 V to e Y
Qvogid toc? 3.465 V) over the docking connect org ’g%/g 7 n%7te
connector (if present). A maxinumcurrent is shared

Ejhﬂltcov\ﬁjlﬁitﬁedttb Qodiﬁigktaﬂ@lslacﬂlﬂrg&@ reat @er@d@ﬁﬁféﬁﬁ)mn%s hb@0 8oy t
er au a Su 1eS a ular curren
SUBIPIAS SETHFECES: Ig?‘g‘"t?&‘?sg‘g’&%/t”g\ﬁl? %‘f)r‘ﬁﬁ‘z‘f’é@&ed’fl&?eaé E{‘ P‘Sﬁ" aiCEFSS"“es-
re U|red to, turn on hi power (for exanple, up t )
.59&? h oA smFrtiege e iIRMslyd \?.Cﬁ@eﬁgrd@@rfaoaﬁw"uwidé@émh%eé witha

cora@iddse: fol AEEntBasHe £AB&HIE,. [185% dibdfin@ntDihe dRERENIHS e 2
nount of @l?omer such as 5mA curren 0039] Accessory

e muer QHSHEIEHPHE SR G108 ST P MR ipPTieate Y@o@e}nedla
blagedr & skduld te dﬂlﬂérEtadcﬁﬁr (ﬁe bﬁfr@ihﬂp clall scihemehbicalHiggiam for a

system f etectin e fyi accessories for the
RS R 0 GO G Syt G PG S QEPDb F ey
gf @bt dorhbithrg br Shtavsouldie wiexddaad they gelle bévitian waapirihas scope
ﬁ$ P ed .into the docking connector. There is an
PheePiar 8 i on Accessory Identify within the nedia

BB At P etiere o e P BB G RO T A

edceebry@totdtol rmpéx@mplebhaich mydlb Plaged raétessb@q)rdt@cot Iaehdﬁedimt e

t Ser Pr ot [ 043
5PRD P Je8h s AP e PO ORI RS (R &
&'on)po[nélﬁ) 4xebuting ohripuhed& ];ﬂlyblphﬁt c@ﬂwiubxow;s vﬁth31\{@lskogbs) ov{eﬂa()ﬁ’één

PRl ThYBy i BRBP T e i BePe R SR PR hrs®aPiom

mbpaymon ﬁﬁiﬁewkl flatgtedents dlemfst-‘scteeﬁs tathecess dﬂed&splaﬁr gmnrﬂatﬂé\are
I led t

{s&clila%drv?i&gtg S‘rﬁgeésm%cgy 1cQ ug{apg 8 c{gﬁg)etﬁve tgna mlegi qgr%.ad

touplesdryt 6oaexamplpmema5®4nayﬁlegsﬂoeat5®mth tealdstbpeaettlels anti evrite

g%egdt&']_ﬁl) ‘rf‘r){r?s[i‘eg %Qt?it?r g}lflcﬁjmggon 1? v@eeﬁ it n%ﬁm:a&g& aﬁ@% 80 YS! t e m

Figure rates th coup
Becoxdinin i ene30®oditpgnt, looealy mrmaam;lselmdr feltkessddis plivieh tl@tmen

H&%’)ﬁl‘o@ﬁ om.El'aﬁyfo?thg Ecc'eés!nlﬂrs b &E%ﬁSB&ﬁeMﬁﬁxaﬁ&sﬁ be%pol(?léed and

coupl e a speaker system 5 IS seen
ﬁﬁé%ﬂiﬂfedb@/lﬂwefé&@sﬁﬁﬁsw funetionalés. but

Command Functionalit

[0048] Although a plurality of commands is described hereinbelow, one of ordinary skill in
the art recognizes that many other commands could be utilized and their use would be within
the spirit and scope of the present invention. Accordingly, the list of commands below is
representative, but not exhaustive, of the types of commands that could be utilized to
anthenticate an accessory. Furthermore, it is also readily understood by one of ordinary skill
in the art that a subset of these commands could be utilized by a media player or an accessory
and that use would be within the spirit and scope of the present invention. A description of

the functionality of some of these commands is described below.
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WO 2008/ 002916PCT/ US2007/ 072127 is not limted to docking
stations, chargers, car stereos, mcrophones, home

st §fERRoRUPUt Er' S, speakers, and accessor i e$ Wt Hb /072127
commn?scate wirelessly with other accessori es. 5%0451 As
nmenti oned previously, this connector interface system
@mﬂieﬁtidaﬁaomﬁflahma&ow th a command set for authenticating

th

(DB CERR s PR SPRBMCT R bier by cA5E0R ey TR abeny
mwagmyheomﬁmmayeaweemme lidehtifcati@inessque dydéuates that thhraatssorpe

d t r di t.h that .
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exanpl'e, nmedi a pl ayer 15 application franework that
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re ass |ate processin VOl ce eo
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Command Functional ity [0048] Al t hough a plurality of
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ﬁg\é‘ﬂgoagpugéggefyl M;oae %ﬁa{ﬁcéfn%] o%l1nlmtn¥s o‘%{he%gcﬂqground aulawntlcatmn

and second authentication operations are described below with reference to Figure 7.

[0051] Although the authentication of an accessory is described herein, one of ordinary
skill in the art recognizes that the procedures described herein may be applied to the

authentication of the media player and such application would be within the spirit and scope
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Aut hentication of an Accessory [0049] In previous

aut henti cation nethods, the accessory transmts an

i deRfdy éém‘éfbﬁé on nessage to the nedia pl ayer, %?15506%?2127
identiftication nmessage indicates that the accessor
supports certain commands and supports authenti catl on.
bhie prRebinainpdnbiye I Fdr Bedpld; 48 Sithd & shuilabstés kiBRYibeidg FRGie 6 above

L S R e S R UEeSs,

é@ﬂ@%ﬁiiiﬁégﬁgaggdla pl ayer may display a Cbnnectlng

- pl ayer then confirns that the

ashie nstacatd @mem&aﬁdn%nﬂﬁumq’an&lb@as dohz@ma@ €R 9810 kYth rag vi des
e corr ct ver sj on nu

bR Fald Ot FuRED oy Batiis o By (i HeohE e e
el Actplagy Wutﬁehltﬁﬂtlotﬂiei‘tﬁait&s albdefelidd UL betfidagabt @fs, are

t.ure .usi a device ID fro
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the esent |nve Fi fl ow chart
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@mqe clppses by mpras ey nedea Eleuehﬁmwamwdew Hm@e%sowmyae es

Bibordd 3 @0 @l WS, Wit il ﬁ&ﬁ:@ S8w BefifaRs {onﬁe accessory vendor.
hent| cation process conpletes. Next, in step 6 the

[’ﬂ%ﬁ&]a ]Bloﬂé’gﬁbolaﬁ'ﬁefnpﬁfrﬁsc V\ﬁlﬁ% ERNEnARLGH %)fo‘ﬁ'ﬁbteh Ol dheh ﬂnt I on

on t'he accessory an authentfcation signature is

vapiegfait xyiceg m@p@p@s@ﬂ pariebgumper wuy Yargdadtie a swtfints revocation
%Y&WL} 6AlHeAMIRARSH ALt Bidvent @&1&9 ﬁs@%%ﬁé dertilca %}ntaﬁthgxﬁlcatm g

aut henti cati on S|gnature to the nmedi a ayer
srsensefUbY- Mo coptificale parser ghige machra Gh‘V%FélO‘ESH’@t raenm@ﬁthp@mq @ﬁme

ShANAL HESs plaflr MR SRDQAIATRB! in dnb EmBRSthéht, ral B rbla Bée@ Sor
t he” aut hen¥| cat| on signature using a publi ey.

feicaiapiaentistfion diardpics rpsctlHeryyEieg rrbthwnaaﬁf A érﬁepré,ae@q )oWhlalh d

e@@& HRBNE, Bk URE RRGE ahmﬂﬁen@rc@m@l@ﬁ&&?ﬁ%n kehiewe Wi th
erence to Flgure7 30 1] Al t hou

@ﬁs?ln ittt adéine ?"Wéﬁeré?éé‘é’%@é‘rtﬁ' theCRy eaficy ‘i%lé’ﬂmﬁ%?néiaﬁ hagpne
plssq@rdinary skill in the art recognizes that the
procedures described herein may be applied to the

fwsé]e Nii&ay L chalte ﬁlamgéu%tcm BELss B Qutﬁéﬁﬁt‘anﬁgﬁl IEALIOR

ul'd be wthin the spirit _and scope

Q@@}Sﬁ@e wmwgsm@woméi Pipuvst7 itlesirates, @@mcessmlmm otap 702
E}H&e % AR SlaytMd SRRl x&h@cln?gssaﬁ%)ﬁp FetdER R G th&?accessory
Figure 6 above and/or in Figure 7 ow may be utilized
by an accessory to authenticate the nmedi a pl ayer.
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Aut hentication Certificates 100521 “St andard
authentication certificates function as containers_ for
dag&sﬁb%lazﬁbs the Scertificate creator (issuen,. /%%517905%27
etc.), certificate type, valid certificate date ranges,
and ot her netadata. Authentication certificates, also
Kefpert @ttalh@oBSanR hhd sfupﬁdﬁselﬁmechaté al’théiln(;]aﬁbﬁ M&mep@tf&@il)@mdme
r nore ficate authorities
PR e ey TR R oA oB AR S BT FeRe PR The
mnﬁﬁdauma:hessa@ynchﬂesd deivee ideitifRBticalIl)end iciaticaian that the

processor, ¢ cessor Aut henti cation ..

SR aa s SRR R SRR e s i Sinaes RS
];ﬁppon faiimmadiate amhqntntdmen ivetqdad. arhasnedia piyatthsndendnits an

he |ca|onc ificate utaijoddettg (%1 S8 fifi
a mgﬁ%lge B FE Wey™ ORGTTRRIGFY QR L& BBY Pofifies g
dmﬂmtionbéthemedi[a PB53|thabshedesssoiyieatemptinnio acatet thé hedieployat.
the nmedi a player verifies certificates using a public key
00as6] i &8s ixaited ahme tif ene(é%lboailnenmd bdthgkieatien opmatiodd SOhdngied

b B BBt A CrlFb bt BaRb T a ko FORRES T Wb ARG

dadeas occglespeciofbemsels Ais afraninalid odalid psla)tehle opediva tqollaragﬁairdevxce
§<S{%.lﬂaj}%8 %ﬁ%%gtﬁgnn%ﬂi%% lh].':lsI beﬁ?nn Lc%{) rr?he au gtmtn%ag c%mgn’leted and
essory.
ﬂh@lgﬁdv sweessﬁﬂa@mptbeme r%ﬂskvmhatthmummnﬁds telze rawycews andjor
1%%'&%% fd b&éﬁ %é%a%st%{‘%ﬂ &%@9@8 er L 18&%?{3‘?%;%@%%%@@ n
e@mmmi@l snd me\@m tg¢ dayipe Gomdntersctog “afdidnqd@wladev iMagliagllaeses by

g@ﬁe@oﬁi cd glj@!ﬁfqao @Fgléﬁ%@éw %uégﬁgfg{ %méfmg}% %@héﬁh %&gﬁéﬂaﬂ&
issiefiess ap ewﬂ@@ *ﬁlatfcp@lép@@amﬂy hlger ﬁ@c@ﬁm}aw\k@h@mr or {3@Euj
hﬁka@%d%@%ﬂ@ggfnsht Jﬁav‘}&% bd dvoRl (?mhlﬁdes&mibgﬁ"e)%eﬁutable media

conpronlsed and cl one In counterfelit devices
CORFMGE Wedeste theanedipumayer henhepcagioni@is atsome letsr painti hat e

dﬁ%@ﬁﬁh loPihe edit hpfa?ér SRk kar@f] ahPEFR Y RePARVRES 408 pR:BYE N ort
evi ces Uusi n%hq e certificate fromauthenticating

%%TE%%“'F%S?W Eert(pg- "cfé‘?"tciefﬁfk?hﬁuép%'iffléer of the nedia
E@ er_does not recognize the cert's device 25class, the
&7la Retavise stilip S 4 HetodPhidtieapebackgouevdamsisaiorent |

dp&efichl thd GadiSpihRr BensHHEth etu@:fen@c%ﬂérpﬁfoﬂﬂit{&ﬁ b &R %o 1R b cFRYory.
have a preset |1fespan (e.g n the range of 1-5 years,

&t e pmboimen; thwe%plé}éﬂr sta%@rtméfs@ahtﬁvfé N, 1a siga /e, thegeastrary

anhesth MR RbtherkiBktfoh ilfe@la8oL% Phd Addi:Qitaye P Uh ndéntRaRRADI: Shed
by addi ng. devi ce serial nunbers to the CRL after the

é%b‘f“i“%ﬁui"% Hierapomadudss s athen B HeBEPT ersifgy & apthenticgliqn rgigpr

ehabh, ahd@abublit bétstidatl RBerdthe rcé}ﬁﬁé‘ase & beAi@ R i@ bdefidhs 8 is
ggcessory I n accordance Wi t resent |nvent|on As

Fur-& o hrer0qPEss). Hitke %ﬂ@e@%gs db‘é‘éﬁdﬁg injtySeg RS, uppypreceipt
WhieE utidiBcalBslinforPhidih8le AT HSRE RN EXENGNIRBESSSYUBS L O
determ ng‘ whet her the accessory
certificate is fully assembled, the certificate is parsed for device class information. The
media player then converts a class number from the device class information into an allowed
command mask. This mask is used to validate that the commands identified by the device are
allowed by the certificate. In other words, the media player validates the certificate based at

least in part on the device class information.
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WO 2008/ 002916PCT/ US2007/ 072127 suppofts certai n comands
and supports imedi ate authentication. Mre specifically,
I NwQPReGIRedi ment, the accessory transmits a$ T/US2007/072127

i dent ?I catl on nessage to the nedi a pl ayer. ﬁe
identification nmessage includes a device identification
(00BB] aNektdn ste TISC Ak inRAia hhigdr iRl AR asHaTtYatHd pFeiaSon. The

taln CO ndS an ts authetlcatlon e
L g B L SR S MR
ﬁlﬁﬁ]&dﬁlﬁeﬁﬂn m'fdi’relaﬁd&dh@ Helimaad iftHeanthmtRasoN vieRiod ik not valid, if the

wl to, th o L.
B AR Tl e TR & B iy S BERE R W s hsBf Fexnseriamise
((EEL)nE[d!na oﬁtlhaylﬂhenhlfwbn inftemaiteha s modly, the ba:kgrelﬁmltduﬂhgnttcﬁtlon

acce 0561 .As desc
BRETER 0 adre R S e AR iR e SRR G SN AR it
iimitt lreve hatdbkgr eueeded) 0 Thd liaokgrmmld hutbémcmoy ppan:gtoapksyesdﬁhe ons
/ dwar.e, accel erati on

%ﬁh(%hbatxg%aem&sls galﬁ?ggewla?J] if Wﬁ éerﬁéaate chbsF 8yné andihavBé?egt ive to
petooessd taentcicer a&mﬂﬁmsksre@.fested byaat ity atriaodofthsmibxigpl ayer,
glgl}c gge geé'tfﬁ]ﬁ%tl uéhgll%rﬁ:asl lgze%‘rtl {, Q Ied aIZ'[ Sue g%bogtr{uﬁlt nal:lglrgl% 5 Ih{)n %Ii]ayIFrt S
¢angand apldtcatyoncfommsandl b@nmardmommmlamnﬁa@ Wiele muthentication
ﬁ%@&y Sffles. 16 @i’ﬁ% Bl Qﬁ{e%?&fﬂ e)lepﬁlwﬁgnsngt 9%1%?‘5%%&9 iR

ncom ng conmands an preven rominteracting
afcedsonrémiicatipg ayeevion lnfédnaimplstafsaer 15appl i cations can permit
non-ri sky device use once authentication has started.
RO0SXy Betawvster 7i0sdwiat ik nednds:ttenyahimepetahian, thoousda player

' h

R b e B A T TR
rededstideludte wrindem nencetsbaliahgedo h@dmd by the |d¢mﬁée epsdifites to
B b b e P e T
BIPB/"' et efé:m@uyé'taé@nﬁ@tl thtnhe%wa ﬁ@lqﬁﬁg Giehp egsagsorith oxieaed

EHal1 €N, SR HR hdae: f. Ne&t, th step P8 MIp6LrebiptR®hhe auth
suppog?/?%g 300571 I'g}l%grrl nt s%t?p tp Tegulgte ?allltnenémaetgn

yigupture) e m@latmféfeb‘é?élﬁﬁ?sdb%@ﬂ&w%é?ﬂ ql@&tﬂfﬁhﬁ operigier shallengs

A 3amBb AN, the RASMpIhyer A RYEE %@ﬁéd%héemaneﬂgeqrsmgtalp%hc key
request to he accessory. In one enbodi nment medi a

s e dvige EI% frgmithg ASeRsEorY. | Ingmretaesd embodiment.dhe nz%a pliyee
AGERS O ki¥nddmdRGyBhhifenE @i WRBIN He§ &bk deRfRAEPlVAB §yand he
medi a pl ayer. In one enbodi nent, the 25 authentication
RSFSPHat i on i ncl udes an aut henti cati on mej or version, an
aut henti cation mnor version, and a public certificate,

{98%le Iniee erahadinang a1 accaggry BRthentigition aragess isbessd g e pridiss i f

kdy/prvalk REGE stb@ véhere 18 ROy hRADrPAOKNELE Tk melifa plal& has the
certificate is divided up 1nto sections, upon recelt%t of

pHeeiate vaig ey at Porressity ﬁ%ftnrl%w{l H@C%WQS@&Y W{pgrated wi

hRas&9PRl&s! dhtneey tificate. Wen the certificate is
fully assenbled, the certificate is parsed for device

flogfs Béﬁr@&&ﬁ;%lbtﬁ@ meTJaﬁJe&Qaf@.%@ceﬁl mﬁfedlw rm&%&% a

cl ass nunbe romthe device class information into an
arthesiiagor Baumessirgskthe W%ﬁom@dtcan%g ey trtvand aniaticateon
bldGesE QIMRGNES. Tﬁeeiatﬂeﬁﬁcﬁéormésswﬁufé%ﬁ/e'dwa%&eﬁhésmm*aaﬁmmb%
certificate. In other words, the nedia player validates
the certificate based at Ieast in part on the device

cl ass information.
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[0058] Next, in step 708, the nedia playér validates the
aut hent i cati on informati on. The aut henticati on

%398[/ Eﬁ may be invalid for a nunmber of E@;,gglﬁﬂ 127
| ORITRE R, nvalid fo - i

aut hentication information may be val
t he authentication version is not valid, if the publlc

G@ﬁattd;}rﬁ | Qﬂl%ltam?aaﬁle exdnfieion @rocési lfallh ?f ﬁmmnn@ansle dséeb, |tEs'i]E et Ih S
on e certificate revocat IS any o e
ARURERP OE L MSFis PRY SRR TSP Q@W.Lﬁvameée L’%@'%&‘ckgr ound
aut hent i cation operation fails. A failure wll restart
{0821, i thersihenticplinm pracssdalls. thy device parf pithe Begia P! awaw | lngomt

EHcl'EbdeSsoHﬁVﬁﬁsm Qﬁonbﬁﬁﬂlr@ &f‘e@ﬁﬂﬁtq))ayeﬂ_d%%ufh@ﬁﬁg tHe ldEUéssory to prevent
ut hent i Cigot [ oq}za_ger ation passes if the authenticatian

PEIESR™L B, Wi g Remeiaplever EpureR IpoRs eaftodinenh g media
pnmmgialsh &Hxﬁnﬁl@iﬁ Ruteiiedtizh BRfls E&ha@bmu@fr ofeXGeash SRS EFor

request.e the media :
FEORE 1A e OR O oA " LGS BEUnPOgs PR BT ' one
endaeltior FhilcdNMBssidesky nedi a pl ayer command appl i cati on
functions and command processing are enabled while

ﬂmtme nltnioﬁaérhlﬂ:fdhrﬂé’n@ ClRSStheR bt dARSEratidnd nﬁp etileah ediyeeitt and he
dia pla fransm t ssa e t he acces sor
e AR SRR L g R I SR S

S ROV or AbtiindH tieS RGO Desdel, h&ﬁhhg:&lt la@brt ﬁ;}aeé’n&tah@ébessbﬂ»e
[ ran i cation _.si.gnat

d |.a mt t t
o o Pa Rl S prrdh s R R Rtk B BF b 8T Bt e
cagteess tin bmeciibdéisment, irnamﬁngrpazclmcﬁéycﬂswdele&ﬂgﬁi cteolcbporm gned by
a&}gsngicz‘\{lpn g}ate 1shset t‘csy p] { ér%?e% %E%J ctu,t geﬁ.nce I%%%F %1
btimppradedsed.t Ime)naembtsimmy, if mafaﬁmehssduam AUttty idaiiifion more

g‘#{%ﬁ%&y & gliow%g tb el n?r? ﬁ%geﬁ the dtexaceQngfgtr}sZ r?ot af]‘\g:)—.l(t{:(’l a\ti n step

Mkﬂe,ntleqyom faulem@ncp&le @cfceistw nzaytbh eﬂmltmdttw mndezxﬁén. gnature, the
medi a pl ayer validates the authentication signature
(0064. |, A trlethod,i sgsien, aph edninentgyenterfdce foo mehenritaoidg areai:bqssdrh Bas been
g@%+s%d pt}?eyrg{)thod%ééﬂdeg %er}grr]nennsggfs dqfﬂ{]e% 1GE ! gg]p%%:a Cl(éns b o BS She % I nsgory
b}f P eredie @laewbmbhrmrﬂurhenﬁvetlmBGﬁdicpb myelidatedr Thd reghttmO

BB AERL DB SO0 SR OLLE S OIS ey
whtye e ardlentication sigwbssio vylidaigt-haemordizttp the spiteotedsndttwdbased
Qﬁclt?seﬁ’ HQLlh Cthé(ﬁ)!d:&)ﬁ]h%@g:ﬁ]he}ége\és g)y ﬁgf{ﬂlf‘%@gfﬂﬁrah!}% Altihaaldnd,

has private key and ayer- has t e assocl at ed
Pty fé‘ eRExpPIMPHBsIGE et iR § cantdie mtvrréaa@ pempnomeRentigcontrol

6dc03@l e hALEGladed Wi th accessory protocol conmmands.

[0065] Although the present invention has been described in accordance with the
embodiments shown, one of ordinary skill in the art will readily recognize that there could be
variations to the embodiments and those variations would be within the spirit and scope of
the present invention. For example, the present invention can be implemented using
hardware, software, a computer readable medium containing program instructions, or a
combination thereof. Software written according to the present invention is to be either

stored in some form of computer-readable medium such as memory or CD-ROM, or is to be
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[0061] Before conpleting the authentication” process, the
nedia player transm ts an 30aut hentication status nessage
? ssory indicating signature Statusr@ﬂ@sowmnnz7 ’
aut englca I on process conpl etion. The authenticatl
passes if the nedia player verifies the authentlcatlon

ViGhs3 063/ R Q2B b5 QO R dotied '6 Sh@RSEM EondehiRBiiySe, the

authentlcgalon rocess fails. aut hentj cati on passes

CRBPUGEFIRAE MEHUB S lﬂﬁ%deﬁé%ﬂaluféﬁ ARPEPUiGHIIIERIR Siepsd, Bghggy be,

dsr@karAfl€ @SssntiGed e adﬁWo@‘le Ac{c@@ﬁ%]y, Jnfmﬁ i Rddt i Maly Gaknh @by
proces fml he dev er will

PBER Bt Hel dbesBrys depEane i %%Hwaplfla% 3@?%60 {heenmesed
plamyser de- aut hori zes t he accessory to prevent 5 the
accessory fromutilizing the nedia player resources. In
one enbodi nent, the nedia player may al so transmt an
aut hentication status to the application of the nedia

pl ayer. For exanple, if the authentication fails, the
application of the nedia player may di splay a "Connection
Fai | ed" nmessage. [00631 In one enbodi nent, the

aut henti cati on operations may utilize a retry count and
10 maxi mum timeout. Accordingly, in one enbodi nent, the
aut hentication can also fail if the retry counter or
maxi mum ti neout i s exceeded. Locking out a port prevents
an accessory fromsinulating a detach or re-identifying
in order to reset the authentication retry/tinmeout
counters. In one enbodi nent, incom ng packets may be
deleted if a device port authentication state is set to
"l ockout." This will prevent any | ocked out device
packets from 15 bei ng processed. In one enbodi nent, if
the failure is due to an accessory identifying nore
commands than allowed by the certificate, the device

| ockout is not activated at authentication failure and
the accessory may be permitted to re-identify. [0064] A
nmet hod, system and connector interface for

aut henticating an accessory has been di scl osed. The

nmet hod i ncludes performng a first authentication
operation on the accessory 20 by the nedia player, where
an authentication certificate is validated The net hod

al so includes performng a second authentication
operation on the accessory by the nedia player, where an
aut hentication signature is validated. According to the
system and net hod di scl osed herein, the nedia player and
accessory may utilize a plurality of commands in a

vari ety of environments such as within a connector
interface systemenvironment to control 25 access to the
medi a pl ayer. [0065] Although the present invention has
been described in accordance with the enbodi nents shown,
one of ordinary skill in the art will readily recognize
that there could be variations to the enbodi nents and
those variations would be within the spirit and scope of
the present invention. For exanple, the present invention
can be inpl enented using
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30 hardware, software, a conputer readable nedi um
containing programinstructions, or a conbination thereof
Software witten according to the present invention is to
be either stored in sone form of conputer-readabl e nedi um
such as nenory or CDOROM or is to be transmtted over a
network, and is to be executed by a processor.
Consequently, a conputer-readable nediumis intended to
i nclude a conputer readable signal, which nay be, for
exanple, transmtted over a network. Accordingly, many
nmodi fications may be nmade dwAmome of ordinary skill in the
art without departing fromthe spirit and scope of the
appendﬂeﬁheﬂledl aisabi. by GLACdMMSplager té\ inebhiodithl siabtessbry, e neethal
er. to interact wwth an accessory, the nethod
c%orrﬁnismg ng: executing an authentication operation to
aut henrtdcoiatzen titbenbcatiesgeralion id gnthengcdidibe aatskrent i cat i on
oper al,afl 8l LA GihNGAREEIRRN Y, bR AECESS b NEIPHL Auegia
pl ayer; determ ning Whet her ” t aut hent 1 cat i on operation
cpimr,et ed successfully or failed; in the event that

the atah@ﬁmlhg@ﬁet&pm@ aﬁﬁeaaaa% @Qﬁﬁén%agleéw %@éﬁ{aw n%gﬁngd;

cont i nui ng to allow the accessory to access 1l a
pl ayer® thygyent that the guthepsicasign gperitish completed srepraritliye saniipyng to

Oa%mﬁé&&sioﬁ‘ﬂo%goessh&%éd lé}le&t alghe accessory from any
further access to pl ayer 2. The nethod of claim

1 wher® s c¥seb it e @utb%wae& m@mﬂ% e fockigs Put e ppeessory from

i gl frdesicc@bloaidthdig RReraut hentication certificate from
the accessory; and validating authentication infornmation
included in the authentication certificate.

2. The method of claim 1 wherein executing the authentication operation includes:

obtaining an authentication certificate from the accessory; and

validating authentication information included in the authentication certificate.

3. The method of claim 2 further comprising:

receiving a device identification message from the accessory, the device identification
message including an indication of a command set supported by the accessory;

determining an allowed command set for the accessory based on the authentication
information included in the authentication certificatc; and

comparing the allowed command set to the supported command set,

wherein the authentication operation fails in the event that the allowed command set

does not match the supported command set,

4. The method of claim 2 wherein executing the authentication operation further
COMprises:

transmitting a digital signature request fo the accessory, the digital signature request
including a random challenge; ‘

receiving from the accessory a digitally signed version of the random challenge;

and
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3. The method of claim2 further conprising:

receiving a device identification nmessage fromthe
accessory, the device identification message including an
i ndi cati on of a conmand set supported by the accessory;
determ ning an allowed conmand set for the accessory

based velatiipehadigihesgdatad i on i nformati on included in the
aut hentication certificate; and conparing the all owed
command set to the supported conmand set, wherein

t he aathla enthbdettclatin 4 opetiathealiyithiai di @ed fbrsﬁd’m&)f&téeﬁﬁom biadlerigh &

|l t d t
SuFRR) BOTRET S8 e b FEral i NPt R L o merhe
authént i cati on operation further conprises:

transrgcttrac b l& 'frg tl’?’eagﬁln tidt8n c&gﬁ]c?ﬂ%t nElo the
it Bofl By b o 0

accessory, ure request 1ncluding a
randonm@@é¢b@ﬁgé@”ﬂedQMVﬂng@ﬁﬂ@mmﬁme accessory a
digitally signed version of the random chal |l enge; and
validating the digital signature. 5. The method of claim
45.wherlép methpeofdiogn { Airthyr compiséd: ver si on of the random

chal | eQgginkSa Sdlegf&@ dldsmlfm%n aﬁss@a%éor YrokiS kD a@ese&yv ale dkedk
and wherein validating glta si.gnature includes:

eldeigicttion @eﬁaqfumlqd@gwéyldwﬁmo ﬁ@)ngﬂﬁ“ﬁéﬁﬁf‘fpé%ﬁeid@ﬁ the accessory,
c erti fwne@meduna@ the USThBGicARE opdHtloh CthK 8dtedsOry RhIHAY & LdIgss the

nat ur 6. The net hod f claim1 further
%f ﬁg}(ﬁ:ﬁ&? ng any ofethe commandsem the comman set supportedjby the accessory.

7. The method of claim I further comprising:

receiving a device identification message from the accessory, the device identification
message including an indication of a command set supported by the accessory, wherein the
command sct includes a first command that relates fo a risky behaviour and a second
command that rclates to a non-risky behaviour,

wherein during the authentication operation, the accessory is allowed to access the
media player using the sccond command but not allowed to access the media player using the

first command.

8. The method of claim 1 wherein determining whether the authentication operation
completed successfully or failed includes:

detecting when a timeout period measured from a starting time of the authentication
operation ends,

wherein the authentication operation fails in the event that the authentication

operation does not complete successfully before the timeout period ends.
9. The method of claim 8 wherein cxecuting the authentication operation includes:

in the event that an error occurs during the authentication operation, retrying the

authentication operation if the timcout period has not ended.
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receiving a device identification nessagefromthe
accessory, the device identification nessage including an
i ndi cati on of a conmand set supported by the accessory,
wherein during the authentication operation, the
accessory is allowed to access the nedia player using any
ofo.t herhe amm7 d&%ﬁ ﬁ\h&;}&gﬂﬁ‘fﬁﬂgjtlhs _Qﬁth?ti?ﬂ&f Iﬁlﬁlddcb Ypdahifs a count
accessory. . e nmethod of ¢ 1 further conprising:

- SOBFGH T eV P SRR T PE oG B ey f b I Eot: Of s
aecesisOryry limhe devi ce identification nessage including an
i ndi cation of a conmand set supported by the accessory,
wherein the comand set includes a first conmand t hat

r €l. at 8% trothad ofickky 1 fiethaviomprisignd a second conmmand t hat

rel at %f’ thg 8‘{697: i 'a{era{]tﬁ icﬁsp &%elra%% failsé genera 1I ie[ Ig itiﬁca‘{wf( {.‘opgustep e

aut hent i ¢at1on operation, e accessory owed to
access the nmedi a player using the second command but not
ald o t ' [ Y

ctrmand: "o GEam IRAREL e Rl RLIG L Pt Bpiayston o
whigtl¢ysercerred thepediemiayerat i on operati on conpl et ed
successfully or failed includes: detecti ng when a

ti meout period neasured froma starting tinme of the

alit herft imethed GREblpRY 41 j26FFSBRYY, interact with &y wedja tljger. the method
a&hﬁﬂﬁhgcation operation fails in the event that the
authentication operation does npt .co |l ete successfully
bef or EXFHEEAP ﬁ‘é‘g‘{)ﬁ‘ﬁ"ab‘%? PRSEFURING U P tica 8 et hBIe Bt claim 8
wher eidorigx eéeuhitigtideiien apérhen} iatatihd nheo pRbiat ployr it6 clettde She
in the event that an error occurs during the

atitHENt:i cati on operation, retrying the authentication
oper atdetemminifig #heghet theraohinti@géon qerabiascompleted matedsfully dGailed@he
met hod_ of [ in. I ' ' s

il ud e BB e H08G B fioh BhinkloR b e WA B Bl o
autohehe inetit ilonr topesestthconcesmizk 1di n t he event that the

count ;0o E&Rhd th& e SUHERTSioR of by fahécmokkin&&ﬁ thE R aTBRDQ doff
claiml further conprising: in the event that the
atfyHether eaest @riboper®wnl on fails, generating a notification
for a user. 12. The nethod of claim 11l wherein the
notification includes a nessage displayed on a displ ay
stt eer Bfdit Hyeh@dPESP¥ ayer.  13. A nethod usabl e by an
accessBloyagt Gevicdt@ifiaGkd Wistohe @ed@iea; pl ayer, the met hod

ZS{TE re Iﬁf(;ogtg(il él?(i(dﬁlg uc:qlgﬁg%&% EP %%Qt% natt Ilga?.it clong napf))lﬁgtrio%t ‘[1019 gccgs(s)ing the

stored media assets;

an interface configured to exchange commands and associated data with an accessory;
and

a command module coupled to the interface and the control module and configured to
operate the interface to exchange commands and data with the accessory,

wherein the commands exchanged with the accessory include one or more
authentication commands usable in an authentication operation to authenticate the accessory
and one or more application commands usable to control execution of at least one of the

applications by the control module, and
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during the authentication-operation, allow ng the nedia
pl ayer to access the accessory; determ ning whether the
aut henti cation operation conpl eted successfully or

fail ed; in the event that the authentication
operation conpl eted successfully, continuing to allow the

nedi a wht@yehe Ehndee aRault REcoAGERRISO Udliveddplication coinﬁnah&beto the

event th uth nticati on operation failed, I n
Eﬂ“’“?%fé"@i?d?"gﬁp‘ﬁaﬁt erfipaiiat ARSFAGO0 T HbP“’%rE%?ef’é’Q ' éeﬁs% 85“’3 e
AgPBSEET Yommahds toAhdTEGIral PbEYEEN 0PIt tdt Mig: authemicafadGPeration
devi c onf i store nedi a assets; a control
n%’&ﬂ?%@%%%ﬁ?‘&ﬁ? C Eeti¥e at | east one application for
accessing the stored nedia assets; an interface
g%nfalc g‘gé [’Elgdrlg ﬂayeexgkhc?anrg ?4 wRerela%gﬁlatﬁqu%a%ﬁé ((:)ocr:nn?gn la(qlf Oat \fl1met h
| nt er faauoemarw fiohethe ertiaghlayep thuthe aamisowmfluegmge@ guthentication
mgtg dipe interface to exchange commands and data with
e accessor wherei n the commands exchanged with
the a6 eEEBRY fiomcihe deccesnr or themicdia anityhie Ftineiag ithsnauhsniratds
usabi.gei N an authentication operation to authenticate the
accessory and one or nore application conmands usable to
control execution of at |east one of the applications by

the cant fedia ﬁ[@ﬁb’bﬁlalrﬁmﬂwherem the aMR@KiE!Bn EddEn6 8 PRI inbRek| e

is configured to deliver application conmands to the
Cont r 61 CORBEH EORHl Bedhaluatit bR eSS e PRt o j2secpsAry

pa@gﬂl@sﬁsgnan darldom CoalfR g6l el ey iRgranddpl kkulbigNis GAVRACS da@
? 8 nodul e | the event that the authentication
oap%orcgfe Sif g‘r?(fgm'fnﬁndf % ure to authenticate the accessory.
15. Theonednd frphalke iccaborg ltaithn dlliabieyee rdurbihg the digitally signed
a%&glchﬁlgen%%ﬁon commands include: a command fromthe nedia
e accessory requesting an authentication
cert ificate; and a command fromthe accessory to

C or t "ﬁ‘ﬂé 91{3(2% ﬁiﬁﬁﬁ‘ of 8L ﬂi Mreme Md’?ﬁ@ﬂoﬁﬁg iisofﬁrthcr configured to

delete any application commands received from the accessory in the event that the

authentication operation ends in failure to authenticate the accessory.

18.  The media player of claim 14 wherein the command module is further configured to
signal the control module to cancel processing of an application command received from the
accessory during the authentication operation, wherein processing is cancelled in the event

that the authentication operation ends in failure to authenticate the accessory.

19. A method usable by an accessory to interact with a media player, the method

comprising:

receiving an authentication request from the media player, the authentication request

initiating an authentication operation;

17



16. The nedi a player of claim 15 wherein the

aut henti cati on commands further include: a command
fromthe nmedia player to the accessory requésting that
the accessory digitally sign a random chal |l enge, wherein
the random chal |l enge is provided as data associated with

the com@itne a0entication iRoGARBRAS thd Uik NEayRC GESSMYe &P the
the nedia player returning the dig Ital!%hYetﬁ]f ned random
¥

c Al rcq“fsi* thergpéhepticgtion pPuRpden brinecs e VT ipphe
commraRdhdmgthiont S further configured to delete any

application co ds received fromthe sory.in the
event ? 'E‘}‘i%ﬁ“gtaﬁ%em%@'rﬂ“}%%ﬁ 1?"%5’ﬁ”‘°cfﬁ%‘i5’nfﬁ?‘?“cﬂﬁal*€ﬁa CI}“ﬁz}é‘PSPP*‘Lﬁ*F’@“s

t?ah@aﬁ meﬂtemsgla@erbmltamee@ssarayd 18. The nedia pl ay]?r of .
claim 14 .conf1 gure
Lo st At PR PG R A P bealifg o “an
appdréit ahd anthovinatian doperet@l vanblétesonpdnhealidapessonty dihentivgtion
the authentication operation, wherein processing is
cancelted in the event that the authentication oper ati on
ends iwheemi If uhe atiberdicttive niperet@ine failkh etha ae@s®or YecomdsQunalle to

nFoayer a&t%ﬁﬁh%eh%ed%%lag&%ﬁﬁﬁy to interact with a nedia

npri si ng: recei ving an
aut henti cation request fromthe nedia player, the

asf heRfk GakiloAN of %HH@S‘@ Whdrdih ahd r?ﬁth@rﬁw?tml hepth&hi 80udes an

operation; transmtting authentication Information
t Bthepsaimdeailipiayer in response to the authentication
request t he aut hentl cation i nformation bei ng usabl e by
he aut henticati on operation;
]cesgg?@etg dn‘ér& Hé‘?@(“?‘ﬂﬁ’é‘f‘gon prior to conpletion of
the aghixentihg at u@ﬁceo;aerrnaitat@ﬂ m¥RE eloNth hxﬁediﬂ%@la@erplt&yaeme
perm.ts. the acces trans tting.,an au cation
P i Sioh P e Riaa A CAPRPT  tUR! FSEPO ChHEPEF I The
aut henthEcattliconthepratah opiatioo iyl et tBscvipolnt tha bipgated oomodndtske

u hrgor‘ﬁ %naf%:fil ﬂ ﬁBw%Ji ?ﬁ%ﬁaﬂ% gdt ]deterfmned P%gtf o% th au heﬁtlcgtbon mfcr)rrérgltlon

I Oon opera e accessor
unabl e to continue accessing the nedia player function.

Th'ﬁe H{%&p& cFJm gi @lﬁé?g&gcc%gﬁ% £ i‘ﬂ@dlé glgyeiaﬁﬁ]a Sdcﬁlﬁési sgl{h'énfa

nf onnati on I ncludes an aut hen |c_at| nm certi |cat e.
Terenand fiord thsurpersdrpommad fet th éic medigpleygi ng:

23.  The method of claim 19 further comprising:

receiving a digital signature request from the media player, the digital signature
request including a random challenge; and

generating a digitally signed version of the random challenge,

wherein the authentication signature includes the digitally signed version of the

random challenge.

24,  The method of claim 23 wherein the digitally signed version of the random challenge
is signed by the accessory using a private key and wherein the authentication information
includes a public key corresponding to the private key, the public key being usable to validate

the digitally signed version of the random challenge.
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transmtting a device identification nmessage to the nedia
pl ayer, the device identification nessage including an

i ndi cation of a command set supported by the accessory,
wherein the authentication operation fails in the event
that the supported command set does not match an al | owed
command set determ ned based on the authentication

i pf ormati on. . thod, of claim 21 wherein
agﬁesgiﬁ@mﬁmﬁgéﬁﬁ“g$§§g§CWWHEFan i ncl udes sending a
conmaRehding @Mietibtei d iRt £6ss6@NH ™A chedidhlal@, thé Bevive tHedtification

player.. 23. The nmethod of claim 19 fuyrther conprising:
iR e O R R R R AT T
ptaytedid stthidclddegiat Aist singhat uhie relegriest riske behdviog @drandom
chal | enge; d. gener.at | a digitally signed version of
tﬁoémrlaél% Sfrﬁe%ﬁséﬁolgélﬁrﬁrel?}wb&%wom\?\her ein the authentication
si gnatwheini prigt edesplttva cditigiatthbitigateh gpediovghsicomswf istdiewed
r %&9%@% ,TCE:%! th &9 ayer Adetiol Q&?HE@% AL sLhA ﬁ%n&"ﬁh‘? L&' fodde
digitally signed - version of the random challenge iIs
siogneseh dpgconhmedie plexss Hingtion ssspajated vith theafiret ckppadad wher ei n
the authentication information includes a public key
corresponding to the private key, the public key being
uabl dht medhed ¢fglsine 1S fehagicoiaraingy si gned version of the
r andomcehak i8RAte meda playdi@n TRADNAHS] stbih@nBlsak? ifcHidnB&Fhether
: sending a device identification nessage

conprish%%. .

t e eHkenfigeipnopgietsnetomplelsd Sessstly. i denti fi cati on nessage

i ncluding an indication of a conmand set supported by the
a%fesson¥, wherei n.the command set includes a first
cohmand THEPBIBIYe t0 a risky behaviour and a second
conmandottfelimohed ainfgurtdtosexBne-at ileadt ond fpdivdtion for accessing stored
wher.ei n @rior to conpletion of the authentication

medig asset . .
operation, the accessory is allowed to access a first
medi a apligyére tenfigtiedm esbogt atadands il tdheig@cdndwiio rmeadc
b . c [ nct |
Loty MerbRaaCEREReR NERIRFORE BB UG, HTH bR
chudlientict@orf aamprizeds ugdbirpin iag putigentication operagiereiovauthgnticate fhetapeessory
MedioRe B ANELppAtki S RBRLACRIHION SRl URciBS IRak B thebkiBbor
whet her the "authentication operation conplete
stiegedsplarery. 27. An accessory conpri sing:

wherein the accessory is configured to transmit application commands to the media

player during an authentication operation that includes sending at least onc of the

authentication commands to the media player.

28.  The accessory of claim 27 wherein the authentication commands include:

a command from the media player to the accessory requesting an authentication
certificate; and

a command from the accessory to the media player returning the authentication

certificate.

29.  The accessory of claim 28 wherein the authentication commands further include:
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a control nodule configured to execute at |east one
application for acccss ng stored nedi a assets; an
interface configured to exchange conmmands and associ at ed
data with a nedia player, wherein the commands exchanged
with the nmedi a player include one or nore authentication
comuandemisabfremi the anrdiawthandi th)eaﬁdcﬂ;r;brgb pejuatih® that e accesbory

ntlcate the accessor
GAGRE Pl B RRR P B Bl s

SHRRIR G0 Slads, JRASREY

fummmkﬂnwmﬁwmhmmmEUmw pl ayer; wherein the accessory
f I
roct o pCRTEE b8 hE BRLY PR ARl bBR: FAINRPSE el Senee

|nmkmd@@mm@ndlng at | east one of the authentication
commands to the nedia player. 28. The accessory of claim
27 wherein the authenticati on commands include: a command
fromthe nmedia player to the accessory requesting an

aut hentication certificate; and a conmmand fromthe
accessory to the nedia player rehimng the authentication
certificate. 29. The accessory of claim28 wherein the

aut henti cati on commands further include: a conmand
fromthe nedia player to the accessory requesting that
the accessory digitally sign a random chal |l enge, wherein
the random chal l enge i s provided as data associated wth
t he conmand; and a command fromthe accessory to
the medi a player returning the digitally signed random
chal | enge.
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