WO 2003/ 005178 PCT/JP2002/ 006630 DESCRI PTI ON Recordi ng Apparatus, Medium
Met hod, and related Conputer Program TECHNI CAL FI ELD 5 The present

i nvent i orwpebed@s1780 a recordi ng apparatus, a recordi n@CrEH2P06&30
recording nethod, and a related C%Qt er pr \?ram t he recordi ng apparat us
witing secure data such as encryp i ghts nmanagenent

i nformation, and biIIing information into 10 an SD nenory card or simlar

recor di ngr BR HeDi B4\ : rggﬁ sA SEGUES qd'gl tﬁgtd_(c?g) msa y carfsa%:sq(c‘g

recording medium used cdontents, secure a an

di stributed gLPon di stribution service. Not only that but the SD
menory cardngy% é%%rgﬁn£§stfﬁbuted secure data with a high IeveI of

confidentiality, and for this reason SD nenory cards are quickly gaining
t he confidence of contents 20 distribution service providers. Let ne now
describe in sinmple terns the structure of the SD nenory card capable of
provi di ng FﬁpyﬁﬁFﬁﬁLléVEFIdﬁ confidentiality. An SD nenory card includes
(i) a user data area in which content is recorded in encrypted 1 WO
2003/ 805178 PCHhpP2002/€096630 invention relates to a recording

apparatus, @ recording medium, a recording method, and
a related computer program, the recording apparatus
writing secure data such as encr?ption keys, rights
management information, and billing information into

10 an SD memory card or similar recording medium.

BACKGROUND ART
A secure digital (SD) memory card is a recording
medium used to record contents, secure data, and the
15 1like distributed by a contents distribution service.
Not only that, but the SD memory card can store
distributed secure data with a high 1level of
confidentiality, and for this reason SD memory cards
are quickly gaining the <confidence of contents
20 distribution service providers. Let me now describe
in simple terms the structure of the SD memory card
capable of providing this high level of
confidentiality.ZUlSDmemorycardincludes (i) a user

data area in which content is recorded in encrypted



form and (ii) a protected area in which secure data corresponding to the
content is recorded. The user data area can be freely accessed by an
appar at uswpaoodsesR t he SD nenory card i s connected. | nPCOIP2@NG665 t he
protected area can only be accessed if there is nutual authentication
between the SD nenory card and the apparatus. Thus, an apparatus provided

with a license by the contents distribution service provider to nanage
the distributed contents wlLl _he I 0 ear.t ; ual ent i ion
process, e a%@eéss ( lt}y) an Br‘fa%?géﬁ égdjaa%%gr glrtljs‘p\%l rq’lltlbg ed%ﬁ?:reédn%%%ta%e

mut ual authentication stage. In_this way the .confidentiality of secure
data is naPHLEAEL AT S ﬁﬂuah%uFﬂﬁ¥ﬁﬂﬁi&Fi§%%%ﬁé% chhﬁS%éaﬁs
the protected area, the protected area is nana%ed using a file system

li ke any 88 taheasther Caat eRS ohr & Skl GohAGEDE Inetdr ¢ Fcad BP BEESTUPNF 0 a
conventional file allocation table (FAT) file system a single fileis
managed iwhd ahi tt tkeoWD asead ciusterd. 29 Sacune daed,- al Rhough thi yRILy,
confidential, tends to be of small 16-byte or 64-byte size, which is |ess
than sonethunds edithe thee §i 2er ®& @ snnElrel ¢l Us¢ enc Besauwsé 1df thiesr éarige
difference in size, storage space is very inefficiently used when one

pi ece of gecquis1dat@rhen 21 \VWR 2903 098148 BGT/:JIPd082 Q6RIry card and

the apparatus. Thus, an apparatus provided with a

license by the contents distribution service provider

to manage the distributed contents will be able to

10 clear the mutual authentication process, while access

by an unauthorized apparatus will be denied at the

mutual authentication stage. In this way the
confidentiality of secure data 1s maintained.

While mutual authentication is required to

15 access the protected area, the protected area is

managed using a file system, like any of the other

areas on a semiconductor memory card. According to a

conventional file allocation table (FAT) file system,

asingle file is managed in a unit known as a “"cluster”.

20 Secure data, althdugh highly confidential, tends to

be of small 16-byte or 64-byte size, which is less than

one-hundredth the size of a single cluster. Because

of this large difference in size, storage space is very

inefficiently used when one pilece of secure data is



stored in a single file. This problemcan be overcone by storing plural

pi eces of secure data together in a single file. However, the storage of
pl ural piwoesofisegcure data 5 in single file eventual | yCragedor/so66sn t he
probl emof "fragnmentation” (i.e. unused areas |lying scattered between
used areas). Wien an SD nenory card is used over a long period of tine to
record distributed contents, a |large anount 10 of secure data accumnul ates

on the SD, enpr Cf‘ﬁd'a Tgcirp(ggggrf%f%efi | es on the SD nenory card can be

i ncreased” t0 neet storagé n the other hand, secure data is
del et ed when caofrespondi content becones _obsol et.e. Since.the stora
space of an SD rjmsfypc‘fé% L Bd0 i G ad% 112 Iq‘ﬁ?trecd?ms?ec%}!e%c]:acgglcno(?rZ)slp%ﬁ%‘ﬁng
to new content should preferabléjé be recordeg in an unused, area aii ii ng
froma dePei®AS Hovkev & S BEGUSE tRusEA I &F B beddmé séat RN thht dFghout
a plurality of files when plural pieces of secure data are stored in a 20
single fiHowavsear chhies sbguiz e¢ toof detarhd e Bihe €lf S 1P fes have undsdp
areas available to wite secure data. In addition, nutual authentication
is reguirea dehweea tfhiel 8D areanryu garldy ane £ hé tappanatiusei p oeoderemt @ £
access a file in the protected area, and this nutual 3 WD 2003/005178
PCT/ JP2002//Q06§3&k ntation” (i.e. unused areas lying scattered
between used areas).
When an SD memory card is used over a long period
of time to record distributed contents, a large amount
10 of secure data accumulates on the SD memory card. The
number of files on the SD memory card can be increased
to meet storage needs. On the other hand, secure data
is déleted when corresponding content Dbecomes
obsolete. Since the storage space of an SD memory card
15 1is often limited, secure data corresponding to new
content should preferably be recorded in an unused
area arising from a deletion. However, because unused
areas become scattered throughout a plurality of files
when plural pieces of secure data are stored in a
20 single file, a search is required to determine which
files have unused areas available to write secure data.
In addition, mutual authentication is required

between the SD memory card and the apparatus in order

to access a file in the protected area, and this mutual



aut henti cati on process becones an overhead that extends the tine required
to conplete a file access . Since this overhead is incurred in opening
each fil ewo2wsaest78ne i s wasted searching for a file haecmgrn2/Bo6dsused
area, and as a result a long period of tinme is required to conplete the
witing of data. DI SCLOSURE OF THE | NVENTI ON The scattering of unused
areas throughout a 10 plurality of files can be avoided by perform ng

g2 bage col L &ctd - progesshug dn.ar defoLagoll egly the

t oget her & Ver, gar ion reqwres much rea ng a wr|t| ng of
files. A sem condu or, nenor ard su an rmry a d 15 ncI udes a
flash meRsrYye Rdhdl Fﬁ’r—? Bt %‘F%‘Hﬁé?qch% EI Cash er car %8
rewitten is limted to several hundreds of t housands of tines. g’h
per f or ni §gk 1 §&r Batye Sc OV @EivhdbbSaddeC B TRE o QRS Brivk 8 de &reast gheortens
the lifespan of the SD nenory card. |If garbage 20 collection is not

per f or medhu ¢ hert Uimgsedl sareas t sdatteaad b hnaughout ehel pler ah A BY 3 Res
must be selected for witing. An object of the present invention is to
provigle umtieeal dh Bg Appamnat usscapald sudft wii 1 omg speureodatcsl @iwme is
2003/ 005178 PCT/ JP2002/ 006630 at a hi gh-speed into unused areas scattered

throughoyle quired to complete the writing of data.

DISCLOSURE OF TH.E INVENTION
The scattering of unused areas throughout a
10 plurality of files can be avoided by performing
“garbage collection” processing in order to collect
thé unused areas together. However, garbage
collectionrequiresmuchreadingeuﬂiwritingof’files.
A semiconductor memory card such as an SD memory card
15 includes a flash memory, and the number of times that
the flash memory can be rewritten is limited to several
hundreds of thousands of times. Thus, performing
garbage collection because of one or two unused areas
shortens the lifespan of the SDmemory card. If garbage
20 collection is not performed, then unused areas
scattered throughout the plurality of files must be
selected for writing.
An object of the present invention is to provide

a recording apparatus capable of writing secure data



a plurality of files. The above objective is achieved by a recording
apparatus for a recording nediumthat has a plurality 5 of files recorded
t her eon, weachoddseyshaving a plurality of entry areas. TRE€TIR2OR/MIGAS)
apparatus includes a reading unit operable to read condition information
fromthe recording nmedium the condition information showing for each file
whet her the file is 10 in a first condition in which one or nore entry

areas  arp, rEOth i Qhu—sﬁP Hg'hes ﬁ(hqu eﬁo %dnl dLangldy i\f’\@'eq]? al 4:h.r.tcpﬁg LY
areas are in use; a iting unit operable to specify a file in a’first
condition b lreferrj‘gg t? the read condition information, and to wite
data 15 icht Bldh Griuskd énfry Bl &8 of the specified file; and an updating
unit operable to update the condition informatjon sp as to show the,
specified fil e dseha@ingVva nobPhe SEddhd dohdRfitohe Ve A P EMTY T4 RS in
the specified file becone in use as a result of the witing 20 of the
dat a by tdepwryaikng ubpte. aAccoedindi ng whe d 1stm ueharte h&8ndi Pilghrality
information is provided that shows which of a plurality of files contain
unused endfy d&riehs.s Thoeco ederd wheh ¢ he ounused aacr eas farkescdta ededg a
throughout 5 WO 2003/005178 PCT/JP2002/ 006630 the plurality of files, a
file havigguah Uaused Af é&ntry areas. The recording apparatus
includes a reading unit operable to read condition
information from the recording medium, the condition
information showing for each file whether the file is
10 in a first condition in which one or more entry areas
are not in use, or in a second condition in which all
the entfy areas are in use; a writing unit operable
to specify a file in a first condition by referring
to the read condition informafion, and to write data
15 into an unused entry area of the specified file; and
an updating unit operable to update the condition
information so as to show the specified file as being
in the second condition if all the entry areas in the
specified file become in use as a result of the writing
20 of the data by the writing unit.
According to this structure, condition
information 1s provided that shows which of a

plurality of files contain unused entry areas. Thus,

even when the unused areas are scattered throughout



can be quickly determ ned by referring to the condition information. S

a total

of two file access operations are required (i.e. once to open t

5 condi t iwp 20085178t | on, and once again to open the fil @ThRMOKGO6ESD UNUS

ar ea)

the recordi ng apparatus does not have to search through and open

plurality files to find a file having an unused area, and as a result
time required to wite new content can be 10 shortened. Here, the

recor di ng rappapatys anay furd heg ; jidgl ude @5 §reati gy ﬂJgi BnOH?ﬁa%Legdt Q.LL8
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condition informatio

erre ting unit.

this structure, .a.new file is created t he recordi ng apparatus after
t he unuse&oerhgrlflgrneay}ﬁoé){‘i‘% iy f i Igé%ﬁe %eemomgjttéﬁ,g anti %t hid b8
new files are not created unnecessarily. Because the nunber of files is
mnimzedd YaE& § LBLFRIL 1P R Red Tredo? Bitigt fedi (im 8an Wecef ticiamery the
organi zed over the long term If the recording nmediumis an SD nmenory
card, 5the protidet edr amehoirgnattianna sogparatevelye snatb apesn GhWOfile

2003/ 005178 PCT/ JP2002/ 006630 of the total

be speciflh®@ving an unused area), the recording apparatus does

10

15

20

not have to search through and open a plurality files
to find a.file having an unused area, and as a result
the time required to write new content can be
shortened. |

Here, the recording apparatus may further
include a creating unit operable to create a file that
is in the first condition if all of the files on the
recording medium are shown to be in the second
condition when the read condition information 1is
referred to by the writing unit.

According to this structure, a new file is created
by the recording apparatus after all the unused entry
areas in existing files have been written, and thus
new files are hot created unnecessarily. Because the
number of files is minimized, data recorded on the
recording medium can be efficiently organized over the
long term. If the recording medium is an SD memory card

the protected area is often a comparatively small area

al |

area of the SD nenory card. To

14



1% of the total area of the SD nenory card is allocated to the protected
area. As such, the nunber of files in the protected area is restricted.
However, Wwecaws®sB8t he recordi ng apparatus descri bed abece/Jreapemicsss t he
nunber of files, the protected area can be used very effectively. BRIEF
DESCRI PTI ON OF THE DRAW NGS 10 Fig. 1A shows an external view of an SD
menory card 100 according to an enbodinent 1 of the present invention;
Fig. 1B s r I ers | r X i

e LG 2la LaYeLY t%%%ﬁﬁr@@&%’of? 8aXW; 1519 dhcshews &,

physi cal layer iIn menory card g. 2s Iles a

directories, in ser. datq area_an praotected area of an SD menory .card;

Fig. 3s hg‘vxk oa%a\; ﬁteep:r?at-r ag_[ Pt ar %(iio%fh ea%‘t IEF;[‘J%%&]? KEY? rfclijll e° #g.° ﬁ%sth%\%s

t he correspondence between a plurality of 20 Key, le Entry areas_i,n the
ES

prot ect ed %8 eh PehdP *2 T Griet 1t ¢ 0% 2corft BntSU F R 1t heGs et Ul aPda; Rl S5
shows an exenplary bitmap in an EPUBxxx.KEY file; Fig. 6 shows in detai
bi t map setit dgeef prr @t plak ali eyread W 2EOBLO05AYE gPZ002£006630a Wi ©

EPUBXxxx. KEY files; Fig. 7 shows in detail a bitmap setting for an
5 the recording apparatus described above minimizes the

number of files, the protected area can be used very

effectively.

BRIEF DESCRIPTION OF THE DRAWINGS
10 Fig.lA shows an external view of an SD memory card 100
according to an embodiment 1 of the present
invention;
Fig.1lB shows structural layers in SD memory card 100;
Fig.1lC shows a physical layer in SD memory card 100;
15 Fig.2 shows files and directories in a user data area
and a protected area of an SD memory card;
Fig.3 shows an internal structure of an EPUBxxx.KEY
file;
Fig.4 shows the correspondence between a plurality of
20 Key&Rule Entry areas in the protected area and
a plurality of contents in the user data area;
Fig.5 shows an exemplary‘bitmap in an EPUBxxx.KEY
file;

Fig.6 shows in detail bitmap settings for a plurality



EPUB0O05. KEY file when the Key&Rule Entry areas in EPUB0OOS5.KEY are set as
in Fig. 6; 5 Fig. 8 shows a bitmap in an SD EPUB. MMG file; Fig. 9 shows in
detai |l a WoDtemose8ti ng i n SD EPUB. MG when t he Key&RulP€THR2009/0@688S i N
the EPUBxxx. KEY files are set as in Fig. 6; Fig. 10 shows the setting of
a conversion table storage 10 file when Key&Rul e Entry#3 in EPUB00S5. KEY
corresponds to Content001; Fig. 11A shows SD EPUB. MM and

EPUBQOQO . KEY- EPUBQQ5. a i foroped froma single cluster
according to an gr%boéglgg x% g&ugh}e P?I%e gpr esent invention; Fig. 11B shovvs a

relatlonsglp btwe n_an er,asabl.e bl ock and,B q:\l% nmor e %Iuster Fi g.
shows an er&sabl VER- cli’t el St atli orfShi 3R xS i Hg. TAD sﬁ&vs
an erasabl e bl ock cluster relationship when x=16; Fﬁgi]ale shows a

det ai | ed struct uF&Udi 0 Ome- PEct ekt d® "élfléél dce6r Hishgs B Efbol¥mént © 8 Sof
the present invention; 8 WD 2003/005178 PCT/JP2002/ 006630 Fig. 12B shows
an exanple of y hontfeP UG 0 8Busk BYs arkocaesd 28 stlor & Mk §re management

5 Fig.8 shows a bitmap in an SD_EPUB.MMG file;

Fig.9 shows in detail a bitmap setting in SD_EPUB.MMG
when the Key&Rule Entry areas in the EPUBxxx.KEY
files are set as in Fig.6;

Fig.10 shows the setting of a conversion table storage

10 file when Key&Rule Entry#3 in EPUBOOS5.KEY
corresponds to Content001;

Fig.1l1lA shows SD_EPUB.MMG and
EPUBOO1.KEY~EPUBOO5.KEY as each being formed
from a single cluster according to an embodiment

15 2 of the present invention;

Fig.11B shows a relationship between an erasable block
and one ér more clusters;

Fig.11C shows an erasable block-cluster relationship
when x=1;

20 Fig.11D shows an erasable block-cluster relationship
when x=16;

Fig.12A shows a detailed structure of the protected
area according to an embodiment 3 of the present

invention;



information, the y nunber of clusters being part of a total of s nunber of
clusters included in 5 s nunber of erasable blocks; Fig. 12C shows an

al | ocat i owoabolossBers to store vol ume managenent i nf oPCALIPZI2M668) X=1;
Fig. 12D shows an allocation of cluster to store volune nanagenent

i nformati on when x=16; 10 Fig. 13 shows a detailed | ayout of the protected
area after size adjustnent; Fig. 14A shows a recordi ng apparatus as a

pi ece of Fgensrals pwpeses audi 0 LAYMRES! ;o Fi 9¥ I%?m%@}é’s el egondl E'g_r s

apparatus as a conputer or 15 simlar piece o ntormati on eqU|pn§p t
Fig. 15 shows ansiint truc e of recordi appar atus accordi n 0
g aﬂl@ﬁ@%e %% s@oré. Qg%iﬁgflo&ﬁ%ﬁg%ﬁe t

an enbodi nent 4 of the present 1nvention; Fig. S .
a flowchart of reproduction

broceset ng.oper i ol aty ThY ¢ dumhiznad Cort 8 taur bt Beqibe cesiy
operation. 9 V\DE%%OSI 005178, PCT/ JP2002/ 006630 BEST MODE FOR CARRYI NG OUT
THE | NVENTI ON odt meRt AL A%TecHr BIUP BEdiU Sddbs iegSt 6 nexbodiedntirl of

5 s number of erasable blocks;
Fig.12C shows an allocation of clusters to store
volume management information when x=1;
Fig.12D shows an allocationof cluster to store volume
management information when x=16;
10 Fig.1l3 shows a detailed layout of the protected area
after size adjustment;
Fig.1l4A shows a recording apparatus as a piece of
general-purpose audio equipment;
Fig.1l4B shows a recording apparatus as a computer or
15 similar piece of information equipment;
Fig.1l5 shows an internal structure of a recording
apparatus according to an embodiment 4 of the
present invention;
Fig.16 is a flowchart of a write processing operation;
20' Fig.17 is a flowchart of reproduction processing
operation; and
Fig.18 is a flowchart of a delete processing

operation.



the present invention is described wth reference to 5 the draw ngs. The
recordi ng medi um described is an SD nenory card. An SD nenory card is ideal
for descrwbi2ngp/00517@ characteristics of the present invemCramdeo@made of
the high level of confidentiality with which secure data can be stored. 10
Fig. 1A shows an external view of an SD nenory card 100. SD nmenory card
100 has a length of 32. Omm a width of 24.0nm and a thickness of 2. 1nm

Thi's post ages st Pp =S| #E g2 %R\(ﬁggﬁ@@@&. ca igg“{%b‘%?gg | y handl ed.

Ni ne connectors are provide menory car cilitate contact
wi th an apparatus, and on the side of SD nenory card 100 is provided a

protecti o%n&\?ficlhmefg:l ?hat allows a user to nmanually determ ne whether or
not stored content can be rewitten. Fig. 1B shows the structural |ayers of

SD memory 20 chr & 90T dENehdid il Fi §C ABE IS0 Heddt e BRACITE 1 End] RiEs
(i) a physical layer in which content is securely stored together with an
encrypt i o tkeyP &1f05 € Ritght B Vienb g@ment si afeot aatliloa deor¥ eSparsif ag @ vCehe o
content, (ii) a file systemlayer which is accessed 10 WD 2003/005178
PCT/ JRR002/H0966386 w baged. ohih& fi¢ e catd baat inomndtiatrh ed EBATY 1bSCA | £€ 9203 D,
the smallest accessible unit being a cluster, and (iii) an application
layer in wimbrgneyptad 200 BPNhemory card is ideal for describing
the characteristics of the present invention because
of the high level of confidentiality with which secure
data can be stored.

10 Fig.1lA shows an external view of an SD memory card
100. SD memory card 100 has a length of 32.0mm, a width
of 24.0mm, and a thickness of 2.1mm. This postage stamp
size allows SD memory card 100 to be easily hahdled.
Nine connectors are provided on SD memory card 100 to

15 facilitate contact with an apparatus, and on the side
of SD memory card 100 is provided a protection switch
101 that allows a user to manually determine whether
or not stored content can be rewritten.

Fig.1lB shows the structural layers of SD memory

20 card 100. As shown in Fig.1B, SD memory card 100
includes (i) a physical layer in which content is
securely stored together with an encryption key and

rights management information corresponding to the

content, (ii) a file system layer which is accessed

10



conprising a copyrighted work is stored together with 5 secure data. Fig.
1C shows a structure of the physical layer of SD nenory card 100. As shown
in Fig. Ivp2w6s00ptrgsi cal |ayer includes a system area PCTAPhioddea3mr ea 2,
a protected area 3, an AKE processing unit 4, an AKE 10 processing unit 5,
a Ks decryption unit 6, a Ks encryption unit 7, and a user data area 8.
Systemarea 1 is a read-only area storing a nedia key block (MKB) , and a

media 1D pReldheh Pls Wi §10 GaN oRe, £ W L 881 S0 pARATAE UD 1 Pp oo 8 | by

menory car i's coinnected is able to obtai h an encryption key
readi ng the MKB ang the media ID and. correctly erformng,a predeterm ned
oper at i ontE]s? nGghe heRE RS SR lﬂ%ﬁ?a Bt Po%b?ﬁat?ongemut%t G deviée key
Kd bel ongi.ng_to t he apEar atus. 20_Hidden area 2 stores the valid
encrypti on ke ) KR aRPILAF RS PR EAKSHL L 8n WKy CBHESR TEY Foye £h& Hpp&rst us
if the apparatus correctly perforns the predeternm ned operation using the
read MKB srdnpedi il h@ and @p virgghitedevw devk ces ke odle d1 T oare 24087 095 178
PCT/ JP2002/ 006630 Protected area 3 is part of a non-volatile nenory (e.g.
EEPROV) i BeSDummmody tcaatd 100, and stores secure data such as encryption
keys, rights managenent
Fig.1lC shows a structure of the physical layer
of SD memory card 100. As shown in Fig.1lC, the physical
layer includes a system area 1, a hidden érea 2, a
protected area 3, an AKE processing unit 4, an AKE
10 processing unit 5, a Ks decryption unit 6, a Ks
encryption unit 7, and a user data area 8.
System area 1 is a read~-only area storing a media
kéy block (MKB), and a media ID, neither of which can
be rewritten. An apparatus to which SD memory card 100
15 is connected is able to obtain an encryption key Kmu
by reading the MKB and the media ID and correctly
performing a predetermined operation using the read
MKB and media ID in combination with a device key Kd
belonging to the apparatus.
20 Hidden area 2 stores the valid encryption key Kmu,
which is the encryption key obtained by the apparatus
if the apparatus correctly performs the predetermined

operation using the read MKB and media ID and a

legitimate device key Kd.

11



information, and the like. 5 Authentication & key exchange (AKE) units 4
and 5 conduct a "chall enge response” formof mutual authentication

bet ween tWe 2agpmse8us and SD nenory card 100 in order POTIR2AO2DI6H30

aut henticate SD nenory card 100 and the apparatus. |f mnutual

aut hentication 10 is not successful, processing is termnated, and if

mut ual aut hentication is successful, an encryption key (i.e. session key

Ks) is shared e D r car and- th p . The
authenticationbg%ﬁﬁﬂg g&”gig?ﬁé-épgégé%%gt %gfébﬁgfﬁthg;gﬁﬁ%eg 6%2%8§P’a
first chall enge phase first response phase nd a first verification
phase. | hStHE: f FSD’[RQNQI Ijéhg%Dptﬁﬁg&thSaarp‘ga%g@le AJefer &S Sa SShidifi
nunber, encrypts the generated random nunber using, the obtained encryption
key Knu, @Ad SenddQthe 20 eREr§BYEL  &idons dlidoer 19 pSned2g8MeT00 as
a challenge value A. In the first response phase, SD nenory card 100 uses

t he encryphnifonrkeyt Kmn st emedl itihe hilddea.area 2 to decrypt chall enge val ue
A, and sends the obtained result to the apparatus as a response 12 WO
2003/ 805178 PCTAURZ0ORKLAU06630 onalkuek By kxdhedfdgest{ AREI)f icaliten phane]
the apparatus decrypts challenge value A using its encryption key Knu,
and conpagesciheqdess ypied k@l tenge response” form of mutual
authentication between the apparatus and SD memory
card 100 in order to mutually authenticate SD memory
card 100 and the apparatus. If mutual authentication
10 is not successful, processing is terminated, and if
mufual authentication is successful, an encryption
key (i.e. session key Ks) is shared between SD memory

card 100 and the apparatué.

The authentication conducted by the apparatus
15 consists of three phases: a first challenge phase, a
first response phase, and a first verification phase.
In the first challenge phase, the apparatus generates
a random number, encrypts the generated random number
using the obtained encryption key Kmu, and sends the
20 encrypted random number to SD memory card 100 as a
challenge value A. In the first response phase, éD
meﬁory card 100 uses the encryption key Kmu stored in

hidden area 2 to decrypt challenge value A, and sends

the obtained result to the apparatus as a response

12



wi th response value B sent from SD nenory card 100. 5 The authentication
conducted by SD nenory card 100 al so consists of three phases: a second
chal | engewoph@s®s17a second response phase, and a secondPCrdpr2dop/o@sson
phase. In the second chall enge phase, SD nenory card 100 generates a
random nunber, encrypts 10 the generated random nunber using the encryption
key Kmu stored in hidden area 2, and sends the encrypted random nunber to

t he appar atus, as & .chak Inengceh%al ue; ﬁ%t { (r;v%I"Eei §qqulgglr pog) £a Préase, ti‘%eand

apparatus Uses  its encryption key Kiu ecrypt ¢ enge ‘val u€ C,
sends the obtained result to SD ne%%r& ard 100 as.are ponse,val ue.%ﬁaln
the seconBPRA FRAITASI of $REYP T SSD ﬁf%gred 108 dje%rygts Tha engd Wl ue
Cusing its encryption key Knu, and conpares the decrypted result w.th
response 9&UeYD A KeomKERE appafat@aipPaze § ft hRedgpavR s dugsssud t
invalid encryption key Knu in-the nutual authentication process, the
chal | engewvidlues e pbrroe wetkhet i serespdstdne Sh egparzeywat assl hAQ + he
mut ual authentication process will be termnated as a result. On the other
13 WD52003/ 005178 PG 3 P200 2/1008 6300 nhangn difc tratdudb yat henteincatriyonc e d
confirmed, AKE units 4 and 5 performan exclusive OR (XOR) operation using
chal l enge1va uessd awh &i snd eCryPh el hasWH § : USi B cond challenge
phase, a second response phase, and a second
verification phase. In the second challenge phase, SD
memory card 100 generates a random number, encrypts
10 the generated random number using the encryption key
Kmu stored in hidden area 2, and sends the encrypted
random number to the apparatus as a challenge value
C. In the second'response phase, the apparatus uses
its encryption key Kmu to decrypt challenge value C,
15 and sends the obtained result to SD memory card 100
as a response value D. In the second verification phase,
SD memory card 100 decrypts challenge value C using
its encryption key Kmu, and compares the decrypted
result with response value D sent from the apparatus.
20 If the apparatus uses an invalid encryption key
Kmu in the mutual authentication 'process, the
challenge values will not match their respective

response values, and the mutual authentication

process will be terminated as a result. On the other

13



encryption key Knmu to obtain session key Ks. 5 If encrypted data is sent to
SD nmenory card 100 from an apparatus to which SD nenory card 100 is
connect edwOKs803d®st7$pt i on unit 6 assunes that the encrypCedrzime/ao663 secure
data encrypted using session key Ks, and uses session key Ks to decrypt
the 10 encrypted data. Ks decryption unit 6 then assunes the secure data
obtained as a result of decryption process to be legitimte, and wites

the decrypted.secure data, into the praotected.area. o] to.read
secur o dabE L ohdpiitane e ek eE e TR 4 X600 o ad Lo pB At 4 e
which SD nenory_card 100 is connecfed,, Ks encrypfiqQn unit 7 uses session
key Ks to%eRdtYp? PRE Se&H earéla?é‘csik}rse‘dv?n%Rt h(ey%hgt SR EF A Q™ dhg1ng
outputs the encrypted secure data to the apparatus that issued the
command. g akéc Hacavarkacs s andke pPotd@REraRh Bhodresudfttpeing
non-vol atile nmenory (e.g. EEPROM. However, unlike protected area 3,

mut ual auelentiyeet iom i kenot Kmneqtior edbftarian ssppardat ns keyadecess user data
area 8. Encrypted contents are stored in user data area 8. If 14 WO

2003/ 005178 PCTL IP2002/006631 atlaaner Yt isoankeyt ¢ ead fr @moar pt ected area 3

is legitimte, it can be used to decrypt the encrypted content stored in
user datara'®@d & nSiQp@dP8tus to which SD memory card 100 is
connected, Ks decryption unit 6 assumes that the
encrypted data is secure data encrypted using session
key Ks, and uses session key Ks to decrypt the
10 encrypted data. Ks decryption unit 6 then assumes the
secure data obtained as a result of decryption process
to be legitimate, and writes the decrypted secure data
into the protécted area.
When a command to read secure data is outputted
15 to SD memory card 100 from an apparatus to which SD
memory card 100 is connected, Ks encryptionunit 7 uses
session key Ks to encrypt the secure data stored in
the protected area, and outputs the encrypted secure
data to the apparatus that issued the command.
20 User data area 8 is, like protected area 3, part
of the non-volatile memory (e.g. EEPROM). However,
unlike protected area 3, mutual authentication is not

required for an apparatus to access user data area 8.

Encrypted contents are stored in user data area 8. If

14



reading/witing of data in protected area 3 depends 5 on the encryption by
Ks encryption unit 7 and decryption by Ks decryption unit 6, protected
area 3 cwap 2008005198 accessed legitimately if an apparat RETHUB200006650 SD
menory card 100 is connected conducts the AKE processing correctly. 10
Next, the structuring of files and directories in the SD nenory card
according to enbodinment 1 is described. Fig. 2 shows files and directories

15 SD mon} cors oY BEAgt mim 11 S ed § ol eearh 2O B BST i bt by

15 SD nenory car i S dse ore ord c
a content dlstrlbutlon service.. In the

| di stributed
content isSart et B&honi & bubRittabPe orils?ﬁgl V%Ddeﬁ)(%%%ﬁem Ig—illbe Iﬁsncgiﬁéf\%ste?ﬁlat

the content to be recorded on the SD neno;i 20 card is an electronic
publ i cati SORHRNEl et Bhicd pliBl i dBEFPEN MFthe £ H&Ay hewsFdpeF cor he
weekly magazine. Wth electronic publications such as these, new content
i s distribueed jengherrdaidygor fedkdtya amd prmj:secrliét@rrpamsoﬁi tdbe peEtt et
such as nusic, this type 15 WO 2003/005178 PCT/ JP2002/ 006630 of content
becones obswl eteleextearceztypqm okl y.b y MoKeoves n ctroy gdicsits hbutuen At pulyl i cah idon,
the publication is encrypted per article, per section, per
decryption by Ks decryption unit 6, protected area 3
can only be accessed legitimately if an apparatus to
which SD memory card 100 is connected conducts the AKE
processing correctly.

10 Next, the structuring of files and directories
in the SD memory card according to embodiment 1 is
described.

Fig.2 shows files and directories in the user data
area and the protected area of the SD memory card. The

15 SD memory card of embodiment 1 is used to record
content distributed by a contents distribution
service. In the given example, thedistributed content
is an electronic publication. The “SD_EPUB” in Fig.2
shows"that the content to be recorded on the SD memory

20 card is an electronic publication. The electronic
publication may be a daily newspaper or a weekly
magazine.With.electronicpubiications such as these,

new content is distributed either daily or weekly, and

thus in comparison to content such as music, this type

15



par agr aph, or per page using different encryption keys, 5 and each of these
encrypted parts are often treated as separate encrypted contents. If each
article, weeotymwai78par agraph, or page is treated as a sepanaL®2/0eost ent ,

t he nunber of contents distributed at one tine could be anywhere from
thirty to forty. This neans 10 that the nunber of contents that the SD
menory card 1is required to store will be very large . As such, the

deleting G b8l g:fon SRl SAL 4N HLLLR.S | v SoBuapt b D

menory car i ‘ment con very freque
the structure of files and directories in the protected area and user data
area i s destt PR n dzTai . S%h%?zvﬁuo%etheari ghPuﬁ%iJr?*Ccﬁtithl.Q, t ke
directories in the protected area are structured with a root directory on
top, and B SHIEPUBLAR &t Gt el BlE QP AR E it ¥ Bid eSDPEPUBS gicrtek 0oy Hissr
placed a master nmanagenent file "SD EPUB. MMG', and a plurality of secure
dat a st or @ger £i013PhEPUBOQE r K&Y's U'EPNR0AZ £ fKEE Rt 2ERUBPP3 1 oKEXeys,
"EPUBO04 . KEY" " " and EPUBOO05. KEY The structure of directories in the
user dat aaarcdaeciassclshovin t he IO 20035148 R LIRZ082/D066G3I = on tthealef &
hal f of Fig.2. A plurality of encrypted content storage files
"Content Ogls', s'épatreit 802encrypted contents. If each article,
section, paragraph, or page is treated as a separate
content, the number of contents distributed at one
time could be anywhere from thirty to forty. This means

10 that the number of contents that the SD memory card
is required to store will be very large. As such, the
deleting of obsolete content and the writing of new
content in the SD memory card of embodiment 1 will be
conducted very frequently.

15 Next, the structure of files and directories in
the protected area and user data area is described in
detail. As shown on the right half of Fig.2, the
directories in the protected area are structured with
a root directory on top, and an SD_EPUB directory below,

20 and in the SD_EPUB directory is placed a master
management file “SD EPUB.MMG”, and a plurality of
secure data storage files “EPUB0O01.KEY”, “EPUB002.KEY”,

“EPUBO003.KEY”, “EPUB004.KEY”, and “EPUBO0O05.KEY”. The

structure of directories in the user data area is shown

16



"Content 003", and "Content 004" is placed in the SD EPUB directory in the
user data area, and a plurality of 5 encrypted content storage files

" Cont ent O8B"2003/00808t ent C06", and " Cont ent 007" i s pl acedPCH/JPEN®2/006630
subdirectory below the SD EPUB directory. The secure data storage files
will now be described. The filenanmes of the secure data storage 10 files
are "EPUBOO1 . KEY", "EPUB002 . KEY", "EPUB003. KEY", "EPUB0O04 . KEY", and

"EPUB005. KEY". T ri,al , punbers.. “0Q1)), oA "L et i ;ﬁyg
fil enanesorérel"flel gee flgn‘tl)lgarls%t hoaf ?Ile iry i%eﬁ?'l g)aelalcﬁgfi?g :e%“]fg ed
protected area. 15 In the follow ng description, "EBUBxxx, KEY' is ed to
refer to @O8dreRitc Sctre dat alstbFsge ﬁquteirhﬁﬂtoﬁfi'ed b9°tnﬁeef1itl%bl§unber
"xxx". EPUBxxx.KEY files identified by the file nunbers "001", "002",
"003", drfdosd ont 04 3T, bancef Erarel etnot B8idngitshe 1fa Ferhies tioe "EPUBDBY B
KEY" "EPUB002. KEY" "EPUB003. KEY" and so on, having the file nunbers

i ncl uded dhereetho 0y gi3 shbws waeimtertal sramt usd @f aERBRDE KEXY AF
shown in Fig.3, EPUBxxx.KEY includes n nunber of Key&Rule Entry areas and

a bitgap €ARS $pitRgd of BonlfcWR 2003+Q054¢% PCTH 1 P2092/ 006630 e Awndes gf
bits. The plurality of Key&Rule Entry areas (i.e. #1,
“Content006”, and “Content007” 1is placed in the
subdirectory below the SD_EPUB directory.
The secure data storage files will now Dbe
described. The filenames of the secure data storage

10 files are “EPUBOO1.KEY”, “EPUB002.KEY”, “EPUBO003.KEY”,
“GEPUB004.KEY”, and “EPUBOO0O5.KEY”. The serial numbers
“001”, “002”, “003”, etc., in the filenames are file
numbers that clearly identify each file 1in the
protected area.

15 In the following description, “EPUBxxx.KEY” is
used to refer to a generic secure data storage file
identified by the file number “xxx”. EPUBxxx.KEY files
identified by the file numbers “001”, %0027, “0037,
and so on, will be referred to using the filenames

20 “EPUBO00L1.KEY”, “EPUB002.KEY”, “EPUB003.KEY”, and so on,
having the file numbers included therein.

Fig.3 shows an internal structure of EPUBxxx.KEY.

As shown in Fig.3, EPUBxxx.KEY includes n number of

Key&Rule Entry areas and a bitmap consisting of n
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#2, #3, #4, and so on) are allotted one-to-one to the plurality of
encrypted contents recorded in the user 5 data area, and are areas of a
const ant werrgednositat are witten with secure data suchPprag/JexoeyEhson keys
and rights nmanagenent information, each piece of which relates to a
correspondi ng content. Rights managenent information is also referred to
as usage conditions. 10 For exanpl e, rights managenent information is used
in mana nﬂ t he CQﬁyE' relating to content by showing the conditions
of use of’ tA& bnte ﬁCe the exenplary content according to embodi ment
1 is an electronic publication, "usage" here includes the 15 reprodyction
and copyi ng of Y& puotreakiby. oh K&%§§B i OntR Ys%qﬁ%PmH¥OﬁLG£§WO
decrypt the content to be reproduced In order to effectively manage the
copyri ght# 3 dioht efitls, @ndr gt ion)keyse apd 1 9 F§d prafageRem R enfter rf‘iableon
must be stored with a 20 high level of confidentiality, and for this reason
t hey are peooraed iy eficeypted doem igo hhe Kep&Rg eo rRhe dy iar ebe Toser
facilitate the encryption process, each conbination of an encryption key
and appi efetQf a ¥ e@ht & Managenent eiand o fedi 66 nRISE nlte 10é na tcnshant a 1@ WO

2003/ 005178 PCT/ JP2002/ 006630 |ength (e.g. 16-bytes, 32-bytes, 64-bytes),
whi ch is  deter ginngdi Py thecgnct yphitah 8BihPda Ysethc Begarse i ks ys and
rights management information, each piece of which
relates to a corresponding content. Rights management
information is also referred to as usage conditions.
10 For example, rights management information is used in
managing the copyright relating to content by showing
the conditions of use of the content. Since the
exemplary content according to embodiment 1 is an
electronic publication, “usage” here includes the
15 reproduction and copying of the publication. An
encryption key 1is information used to decrypt the
content to be reproduced. In order to effectively
manage the copyright of contents, encryption keys and
rights management information must be stored with a
20 high level of confidentiality, and for this reason
they are recorded in encrypted form in the Key&Rule
Entry areas. To facilitate the encryption process,

each combination of an encryption key and a piece of

rights management information must be of a constant
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conbined length is constant, the |length of each Key&Rule Entry area nust
al so be constant. 5 The nunbers (i.e. #1, #2, #3, and so on) in Fig. 3 are
t he | ocalwounisx0s176f t he Key&Rul e Entry areas in EPUBXPXTHEX002/P46g30 4 shows
t he correspondence between the plurality of Key&Rule Entry areas and a
plurality of contents in the user data area. In Fig. 4, arrows 10 Akl to
Ak7 show whi ch content corresponds to which Key&Rule Entry area. |In other

ds, th di gy t : ed
wor ds,  t hey 8higu %@.%.CQ@BBP%?QS?%CZOIB%;@O%IQ,'% nggﬁg{)ﬁ,g%ﬁééﬁoﬁ%

in Key&Rule y#1 (arrow Ak ContentO S corre t 0 secure

data stor [ 5 Entry# r Ak 2 t.ent Q03,as_ correspondi ng
to securgg%g{éaﬁgtxgﬁ%%q?% kg%&ﬁé%r%%tﬂ;%ﬁlg Pé%?%ﬁ%o%lﬁég'aﬁgcs%ugne. %&%ls
ment i oned Cacg)o e tgﬁ D magnkgy card of gnbodi man&]tl is used to record
di stri but €d°rect Féhi ¢ SPEBI T} cat Pon§CTnE 3thbis coftent! £8 Helet 8F wigtdhch
great 20 frequency. As a result, Key&Rule Entry areas corresponding to the
contents é%‘ﬁgt&zﬁ]‘tlﬁf BT ov G e audeu sito aA6to | Reuseonsthandtbit bitnmap in
EPUBXxxXx. KEY is information that facilitates the managenent of the Key&Rul e
Entry 819 WO 20331908178 ©CH JPROG2/ 006638 2 arkds, aand sonsirst si nf Fri. qiusber
of 1-bit flags that correspond one-to-one with the n nunber of Key&Rule
are the local numbers of the Key&Rule Entry areas in

EPUBxxx.KEY. Fig.4 shows the correspondence between

the plurality of Key&Rule Entry areas and a plurality

of contents in the user data area. In Fig.4, arrows

10 Akl to Ak7 show which content corresponds to which

Key&Rule Entry area. In other words, the arrows show

Content00l1 as corresponding to secure data stored in

Key&Rule Entry#1l (arrow  Akl), Content002 as

corresponding to secure data stored in Key&Rule

15 Entry#2 (arrow Ak2), Content003 as corresponding to

secure data stored in Key&Rule Entry#3 (arrow Ak3),

and so on. As mentioned above, the SD memory card of

embodiment 1 is used to record distributed electronic

publications, and thus content is deleted with great

20 ffequency. As a result, Key&Rule Entry areas

corresponding to the contents constantly go from “in
use” to “not in use”.

The n-bit bitmap in EPUBxxxXx.KEY is information

that facilitates the management of the Key&Ruie Entry
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Entry areas. Fig. 5 shows an exenplary bitmap in EPUBxxx.KEY. In Fig. 5,
the flag (1:v_n) of the with 5 bit fromthe head in the n-bit bitmap shows
t he condwOi2008/@f178he vt h Key&Rul e Entry area in EPUBXPKI/JREDG2/006680e W t h
Key&Rul e Entry area is identified by the local nunmber "v", and is referred
to as Key&Rule Entry#v. If the with bit flag is "1", this shows that
Key&Rul e 10 Entry#v is witten wth secure data, and is "in use". |If the

with bit flag is "0",, this _sho t hat K I ry#y,. i .S &0 [

with secufé oAt a (‘E}H?1 ecc.’nésljt%grss (ggtg %@ﬁ#}oeeﬁe%\%i ?t \ebnigr fgla%g\g{jettfét%encd)
and is "not in use" or "enpty". Thus ,by detecting a “0" fl earest .15
the head BPTHESRERE 17 Rapk oass gndti g Bis P MBS T h8 Bt R I 19 L
witing secure data into Key&Rule Entry#v, the witing of secure data is
conduct edERF T E nBBRESthat 19 | | © t IS @St y 2dY e &X BB L 2F YD PEHrBadhodt™ t he
plurality of files. 20 An exenplary setting of the n-bit bitmap in
EPUBXxxx. KEY B sxnowkK#escr [lned”ig .det ai t heThf § agxetplarw= bit mep st ing is
shown in Fig. 6. In the exanple, five files (i.e. EPUB001l.KEY to

EPUBOGS. KEY)t arfer stnor @thé n h ébel priat eaited aned i Thebhatnched shaces i bhid g. 6
mark 20 WD 2003/ 005178 PCT/ JP2002/ 006630 the Key&Rul e Entry areas

current : Ycebh &18€.1 @Ado tethe h bhakkSpACR S 1M@En t ey Key&Rul @ EMUNx&CAREY .
current Yy

The v'" Key&Rule Entry area is identified by the local

144 2»

number “v”, and is referred to as Key&Rule Entry#v.
If the v bit flag is “1”, this shows that Key&Rule
10 Entry#v is written with secure data, and is “in use”.
If the v bit flag'is “0”, this shows that Key&Rule
Entry#v is ﬁot written with secure data (i.e. either

«©

data yet to be wriﬁten or data deleted), and is “not
in use” or “empty”. Thus by detecting a “0” flag nearest

15 the head of the n-bit bitmap, designating this flag
as the v®® bit, and writing secure data into Key&Rule
Entry#v, the writing of secure data is conducted in
a manner that fills the empty areas scattéred
throughout the plurality of files.

20' An exemplary setting of the n-bit bitmap in
EPUBxxx.KEY is now described in detail. This exemplary
bitmap setting is shown in Fig.6. In the example, five

files (i.e. EPUBOO1.KEY to EPUBOOS5.KEY) are stored in

the protected area. The hatched spaces in Fig.6 mark

20



not in use. As seen in Fig. 6, all the Key&Rule Entry areas in EPUBOOl. KEY
to EPUBOO4. KEY are in use. In 5 EPUBOO5. KEY, all Key&Rule Entry areas
except fowotzaes/006t78rd and fifth (i.e. Key&Rul e Entry#3 a0u/JRZ02/80663G N use.
Fig. 7 shows the setting of the bitmap in EPUB005. KEY when t he Key&Rul e
Entry areas in 10 EPUBOO5.KEY are as in Fig. 6. Since Key&Rule Entry#3 and
Key&Rul e Entry#5 in EPUBOO5 . KEY are currently not in use, the flag of

the 3rd apd SKR\piks 0 WieppiL 4 gmp of ERLBOQS | KEY, ake both 1§

When secure data“is to W | ninto 1 havi ng t i tmap
the search.f

shown in Fig. 7, r.a "Q" %Ba nearest the head of _the bitmp
w1y ol BLAR 3PP BEE MERE BB Anf® A The BauutE St 8wt ZEA b
witten into Key&Rule Entry#3 corresponding to the 3rd bit. This concl udes
the 20 deBert pt oM DF -t Kes EPES XL REYH: Fed / TRE 1sTr EPUK RXERY £ Pe HRETY
described next. SD EPUB. MG is a master nanager file and has a bitmap
consi stingrefa i nvrb&P YR 00 bi-tKEYadgse TR B GdunBdrY of 4 t 8§ "coRBeéspordds to
the total nunmber of 21 WD 2003/005178 PCT/JP2002/ 006630 EPUBxxx.KEY files
stored i NEPNEB PIOd eBFEe, andd. Keg.&8Rudlovitn threy ba resps | xS ERPUB. AMGE hien
Fig.8, the flag
third and fifth (i.e. Key&Rule Entry#3 and #5) are in
use.
Fig.7 shows the setting of the bitmap 1in
EPUBOOS.KEY when the Key&Rule Entry areas in
10 EPUBOOS5.KEY are as in Fig.6.
Since Key&Rule Entry#3 and Key&Rule Entry#5 in
EPUBOOS5.KEY are currently not in use, the flag of the
3% and 5" bits in the n-bit bitmap of EPUB005.KEY are
both “0”. When secure data 1is to be written into
15 EPUBQOOS5.KEY having the bitmap shown in Fig.7, the
search for a “0” flag nearest the head of the bitmap
will yield the 3*¢ bit in the bitmap, and the secure
data will thus be written into Key&Rule Entry#3
corresponding to the 3*@ bit. This concludes the
20 description'ofthe EPUBxxx.KEY files. The SD_EPUB.MMG
file is described next.
SD_EPUB.MMG is a master manager file and has a

bitmap consisting of m number of 1-bit flags. The m

number of bits corresponds to the total number of
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of the uth bit fromthe head of the bitmap is hatched. The flag (1 < u <
m of the uth bit shows the condition 5 of the uth file from anong the

pl ural it ywof20B8R0BK8x. KEY files. The uth file is the EPPBIxR20ENKEI e
identified by the file nunmber "u", that is, EPUB#u.KEY. The two arrows,
tyl and ty2, in Fig.8 showthe two possible values (i.e. "0" or "1") of
the flag of  the uth bit. 10 If the uth bit flag in the mbit bitmap of

7S WS oy Pty N ot S B

areas in are y 1 h use. and, ifT thé uth

bit flag in the mbit bitmap of SD EPUB is 0" (arrqQw ty?2) ,_this
shows thafiqv§ Fend EpDBR. kBY SI‘PI—@L]J%%E ‘Wﬁéa& rlor]f(el ‘Em%s’ed¥ﬁé‘=y&§glaeg
Entry area, or (ii), the EPUB#U.KEY file itself does not exist. Thus, by
sear chi ngoffort e 9" 't Pdd nbarastt RRehifcdd odf ttthe BB EPEB NV BaRttmpe d -

designating this flag as 20 the uth bit, and witing secure data into
EPUB#uU. KEY toor f @spondilis 4 = mhe wf hthid ,utheb dusedoareashien ¢ die d EPUBXX X.
KEY files will be filled in an ascending order of the file nunbers. As
ment i gnedoabaves uf? thel et i tdh & hath ¢ nt hkep 122r M0 20936F0BFABBxxx . KEY
PCT/ JP2002/ 006630 SD EPUB. MG bitmap is "0", two conditions are possible:
(i) EPUB#4.iKEYshagpaé hedstiqne {HUSEE EPUBxxx.KEY file identified
by the file number “u”, that is, EPUB#u.KEY. The two
arrows, tyl and ty2, in Fig.8 show the two possible
values (i.e. “0” or 717) of the flag of the u'® bit.
10 If the u®® bit flag in the m-bit bitmap of SD_EPUB.MMG
is “1” (arrow tyl), this shows that all the Key&Rule
Entry areas in EPUB#u.KEY are currentlyjjluse.On:the
other hand, if the u'® bit flag in the m-bit bitmaé
of SD_EPUB.MMG is “0” (arrow ty2), this shows that (i)
15 the EPUB#u.KEY file has at least one unused Key&Rule
Entry area, or (ii) the EPUB#u.KEY file itself does
not exist.
Thus, by searching for a “0” flag nearest the head
of the SD _EPUB.MMG bitmap, designating this flag as
20 the u®® bit, and writing secure data into EPUB#u.KEY
corresponding to the u“‘bit,~the unused areas in the
EPUBxxx.KEY files will be filled in an ascending order

of the file numbers.

As mentioned above, if the ut® pbit flag in the
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Key&Rul e Entry area, or (ii) EPUB#u.KEY itself does not exist. However,
how do we determ ne which of these 5 two conditions applies? This problem
i s easilywoahasadsiyg referring to the directory entry offCrhezwe/p@ssory in
whi ch EPUB#u. KEY is placed. |f EPUB#u. KEY exists, one would naturally
expect to find a filename "EPUB#u. KEY" identified by 10 the file nunber "u"
inthe directory entry. If this filename does exists, the "0"flag of the

uth bit shews; ptfiatyGRUBHL KEY as gi, | eagh one ypused Koy SRy g Entry o

area. In comtrast, "1 hi & ¥ T'&fame 5is not in e directory entry,
"0"flag of the.uth bit sDo lﬁt 15 E‘P\);JBﬁ_y\% KEY.itself ?oe not exist. In
this may,ptoﬁesf%oleposéil I\Q%CEE) gi#tl]l oR h Sbyther"%Oa'? aggcrjlfe tHen‘lljtgﬁ%it
can be clearly_distinguished nerely by searching_the jregtory_entry for
t he filengﬁé’glﬁlﬂl}@ugl@{ry M@ﬁ‘enp?&y(%ét)ti%%g@f#q‘fhé( ¥tﬂr§p9¥|1rfn does
SD_EPUB. MG 20 is now described in detail. The exenplary setting is the
sane as th&tt igx Eisg: - Gl omigved shoad €Revsetds hgratinehé bichp® f these
SD EPUB. MMG when EPUB0O1. KEY to EPUBOO5.KEY are as in Fi g . 6 . Since
t her e bar etfviovecford @s t ist orsedapp t he sgr ot ected area, the flag of bits higher
23 WO 2003/ 005178 PCT/ JP2002/ 006630 in the bitmap than the fifth bit (i.e.
6th bit, 7th bithiStdirbibtlem. i) &£s allly "5 1 vwhd dhy shevse t rdtn § heof tlhes
directory entry of the directory in which EPUB#u.KEY
is placed. If EPUB#u.KEY exists, one would naturally
expect to find a filename “EPUB#u.KEY” identified by
10 the file number “u” in the directory entry. If this
filename does exists, the “0”flag of the u'® bit shows
that EPUB#u.KEY has at least one unused Key&Rule Entry
area. In contrast, if this filename is not in the
directory entry, the “0”flag of the u*® bit shows that
15 EPUB#u.KEY itself does not exist. In this way, the two
possible conditions shown by the “0”flag of the u*® bit
can be clearly distinguished merely by searching the
directory entry for the filename “EPUB#u.KEY”.
An exemplary setting of the bitmap in SD_EPUB.MMG
20 is now described in detail. The exemplary setting is
the same as that in Fig.6. Fig.9 shows the setting of
the Dbitmap in SD _EPUB.MMG when EPUBOOI1.KEY to

EPUBOO5.KEY are as in Fig.6. Since there are five files

stored in the protected area, the flag of bits higher
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corresponding to these bits (i.e. EPUB006. KEY and above) do not exist.
Furthernore, since all the 5 Key&Rule Entry areas included in EPUB0OOl1l. KEY
to EPUBOWO.2K&3Y00ar7@ currently in use, the first to fourPeT/JB2000%066630L he
bitmap in SD EPUB. MMG are all "1". As the third and fifth Key&Rule Entry
areas (i.e. Key&Rule Entry#3 and.#5) in EPUBOO5.KEY are currently not in
10 use, the 5th bit in the SD EPUB. MMG bitmap correspondi ng to EPUBO0O0S.

KEY is "0%._ | qs. empl ary _ di yectar niry. seftinng shown in the r
hal f of Il—'img.i-‘r}b%l %ﬁé%gBEl%hﬁdb?t{{%Y%gL %E%Bbdst K%('aer'e pr o\#lded. Thﬂlbg%\’
directory entry contains the filenangs and,l?}ex ensi ons, of ﬁEUB .KEY to
EPUB005. KBY a® kel ad 8K redpectfve dHtesh i idd of Atsdclife Wat# Has
witten into these files. Since files EPUB006. KEY and__above do not exi st,
fil enames SEoF ¥ €5RABIGTGN 80 EReskh &5 e hES ndtt shownE FV B RE i K&t opyn d
entry. Thus, by 20 referring to both the directory entry and the SD
EPUB. WG bitorgg )it d& possi blesx i e tqui Ry t er@ ot ged tshah CEPUBDDS. KEY: ¢ias
at | east one Key&Rule Entry area that is currently not in use. By
sear chi ngkfeoy s @ U'Dé fEag near esteblse Headlafded4 W 200BUMGAZ8 KEY to-
PCT/ JP2002/ 006630 the SD EPUB. MG bit map, designating this flag as the
uth bit, andyepend ngBRPUBHY. KRYre@i€3pondi ngskg thite first to fourth
bits in the bitmap in SD_EPUB.MMG are all “1”. As the
third and fifth Key&Rule Entry areas (i.e. Key&Rule
Entry#3 and . #5) in EPUBOO5.KEY are currently not in
10 use, the 5% Dbit in the SD_EPUB.MMG  bitmap
corresponding to EPUBOO5.KEY is “0”. In the exemplary
directory entry setting shown in the lower half of
Fig.9, files EPUBOOL.KEY to EPUB005.KEY are provided.
This directory entry contains the filenames and
15 extensions of EPUBOO1l.KEY to EPUBOOS.KEY as well as
the respective dates/times of when secure data was
written into these files. Since files EPUBOO06.KEY and
above do not éxist, filenames corresponding to these
files are not shown in the directory entry. Thus, by
20 referring to both the directory wentry and the
SD _EPUB.MMG bitmap it is possible to quickly
determined that EPUBOO5.KEY has at least one Key&Rule

Entry area that is currently not in use.

By searching for a “0” flag nearest the head of
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uth bit, only a single access of the protected area is required to open
EPUBOO5. KEY havi ng at |east one 5 unused Key&Rul e Entry area. However, one
guesti on wermnéym®suRaanswered: |If the SD EPUB. MG bi t map PemgP2doeoesesiat ed
after each witing of new secure data, doesn't this increase the nunber
of times that the sem conductor nenory card is 10 rewitten, and thereby
shorten the lifespan of the SD nenory card? It is certainly true that the

nunber ofi, ROsS) bk@ yeWiM ¢ NgS &R 7 &$88Gtg £ 8 tain §DLFEIBr ¥ Cagda d Sthe
limted to several hundreds of thousands of tinmes, and that updating the

SD_EPUB. MM b § Fap suBseauen’; 45 & fRW Segune dala: beigion haapsded dofs

reduce the remai'ning nu possi bl'e rewitings. us” then

i nvestigatg, the actual, nunber ,of tinmes that th EPUB. NMG hi t map

requi res WpdaP iy, Pfﬂt%eanu%élrg%fa KeG &Rl @ E% r’§'9§r e%%‘”olthegac%ga ca
EPUBxxx. KEY file is ten, for exanple, the u t h bit jn the ie%EP B. MMG
bi t map nekd @Ry TRAndiht Pl & UB 0P - EEi{ieh 8%} BSheR ti Ve BF PRer
there are nine wunused Key&Rule Entry areas in EPUB#u. KEY or only one
unusell KeygRH @dEMey&dredei i ERPUB#UAKEY2 -1 n ot her 25 WD 2003/ 005178
PCT/ JP2002/ 006630 words, the bitmap in SD EPUB. MG wi Il not require (
updating until mdbwetvenrof otrhe ep&RulierEnteypadreasuhamswered: If the

SD_EPUB.MMG bitmap must be updated after each writing

of new secure data, doesn’t this increase the number

of times that the semiconductor memory card 1is

10 rewritten, and thereby shorten the lifespan of the SD

memory card? It is certainly trge that the number of

possible rewritings with respect to an SD memory card

is limited to several hundreds of thousands of times,

and that updating the SD_EPUB.MMG bitmap subsequent

15 to new secure data being recorded does reduce the

‘remainiﬁg number of possible rewritings. So let us

then investigate the actual number of times that the
SD_EPUB.MMG bitmap requires updating.

If the number of Key&Rule Entry areas in each

20 EPUBxxx.KEY file is ten, for example, the ut® bit in

the SD_EPUB.MMG bitmap need merely be maintained at

a “0” value, irrespective of whether there are nine

unused Key&Rule Entry areas in EPUB#u.KEY or only one

unused Key&Rule Entry area in EPUB#u.KEY. In other
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been witten. Thus, only one update of the SD EPUB. MMG bitmap is required
for every ten or nore updates of 5 the bitmap in EPUB#u. KEY. Likew se, if
t her e ar eworreos/tearvdr ed Key&Rul e Entry areas in each EPUBKTWAP204EW0663d €,
then only one update of the SD EPUB. MG bitmap is required for every
hundred or nore updates of the bitmap in EPUB#u.KEY, and if two hundred
Key&Rul e 10 Entry areas, then one mbit bitmp update for every two

hundred or no n-pbit bit, dat es .. e y ot | ifesp :

area i n iR S EROE MG TR aci S ReREaNG il haThRe £h1E
conversion table storage file.in the r ta__l5 arega.,is.now described in
det ai | . THQOE%E\}&%i‘b?l%t]a]blaells)TSrnaaefu%i% %qg?‘ug\ﬁ‘/sRl%lec ndohYeRt P r28pchds
to which Key&Rule Entry area, or nore specifically, _ it shows _the

one-t 0- on@ €&k respondeRce et fiee® T hE PA @R t P edchecsMehf YR: ¥MPo1,
002, etc) and a global 20 nunber cal culated for each Key&Rul e Entry area.

The gl obkl tuatperi $s'r ofud Keyg&RD & Bt e ¥ varean 0 rcalcukatigeldadi g thie
foll owi ng equation, where "u" is the file nunber of the EPUBxxx.KEY file,
"v" i g thehd asak mapbem of PUIRE Key®Rl.e IEnkew s ea, afidthries a2€é Whe
2003/ 005178 PCT/ JP2002/ 006630 the nunber of Key&Rule Entry areas in
EPUBXXX. KEYn &g iIKdyER$1E And#lyldrtas in each EPUBxxx.KEY file,
then only one update of the SD_EPUB.MMG bitmap is
required for every hundred or more updates of the
bitmap in EPUB#u.KEY, and if two hundred Key&Rule
10 Entry areas, then one m-bit bitmap update for every
two hundred or more n-bit bitmap updates. As a result,
the lifespan of the area in which SD_EPUB.MMG isélaced
is ﬁot,unduly shortened.
The conversion table storage file in the user data
15 area is now described in detail. The conversion table
storage file shows which content corresponds to which
Key&Rule Entry area, or more specifically, it shows
the one-to-one correspondence between the id number

of each content (e.g. 001, 002, etc) and a global

20 number calculated for each Key&Rule Entry area. The

€ ”»

global number S of a Key&Rule Entry area 1is

[ ”»

calculated using the following equation, where "u” is

113 »

the file number of the EPUBxxx.KEY file, "v” 1is the

1 »

local number of the Key&Rule Entry area, and "n” is
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5 Fig.10 shows the setting of the conversion table storage file when
Key&Rul eEnt r y#3 i nEPUBOO5. KEY (see Fig. 6) corresponds to Content001.

Si nce thewe 20030058 Key&Rul e Entry areas in each of EPEBIOR204ENOGHSD
EPUBOO5. KEY (i.e. n=10), n (u-1) becones 10 - (5-1) 10 = 40 (as shown by
note Xi in Fig. 10). Furthernore, since secure data is to be witten into
Key&Rul e Entry#3 in EPUBOO5. KEY, the | ocal nunber #v is "3" (i.e. v=3)

Thus, equalion, 11510 5 s(% g& Tt n-lt_rl‘}% LS e 215 1 he mob 9hal x RUTbEY .#S.
of Key&Ru?e eEnrtlry#Bel s 2al cu?1 te teosgbe “43". Since Content001 corresponds
to Key&Rule Entry#3 in the exanple, the conversion table storage file in
the directory storing Content001l is set to show id nunber "001" of
Content 001 as corresponding to 20 gl obal nunmber "43" of Key&Rul e Entry#3.
Thus, Key&Rul e Entry#3Yat EPUB0DS. KEY can He Tquickly?Ttacell fromthe id
nunber- "001" of Content001. Arrows vyl to vy4 in Fig.10 show the process
by which a Key&Rule Entry area in an EPUBxxx. KEY file is specified froma
content id 27 WD 2003/005178 PCT/JP2002/ 006630 nunber. As shown in note
X2 inb5Fig. 10, gFolgal 1Austherws" 43'e (aetdwi vy § dalls codVEe hupert db'le
(arrow vy3) and |local nunber "3" (arrow vy4), and as a result Key&Rule
Entry#3 i 8tPUBGRS.HEY el 8hantess¢@d.Rule Entry#3 in EPUBOOS5.KEY (see
Fig.6) corresponds to Content001l. Since there are ten
Key&Rule Entry areas 1in each of EPUBOO1.KEY to
EPUBOO5.KEY (i.e. n=10), n-+* (u-1) becomes 10 - (5-1)
10 = 40 (as shown by note ¥1 in Fig.1l0). Furthermore,
since secure data is to be written into Key&Rule
Entry#3 in EPUBOO5.KEY, the local number #v is “3” (i.e.
v=3) .
Thus, equation 1 is 10+ (5-1)+3 = 43. That is,
15 the global number #s of Key&Rule Entry#3 is calculated
to be “43”. Since Content00l corresponds to Key&Rule

Entry#3 in the example, the conversion table storage
file in the directory storing Content001 is set to show
id number “001” of Content001 as corresponding to
20 global number “43” of Key&Rule Entry#3. Thus, Key&Rule
Entry#3 in EPUBOO5.KEY can be quickly traced from the
id number “001” of Content00l. Arrows vyl to vy4 in
Fig.10 show the process by which a Key&Rule Entry area

in an EPUBxxx.KEY file is specified from a content id
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5 In enbodi nent 1 as descri bed above, the mbit bitmap in SD_EPUB. MG
shows which of a plurality of EPUBxxx.KEY files has Key&Rul e-Entry areas
that are woapodesirse. Thus by referring to the bitmap i RCTSR2EPWEBSGCHMVG,
files having "enpty" areas can be quickly 10 specified, even if the unused
areas lie scattered throughout the plurality files. Furthernore, since
only two file access operations are required to specify EPUB#u. KEY havi ng

an unused BRW e KRt Ih o #1€3 A i n B8+ LNRELT @ PREN,SH_FPUR.! 1angd; gnce
again 15 tnﬁpen EPUB#u. ?(E\r(l) ,r(trhe app?reat usf1 accgss[,il_(%@l Ehgé\gﬁ rren‘%r%yejéard

does not hawe t Ren, akit f PUBxxx. KEY .fil es.,n prder to specify
EPUBH#uU. KEY,Q\G:ndpags a rgg)u%l{ hhee ?lgng(geg&i)&r%dnflglk?/\?irte%e %Bﬁtofa"i’]t Vé’pa%) be
[ [ nmb f Key&Rul e Entr
aroas To BEDrouraad | A HTBETyl 631 | bArs G oF o, 2 Afle Danter roe;su;é :
EPUBXxxx. KEY files (i.e. "m')_and the 28 WO 2003/005178 PCT/ JP2002/ 00
nunb)(;)r(xof Eﬁe@é&tﬂ JegErFterH}ra}’r%as 1M EPURO0 3, BBt 1@t aggeesathat satisfy
the follow two equations, where "size" is the size of an Key&Rule Enpry
area, &and "SC' s eRdedi@enta kl @ edescribed above, the m-bit

bitmap in SD_EPUB.MMG shows which of a plurality of
EPUBxxx.KEY files has Key&Rule-Entry areas that are
not in use. Thus by referring to the bitmap in
SD_EPUB.MMG, files having “empty” areas can be quickly
10 specified, even if the unused areas lie scattered
throughout the plurality files. Furthermore, since
only two file access operations are required to
specify EPUB#u.KEY having an unused Key&Rule Entry
area (i.e. once to open SD_EPUB.MMG, and once again
15 to open EPUB#u.KEY), the apparatus accessing the SD
memory card does not have to open a plurality of
EPUBxxx.KEY files in order to specify EPUB#u.KEY, and
as a result the time required to write new content can
be shortened.
20
Embodiment 2
In embodiment 2, the number of Key&Rule Entry
areas to be provided in a single file is determined.

[11

The number of EPUBxxx.KEY files (i.e. “m”) and the
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5 Equation 2 SC? n x size + n Equation 3 SC? in In equation 2, "nx size"
is the size occupied in 10 EPUBxxx. KEY by the n nunmber of Key&Rule Entry
areas, awo 2008/0065/8t he size occupi ed i n EPUBxxx. KEY by tPloa/Jpor/nene30 The
fact that the sumof these two values nust be |less than or equal to the
size of a cluster shows that EPUBxxx.KEY is structured as a file forned
from1l5 a single cluster. In equation 3, the "nf value is the size of the
bi t map in PU Th act t "' _nus e less than or equal to t he
size of a'c nﬁgt e$ g/gﬁoKm%y%t%‘tlE% lk’é‘f-"%llﬂf\/l\ﬁrl a%l 201 structlred®d$ aSFi &t
formed froma sing cl uster If. "n are set so as to satisfy

t he above ” ®ql&tT o{;lgl %DSEFTUBS%\)G gﬁc? t’ﬁ@q&%\"’altl"f? 619 U EBURR R /KEYLE ¥ @s
described in enbodiment 1 can each be structured as files fornmed froma
single clustiefe” Fisg.t NeAsshoasoSD BPUBeWR uAc the tpt yir alrietd, oan @J W’
2003/ 005178 PCT/ JP2002/ 006630 EPUBxxx.KEY files as each being files formed
froma siifyl 8het usticde lof Feg.dlAstséx.clusters (i.e. Custer001 to
Cluster006) are shown. O these six clusters, SD_EPUB MMG is recorded in
Clusté¥ 001, and 5 EPUBOO1. KEY to EPUBOOS5. KEY are recorded inC uster002

v

Equation 2 sScC nXsize + n

v

Equation 3 SC m
In equation 2, “"nXsize” is the size occupied in

10 EPUBxxx.KEY by the n number of Key&Rule Entry areas,
and “n” is the size occupied 'in EPUBxxx.KEY by the
bitmap. The fact that the sum of these two values must

be less than or equal to the size of a cluster shows
that EPUBxxX.KEY is structured as a file formed from

w

15 a single cluster. In equation 3, the “m” value is the
size of the bitmap in SD_EPUB.MMG. The fact that “m”
must be less than or equal to the size of a cluster
shows that SD_EPUB.MMG is also structured as a file
formed from a single cluster.

20 If "“m” and “n” are set so as to satisfy the above
equations, SD_EPUB.MMG and the plurality of
EPUBxxx.KEY files described in embodiment 1 can each

be structured as files formed from a single cluster.

Fig.llA shows SD_EPUB.MMG and the plurality of
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to Cluster006, respectively. In other words, each <cluster is allotted a
single file. How then does one determ ne the value at which to set the
size of awoloeX®sZ78A cluster is a unit of 10 nanagenentcarezoor/nocsse fil
system |l ayer, and a single cluster is always occupied by a single file.
smal lest witable unit in the physical |layer of an SD nenory card is of
predeterm ned. This mnimumunit 1is known as an "erasable block". In th

f ol | owi ng Ely desc# | BH PN £ jaNe 8 asabke bhogle £RAPOSE 0 32 /SREHOr Sy 8<mt1ga

Kbyt es)

is given as an exanple. If the SD nmenory card is structure

ol ude erasabhe, bl osks gaoh  enasaple bl pgk to,be veliLen gust bps o

returned to a~ bl ank state before bein

suc

rel ati onship t cluste and er |l e blocks is an | rtant )

consi der a?ilo%gﬁne\/\%gpelr m!tlr?l n[d cf BstSet 865 2 e 215 veh PRI f aé{pqct}i’@sﬁ z& lof
single cluster according to enbodinment 2 is set at 11x the size of 30
2003/ 005178 PEFLP5002/00B63B a M fighe &rasamI%e 8l édk.C Frg. e BOdhbws atrth@

rel ati onshipglgbetween an erasable block and one or nore clusters. Custe

size i%

dét

BOrfel- K& bt a/KPHB QAS - HBRbpis (¢ co.rded dfn ttheud2 sedtiR

of a single 5 erasable block. Fig. 11C shows clusters when x=1.

10

15

20

to Cluster006, respectively. In other words, each
cluster is allotted a single file.

How then does one determine the value at which
to set the size of a cluster? A cluster is a unit of
management area in the file system layer, and a single
cluster is always occupied by a single file. The
smallest writable unit in the physical layer of an SD
memory card is often predetermined. This minimum unit
is known as an “erasable block”. In the following
description, an erasable block composed of 32 sectors
(16 Kbytes) 1s given as an example. If the SD memory
card is structured to include erasable blocks, each
erasable block to be written must be returned to a
blank state before being written. As such, the
rélationship between clusters and erasable blocks is
an important consideration in determining cluster
size.

Given this fact, the size of a single cluster

according to embodiment 2 is set at 1/x the size of

30
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Fig. 11D shows clusters when x=16. In enbodi nent 2 as described above, the
size of a cluster is determned to be 1/x the size of an erasabl e bl ock,
and t he rwotress/wf17Key&Rul e Entry areas 10 ("n") and thePomapz102/0066630
EPUBxxx. KEY files ("m') is determ ned such that each file (i.e. SD

EPUB. MG or EPUBxxx. KEY) is contained wwthin a single cluster. Thus, when
an EPUBxxx. KEY file or SD EPUB. M5 requires updating, the nunber of

erasabl e R ockssi}l@altenee_g ADLs 1P e reyridien is En_a'L%i Rizgd, @%go&,@e I igﬁe%pan

of the erasable blocks I's not unduly shortened. mbodi ment Di sclosed in

embodi men eSlialscfo%es giaqg%%vgégonﬁ%&g;/e;{gisnagb%esiorlgé8kcg S(# Sor% gé%g%%ﬁ

positioned So to straddlet etween two érasa
there is a change in vcgjcume managenent informtipn. CE : éZAJz/hows a
for mat ti nG of Sttt frotett&F @Fed ! 2 S hée Gtk prbt BE& o"g%r & is fafdgdd e
using a file system 31 WO 2003/005178 PCT/JP2002/ 006630 an area for
vol une nmaddBRert eenf bineti of- 18 prbvitded 32 thecdtw¥ 6 )of ofthea prot act ke
area, and a file area is provided follow ng the vol ume managenent
i nf or nat i @k ashed Vel uld amkageeny . ilif ©r nahioons 5 ¢bnfsor & s 0 WisEhl E@=0R93,
and is forned froma nmaster boot record & partition table sector, a
partitionkaogt 11D shows clusters when x=16.
In embodiment 2 as described above, the size of
a cluster 1is determined to be 1/x the size of an
erasable block, and the number of Key&Rule Entry areas
10 (“n”) and the number of EPUBxxx.KEY files (“m”) is
determined such that each file (i.e. SD_EPUB.MMG or
EPUBxxxXx.KEY) 1s contained within a single cluster.
Thus, when an EPUBxxx.KEY file or SD_EPUB.MMG requires
updating, the number of erasable blocks that need to

15 be rewritten is minimized, and the lifespan of the

erasable blocks is not unduly shortened.

Embodiment 3
Disclosed in embodiﬁent 3 is a technique for
20 avoiding a single cluster being positioned so té
straddle the boundary between two erasable blocks when
there'is a change in volume management information.
Fig.1l2A shows a formatting of the protected area.

Since the protected area is managed using a file system,
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sector, duplicate file allocation tables (FATs), and a root directory
entry. The duplicate FATs correspond to the plurality of clusters included
in the prwDeotdds® area, and show the |ink between i ndiPgirdrzio2/odeast ers.

As nentioned above, the file area is placed imediately after the vol une
managenent information. SD EPUB. MMG and the plurality of EPUBxxx.KEY files
described in enbodiment 1 are provided in this file 15 area. As shown in

Fig. 12A, sheaplasakioty o 1GhSt®E S ad Omid @ 104 dbn&t Ehysties S, P8% 5 §9%
003, ..., storing SD _EPUB. MG EPUBOO . KEY, EPUB002. KEY, EPUB003. KEY,

.) are gtoredei s ghedile grea. %@89%#@8@“&%‘3@%%5 arg; the cause of

a change 20 in the volune managerEr)ent information, they Wi Pl ‘How® b2

descri bed, in detalil %h(ﬁa1 dugtjcifiaLte FATs consi st of .two FATs, each of which
. Each

confornms 13 |1 SHTBE>S EAT P f or B frof? a9t Tir al AR JE RGN T

entries that., correspond one-to-one with the clusters. Each FAT 32 WO
2003/ 005178 TR #2663 006630 ent Py Whews MABEHEE L B Er r e P&t A el asy er
is "in use" or "not in use". If "in use" the FAT entry shows the cluster
nunbef of CeMUEP &S | akdd A HIEKe Rk erann isef ormedof ramusetna s he IFAT
entry shows a "0" value. 5 Next, the cause of a change in the vol une
managenent oioif oreraoiot § L alescrt bech thubilrg sthetor, a partition boot

sector, duplicate file allocation tables (FATs), and
a root directory entry. The duplicate FATs correspond
to the plurality of clusters included in the protected
10 area, and show the link between individual clusters.
As mentioned above, the file area is placed
immediately after the volume management information.
SD_EPUB.MMG and the plurality of EPUBxxx.KEY files
described in embodiment 1 are provided in this file
15 area. As shown in Fig.12A, the plurality of clusters
in Fig.11A (i.e. clusters 001, 002, 003, .., storing
SD_EPUB.MMG, EPUBOOl1.KEY, EPUBOO2.KEY, EPUBOO3.KEY,

..) are stored in the file area.
Since the duplicate FATs are the cause of a change
20 in the volume management information, they will now
be described in detail. The duplicate FATs consist of
two FATs, each of which conforms to ISO/IEC 9293. Each
FAT is formed from a plurality of FAT entries that

correspond one-to-one with the clusters. Each FAT
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process of storing data in the protected area, there are many
opportunities for a user or a recording apparatus to determ ne the data

si ze of twe2pexmer8ed 10 area. If the size of the proteeceadrznearssd changed
in response to a user request, the nunmber of clusters included in the
protected area increases or decreases accordingly. If the nunber of
clusters increases or decreases, the size of the FAT fornmed from FAT

entries 18 £OELeSPRNIENGHP: hBeSS Eliis) gs, ghsa | ACLERseS o0r 5 dacreases,

which results in increases or Creases i zé' o e Vo
managenment i nforpmatjon that includes the,FAT. If e size of the volune
managemenltblJ in 8&Hna ﬁoﬁl S(:‘ra‘uar‘lgcjs],f thée st8ft atdlﬂ?estiﬁf STheTd | NS0 Sir & @
foll ow ng t.he vol une nagenmept information will ~also change. Since the
start addfesss fefhgufqﬁ?}ljg%ar%g Chafdest Pn rkR ket o Bhehsnbl Site the Bi ze
of the protected grea, the start address of individual clusters included
in the fi P& %redfni INotofinedugse, W3eWHADOSNG05Y 78 hROTAJR2G02/ GO6BE: .

al so change in response to a change the size of the protected area. If the
start faddress oNe&x ¥l ustdre changesei no fr esponskatroga changethke siakuafet he
protected area, 5 it is possible that the cluster will be placed so as to
straddl e nherbgemdanyt bet nfenrhaa eoasahl € bHdeskSribed. During the

process of storing data in the protected area, there
are many opportunities for a user or a recording
apparatﬁs to determine the data size of the protected
10 area. If the size of the protected area is changed in
response to a user request, the number of clusters
included in the protected area increases or decreases
aécordingly. If the number of clusters increases or
decreases, the size of the FAT formed from FAT entries
15 corresponding to these clusters also increases or
decreases, which results in increases or decreases in
the size of the volume management information that
includes the FAT. If the size of the volume management
information changes, the start address of the file
20 areé following the volume managemenf information will
also change. Since the start address of the file area
changes in response to a change in the size of the
protected area, the start address of individual

clusters included in the file area will, of course,
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or that the end section of the volunme nmanagenent information and a cluster
positioned at the start of the file area wll be placed in the sane

er asabl e woQot/wsiks I n order to avoid the occurrence of pEmGR200un@63M r abl e
effects, an aneliorative neasure is proposed in enbodi ment 3 that
conplements the aneliorative neasure nentioned in enbodinent 2. 15 In this
second aneliorative neasure, an area equivalent to y nunber of clusters is

allotted y9 ddiecnsigpage; af Yok wpy, genagemantc i 9iof gutkipn kn 4 he, prptect ed
area. Fig. 12B ghomsgtheleqdyvg ent of vy nuﬁ%er g%t o#pa tota gf s?%sg
nunber of_ cl s ;N 20 s nunber of erasable blocks being allotted to the
st or age o?%6§$%§§“%§néﬁg%€Wt information. By allotting the equivalent of y
nunber of clusters of volu managenent informtion, y/X

t the stora
parts of the total Fﬁﬁyﬁ ah aﬁ§9§%§% ﬂrmér%fu%ﬂe%Dﬁ 3 865178
PCT/ JP2002/ 006630 erasabl e bl ocks will be occupied by vol une nmanagenent
i nformati B8 SRARISE t R reenah@imge(Shexsizg/efpdrhe Pafo tRE § Aleravak aar ea
will be allocated as the file area. 5 By setting the size of the vol une
managénent t iind opwet $ o> te &maresheguelalsne it ov yldunber pdfaced so as

to straddle the boundary between two erasable blocks,
or that the end section of the volume management
information and a cluster positioned at the start bf
the file area will be placed in the same erasable

10 Dblock.

In order to avoid the occurrence of such
undesirable effects, an ameliorative measure 1is
proposed in embodiment 3 that complements the
ameliorative measure mentioned in embodiment 2.

15 In this second ameliorative measure, an area
equivalent to y number of clusters is allotted to the
storage of volume management information in the
protected area. Fig.12B shows the equivalent of y
number out of a total of s°* x number of clusters in

20 s number of erasable Elocks being allotted to the
storage of volume management information. By
allotting the equivalent of y number of clusters to
the storage of volume management information, y/x

parts of the total internal area of the s number of
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clusters, the volume managenent information and s- x - y nunber of clusters
are fitted wthin s nunber of erasable blocks, and clusters will not be
pl aced loweco@ossst raddl e t he boundary between two er @cabiPzo2/mdeedks. Fig.
12C shows the allotment of clusters to the storage of vol unme nmanagenent
information when x=1, and Fig. 12D shows the allotnent of clusters to the
storage 15 of volune managenent informati on when x=16. As shown in Figs.

12C and 12Ba samsl 8 by €k&l wst eispar 8 ddhback dV\bgfhkfrbﬁéﬁJb %@ﬁ%bj@m@'rﬁ?k
by setting the volune managenent information, as a result none of the

clusters ar ef(?%qnc%g 139, as “;hl tr aegl eul{ Q%fabjx[)ﬁgq%# 20 )lget meep/\t;\?nv\oe%er %sabl e

bl ocks. Fig ows a’ det al ayo ot écted area

adjustnent hayve b nio th S|ze tion g nt
ar ea storeé‘:tﬁ\lellerra]g?21 eﬁgoat Pcord W&lg& l??l %%ée t8r° gﬁ tﬁg‘?L
systemarea 35 WD 2003/005178 PCT/ JP2002/ 006630 stor es the partition boot
sector, tHAe Wlplicate FATs, and the root directory entry. In Fig. 13,
"NOM' is the size of the partition managenent area, "RSC' is the size of
the pattition bBot S&€dteing sitzeex®ike thd stéige Vo7 L ume difd h et BATS,
"RDE" is the size of the root directory entry, "TS" is the aggregate size
of information to an area equivalent to y number of

clusters, the volume management information and s
X - y number of clusters are fitted within s number
of erasable blocks, and clusters will not be placed

10 so as to straddle the boundary between two erasable
blocks.

Fig.12C shows the allotment of clusters to the
storage of\malﬁmelnanagement information when x=1, and
Fig.12D shows the allotment of clusters to the storage

15 of volume management information when x=16. As shown
in Figs.12C and 12D, one or more clusters are fitted
within each erasable block by setting the volume
management information, and as a result none of the
clusters are placed so as to straddle the boundary

20 between two erasable blocks.

Fig.1l3 shows a detailed layout of the protected
area when adjustments have been to the size. In Fig.13,
the partition management area stores the master boot

record & partition table sector, and the system area
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the sectors, and "SC' is the nunber of sectors included in a single
cluster. In Fig. 13, Sizel of a FAT included in the 10 duplicate FATs
depends owot2nes/opai7ae of TS. Sizel is cal cul ated using twPoe/JPziok/owcsg
formula 11. Fornula 11 FAT12: Sizel=((((TS-(RSC+RDE))/SC)+2) X 15

12/ 8) +511) /512 FAT16: Sizel=((((TS-(RSC+RDE))/SC)+2) X 16/8)+511)/512 A
FAT12 is a FAT in which each FAT entry is 20 allotted a size of 12 bytes,

and a FATL6: b &8s F‘@He'? Miigh gach SN sBtdyoirS %ﬂeta% B3 $iZ€e OfF n1bg
bytes. In formula 11 TS- (RSC+RDE) )/ SC i s the nunb clusters required

for stora f byt e .l engt of he T i« J,cul at d by
addi ng angﬂég %%O%gf)gbs(ﬁ%%gf}ﬁiﬁo 5008630 f %&g t§ (?S
(RSC+RDE)Q [ SC, |t|£|)£/)ln thebtelength of aFAT‘entr (i.e. 12 or
16), and % GFdi% i 1§ TR TR AEBL B Seerors TR rba tihe
store a single FAT |s cal cul ated by adding 5 the 511-byte offset val ue to
the resul 8oF€ (Y TSN RSBARDE} )/ iSe)+H) X/ 8 AR di Visth 7g 1Y 2 hel s5thbyte

sector length. O particular note in Fig. 13 is the "NOW val ue,
5 size of the duplicate FATs, “RDE” is the size of the

root directory entry, “TS” is the aggregate size of
the sectors, and “SC” is the number of sectors included
in a single cluster.
In Fig.13, 8Sizel of a FAT included in the
10 duplicate FATs depends on the value of TS. Sizel is

calculated using the following formula 11.

Formula 11
FAT12: Sizel=((((TS-(RSC+RDE))/SC)+2) X
15 12/8)+511) /512
FAT16: Sizel=((((TS-(RSC+RDE)) /SC)+2) X

16/8)+511) /512

A FAT12 4is a FAT in which each FAT entry is

20 allotted a size of 12 bytes, and a FAT16 is a FAT in
which each FAT entry is allotted a size of 16 bytes.

In formula 11, (TS-(RSC+RDE))/SC is the number

of clusters required for storage of the file area. The

byte length of the FAT is calculated by adding an
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which is the size of the partition managenent area. 10 NOMis set at a

val ue of "SC+a" to ensure that the partition nmanagenent area and the system
area are wenoe®si7a different clusters. The " a " val ue PCA/JPB02/0&630 | S set
by dividing (RSC + RDE + Sizel X 2 ) by SC and subtracting the result from
15 SC. This ensures that the sumof RSC, Sizel X2, and RDE is an integer
multiple of SC. As such, NOMis calculated using fornmula 12. Formula 12 20

NOVE (SC- ; (RBCERRES S 881 % 2)t  SOF stSCrBY: ARDAT M igHY, tAG 18 Y3I1Ue: iy Y S

way, the partition managenent area and the file area are contal ned neatly

within a plurality. of bl e -bl_ocks. 20Q3/ 005178 PCT/ JR2002/.006630
I\/breover,gtthgé % utn%arlyee%gt%\?}eeﬁft fe g%’sl,rt e%zzg}& g%d ﬁe]iL ?i IO(caEra:rJLe6 colfct des

w th a boyndary, .bet ween t ,erasabl e_hl ocks, . and _as result the
boundari e l‘bjeé\berbgu aPlV subseque tlrl:‘?&g‘t%'rs [t 5’1%18%@0? nc? de 5SFER G Te

boundary between two erasabl e bl ocks. _In Fig._ 13, SD EPUB. EPUBOO . KEY,
and EPUBBGH KEY afet Pegdraied fnsdngier 63T 5 ushdrdp2at afdba gsidiaos

respectively. Since x=l as nentioned above, clusters 001 to 003 correspond
to erdsabt&d0 Kl békdeketo oF feedpectizeye | f£tSD BPUB. MMBeandlt of

(((TS-(RSC+RDE) ) /SC)+2) X12/8), and dividing by the
512~-byte sector length.
Of particular note in Fig.1l3 is the “NOM” value,
which is the size of the partition management area.
10 NOM is set at a value of “SC+a ” to ensure that the
partition management area and the system area are
stored in different clusters.
The “a ” value in “SC+a ” is set by dividing (RSC
+ RDE + SizelX2) by SC and subtracting the result from
15 SC. This ensures that the sum of RSC, SizelX2, and
RDE is an integer multiple of SC. As such, NOM 1is

calculated using formula 12.

Formula 12

20 NOM=(SC~- (RSC+RDE+Sizel X2)/8SC)+SC
By determining the « wvalue in this way, the
partition management area and the file area are

contained neatly withinaplurality of erasable blocks.
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EPUBOOL. KEY havi ng an unused Key&Rule Entry are read, only the two

erasabl e bl ocks el and e2 containing the two files need be read. Likew se,
i f SD EPUBONMB/@AYS EPUBOO1 . KEY having an unused Key&RalrarEoe/ngeedre to be
15 rewritten, only the two erasable blocks el and e2 containing the two
files need be rewitten. Since the nunber of erasable blocks that require
reading or witing (i.e. two) is mnimzed, the |ifespan of the

non-vol at i - BRPEY | % 10ty iy xxag};%é@c&eeden%h'e“ YRRt ed 8%d the

descri bed above, fhe boun en clusters can be set to c0| I’ICI

the boundary between erasable | ocks,. even_if . ther n .the
si ze of t%?%gl ur‘?er?rﬁnaﬁen;’eﬂtc ﬁ?ﬁForWdﬁ%n aanf© a%ngar]fagul? t "é Fé’wﬁ‘?’ﬁg
of clusters V\? 20 005178 PCT/ JP2002/ 006630 can be conpleted in a
short perleoﬁaéfa]? Fe. ?Sd‘v%r apd | @3 B pB@s'*lLb?-E tGhreedd%%ut%aﬁdn%ér

of times that an erasable bl ock requires erasing. 5 Enbodinent 4
Enbodi ment 4t W @best 1§ ahubFpae st f orl usdrriuet ingllecordi g cprboesisd ag
and reproduction processing with respect to an SD nenory card as
di scl osed W ht bnbodienenb s rid ea 8. bEdrw eenvehiwence r & fie bll0e apdar akus. t hat
perforns these processing operations wll be referred to hereafter as a
“recording In Fig.13, SD_EPUB.MMG, EPUBOQ1.KEY, and
EPUBOO2.KEY are recorded in Cluster00l, Cluster002,
and Cluster003 respectively. Since x=1 as mentioned
above, clusters 001 to 003 correspond to erasable
10 blocks el to e3, respectively. If SD EPUB.MMG and
EPUBOO1.KEY having an unused Key&Rule Entry are read,
only the two erasable blocks el and e2 containing the
two files need be read. Likewise, 1f SD _EPUB.MMG and
EPUBOO1.KEY having an unused Key&Rule Entry are to be
15 rewritten, only the two erasable blocks el and e2
containing the two files need be rewritten. Since the
number of erasable blocks that require reading or
writing (i.e. two) is minimized, the lifespan of the
non-volatile memory is not unduly shortened.
20 In embodiment 3 as described above, the boundary
between clusters can be set to coincide with the
boundary between erasable blocks, even if there is a

change in the size of the volume management

information, and as a result the rewriting of clusters
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apparatus". The recordi ng apparatus may, for exanple, be a piece of
gener al - pur pose audi o equi pnent as shown in Fig.1l4A or a piece of

i nf or mat i WO 2eqpuioprment such 15 as a conputer as shown i nPETGP1B00cEsE
recordi ng apparatus of enbodinent 4 functions to wite encrypted contents
and secure data relating to the encrypted contents into the SD nenory
card. Reproduction of the encrypted contents is limted to a predeterm ned

20 nunber cogntb@%oﬁpsiéegwqeﬁ inshhe-sepune dat & # Sp 1@ ?%‘5%@4;% Key
to be used for decrypting the encrypted contents, and permtte

reproducti.,on n r. infarmai,on ,show %he erm # d nqg@s .Qf tines the
Cont ent s 1y b3 FEmSAUeas AR Y rernar it Pushir &t 8R40 08 bad sostret
PCT/ JP2002/ 006630 a recordng apgaratus that functions to read/wite the
encrypt i ot ke§ Thd2PHeS pét 1 e dt P DGR | 6F harde¥ © information will now
be described. Fig.15 shows the internal structure of the recording
apparatus 5 according to enbodi nent 4. The recordi ng apparatus shown in
Fig.15 includes an internal nmenory 10, a browser unit 11, a secure
procesSi ng¢mupptd iRendt decryption unit 13, a reproduction unit 14, and a
control unit 15. 10 Internal menory 10 is dynam c random access nenory
(DRAM or syncheEarwos idysard ¢ dandpslaccess to an apparatus for
conducting recording processing and reproduction
processing with respect to an SD memory card as
disclosed in embodiments 1 to 3. For convenience, the
10 apparatus that performs these processing operations
will be referred +to hereafter as a “recording
apparatus”. The recording apparatus may, for example,
be a piece ofgeneral—purpoéeaudio eguipment as shown
in Fig.14A, or a piece of information equipment such
15 as a computer as shown in Fig.14B. The recording
apparatus of embodiment 4 functions towrite encrypted
contents and secure data relating to the encrypted
contents into the SD memory card. Reproduction of the
encrypted contents 1s limited to a predetermined
20 number of times, and included in the secure data is
an encryption key to be used for decrypting the
encryptedcontents,andpermittedreprodgctionnumber

informationlshowing the permitted number of times the

contents may be reproduced. An internal structure of
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menory (SDRAM that stores the SD EPUB. MG and/ or EPUB#u. KEY read fromthe
protected area of the SD nenory card. If a Key&Rule Entry area in

EPUB#u. KBYORB0I/®5178Written or the setting of the bitnmapPCR/JEROBHGSIKEY S
updat ed, EPUB#u.KEY is read in internal nenory 10 and the rewiting or
setting change conducted, after which the updated EPUB#u.KEY is witten
frominternal nmenory 10 back into the protected area of the SD nenory 20

card. Siml aeloor bl A fiea bldRp 508 A Ll B uSR: EREL MV, e 4@/ e coanggd, SD
EPUB. MG is read in internal nmenory 10 and the setting change conducted,

after whigh# t D,EP fylgoﬁ b o rnal ry 10 back
into the prot eg?eﬂépg?eggeihg%r%\?\cﬁl ti Sé,\flhg%é%0?3?%%§2€%C5%P§M?§0%630
of EPUB#uU.KEY, . EPUB. i sconduct edj ni nt er nal nory.10 of the

recor di nglgﬁpﬁggia%lgencaﬁ%e hB°"acREss $PpESd BF DrARIS - & pPws the
consi der abl y reatfr t han the access_speed of nmenory in the SD nenory
card, 5 mEKiTG R tar SoFE SFETS enCfo dftate TREFF AT n AMPE TR US

rat her_ than directly updating the SD nenory card. The process of reading
t he EPUBHB SKEYE 8id IS EPem S impast f Afom The Shermrbddy war ¢ mpd 1 Adisng
themin internal nenory 10 is referred to as "file open 10 processing". If
t he EPUB#ahIQE«WnarﬁdnSDTEQLEMvﬁrhbllesdedo aot eritst rntahe mecoodiyng lapparzat us
conducts file
browser wunit 11, a secure processing unit 12, a
decryption unit 13, a reproduction unit 14, and a
control unit 15.

10 Internal memory 10 1is dynamic random access
memory (DRAM) or synchronous dynamic random access
mgmory (SDRAM) that stores the SD _EPUB.MMG and/or
EPUB#u.KEY réad from the protectéd area of the SD
memory card. If a Key&Rule Entry area in EPUB#u.KEY

15 is rewritten or the setting of the bitmap in EPUB#u.KEY
is updated, EPUB#u.KEY is read in internal memory 10
and the rewriting or setting change conducted, after
which the updated EPUB#u.KEY is written from internal
memory 10 back into the protected area of the SD memory

20 card. Similarly, if the bitmap setting in SD_EPUB.MMG
is to be changed, SD_EPUB.MMG is read in internal
memory 10 and the setting change conducted, after

which the updated SD_EPUB.MMG is written from internal

memory 10 back into the protected area. The rewriting
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creation processing to create these files in internal nmenory 10. Browser
unit 11, in addition to displaying the 15 contents stored in the file area
of the SDvoemewopsard, functions to receive an instructPCeaaPioemIcasuser
relating to a target content to be reproduced or deleted. Reception of the
user instruction is conducted by detecting an operation by a user of a 20
button, key, touch panel, or simlar pointing device included as part of

the recording MPRINAI KEY 2SEEW S MOGRSHNE ¥Bi Eolhagendugt snmihyal rnal
aut henti cati on processing with AKE processing unit 4, AKE processing unit

p
5, K dectupiien, unig 6 ¢ and, ks 41, Y0,2005] 00BLTE ECT|JP20021.000630, ,

encryption uni in the SD nménory car readi ng or “witing of
data with_respect to th r ed a .| f,nutual authentication cannot
bo veri f POECEM (1BEFGh GF BRAN dati RORA Nt £ A 2611 G4He & 4R ¥nE et bth ng
apparatus i s inmmediately cancell ed. The requirenent that the recording
appar at us t&int ke © IIF Fefot yS B&rad nif uBiege At Béhtli R &t 8 De A 8erierc d&fdr e
secure data stored in the protected area of the SD nenory card can be read
or widtemnadtiows ibr fihe 1® confd HEAtd hentty op turedsdcuir & hdat &itloebe in

mai ntai ned. The witing or reading of data based on the
this way rather than directly updating the SD memory

card. The process of reading the EPUB#u.KEY and
SD _EPUB.MMG files from the SD memory card and placing
them in internal memory 10 is referred to as “file open
10 processing”. If the EPUB#u.KEY and SD_EPUB.MMG files
do not exist, the recording apparatus conducts file
creation processing to create these files in internal
memory 10.
Browser unit 11, in addition to displaying the
15 contents stored in the file area of the SD memory card,
functions to receive an instruction from a user
relating to a target content to be reproduced or
deleted. Reception' of the wuser instruction 1is
conducted by detecting an operation by a user of a
20 button, key, touch panel, or similar pointing device
included as part of the recording apparatus.
Secure processing unit 12 conducts mutual
authentication processing with AKE processing unit 4,

AKE processing unit 5, Ks decryption unit 6, and Ks
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precondi tion of nutual authentication by secure processing unit 12 is
referred to respectively as "secure witing" and "secure reading". 15
Decr ypt i omounéx00isuses an encryption key provided in rhg/JRuoz806e30 Ent ry
area read frominternal nenory 10 to decrypt the encrypted content
targeted for reproduction. Reproduction unit 14 reproduces the decrypted
20 content . Reproduction unit 14 also neasures the tinme since the start

of the repmodugtdiohorangnnatifi es tclost 50 maino 46 icfa £ be pgrepbaduchi am i e
exceeds a predetermned threshold. The threshold equals the mninmmtine

period consdfgredy nesessaryi £9m@ Sbral @a g WQi2003/ PQYII8 -+  +
PCT/JPZOOZ/OOGG%%; reproductioﬁu%f t he céhtent.lBy noti?ﬁ?ng cont?oltgh?t

15 that Bl ¢ b 0fr 1 Dlehas Beenyexceaded, , (ifDAAAUEL LA, HNd o ki PLOTRL S

control unit 15 to decrenent by one e perm nunber
Gt oring B ohFdm i XLEGCAr e Tor ot ARA =1 Aot BAE Thookeube WP
a{?ﬁe sing_&gféoggﬁiéggt;%%hg. reaﬂ%ﬁgroqessjnggﬁgnd deiete process!nq
D t RP B &t UPhdse PR $Pige L gp&ra eent held - now
be described in the stated order.
he requirement that the recording apparatus and the
SDmemory card mutually authenticate each other before
secure data stored in the protected area of the SD
memory card can be read or written allows for the

10 confidentiality of the secure data to be maintained.
The writing or reading of data based on the
precondition of mutual authentication by secure
processing unit 12 is referredtto respectively as
“secure writing” and “secure reading”.

15 Decryption wunit 13 uses an encryption key
provided in the Rule&Key Entry area read from internal
memory 10 to decrypt the encrypted content targeted
for reproduction.

Reproduction unit 14 repréduces the decrypted

20 content. Reproduction unit 14 also measures the time
since the start of the reproduction, and notifies
control unit 15 if the reproduction time exceeds a

predetermined threshold. The threshold equals the

minimum time period considered necessary for a single
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Fig.16 is a flowhart of the operations involved in the wite processing.
The wite processing is conducted by the CPU in control unit 15 executing
a 15 progwerénaed from t he processi ng operati on shownPCh/JP2io20d668) 16

flowhart. Steps S1 to S4 in the flowhart related to the witing of new
content. In step Si, control unit 15 selects a directory in the user data
area to provide the new content. In step S2, control 20 unit 15 determ nes

the |1 D numegsrofdd be icontentt B c#in't e nlth, 8§ $3.1 £PA @l YALt S
the file having "#t" in its filename (i . ef Conltegr?lt#t Cgﬁg%%gplgginc

control wmit &5 £pcr theyg ent it he crypted content
into the opened Cont e%? Sfi I EC_LC}Q% V\B%gg3%05?§§EPG$%§Z%OZI%§&% e§t'eps
S5 to S20 ; WE L, secure data (e.g., an_encryption key,
perrrittedrrr{s p’?l%?u‘%‘?Ftén%% nuh elpiq %ﬁat?ﬁé’l?g%t%e(ch%a/tc%?l%enf“’iJnFo {Re to
prot ect ed area. X, these steps, S5 to S16 relate to determ ning 5 which of
the pl uraijlty S EPbBxx P KEY A4 8s iFife @ordctibdefea mumbeye taoget ed
for t%e witing of the secure data. In step S5, control unit 15 secure

r eads °SD_EPBE: ¢FdMRBe protected area of the SD nenory card into
internal nmenory 10 of the recording 10 apparatus. In step S6, control unit
15 judges whet He®  taf ¢ 1t hen bitt s1bn ithe lmdes W t paw o sSb EPUR: MG sS4 aiged

a ROM storing a program in executable format, and
functions to execute write processing, reproduction
(i.e. read) processing, and delete processing with
10 respect to the SD memory card. These processing
operation will now be described in the stated order.
Fig.16 is a flowchart of the operations involved in
the wfite processing. The write proéessing is
conducted by the CPU in control unit 15 executing a
15 program formed from the processing operation shown in
the Fig.16 flowchart. Steps S1 to S4 in the flowchart
related to the writing of new content. 1In step S1,
control unit 15 selects a directory in the user data
area to provide the new content. In step S2, control
20 unit 15determinesthe ID number of the content as “#t”;
In step 83, control unit 15 opens the file having “#t~
in its filename (i.e. Content#t). In step S4, control
unit 15 encrypts the content and writes the encrypted

content into the opened Content#t file.
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ininternal nmenory 10 are "1". If "yes", then control wunit 15 term nates
the wite process?ng. If "no" (i.e. at least one "0" flag), then step S7.
15 I'n st ewo3#3/@ermsrol unit 15 detects the "0" bit neareIPlozodvezd of the
bitmap in SD EPUB. MG as the wuth bit. In step S8, control unit 15 judges
whether there exists a EPUB#u. KEY file corresponding to the wuth bit. If
"no" then step S9, and if "yes" then step 20 S10 . In step S9, control unit

15 creates a EPUB#psKEY d6l g2dm Btiespal 1@mi)e 1\9r1319 oceeds, L9 SLep
511. In step S10, control unit 15 secure reads EPUB# ?(E%r c?romet‘%

th Xo) ara and
P oceeds fo arep Sl 90 2008 bOSTye Bt /%@58%{)%8 ; B E ;3} fon
trol yu et he L bhits of the it |trrap|n u
ctored i e el reaery dot g £ M BB or o Rne 1 hOst &3 670 et £

conduct ed fe ard 2 nst the unllkel 5 possibility of an error in
whi ch theagt%h bl? %lh %% EPSB. MBS B r?ajp¥ §eJOatdfe§3p<Pt@etthexelbe:Lngg no

unuse &Ke Entr areas in EPUB#u. KEY. In step S11, if "yes" then
step 312, WS&cF fo%o h&heR lsteplsiBy |nf StRPBSLEX .GOMYrdlileit 15 dehects
t he subsequent "0" 10 flag in the SD EPUB. MG bitmap as the uth bit, and
returns tRTYOHCERA| f orequilred; ostteps t3Oged SA2 fase the writing of

the secure data. In step S5, control unit 15 secure
reads SD_EPUB.MMG from the protected area of the S§D
memory card into internal memory 10 of the recording

10 apparatus. In step S6, control unit 15 judges whether
all the bits in the m-bit bitmap of SD_EPUB.MMG stored
in internal memory 10 are “1”. If “yes”, then control
unit 15 terminates the write processing. If “no” (i.e.
at least one “0” flag), then step S7.

15 In step S7, control unit 15 detects the “0” bit
nearest the head of the bitmap in SD_EPUB.MMG as the
ut® bit. In step S8, control unit 15 judges whether
there exists a EPUB#u.KEY file corresponding to the
u®® bit. If “no” then step S9, and if “yes” then step

20 S10. In step S9, control unit 15 ereates a EPUB#u.KEY
file in internal memory 10, and proceeds to step S11.
In step S10, control unit 15 secure reads EPUB#u.KEY
from the protected area into internal memory 10 in the

recording apparatus, and proceeds to step S11.
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repeated until a EPUB#u.KEY file having a bitmap with a "0" flag is
detected, after which control unit 15 proceeds to step S13. 15 Steps S13
to S16 reweteoxmwst7ee writing of secure data into an unksEdPRubRe&Ksy Entry
area. In step S13, <control unit 15 detects a "0" flag nearest the head of
the bitmap in the EPUB#u. KEY file stored in internal nenory 10 as the
with bit. In step S14, control unit 20 15 wites an encryption key and a

permtted reproducti & runber Jehatddy L the1mew gartest wiHd endPea 1
Rul e&Key Entry area in EPUB#u. KEY corresponding to the with bit (i.e.

Rul e&Key Eatry#v)s I, ate _%]@ Eu't%@ S thgyw Pt 4 nithe
EPUBH#u. KEY 4 20037005178 Ecﬁ%%% /08%63 Lﬁ?ﬁ%ma’p ?0 %Q thﬁdstéﬁl
S16, cont:tLgIteunint 5 secure ites th ,,updﬁ)ed .EP%JB#U.IIIQEY file fron&
internal *Henory 2b BF tREYr dcdrdFy appar at 0 int @IHe™ Cpridt eR£&tP arda of
the SD nepory card. 5 Here, it is possible that the setting of the with
bit to "1*S nCEPUSIEe fay3feshl t SAF QPN aRe bR OS 3RS T hé EPuRM LkEYeBi% map
becom ng "1". Wile the chances of this are 1/(n-1) or greater, it remains
a po®sibPPisyibanHisy i afst@p SE7r odont polvwlyhicth 15hjeudgés PG Wwhétrhet ha |
the bits in the EPUB#u. KEY bitmap are now "1". In "yes" then step 518, and
if "no" tHONn BPEIMB JFUG bitmap is “0” despite there being no
unused Rule&Key Entry areas in EPUB#u.KEY. In step S11,
if “yes” then step S12, and if “no” then step S13. In
step S12, control unit 15 detects the subsequent “0”

10 flag in the SD EPUB.MMG bitmap as the u®® bit, and
returns to step S8. If required, steps S10 to S12 are
repeated until a EPUB#u.KEY file having a bitmap with
a “0” flag is detected, after which control unit 15
proceeds to step S13.

15 Steps S13 to S16 relate to the writing of secure
data into an unused Rule&Key Entry area. In step S13,
control unit 15 detects a “0” flag nearest the head
of the bitmap in the EPUB#u.KEY file stored in internal
memory 10 as the vt bit. In step S14, control unit

20 15 writes an encryption key and a permitted
reproduction number relating to the new content into
the Rule&Key Entry area in EPUB#u.KEY corresponding

to the v'® bit (i.e. Rule&Key Entry#v). In step S15,

control unit 15 sets the v bit in the EPUB#u.KEY
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In step S18, control unit 15 sets the uth bit of the bitmap in SD_EPUB. MG
stored in internal nmenory 10 to "'I". In step S19, control unit 15 secure
wites NMothes/wptated SD EPUB. MG fil e from i nternal nmPcony200Q0é66300 t he
protected area. In step S20, control unit 15 calculates the gl obal
nunber#s of the Key&Rule Entry area into which the secure data was witten
by applying file nunber#u and | ocal nunber#v as determ ned 20 according to

the abovepopepatd ops tethe equaki-qy, §%£n-c1ant%f\/-urgﬁﬂtstf9 Fdeur
control unit 15 wites information in which content nunber#t correspon%ls

to | oba #s.Jnto er.si t.ab t e fide _in.the
di regtorylwi%]]ygv%g:hsct*]g né r&g%ﬁ,([%e@’m ats?ggelghk%4% %?g(?OSItjolbgT?Sln ernal
PCT/ JP2002/ 006630 %cord d. .Thus conpletes the wite grocessi,n of new
cont ent wlmterfn?éﬂsypec{L to The &0 FrendrF & “Ohe R BPIET #EY § s PR t & RPe

sel ection of unused Key&Rule Entry areas in an existing EPUB#u. KEY file 5
for the wPit h§ Of SRevP §6cur e fdat B e EPDBIGIREYY f Sl&%sdsuch as EPUB001. KEY
and EPUB002. KEY having low file nunbers will be particularly targeted,
theredy resultHegFen 4 shbsteingidflehshatespem ok tet dsablef blhozks "
corresponding to these files. This undesirable 10 effect can be overcone in
H;Si 1;2: | owiing ey .“ A”t dht es teap Bd Stoegd i a@stuiet SRnreadriy tclked b ntwhiich a
the EPUB#u.KEY bitmap beéoming “1”. While the chances
of this are 1/ (n-1) or greater, it remains a
possibility, and so in step S17, control unit 15 judges
10 whether all the bits in the EPUB#u.KEY bitmap are now
“"1”. In “yes” then step S18, and 1f “no” then step S20.
In step S18, control unit 15 sets the u®® bit of
the bitmap in SD_EPUB.MMG stored in internal memory
10 to ™“1”. In step S19, control unit 15 secure writes
15 the updated SD_EPUB.MMG file from internal memory 10
into the protected area. In step S20, control unit 15
calculates the global number#s of the Key&Rule Entry
area into which the secure data was written by applying
file number#u and local number#v as determined
20 according to the above operations to the equation
#s=(n-1) « #u+#v. In step S21, control unit 15 writes
information in which content number#t corresponds to

global number#s into the conversion table storage file

in the directory in which the new content has been
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address corresponds to the physical address allotted in advance to each
erasabl e bl ock, and a, targeting of EPUBxxx.KEY files for witing can be
managed bwowags/@5178f this | ogi cal address. This frees upcCrhex@mkh@bsrent of
erasabl e blocks with respect to files such as EPUB0OOl1l. KEY and EPUB002. KEY
having low file nunbers. That is, by rewiting the table the allotnent of
erasabl e bl ocks can be varied, thus avoiding the 20 |ifespan of any one

erasabl e blsockrbei @y @@f@ge%ﬁﬁﬁ#)!lkté@orttlﬁé‘eﬂrieé/@n WBetﬁini l&f ney
processing is concentrated on files such as EPUBOOl. KEY and PUB002. KEY

havi ng | ow f | r V] serib t Lt pr si ng of new
content, ?ﬁed%gélgérjrg?it;% I%é%ggo%%og?‘?% E@T%égb%%}’od%ﬁ@ ‘now noves on
to the reproductjon processi of stpred .content. Fig-17,is a_flowhart of
t he processi ngc'&bgrrbtﬁ bhe ‘fh\% ved 9 hV e trcépncrlaauéﬁ]lo%‘:(j;‘fl RBnP &N EE SRS i n
the 5 user data area of an SD nenory card. The reproduction of content is
achi eved &8 Ya%REFt ESFt ¥ e aPgaH €BntADI © Xint £ 1159 eREUB ity RECorbiitle
program conprising the operations shown in the Fig.17 flowhart. The
repr oduct E@F prloeeysihgiwm g o bendescy ¢ bad dyd ad SupbE3I By xax USBIY dpkiats on
via browser unit 11 instructing the reproduction of content provided in
such as EPUBOO1.KEY and EPUBOO2.KEY having low file

numbers will be particularly targeted, thereby
resulting in a shortening of the lifespan of erasable
blocks cqrresponding'tothese files. This undesirable
10 effect can be overcome in the following way. A table
can be stored in the SD memory card in which a logical
address corresponds to the physical address allotted
in advance to each erasable block, and a targetiné of
EPUBxxx.KEY files for writing can be managed by way
15 of this logical address. This frees up the allotment
of erasable blocks with respect to files such as
EPUBOO1.KEY and EPUBOO2.KEY having low file numbers.
That is, by rewriting the table the allotment of
erasable blocks can be varied, thus avoiding the
20 lifespanofennzoneerasableblockbeingunnecessarily
shortened, even when the write ©processing is
concentrated on files such as EPUBOO1.KEY and
EPUBOO2.KEY having low file numbers. Having described

the writing processing of new content, the description
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one of the directories in the user data area. In step S31, control unit 15
obt ai ns the gl obal nunber#s of the Key&Rule Entry area corresponding to

t he cont ewD 2088/t06178e r epr oduced from the conversi on tablPeTagPz2g®63(f il e of
the directory in which the content is provided. 1In step S32, control unit
15 obtains the file nunber#u and |ocal nunber#v of the EPUBxxx.KEY and
Key&Rul e Entry area, respectively,. that satisfy the equation 20 #s= (n-1)

#u+#v. | t | it . P .2 Y f
U+H#v. I nngden §3% s CORt Y ltbmﬁe %}yﬁgg&fl@t 1 fads BRUBEY.; K lolﬂ] %{@%E%d

protected area into interna n step S34, contr

j udges V\/n%toqle{e ttge with bit of the bitmap in EPUB#u. KEY stored in
i nt er nal mem)rynl “is "1". Here, although the 48 WO 2003/005178

PCT/ JP2002/ 00663Q Cf version table storage lfblsel e clearly shows whether
Key&Rul e Entry#¥ *ébr gsbc?n&i hd TRENG TR Bt FL IBF 9SS S B MHOP 8t S j s

conducted as a_safeguard against the unli kelg possibility of an error in
whi ch Key&RiVely it p#iis sapentmchbon p hiseonteste 58463 fnothd |
e . with bit ="0"), control unit 15 term nates the reproduction
procedsi ngsaf diadm S34eias dfes'’h (ADenemuith biatrc." I'he, r elpeno stuept $3m
Steps 35 to 39 relate to the actual reproduction of the content. 10 In
step S35, odoridmwt eunt ti 4% ohtiad 18 d Bes aereryPLitod Keyh & rORUKen&RWe: ro 1
Ent ry#v, and conmences
unit 15 executing a computer program comprising the
operations shown in the Fig.1l7 flowchart. The
reproduction processing will be described by
10 supposing a user operation via browser unit 11
instructing the reproduction of content provided in
one of the directories in the user data area. In step
S31, control unit 15 obtains the global number#s of
the Key&Rule Entry area corresponding to the content
15 to be reproduced from the conversion table storage
file of the directory in which the content is provided.
In step $S32, control unit 15 obtains the file number#u
and local number#v of the EPUBxxx.KEY and Key&Rule
Entry area, respectively, that satisfy the equation
20 fs=(n~1) » #u+#v. In step S33, control unit 15 secure
reads EPUB#u.KEY from the protected area into internal
memory 10. In step S34, control unit 15 judges whether

the v®™ bit of the bitmap in EPUB#u.KEY stored in

internal memory 10 is “iv., Here, although the
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both decrypting the encrypted content using the read encryption key and
reproduci ng the decrypted content. In step S37, control unit 15 waits for
a predet ewpizo@d0ist i ne period to pass, and proceeds toPsTap20838o6asen t he
predeterm ned tine period has passed. In step S38, control unit 15
decrenents by one the permitted reproduction nunber in Key&Rul e Entry#v.
In step S39, <control unit 15 secure wites the updated EPUB#u. KEY 20 file

into the prgf eetred; arear 5 Fhus g@g%ﬁﬁ%sEEQed@i@QP&yﬂkﬂ%ﬁgemaﬁgher

reproduction processing. The description now noves on to the de

processi ng.. FL g. [ I har f..th rocessi ng_eperation involved in
t he del et goenﬂéguc%%t Ilé:zl[@lé o#(r)‘)évgcl%nltltﬁ%espuosgr(ﬁr}l@ %92083/0 51i7gts in use
PCT/JP2002/0066%0 dat a %%g%PQf an SD nenDr%pcard. The del et e _processi ng

i s conducPéd by “Havi h§ R B SxEORIUE TRofipaterd HRIG AAdoRpRiot hg stthe
processin% operation shown in the Fig.18 flowhart. The del ete processing
will be 5 @e%&%é&%kemgr%litﬁéﬂa%taaneéfr@énx@nwhlmwéem&Rnlcme
of the directories in the user data area of the SD nenory card as
i nstrdct eBOyr 5 fuset s eper arcirohlyi anbtoviserusmit 1L stnest €3 $51,s contaol
unit 15 deletes fromthe directory entry the file#t 10 containing the
content tdibeedelEt’edhiang reounns theat eoUsten iaccupi etk by ithe tfd & e#th d 0
enpty. In step S52,
reproduction processing. If step S34 is “yes” (i.e.
v*™ bit = “1”), then step S35. Steps 35 to 39 relate
to the actual reproduction of the content.

10 In step S35, control wunit 15 obtains the
encryption key from Key&Rule Entry#v, and commences
both decrypting the encrypted content using the read
encryption keyanﬂ.reproducingthe decrypted content.
In step S37, control unit 15 waits for a predetermined

15 time period to pass, and proceeds to step S38 when the
predetermined time period has passed. In step S38,
control wunit 15 decrements by one the permitted
reproduction number in Key&Rule Entry#v. In step S39,
control unit 15 secure writes the updated EPUB#u.KEY

20 file into the protected area. Thus completes the
description of the reproduction processing. The
description now moves on to the delete processing.

Fig.18 is a flowchart of the processing operation

involved in the deletion of content stored in the user
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control unit 15 obtains the gl obal nunber#s of the key&Rule Entry area
corresponding to the content to be deleted. In step S53, control unit 15
obt ai ns twe 2as/fo5178 nunber#u and | ocal nunber#v of the EBPUBR2002/8E6¥30 fil e
and Key&Rule Entry area, respectively, that satisfy the equation #s=(n-1)
#u+#v. In step S54, control unit 15 secure reads EPUB#u. KEY fromthe
protected area into internal nmenory 10. 20 In step S55, control unit 15

j udges whether bhes aWotdh i ts pf nidigo Rivt P iyn t‘ﬂ@eEalé@ié’tléE\fmFE)@éag siirhg

internal menory 10 is "1". Here, although the conversion table storage

W th bi b 63063 DAl 7BYPCTIP0R2) bBBBIDE U | o8 ¢ Reydmure EACIYSNS Fe

in use or _not, step S55 i5 condg: ted _as a safeguard against the unlikely
possi bi |1 B OF T 6P ERIP F i Sihh 8 e PRI BRETYRY PP S BAubPPy 10 ¥ith 1.
If step S55 is "no", then control 5 unit 15 term nates the delete,

processi ng.n§ f Fét®p 1855 Liog et -t fdhe sOépl 86 Brepses56. 28 BBlielee
to the actual deletion of Key&Rule Entry#v. In step S56, control unit 15
witesd a dendiemitugider B Kt o skeyBRRA enBnt riy¥e | adeRPUBHU. KEY stcored eimt
internal nmenory 10. In step S57, control unit 15 sets the with bit in the
EPUB#uU. KEprovided 1in one of the directories in the user data

area of the SD memory card as instructed by a user
operation via browser unit 11. In step S51, control
unit 15 deletes from the direcfory entry the file#t

10 containing the content to be deleted, and returns the
cluster occupied by the file#t to empty. In step S52,
control unit 15 obtains the global number#s of the
key&Rule Entry area corresponding to the content to
be deleted. In step S53, control unit 15 obtains the

15 file number#u and local number#v of the EPUBxxx.KEY
file and Key&Rule Entry area, respectively, that
satisfy the equation #s=(n-1) * #u+#v. In step S54,
control wunit 15 secure reads EPUB#u.KEY from the
protected area into internal memory 10.

20 In step S55, control unit 15 judges whether the
v*® bit of the bitmap in the EPUB#u.KEY stored in
internal memory 10 1is w17, Here, although the
conversion table storage file clearly shows whether

the Key&Rule Entry area corresponding to the v®! bit
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bitmap to "0". In step S58, control unit 15 secure wites the updated
EPUB#u. KEY file stored from internal nenory 10 into the protected area. 15
Here, thewpaseydsiiBty exists that setting the with bit PCa/JrPhie2/BieBYU. KEY
bitmap to "0" in step S57 may result in all the bits in the EPUB#u. KEY
bitmap becomng "0". In step S59, control unit 15 judges V\/net her all the
bits in the EPUB#u. KEY bitmap are now 20 "0". In step S59 if "yes" then

step S60, (ands . i ke'PORuTBEeRnSt £P 43P 1 kN 35 6Ps E6Q r COBYLS,O0ls B sl§5d%|setes
the file entry rel atlng to EPUB#u KEY fromthe dlrectory entry, and

t t Y t T f
EPUBo. Ky T 88 281" /O8RS BCT] JpodbBr00b50 I Phe o restdd
duced t fth del et PU KEY file i
ot et ed | RO bﬁfloi‘-‘&&f U aPdh, ¢ ¥ & hew?s .wifﬁfm ﬁ%‘x@iﬁ% ML LRI dS

nunber of the deI eted EPUB#u . KEY file (i ' The 5 reuse of
file numbdFE 43 1thash lovitiets or IfTr?a’EelpsS5E;ab§ opS’e‘hed GR R ERE BEQUence
of file nunbers as a result of the deletion of EPUBxxx.KEY files can be

el i m Mat ednByt rebstegFnha dibe runbed edfe tlge Pded eeets 1id esIf1gtep S55
Furthernore, if the with bit in the EPUB#u. KEY bitmap is updated to show a
"0" valueisthtyes’,athen step S56.

Steps S56 to 558 relate to the actual deletion
of Key&Rule Entry#v. In step S56, control unit 15
writes a random number into Key&Rule Entry#v in

10 EPUB#u.KEY stored in internal memory 10. In step S57,
control unit 15 sets the v'® bit in the EPUB#u.KEY
bitmap to “0”. In step S58, control unit 15 secure
writes the updated FEPUB#u.KEY file stored from
internal memory 10 into the protected area.

15 Here, the possibility exists that setting the vEP
bit in the EPUB#u.KEY bitmap to “0” in step S57 may
result in all the bits in the EPUB#u.KEY bitmap
becoming “0”. In step S59, control unit 15 judges
whether all the bits in the EPUB#u.KEY bitmap are now

20 “0”. In step S59 if “yes” then step S60, and if “no”
then step S61. In step S60, control unit 15 deletes
the file entry relating to EPUB#u.KEY 'from the

directory entry, and returns the cluster occupied by

EPUB#u.KEY to empty. The number of EPUBxxx.KEY files
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probability of at least 1/ (n-1) that the SD EPUB. MMG bitmap wll al so
require updating. In other words, if an all "1" flag bitmap in EPUB#u. KEY
reverts twoaodobi8map having a single "0" flag as a re®artyrpi2Hée30 setting
change in step S57, the SD EPUB. MG bitmap w | require updating in order
toreflect this fact. Thus in step' S61, control unit 15 secure reads

SD EPUB. MMG from the protected area into internal 20 nenory 10. In step S62

control unit 484 ltﬂﬁ@%é"@%ter@rarter@ YN Dl fuide §he SO ERPEE MV By £ map 4 0

i nt er nal rrermry 10 is "1". If yes then step S63, and if "no" then step
S65. StepgSp nol, S64 t d g¢Qf; .5 5

PCT/ JP2002/ 006630 D" Ef(Pf%Balltl\/l%% Eﬁr’ﬁ?ﬁ‘e’%gsg@?cg%tlr%l Eﬁ\r??t 51)8 ‘? %g‘ ER%h
bit inth P bltrra to "0". 6 tr it. 15 _secure
wites th gtcedé D Ef SR Py gtlgr% Erﬁlﬁ%%r%gq %}&‘{) Yleof ithe
recording 5 agparai%ﬁ_\;énto the protected area. In step S65, control unit 15

del etes f ot PsEr ¢ BEIE Bk PAge- Kifi% fhé i d inufber #tu 0 -t Ade
del eted content and the global nunber#s of the Key&Rule Entry area
cor r eshondiiys o dhef dei et e mh 6 reont enth Thup oHpIcke ds fidve. d8llea e is,
processing. In enbodinent 4 as descri bed above, a new

gaps opened up in the sequence of file numbers as a

result of the deletion of EPUBxxx.KEY files can be
eliminated by reusing the file number of the deleted
files.

10 Furthermore, if the v' bit in the EPUB#u.KEY
bitmap is updated to show a “0” value, there is a
probability of at least 1/(n-1) that the SD EPUB.MMG
bitmap will also require updating. In other words, if
an all “1” flag bitmap in EPUB#u.KEY reverts to a

15 bitmap having a single “0” flag as a result of the
setting change in step S57, the SD EPUB.MMG bitmap
will require updating in order to reflect this fact.
Thus in step S61, control wunit 15 secure reads
SD_EPUB.MMG from the protected area into internal

20 memory 10. In step S62 control unit 15 judges whether
the u®® bit in the SD _EPUB.MMG bitmap in internal
memory 10 is “1”. If yes then step S63, and if “no”
then step S65.

Steps S63 and S64 related to the updating of
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EPUBxxx. KEY file is only created after all the Key&Rule Entry areas in

exi sting EPUBxxx.KEY files have been witten, and as a result unwarranted
15 creat iw0 2003/006WW8EPUBXxXxX. KEY files is avoided. M ni mpzirag2aobeosasnrber of
EPUBXxxx. KEY files in this way allows for the efficient organization of
stored content on the SD nenory card to be maintained over the long term
Since the protected area often occupies 20 a conparatively small percentage
of the toBal_BPESB .HML | abhe sare gns 8B repohyt candurai phys Gad tki Wide i gth

pl aced on the nunber of files that may be recorded therein. As such, the

ability obittheimecond Ngp appPeEALMHd N eHedpMeng 4 o .Wr;[he F%gg; V% e 53
WO 2003/ 005178 PCT/ JP2002/006630 m ni m zi ng the nunber of EPUBXXX. \?1’

files in t r y Vi des

i cient Cond EPTecti Ve way BFCU T or g Thet Brorairad <8 ed "B yue
structurergnd,t ripus _processing , operations. disclosed in enbodiment 1
to 4 of tﬁgq%rggegn?eiagvéﬁ’ti%ﬁ a?ﬁn%ffse Soh° tHe }gl |0 g € RRFRAT dRA
pat ent, appli_cati Qn ublications, and a 10 npre detail ed description of

rel at &d t8EMf Al uﬁat%%?? cafi epeP BBt RESG Dyared @rring to these

In step S65, control unit 15 deletes from the
conversion table storage file the id number#t of the
deleted content and the global number#s of the
Key&Rule Entry area corresponding to the deleted

10 content. Thus completes the delete processing.

In embodiment 4 as described above, a new
EPUBxxx.KEY file 1is only created after all the
Key&Rule Entry areas in existing EPUBxxx.KEY files
have been written, and as a result unwarranted

15 creation of new EPUBxxx.KEY files is avoided.
Minimizing the number of EPUBxxx.KEY files in this way
allows for the efficient organization of stored
content on the SD memory card to be maintained over
the long term. Since'théprotected.areaoften.occupies

20 a comparatively small percéntage of the total area
available on an SD memory card, a physical limit is
placed on the number of files that may be recorded
therein. As such, the ability of the recording

apparatus in embodiment 4 to write data while
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references: W' 00/65602 (02/11/2000) WD 00/74054 (07/12/2000) 15 WO

00/ 74059 (07/12/2000) WO 00/ 74060 (07/12/2000) WD 01/16821 (08/03/2001)

Vari ati orw0200351786 t he present invention has been desciPCia@2002m0668r ns of
t he above enbodi mnents, these are nerely exanples of the best node of the
invention as presently conceivable. Therefore, variations of the present
invention are permssible within the scope of the 54 WD 2003/005178

PCT/ JP2002/10066302 i alypv é Ik sal wabiees. xem BBk VAT, ikt v ons; (A)s th{Jé
given below. (A) In enbodinent 1, the nmaxi rrum nunber of Rul e&Key n ry

areas i s getetrioneddbys tbe e@]!ﬂatairpnsrfb h&m W rec ' e, pumber_ of
Rul e&Key Entry areas in a single EPUBxxxmKE aergnc?f%v%%g#he ¢ sy of

bits in ther$Sb IS er . sed on there
bei ng one S[;f Epﬁgﬂ%wﬁgﬁﬁg%hte gr oyggeo?larﬂrggrml aat 3%?%r%ﬁﬁ1§rﬁd

nunber caglhga mul tiplied by increasing the nunber of SD EPUB. MMG fi | es.
For exanple, if two SD EPUB. MG files are provided in the protected area,

the mgxi mum nunber of Rul e&Key Entry

The data structure and the various processing
operations disclosed in embodiment 1 to 4 of the
present invention are based on the following
international patent application publications, and a

10 more detailed description of related technical
matters can be obtained by referring to these
references:

WO 00/65602 (02/11/2000)
WO 00/74054 (07/12/2000)
15 WO 00/74059 (07/12/2000)
WO 00/74060 (07/12/2000)

WO 01/16821 (08/03/2001)

Variations

20 While the present invention has been described
in terms of the above embodiments, these are merely
examples of the best mode of the invention as presently
conceivable. Therefore, variations of the Present

invention are permissible within the scope of the
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areas beconmes 2 n in. 15 (B) In enbodinent 1, the mbit bitmap show ng
the condition of the EPUBxxx.KEY files is placed in SD EPUB. MMa However,
t hi s bit nap 20@y00by8pl aced in the first EPUBxxx. KEY fil| @CTEP2N02/006630
EPUBOA . KEY). In other 20 words, enbodinment 1 requires two file access
operations (i.e. once to open SD EPUB. MM5 and once again to open

EPUB#u. KEY havi ng an unused Rul e&Key Entry area), whereas this variation

al l ows fopyddiee aandiiban, ok d h@ﬁ@%réﬂgﬁwfh%&i@n@e (Ck@z(ew P89 235% WO
2003/ 005178 PCT/ JP2002/ 006630 nerely by openi ng EPUB001 If there is

an unused ;Rule&KeyEnfry area in EPUBOO1. KEY, new secure data can thus be
witten bg opening only one file. Even if there are no unused Rul e&Key
Entry areas in 5 EPUBOO1. KEY, EPUB#u.KEY can still be determ ned from the
mbit bitmap in EPUBO01. KEY, and thus no nore than two file access
operation WI|| be required in the wi.iting. Al so, although in enbodinent 1

an n-bit Bifthap! M1E AW WY StHe Eondil??oﬁ‘adflmr%%éﬁ}‘%f:r?far%&é?éKeY

provi ded in each EPUBxxx.KEY file, the n-bit bitmaps my alternatively be
provi ded EmtSDyElaUBeNWGiS((Z)eAsleladcfecﬁobyaer@UByqx»@KE‘bﬂihe (i, evhere

“"n” is the number of Rule&Key Entry areas in a single
EPUBxxx.KEY file and “"m” is the number of bits in the
SD_EPUB.MMG bitmap. This maximum number is based on
there being one SD_EPUB.MMG file in the protected area.
10 Thus, the maximum number can be multiplied by
increasing the number of SD EPUB.MMG files. For
example, 1f two SD _EPUB.MMG files are provided in the
protected area, the maximum number of Rule&Key Entry

areas becomes 2+ n-* m.

15
(B) In embodiment 1, the m-bit bitmap showing the
condition of the EPUBxxXxx.KEY files 1s placed in
SD_EPUB.MMG. However, this bitmap may be placed in the
first EPUBxxx.KEY file (e.g. EPUBOO1.KEY). In other

20 words, embodiment 1 requires two file access
operations (i.e. once to open SD EPUB.MMG, and once
again to open EPUB#u.KEY having an unused RulegKey
Entry area), whereas this variation allows for the

condition of the EPUBxxx.KEY files to be determined

55



15 EPUB#u. KEY) havi ng unused Rul e&Key Entry areas may be conducted by
referring only to the mbit bitmap in SD EPUB. MM5 w thout providing n-bit
bi t maps iwWOeaenosERUBxXxx. KEY file. In other words, if tireTIRZOR/dIGAE)
apparatus investigates the condition of Rule&ey 20 Entry areas in files
before witing new secure data, there wll be no need to provide bitmps
that show the condition of each Rul e&Key Entry area. This variation is

prem sed o8 nnbyed Rub p@ikeyngNtEFUBERS .(KEe.. areashe¥i AG eh 4o PSed
witten or having had data deleted) 56 WO 2003/005178 PCT/JP2002/ 006630

bei ng SEtRatL@&K@yleEhhﬁﬁ%ab'xoe\!"é tthe delesben cRRAI i QR t9he, aWi ?(%ﬁa

determ ned (e.g. 000000000"). However, since secure data Is store

t d : ' | t it : 5
bt oot R Bl ke i 13 "aren PREHF Y R S Eh e iR R febrag

di st i ngui shi bet ween encrypted data nd deleted data is not easy. Thus
SR 'ar&ig%ﬂcmuﬁﬁﬁ?gmxﬁg&ﬁ%i%¥no%$$§&ic%q?as in

conducti ng the  inve
real i the flags of the bitmap 10 i n each EPUBxxx. KEY

abl In odinment_1
file &l eaﬁ?Fy Bs%ﬁ\%b'f%g Yeadh? UR ‘é&IIQ'ergEﬁtarry SF éd Wheeher & s mRuk egkeyr Bt ry
area has had secure data recorded or deleted. Thus, by referring to the
n-bit bitvRE M~ 5 tphsist Bee tion qUPEIBG0 1lddf BY i men dhi biw Rul @ &Key Ertligin
areas in a file are not
two file access operation will be required in the

writing.
Also, although in embodiment 1 an n-bit bitmap
10 showing the condition of Rule&Key Entry areas 1is
provided in each EPUBxxx.KEY file, the n-bit bitmaps

may alternatively be provided in SD_EPUB.MMG.

(C) A search for an EPUBxxx.KEY file (i1.e.
15 EPUB#u.KEY) having unused Rule&Key Entry areas may be
conducted by referring only to the m-bit bitmap in
SD_EPUB.MMG, without providing n-bit bitmaps in each
EPUBxxx.KEY file. In other words, if the recording
apparatus investigates the condition of Rules&Key
20 Eﬁtry areas in files before writing ﬁew secure data,
there will be no need to provide bitmaps that show the
condition of each Rule&Key Entry area. This variation
is premised on unused Rule&Key Entry areas (i.e. areas

having yet to be written or having had data deleted)
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15 in use and which Rul e&Key Entry areas have been witten. (D)
Enbodinents 1 to 4 are described by referring to an exenplary SD nenory
card t hatwprroew®se® over head 20 relating to the nutual PamtIRzNR/H@&ESG ON
required to access files. However, enbodinents 1 to 4 may be applied to
any recording nmediumincurring an overhead that results in tinme being
taken to open a plurality of files. For instance, the recordi ng nedi um may

be 57 WOn20034085%7% PETALPRAR2LGN66301a I aShn@EAR Ve €ardln EXAWPL €3
whi ch include a conpact flash card, a smart nedia, a nmenory stick, a

mul ti medi @ Lard.q@ng & ?%Q'&@%Lﬂe a *ée.rcl:;t ha@cﬁa%ﬁ%% 6%”“)”@19%) ﬁ&‘%&y

card, the recordi ng nedi um may e an optT cal exanples 0 I ch’

i nclude a_. eti ¢ recordjng disk (e.q.. flexible disk Super Di sk, Zip
aik!), asA§%§MJ%C%§§ %%gam%ées?gﬂfdoﬁﬁ ?&frgﬁﬁfﬁ %ﬁéﬂ’Eﬁﬁ@w,
mcro drive a DVD. RAM a DVD-RW PD, DVD+RW and ,a CO-RW 10 (E) As
shown in Pr%dlﬁFﬁv\cdrl%Ftas ih EedsS 16 ]tf)lyl§,e fﬁ@eq:h}aﬁ’ad“’[%%fcﬁr?%saofraf%éom
recordi ng apparatus described in 'enbodinment 4 are realized through

anel i o at PO €& Lk edt By B ucbapidtey -Foidablar egnpat @h bebgtam smscux e

such, the conputer program may be perfornmed
data is stored, distinguishing between encrypted data

and deleted data is not easy. Thus conducting the
investigation mentioned above 1s not practically
realizable. In embodiment 1, the flags of the bitmap

10 in each EPUBxxx.KEY file‘ clearly show for each
Rule&Key Entry area whether the Rule&Key Entry area
has had secure data recorded or deleted. Thus, by
.referring'tothe.n—bitbitmapji:ispossible1x>quickly
determine which Rule&Key Entry areas in a file are not

15 in use and which Rule&Key Entry areas‘have been

written.

(D) Embodiments 1 to 4 are described by referring to
an exemplary SD memory card that incurs an overhead
20 relating to the mutual authentication required to
access files. However, embodiments 1 to 4 may be
applied to any recording medium incurring an overhead
that results in time being taken to open a plurality

of files. For instance, the recording medium may be
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i ndependently of the recording apparatus. If the conputer programis
stored on a storage nedium the storage nediummay be distributed or |ent
to a userwo 200805178 conput er program then perforned i ndepenazoehes60 by t he
user. Alternatively, if the conputer program is distributed over a
network, a user may downl oad the conputer program and the downl oaded
conputer program then be perforned i ndependently by the user. 58 WD

2003/ 005128 PECHIR2002hA06§30c6mdl N enbedh ment s ok t g i ctrhe 160t e e t 0 be
recorded on the SD nenory card is described as being an electronic

publ i cat i e biagav e ; AL hee £oglent Jmy he meeaoided o ke SDseMREY, card,
I an e above

exanpl es of rch 5 include nusic movies. (G In't

enbodi ment s, . m. r. of, _bits in_a m b i p.are,allotted one-to-one
Lo m nurbsi L MATRES 2l 128 Al e PR i naih BRE LB HAR L
shown for each EPUBxxx. KEY file; that i$, %ether the  file has (i) one or
more unus8F keG&RUTE En? Fy BFBESEY 624 Fr) Al f R&F&%Idelﬁﬁtrni/egrléla}zé R Xise.
However, by increasing the nunmber of allotted bits, three or nore

condi t4 on®emap he SAEWT $ér SdchkEPUBREMREE §i |l@f ¥hieh | Anhbusbover

enbodi nents, n nunber of bits in an n-bit bitmap are allotted one-to-one
to n numheagfietic recording disk (e.g. flexible disk,

SuperDisk, Zip, Clik!), a removable hard disk drive
(e.g. ORB, Jaz, SparQ, SyJdet, EZFley, micro drive),

a DVD-RAM, a DVD-RW, a PD, a DVD+RW, and a CD-RW.

10
(B) As shown in the flowcharts in Figs.1l6 to 18, the
characteristics of the recording apparatus described
" in embodiment 4 are realized through ameliorations
effected by a computer-readable computer program. As
15 such, the computer program may be performed

independently of the recording apparatus. If the
computer program is stored on a storage medium, the
storage medium may be distributed or lent to a user,
and the computer program then performed independently
20 by the user. Alternatively, if the computer program
is distributed over a network, a user may download the
computer program, and the downloaded computer program

then be performed independently by the user.
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Key&Rul e Entry areas in each EPUBxxx.KEY file, which allows two conditions
to be shown for each Key&Rule 20 Entry area in a EPUBxxx. KEY file; that
is, whet WO 20082005K8y&Rul e Entry area is (i) not in use, POT/J@RG0}/00663MLSE.
However, by increasing the nunber of allotted bits, three or nore
conditions may be shown for each Key&Rule Entry area. 59 WO 2003/ 005178
PCT/ JP2002/ 006630 (I) The above enbodi nents are described in terns of

rights manggemeqt, 'bm‘&; H?%ni&ﬂtbse!lngtéeg(?r defk i do hi& nkr ‘Etcﬁ‘%@ga]; 8t¥rded

However, other types o ormation 5 requiring a high Ievel

confidentiali may.he recorded in_the .prot exanples. of which
i ncl ude blo?)‘l i tr%hlenfcsjlrann ieonﬁ? IB’ri v%‘?gdl nfor ma :é%‘r%:dr Jgngaadt r%ge ié)eeclrlg an
informatiorl. Al so, if tﬁglfr:ﬁionte t to be reproduced is acgu i cation E’\Sﬁe
descri bed®if 46 Téhbodi 1£3 518N PHPEFUEETIN DT BES S MY MR FAV0
variations such as the display or printing of the publication. The
permittedreshdirdiots Ot ddeecahP BeeBeteY niGrelddep8Fd AE lohst L f of bl 6th
reproduction. 15 (J) In the above enbodi nents, the rights managenent

i nformati dmasktuslga heuset ai tard condiitd ®ns of usage such as reproduction,
copying, and the like. Copy processing may involve variations such as
transfer, magration, and checkout copying. Transfer copying is

(G) In the above embodiments, m number of bits in an
m-bit bitmap are allotted one-to-one to m number of
EPUBxxx.KEY files, which allows two conditions to be
10 shown for each EPUBxxx.KEY file; that is, whether the
file has (i) one or more unused Key&Rule Entry areas,
or (i1i) all Key&Rule Entry areas in use. However, by
increasing the number of allotted bits, three or more
conditions may be shown for each EPUBxxx.KEY file.
15
(H) In the above embodiments, n number of bits in an
n-bit bitmap are allotted one-to-one to n number of
Key&Rule Entry areas in each EPUBxxx.KEY file, which
allows two conditions to be shown for each Key&Rule
20 Entry area in a EPUBxxx.KEY file; that is, whether the
Key&Rule Entry area is (i) not in use, or (ii) in use.
However, by increasing the number of allotted bits,
three or more conditions may be shown for each Key&Rule

Entry area.
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20 used to transfer content between recording nediuns when the original
content is to be deleted. Mgration copying is prem sed on rights
managenerwvoi2né3sesi on bei ng generated on the recordi ngCraazaemaaso whi ch
the content is to be 60 WO 2003/005178 PCT/JP2002/ 006630 copi ed. Checkout
copying is one type of copy processing used when the permtted nunber- of
copies is limted, the copying being executed after decrenenting the 5
permtted nunber of copies by one. Different from other fornms of limted
nunber copying, checkout copying allows for the pernmitted nunber of copies

to also ha) ncrarenied.y dNemps ahided tRUDEE @fe S0RIGSe dCam be J NpLeneat ed
after first conductlng "check-in" 10 processing to prohibit the

r epr oduct i-ql QEéxmgg@geﬁgﬂfdﬁygQgﬁggg%ﬁ“ %f@g W@cg@ eF§rg§ted

conditions of use in the ri nanagenent orna ion may e deS|g

0,71 mansr. ol oetersgd. for Sxamle; feelr LGl ons rpy.be evoll ed e

the rema |ng nu reproductlons or

limt nay be set.. These res tions may_al so be applied_in ternms of tine
rat heP t haf ¥ &fuehdy of k&l%é‘ Y fer wicse &Pnfé%ggédt?@étpﬁrl%éyof bgse
may be set.

recorded in the protected area, examples of which
include billing information, private information, and
trade secret information. Also, if the cbntent to be
reproduced is a publication as described in
10 embodiments 1 to 4, reproduction processing may
involve variations such as the display or printing of
the publication. The permitted condifions of use can

be determined depending on the form of reproduction.

15 (J) In the above embodiments, the rights management
information sets the permitted conditions of usage
such as reproduction, copying, and the like. Copy
processing may involve variations such as transfer,
migration, and checkout copying. Transfer copying is

20 used to transfer content between recording mediums
when the original content is to be deleted.

Migration copying is premised on rights
management information being generated on the

recording medium onto which the content is to be
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| NDUSTRI AL APPLI CABI LI TY The present invention allows for a file having an
unused area in which to record secure data to be 61 WO 2003/005178

PCT/ JP20000638®6178qui ckly specified from anong a pl ur alPcrygraio2/fHédess

stored in the protected area. Therefore, the present invention can be used
by consuners around the world who require a recording nmedium a recording
apparatus, 5 or a reproduction apparatus for recording secure data. As
such, theegpse@reat potential for the recording nedium recording
apparatus, and reproduction apparatus relating to the present invention to

be used in are = PUrPoOs i 01 + 62 WO
2003/ 005178 PCT??SZ%%%/LS%GE%SDQ%%E ?jsslgrﬁg_rgg?rgdi ﬁgea@;)%aﬂ’aﬁuﬁg?i?réém&_
naving a BT a1 Py Br tats ry SaiE Y S aupiint kgt o SEREER vy WA L ahER SR € 1
read condition infarnmation fron1ihe recordi ng nmedium the condition

¢

i nformati 6 Sh&G@RY HBF REHTTI € HREHeP d haftite idSShPReAr i Tokdi®i on

in which one or nore entry areas are not in use, or in a second condition
in whith Rgrmitted number of copies by one. Different from

other forms of 1limited number copying, checkout
copying allows for the permitted number of copies to
also be incremented. The permitted number of copies
can be incremented after first conducting “check-in”
10 processing to prohibit the reproduction of content

copied onto a recording medium.

(K) The permitted conditions of use in the rights
management information may be designated in any manner
15 preferred. For example, restrictions may be applied
to the remaining number of reproductions or copies,
or alternatively an upper limit may be set. These
restrictions may also be applied in terms of time
rather than frequency of use, or otherwise an

20 effective period of use may be set.

INDUSTRIAL APPLICABILITY
The present invention allows for a file having

an unused area in which to record secure data to be
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10 the entry areas are in use; a witing unit operable to specify a file in
a first condition by referring to the read condition information, and to
write datwoizneamoarrsunused entry area of the specified PCTrap2@edocts an
updating unit operable to update the condition information so as to show
the specified file as being in the second condition if all the entry areas
in the specified file becone in use as a result of the witing of the
data by tleriwikling upetci 22l Fheomecomding appsrai us 10f £l abm 1f swhegein
the condition information is updated by the wupdating unit so as to show,
when an esttyrarea inta e -plidt€etht d deasecoHnd repndictd 9p becones of iy, Use,
the 63 WO 2003/005178 PCT/ JP2002/ 006630 file as being in the first

condi tioni ndv e Hel pRCQE ginn p u f~clal r.ei here are
nunber of files, m bei ngha%(?ntgg{:]%rl %gph%\glinﬁégméljev%%g %+H?%r€éreea‘f8rrm?he
condi tiong i i fl nce. consisting of ,mnunber of flags

t hat corrggg)%gagnlg]?teogoﬁgcvﬁ ﬁiﬁhq%?ﬂn?ﬁ&%%f DL PG L& R B PR By

set as. one .0 off-flag ,showi ng the corresponding 10 file to be in the
fi rst%congirtlfao%fépa‘ﬁada"hc r}_qpaqugaratus foP recording secure data.

As such, there is great potential for the recording
medium, recording apparatus, and reproduction
apparatus relating to the present invention to be used

in areas such as the general-purpose equipment

10 industry.
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showi ng the corresponding file to be the second condition, the file
specified by the witing unit corresponds to an off-flag, and 15 the
updat i ng W9 20é800817dat i ng unit invol ves changi ng the of Pcirliagpor/ooeasn on- f | ag
if all the entry areas in the specified file becone in use as a result of
the witing of the data by the witing unit. 20 4. The recordi ng appar at us
of claim3, wherein the off-flag to which the file corresponds is an

of f-fl ag nebAdGMSa head of the flag sequence. 5. The recordi ng apparatus of
claim3, wherein 64 WO 2003/005178 PCT/JP2002/ 006630 the condition

informatian.is pl acedloirt DA Bfph A& a £ ilseg A G & Be Pl HiAhid ¥iofm @& 5 ¥
areas, or in afile that is different to the files having the plurality

of entry a{£asa D BurHeik8FOSHI G PRRANAL LS Aicll @Mkl dHNIREICp file
conprising: a creating unit operable to create a file that 'is 1n the tirst

condi tion y |l _of t fi th cordi medj um are_shown to be
in the sec%%]gac%%diati%%uvéf’légitﬁg roeﬁdetjzngcn%?ti%%e%% br(n%a I|g18r¥1|‘sélrlr%ferred to

bythGSWthng %“tfeading unit operable to read <condition

information from the recording medium, the condition
information showing for each file whether the file is
in a first condition in which one or more entry areas
are not in use, or in a second condition in which all
10 the entry areas are 1in use;
a writing unit operable to specify a file in a
first condition by referring to the read condition
information, and to write data into an unused entry
area of the specified file; and
15 an updating unit operable to update the condition
information so as to show the specified file as being
in the second condition if all the entry areas in the
specified file become in use as a result of the writing
of the data by the wrifing unit.
20
2. The recording apparatus of claim 1, wherein
the condition information is updated by the
updating unit so as to show, when an entry area in a -

file in the second condition becomes not in use, the
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7. The recording apparatus of claim1l1, wherein 15 there are n nunber of
entry areas in each file, n being an integer having a value of 2 or

great er, whbeosszwsr’di ng nedi um has further recorded therPewdaP20Rh@g3cequence
consisting of n nunber of flags that correspond one-to-one with the n
nunber of entry 20 areas in a file, each flag being set as one of an
off-flag showi ng the corresponding entry area to be not in use, and an
on-fl ag shdw fig &hebeokngsponditiiye ent ry tareantdibd dm.use, and the entry
area into which the data is to be witten 65 W 2003/005178

PCT/ JP2002/ 006630 by the witing unit is an entry area corresponding to an
off-flag. 8. The recording apparatus of claim7, wherein 5 the off-flag to

whi ch the3ent ryrakear 6@/d £8ANGS a p §ad'y Phfs f 20 Neanest ja hﬁ?}%r‘%it he flag
sequence. 9. The recording apparatus of claim?7, erein’the ag §bquence

5B Sl 0 vy g 10 s J0c i U B e o entry s, o 1

afilethat 1is different to the files Vi'hg

10. The r ing apparatus o aim9, wherein 15 the flag sequence and
t he crgndif?%g{lg#ﬁf 0‘3?1”2%%%@ a‘?% %ai?éd JheHeSFirle that is different to the

files o . .
the condition information is a flag sequence

consisting of m number of flags that correspond
one-to-one with the m number of files, each flag being
set as one of an off-flag showing the corresponding
10 file to be in the first condition, and an on-flag
showing the corresponding file to be the second
condition,
the file specified by the writing unit
corresponds to an off-flag, and
15 the wupdating by the updating unit involves
changing the off-flag to an on-flag if all the entry
areas in the specified file become in use as a result

of the writing of the data by the writing unit.
20 4., The recording apparatus of ciaim 3, wherein
the off-flag to which the file corresponds is an
off-flag nearest a head of the flag sequence.

5. The recording appératus of claim 3, wherein
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havi ng the n nunber of entry areas. 11. The recordi ng apparatus of claim 1,
wherein 20 the recording nmediumis a sem conductor nenory card that

i ncl udes WP 20e8/do8178i cation circuit for authenticating &OTAPp@LR/A6I3D t O

whi ch the sem conductor nenory card is connected, and a protected area
which is accessed by the apparatus only 66 WO 2003/005178

PCT/ JP2002/ 006630 when the apparatus has been authenticated by the

aut henti cation eihrew ¢ n caingdi bhe ipd el by 1S nfikep 100 €eleadf dedei B et G o
protected area. 5 12. The recording apparatus of ¢laim1l, wherein the

semt conduglior o BeRBIY £ d 413 D d Dgliiies anuser Aala orearhani 00y ) o

recorded therein a plurality encry cont the plurafli

entry are i . Is | ecorded. jn the.protected, are re | ot ted
one-to-ong%téogt %}e %Ilufrefa?l&teyn%f %eonc#\p/lp eﬁl@oen? eﬁtas‘flgr?daiiﬁg da H%ft‘-tteﬁﬁ
into the u%used entry area of the specified file by the witing unit

i ncl udes 8rfe ¥4 ¥ &detPybtion key and rights management information, both

of vvhisch relate to the encrypted content to which the unused entry area is
al | ot t%ed.

6. The recording apparatus of claim 1, further
comprising:

a creating unit operable to create a file that

is in the first condition if all of the files on the

10 recording medium are shown to be in the second

condition when the read condition information is

referred to by the writing unit.

7. The recording apparatus of claim 1, wherein
15 there are n number of entry areas in each file,
n being an integer having a value of 2 or greater,
the recording medium has further recorded
thereon a flag sequence consisting of nnumber of flags
that correspond one~to-one with the n number of entry
20 areas in a file, each flag being set as one of an
off-flag showing the corresponding entry area to be
not in use, and an on-flag showing the corresponding
entry area to be in use, and

the entry area into which the data is to be written
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13. The recording apparatus of claim1l, wherein 20 an area of the
recording mediumis formed from a plurality of clusters, the entry areas
in the fiwexoermwszach of a constant |ength, and the numroeErIPi02/e06680/ ar eas
in each file is set such 67 WD 2003/005178 PCT/JP2002/ 006630 that a size
of each file is less than or equal to a size of a cluster. 14. The
recordi ng apparatus of claim 13, wherein 5 the recording nediumis a

sem condus{;or HenprY + £akd uedei it 4 hah tdﬁyaa&e&@rseciﬁ@@wﬁda%gr aged
before the witing of the data by the witing unit, and the size of a
cluster igspequpk t©) gy a fraction 10 of a size of a mninumerasable area
of the sem conductor 'nenory card. 15. A recordi ng nmedi um havi ng recorded
thereon: a plurality of files, each of which has a 15 plurality of entry
areas; and condition information showing for each file whether the file is
inafirs conthion in which one or nore entry areas e not in use, or
d c

in a seco BBt i DRCIOT Whikh 2BPRRE ©AEr P hr &ds2 & 1 n UsRS T 9pn

b the off-flag to which the entry area corresponds

is an off-flag nearest a head of the flag sequence.

9. The recording apparatus of claim 7, wherein
the flag sequence is placed in one of the files
10 having the n number of entry areas, or in a file that
is different to the files having the n number of entry

areas.

10. The recording apparatus of claim 98, wherein
15 the flag sequence and the condition information
are placed in the file that is different to the files

having the n number of entry areas.

11. The recording apparatus of claim 1, wherein

20 the recording medium is a semiconductor memory
card that includes an authentication circuit for
authenticating an apparatus to which the
semiconductor memory card is —connected, and a

protected area which is accessed by the apparatus only
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16. The recording nmediumof claim15, wherein there are mnunber of files,
m being an integer having a value of 2 or greater, and the condition

i nf or mat i WO 2083/@5fBag sequence 68 WO 2003/ 005178 PCT/ JP2OOR2O6E88

consi sting of mnunber of flags that correspond- one-to-one with them
nunber of files, each flag being set as one of an off-flag show ng the
corresponding file to be in the first condition, and an on-flag 5 show ng

the -corregpomli nghki | e gwake the saeand b condi bivtih ehk i B £8CORGI NG 1 o
medi um of claim 15, wherein there are n nunber of entry areas in“eac

file, 10amtheemnd 8B diteqerchavdnga vakhue of 2 or greater, and the
recordi ng nmedi um has further recorded thereon a fl ag sequence consi sting

of n nunber of §hags at Lrespoad -1g-one with the n nunber of entry
areas in a file, eact?%Pagalggitr?g scg? agqgnéegof g%ne 15r8fcf°-¥$§dysh]0%i n§ e
correspongdi area to be not in use, and an on-flag show ng the
correspon F%\:S%ﬁﬂ{é{?} aar]ggat'o be in use. 18. The recordi ng nmediumof claim
15, wg)erei n 20 the recording nmediumis a sem conductor nmenory card that

i ncludes an authentication circuit for authenticating an apparatus to

whi ch the )
12. The recording apparatus of claim 11, wherein

the semiconductor memory card further includes
a user data area having recorded therein a plurality
of encrypted contents,

10 the plurality of entry areas in the files recorded
in the protected area are allotted one-to-one to the
plurality of encrypted contents, and

the data written into the unused ehtry area of
the specified file by the writing unit includes one

15 ofeadecryptionkeyznuirightsmanagementinformation,
both of which relate to the encrypted content to which

the unused entry area is allotted.

13. The recording apparatus of claim i, wherein
20 | an area of the recording medium is formed from
a plurality of clusters,
the entry areas in the files are each of a constant
length, and

the number of entry areas in each file is set such
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sem conductor nenory card is connected, and a protected area which is
accessed by the apparatus only 69 WO 2003/005178 PCT/JP2002/ 006630 when

t he apparwiousodmmsi7’Been aut henti cated by the aut henti caPCogpPioz/owscso and
the plurality of files are recorded in the protected area. 5 19. The
recordi ng nmedi um of claim 18, wherein the sem conductor menory card further
includes a user data area having recorded therein a plurality of

encr ypt edtécrtent 116 thé acal ifylef sty saseashim the fddes 1r ecqr ded
in the protected area are allotted one-to-one to the plurality of

encrypt edsdorg eptfs, aardl tilke- glat.ta witten into.the unused entry area of the
specified file by the writing unit includes one 15 of a decryption key and

ri ghts managenent information, both of which relate to the encrypted
content to which the unused entry area is allotted. 20. The recording

medi um of 1 gl ai np 0. an _area of the pecosdin diumis forned
from a pl ural|tlél/ﬂéoff,\%lgug%(grlél %faqc'érgea%%ir‘?:{ﬂém?i g a¥ésdaehof a

constgnt | engt and
3 gghe recording medium is a semiconductor memory

card requiring that data recorded thereon be erased

before the writing of the data by the writing unit,
and

the size of a cluster is equal to or a fraction

10 of a size of a minimum erasable area of the

semiconductor memory card.

15. A recording medium having recorded thereon:
a plurality of files, each of which has a
15 plurality of entry areas; and
condition information showing for each file
whether the file is in a first condition in which one
Or more entry areas are not in use, or in a second
condition in which all the entry areas are in use.
20
16. The recording medium of claim 15, wherein
there are m number of files, m being an integer
having a value of 2 or greater, and

the condition information is a flag sequence
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t he nunber of entry areas in each file is set such 70 WO 2003/005178

PCT/ JP2002/ 006630 that a size of each file is less than or equal to a
size of awolzex®s17821. The recordi ng nmedi um of cl ai m 20 PCEIR2MO2/N0663¢ he
recording nmediumis a sem conductor nenory card requiring that data
recorded thereon be erased before the witing of the data by the witing
unit, and the size of a cluster is equal to or a fraction 10 of a size of

a m ni mnuncemasabitel ageaodf the nusené eonduct Gl AGREOr  KARd. 22 rA SOBRY er
program for having a conputer perform a recording process relating to a

recor di ngomedt tm- dhet hatt RasneePrAedbidiereen: a 10l urality, of 1 £il s, . each
of which has a plurality of entry areas, conprising: a rea |nggste% 89

niornat i on Show hg { o cAbh 1 o Whathert Che a1 1. 1P AT 8P bt A5

information showi ng for each fi et’her the

condi ti ongi i e e ent.r reas are.not in use, or in a second
condi t i onfihQ%iltﬁ g% ?henghter yr%Ja’?’{gis GPEFhEIRR ra IRt i g seBp Blag

speci fyi n ile in.a first condition by referring to the read condition
72 5Y Qh%Jlng the correspondingy file tg be the second

condition.

17. The recording medium of claim 15, wherein
there are n number of entry areas in each file,
10 n being an integer having a value of 2 or greater, and
the recording medium has further recorded
thereon a flag sequence consisting of n number of flags
that correspond one-to-one with the n number of entry
areas in a file, each flag being set as one of an
15 off-flag showing the corresponding entry area to be
not in use, and an oh—flag showing the corresponding

entry area to be in use.

18. The recording medium of claim 15, wherein

20 the recording medium is a semiconductor memory
card that includes an authentication circuit for
authenticating an apparatus to which the
semiconductor memory card is connected, and a

protectedareavnﬁmﬂlisaccessedknrtheapparatusonly
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WD 2003/ 005178 PCT/JP2002/ 006630 information, and witing data into an
unused entry area of the specified file; and an updating step of updating
t he condiwDano3/Goaf7ér mati on so as to show the specified fPCrarPa®2b@icsry 5 in
t he second condition if all the entry areas in the specified file becone in
use as a result of the witing of the data in the witing step. 23. The
conput er program of claim 22, wherein 10 the condition information is

updat ed i Whithe twheat PP sreptse abatn $hown whertlenent ey tega by arifdle
in the second condition becones not in use, the file as being inthe first

condi ti onaulth 84t The cosput €L ¥ @aram gk £l aim 22, wherein there are m
nunber of files, mbeing an integer having a value of 2 or greater, the

condition inforenld onigrd fhag, segEen nsistin er, of ags
that correspond 20 orbne-tro-oneq]vmﬁﬂ thggnln%%be?%&oéf %?fgsﬂ(g%c fjtﬁg Ei‘l g

set as ong, Qf+ apof §-f showi ng the corresponding file to be in the
first congirti on, ang zflnﬁgr?-'flag showi ng the corresponding file to be the

secong condition, 72 WO 2003/005178 PCT/JP2002/ 006630 the file specified
in the witing step

19. The recording medium of claim 18, wherein

the semiconductor memory card further includes
a user data area having recorded therein a plurality
of encrypted contents,

10 the plurality of entry areas in the files recorded
in the protected area are allotted one-to-one to the
plu;ality of encrypted contents, and

the data written into the unused entry afea of
the specified file by the writing unit includes one

15 of a decryption key and rights management information,
both of which relate to the encrypted content to which

the unused entry area is allotted.

20. The recording medium of claim 15, wherein
20 an area of the recording medium is formed from
a.plurality of clusters,
the entry areas in the files are each of a constant
length, and

the number of entry areas in each file is set such
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corresponds to an off-flag, and the updating in the updating step involves
changing the off-flag to an on-flag if all the entry 5 areas in the

speci fi edwDi2o@s/lves8ne i n use as a result of the witingcofiredoeoebase i n t he
witing step. 25. The conputer programof claim24, wherein the off-flag to
which the file corresponds is an 10 off-flag nearest a head of the flag
sequence. 26. The conputer program of claim 24, wherein the condition
informati bRa% Pl exkdd noéneatht hei 1 | £s Havseg thenplairalddiaafl €6t ry
areas, or in a file 15 that is different to the files having the plurality
of entry afeas. oX7. aThel agrquiter program of claim 22, further conprising:
20 a creating step of creating a file that is in the first condition if

all of the files on the recording nediumare shown to be in the second
condition when the read condition information is referred to in the

witing shep. 7 > 17 002/.00663Q _ 28., The conput er program
of claﬁn%%P\Mngqggﬁﬁggghﬁmggﬁégﬁcﬁfmﬁfﬁﬁﬂeggﬁnw&ﬁﬁeﬁqe, n

bei ngran i nt ege aving a value of 2 or greater, 5 the recording nedi um
has?&ﬂherrgag)e£egorglng~meéaum S a semiconductor %emory

card requiring that data recorded thereon be erased

before the writing of the data b? the writing unit,
and

the size of a cluster is equal to or a fraction

10 of a size of a minimum erasable area of the

.semiconductor memory card.

22. A computer program for having a computer perform

a recording process relating to a recording medium

15 that has recorded thereon a plurality of files, each

of which has a plurality of entry areas, comprising:

a reading step of reading condition information

from the recording medium, the condition information

showing for each file whether the file is in a first

20 condition in which one or more entry areas are not in

use, or in a second condition in which all the entry
areas are in use;

a writing step of specifying a file in a first

condition by referring to the read condition
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thereon a flag sequence consisting of n nunber of flags that correspond

one-to-one with the n number of entry areas in a file, each flag being set
as one ofwerzooisfoft7Bl ag showi ng the corresponding entry 2CEaP2@20&6I0 not in
use, and an on-flag showi ng the corresponding entry area to be in use, and
the entry area into which the data is to be witten in.the witing step is
an entry area corresponding to an off-flag. 15 29. The conputer program of
cl ai m 28, iwhepaime t he wf f -Fhdg woiwhiny thetenttytar eancon hesPoadse nks @n

off-flag nearest a head of the flag sequence. 20 30. The conputer program

of claim2&eaherei nHdesfdagiseqpenceiile plagad in one of the files
havi ng the n nunber of entry areas, or in a file that is different to the

files having thgnn nup@er Ph gentdyepar @as. 4 MO 2003/ 00178 b
PCT/ JP2002/ 0066361 31. The cgrrput e?ppr ogram éfv%al %330 erce?ﬂdtjhelfq%g

sequence ankibe.condid g8 LY wumiLon, are Uiaced Incthg flle gl s

different to the fi ~5 having the d.e § .

conput.er ogr;a f.claim?22, wherein the recording nediumis a .

ser c05ﬁduf:p'%]or rrsgenrr%reycondmcohdlt:Lon .11"::l alEEL the %ntry areas in the
specified file become in use as a result of the writing

of the data in the writing step.

23. The computer program of claim 22, wherein

10 the condition information is updated in the
updating step so as to show, when an entry area in a
file in the second condition becomes not in use, the

file as being in the first condition.

15 24. The computer program of claim 22, wherein
there are m number of files, m being an integer
having a value of 2 or greater,
the condition informatién is a flag sequence
consisting of m number of flags that correspond
20 one-to-one with the m number of files, each flag being
set as one of an off-flag showing the corresponding
file to be in the first condition, and an on-flag
showing the corresponding file to be the second

condition,
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card that includes an authentication circuit for 10 authenticating an
apparatus to which the sem conductor nmenory card is connected, and a

pr ot ect edweane@/obi7sh i s accessed by the apparatus only PamgR2Mbeccappar at us
has been authenticated by the authentication circuit, and 15 the plurality
of files are recorded in the protected area. 33. The conputer program of
claim 32, wherein the sem conductor nenory card further includes 20 a user

data area havi ngheecorfdellet hesgidcafglaigal i §y, oft eacr ypted: canj ents, he
plurality of entry areas in the files recorded in the protected area are

allotted voerdospnentie the LphukatFLy 10f jencyrypted contents, and 75 WO
2003/ 005178 PCT/ JP2002/ 006630 the data wfi'tten into the unused entry area

ey and 11 ght s anagSRnE THTSr mitt ont S0t G high Pt 8Pe o FRET S

key and rights nmanagenent rmati on,

encrypte t ich. .5 the unused entry area is allotted. 34. The
conput erd%fr;%glri%hé O%%Q%i R D5 %aﬁe{%& an"ardh” 6 3 e lfecdt di A fre@inipriys
formag from _a pl ur%lity of clusters, 10 the entry areas in the files are
each 8f £L§RS ahi he’specified file become in use as a result

of the writing of the data in the writing step.

25. The computer program of claim 24, wherein
the off-flag to which the file corresponds is an

10 off-flag nearest a head of the flag sequence.

26. The computer program of claim 24, wherein
the condition information is placed in one of the
fileshaving'thepluralityof’entryareas, or in a file
15 that is different to the files having the plurality

of entry areas.

27. The computer program of claim 22, further
comprising:

20 a creating step of creating a file that is in thev
first condition if all of the files on the recording
medium are shown to be in the second condition when
the read condition information is referred to in the

writing step.
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| ength, and the nunber of entry areas in each file is set such that a size
of each file is less than or equal to a size of a cluster. 15 35. The
conmput er woagexwsoB cl ai m 34, wherein the recordi ng nediPamIP3002006630
sem conductor nenory card requiring that data recorded thereon be erased
before the witing of the data in the witing step, 20 and the size of a
cluster is equal to or a fraction of a size of a mninum erasabl e area of
the sem conductor nenory card. 76 WD 2003/005178 PCT/ JP2002/ 006630 36.
The conputer programof claim22, wherein the conputer programis stored on
a conputen-readakd ec i 7 i method relating to a
i %tnpééﬂ%fmg TR OfA\ {:ura Ig I}ng fr}f%g € ®3ch of

recordi ng nmedi um havi ng recorded thereon Ity o

which has a pl uggldt nt.r rrprl a reading step of reading

condi ti on i nf or mati o% cl r%m}]t ﬁ‘@%ﬁ% ﬁ grr mafﬁé‘%oh& t§dRN fFbLeat i on

10 show ng fOé %%ch file ether t he f|Ie isinafirst condltlon in which
r

one or nore en af Bast BFE 96 ihAViskd Gt VA lausecvhid 2condi 19 o aitne whi ch

al | tr%e entry . ,
the recording medium has further recorded

thereona.flagsequenceconsistingof.nnumber«offlags

that correspond one-to-one with the n number of entry

areas in a file, eachAflag being set as one of an

off-flag showing the corresponding entry area to be

100 not in use, and an on-flag showing the corresponding
entry area to be in use, and

theentryareaintowhichthedatais1x>bewritten

in the writing step is an entry area corresponding to

an off-flag.

15
29. The computer program of claim 28, wherein
the off-flag to which the entry area corresponds
is an off-flag nearest a head of the flag sequence.
200 30. The computer program of claim 28, wheréin

the flag sequence is placed in one of the files
having the n number of entry areas, or in a file that
is different to the files having the n number of entry

areas.
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in use; a witing step of specifying a filein a first 15
2gﬁ3?t?gﬁ by referring to ?he read condition information, and witing d?ta
i nto an uwoee/®st78y area of the specified file; and amcmpﬂamzmgﬁfuep of .
updating the condition infornmation so as to show the specified fi e_?s |
being 20 in the second condition if all the entry areas in the specifie
file become in use as a result of the witing of the data in the witing

step. 77

31. The computer program of claim 30, wherein
the flag sequence and the condition information
are placed in the file that is different to the files

5 having the n number of entry areas.

32. The computer program of claim 22, wherein
the recording medium is a semiconductor memory
card that includes an authentication circuit for
10 authenticating an apparatus to which the
semiconductor memory card 1is connected, and a
protected area which isaccessed.bytﬂuaapparatus only
when the apparatus has been authenticated by the
authentication circuit, and
15 the plurality of files are recorded in the

protected area.

33. The computer program of claim 32, wherein
the semiconductor memory card further includes
20 a user data area having recorded therein a plurality
of encrypted contents,
thepluralitycxfentryareasjxlthefilesrecorded
in the protected area are allotted one-to-one to the

plurality of encrypted contents, and
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the data written into the unused entry area of
the specified file in the writing step includes one
ofeadecryptionkeyznuirightsmanagementinformation,
both of which relate to the encrypted content to which

5 the unused entry area is allotted.

34. The computer program of claim 22, wherein
an area of the recording medium is formed from
@ plurality of clusters,
10 theentryareasinthefilesareeachofeaconstant
length, and
the number of entry areas in each file is set such
that a size of each file is less than or equal to a

size of a cluster.

15
35. The computer program of claim 34, wherein
the recording medium is a semiconductor memory
card requiring that data recorded thereon be erased
before the writing of the data in the writing step,
20 and

the size of a cluster is equal to or a fraction
of a size of a minimum erasable area of the

semiconductor memory card.
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36. The computer program of claim 22, wherein
the computer program is stored on a

computer-~readable storage medium.

37. A recording method relating to a recording medium
having recorded thereon a plurality of files, each of
which has a plurality of entry areas, comprising:

a reading step of reading condition information
from the recording medium, the condition iﬁformation
showing for each file whether the file is in a first
condition in which one or more entry areas are not in
use, or in a second condition in which all the entry
areas are in use;

a writing step of specifying a file in a first
condition by referring to the read condition
information, and writing data into an unused entry
area of the specified file; and

an updating step of. updating the condition
information so as to show the specified file as being
in the second condition if all the entry areas in the
specified file become in use as a result of the writing

of the data in the writing step.
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