;e3e~n{R6TNO + Peer-to-Peer Electronic-Paynment System Field of the
1 nvention 5 The present invention relates to a peer-to-peer

el ectroni c- paynent system and refers particularly) though no
to such a payment systemwherein digital noney is generated ﬂlmmwmmu\mmy
di stributed manner. Background to the Invention 10 A significant,fagtor in
the gromh of the Internet has been, and still is, electronic com"rerce t he
"ability to advertise gogds r suppliers, conpare
prices and nmake paynents Q“’ts{}%%rsﬁgc\“oggﬁpcfdﬁ\%ﬁ{ﬁﬂ{g"g few di cks of a conputer
.mouse button. One of the challenges facing electronic conmerce i s how
payment s geah e iRAgnef ficiently, reliably, and securely. During the past
sever al yéw—y”ﬁl ectroni c paynent systens have been 15 pr posed) and
some &f tTHErAesEHeinyRation relates: if: At REGT-RPEerH BIBFtERpiSpayRET YsteR; nd p&fofr'\%nt syst ens
can be brpaaiciaHycthasghi ddt @siclisively, ionguck at paymentesystesawiieréin Idigital ysdregrds and
bank- accaount n. -cash-like or electronic cash systens the
payer/cuggﬁmg%ﬁy%\g@ rleelcr:tronl c cash tokens through an account
established with a 20 bank before purchases are made. The el ectroni c cash
t okens hw;@mmﬁwﬁfbnval ues and may be spent with a payee/shop who in

turn deposi.t tok ns | count est dwth the sanme or
anot hidr lﬁaﬁ’ﬂ{‘%cﬁﬁ °51'8 ‘“B&@‘@a?g]’%egﬁ?%ﬁee WP ﬁ@ﬁta VLRI Uude pay- now
syst ens dhecabliityyto laditedise 86ods\and eeruices| seapcinfomswaplieyss cempare pricep agdemake account i s
debi ted gbyhd)e G BEndEordBUEPR a feWcl oflaa&&ﬁpusev%oﬁa&)mﬁohe oHRYdGnes bank

t dited t1h t of | e bef
01t od, cHAHEnG, oG SeoHRIE PRI - SR PPET o) B TR PRoSUE OBt e o e

prieser vi agd pacyely. mnmapasttsyveaandeqns eepy electrpnisaiphent systenck heye been nost
el ectyoni & Bnenthive b inplemanit drfdkepeydaave fixed denomination
val ues arqg)p&%eré?%% one needs thesrl ght conblanatlon of tokens to nmake a
paynment. This is necessary so that the bank cannot trace the payer by
| ooki ng mecﬁémpaahmsysiemmnpabmhm&sslﬂemwam categaviesticashdijge jsysfeans anony ni ty
is a dou se t Sach O figgom

Shd AR docd Omgseﬁmgééggéjeng\ RBGNNET b BERURE! Sach OURRAR T

conpi | i ng patterns and wher eabout s of

i ndi vi du&pyercusiomer Wﬁ’l“ga"(,saﬂe%g'ﬁ °§§?b$° 'r"ls through,an apgpunt-satablisheg iR %
bl ackwai bbmg:ewre plrtieised aremoiie Mhe elebtranic ¢ash sokemnbavertehdraibatiasalnecent | y | ead

to the st j&i‘% E%&%V&Pé%&ﬂhﬁ:ﬁpm&lﬂ%e tokensZin #'Yh &cSqpNdi ng i N

electronlc ca ens i's after-the-fact-detection” in the
sense t hgstablighedwith e samg gL aoleebBKkyi ng payer can be recovered. However,
financial businesses are reluctant to accept such security nmechani sns since

they are g3ubl Sl bed leBifdhic pargmam {y&@m inciublE GUERG Wb M pdiel act”
sol utions are nore wel cone.
25  systems. In pay-now system, the payer's account is debited at the time of payment. In pay-

) later systems, the payee’s bank account is credited the amount of sale before the payer’s
) account is debited.

The two most basis requirements for electronic cash systems are preserving payer
30  anonymity and preventing double spending. In most electronic cash systems, electronic
cash tokens have fixed denomination values and therefore one needs the right combination
of tokens to make a payment. This is necessary so that the bank cannot trace the payer by
looking at the value of the purchase. However, maintaining payer anonymity is a double-
edged sword. While user anonymity prevents someone from compiling dossiers on the
35  spending patterns and whereabouts of individuals, criminals can also exploit it for, by way of
example, blackmailing or money laundering. It is this concern that has recently lead to the

study of anonymity revocation techniques.
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5. drawback of sone el ectronic cash systens is that they are based on
operations of public key cryptosystens and) therefore, are conputation

i ntensi ve. I n bank-account-based paynent systens, a paynent is conducted by
sendi ng an information object, whether it is a cheque or a credit card
slip, fromthe payer to the payee. T obj ect 10 shoul d be sel f-contained
with all [nf rmat on._needed to co ay bankaccqunt - based
“syst ens, Q?FFB‘i"rPa'Pl %ﬁ"‘?ﬂﬂ @& s¥ WW"HB’ p%&ékhe 'thcg rfrt%ﬂ@xact
amount of sepnag'mmtthe £ nt a qtmrjalerspardmgypayerycansbmm&cowererbncthwravarnfmancral
_bank-acco ited for
home bi ||l Fﬁr}gepése%g? ?e(?;‘)nél{ggpg’r ?;}tﬁs”ﬁh Sédgﬁﬂeﬁlcﬁ%%ﬁgﬁs %hfﬂ?/J P@Z’l’dp CtSrr{tgnts for
el ect r oni @ttag menemin “Prepentiontbe OVET‘WP@WQ'W%%%’GGE@? Ygicange. of\"ﬁbmk account

based payaiansacﬁ ysﬁdom%reb@orhcaasrt §ysieie sandt ttﬁy BRYREed dniPeRits oflpubi¢ Ky t hei r

bank account A rﬁpﬁ- {)ﬁ%ee acce'@tus tg cvgque fromthe payer, the payee
shoul d be %%ﬁ!?%’ﬂs? ® B RPL R UK has sufficient funds avail able
to nmeet the paynent. One approach suggested .in is anal ogous to that of a

certifi edmcbam&&cmmhsaseawmeﬂr@mme acda%tsm ménatrceu b;iee%drngen dfdrbdon (the

cheque nunber, the payee ‘and the anou bank pl aces a

hol d on t%ﬁﬁﬁ'ﬂ?’ arFB?Ré’S? °éﬁ&"ﬁd@f’%ff’ ﬁég gﬂmé't’ﬁ FFHP'i t?é'?q Rityee- J B%EY the payer
certifiyi nghotilb e seifieoritaiyer withaasli isfofmfation redded toncdomplete thevpymehte Intbaoke. The
payer pr r t Wi | e
PP s not heinEbisds sk, bé iAo 8668 08 by Wy s bl MBcBeRR, 011D
bg sui tamfe’amntorﬁrmmeaver ama@tx et \aheqneer He b&h’b@ﬁ?ﬁ’“'ﬁ‘#’ PmeMent nay be
NEgot i at eg)stefts, Quith dysteims 226 nBwelly tsOitqacdi home Rjilliky letibnic lofiefing; tandbut ed

syst enrs al roles
a)r?d res p%g‘f@*?"hhqgﬂggae@e 4 IC}gﬁre)éie‘%'rré’r{s}: ésht n@e rﬁﬁmg}ﬁ’;ﬁ rgb%/m W‘?eee%%ﬂe nostly
for ftee ofthank-asgoust-baspd e%vnmjsyétsr@mw 'ervrqve@@mawémah%ggr@wrag $Sfmuni ty of
peers, susdik a&obhpwn,m&weeldcaep&nd chegRTRim thilpajer B6 Payeetehbag beeen done

on peer- Lo 8’&@@1@6 tge Béyz se %ﬁwm‘g ha%glﬁﬁctieny ﬁl%ss %vall{bleato%eeért tr{eopagr%ggt pger ce

envi r onment tH Rg - and a
cust oner apptoectbwpgesmen ki anglogaus teythabefia @mﬂesr checlanEheopayeindraws pekeckwho sel | s

somet hi NGankprovides Me aa«amrera\aauencﬁbemlpayéermmmm MY BarfkOMMkhi ng i s
cal | e%lna cu toner .3 CONMmer ce

St T8 SR BAR s ol R sty TR STl P ol PREhar BER I e B o oun
vi deos orretifingdhal theppaves h@rm:fﬁcreatd@nqsﬁe cpyen dheschepk. h Teeypayen presents e

ent ert ai rigRkization RkéH dridané icNeyué enihepayeel WHIRY thik OndBRRI W I GRéventing t hat a

person can ke rovi the t.hin th r pl e want.

3 Summary® M? geﬁ' Eif‘h maryeseg? §?{r%\t/’@ﬁ§ §n0|r£2 tra"s%uog' aﬁﬁeégﬁgt o- peer
payment metmfﬁvnmymesn@pmrmora'pd@peaameon to an eI ectroni c cash systemin
t hat gayers need to w thdraw noney (dl gital tokens) froma 5 bank in

adgvance he t s have f t| 0 £3 The stemis for
macr opayffgeﬁf t@%ﬁ) TYSIRAF Afe J'stt"gm\eg eénswc?reumr{f’gf’su eﬁﬁ”ﬁe"@ S Bwever, the
syst em ddbat they have gapal relesf and Ifesamﬂbymst yeertatpeerasiems preyentiyavailphie arast oner ,

whi ch canmgsy jor Ree Mh@&%@b%m?&{&bhGeé@@bée@ébi&fg@ﬁé(%&rﬁtﬂﬁmty laepéaw system

The: syst aiPbre Dane GiBRend HERPn Qi o2 s Bigph Pesieoc -

manne’o, \systeres inhieneat yearsno need for payees to check onI ine with banks. The
payee aut henticates the paynent directly. 15 l\/breover, it allows peers to
becone nerchants while at the sane tine protec ng\r)the |§ er e ts of

cust oner <" ZnRPEHIACE” CHUPLHL ARVIRUPLNL ey REeL F31} ?:tb & 5T . Wih the
present isomething e and xauspmeni- Bcbup Soreethieg. dh aperticdarttiangactianna D@mlwt;o selle digital
money hassoféiRing ¥ éﬁédeasmercﬁﬂ(%&r Wil M@d&@b’wﬂosbu?é atn%.rtd.emwscwmant it

Il be no use"to an system of the present
i nvend’ oM‘hW’@F‘HEP&&’%%R"?"'ﬁP&?’ q°§‘"}eé¢&rﬁ"}"@6m?@ CﬁP'étpetarﬁQmFb'P'é' 4t a bank.
Al't houghd\ﬁdée efthlisidsts, Who BRuXX theld oW e idedsydr WaiBus Bpitareikieddediee ddesithal party,
a truste t i a paynment
2 L st eef B B UG T8 kB SefiE'y DR VERIEIE N 02, P
doesn' t kuetsan saremaketieongeprevidast theeessonihgs g@rqtmwgoﬂaﬁmeqnlrewarér chant peer
doesn't require any sensitive personal information from 25 the custoner.
The trusted party is not the party that produces the digital noney.
Instead, the ) noney is generated by every nerchant peer in a distributed
manner and is validated by the trusted party by adding a stanp. However,
digital signatures are normally not used for stanping the noney to keep
conput ati onal requirenents as | ow as possi ble. Hence, public key
cryptography operations are normally not used. 30 There are three main
entities in this paynent protocol The broker |s the rmst trusted entrty A



4. peers mainly trade digital goods such as pictures) e-books, video/audio
files etc. The generated digital notes are submtted to the broker by the
mer chant peer for validation and stanping. The notes are preferably spent
only at the particular nmerchant peer. The broker validates the notes by
generating stanps for the notes, but sthe broker will not give the 5 stanps
to the negchant e Ve.gstead, the broker returns a stanp verification code
"to the nET%.cﬂ¥gQ§%h~§%J{hat the nerchant peer is able to check whether a
stanp verification code froma custoner peer is valid during an electronic

_pur chase. 1B ﬁ%}s%ﬁﬂmeﬁhonrb%\'%?g péi o-Peh phyReft é}EtQﬁVtha‘?%‘i‘sﬁmnﬁr I?n%@r%tnon'\t@r e

preferably er cannot gener at e ner.chant tes. to A custoner
peer wit h%ﬂ elagiropin cagly gyFiem| in dhat Raxsrs needde Mifbrpw ﬂE’éT"V (d'qt?'dﬂlfe\ﬂﬁoffﬂ"hﬁ
el ectroni sannwsdvaﬁ:e ahdithdmlﬁﬁﬁhve fikediendrhination oMees. Tﬁbeymtsdﬁmnacpeer

pur chases diqgital, cas ek

nmechani sni yg‘ggtﬁ%gmp a'"? t° tg'?neglrbg'cr?a {ugga)m cfgé Hﬁgﬁ‘%epg%%%g{ea #ﬁyﬁr oker

gi ves not supportfull MM@"MPWW)S@ thacugpmRie W '§'! Sapsnly §e talieved 8Bger 15
peer. Thepplskey eBptosB8RMsW | | spend the notes at the nmerchant peer by giving
both the not es and the stanp: Upon receiving the payment, the nerchant peer
checks both the received note with its own database, and the stanp by
checkiing The systein useserelatieelydighteeight cepiistionc anticavoids ebblieckey pparations The oker . The

mer chant &gfgfn %Bbl&%ﬁ&né) . rb?ev@htfoh bﬁﬁl‘ne-tm fake Fnahﬁbr%@ ﬂkrquum e
spendi ng.

mer chant peer can cl ai m noney romt}ngcat th l’é ql ving the
broker stRgnpRed;fer payees Wéi?e‘('ﬁ‘?'lyﬁ?l‘"ﬁ'ébemt o%rpaﬁ%eef") Ndvaiiis Brp8 7N
customer dgweety. is allowed to refund the notes and the associ at ed stanps from
the broker if the custonmer has not spent the noney. To prevent the custoner
cheating by refundi ng spent notes, there nay be s SpeC|f|ed time limts for
both ¥5 rMeresrshtit pllOWE RSEr df beprme: Mefchants Wikt atthe same e PoteSingote e- paynent
syst'ens apiefits af chetoiiers aricbanks. t Merchapt s@vidrs gretdtiraetiveatp fattacketse Withpthe | | ¢ key
crypt ogr { g checki ng

Q%é dﬁ‘geﬁﬁtﬁw o prrﬁnglgo ttﬁelhxﬁﬁﬁt E%% I@ﬂQd QFJeCJ?@QF mordy h39 bigity

with a tru even g IE)r esent 1 nvention does
not use aifesolf digial mopeyipsiolen frerp the mesHh P@a‘&“‘ﬂge CP\’.H?I‘?E RilagkeLy y ot ogr aphi ¢
operations consune nuch conputation, while online checking always decreases

ffi i | | t
111 Ch e L 5 ARSI nQS ikied PRI BOyRES AhPRET 10T
di gi t aI rfoled)a bankcAltbough the; ’@B{ﬁa?f(ﬂeﬁ%'gpﬁﬁéyﬁ%ﬂislt? 9"%‘?6 aceMtrahpety 8y of the
system 3fsiRd sk Abiays hecdssai @and intuisbbevnydivedniviienever depayantt syatesh isust omer
peers are iy RGSRES B! rte it bPnd Blebdit jqudith?Socth PkHod iraltnl Fiah g chant

peer to bY OKer  can |ne fromthe
br oker atPegt§ seling@nd @Pmahawtﬁew’mﬁ'éseqave I EeStye gerEonal informaligs PNt peer

”gé r erleafe m%gﬁiér fhe m:&t&iﬁpabv Bk‘ﬂt‘ thabarqrwat prodaces ¢eatighal rhenegl dasiéadnibe f gr
redenmption, The cen
spent  af t'8"Y ﬁeqeﬁ&gt‘ei?gf .%fawa a.am@g;brn?fnsﬁaaahébanbawb,nmg

t1me eexplrytlrre Ref und
shoul d priassied zerty bb@dﬁﬂ‘!bém "|°W3YP<§t digita sigpatyrak are; RRIMBIYORA J8e9 iy o
ef fi ci entstankifgithé MoheNo RdeplcbMmpllitRwnél Mefiréménts & ok bs pbsablet h{encdmmﬂit:i on may be
better understood and readi ractical effect, there shall now be
descri be By Wg?/'apht’{°ﬁmtq"?%e%ﬁ3w'£hg§ger£l e only prefer red enbodi nent s of
t he pdesent invention, the description being with reference to the

acconpanyjrag dré bﬂé‘étrﬁﬁﬁ bniBesih @ prFfentprodbdor: The Brokdriigtie eodt thisted antiy: hemat i ¢
a1 F ANGeITE o or bl et EhA oY iy BE ket Rfe. RRE b intIGR 4 Bustorks” Chant

peer gen _
peers and merchant peers, depending on their role during a transaction. As already

mentioned, these two roles are interchangeable. A customer peer can be a merchant peer

35 and vice versa.

A merchant peer generates digital notes in several fixed denomination values, which reflect
the prices of the goods/services it is selling. Each peer has only a finite set of fixed prices for
its goods. This is a reasonable assumption for a peer-to-peer commerce environment where



Figure 2 is aviewsimlar to Figure 1 when the nerchant peer transfers the
notes' to the 15 broker for stanping; Figure 3 is a viewsimlar to Figure 2
when the custoner peer purchases digital noney; Figure 4 is a view simlar
to Figure 3 when a custoner peer purchases froma nerchant 20 peer, Figure
Sis aviewsimlar to Figure 4 when a nerchant peer obtains a redenption

customer PEEH TN, fe deiek BRE e ap PR Risple, draspRudie Wb g TR
Enbodi mengenetatedtdigital rekes are pbmitied thibe brokerchyi trgmenshdny peed for vilidationardns t he
.concat enagthr&ﬁf\&khég%%?fﬁ§é f&gﬁffg;{jgt; Hy e PRRDRr MBRharnKpbet. RS BRRerUSi N9 a

secret key I ng mis also referred to as MAC

(message ¥aigatenthe dw aeperatingastayensi fohibe nolesnbut)the Rroker wilh et give bepashed
Wi th as ongampy/tolRe Mmerthdht pedrnimsiéad, ke BroRer Paeths b GtappeVerifialioiettide 3 ileens t here

|l es. Th ' ' I pcl he foll| ow I abl es:
T kivr CnREPREP so PACHE B pee) e 5 SoecR e il PR B8 Krown
only to tenreecustomer ppereis )valid diring dnaelpctiohie ryrahasea|Preferebly,. no peerxanKBr oker is
the secrefekle NG PedPé roles Pfoﬂakﬁ'éfe&ﬁ?,th BroWE} cBfHoY gérierdtd meRRhaHE Bearst O key

hash the digital notes. 3. IDMerchantPeer is the rdentification of the
mer chant 'ﬂfé‘?—ﬁ. 4. | DBroker is the identification of the broker. 5 5.
| DCust®ner is the identification of the custoner. 6. SerNumis the unique

seri al NURREdoreh PG G le i iath Of DinbRharlt BE&-- nbAFWHER G BLroRR "

generates this's ue refers to the denom nation val ue of
the di gi teurchaes i desited dromahe brokerTha pomGEPRSFPHERISEH digld GBY BUCtest ey be
{leg es ?‘ g{ gfé&?)mggmrﬁ%gi Mabiro bb/tmaa&maubirys suahvad for eanplel credit cart pagimera s sE[ nﬁ e
P L P Dl PRI ol o RSP bed RIS D 8Bk, s
not e. 15  peer. The customer peer will spend the notes at the merchant peer by giving both the notes
' and the stamp. Upon receiving the payment, the merchant peer checks both the received
note with its own database, and the stamp by checking it with the stamp verification code
received from the broker. The merchant peer need not check online with the broker to
prevent double spending.
20
A merchant peer can claim money from the broker by giving the broker stampé it received
(from the customer peer) to the broker. A customer peer is allowed to refund the notes and
the assoc»ated stamps from the broker if the customer has not spent the money. To prevent
the customer cheating by refunding spent notes, there may be specified time limits for both
25  merchant redemption and customer refund.

) All the previous e-payment systems adopt at least one of the following three approaches,
public key cryptography, secret sharing between bank and merchant, or online checking with
a trusted bank to prevent double spending. The present invention does not use any of the
30 above three approaches. Public key cryptographic operations consume much computation,
while online checking always decreases efficiency and introduces operational del'ay. Sharing
of secrets between bank and merchant could lead to some advantages during the

verification of digital money, however it jeopardizes the security and reliability of the system.

35  Preferably the broker is always online. Merchant and customer peers are not necessarily
always online. Notes submission from merchant peer to broker can be done in batches.
Notes can be obtained from the broker at any time, either in batches or individually. The
merchant peer may redeem money from the broker at any time before the deadline for
redemption. The customer peer can only refund notes that have not been spent after the



9. Tl'is the expiry tinme for the nmerchant peer to seek redenption fromthe
broker. 10. T2 is the start time for the custoner peer to seek refund from
the broker. 1S 11. T3 is the expiry time for the digital note. 12. SVCis
the stanp verification code explained in the next section. The preparation
of digital notes by a Merchant Peer is shown in Figure 1 IDMaterraI =

| DVer chant Peer , Val - TT, | D\VR .
Koyl hanrsRE A e P brBie PHY | r{mﬂs@w&rﬁ(’rﬁﬁ PRIFES PR chant

Peer t henpdtéhes i meake thepeocesemabredffiderdi t al notes to a broker, and the broker
.ads a broker stanp. Broker Stanp = | DBroker, KeyedHashKBroker(D gital Note,
| DBroker) 25 Stanp verification code ("SVC ) = Hash (Broker Stanp) Stanped
di gi t al nBessription pithe Prawinspt e, Br oker Stanp, Stanp Verification Code} 30 The
brokersthen transfer the SVC to the nerchant peer and the stanped digital

te i dy f t T t t di.gital houl d b
capt oo Byorde v e B b, heber Endeesd At TEaE, o el i e b oker
or cust onaere shall néw kefteseribedibyrvayumenoBlimiative exampleiyrpseferad drabpdimentsong- t er m
relati Ons&'tﬂa |Nlﬁt|olﬂrﬂg9£sc?a%ﬁ’ Peifty @r“ﬁ&i@féﬁéa 1B /' ackGMhiaRyihfilRuhivBas e

goods/ ser Vi c oma particu merchant peer, - they approach the broker,
obtain a ﬁ"é‘tfﬂﬁ'@zﬂ"'&'?munt of digital cash (issued by the nerchant peer and
st anpegl and stored by the broker) using macro paynment nechani snms such as 5

credit c g st oner
peer has o'%lf |ne %r"% g%sﬁ{ro{rnmtghgg gxs&er t ﬁqreeaﬁapur?n%sg‘u

ggods/sermefemtmmwsmm'ﬁﬁ peer. During a transaction process the
cust oner peer reveals the stanmped digital note, excluding the broker stanp.

fore 10_appraving a.tra ctr hat
cur rent tPAE 2 Bra vy it t5 Pl f e, e PRI el itk i Bl ol (21
3. Thés S\@Okeatocmvm.th t he SVC provided by the broker for that particular

note | S The merchant peer then approves the transaction and transfers the
goods/ ser

A h
0 anst or < TGS A ERY S0 et o) by Euf A ROl phhab il bty ™ o,

refer to Figure 5, a nerchant peer can redeemthe vaI ue of digital cash

before ti rZQ il & vROSHRaR S Figilve tIwiehea Blistimen bedt BalthastB drofes afemRbntpeer has
to reveal the broker stanp to the broker, the broker stanp having been

transfer rR®8to t he merchant peer by custorrer peer during the transaction.
The broker checks for validity of the broker stanp, and if valid, credits

Figure 5 is a view similar to Figure 4 when a merchant peer obtains a redemption from the
broker; and

25  Figure 6 is a view similar to Figure 5 when a customer peer refunds un-spent money.

) Description of the Preferred Embodiments

In this description the following apply:
30 ¢ X, Y means the concatenation of X with Y
o KeyedHashxa(X) means that X is hashed using a secret key Ki. A Keyed-hashing
algorithm is also referred to as MAC (message authentication code) algorithm

o Hash(X) means that X is hashed with a one-way hash algorithm

35  In any peer-to-peer payment systems there are many variables. The present invention

includes the following variables:

1. KMerchantPeer is the secret key used by the merchant peer (and known only to the

merchant peer) to key hash the digital notes.



the nerchant peer's account. 25 In Figure 6 there is shown the process by
whi ch- a custonmer peer can seek refund of any unused digital cash. After
time T2 has el apsed and before time T3 (expiry time), a custoner peer can
approach the broker for a refund: A custoner peer cannot seek refund of
digital cash already spent because t mer chant peer woul d have redeened
real noney in lieu for spent digital cash transferred to it by the

“cust omer . 2. Ty dkepis e setreitieg uéearby ttiecbrakat fadd knpwobnly leth@brokenstpodey haghgi t al cash
(especially the broker stanp) and refunds the custoner peer. After tine T3)
.the digital thedigitalinotesonsi dered i nvalid. The nerchant peer shoul d have
redeened real noney for an_g digital cash spent by a custoner peer at its
site by t3-nmiPMarcha¥Peasisithed "E‘P@fgﬂ%‘ %fheﬁ?é"h@'ﬁtpﬁ?ri es involved may not be
synchroni zed, so a tine delay may be allowed. This is d, where d specifies
t he maxi ndimiDEybicer sdheidettifidatioreofdhe biroket.i e bet ween the cl ock of the broker
(assunmed to have a reliable clock) and a peer. The creation of digital cash
and its psir ConiY isAnSiienRdatiBest e cutomens the sane. 8 A merchant peer
shoul d seek redenpti on before T1l. The broker should however entertain
redenpt i o SetNwarsis sheuynique serial purgber pssasiatet (With teyery [digitg)rnglec The merchant. A

cCust omer pegkeryBiratés this Skrial Aimbed from the broker between time T2 and tine

T3. 5 Ho t t should b . i t ' | ock

Ty ti o B Vabe e § e genciipaipt vilie BT e Rl 208y ek Sab 1% RRKE 7 <
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reover, doub
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prot ect _ak?%%géxg@&%ﬁtgﬁrggg&ﬁ%b%gg,egg%tﬁpﬂanwlb%kgﬁ consi dered | ess

trustworthy tfr S commerce site). Myreover this schene

al so ensutted2 fsihg startfime for the,cystomer peer loseek reypd For) ekl aj n sensiti ve

cust oper {Nfroisimd éxpiy tikk foxthedigipd adte a t ransacti on. As such, a conproni se of
a nerchanj,: £ o SRR SREROR asily localized. It is
preferred (%rgea *‘é?'ﬂrgﬁgonpué'g?(’dg%k'ens |n$/g vg%ﬂ%rﬁd to be secure, and all
secrets to be well protected. Al network conmmunications are preferably
secur ed URiepgepaiatidnoot digits netecy Meralsant-AeBPS. shdwrein figetedm can prevent and deter
wrongdoi ng on the part of any of the entities involved, especially the
peers, i nDMapsar= DMepchantPeary Value $emum, THd 141472 al notes generated by the
mer chant peer are protected by the keyed hash of the nerchant peer. So it

i S i NMpDS SDiaENGE = ITNRata, KBy et asDRIdrhaitieet (BRIBRIiaINE di gi tal notes. The
digital notes are stanped (keyed hash of the broker) by the broker and the
SVC transferred to the nerchant peer. The nerchant peer does not know the
brjoker stmsgnowi intFigute 2, eeMactantizeenthen tarstersathicreited digitahngdes tofa kirdker,.own. Only

t he cust ofmn - a WWr know t he broker stanp as well as the SVC.
39 When a custoner peer uses digital cash, the nerchant peer renoves the

parti cul gkl Slahid'= 1IBERARRECReyBinih 2 (Digfal HdleiDRFer) Thi S Prevents doubl e

spendi ng. The custoner peer canno? spend the digital noney at any ot her
mer chgnt peer. The custonmer peer cannot seek refund

Stamp verification code ("SVC”) = Hash (Broker Stamp)
Stamped digital note = {Digital Note, Broker Stamp, Stamp Verification Code}
30  The broker then transfer the SVC to the merchant peer and the stamped digital note is ready

for circulation. The stamped unspent digital note should be kept secret and protected by the
entity possessihg it, either by the broker or customer



9.-for "digital noney before tinme T2. This prevents the custonmer peer from
spendi ng noney and still seeking refund fromthe broker. The merchant peer
cannot seek redenption of spent digital cash fromthe broker unless it 5
can provide the correct broker stanp for each digital note. So the nerchant
peer cannot seek redenption for fraudyulent rmney it creates on its own.

Each stanped digi not e has an ex dat e. .oni. re time
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will be a tvvare I's preferably capabl e of
securel y eesnanfistempethand sterad Py dhephraken usig mgerq p%Yg‘ev'a'F‘?%g's’ﬁ%P%‘}'?eﬁ‘T’t peers.

It al s9 perbitéADpaymERistieties. an audit 1 og of all transactions and manage
digital notes 15 fromvarious nerchant peers. The wallet preferably has the
custoner peer's nmachine informthe custoner peer of inpending refund expiry
ti mes of Refgiribghow tochiguse drande acusiemeripeerchas oblaived digiteh cashrfeom the giokerl noney
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e-merchant) an t not’ have the resources to be a full-tinme enerchant.

ItQ) i s pOSgI Hhé“hm'talq?ﬂyh%éfﬁt%"§ﬁﬁ'8@‘rta§ or amateurs. Hence, they nay not
met i cub.0The SUC WMRLAEE With thd'SVC providéd byahesbroler foMbakantieolat oty i ght not be
line all the tinme. 30 The nerchant peer nmay have a paynent gateway and a
I gital noney creation” nodule. Since the broker stanps the digital notes
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able to b becau when C oner peer nmakes a purchase, the customer
peer has &6‘ g‘?@ C"°P'§§e t(‘a’(rilhes Mn (whose hash is the original SVC). Only

the broker and 35 the rel evant custoner peer know the broker stanp. So even
if the mf&h&iﬁefa?&ﬁfigdk\&@é)ﬂ&ﬁhdnﬁpﬁeémdeérﬂ the MO bf ditardashiBefore tilee br oker
S prefer ol y _the, L Ust e nt| n nk or a
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CUStO”EL aeR &emnﬂﬁ%@f%echkyfégvh{gﬂk&ﬁhddﬁowEtﬁﬁbéhhb)fvalm- tredis gl | the
tinme. The re S etween the broker and a customer peer may be

| ong-t er ni™® W&'@’Rp?# g%wB bker may be the guarantor for the customer peers.
In a P2P environnent, it may be difficult to trust a nerchant peer. The

br okebs I eglasgive 6%@6%&“@!\& %}océ&twsurfdhmdsfb&\eﬂﬁéahaﬂkemefun@ i ahywhen it

recei ves th r.rect f eer should
possess VI ‘8?"3&’?? g\"ﬁﬁ% ‘?ﬁr"“‘“‘f’s"% 2' “E:))'r‘reerﬁ‘r?'n %Gelﬁ’g"@(é%? Ierér)red themto
t he mer chpeer can-sppoekh the brokebive g f¢f9mt AanNQ‘P@Pfr R P@I‘"Ph@ehﬁfﬁﬂi’a?ftd'qﬂé'er only

when the Bk, Epehﬁbé‘cb\lsleméaérbr%t ;%ér Wwhid hdveGededfmb@ FaI MBS fin kaJor
transferred t_(pe roker ? anps om
spent di cash transferred to it by the customer The broker checks for the validity of the

30  unspent digital cash (especially the broker stamp) and refunds the customer peer.

After time T3, the digital cash is considered invalid. The merchant peer should have
redeemed real money for any digital cash spent by a customer peer at its site by time T1.

35 As the clocks of the entities involved may not be synchronized, so a time delay may be
allowed. This is A, where A specifies the maximum tolerable difference in time between the
clock of the broker (assumed to have a reliable clock) and a peer. The creation of digital

cash and its purchase by customer peers remains the same.



merchant peer. The three main entities, broker) merchant peer and custoner
peer need to comuni cate with each other They may use standard network
security protocols such as SSL over HITP 15 (HTTPS). it is common human
behavior not to trust strangers especially in financial transactions. The
natural tendency when having to deal gpith unfamliar people is to involve
an internediary, known to all the interested parties involved in the
“transact i Ammerdhast geeosheuld iseekt redengtioro beforel T12 The baker shhald howedver enférinbr oker may
use traditional risk managenent strategies used by banks, and ot her
financi al redersption sauestsupt to Ths doadcanding itd o bigkers clackoeer . Merchant peers as
wel | as custoners peers, may be rated according to their credit history. A
cust oner peer can beconme a nerchant peer an credit histories o& one ki nd
Can be. usBCPUPGTEG PR PR GoTk SAnLtosh e, bIGKeT RANRB tme-3 WY 83 5 new
mer chant peRventhghéquestishould Beomae (3cebiding itethy brokers eREK) uny fmebiter 82 a4,
| ong- st andi.n merchar]_iqq eer mght fall into a "reliable" category. The
eval uat i oPl"thfmerTias"kA" | d be done by the- broker, and can be deternined
not only on the credit history of the nmerchant peer but al so based on
factors sychqggqreliability and load handling capabilities of the nerchant
peer servers, nmerchant peer's managenent practices, whether the nerchant
peer serveands have been conprom sed earlier, and so forth. 30 Dependi ng upon
the rigk spkqagpy of the nerchant peer) the broker may charge a transaction
fee on each digital note transacted. The broker may request for a deposit
friom the nerchant peer, especially for a new nerchant peer. Ri sk categories
can changenenréker inayeimirlate riotels aftevaypirytah €3 #aoker can not only protect its own
interests but also the interests of other peers. Brokers 35 may reveal
rati ngs of nerchant peers to a requesting custoner peer to enable the
cust oner Aeisrcleas the Systerm of thecpresank iNVARKON. €resinNet Ysq ARbc keYopPerabart oner
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the cust ofier peer an equi val anou romthe deposit

submi 28 edoispmpleie artnsoriion. A5 syelnra compEomserRfcr Marghant peerds peingeMererangdyst em of a
fi nanci al gfiagetdiie cakigddtaized.i on, and both the nerchant and custoner peers
may be conputers of a nerchant and custoner respectively. |10 The present
invention al so extends to a conputer usable nedi um conprising a conputer
progr am dbigerefesretifeyalldhe copputatsysters vglvedsansirto pg secues; ap@ b srsraly torksr e

f unct i onswédiGrdeddd AMmétwerk EBMORIcaticiasars plaaslabiycsetirsd udhy methahibms eudnas been
de)scr%{)ed i)gn%ge foregoi ng description preferred enbodi nents of the 15
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merchant peer are protected by the keyed hash of the merchant peer. So it is impossible for
30  any other party to create the digital notes. The digital notes are stamped (keyed hash of the
broker) by the broker and the SVC transferred to the merchant peer. The merchant peer
does not know the broker stamp at that time and cannot create broker stamps of its own.
Only the customer peer and the broker know the broker stamp as well as the SVC.

35  When a customer peer uses digital cash, the merchant peer removes the particular digital
stamped note from its database. This prevents double spending. The customer peer cannot
spend the digital money at any other merchant peer. The customer peer cannot seek refund



1. A peer-to-peer financial transaction nethod to be conducted over a

t-el ecommuni cati ons network, the nethod including the steps of: 5 a. a first
peer generating at |least one digital note and submtting the at | east one
digital note to a broker for validation and stanping; b. the broker
generating a broker stanp for the at Jeast one digital note and a stanp
verification code; $nﬂ s_end]i nﬁ the sgsqg%) Vﬁ’ri fi caii on ﬁg'de too the first 10
“¢. a secolfgdigitabmonsy beiredimeyZ s BEveNis g cUsIRRenPes! AT SREPLO M8 e br oker ;
d. the br stiieeekdngoefirdi froen thébrokdr. | east one digital note and the broker stanp
.to the second Peer e. the second peer providing to the first peer the at

| east one stanped digital note and the stanp verification code, but w thout
t he br okeThesmerahant peer canngl seel sedemptio b grent disifal cash. from the heoken yrigss oo

CheCEi 59 Hiﬁp&&ﬁide' e Sbrreef Brokkir Gtdni fon 04ch cggndl e saattaerﬁaemgaﬁt{(ﬂeemdnﬁm cogg; 2and
g. the seco eer transferring to the first peer the broker stanp. :
Apeer to-b’@gfedg'i"ﬂlffﬂi‘?'i "‘{"ﬁa{@%@%’f%ﬁaﬁéf’ﬂ%ﬂ"o be conducted over

at el ecommuni cations network, the method including the steps of:a.a first
peer geneé?&,' Em dggﬁsﬁofté)rh%sdérg'e&ﬁvly 84b.e50 - SrfprontidesNaret fife Aimitt@ast one
digital note to a broker for verifi cgtl on; c.receivi n'g fr?mthe roker a
stanp ver Compramise af e merghant Reps secret Keyswill BptcoqPEis Be syt #PPRlEi ving from
a second meeKeralsé pEbdE Bk bfokérsGecreieg &roreateslid digitabtnomey. f or apaynent ;
e.receiving the at |least one digital note with the stanp verification code
fronthe second peer, 30 f.checking the at |east one di%ital note and the
styanp ver The rezin medileusad by e Gustaross pesriwilbpe walietsofiware e gt PG iSces to the
second pegreferibl cafbRi of isB@idhDEBniricatigosith thebroke as welips eéricub evemhaiter . 3. A
peer to-peer financial, tr clion. et r 35
te)leecommme{:saitiagsﬁger{ee'?bv%?‘%}a hge(' ERrr@[l %d& %ﬂér%%gpﬁngtg ﬁ%“gﬁﬁgs&%?;mgﬁs recei ving
from & f i fron vasioes merchanbpeers. Throwalietprefarably heethe systepear ipperemachine ifomgener at i ng
a stanp f@E cyfdmer Péen Of ilmPéndi réfaisdxpiy enediopiibital ca3P ktoredGn it Bhelediorhérag a st anp
verification.code for the stanp ; d. sending the stanp verification code to
t he firstmﬁﬁﬂ?z 13 _e. receiving froma second peer a request to
purchase the at | east one digital note; and f. sending the at | east one

di gital NGk mbhesy 1hdt RBoredih thelwifietShalDbe prolettd adairdficapipitniéed sshlenecond peer
as a result of the.l urchase_t erﬁof by the second 5 peer. 4. A peer-to-peer
fi nané} al "PPYFRLEEMOIT MEGROAY ¥6™be conduct ed over a tel ecomuni cati ons
network, the nmethod including the steps of: a. a second peer nmaking a

request tguemhativeRK the didRallHéreld 36 thedaridudaibtoMBrcpedisghéyibe dtbred@hes cditralnaki ng a
paynment for the lefﬁ%t% one digital note; c. receiving fromthe broker the
at | east iﬁﬁ‘@’-d’f’ﬁ?‘%ﬂy er-2 broker stanp, and a stanp verification code:
d. making a request of a first peer to purchase goods/services using the at

15 | east RpwrcHi bbétks Any that i€ inteF6sl i Gelling gbdbR/sbrvices orPReI THeh Mafthot_ | east
one digi t%l e&%ﬁl—gﬁs ! hee-mggcﬁarm a\ﬁsrn!liallwtcn%E h&Ve thé ge%obrgesoéyt%egtfullttl?:{e ihe

goods/ ser
) merchant. It is possible that they can be students or amateurs. Hence, they may not be

meticulous in managing their on-line site. Moreover they might not be on-line all the time.

30 The merchant peer may have a payment gateway and a “digital money creation” module.
Since the broker stamps the digital notes created by the merchant peer, even if an attacker
compromises the merchant peer server and steals digital notes (even with the SVCs), they
will not be able to be use because when a customer peer makes a purchase, the customer
peer has to reveal the broker stamp (whose hash is the original SVC). Only the broker and

35  the relevant customer peer know the broker stamp. So even if the merchant peer database is

stolen, it cannot be misused.

The broker is preferably the most trusted entity and may be operated by a bank or a credit
card institution, or a similar organization. Advantageously, the broker has secure facilities to



f. sending the broker stanp with the at |east one digital note to enable
the first peer to verify the at |east one digital note. 20 5. A nethod as
claimed in anyone of clains 1 to 4, wherein in step (f) the first peer also
checks the at | east one digital note with a database of digital notes of

the first peer. 6. A nethod as clai in claim5, wherein the database of
digital notes includes a 25 flel |cat|n% ose eciﬁigital] }otkes the first
-peer has BRHSRiSEVENg 1@ Which dnesthaRtean f%‘Ftog'F graxe; COMREGHRYH o e 4°“ET Ki ned i n

any one Oprefradiyoh-ide slithédmerher ein there is included a final step of the
first peer forwarding the stanp to the broker to obtain a redenption. 30 8.
A nethod as clainmed in claim7, wherein the first peer has a first

pr edet er miThe delationsbipt hetwaen the brekesfand 9<uslomer peee May be dane-teRie Henes &1 not e i n

whi C|h 50 g@w@ﬁé‘y’ Belfle §hﬁ'§ﬁl(|)rt@r mbecuaam&e,seefsormtmezw ef@idRmENit 3§ 8. A met hod
as clainmed_i one of cl ai ns er ei an present
the at | eﬁ'g'f’&]'oﬁe'xﬁ* girperghant,pesr. ar?%e ttﬁ%‘e"sf y]ﬁ%m? Sg["hef 8?"?‘1 i;LfsIq‘('%%!"ith(réef und
Wi thin pr mdmhm rp'aered\l)t when Bueceives thehcoreesf broker stamps MoreAmnaﬂ'hod"&s cl ai ned
in claim g Qﬁ&%&%uﬁ'ﬂ?ﬂk& stifify &ilﬂf Elaﬁ'st&ﬁ‘ér%ag' MeRWaRdterteake pl ace

|

bef ore the exp| rst predeterm ned n@t hod _as cl ai ned
1t

time

in any on@emf‘oﬁ'ﬁmefﬁ?a'! Hegoa, geal (Resyds iansfrued lo b mefshan Pe PR VBN H€e ( he at

| east 1@nepdkegiié flly Baisfedanst thé eustdntepeéonasarapstecéthithe tadkee stamppito theof a third
pr edet er m n inme. 12. A nethod as clainmed in claim111l, wherein the at

| east onema"ga'%%ﬁe ‘note expires at the end of the third predeterm ned tine.
10, 13. A nethod as clainmed in claim 11 or claim 12, wherein the third
predet er nKeaskes i entlies, biokeRRRrcAnt bé ahd Eudtorer pebe hedth caramuriicate. withd, A

hod as nme n h typrpast one
d| gital ?”hc?#"é’ d';? }s('sg % uraﬁéﬁgﬁﬁﬁ?%gfo'%%gs ?éhls‘fé?erent val ues,
each of t(irETB$)araI|ty of digital notes having a unique serial nunber. 15. A
nmet hod as clainmed in any one of clainms 1 to 14, wherein there are a

plurality of firs eers, . f the Iur o) ging able
to issue Qisfergen h\ﬁ@%b&’? togr"(f)tl $'apoe ﬁso?e%eé"s' oélneat‘ él?&{u&@@%@ €i ng abl e
to be usenbhirgl teridencyonhen dayigto deal withi unfamiliar peepissisde inyelveen Wtqf’ﬂéd'ﬂhe first

peer but kRwWRLSK hefintbreed batied! inalve@fin fherthsdRBE. The boker in $ btbcals cl ai med

the- o4k ot e The Bk g v dgpioraL et ranabithent ithogel Rod B B8 PO0Y TG
of cl ai nsarid mrqumlsmunong tcaa#soowtng's& with e peRs| Merclank peeys jagcxellars cl ock
synchr oni ggafohieR: peers, may be rated according to their credit history. A customer peer can
become a merchant peer and credit histories of one kind can be used to determining risk
category of another. For example, a new merchant peer might fall into a “very risky” category
25  while a long-standing merchant peer might fall into a “reliable” category. The evaluation of
“risk” should be done by the broker, and can be determined not only on the credit history of
) the merchant peer but also based on factors such as reliability and load handling capabilities
of the merchant peer servers, merchant peer's management practices, whether the
merchant peer servers have been compromised earlier, and so forth.
30
Depending upon the risk category of the merchant peer, the broker may charge a transaction
fee on each digital note transacted. The broker may request for a deposit from the merchant
peer, especially for a new merchant peer. Risk categories can change with time. In this way,
the broker can not only protect its own interests but also the interests of other peers. Brokers
35  may reveal ratings of merchant peers to a requesting customer peer to enable the customer
peer to evaluate the risk involved in a transaction.

Customer peers may also be rated. A new customer peer may be considered unreliable with
regard to a longstanding customer. Customer peer rating can be used to determine the



18. A:nmethod as clainmed in any one of clains 1 to 17, wherein the at |east
one digital 30 note is protected by a keyed hash of the first peer. 19. A
nmet hod as clainmed in any one of clainms 1 to 18, wherein the broker stanp

i nclludes a keyed hash. 35 20. A nethod as clained in any one of clains 1 to
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109%&' ()-s° 1ocy¢g3e(eyom\rnpgg_ay@ ggtwk{qve method including the steps of:
5 a. a first peer generating at least one digital note and submitting the at least

one digital note to a broker for validation and stamping;
b. the broker generating a broker stamp for the at least one digital note and a
stamp verification code; and sending the stamp verification code to the first
peer: .
10 c. a second peer purchasing the at least one digital note from the broker,
. the broker providing the at least one digital note and the broker stamp to the
' ) second peer, _
e. the second peer providing to the first peer the at least one stamped digital
) note and the stamp verification code, but without the broker stamp, in retum
15 for goods/services;
f. the first peer checking the at least one digital note and the stamp verification
code; and .
g. the second peer transferring to the first peer the broker stamp.

20 2. A peerto-peer financial transaction method to be conducted over a
telecommunications network, the method inicluding the steps of.
a. a first peer generating at least one digital note;
b. submitting the at least one digital note to a broker for verification,
receiving from the broker a stamp verification code for the at least one digital

25 note;

) d. receiving from a second peer a request for goods/services in retum for a
) payment;
e receiving the at least one digital note with the stamp verification code from
the second peer;
30 f checking the at least one digital note and the stamp verification code; and

g. supplying the requested goods/services to the second peer and receiving
from the second peer a stamp of the broker.

3. A peerto-peer financial transaction method to be conducted over a

35 telecommunications network, the method including the steps of:
a. receiving from a first peer at least one digital note for verification;
b generating a stamp for verifying the at least one digital note;
c. generating a stamp verification code for the stamp ;
d sending the stamp verification code to the first peer;
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4. A peero-peer financial transaction methods to be conducted over a
telecommunications network, the method including the steps of:
a a second peer making a request to a broker to purchase at least one digital
10 . note;
b. making a payment Tor the at least one digital note,
c. receiving from the broker the at least one digital note, a broker stamp, and a
stamp verification code;
) d. making a request of a first peer to purchase goods/services using the at
15 least one digital note;
e. sending to the first peer the at least one digital note and the stamp
verification code in payment for the goods/services; and
f sending the broker stamp with the at least one digital note to enable the first
peer to verify the at least one digital note.
20
5. A method as claimed in anyone of claims 1 to 4, wherein in step (f) the first peer also
checks the at least one digital note with a database of digital notes of the first peer.

6. A method as claimed in claim 5, wherein the database of digital notes includes a
25 field indicating those digital notes the first peer has submitted to the broker for
) stamping.

7. A method as claimed in any one of claims 1 to 6, wherein there is inciuded a final
step of the first peer forwarding the stamp to the broker to obtain a redemption.

30
8. A method as claimed in claim 7, wherein the first peer has a first predetermined time

from a time of issue of the at lest one digital note in which to forward the stamp to
the broker for the redemption.

35 9 A method as claimed in any one of claims 1 to 8, wherein the second peer can
present the at least one digital note and the stamp to the broker for a refund within
predetermined time but not thereafter.
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A method as claimed in any one of claims 1 to 10, wherein the second peer cannot
5 use the at least one digital note and the stamp for a purchase after expiry of a third

predetermined time.

12 A method as claimed in claim 11, wherein the at least one digital note expires at the

end of the third predetermined time.
10
13. A method as claimed in claim 11 or claim 12, wherein the third predetermined time is
' ) the same as the first predetermined time.
) 14. A method as claimed in any one of ciaims 1 to 13, wherein the at least one digital
15 note includes a plurality of digital notes of different values, each of the plurality of

digital notes having a unique serial number.

15. A method as claimed in any one of claims 1 to 14, wherein there are a plurality of

first peers, each of the plurality of first peers being able to issue digital notes, the

20 digital notes of one first peer being able to be used by the second peer to effect a
- transaction with the one first peer but no other of the piurality of first peers.

16. A method as claimed in any one of claims 1 to 15, wherein the first peer is a
merchant peer and the second peer is a customer peer.

25

) 17. . A method as claimed in any one of claims 1 to 16, including allowing a time delay
) due to lack of clock synchronization.
18. A method as claimed in any one of claims 1 to 17, wherein the at least one digital
30 note is protected by a keyed hash of the first peer.

19. A method as claimed in any one of claims 1 to 18, wherein the broker stamp
includes a keyed hash.

35 20 A method as claimed in any one of claims 1 to 19, wherein the stamp verification
code is a cryptographic hash of the broker stamp.
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