DATA DETERMINATION METHODS, APPARATUSES,
STORAGE MEDIA, AND TERMINAL DEVICES

TECHNICAL FIELD

[0001] This specification relates to the field of computer technologies, and in
particular, to data determination methods, apparatuses, storage media, and terminal

devices.

BACKGROUND

[0002] With the development of science and technology, the security of data
exchange gradually becomes big concern of users. Elliptic curve cryptography is a
cryptographic algorithm based on the elliptic curve problem in the finite field.
Compared with conventional finite-field cryptography, elliptic curve cryptography can
have a shorter key length at the same security level than conventional finite-field
cryptography, and the application range of elliptic curve cryptography can be
expanded. There is no multi-party private set intersection protocol based on elliptic

curves among the multi-party private set intersection protocols in related technologies.

SUMMARY

[0003] Some embodiments of this specification provide data determination
methods, apparatuses, storage media, and terminal devices so as to fully meet network
bandwidth requirements, hardware requirements, and security requirements, and
improve convenience of using a multi-party private set intersection protocol.

[0004] According to a first aspect, some embodiments of this specification
provide a data determination method, including: sending, by a first terminal device,

first encrypted data to a second terminal device, where the first encrypted data is
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obtained by the first terminal device by encrypting a first data set in the first terminal
device by using a first public key; encrypting, by the second terminal device, the first
encrypted data by using a second public key to obtain second encrypted data, and
sending the second encrypted data and third encrypted data to the first terminal device,
where the third encrypted data is obtained by the second terminal device by
encrypting a second data set in the second terminal device by using the second public
key; encrypting, by the first terminal device, the third encrypted data by using the first
public key to obtain fourth encrypted data, acquiring first intersection data of the
second encrypted data and the fourth encrypted data, and sending the first intersection
data to a third terminal device; acquiring, by the third terminal device, fifth encrypted
data sent by the first terminal device, where the fifth encrypted data is obtained based
on a third data set in the third terminal device, the first public key, the second public
key, and a third public key; and determining, by the third terminal device, second
intersection data based on the fifth encrypted data and the first intersection data, and
sending the second intersection data to the first terminal device and the second
terminal device.

[0005] According to a second aspect, some embodiments of this specification
provide a data determination method, including: sending first encrypted data to a
second terminal device, where the first encrypted data is obtained by encrypting a first
data set in a first terminal device by using a first public key; acquiring second
encrypted data and third encrypted data sent by the second terminal device, where the
second encrypted data is obtained based on the first encrypted data and a second
public key, and the third encrypted data is obtained based on the second public key
and a second data set in the second terminal device; encrypting the third encrypted
data by using the first public key to obtain fourth encrypted data, acquiring first
intersection data of the second encrypted data and the fourth encrypted data, and
sending the first intersection data to the third terminal device; acquiring fifth
encrypted data based on a third data set in the third terminal device, the first public
key, the second public key, and a third public key; and sending the fifth encrypted data
to the third terminal device, and acquiring second intersection data sent by the third
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terminal device.

[0006] According to a third aspect, some embodiments of this specification
provide a data determination method, including: acquiring first encrypted data sent by
a first terminal device, where the first encrypted data is obtained by the first terminal
device by encrypting a first data set in the first terminal device by using a first public
key; encrypting the first encrypted data by using a second public key to obtain second
encrypted data; sending the second encrypted data and third encrypted data to the first
terminal device, where the third encrypted data is obtained by encrypting a second
data set in a second terminal device by using the second public key, and the second
encrypted data and the third encrypted data are used to instruct the one terminal
device to acquire first intersection data based on the second encrypted data and the
third encrypted data, and send the first intersection data to the third terminal device;
and acquiring second intersection data sent by the third terminal device, where the
second intersection data is determined by the third terminal device based on the first
intersection data and fifth encrypted data, and the fifth encrypted data is obtained
based on a third data set in the third terminal device, the first public key, the second
public key, and a third public key.

[0007] According to a fourth aspect, some embodiments of this specification
provide a data determination method, including: acquiring first intersection data sent
by a first terminal device, where the first intersection data is obtained by the first
terminal device based on second encrypted data and fourth encrypted data; acquiring
fifth encrypted data sent by the first terminal device, where the fifth encrypted data is
obtained based on a third data set in a third terminal device, a first public key, a
second public key, and a third public key; and determining second intersection data
based on the fifth encrypted data and the first intersection data, and sending the
second intersection data to the first terminal device and a second terminal device.
[0008]  According to a fifth aspect, some embodiments of this specification
provide a data determination apparatus, including: a first data sending unit, configured
to send first encrypted data to a second terminal device, where the first encrypted data
is obtained by encrypting a first data set in a first terminal device by using a first
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public key; a first data acquisition unit, configured to acquire second encrypted data
and third encrypted data sent by the second terminal device, where the second
encrypted data is obtained based on the first encrypted data and a second public key,
and the third encrypted data is obtained based on the second public key and a second
data set in the second terminal device; an intersection data acquisition unit, configured
to encrypt the third encrypted data by using the first public key to obtain fourth
encrypted data, acquire first intersection data of the second encrypted data and the
fourth encrypted data, and send the first intersection data to a third terminal device; a
second data acquisition unit, configured to acquire fifth encrypted data based on a
third data set in the third terminal device, the first public key, the second public key,
and a third public key; and a second data sending unit, configured to send the fifth
encrypted data to the third terminal device, and acquire second intersection data sent
by the third terminal device.

[0009] According to a sixth aspect, some embodiments of this specification
provide a data determination apparatus, including: a third data acquisition unit,
configured to acquire first encrypted data sent by a first terminal device, where the
first encrypted data is obtained by the first terminal device by encrypting a first data
set in the first terminal device by using a first public key; a first data encryption unit,
configured to encrypt the first encrypted data by using a second public key to obtain
second encrypted data; a third data sending unit, configured to send the second
encrypted data and third encrypted data to the first terminal device, where the third
encrypted data is obtained by encrypting a second data set in a second terminal device
by using the second public key, and the second encrypted data and the third encrypted
data are used to instruct the one terminal device to acquire first intersection data based
on the second encrypted data and the third encrypted data, and send the first
intersection data to the third terminal device; and a fourth data acquisition unit,
configured to acquire second intersection data sent by the third terminal device, where
the second intersection data is determined by the third terminal device based on the
first intersection data and fifth encrypted data, and the fifth encrypted data is obtained
based on a third data set in the third terminal device, the first public key, the second
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public key, and a third public key.

[0010] According to a seventh aspect, some embodiments of this specification
provide a data determination apparatus, including: a fifth data acquisition unit,
configured to acquire first intersection data sent by a first terminal device, where the
first intersection data is obtained by the first terminal device based on second
encrypted data and fourth encrypted data; a sixth data acquisition unit, configured to
acquire fifth encrypted data sent by the first terminal device, where the fifth encrypted
data is obtained based on a third data set in a third terminal device, a first public key, a
second public key, and a third public key; and a fourth data sending unit, configured
to determine second intersection data based on the fifth encrypted data and the first
intersection data, and send the second intersection data to the first terminal device and
a second terminal device.

[0011] According to an eighth aspect, some embodiments of this specification
provide a computer storage medium. The computer storage medium stores
instructions. The instructions can be loaded and executed by a computer to perform
the method steps described above.

[0012] According to a ninth aspect, some embodiments of this specification
provide a terminal device. The terminal device can include a processor and a memory.
The memory stores a computer program, and the computer program can be loaded and
executed by the computer to perform the method steps described above.

[0013] According to a tenth aspect, a computer program product includes a
computer program, and the computer program is executed by a processor to perform
the method steps described above.

[0014] In some embodiments of this specification, a first terminal device sends
first encrypted data to a second terminal device; the second terminal device encrypts
the first encrypted data by using a second public key to obtain second encrypted data,
and sends the second encrypted data and third encrypted data to the first terminal
device; the first terminal device encrypts the third encrypted data by using a first
public key to obtain fourth encrypted data, acquires first intersection data of the
second encrypted data and the fourth encrypted data, and sends the first intersection
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data to a third terminal device; the third terminal device acquires fifth encrypted data
sent by the first terminal device; the third terminal device determines second
intersection data based on the fifth encrypted data and the first intersection data, and
sends the second intersection data to the first terminal device and the second terminal
device. Therefore, in the data determination process, the public key of each terminal
device is used to encrypt the data without using a mature symmetric cryptography
primitive, the network bandwidth requirement is low, and the immature homomorphic
encryption is not needed. As such, low security problem can be alleviated, the security
of the data determination can be improved, the network bandwidth requirement, the
hardware requirement, and the security requirement can all be met, and the
convenience of using the multi-party private set intersection protocol can be

improved.

BRIEF DESCRIPTION OF DRAWINGS

[0015] To describe the technical solutions in some embodiments of this
specification or in the existing technology more clearly, the following briefly
describes the accompanying drawings needed for describing some embodiments or
the existing technology. Clearly, the accompanying drawings in the following
descriptions merely show some embodiments of this specification, and a person of
ordinary skill in the art can still derive other drawings from these accompanying
drawings without creative efforts.

[0016] FIG. 1 is an example schematic diagram illustrating a background of a data
determination method, according to some embodiments of this specification;

[0017] FIG. 2 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification;

[0018] FIG. 3 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification;

[0019] FIG. 4 is a schematic flowchart illustrating a data determination method,

according to some embodiments of this specification;



[0020] FIG. 5 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification;

[0021] FIG. 6 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification;

[0022] FIG. 7 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification;

[0023] FIG. 8 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification;

[0024] FIG. 9 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification;

[0025] FIG. 10 is a schematic flowchart illustrating a data determination system,
according to some embodiments of this specification;

[0026] FIG. 11 is a schematic structural diagram illustrating a data determination
apparatus, according to some embodiments of this specification;

[0027] FIG. 12 is a schematic structural diagram illustrating a data determination
apparatus, according to some embodiments of this specification;

[0028] FIG. 13 is a schematic structural diagram illustrating a data determination
apparatus, according to some embodiments of this specification; and

[0029] FIG. 14 is a schematic structural diagram illustrating a terminal device,

according to some embodiments of this specification.

DESCRIPTION OF EMBODIMENTS

[0030] The following clearly describes the technical solutions in some
embodiments of this specification with reference to the accompanying drawings in
some embodiments of this specification. Clearly, some described embodiments are
merely some but not all of embodiments of this specification. All other embodiments
obtained by a person of ordinary skill in the art based on some embodiments of this
specification without creative efforts shall fall within the protection scope of this

specification.



[0031] In the description of this specification, it is worthwhile to note that the
terms "first", "second", and the like are merely used for descriptive purposes, and
should not be understood as indicating or implying relative importance. In the
description of this specification, it is worthwhile to note that, unless expressly stated
and defined otherwise, the terms "including", "comprising", "having", and any other
variant thereof, are intended to cover a non-exclusive inclusion. For example, a
process, a method, a system, a product, or a device that includes a series of steps or
units is not limited to the listed steps or units, but optionally further includes other
unlisted steps or units, or optionally further includes another inherent step or unit of
the process, the method, the product, or the device. For a person of ordinary skill in
the art, a specific meaning of the previously described terms in this specification can
be understood according to a specific situation. In addition, in the description of this
specification, unless otherwise stated, "a plurality of" means two or more. The term
"and/or" describes an association relationship between associated objects and
indicates that three relationships can exist. For example, A and/or B can indicate the
following three cases: Only A exists, both A and B exist, and only B exists. The
character "/" generally indicates an "or" relationship between the associated objects.
[0032] Elliptic curve cryptography (ECC) is an algorithm for establishing public
key encryption based on elliptic curve mathematics. The use of elliptic curves in
cryptography was independently proposed in 1985 by Neal Koblitz and Victor Miller,
respectively.

[0033] In some embodiments, the primary advantage of ECC is that it provides a
comparable or higher level of security using smaller keys than other methods, such as
Rivest-Shamir-Adleman (RSA) encryption algorithms, in some cases. Another
advantage of ECC is that bilinear mappings between groups can be defined based on
Weil pairs or Tate pairs. Bilinear mappings have found numerous applications in
cryptography, such as identity-based encryption. A disadvantage is that the
implementation of encryption and decryption operations under the same-length keys
takes a longer time than other mechanisms. However, since a shorter key can be used
to achieve the same-level security level, the speed is higher at the same-level security
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level.

[0034] FIG. 1 is an example schematic diagram illustrating a background of a data
determination method, according to some embodiments of this specification. As
shown in FIG. 1, in the two-party elliptic curve key exchange protocol (2-party
ECDH), a first terminal device can acquire a first public key and a first private key,
and a second terminal device can acquire a second public key and a second private
key. The first terminal device and the second terminal device can exchange respective
public keys through a network, i.e., the first terminal device can send the first public
key to the second terminal device, and the second terminal device can send the second
public key to the first terminal device. The first terminal device can compute the first
key based on the first public key and the second public key. The second terminal
device can compute a second key based on the first public key and the second public
key. The first key and the second key are the same so that the first terminal device and
the second terminal device can acquire a common key known only to the first terminal
device and the second terminal device.

[0035] However, there is no multi-party private set intersection protocol based on
elliptic curves among the multi-party private set intersection protocols in related
technologies. In addition, a mature symmetric cryptography primitive needs high
communication traffic to complete the calculation of the private set intersection,
which requires a high network bandwidth. On the contrary, it does not require a high
hardware requirement. On the basis of immature homomorphic encryption, the
security has not reached consensus, the technology is not mature, and the hardware
requirement is high. As a result, not all of the network bandwidth requirement, the
hardware requirement, and the security requirement can be met. Consequently, the
convenience of using the multi-party private set intersection protocol is poor. Here,
mature symmetric cryptographic primitives (e.g., oblivious transfer (OT), oblivious
pseudorandom function (OPRF), etc.) can be included.

[0036] The following describes in detail the data determination method provided
in this specification with reference to some specific embodiments.

[0037] FIG. 2 is a schematic flowchart illustrating a data determination method,
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according to some embodiments of this specification. As shown in FIG. 2, some
embodiments of this specification are described from a first terminal device side, a
second terminal device side, and a third terminal device side. The method can include
the following steps S102 to S110.

[0038] S102: A first terminal device sends first encrypted data to a second
terminal device.

[0039]  According to some embodiments, the data determination method provided
by some embodiments of this specification can be applied to a multi-party private set
intersection protocol based on an elliptic curve. For example, the data determination
method provided by some embodiments of this specification can be applied to a
three-party private set intersection protocol based on an elliptic curve. The application
scenarios of the data determination method provided in some embodiments of this
specification include but are not limited to an advertising scenario, a data statistics
scenario, a blacklist mechanism scenario, a client information determination scenario,
and the like.

[0040] In some embodiments, a quantity of terminal devices in some
embodiments of this specification is at least three. For example, the quantity of
terminal devices can be three. The three terminal devices can be, for example, a first
terminal device, a second terminal device, and a third terminal device. Different
terminal devices are used to perform different steps in the data determination method.

[0041]  According to some embodiments, the first encrypted data is obtained by
the first terminal device by encrypting a first data set in the first terminal device by
using a first public key. The first data set is a data set stored in the first terminal
device. The first data set is not necessarily a fixed data set. For example, when the
type of data included in the first data set changes, the first data set can also change
accordingly. For example, when the amount of data included in the first data set
changes, the first data set can also change accordingly.

[0042] It will be readily understood that the first public key is a public key
generated by the first terminal device based on elliptic curve parameters. The first
public key is not necessarily a fixed public key. For example, when the first private
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key acquired by the first terminal device changes, the first public key generated by the
first terminal device based on the first private key can also change accordingly.

[0043] In some embodiments, the first terminal device can encrypt the first data
set in the first terminal device by using the first public key to obtain the first
encrypted data. When the first terminal device obtains the first encrypted data, the
first terminal device can send the first encrypted data to the second terminal device.
[0044] S104: The second terminal device encrypts the first encrypted data by
using the second public key to obtain second encrypted data, and sends the second
encrypted data and third encrypted data to the first terminal device.

[0045] According to some embodiments, the second terminal device is a terminal
device in a multi-party transaction protocol that receives the first encrypted data. The
second terminal device is not necessarily a fixed terminal device. For example, there
can be multiple second terminal devices in a multi-party private set intersection
protocol.

[0046] In some embodiments, the second public key is a public key generated by
the second terminal device based on elliptic curve parameters. The second public key
is not necessarily a fixed public key. For example, when the second private key
acquired by the second terminal device changes, the second public key generated by
the second terminal device based on the second private key can change accordingly.
[0047] It will be readily understood that the second encrypted data is obtained by
the second terminal device after obtaining the first encrypted data sent by the first
terminal device and encrypting the first encrypted data by using the second public key.
The second encrypted data is not necessarily fixed data. For example, when the first
encrypted data or the second public key changes, the second encrypted data can also
change accordingly.

[0048]  Optionally, the third encrypted data is obtained by the second terminal
device by encrypting the second data set in the second terminal device by using the
second public key. The second data set is a data set stored in the second terminal
device. The second data set is not necessarily a fixed data set. For example, when the
type of data included in the second data set changes, the second data set can also
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change accordingly. For example, when the amount of data included in the second
data set changes, the second data set can also change accordingly.

[0049] In some embodiments, the first terminal device can encrypt the first data
set in the first terminal device by using the first public key to obtain the first
encrypted data. When the first terminal device obtains the first encrypted data, the
first terminal device can send the first encrypted data to the second terminal device.
The second terminal device can acquire the first encrypted data sent by the first
terminal device, and the second terminal device can encrypt the first encrypted data
by using the second public key to obtain the second encrypted data. The second
terminal device can also encrypt the second data set in the second terminal device by
using the second public key to obtain third encrypted data, and the second terminal
device can send the second encrypted data and the third encrypted data to the first
terminal device.

[0050]  S106: The first terminal device encrypts the third encrypted data by using
the first public key to obtain fourth encrypted data, acquires first intersection data of
the second encrypted data and the fourth encrypted data, and sends the first
intersection data to the third terminal device.

[0051]  According to some embodiments, the fourth encrypted data is data
obtained by the first terminal device by encrypting the third encrypted data sent by the
second terminal device by using the first public key. The fourth encrypted data is not
necessarily fixed data. For example, when the first public key or the third encrypted
data changes, the fourth encrypted data can change accordingly.

[0052] In some embodiments, the first intersection data is intersection data
between the first data set in the first terminal device and the second data set in the
second terminal device that are determined by the first terminal device. The first
intersection data is used to indicate a data intersection between the first data set and
the second data set, the first intersection data includes at least one piece of data, i.e.,
the first intersection data includes an amount of data that is not necessarily fixed data.

[0053] It will be readily understood that, the first intersection data is not
necessarily fixed data. For example, when the type of data included in the first
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intersection data changes, the first intersection data can also change accordingly. For
example, when the amount of data included in the first intersection data changes, the
first intersection data can also change accordingly.

[0054] In some embodiments, the third terminal device is a terminal device in a
multi-party transaction protocol for determining intersection data in a multi-party data
set. The third terminal device is not necessarily a fixed terminal device. For example,
when an identifier of the third terminal device changes, the third terminal device can
change accordingly.

[0055] According to some embodiments, when the first terminal device obtains
the second encrypted data and the third encrypted data sent by the second terminal
device, the first terminal device encrypts the third encrypted data by using the first
public key to obtain the fourth encrypted data, acquires the first intersection data of
the second encrypted data and the fourth encrypted data, and sends the first
intersection data to the third terminal device.

[0056]  S108: The third terminal device acquires fifth encrypted data sent by the
first terminal device.

[0057]  In some embodiments, the fifth encrypted data can be obtained by the first
terminal device based on a third data set in the third terminal device, the first public
key, the second public key, and a third public key. The fifth encrypted data is not
necessarily fixed data. For example, when any one of the third data set in the third
terminal device, the first public key, the second public key, and the third public key
changes, the third terminal device can also change accordingly.

[0058] According to some embodiments, the third data set is a data set stored in
the third terminal device. The third data set is not necessarily a fixed data set. For
example, when the type of data included in the third data set changes, the third data
set can also change accordingly. For example, when the amount of data included in
the third data set changes, the third data set can also change accordingly.

[0059]  In some embodiments, the third public key is a public key generated by the
third terminal device based on elliptic curve parameters. The third public key is not
necessarily a fixed public key. For example, when the third private key acquired by
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the third terminal device changes, the third public key generated by the second
terminal device based on the third private key can change accordingly.

[0060] In some embodiments, when the first terminal device obtains the fifth
encrypted data based on the third data set in the third terminal device, the first public
key, the second public key, and the third public key, the first terminal device can send
the fifth encrypted data to the third terminal device. The third terminal device can
acquire the fifth encrypted data sent by the first terminal device.

[0061] S110: The third terminal device determines second intersection data based
on the fifth encrypted data and the first intersection data, and sends the second
intersection data to the first terminal device and the second terminal device.

[0062] In some embodiments, the second intersection data is intersection data
among the first data set, the second data set, and the third data set determined by the
third terminal device. The second intersection data is not necessarily fixed data. For
example, when any one of the first data set, the second data set, and the third data set
changes, the second intersection data can also change accordingly.

[0063] According to some embodiments, when the first terminal device obtains
the fifth encrypted data based on the third data set in the third terminal device, the first
public key, the second public key, and the third public key, the first terminal device
can send the fifth encrypted data and the first intersection data to the third terminal
device. The third terminal device can acquire the fifth encrypted data and the first
intersection data sent by the first terminal device. The third terminal device can
determine the second intersection data based on the fifth encrypted data and the first
intersection data, and send the second intersection data to the first terminal device and
the second terminal device.

[0064] In some embodiments of this specification, a first terminal device sends
first encrypted data to a second terminal device; the second terminal device encrypts
the first encrypted data by using a second public key to obtain second encrypted data,
and sends the second encrypted data and third encrypted data to the first terminal
device; the first terminal device encrypts the third encrypted data by using a first
public key to obtain fourth encrypted data, acquires first intersection data of the
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second encrypted data and the fourth encrypted data, and sends the first intersection
data to a third terminal device; the third terminal device acquires fifth encrypted data
sent by the first terminal device; the third terminal device determines second
intersection data based on the fifth encrypted data and the first intersection data, and
sends the second intersection data to the first terminal device and the second terminal
device. Therefore, in the data determination process, the public key of each terminal
device is used to encrypt the data without using a mature symmetric cryptography
primitive, the network bandwidth requirement is low, and the immature homomorphic
encryption is not needed. As such, low security problem can be alleviated, the security
of the data determination can be improved, the network bandwidth requirement, the
hardware requirement, and the security requirement can all be met, and the
convenience of using the multi-party private set intersection protocol can be
improved.

[0065] FIG. 3 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification. As shown in FIG. 3, some
embodiments of this specification are described from the first terminal device side, the
second terminal device side, and the third terminal device side. The method can
include the following steps S202 to S232.

[0066] S202: The first terminal device generates the first public key by using the
elliptic curve parameter information.

[0067] According to some embodiments, elliptic curve cryptography is a
cryptographic algorithm based on the elliptic curve problem in the finite field. Based
on elliptic curve cryptography, cryptographic primitives such as key exchange
protocols, digital signatures, and asymmetric encryption can be implemented.
Compared with conventional finite-field cryptography (e.g., RSA), elliptic curve
cryptography can have a shorter key length at the same security level than
conventional finite-field cryptography, and therefore has a wide range of application
scenarios in reality.

[0068] In some embodiments, elliptic curves can be represented using the form of
Formula (1), where aand b are constants and 4a3 + 27b? # 0.
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[0069] y?=x3+ax+b Formula (1)
[0070] To further use elliptic curve cryptography, the following parameters can
also be obtained: a prime number p; a base point G; a subgroup order n; and a
subgroup co-factor h.

[0071] Thus, the main parameters of the elliptic curve cryptography algorithm can
be summarized as (p,a, b, G, n,h), that is, for example, i.e., elliptic curve parameters
include, but are not limited to, a prime number p, a base point G, a subgroup order n,
a subgroup co-factor h, a constant a, a constantb, etc.

[0072] In some embodiments, in a multi-party private set intersection protocol, a
plurality of terminal devices can mutually confirm the same security parameter. The
security parameter can be, for example, 128 bits.

[0073] In some embodiments, the first terminal device can generate the first key
based on a random number and the base point G. Since the random number is not
fixed to a specific value, the first key is not necessarily a fixed key. The first terminal
device can generate the first public key by using elliptic curve parameter information.
When the first terminal device generates the first public key based on the elliptic
curve parameter information, the first terminal device can generate the first public key
do by using the first private key and the base point G.

[0074]  S204: The second terminal device generates the second public key by
using the elliptic curve parameter information.

[0075] In some embodiments, the second public key is a public key generated by
the second terminal device. The second terminal device can generate the second
public key by using the elliptic curve parameter information. For example, when the
second terminal device generates the second public key based on the elliptic curve
parameter information, the second terminal device can generate the second public key
d; by using the second private key and the base point G. The second private key can
be generated by the second terminal device based on the random number and the base
point G.

[0076]  S206: The third terminal device generates the third public key by using the
elliptic curve parameter information.
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[0077]  In some embodiments, the third public key is a public key generated by the
third terminal device. The third terminal device can generate the third public key by
using the elliptic curve parameter information. For example, when the third terminal
device generates the third public key based on the elliptic curve parameter
information, the third terminal device can generate the third public key d, by using
the third private key and the base point G. The third private key can be generated by
the third terminal device based on the random number and the base point G.

[0078] S208: The first terminal device sends the first encrypted data to the second
terminal device.

[0079] A specific process has been described above, and details are omitted for
simplicity.

[0080] According to some embodiments, the first data set can be, for example,
first advertiser information that the first terminal device can use when advertising.
The first encrypted data can, for example, be obtained by the first terminal device by
encrypting the first advertiser information in the first terminal device by using the first
public key.

[0081] In some embodiments, the first data set can be, for example, X, € F",
where X, includes n elements. The first encrypted data can be, for example, Eo
obtained by the first terminal device by encrypting the first data set X, by using the
first public key dg.

[0082] S210: The second terminal device encrypts the first encrypted data by
using the second public key to obtain second encrypted data.

[0083] A specific process has been described above, and details are omitted for
simplicity.

[0084] According to some embodiments, the first data set can be, for example,
advertiser information that the first terminal device can use when advertising. The
first encrypted data can, for example, be obtained by the first terminal device by
encrypting the advertiser information in the first terminal device by using the first
public key. The first terminal device can send the encrypted first advertiser
information to the second terminal device. The second terminal device can use the
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second public key to re-encrypt the encrypted first advertiser information to obtain the
second encrypted data.

[0085] In some embodiments, the first data set can be, for example, X, € F",
where X, includes n elements. The first encrypted data can be, for example, Eo
obtained by the first terminal device by encrypting the first data set X, by using the
first public key dy. The second terminal device encrypts the first encrypted data Eg
by using the second public key d; to obtain the second encrypted data E,.

[0086] S212: The second terminal device acquires first random sequence data
corresponding to the second encrypted data.

[0087] In some embodiments, the first random sequence data is data obtained
after random shuffling of the second encrypted data. The first random sequence data is
not necessarily fixed data. Since the second terminal device randomly shuffles the
second encrypted data and the order of the shuffling is uncertain, the first random
sequence data is not fixed.

[0088] According to some embodiments, when the second terminal device obtains
the second encrypted data, the second terminal device can obtain the first random
sequence data corresponding to the second encrypted data. For example, the second
terminal device can acquire the first random sequence data m(E,) corresponding to
the second encrypted data E,.

[0089] S214: The second terminal device acquires second random sequence data
corresponding to the third encrypted data.

[0090] In some embodiments, the second random sequence data is data obtained
after random shuffling of the third encrypted data. The second random sequence data
is not necessarily fixed data. Since the second terminal device randomly shuffles the
third encrypted data and the order of the shuffling is uncertain, the second random
sequence data is not fixed.

[0091] According to some embodiments, when the second terminal device obtains
the third encrypted data, the second terminal device can obtain the second random
sequence data corresponding to the third encrypted data. For example, the second
terminal device can acquire the second random sequence data m(E;) corresponding
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to the third encrypted data E;. The second data set can be, for example, X; € F",
where X; includes n elements. The third encrypted data E; can, for example, be
obtained by the second terminal device by encrypting the second data set X; by using
the second public key d;. The second terminal device acquires the first random
sequence data corresponding to the second encrypted data and the second random
sequence data corresponding to the third encrypted data so that the probability that the
first terminal device obtains the intersection data between the first data set and the
second data set can be reduced, the intersection data between the data sets of any two
terminal devices obtained by the terminal device in the multi-party transaction
protocol can be reduced, and the accuracy of data determination in the multi-party
transaction protocol can be improved.

[0092] S216: The second terminal device sends the first random sequence data
and the second random sequence data to the first terminal device.

[0093] According to some embodiments, when the second terminal device obtains
the first random sequence data corresponding to the second encrypted data and
obtains the second random sequence data corresponding to the third encrypted data,
the second terminal device can send the first random sequence data and the second
random sequence data to the first terminal device.

[0094] In some embodiments, when the second terminal device obtains the first
random sequence data m(E,) corresponding to the second encrypted data E, and the
second random sequence data m(E;) corresponding to the third encrypted data E;,
the second terminal device can send the first random sequence data m(E,) and the
second random sequence data w(E;) to the first terminal device.

[0095]  S218: The first terminal device encrypts the second random sequence data
by using the first public key to obtain third random sequence data.

[0096] According to some embodiments, the third random sequence data is data
obtained after the first terminal device encrypts the second random sequence data. The
third random sequence data is not necessarily fixed data. For example, when the order
of random shuffling changes or the first public key changes, the third random
sequence can also change accordingly.
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[0097] When the second terminal device obtains the first random sequence data
corresponding to the second encrypted data and obtains the second random sequence
data corresponding to the third encrypted data, the second terminal device can send
the first random sequence data and the second random sequence data to the first
terminal device. The first terminal device can acquire the first random sequence data
and the second random sequence data, and the first terminal device can encrypt the
second random sequence data by using the first public key to obtain the third random
sequence data.

[0098] In some embodiments, when the second terminal device obtains the first
random sequence data m(E,) corresponding to the second encrypted data E, and the
second random sequence data m(E;) corresponding to the third encrypted data E;,
the second terminal device can send the first random sequence data m(E,) and the
second random sequence data m(E;) to the first terminal device. The first terminal
device can encrypt the second random sequence data w(E;) by using the first public
key d, to obtain the third random sequence data m(E;).

[0099] S$220: The first terminal device acquires first intersection data of the first
random sequence data and the third random sequence data, and sends the first
intersection data to the third terminal device.

[0100] According to some embodiments, when the first terminal device obtains
the first random sequence data and the third random sequence data, the first terminal
device can acquire the first intersection data of the first random sequence data and the
third random sequence data, and send the first intersection data to the third terminal
device.

[0101] In some embodiments, when the second terminal device obtains the first
random sequence data m(E,) corresponding to the second encrypted data E, and the
second random sequence data m(E;) corresponding to the third encrypted data E;,
the second terminal device can send the first random sequence data m(E,) and the
second random sequence data m(E;) to the first terminal device. The first terminal
device can encrypt the second random sequence data w(E;) by using the first public
key do to obtain the third random sequence data m(E;). The first terminal device can
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acquire the first intersection data Ey N E; of the first random sequence data m(E)
and the third random sequence data n(E}), and send Ey N E; to the third terminal
device.

[0102]  S222: The third terminal device acquires fifth encrypted data sent by the
first terminal device.

[0103] A specific process has been described above, and details are omitted for
simplicity.

[0104] According to some embodiments, when the third terminal device acquires
the fifth encrypted data sent by the first terminal device based on the third data set in
the third terminal device, the third terminal device encrypts the third data set in the
third terminal device by using the third public key to obtain sixth encrypted data, and
the third terminal device sends the sixth encrypted data to the second terminal device.
The second terminal device encrypts the sixth encrypted data by using the second
public key to obtain seventh encrypted data, and the second terminal device sends the
seventh encrypted data to the first terminal device. The first terminal device encrypts
the seventh encrypted data by using the first public key to obtain fifth encrypted data,
and the first terminal device sends the fifth encrypted data to the third terminal device.
[0105] In some embodiments, the sixth encrypted data is obtained by the third
terminal device by encrypting the third data set in the third terminal device. The sixth
encrypted data is not necessarily fixed encrypted data. For example, when the third
public key or the third data set changes, the sixth encrypted data can also change
accordingly.

[0106] In some embodiments, the seventh encrypted data is obtained by the
second terminal device by re-encrypting the sixth encrypted data. The seventh
encrypted data is not necessarily fixed encrypted data. For example, when the second
public key or the third data set changes, the sixth encrypted data can also change
accordingly, and the seventh encrypted data can also change accordingly.

[0107] According to some embodiments, the third data set can be, for example,
X, € F", where X, includes n elements. The sixth encrypted data E, can, for
example, be obtained by the third terminal device by encrypting the third data set X,
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by using the third public key d,. The third terminal device can send the sixth
encrypted data E, to the second terminal device. The second terminal device can
encrypt the sixth encrypted data E, by using the second public key d; to obtain the
seventh encrypted data E,. The second terminal device can send the seventh
encrypted data E, to the first terminal device. The first terminal device can encrypt
the seventh encrypted data E, by using the first public key d, to obtain the fifth
encrypted data Ej. The first terminal device can send the fifth encrypted data E, to
the third terminal device.

[0108]  S224: The third terminal device encrypts the first intersection data by
using the third public key to obtain third intersection data.

[0109] In some embodiments, the third intersection data is obtained by the third
terminal device by encrypting the first intersection data. The third intersection data is
not necessarily fixed data. For example, when the third public key or the first
intersection data changes, the third intersection data can also change accordingly.
When the third terminal device obtains the first intersection data sent by the first
terminal device, the third terminal device can encrypt the first intersection data by
using the third public key to obtain the third intersection data.

[0110]  Optionally, the first terminal device can acquire the first intersection data
E, N E] of the first random sequence data n(E,) and the third random sequence data
n(E}), and send Ey N E; to the third terminal device. The third terminal device can
encrypt the first intersection data E, N E; by using the third public key d, to obtain
the third intersection data Eq N Ej.

[0111] S226: The third terminal device acquires intersection data of the fifth
encrypted data and the third intersection data to obtain the second intersection data.
[0112] In some embodiments, when the third terminal device obtains the fifth
encrypted data sent by the first terminal device, and encrypts the first intersection data
by using the third public key to obtain the third intersection data, the third terminal
device can acquire the intersection data of the fifth encrypted data and the third
intersection data to obtain the second intersection data.

[0113] It will be readily understood that the first terminal device can encrypt the
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seventh encrypted data E, by using the first public key d, to obtain the fifth
encrypted data E,. The first terminal device can send the fifth encrypted data E; to
the third terminal device. The third terminal device can encrypt the first intersection
data E, N E; by using the third public key d, to obtain the third intersection data
Eo NE;. The third terminal device can acquire the intersection data of the fifth
encrypted data E, and the third intersection data Ey NE] to obtain the second
intersection data E, N (E, N E;).

[0114] S228: The third terminal device acquires an arrangement order of the data
in the third data set.

[0115]  According to some embodiments, the third terminal device can acquire an
arrangement order of the data in the third data set. The arrangement order is the
arrangement order of the data in the third data set. Here, the arrangement order of the
data is not necessarily a fixed order. For example, when the data included in the third
data set changes, the arrangement order of the data can also change accordingly. Here,
the arrangement order of the data includes, but is not limited to, a forward order or a
reverse order.

[0116]  S230: The third terminal device acquires plaintext data corresponding to
the second intersection data from the third data set based on the arrangement order.
[0117] In some embodiments, when the third terminal device obtains the
arrangement order of the data in the third data set, the third terminal device can
acquire the plaintext data corresponding to the second intersection data from the third
data set. In other words, the data in the third data set is plaintext data, and the third
terminal device can acquire the plaintext data corresponding to the second intersection
data.

[0118]  According to some embodiments, the plaintext data is data not encrypted
in the third terminal device. The plaintext data in some embodiments of this
specification is unencrypted data corresponding to the second intersection data. For
example, the third terminal device acquires the plaintext data corresponding to the
second intersection data E, N (E,NE;) from the third data set based on the
arrangement order.
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[0119]  S232: The third terminal device sends the plaintext data corresponding to
the second intersection data to the first terminal device and the second terminal
device.

[0120] In some embodiments, when the third terminal device acquires the
plaintext data corresponding to the second intersection data from the third data set
based on the arrangement order, the third terminal device can send the plaintext data
corresponding to the second intersection data to the first terminal device and the
second terminal device. For example, the third terminal device acquires the plaintext
data corresponding to the second intersection data E, N (E, N E;) from the third data
set based on the arrangement order, and the third terminal device sends the plaintext
data corresponding to the second intersection data E, N (EoNE;) to the first
terminal device and the second terminal device.

[0121]  Here, an execution sequence of step 222 and steps 208—224 is not limited.
In other words, the third terminal device can acquire the fifth encrypted data sent by
the first terminal device before the second terminal device acquires the first encrypted
data, or before any one of steps 208-224 is performed.

[0122]  According to some embodiments, the multi-party private set intersection
protocol can be, for example, a four-party private set intersection protocol. The four
terminal devices can be, for example, a first terminal device, a second terminal device,
a third terminal device, and a fourth terminal device. The first terminal device can
send the first encrypted data to the second terminal device, the second terminal device
acquires the first random sequence data corresponding to the second encrypted data,
the second terminal device acquires the second random sequence data corresponding
to the third encrypted data, and the second terminal device sends the first random
sequence data and the second random sequence data to the first terminal device. The
second encrypted data is obtained by the second terminal device by encrypting the
first encrypted data by using the second public key, and the third encrypted data is
obtained by the second terminal device by encrypting the second data set by using the
second public key. The first terminal device can determine the first intersection data
based on the first random sequence data and the second random sequence data. The
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first terminal device can send the first intersection data to the third terminal device.
The third terminal device can encrypt the first intersection data by using the third
public key to obtain the second intersection data, and the third terminal device can
encrypt the third data set by using the third public key to obtain the fourth encrypted
data. The third terminal device can send the second intersection data and the fourth
encrypted data to the first terminal device. The first terminal device can determine the
third intersection data based on the second intersection data and the fourth encrypted
data. The first terminal device can send the third intersection data to the fourth
terminal device. The fourth terminal device can acquire third intersection data and
fifth encrypted data sent by the first terminal device. The fifth encrypted data is
obtained based on a fourth data set in the fourth terminal device, the first public key,
the second public key, the third public key, and a fourth public key. The fourth
terminal device can determine the fourth intersection data based on the third
intersection data and the fifth encrypted data, and send the fourth intersection data to
the first terminal device, the second terminal device, and the third terminal device.

[0123] In some embodiments of this specification, the first terminal device
generates the first public key by using the elliptic curve parameter information, the
second terminal device generates the second public key by using the elliptic curve
parameter information, and the third terminal device generates the third public key by
using the elliptic curve parameter information so that the security of the public key
generation can be improved, and the security of the data determination can be
improved. Moreover, the first terminal device sends the first encrypted data to the
second terminal device, the second terminal device encrypts the first encrypted data
by using the second public key to obtain the second encrypted data, the second
terminal device acquires the first random sequence data corresponding to the second
encrypted data, the second terminal device acquires the second random sequence data
corresponding to the third encrypted data, and the second terminal device sends the
first random sequence data and the second random sequence data to the first terminal
device so that the probability that the first terminal device obtains the intersection data
between the first data set and the second data set can be reduced, the intersection data

25



between the data sets of any two terminal devices obtained by the terminal device in
the multi-party transaction protocol can be reduced, and the accuracy of data
determination in the multi-party transaction protocol can be improved. In addition, the
first terminal device encrypts the second random sequence data by using the first
public key to obtain the third random sequence data, the first terminal device acquires
the first intersection data of the first random sequence data and the third random
sequence data, and sends the first intersection data to the third terminal device, the
third terminal device acquires the fifth encrypted data sent by the first terminal device,
the third terminal device encrypts the first intersection data by using the third public
key to obtain the third intersection data, and the third terminal device acquires the
intersection data of the fifth encrypted data and the third intersection data to obtain the
second intersection data. Therefore, in the data determination process, the public key
of each terminal device is used to encrypt the data without using a mature symmetric
cryptography primitive, the network bandwidth requirement is low, and the immature
homomorphic encryption is not needed. As such, low security problem can be
alleviated, the security of the data determination can be improved, the network
bandwidth requirement, the hardware requirement, and the security requirement can
all be met, and the convenience of using the multi-party private set intersection
protocol can be improved. Finally, the third terminal device acquires the arrangement
order of the data in the third data set, the third terminal device acquires the plaintext
data corresponding to the second intersection data from the third data set based on the
arrangement order, and the third terminal device sends the plaintext data
corresponding to the second intersection data to the first terminal device and the
second terminal device. In other words, the third terminal device can obtain the
intersection data of the first data set, the second data set, and the third data set so that
the accuracy of data determination can be improved and the convenience of data
access in the multi-party transaction protocol can be improved.

[0124] FIG. 4 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification. As shown in FIG. 4, some
embodiments of this specification are described from the first terminal device side.
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The method can include the following steps S302 to S310.

[0125] S302: Send first encrypted data to a second terminal device.

[0126] In some embodiments, a quantity of terminal devices in some
embodiments of this specification is at least three. For example, the quantity of
terminal devices can be three. The execution body of some embodiments of this
specification is a first terminal device.

[0127]  According to some embodiments, the first encrypted data is obtained by
the first terminal device by encrypting a first data set in the first terminal device by
using a first public key. The first data set is a data set stored in the first terminal
device. The first data set is not necessarily a fixed data set. For example, when the
type of data included in the first data set changes, the first data set can also change
accordingly. For example, when the amount of data included in the first data set
changes, the first data set can also change accordingly.

[0128] In some embodiments, the first terminal device can encrypt the first data
set in the first terminal device by using the first public key to obtain the first
encrypted data. When the first terminal device obtains the first encrypted data, the
first terminal device can send the first encrypted data to the second terminal device.
[0129]  S304: Acquire second encrypted data and third encrypted data sent by the
second terminal device.

[0130] According to some embodiments, the second encrypted data is obtained
based on the first encrypted data and the second public key, and the third encrypted
data is obtained based on the second public key and the second data set in the second
terminal device. The second public key is a public key generated by the second
terminal device based on elliptic curve parameters. The second public key is not
necessarily a fixed public key. For example, when the second private key acquired by
the second terminal device changes, the second public key generated by the second
terminal device based on the second private key can change accordingly.

[0131] In some embodiments, the second encrypted data is obtained by the second
terminal device after obtaining the first encrypted data sent by the first terminal device
and encrypting the first encrypted data by using the second public key. The second
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encrypted data is not necessarily fixed data. For example, when the first encrypted
data or the second public key changes, the second encrypted data can also change
accordingly.

[0132]  Optionally, the third encrypted data is obtained by the second terminal
device by encrypting the second data set in the second terminal device by using the
second public key. The second data set is a data set stored in the second terminal
device. The second data set is not necessarily a fixed data set. For example, when the
type of data included in the second data set changes, the second data set can also
change accordingly. For example, when the amount of data included in the second
data set changes, the second data set can also change accordingly.

[0133] In some embodiments, the first terminal device can encrypt the first data
set in the first terminal device by using the first public key to obtain the first
encrypted data. When the first terminal device obtains the first encrypted data, the
first terminal device can send the first encrypted data to the second terminal device.
The second terminal device can acquire the first encrypted data sent by the first
terminal device, and the second terminal device can encrypt the first encrypted data
by using the second public key to obtain the second encrypted data. The second
terminal device can also encrypt the second data set in the second terminal device by
using the second public key to obtain third encrypted data, and the second terminal
device can send the second encrypted data and the third encrypted data to the first
terminal device. The first terminal device can acquire the second encrypted data and
the third encrypted data sent by the second terminal device.

[0134]  S306: Encrypt the third encrypted data by using the first public key to
obtain fourth encrypted data, acquire first intersection data of the second encrypted
data and the fourth encrypted data, and send the first intersection data to the third
terminal device.

[0135] According to some embodiments, the fourth encrypted data is data
obtained by the first terminal device by encrypting the third encrypted data sent by the
second terminal device by using the first public key. The fourth encrypted data is not
necessarily fixed data. For example, when the first public key or the third encrypted
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data changes, the fourth encrypted data can change accordingly.

[0136] In some embodiments, the first intersection data is intersection data
between the first data set in the first terminal device and the second data set in the
second terminal device that are determined by the first terminal device. The first
intersection data is used to indicate a data intersection between the first data set and
the second data set, the first intersection data includes at least one piece of data, i.e.,
the first intersection data includes an amount of data that is not necessarily fixed data.
[0137] It will be readily understood that, the first intersection data is not
necessarily fixed data. For example, when the type of data included in the first
intersection data changes, the first intersection data can also change accordingly. For
example, when the amount of data included in the first intersection data changes, the
first intersection data can also change accordingly.

[0138] In some embodiments, the third terminal device is a terminal device in a
multi-party transaction protocol for determining intersection data in a multi-party data
set. The third terminal device is not necessarily a fixed terminal device. For example,
when an identifier of the third terminal device changes, the third terminal device can
change accordingly.

[0139] According to some embodiments, when the first terminal device obtains
the second encrypted data and the third encrypted data sent by the second terminal
device, the first terminal device encrypts the third encrypted data by using the first
public key to obtain the fourth encrypted data, acquires the first intersection data of
the second encrypted data and the fourth encrypted data, and sends the first
intersection data to the third terminal device.

[0140]  S308: Acquire fifth encrypted data based on a third data set in the third
terminal device, the first public key, the second public key, and a third public key.
[0141] According to some embodiments, the first terminal device can acquire the
fifth encrypted data based on the third data set in the third terminal device, the first
public key, the second public key, and the third public key.

[0142]  Specifically, for example, the third terminal device can encrypt the third
data set in the third terminal device by using the third public key to obtain sixth
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encrypted data, and the third terminal device sends the sixth encrypted data to the
second terminal device. The second terminal device encrypts the sixth encrypted data
by using the second public key to obtain seventh encrypted data, and the second
terminal device sends the seventh encrypted data to the first terminal device. The first
terminal device encrypts the seventh encrypted data by using the first public key to
obtain the fifth encrypted data.

[0143] S310: Send the fifth encrypted data to the third terminal device, and
acquire second intersection data sent by the third terminal device.

[0144] According to some embodiments, when the first terminal device obtains
the fifth encrypted data based on the third data set in the third terminal device, the first
public key, the second public key, and the third public key, the first terminal device
can send the fifth encrypted data and the first intersection data to the third terminal
device. The third terminal device can acquire the fifth encrypted data and the first
intersection data sent by the first terminal device. The third terminal device can
determine the second intersection data based on the fifth encrypted data and the first
intersection data, and send the second intersection data to the first terminal device and
the second terminal device. The first terminal device can acquire the second
intersection data sent by the third terminal device.

[0145] An execution sequence of step S302 and step S308 is not limited. For
example, the first terminal device can acquire the fifth encrypted data and send the
first encrypted data to the second terminal device based on the third data set in the
third terminal device, the first public key, the second public key, and the third public
key. Alternatively, for example, the first terminal device can first acquire the fifth
encrypted data based on the third data set in the third terminal device, the first public
key, the second public key, and the third public key, and then send the first encrypted
data to the second terminal device.

[0146] In some embodiments of this specification, the first terminal device can
send the first encrypted data to the second terminal device, acquire the second
encrypted data and the third encrypted data sent by the second terminal device,
encrypt the third encrypted data by using the first public key to obtain the fourth
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encrypted data, acquire the first intersection data of the second encrypted data and the
fourth encrypted data, send the first intersection data to the third terminal device,
acquire the fifth encrypted data based on the third data set in the third terminal device,
the first public key, the second public key, and the third public key, send the fifth
encrypted data to the third terminal device, and acquire the second intersection data
sent by the third terminal device. Therefore, in the data determination process, the
public key of each terminal device is used to encrypt the data without using a mature
symmetric cryptography primitive, the network bandwidth requirement is low, and the
immature homomorphic encryption is not needed. As such, low security problem can
be alleviated, the security of the data determination can be improved, the network
bandwidth requirement, the hardware requirement, and the security requirement can
all be met, and the convenience of using the multi-party private set intersection
protocol can be improved.

[0147] FIG. 5 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification. As shown in FIG. 5, some
embodiments of this specification are described from the first terminal device side.
The method can include the following steps S402 to S418.

[0148] S402: Generate the first public key by using elliptic curve parameter
information.

[0149] According to some embodiments, elliptic curve cryptography is a
cryptographic algorithm based on the elliptic curve problem in the finite field. Based
on elliptic curve cryptography, cryptographic primitives such as key exchange
protocols, digital signatures, and asymmetric encryption can be implemented.
Compared with conventional finite-field cryptography (e.g., RSA), elliptic curve
cryptography can have a shorter key length at the same security level than
conventional finite-field cryptography, and therefore has a wide range of application
scenarios in reality.

[0150] In some embodiments, elliptic curves can be represented using the form of
Formula (1), where aand b are constants and 4a® + 27b? # 0.

[0151] To further use elliptic curve cryptography, the following parameters can
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also be obtained: a prime number p; a base point G; a subgroup order n; and a
subgroup co-factor h.

[0152] Thus, the main parameters of the elliptic curve cryptography algorithm can
be summarized as (p,a, b, G, n,h), that is, for example, i.e., elliptic curve parameters
include, but are not limited to, a prime number p, a base point G, a subgroup order n,
a subgroup co-factor h, a constant a, a constant b, etc.

[0153] In some embodiments, the first terminal device can generate the first key
based on a random number and the base point G. Since the random number is not
fixed to a specific value, the first key is not necessarily a fixed key. The first terminal
device can generate the first public key by using elliptic curve parameter information.
When the first terminal device generates the first public key based on the elliptic
curve parameter information, the first terminal device can generate the first public key
do by using the first private key and the base point G.

[0154] S404: Send first encrypted data to a second terminal device.

[0155] A specific process has been described above, and details are omitted for
simplicity.

[0156] In some embodiments, the first data set can be, for example, X, € F",
where X, includes n elements. The first encrypted data can be, for example, Eo
obtained by the first terminal device by encrypting the first data set X, by using the
first public key dg.

[0157]  S406: Acquire a first random sequence corresponding to the second
encrypted data and a second random sequence corresponding to the third encrypted
data that are sent by the second terminal device.

[0158] In some embodiments, the first random sequence data is data obtained by
the second terminal device after random shuffling of the second encrypted data. The
first random sequence data is not necessarily fixed data. Since the second terminal
device randomly shuffles the second encrypted data and the order of the shuffling is
uncertain, the first random sequence data is not fixed.

[0159] According to some embodiments, when the second terminal device obtains
the second encrypted data, the second terminal device can obtain the first random
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sequence data corresponding to the second encrypted data. For example, the second
terminal device can acquire the first random sequence data m(E,) corresponding to
the second encrypted data Ej.

[0160] In some embodiments, the second random sequence data is data obtained
by the second terminal device after random shuffling of the third encrypted data. The
second random sequence data is not necessarily fixed data. Since the second terminal
device randomly shuffles the third encrypted data and the order of the shuffling is
uncertain, the second random sequence data is not fixed.

[0161] According to some embodiments, when the second terminal device obtains
the third encrypted data, the second terminal device can obtain the second random
sequence data corresponding to the third encrypted data. For example, the second
terminal device can acquire the second random sequence data m(E;) corresponding
to the third encrypted data E;. The second data set can be, for example, X; € F",
where X; includes n elements. The third encrypted data E; can, for example, be
obtained by the second terminal device by encrypting the second data set X; by using
the second public key d;.

[0162] According to some embodiments, when the second terminal device obtains
the first random sequence data corresponding to the second encrypted data and
obtains the second random sequence data corresponding to the third encrypted data,
the second terminal device can send the first random sequence data and the second
random sequence data to the first terminal device. The first terminal device can
acquire the first random sequence corresponding to the second encrypted data and the
second random sequence corresponding to the third encrypted data that are sent by the
second terminal device.

[0163]  S408: Encrypt the second random sequence data by using the first public
key to obtain third random sequence data.

[0164]  According to some embodiments, the third random sequence data is data
obtained after the first terminal device encrypts the second random sequence data. The
third random sequence data is not necessarily fixed data. For example, when the order
of random shuffling changes or the first public key changes, the third random
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sequence can also change accordingly.

[0165] When the second terminal device obtains the first random sequence data
corresponding to the second encrypted data and obtains the second random sequence
data corresponding to the third encrypted data, the second terminal device can send
the first random sequence data and the second random sequence data to the first
terminal device. The first terminal device can acquire the first random sequence data
and the second random sequence data, and the first terminal device can encrypt the
second random sequence data by using the first public key to obtain the third random
sequence data.

[0166] In some embodiments, when the second terminal device obtains the first
random sequence data m(E,) corresponding to the second encrypted data E, and the
second random sequence data m(E;) corresponding to the third encrypted data E;,
the second terminal device can send the first random sequence data m(E,) and the
second random sequence data m(E;) to the first terminal device. The first terminal
device can encrypt the second random sequence data w(E;) by using the first public
key d, to obtain the third random sequence data m(E;).

[0167] S410: Acquire first intersection data of the first random sequence data and
the third random sequence data.

[0168] According to some embodiments, when the first terminal device obtains
the first random sequence data and the third random sequence data, the first terminal
device can acquire the first intersection data of the first random sequence data and the
third random sequence data.

[0169] In some embodiments, when the second terminal device obtains the first
random sequence data m(E,) corresponding to the second encrypted data E, and the
second random sequence data m(E;) corresponding to the third encrypted data E;,
the second terminal device can send the first random sequence data m(E,) and the
second random sequence data m(E;) to the first terminal device. The first terminal
device can encrypt the second random sequence data w(E;) by using the first public
key d, to obtain the third random sequence data m(E;). The first terminal device can
acquire the first intersection data Ey N E; of the first random sequence data m(E)
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and the third random sequence data m(E;), and send E, N E; to the third terminal
device.

[0170] S412: Send the first intersection data to the third terminal device.

[0171]  According to some embodiments, the first terminal device can acquire the
first intersection data of the first random sequence data and the third random sequence
data, and send the first intersection data to the third terminal device. For example, the
first terminal device can acquire the first intersection data E,NE; of the first
random sequence data m(E,) and the third random sequence data m(E;), and send
E, N E; to the third terminal device.

[0172]  S414: Acquire seventh encrypted data sent by the second terminal device.
[0173] In some embodiments, the seventh encrypted data is obtained by the
second terminal device by encrypting the sixth encrypted data by using the second
public key, and the sixth encrypted data is obtained by the third terminal device by
encrypting the third data set in the third terminal device by using the third public key.
The sixth encrypted data is not necessarily fixed encrypted data. For example, when
the third public key or the third data set changes, the sixth encrypted data can also
change accordingly. The seventh encrypted data is not necessarily fixed encrypted
data. For example, when the second public key or the third data set changes, the sixth
encrypted data can also change accordingly, and the seventh encrypted data can also
change accordingly.

[0174] According to some embodiments, the third data set can be, for example,
X, € F*, where X, includes n elements. The sixth encrypted data E, can, for
example, be obtained by the third terminal device by encrypting the third data set X,
by using the third public key d,. The third terminal device can send the sixth
encrypted data E, to the second terminal device. The second terminal device can
encrypt the sixth encrypted data E, by using the second public key d; to obtain the
seventh encrypted data E,. The second terminal device can send the seventh
encrypted data E;, to the first terminal device.

[0175]  S416: Encrypt the seventh encrypted data by using the first public key to
obtain the fifth encrypted data.
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[0176] In some embodiments, the second terminal device sends the seventh
encrypted data to the first terminal device. The first terminal device encrypts the
seventh encrypted data by using the first public key to obtain fifth encrypted data, and
the first terminal device sends the fifth encrypted data to the third terminal device. For
example, the first terminal device can encrypt the seventh encrypted data E, by using
the first public key d, to obtain the fifth encrypted data E,. The first terminal device
can send the fifth encrypted data E, to the third terminal device.

[0177] S418: Send the fifth encrypted data to the third terminal device, and
acquire second intersection data sent by the third terminal device.

[0178] A specific process has been described above, and details are omitted for
simplicity.

[0179] In some embodiments of this specification, the first terminal device can
generate the first public key by using the elliptic curve parameter information, thereby
improving the security of public key generation and improving the security of data
determination. In addition, the first terminal device sends the first encrypted data to
the second terminal device, acquires the first random sequence corresponding to the
second encrypted data and the second random sequence corresponding to the third
encrypted data that are sent by the second terminal device, encrypts the second
random sequence data by using the first public key to obtain the third random
sequence data, and acquires the first intersection data of the first random sequence
data and the third random sequence data so that the probability that the first terminal
device obtains the intersection data between the first data set and the second data set
can be reduced, the intersection data between the data sets of any two terminal devices
obtained by the terminal device in the multi-party transaction protocol can be reduced,
and the accuracy of data determination in the multi-party transaction protocol can be
improved. Finally, the first terminal device acquires the seventh encrypted data sent
by the second terminal device, encrypts the seventh encrypted data by using the first
public key to obtain the fifth encrypted data, and sends the fifth encrypted data to the
third terminal device. Since the fifth encrypted data is not random sequence data, the
third terminal device can acquire the plaintext data corresponding to the intersection
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of the first data set, the second data set, and the third data set, thereby improving the
convenience of data determination. Finally, the first terminal device can acquire the
second intersection data sent by the third terminal. In the data determination process,
the public key of each terminal device is used to encrypt the data without using a
mature symmetric cryptography primitive, the network bandwidth requirement is low,
and the immature homomorphic encryption is not needed. As such, low security
problem can be alleviated, the security of the data determination can be improved, the
network bandwidth requirement, the hardware requirement, and the security
requirement can all be met, and the convenience of using the multi-party private set
intersection protocol can be improved.

[0180] FIG. 6 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification. As shown in FIG. 6, some
embodiments of this specification are described from the second terminal device side.
The method can include the following steps S502 to S508.

[0181]  S502: Acquire first encrypted data sent by the first terminal device.

[0182] According to some embodiments, the second terminal device is a terminal
device in a multi-party transaction protocol that receives the first encrypted data. The
second terminal device is not necessarily a fixed terminal device. For example, there
can be multiple second terminal devices in a multi-party private set intersection
protocol.

[0183] In some embodiments, the first encrypted data is obtained by the first
terminal device by encrypting the first data set in the first terminal device by using the
first public key. The first data set is a data set stored in the first terminal device. The
first data set is not necessarily a fixed data set. For example, when the type of data
included in the first data set changes, the first data set can also change accordingly.
For example, when the amount of data included in the first data set changes, the first
data set can also change accordingly.

[0184] In some embodiments, the first terminal device can encrypt the first data
set in the first terminal device by using the first public key to obtain the first
encrypted data. When the first terminal device obtains the first encrypted data, the
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first terminal device can send the first encrypted data to the second terminal device.
The second terminal device can acquire the first encrypted data sent by the first
terminal device.

[0185]  S504: Encrypt the first encrypted data by using the second public key to
obtain second encrypted data.

[0186] In some embodiments, the second public key is a public key generated by
the second terminal device based on elliptic curve parameters. The second public key
is not necessarily a fixed public key. For example, when the second private key
acquired by the second terminal device changes, the second public key generated by
the second terminal device based on the second private key can change accordingly.
[0187] It will be readily understood that the second encrypted data is obtained by
the second terminal device after obtaining the first encrypted data sent by the first
terminal device and encrypting the first encrypted data by using the second public key.
The second encrypted data is not necessarily fixed data. For example, when the first
encrypted data or the second public key changes, the second encrypted data can also
change accordingly.

[0188] In some embodiments, the first terminal device can encrypt the first data
set in the first terminal device by using the first public key to obtain the first
encrypted data. When the first terminal device obtains the first encrypted data, the
first terminal device can send the first encrypted data to the second terminal device.
The second terminal device can acquire the first encrypted data sent by the first
terminal device, and the second terminal device can encrypt the first encrypted data
by using the second public key to obtain the second encrypted data.

[0189]  S506: Send the second encrypted data and the third encrypted data to the
first terminal device.

[0190]  According to some embodiments, the third encrypted data is obtained by
the second terminal device by encrypting a second data set in the second terminal
device by using a second public key, and the second data set is a data set stored in the
second terminal device. The second data set is not necessarily a fixed data set. For
example, when the type of data included in the second data set changes, the second
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data set can also change accordingly. For example, when the amount of data included
in the second data set changes, the second data set can also change accordingly.
[0191] In some embodiments, when the second terminal device obtains the second
encrypted data and the third encrypted data, the second terminal device can send the
second encrypted data and the third encrypted data to the first terminal device. The
second encrypted data and the third encrypted data are used to instruct the first
terminal device to acquire the first intersection data based on the second encrypted
data and the third encrypted data, and send the first intersection data to the third
terminal device. In other words, when the first terminal device obtains the second
encrypted data and the third encrypted data, the first terminal device can acquire the
first intersection data based on the second encrypted data and the third encrypted data,
and send the first intersection data to the third terminal device.

[0192]  S508: Acquire second intersection data sent by the third terminal device.
[0193] According to some embodiments, the second intersection data is
determined by the third terminal device based on the first intersection data and the
fifth encrypted data, and the fifth encrypted data is obtained based on a third data set
in the third terminal device, the first public key, the second public key, and a third
public key. When the third terminal device determines the second intersection data
based on the first intersection data and the fifth encrypted data, the third terminal
device can send the second intersection data to the second terminal device, and the
second terminal device can obtain the second intersection data sent by the third
terminal device.

[0194] In some embodiments of this specification, the second terminal device can
acquire the first encrypted data sent by the first terminal device, encrypt the first
encrypted data by using the second public key to obtain the second encrypted data,
and send the second encrypted data and the third encrypted data to the first terminal
device to acquire the second intersection data sent by the third terminal device.
Therefore, in the data determination process, the public key of each terminal device is
used to encrypt the data without using a mature symmetric cryptography primitive, the
network bandwidth requirement is low, and the immature homomorphic encryption is
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not needed. As such, low security problem can be alleviated, the security of the data
determination can be improved, the network bandwidth requirement, the hardware
requirement, and the security requirement can all be met, and the convenience of
using the multi-party private set intersection protocol can be improved.

[0195] FIG. 7 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification. As shown in FIG. 7, some
embodiments of this specification are described from the second terminal device side.
The method can include the following steps S602 to S614.

[0196]  S602: Generate the second public key by using elliptic curve parameter
information.

[0197] In some embodiments, the second public key is a public key generated by
the second terminal device. The second terminal device can generate the second
public key by using the elliptic curve parameter information. For example, when the
second terminal device generates the second public key based on the elliptic curve
parameter information, the second terminal device can generate the second public key
d; by using the second private key and the base point G. The second private key can
be generated by the second terminal device based on the random number and the base
point G.

[0198]  S604: Acquire first encrypted data sent by the first terminal device.

[0199] A specific process has been described above, and details are omitted for
simplicity.

[0200] In some embodiments, the first data set can be, for example, X, € F™,
where X, includes n elements. The first encrypted data can be, for example, Eo
obtained by the first terminal device by encrypting the first data set X, by using the
first public key dy. The second terminal device can acquire the first encrypted data
E, sent by the first terminal device.

[0201]  S606: Encrypt the first encrypted data by using the second public key to
obtain second encrypted data.

[0202] A specific process has been described above, and details are omitted for
simplicity.
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[0203] In some embodiments, the first data set can be, for example, X, € F",
where X, includes n elements. The first encrypted data can be, for example, Eo
obtained by the first terminal device by encrypting the first data set X, by using the
first public key dy. When obtaining the first encrypted data E, sent by the first
terminal device, the second terminal device can encrypt the first encrypted data E
by using the second public key d; to obtain the second encrypted data E,.

[0204] S608: Acquire first random sequence data corresponding to the second
encrypted data.

[0205] In some embodiments, the first random sequence data is data obtained
after random shuffling of the second encrypted data. The first random sequence data
is not necessarily fixed data. Since the second terminal device randomly shuffles the
second encrypted data and the order of the shuffling is uncertain, the first random
sequence data is not fixed.

[0206] According to some embodiments, when the second terminal device obtains
the second encrypted data, the second terminal device can obtain the first random
sequence data corresponding to the second encrypted data. For example, the second
terminal device can acquire the first random sequence data m(E,) corresponding to
the second encrypted data Ej.

[0207]  S610: Acquire second random sequence data corresponding to the third
encrypted data.

[0208] In some embodiments, the second random sequence data is data obtained
after random shuffling of the third encrypted data. The second random sequence data
is not necessarily fixed data. Since the second terminal device randomly shuffles the
third encrypted data and the order of the shuffling is uncertain, the second random
sequence data is not fixed.

[0209] According to some embodiments, when the second terminal device obtains
the third encrypted data, the second terminal device can obtain the second random
sequence data corresponding to the third encrypted data. For example, the second
terminal device can acquire the second random sequence data m(E;) corresponding
to the third encrypted data E;. The second data set can be, for example, X; € F",
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where X; includes n elements. The third encrypted data E; can, for example, be
obtained by the second terminal device by encrypting the second data set X; by using
the second public key d;.

[0210] S612: Send the first random sequence data and the second random
sequence data to the first terminal device.

[0211] According to some embodiments, when the second terminal device obtains
the first random sequence data corresponding to the second encrypted data and
obtains the second random sequence data corresponding to the third encrypted data,
the second terminal device can send the first random sequence data and the second
random sequence data to the first terminal device.

[0212] In some embodiments, when the second terminal device obtains the first
random sequence data m(E,) corresponding to the second encrypted data E, and the
second random sequence data m(E;) corresponding to the third encrypted data E;,
the second terminal device can send the first random sequence data m(E,) and the
second random sequence data w(E;) to the first terminal device.

[0213]  According to some embodiments, the first random sequence data and the
second random sequence data are used to instruct the first terminal device to encrypt
the second random sequence data by using the first public key to obtain the third
random sequence data, and acquire the first intersection data of the first random
sequence data and the third random sequence data. In other words, when the first
terminal device obtains the first random sequence data and the second random
sequence data, the first terminal device can encrypt the second random sequence data
by using the first public key to obtain the third random sequence data, and the first
terminal device can acquire the first intersection data of the first random sequence
data and the third random sequence data, and send the first intersection data to the
third terminal device.

[0214]  S614: Acquire second intersection data sent by the third terminal device.
[0215] A specific process has been described above, and details are omitted for
simplicity.

[0216] In some embodiments, the second intersection data is determined by the
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third terminal device based on the first intersection data and the fifth encrypted data,
and the fifth encrypted data is obtained based on a third data set in the third terminal
device, the first public key, the second public key, and a third public key.

[0217]  According to some embodiments, before acquiring the second intersection
data sent by the third terminal device, the second terminal device can acquire sixth
encrypted data sent by the third terminal device. The sixth encrypted data is obtained
by the third terminal device by encrypting the third data set in the third terminal
device by using the third public key. The second terminal device can encrypt the sixth
encrypted data by using the second public key to obtain the seventh encrypted data.
The second terminal device can send the seventh encrypted data to the first terminal
device, and the first terminal device can encrypt the seventh encrypted data by using
the first public key to obtain the fifth encrypted data. The first terminal device can
send the fifth encrypted data to the third terminal device. The third terminal device
encrypts the first intersection data by using the third public key to obtain the third
intersection data, the third terminal device acquires the intersection data of the fifth
encrypted data and the third intersection data to obtain the second intersection data,
and sends the second intersection data to the second terminal device, and the second
terminal device can obtain the second intersection data sent by the third terminal
device.

[0218] In some embodiments of this specification, the second terminal device can
generate the second public key by using the elliptic curve parameter information,
thereby improving the security of public key generation and improving the security of
data determination. Moreover, the second terminal device acquires the first encrypted
data sent by the first terminal device, encrypts the first encrypted data by using the
second public key to obtain the second encrypted data, acquires the first random
sequence data corresponding to the second encrypted data, acquires the second
random sequence data corresponding to the third encrypted data, and sends the first
random sequence data and the second random sequence data to the first terminal
device so that the probability that the first terminal device obtains the intersection data
between the first data set and the second data set can be reduced, the intersection data
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between the data sets of any two terminal devices obtained by the terminal device in
the multi-party transaction protocol can be reduced, and the accuracy of data
determination in the multi-party transaction protocol can be improved. Finally, the
first terminal device can acquire the second intersection data sent by the third terminal.
In the data determination process, the public key of each terminal device is used to
encrypt the data without using a mature symmetric cryptography primitive, the
network bandwidth requirement is low, and the immature homomorphic encryption is
not needed. As such, low security problem can be alleviated, the security of the data
determination can be improved, the network bandwidth requirement, the hardware
requirement, and the security requirement can all be met, and the convenience of
using the multi-party private set intersection protocol can be improved.

[0219] FIG. 8 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification. As shown in FIG. 8, some
embodiments of this specification are described from the third terminal device side.
The method can include the following steps S702 to S706.

[0220]  S702: Acquire first intersection data sent by a first terminal device.

[0221] In some embodiments, the first intersection data is obtained by the first
terminal device based on the second encrypted data and the fourth encrypted data. The
second encrypted data is obtained by the second terminal device after obtaining the
first encrypted data sent by the first terminal device and encrypting the first encrypted
data by using the second public key. The second encrypted data is not necessarily
fixed data. For example, when the first encrypted data or the second public key
changes, the second encrypted data can also change accordingly. The first terminal
device can encrypt the first data set in the first terminal device by using the first
public key to obtain the first encrypted data. When the first terminal device obtains
the first encrypted data, the first terminal device can send the first encrypted data to
the second terminal device. The second terminal device encrypts the first encrypted
data by using the second public key to obtain second encrypted data, and sends the
second encrypted data and third encrypted data to the first terminal device.

[0222]  According to some embodiments, the fourth encrypted data is data

44



obtained by the first terminal device by encrypting the third encrypted data sent by the
second terminal device by using the first public key. The fourth encrypted data is not
necessarily fixed data. For example, when the first public key or the third encrypted
data changes, the fourth encrypted data can change accordingly.

[0223]  Optionally, the third encrypted data is obtained by the second terminal
device by encrypting the second data set in the second terminal device by using the
second public key. The second data set is a data set stored in the second terminal
device. The second data set is not necessarily a fixed data set. For example, when the
type of data included in the second data set changes, the second data set can also
change accordingly. For example, when the amount of data included in the second
data set changes, the second data set can also change accordingly.

[0224]  According to some embodiments, the first intersection data is obtained by
the first terminal device based on the second encrypted data and the fourth encrypted
data. When the first terminal device obtains the second encrypted data and the third
encrypted data sent by the second terminal device, the first terminal device encrypts
the third encrypted data by using the first public key to obtain the fourth encrypted
data, acquires the first intersection data of the second encrypted data and the fourth
encrypted data, and sends the first intersection data to the third terminal device. The
third terminal device can acquire the first intersection data sent by the first terminal
device.

[0225]  S704: Acquire fifth encrypted data sent by the first terminal device.

[0226] In some embodiments, the fifth encrypted data can be obtained by the first
terminal device based on a third data set in the third terminal device, the first public
key, the second public key, and a third public key. The fifth encrypted data is not
necessarily fixed data. For example, when any one of the third data set in the third
terminal device, the first public key, the second public key, and the third public key
changes, the third terminal device can also change accordingly.

[0227] According to some embodiments, the third data set is a data set stored in
the third terminal device. The third data set is not necessarily a fixed data set. For
example, when the type of data included in the third data set changes, the third data
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set can also change accordingly. For example, when the amount of data included in
the third data set changes, the third data set can also change accordingly.

[0228]  In some embodiments, the third public key is a public key generated by the
third terminal device based on elliptic curve parameters. The third public key is not
necessarily a fixed public key. For example, when the third private key acquired by
the third terminal device changes, the third public key generated by the second
terminal device based on the third private key can change accordingly.

[0229] In some embodiments, when the first terminal device obtains the fifth
encrypted data based on the third data set in the third terminal device, the first public
key, the second public key, and the third public key, the first terminal device can send
the fifth encrypted data to the third terminal device. The third terminal device can
acquire the fifth encrypted data sent by the first terminal device.

[0230]  S706: Determine second intersection data based on the fifth encrypted data
and the first intersection data, and send the second intersection data to the first
terminal device and the second terminal device.

[0231] In some embodiments, the second intersection data is intersection data
among the first data set, the second data set, and the third data set determined by the
third terminal device. The second intersection data is not necessarily fixed data. For
example, when any one of the first data set, the second data set, and the third data set
changes, the second intersection data can also change accordingly.

[0232] According to some embodiments, when the first terminal device obtains
the fifth encrypted data based on the third data set in the third terminal device, the first
public key, the second public key, and the third public key, the first terminal device
can send the fifth encrypted data and the first intersection data to the third terminal
device. The third terminal device can acquire the fifth encrypted data and the first
intersection data sent by the first terminal device. The third terminal device can
determine the second intersection data based on the fifth encrypted data and the first
intersection data, and send the second intersection data to the first terminal device and
the second terminal device.

[0233] In some embodiments of this specification, the third terminal device can
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acquire the first intersection data sent by the first terminal device, acquire the fifth
encrypted data sent by the first terminal device, determine the second intersection data
based on the fifth encrypted data and the first intersection data, and send the second
intersection data to the first terminal device and the second terminal device. Therefore,
in the data determination process, the public key of each terminal device is used to
encrypt the data without using a mature symmetric cryptography primitive, the
network bandwidth requirement is low, and the immature homomorphic encryption is
not needed. As such, low security problem can be alleviated, the security of the data
determination can be improved, the network bandwidth requirement, the hardware
requirement, and the security requirement can all be met, and the convenience of
using the multi-party private set intersection protocol can be improved.

[0234] FIG. 9 is a schematic flowchart illustrating a data determination method,
according to some embodiments of this specification. As shown in FIG. 9, some
embodiments of this specification are described from the third terminal device side.
The method can include the following steps S802 to S818.

[0235]  S802: Generate the third public key by using elliptic curve parameter
information.

[0236] According to some embodiments, the first data set can be, for example,
first advertiser information that the first terminal device can use when advertising.
The first encrypted data can, for example, be obtained by the first terminal device by
encrypting the first advertiser information in the first terminal device by using the first
public key.

[0237] In some embodiments, the first data set can be, for example, X, € F",
where X, includes n elements. The first encrypted data can be, for example, Eo
obtained by the first terminal device by encrypting the first data set X, by using the
first public key d,.

[0238]  S804: Acquire first intersection data sent by a first terminal device.

[0239] According to some embodiments, the first terminal device sends the first
encrypted data to the second terminal device. The second terminal device encrypts the
first encrypted data by using the second public key to obtain the second encrypted
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data, and the second terminal device can acquire the first random sequence data
corresponding to the second encrypted data. The second terminal device acquires
second random sequence data corresponding to the third encrypted data. The second
terminal device sends the first random sequence data and the second random sequence
data to the first terminal device. The first terminal device encrypts the second random
sequence data by using the first public key to obtain third random sequence data, and
the first terminal device acquires first intersection data of the first random sequence
data and the third random sequence data, and sends the first intersection data to the
third terminal device. The third terminal device can acquire the first intersection data
sent by the first terminal device.

[0240] In some embodiments, the first data set can be, for example, X, € F",
where X, includes n elements. The first encrypted data can be, for example, Eo
obtained by the first terminal device by encrypting the first data set X, by using the
first public key dg. The second terminal device encrypts the first encrypted data E,
by using the second public key d; to obtain the second encrypted data E,. The
second terminal device can acquire the first random sequence data m(Eg)
corresponding to the second encrypted data E,. The second terminal device can
acquire the second random sequence data mw(E;) corresponding to the third encrypted
data E;. When the second terminal device obtains the first random sequence data
n(Ey) corresponding to the second encrypted data E, and the second random
sequence data m(E;) corresponding to the third encrypted data E;, the second
terminal device can send the first random sequence data m(E,) and the second
random sequence data w(E;) to the first terminal device. The first terminal device
can encrypt the second random sequence data w(E;) by using the first public key d,
to obtain the third random sequence data m(E;). The first terminal device can acquire
the first intersection data E, N E; of the first random sequence data m(E,) and the
third random sequence data m(E;), and send Ey N E; to the third terminal device.
The third terminal device can acquire the first intersection data E, N E}.

[0241]  S806: Encrypt the third data set in the third terminal device by using the
third public key to obtain sixth encrypted data.
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[0242] In some embodiments, when the third terminal device acquires the fifth
encrypted data sent by the first terminal device based on the third data set in the third
terminal device, the third terminal device encrypts the third data set in the third
terminal device by using the third public key to obtain sixth encrypted data. The sixth
encrypted data is obtained by the third terminal device by encrypting the third data set
in the third terminal device. The sixth encrypted data is not necessarily fixed
encrypted data. For example, when the third public key or the third data set changes,
the sixth encrypted data can also change accordingly.

[0243] According to some embodiments, the third data set can be, for example,
X, € F", where X, includes n elements. The sixth encrypted data E, can, for
example, be obtained by the third terminal device by encrypting the third data set X,
by using the third public key d,.

[0244]  S808: Send the sixth encrypted data to the second terminal device.

[0245] According to some embodiments, when the third terminal device acquires
the fifth encrypted data sent by the first terminal device based on the third data set in
the third terminal device, the third terminal device encrypts the third data set in the
third terminal device by using the third public key to obtain sixth encrypted data, and
the third terminal device sends the sixth encrypted data to the second terminal device.
[0246] According to some embodiments, the third data set can be, for example,
X, € F", where X, includes n elements. The sixth encrypted data E, can, for
example, be obtained by the third terminal device by encrypting the third data set X,
by using the third public key d,. The third terminal device can send the sixth
encrypted data E, to the second terminal device.

[0247] In some embodiments, the sixth encrypted data is used to instruct the
second terminal device to encrypt the sixth encrypted data by using the second public
key to obtain seventh encrypted data, and send the seventh encrypted data to the first
terminal device; the seventh encrypted data is used to instruct the first terminal device
to encrypt the seventh encrypted data by using the first public key to obtain the fifth
encrypted data. In other words, the third terminal device can encrypt the third data set
in the third terminal device by using the third public key to obtain sixth encrypted data,
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and the third terminal device sends the sixth encrypted data to the second terminal
device. The second terminal device encrypts the sixth encrypted data by using the
second public key to obtain seventh encrypted data, and the second terminal device
sends the seventh encrypted data to the first terminal device. The first terminal device
encrypts the seventh encrypted data by using the first public key to obtain fifth
encrypted data, and the first terminal device sends the fifth encrypted data to the third
terminal device.

[0248] According to some embodiments, the third data set can be, for example,
X, € F", where X, includes n elements. The sixth encrypted data E, can, for
example, be obtained by the third terminal device by encrypting the third data set X,
by using the third public key d,. The third terminal device can send the sixth
encrypted data E, to the second terminal device. The second terminal device can
encrypt the sixth encrypted data E, by using the second public key d; to obtain the
seventh encrypted data E,. The second terminal device can send the seventh
encrypted data E, to the first terminal device. The first terminal device can encrypt
the seventh encrypted data E, by using the first public key d, to obtain the fifth
encrypted data E,. The first terminal device can send the fifth encrypted data E; to
the third terminal device.

[0249]  S810: Acquire fifth encrypted data sent by the first terminal device.

[0250]  According to some embodiments, the fifth encrypted data is obtained
based on the third data set in the third terminal device, the first public key, the second
public key, and the third public key. When the first terminal device sends the fifth
encrypted data to the third terminal device, the third terminal device can acquire the
fifth encrypted data sent by the first terminal device. For example, when the first
terminal device sends the fifth encrypted data E, to the third terminal device, the
third terminal device can acquire the fifth encrypted data E,.

[0251]  S812: Determine second intersection data based on the fifth encrypted data
and the first intersection data.

[0252] A specific process has been described above, and details are omitted for
simplicity.
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[0253] In some embodiments, the third terminal device encrypts the first
intersection data by using the third public key to obtain the third intersection data, and
the third terminal device acquires the intersection data of the fifth encrypted data and
the third intersection data to obtain the second intersection data.

[0254] In some embodiments, the third intersection data is obtained by the third
terminal device by encrypting the first intersection data. The third intersection data is
not necessarily fixed data. For example, when the third public key or the first
intersection data changes, the third intersection data can also change accordingly.
When the third terminal device obtains the first intersection data sent by the first
terminal device, the third terminal device can encrypt the first intersection data by
using the third public key to obtain the third intersection data.

[0255] It will be readily understood that the first terminal device can encrypt the
seventh encrypted data E, by using the first public key d, to obtain the fifth
encrypted data E,. The first terminal device can send the fifth encrypted data E; to
the third terminal device. The third terminal device can encrypt the first intersection
data E, N E; by using the third public key d, to obtain the third intersection data
E, NE;. The third terminal device can acquire the intersection data of the fifth
encrypted data E, and the third intersection data E, N E] to obtain the second
intersection data E, N (Ey N E;).

[0256] S814: Acquire an arrangement order of the data in the third data set.
[0257]  According to some embodiments, the third terminal device can acquire an
arrangement order of the data in the third data set. The arrangement order is the
arrangement order of the data in the third data set. Here, the arrangement order of the
data is not necessarily a fixed order. For example, when the data included in the third
data set changes, the arrangement order of the data can also change accordingly. Here,
the arrangement order of the data includes, but is not limited to, a forward order or a
reverse order.

[0258]  S816: Acquire plaintext data corresponding to the second intersection data
from the third data set based on the arrangement order.

[0259] In some embodiments, when the third terminal device obtains the
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arrangement order of the data in the third data set, the third terminal device can
acquire the plaintext data corresponding to the second intersection data from the third
data set. In other words, the data in the third data set is plaintext data, and the third
terminal device can acquire the plaintext data corresponding to the second intersection
data.

[0260]  According to some embodiments, the plaintext data is data not encrypted
in the third terminal device. The plaintext data in some embodiments of this
specification is unencrypted data corresponding to the second intersection data. For
example, the third terminal device acquires the plaintext data corresponding to the
second intersection data E, N (E, N E;) from the third data set based on the
arrangement order.

[0261]  S818: Send the plaintext data corresponding to the second intersection data
to the first terminal device and the second terminal device.

[0262] In some embodiments, when the third terminal device acquires the
plaintext data corresponding to the second intersection data from the third data set
based on the arrangement order, the third terminal device can send the plaintext data
corresponding to the second intersection data to the first terminal device and the
second terminal device. For example, the third terminal device acquires the plaintext
data corresponding to the second intersection data E, N (E, N E;) from the third data
set based on the arrangement order, and the third terminal device sends the plaintext
data corresponding to the second intersection data E, N (E, N E;) to the first
terminal device and the second terminal device.

[0263] In some embodiments of this specification, the third terminal device
generates the third public key by using the elliptic curve parameter information,
thereby improving the security of public key generation and improving the security of
data determination. Then, the third terminal device acquires the first intersection data
sent by the first terminal device, encrypts the third data set in the third terminal device
by using the third public key to obtain sixth encrypted data, sends the sixth encrypted
data to the second terminal device, acquires the fifth encrypted data sent by the first
terminal device, and determines the second intersection data based on the fifth
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encrypted data and the first intersection data. Since the fifth encrypted data is not
random sequence data, the third terminal device can acquire plaintext data
corresponding to the intersection of the first data set, the second data set, and the third
data set, thereby improving the convenience of data determination. Finally, the third
terminal device acquires the arrangement order of the data in the third data set,
acquires the plaintext data corresponding to the second intersection data from the third
data set based on the arrangement order, and sends the plaintext data corresponding to
the second intersection data to the first terminal device and the second terminal device.
In other words, the third terminal device can obtain the intersection data of the first
data set, the second data set, and the third data set so that the accuracy of data
determination can be improved and the convenience of data access in the multi-party
transaction protocol can be improved.

[0264] FIG. 10 is a schematic structural diagram illustrating a data determination
system, according to some embodiments of this specification. The data determination
system 1 includes a first terminal device 101, a second terminal device 102, and a
third terminal device 103. The first terminal device 101, the second terminal device
102, and the third terminal device 103 are configured to perform the data
determination method described above in some embodiments shown in FIG. 2 to FIG.
9. For a specific execution process, references can be made to the detailed description
of some embodiments shown in FIG. 2 to FIG. 9, and details are omitted for
simplicity.

[0265] With reference to FIG. 11 to FIG. 13, the following describes in detail a
data determination apparatus provided in some embodiments of this specification. It is
worthwhile to note that the data determination apparatus in FIG. 11 to FIG. 13 can be
specifically a terminal device in some previous embodiments for performing the
methods in some embodiments of this specification shown in FIG. 4 to FIG. 9. For
ease of description, only parts related to some embodiments of this specification are
shown. For specific technical details that are not disclosed, references are made to
some embodiments of this specification shown in FIG. 4 and FIG. 9.

[0266] FIG. 11 is a schematic structural diagram illustrating a data determination
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apparatus, according to some example embodiments of this specification. The data
determination apparatus 11 can be implemented as a whole or a part of an apparatus
by using software, hardware, or a combination of software and hardware. Specifically,
the data determination apparatus 11 can be a first terminal device 101 in some
embodiments described above. The apparatus 11 includes a first data sending unit 111,
a first data acquisition unit 112, an intersection data acquisition unit 113, a second
data acquisition unit 114, and a second data sending unit 115.

[0267]  The first data sending unit 111 is configured to send first encrypted data to
a second terminal device, where the first encrypted data is obtained by encrypting a
first data set in a first terminal device by using a first public key.

[0268] The first data acquisition unit 112 is configured to acquire second
encrypted data and third encrypted data sent by the second terminal device, where the
second encrypted data is obtained based on the first encrypted data and a second
public key, and the third encrypted data is obtained based on the second public key
and a second data set in the second terminal device.

[0269]  The intersection data acquisition unit 113 is configured to encrypt the third
encrypted data by using the first public key to obtain fourth encrypted data, acquire
first intersection data of the second encrypted data and the fourth encrypted data, and
send the first intersection data to a third terminal device.

[0270] The second data acquisition unit 114 is configured to acquire fifth
encrypted data based on a third data set in the third terminal device, the first public
key, the second public key, and a third public key.

[0271]  The second data sending unit 115 is configured to send the fifth encrypted
data to the third terminal device, and acquire second intersection data sent by the third
terminal device.

[0272]  According to some embodiments, the apparatus 11 further includes a
public key generating unit for generating the first public key by using elliptic curve
parameter information before sending the first encrypted data to the second terminal
device.

[0273]  According to some embodiments, when acquiring the second encrypted
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data and the third encrypted data sent by the second terminal device, the first data
acquisition unit 112 is specifically configured to: acquire a first random sequence
corresponding to the second encrypted data and a second random sequence
corresponding to the third encrypted data that are sent by the second terminal device;
and encrypt the third encrypted data by using the first public key to obtain fourth
encrypted data, and acquire first intersection data of the second encrypted data and the
fourth encrypted data, including: encrypting the second random sequence data by
using the first public key to obtain third random sequence data; and acquiring first
intersection data of the first random sequence data and the third random sequence
data.

[0274] According to some embodiments, when acquiring fifth encrypted data
based on a third data set in the third terminal device, the first public key, the second
public key, and a third public key, the second data acquisition unit 114 is specifically
configured to: acquire seventh encrypted data sent by the second terminal device,
where the seventh encrypted data is obtained by the second terminal device by
encrypting sixth encrypted data by using the second public key, and the sixth
encrypted data is obtained by the third terminal device by encrypting the third data set
in the third terminal device by using the third public key; and encrypt the seventh
encrypted data by using the first public key to obtain the fifth encrypted data.

[0275] FIG. 12 is a schematic structural diagram illustrating a data determination
apparatus, according to some example embodiments of this specification. The data
determination apparatus 12 can be implemented as a whole or a part of an apparatus
by using software, hardware, or a combination of software and hardware. Specifically,
the data determination apparatus 12 can be a second terminal device 102 in some
embodiments described above. The apparatus 12 includes a third data acquisition unit
121, a first data encryption unit 122, a third data sending unit 123, and a fourth data
acquisition unit 124.

[0276]  The third data acquisition unit 121 is configured to acquire first encrypted
data sent by a first terminal device, where the first encrypted data is obtained by the
first terminal device by encrypting a first data set in the first terminal device by using
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a first public key.

[0277]  The first data encryption unit 122 is configured to encrypt the first
encrypted data by using a second public key to obtain second encrypted data.

[0278]  The third data sending unit 123 is configured to send the second encrypted
data and third encrypted data to the first terminal device, where the third encrypted
data is obtained by encrypting a second data set in a second terminal device by using
the second public key, and the second encrypted data and the third encrypted data are
used to instruct the one terminal device to acquire first intersection data based on the
second encrypted data and the third encrypted data, and send the first intersection data
to the third terminal device.

[0279]  The fourth data acquisition unit 124 is configured to acquire second
intersection data sent by the third terminal device, where the second intersection data
is determined by the third terminal device based on the first intersection data and fifth
encrypted data, and the fifth encrypted data is obtained based on a third data set in the
third terminal device, the first public key, the second public key, and a third public
key.

[0280] According to some embodiments, the apparatus 12 further includes a
public key generating unit for generating the second public key by using elliptic curve
parameter information before acquiring the first encrypted data sent by the first
terminal device.

[0281]  According to some embodiments, when sending the second encrypted data
and the third encrypted data to the first terminal device, the third data sending unit
123 is specifically configured to: acquire first random sequence data corresponding to
the second encrypted data; acquire second random sequence data corresponding to the
third encrypted data; and send the first random sequence data and the second random
sequence data to the first terminal device, where the first random sequence data and
the second random sequence data are used to instruct the first terminal device to
encrypt the second random sequence data by using the first public key to obtain third
random sequence data, and acquire first intersection data of the first random sequence
data and the third random sequence data.
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[0282]  According to some embodiments, before acquiring the second intersection
data sent by the third terminal device, the fourth data acquisition unit 124 is further
configured to acquire sixth encrypted data sent by the third terminal device, where the
sixth encrypted data is obtained by the third terminal device by encrypting the third
data set in the third terminal device by using the third public key; encrypt the sixth
encrypted data by using the second public key to obtain seventh encrypted data; and
send the seventh encrypted data to the first terminal device, where the seventh
encrypted data is used to instruct the first terminal device to encrypt the seventh
encrypted data by using the first public key to obtain the fifth encrypted data.

[0283] FIG. 13 is a schematic structural diagram illustrating a data determination
apparatus, according to some example embodiments of this specification. The data
determination apparatus 13 can be implemented as a whole or a part of an apparatus
by using software, hardware, or a combination of software and hardware. Specifically,
the data determination apparatus 13 can be a third terminal device 103 in some
embodiments described above. The apparatus 13 includes a fifth data acquisition unit
131, a sixth data acquisition unit 132, and a fourth data sending unit 133.

[0284]  The fifth data acquisition unit 131 is configured to acquire first intersection
data sent by a first terminal device, where the first intersection data is obtained by the
first terminal device based on second encrypted data and fourth encrypted data.

[0285]  The sixth data acquisition unit 132 is configured to acquire fifth encrypted
data sent by the first terminal device, where the fifth encrypted data is obtained based
on a third data set in a third terminal device, a first public key, a second public key,
and a third public key.

[0286] The fourth data sending unit 133 is configured to determine second
intersection data based on the fifth encrypted data and the first intersection data, and
send the second intersection data to the first terminal device and a second terminal
device.

[0287] According to some embodiments, the apparatus 13 further includes a
public key generating unit for generating the third public key by using elliptic curve
parameter information before acquiring the first intersection data sent by the first
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terminal device.

[0288]  According to some embodiments, when acquiring the fifth encrypted data
sent by the first terminal device, the sixth data acquisition unit 132 is specifically
configured to: encrypt the third data set in the third terminal device by using the third
public key to obtain sixth encrypted data; send the sixth encrypted data to the second
terminal device, where the sixth encrypted data is used to instruct the second terminal
device to encrypt the sixth encrypted data by using the second public key to obtain
seventh encrypted data, and send the seventh encrypted data to the first terminal
device, where the seventh encrypted data is used to instruct the first terminal device to
encrypt the seventh encrypted data by using the first public key to obtain the fifth
encrypted data; and acquire the fifth encrypted data sent by the first terminal device.
[0289]  According to some embodiments, when sending the second intersection
data to the first terminal device and the second terminal device, the fourth data
sending unit 133 is specifically configured to: acquire an arrangement order of the
data in the third data set; acquire plaintext data corresponding to the second
intersection data from the third data set based on the arrangement order; and send the
plaintext data corresponding to the second intersection data to the first terminal device
and the second terminal device.

[0290] In some embodiments of this specification, the first data sending unit can
send the first encrypted data to the second terminal device, where the first encrypted
data is obtained by encrypting the first data set in the first terminal device by using the
first public key; the first data acquisition unit can acquire the second encrypted data
and the third encrypted data sent by the second terminal device, where the second
encrypted data is obtained based on the first encrypted data and the second public key,
and the third encrypted data is obtained based on the second public key and the
second data set in the second terminal device; the intersection data acquisition unit
can encrypt the third encrypted data by using the first public key to obtain the fourth
encrypted data, acquire the first intersection data of the second encrypted data and the
fourth encrypted data, and send the first intersection data to the third terminal device;
the second data acquisition unit can acquire the fifth encrypted data based on the third
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data set in the third terminal device, the first public key, the second public key, and
the third public key; the second data sending unit can send the fifth encrypted data to
the third terminal device, and acquire the second intersection data sent by the third
terminal device. Therefore, in the data determination process, the public key of each
terminal device is used to encrypt the data without using a mature symmetric
cryptography primitive, the network bandwidth requirement is low, and the immature
homomorphic encryption is not needed. As such, low security problem can be
alleviated, the security of the data determination can be improved, the network
bandwidth requirement, the hardware requirement, and the security requirement can
all be met, and the convenience of using the multi-party private set intersection
protocol can be improved.

[0291] FIG. 14 is a structural block diagram illustrating a terminal device,
according to some embodiments of this specification. The terminal device in some
embodiments of this specification can include one or more of the following
components: a processor 110, a memory 120, an input apparatus 130, an output
apparatus 140, and a bus 150. The processor 110, the memory 120, the input
apparatus 130, and the output apparatus 140 can be connected to each other by using
the bus 150.

[0292] The processor 110 can include one or more processing cores. The
processor 110 connects all parts of the entire terminal device by using various
interfaces and lines, and performs various functions and data processing of the
terminal device 100 by running or executing instructions, programs, code sets, or
instruction sets stored in the memory 120, and invoking data stored in the memory
120. Optionally, the processor 110 can be implemented in at least one of the following
hardware forms: digital signal processing (DSP), field-programmable gate array
(FPGA), and programmable logic array (PLA). The processor 110 can integrate one
of, or a combination of more of the following: a CPU, a graphics processing unit
(GPU), a modem, and the like. The CPU mainly processes an operating system, a user
page, an application, and the like. The GPU is responsible for rendering and drawing
content to be displayed. The modem is used to deal with wireless communication. It

59



will be understood that the above-described modem can alternatively be implemented
by a single communication chip without being integrated into the processor 110.
[0293] The memory 120 can include a random access memory (RAM), or can
include a read-only memory (ROM). Optionally, the memory 120 includes a
non-transitory computer-readable storage medium. The memory 120 can be
configured to store instructions, programs, code, code sets, or instruction sets. The
memory 120 can include a program storage area and a data storage area. The program
storage area can store instructions for implementing an operating system, instructions
for implementing at least one function (such as a touch function, an audio playing
function, or an image playing function), instructions for implementing some method
embodiments described above, and the like. The operating system can be an Android
system, including a system developed based on the Android system, an iOS system
developed by Apple, including a system developed based on the iOS system, or other
systems.

[0294] The memory 120 can be divided into operating system space and user
space. The operating system runs in the operating system space, and native and
third-party applications run in the user space. To ensure that different third-party
applications can achieve good running effects, the operating system allocates
corresponding system resources to different third-party applications. However, the
requirements for system resources in different application scenarios of the same
third-party application are different. For example, in a local resource loading scenario,
third-party applications require a high disk read speed. In an animated rendering
scenario, third-party applications require high GPU performance. However, the
operating system and the third-party application are independent of each other, and
the operating system often cannot perceive the current application scenario of the
third-party application in a timely manner. Consequently, the operating system cannot
perform targeted system resource adaptation according to the specific application
scenario of the third-party application.

[0295] To enable the operating system to distinguish a specific application
scenario of the third-party application, data communication between the third-party
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application and the operating system needs to be implemented so that the operating
system can obtain the current scenario information of the third-party application at
any time, and further perform targeted system resource adaptation based on the
current scenario.

[0296] The input apparatus 130 is configured to receive the input instructions or
data. The input apparatus 130 includes, but is not limited to, a keyboard, a mouse, a
camera, a microphone, or a touch device. The output apparatus 140 is configured to
output instructions or data. The output apparatus 140 includes, but is not limited to, a
display device, a speaker, and the like. In some examples, the input apparatus 130 and
the output apparatus 140 can be combined, and the input apparatus 130 and the output
apparatus 140 are touchscreens.

[0297] The touchscreen can be designed as a full screen, a curved screen, or an
irregular shaped screen. The touchscreen can alternatively be designed as a
combination of a full screen and a curved screen, or a combination of an irregular
shaped screen and a curved screen, which is not limited in some embodiments of this
specification.

[0298] In addition, it will be understood by a person skilled in the art that the
structure of the terminal device illustrated in the above drawings does not constitute a
limitation on the terminal device. The terminal device can include more or fewer
components than those shown in the figures, or can combine some components, or can
have different component arrangements. For example, the terminal device further
includes a radio frequency circuit, an input unit, a sensor, an audio circuit, a wireless
fidelity (Wi-Fi) module, a power supply, a Bluetooth module, and the like. Details are
omitted for simplicity.

[0299] In the terminal device shown in FIG. 13, the processor 110 can be
configured to invoke a data determination application stored in the memory 120, and
specifically perform the data determination method in some embodiments shown in
FIG. 2 to FIG. 9 described above. For a specific execution process, references can be
made to the detailed description of some embodiments shown in FIG. 2 to FIG. 9, and
details are omitted for simplicity.
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[0300] Some embodiments of this specification further provide a computer
storage medium. The computer storage medium can store a plurality of instructions,
and the instructions can be loaded and executed by the processor to perform the data
determination method in some embodiments shown in FIG. 2 to FIG. 9. For a specific
execution process, references can be made to the detailed description of some
embodiments shown in FIG. 2 to FIG. 9, and details are omitted for simplicity.

[0301] This specification further provides a computer program product. The
computer program product stores at least one instruction, and the at least one
instruction can be loaded and executed by the processor to perform the data
determination method in some embodiments shown in FIG. 2 to FIG. 9. For a specific
execution process, references can be made to the detailed description of some
embodiments shown in FIG. 2 to FIG. 9, and details are omitted for simplicity.

[0302] A person of ordinary skill in the art can understand that all or some of the
processes of the methods in some embodiments can be implemented by a computer
program instructing related hardware. The program can be stored in a
computer-readable storage medium. When the program runs, the processes in some
method embodiments are performed. The above storage medium can be a magnetic
disk, an optical disc, a read-only memory, a random access memory, or the like.
[0303] What is disclosed above is merely some example embodiments of this
specification, and certainly is not intended to limit the protection scope of this
specification. Therefore, equivalent variations made in accordance with the claims of
this specification shall fall within the scope of this specification.

[0304] Some specific embodiments of this specification are described previously.
Other embodiments fall within the scope of the appended claims. In some cases,
actions or steps described in the claims can be performed in a sequence different from
that in some embodiments and desired results can still be achieved. In addition, the
process depicted in the accompanying drawings does not necessarily require a
particular execution order to achieve the desired results. In some implementations,

multi-tasking and concurrent processing are feasible or may be advantageous.
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CLAIMS

What is claimed is:

1. A data determination method, comprising:

sending, by a first terminal device, first encrypted data to a second terminal
device, wherein the first encrypted data is obtained by the first terminal device by
encrypting a first data set in the first terminal device by using a first public key;

encrypting, by the second terminal device, the first encrypted data by using a
second public key to obtain second encrypted data, and sending the second encrypted
data and third encrypted data to the first terminal device, wherein the third encrypted
data is obtained by the second terminal device by encrypting a second data set in the
second terminal device by using the second public key;

encrypting, by the first terminal device, the third encrypted data by using the first
public key to obtain fourth encrypted data, acquiring first intersection data of the
second encrypted data and the fourth encrypted data, and sending the first intersection
data to a third terminal device;

acquiring, by the third terminal device, fifth encrypted data sent by the first
terminal device, wherein the fifth encrypted data is obtained based on a third data set
in the third terminal device, the first public key, the second public key, and a third
public key; and

determining, by the third terminal device, second intersection data based on the
fifth encrypted data and the first intersection data, and sending the second intersection
data to the first terminal device and the second terminal device.

2. The method according to claim 1, before the sending, by a first terminal device,
first encrypted data to a second terminal device, further comprising:

generating, by the first terminal device, the first public key by using elliptic
curve parameter information;

generating, by the second terminal device, the second public key by using the
elliptic curve parameter information; and

generating, by the third terminal device, the third public key by using the elliptic
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curve parameter information.

3. The method according to claim 1, wherein the sending the second encrypted
data and third encrypted data to the first terminal device comprises:

acquiring, by the second terminal device, first random sequence data
corresponding to the second encrypted data;

acquiring, by the second terminal device, second random sequence data
corresponding to the third encrypted data; and

sending, by the second terminal device, the first random sequence data and the
second random sequence data to the first terminal device.

4. The method according to claim 3, wherein the encrypting, by the first terminal
device, the third encrypted data by using the first public key to obtain fourth
encrypted data, and acquiring first intersection data of the second encrypted data and
the fourth encrypted data comprises:

encrypting, by the first terminal device, the second random sequence data by
using the first public key to obtain third random sequence data; and

acquiring, by the first terminal device, first intersection data of the first random
sequence data and the third random sequence data.

5. The method according to claim 4, wherein the determining, by the third
terminal device, second intersection data based on the fifth encrypted data and the
first intersection data comprises:

encrypting, by the third terminal device, the first intersection data by using the
third public key to obtain third intersection data; and

acquiring, by the third terminal device, intersection data of the fifth encrypted
data and the third intersection data to obtain the second intersection data.

6. The method according to claim 1, wherein the acquiring, by the third terminal
device, fifth encrypted data sent by the first terminal device based on a third data set
in the third terminal device comprises:

encrypting, by the third terminal device, the third data set in the third terminal
device by using the third public key to obtain sixth encrypted data;

sending, by the third terminal device, the sixth encrypted data to the second
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terminal device;

encrypting, by the second terminal device, the sixth encrypted data by using the
second public key to obtain seventh encrypted data;

sending, by the second terminal device, the seventh encrypted data to the first
terminal device;

encrypting, by the first terminal device, the seventh encrypted data by using the
first public key to obtain fifth encrypted data; and

sending, by the first terminal device, the fifth encrypted data to the third terminal
device.

7. The method according to claim 1, wherein the sending the second intersection
data to the first terminal device and the second terminal device comprises:

acquiring, by the third terminal device, an arrangement order of the data in the
third data set;

acquiring, by the third terminal device, plaintext data corresponding to the
second intersection data from the third data set based on the arrangement order; and

sending, by the third terminal device, the plaintext data corresponding to the
second intersection data to the first terminal device and the second terminal device.

8. A data determination method, comprising:

sending first encrypted data to a second terminal device, wherein the first
encrypted data is obtained by encrypting a first data set in a first terminal device by
using a first public key;

acquiring second encrypted data and third encrypted data sent by the second
terminal device, wherein the second encrypted data is obtained based on the first
encrypted data and a second public key, and the third encrypted data is obtained based
on the second public key and a second data set in the second terminal device;

encrypting the third encrypted data by using the first public key to obtain fourth
encrypted data, acquiring first intersection data of the second encrypted data and the
fourth encrypted data, and sending the first intersection data to the third terminal
device;

acquiring fifth encrypted data based on a third data set in the third terminal
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device, the first public key, the second public key, and a third public key; and

sending the fifth encrypted data to the third terminal device, and acquiring
second intersection data sent by the third terminal device.

9. The method according to claim 8, before the sending first encrypted data to a
second terminal device, further comprising:

generating the first public key by using elliptic curve parameter information.

10. The method according to claim 8, wherein the acquiring second encrypted
data and third encrypted data sent by the second terminal device comprises:

acquiring a first random sequence corresponding to the second encrypted data
and a second random sequence corresponding to the third encrypted data that are sent
by the second terminal device; and

the encrypting the third encrypted data by using the first public key to obtain
fourth encrypted data, and acquiring first intersection data of the second encrypted
data and the fourth encrypted data comprises:

encrypting the second random sequence data by using the first public key to
obtain third random sequence data; and

acquiring first intersection data of the first random sequence data and the third
random sequence data.

11. The method according to claim 8, wherein the acquiring fifth encrypted data
based on a third data set in the third terminal device, the first public key, the second
public key, and a third public key comprises:

acquiring seventh encrypted data sent by the second terminal device, wherein the
seventh encrypted data is obtained by the second terminal device by encrypting sixth
encrypted data by using the second public key, and the sixth encrypted data is
obtained by the third terminal device by encrypting the third data set in the third
terminal device by using the third public key; and

encrypting the seventh encrypted data by using the first public key to obtain fifth
encrypted data.

12. A data determination method, comprising:

acquiring first encrypted data sent by a first terminal device, wherein the first
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encrypted data is obtained by the first terminal device by encrypting a first data set in
the first terminal device by using a first public key;

encrypting the first encrypted data by using a second public key to obtain second
encrypted data;

sending the second encrypted data and third encrypted data to the first terminal
device, wherein the third encrypted data is obtained by encrypting a second data set in
a second terminal device by using the second public key, and the second encrypted
data and the third encrypted data are used to instruct the one terminal device to
acquire first intersection data based on the second encrypted data and the third
encrypted data, and send the first intersection data to the third terminal device; and

acquiring second intersection data sent by the third terminal device, wherein the
second intersection data is determined by the third terminal device based on the first
intersection data and fifth encrypted data, and the fifth encrypted data is obtained
based on a third data set in the third terminal device, the first public key, the second
public key, and a third public key.

13. The method according to claim 12, before the acquiring first encrypted data
sent by a first terminal device, further comprising:

generating the second public key by using elliptic curve parameter information.

14. The method according to claim 12, wherein the sending the second encrypted
data and third encrypted data to the first terminal device comprises:

acquiring first random sequence data corresponding to the second encrypted
data;

acquiring second random sequence data corresponding to the third encrypted
data; and

sending the first random sequence data and the second random sequence data to
the first terminal device, wherein the first random sequence data and the second
random sequence data are used to instruct the first terminal device to encrypt the
second random sequence data by using the first public key to obtain third random
sequence data, and acquire first intersection data of the first random sequence data
and the third random sequence data.
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15. The method according to claim 12, before the acquiring second intersection
data sent by the third terminal device, further comprising:

acquiring sixth encrypted data sent by the third terminal device, wherein the sixth
encrypted data is obtained by the third terminal device by encrypting the third data set
in the third terminal device by using the third public key;

encrypting the sixth encrypted data by using the second public key to obtain
seventh encrypted data; and

sending the seventh encrypted data to the first terminal device, wherein the
seventh encrypted data is used to instruct the first terminal device to encrypt the
seventh encrypted data by using the first public key to obtain the fifth encrypted data.

16. A data determination method, comprising:

acquiring first intersection data sent by a first terminal device, wherein the first
intersection data is obtained by the first terminal device based on second encrypted
data and fourth encrypted data;

acquiring fifth encrypted data sent by the first terminal device, wherein the fifth
encrypted data is obtained based on a third data set in a third terminal device, a first
public key, a second public key, and a third public key; and

determining second intersection data based on the fifth encrypted data and the
first intersection data, and sending the second intersection data to the first terminal
device and a second terminal device.

17. The method according to claim 16, before the acquiring first intersection data
sent by a first terminal device, further comprising:

generating the third public key by using elliptic curve parameter information.

18. The method according to claim 16, the acquiring fifth encrypted data sent by
the first terminal device comprises:

encrypting the third data set in the third terminal device by using the third public
key to obtain sixth encrypted data;

sending the sixth encrypted data to the second terminal device, wherein the sixth
encrypted data is used to instruct the second terminal device to encrypt the sixth
encrypted data by using the second public key to obtain seventh encrypted data, and
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send the seventh encrypted data to the first terminal device, wherein the seventh

encrypted data is used to instruct the first terminal device to encrypt the seventh

encrypted data by using the first public key to obtain the fifth encrypted data; and
acquiring the fifth encrypted data sent by the first terminal device.

19. The method according to claim 16, wherein the sending the second
intersection data to the first terminal device and the second terminal device comprises:

acquiring an arrangement order of the data in the third data set;

acquiring plaintext data corresponding to the second intersection data from the
third data set based on the arrangement order; and

sending the plaintext data corresponding to the second intersection data to the
first terminal device and the second terminal device.

20. A data determination apparatus, comprising:

a first data sending unit, configured to send first encrypted data to a second
terminal device, wherein the first encrypted data is obtained by encrypting a first data
set in a first terminal device by using a first public key;

a first data acquisition unit, configured to acquire second encrypted data and
third encrypted data sent by the second terminal device, wherein the second encrypted
data is obtained based on the first encrypted data and a second public key, and the
third encrypted data is obtained based on the second public key and a second data set
in the second terminal device;

an intersection data acquisition unit, configured to encrypt the third encrypted
data by using the first public key to obtain fourth encrypted data, acquire first
intersection data of the second encrypted data and the fourth encrypted data, and send
the first intersection data to a third terminal device;

a second data acquisition unit, configured to acquire fifth encrypted data based
on a third data set in the third terminal device, the first public key, the second public
key, and a third public key; and

a second data sending unit, configured to send the fifth encrypted data to the
third terminal device, and acquire second intersection data sent by the third terminal
device.
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21. A data determination apparatus, comprising:

a third data acquisition unit, configured to acquire first encrypted data sent by a
first terminal device, wherein the first encrypted data is obtained by the first terminal
device by encrypting a first data set in the first terminal device by using a first public
key;

a first data encryption unit, configured to encrypt the first encrypted data by
using a second public key to obtain second encrypted data;

a third data sending unit, configured to send the second encrypted data and third
encrypted data to the first terminal device, wherein the third encrypted data is
obtained by encrypting a second data set in a second terminal device by using the
second public key, and the second encrypted data and the third encrypted data are
used to instruct the one terminal device to acquire first intersection data based on the
second encrypted data and the third encrypted data, and send the first intersection data
to the third terminal device; and

a fourth data acquisition unit, configured to acquire second intersection data sent
by the third terminal device, wherein the second intersection data is determined by the
third terminal device based on the first intersection data and fifth encrypted data, and
the fifth encrypted data is obtained based on a third data set in the third terminal
device, the first public key, the second public key, and a third public key.

22. A data determination apparatus, comprising:

a fifth data acquisition unit, configured to acquire first intersection data sent by a
first terminal device, wherein the first intersection data is obtained by the first
terminal device based on second encrypted data and fourth encrypted data;

a sixth data acquisition unit, configured to acquire fifth encrypted data sent by
the first terminal device, wherein the fifth encrypted data is obtained based on a third
data set in a third terminal device, a first public key, a second public key, and a third
public key; and

a fourth data sending unit, configured to determine second intersection data
based on the fifth encrypted data and the first intersection data, and send the second
intersection data to the first terminal device and a second terminal device.
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23. A terminal device, comprising at least one processor, and a memory
communicatively connected to the at least one processor, wherein

the memory stores instructions executable by the at least one processor, and the
instructions are executed by the at least one processor so that the at least one
processor is capable of performing the method according to any one of claims 8 to 19.

24. A non-transitory computer-readable storage medium storing computer
instructions, wherein the computer instructions are used to enable a computer to

perform the method according to any one of claims 8 to 19.
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