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DESCRIPTION

COMMUNICATION DEVICE AND COMMUNICATION METHOD

TECHNICAL FIELD
[0001]

The technology disclosed in this specification relates
to a communication device and a communication method which
are capable of performing an operation with a basic service

set belonging to an extended service set.

BACKGROUND ART
[0002]

In an infrastructure mode of a wireless LAN represented
by IEEE 802.11 and the like, a basic service set (BSS) is
configured with one access point (AP) and one or more client
terminals (STA) subordinate thereto, and further an
upper-level extended service set (ESS) including a plurality
of BSSs is configured. The BSS is identified by a 48-bit
network identifier called a BSSID, and a normal BSSID is
identical to a MAC address of an AP. Further, a maximum of
32 alphanumeric characters can be set as a network identifier
ESSID identifying an ESS, but it is necessary to set the same
ESSID in each of devices (the AP and the STA) constituting
an ESS.

[0003]

For example, a technique in which, in a network system
including a plurality of groups in which mutually different
ESSIDs are set and a relay device connected to the APs of each
group, the relay device controls a change in the ESSID for
the relay devices of other associated groups has been proposed

(for example, see Patent Document 1).
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[0004]

Patent Document 1: Japanese Patent Application Laid-Open No.

2016-39515

SUMMARY OF THE INVENTION
PROBLEMS TO BE SOLVED BY THE INVENTION
[0005]

It is an object of the technology disclosed in this
specification to provide an excellent communication device
and communication method which are capable of performing an
operation suitably with the basic service set belonging to

the extended service set.

SOLUTIONS TO PROBLEMS
[0006]

The technology disclosed in this specification is made
in light of the above problem, and a first aspect of the
technology disclosed in this specification provides a
communication device that notifies of first information
identifying a BSS of the communication device and second
information capable of specifying another BSS included in the
same ESS.

[0007]

According to a second aspect of the technology disclosed
in this specification, the communication device according to
the first aspect is configured to notify of BSS Color
information of the communication device as the first

information and notify of the second information capable of
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specifying the BSS Color information set in another access
point included in the same ESS.
[0008]

According to a third aspect of the technology disclosed
in this specification, the communication device according to
the second aspect is configured to notify the second
information capable of specifying the BSS Color information
set in another access point included in the same ESS on the
basisof theBSSColor informationof the communicationdevice.
[0009]

According toa fourth aspect of the technology disclosed
in this specification, the communication device according to
the second aspect is configured to notify of ESS Color mask
information expressing the BSS Color information of another
access point set in the same ESS by a format of a bit mask
for a bitmap indicating the BSS Color information of the
communication device as the second information.

[0010]

According to a fifth aspect of the technology disclosed
in this specification, the communication device according to
the first aspect is configured to store the first information
and the second information in a physical header and notify
of the first information and the second information.
[0011]

According to a sixth aspect of the technology disclosed
in this specification, the communication device according to
the first aspect is configured to store the second information
in an information element included in a predetermined frame
and notify of the second information.

[0012]

Further, a seventh aspect of the technology disclosed
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inthisspecificationprovidesacommunicationmethodincludes
a step of notifying of first information identifying a BSS
of an own device and second information capable of specifying
another BSS included in the same ESS.

[0013]

Further, an eighth aspect of the technology disclosed
in this specification provides

a communication device that

manages first information identifying a BSS of the
communication device and second information capable of
specifying another BSS included in the same ESS, and

identifies whether a reception signal is a signal of
the same ESS or a signal from another ESS, using the second
information.

[0014]

According to a ninth aspect of the technology disclosed
in this specification, first information is BSS Color
information, and second information is information capable
of specifying the BSS Color information set in another access
point included in the same ESS, and

the communication device according to the eighth aspect
is configured to identify the reception signal including the
first information on the basis of the BSS Color information
specified using the second information.

[0015]

According to a tenth aspect of the technology disclosed
in this specification, the second information is information
capable of specifying the BSS Color information set in another
access point included in the same ESS on the basis of the BSS
Color information, and

the communication device according to the ninth aspect
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is configured to identify the reception signal including the
first information on the basis of the BSS Color information
specified from the first information using the second
information.

[0016]

According to an eleventh aspect of the technology
disclosed in this specification, in the communication device
according to the ninth aspect, the second information is ESS
Color mask information expressing the BSS Color information
of another access point set in the same ESS by a format of
a bit mask for a bitmap indicating the BSS Color information
of the communication device.

[0017]

Accordingtoatwelfthaspect of thetechnologydisclosed
in this specification, the communication device according to
the eighth aspect is configured to receive a signal in which
the first information and the second information are stored
in a physical header.

[0018]

According to a thirteenth aspect of the technology
disclosed in this specification, the communication device
according to the eighth aspect is configured to receive a
predetermined frame including an information element storing
the second information.

[0019]

According to a fourteenth aspect of the technology
disclosed in this specification, the communication device
according to the eighth aspect is configured to deal with the
reception signal identified as the same ESS, in accordance
with a signal of the BSS of the communication device.

[0020]
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According to a fifteenth aspect of the technology
disclosed in this specification, the communication device
according to the eighth aspect is configured to identify the
reception signal in accordance with whether or not the first
information included in the reception signal is able to be
identified from the second information to be managed.
[0021]

According to a sixteenth aspect of the technology
disclosed in this specification, the communication device
according to the eighth aspect is configured to identify the
reception signal in accordance with whether or not the first
information to be managed is able to be identified from the
second information included in the reception signal.
[0022]

According to a seventeenth aspect of the technology
disclosed in this specification, the communication device
according to the eighth aspect is configured to deal with the
frame not to be received in accordance with a received field
strength of the reception signal identified as another ESS.
[0023]

Further, an eighteenth aspect of the technology
disclosed in this specification provides

a communication method, including:

a step of managing first information identifying a BSS
of an own device and second information capable of specifying
another BSS included in the same ESS; and

a step of identifying whether a reception signal is a
signal of the same ESS or a signal from another ESS, using

the second information.

EFFECTS OF THE INVENTION
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[0024]

According to the technology disclosed in this
specification, it is possible to provide an excellent
communication device and communication method which are
capable of performing an operation suitably with the basic
service set belonging to the extended service set.

[0025]

Further, the effect described in this specification is
merely an example, and the effect of the present invention
is not limited thereto. Further, the present invention may
further have an additional effect in addition to the above
effect.

[0026]

Still other objects, features, and advantages of the
technology disclosed in this specification will become
apparent from detailed description based on an embodiment to

be described later or the appended drawings.

BRIEF DESCRIPTION OF DRAWINGS
[0027]

Fig. lisadiagramillustratinga configuration example
of a wireless LAN network.

Fig. 2 is adiagram illustrating an example of a setting
status of parameters of each access point in the network
configuration example illustrated in Fig. 1.

Fig. 3 is a diagram illustrating a setting status of
BSS Color information and ESS Color mask information.

Fig. 4isadiagramillustratinga configuration example
of a wireless communication device 400.

Fig.5isadiagramillustratingaspecificconfiguration

example of a wireless communication module 401.
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Fig. 6 is a diagram illustrating a frame configuration
of a wireless LAN system of a related art (IEEE 802.1la/b/g
and IEEE 802.11n).

Fig. 7 is a diagram illustrating a frame configuration
of awireless LANsystemwhichiscurrently inastandardization
process.

Fig. 8 is a diagram illustrating a frame configuration
of a wireless LAN system proposed in this specification.

Fig. 9isadiagramillustratinga configuration example
of an extended service set color information element.

Fig. 10 is a flowchart illustrating a processing
procedure for setting ESS Color mask information in a
communication device operating as an AP.

Fig. 11 is a flowchart illustrating a processing
procedure for specifying BSS Color information used in an ESS
in a communication device operating as an STA.

Fig. 12 is a flowchart illustrating a processing
procedure executed when a frame is received in a communication
device operating as an AP or an STA.

Fig. 13 is a flowchart illustrating a processing
procedure executed when a frame is received in a communication

device operating as an AP or an STA.

MODE FOR CARRYING OUT THE INVENTION
[0028]

Hereinafter, an embodiment of the technology disclosed
in this specification will be described in detail with
reference to the appended drawings.

[0029]
In the latest wireless LAN standardization work of IEEE

802.11lax, a technique of adding BSS Color information to a
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physical layer convergence protocol (PLCP) header serving as
a physical header as identification information of the BSS
has been proposed. According to this technique, even if a
reception side does not decode all frames, the reception side
can detect whether a signal is a signal of a BSS to which its
own device belongs (hereinafter, also referred to as "its own
device BSS") or a signal from another BSS overlapping
(hereinafter, also referred to as "overlapping BSS (OBSS)")
by decoding a head portion.

[0030]

Here, the BSS Color information is information
identifying each BSS in an upper-level ESS including the BSS
to which its own device belongs. As the identification
information of the BSS, there is also a BSSID stored in a MAC
header. The BSSID is usually identical to the MAC address
of theAP andis an identifier havinga 48-bit length (described
above). On the other hand, the BSS Color information has a
simpler form than the BSSID and is, for example, short
information having a 6-bit length. In other words, the BSS
Color information is different from the BSSID of the related
art in that it has a simplified format, and it is stored in
a physical header (not a physical payload). Further, there
are various information generation methods such as a method
in which the AP sets a value not overlapping with another BSS
in the ESS as the BSS Color information of the BSS of its own
device, a method of allocating the BSS Color information of
each BSS included in the ESS by a server managing the ESS,
or the like.

[0031]
In particular, in the standardization work described

above, a technique of accommodating more wireless
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communication devices on the same frequency channel by
restrictingaradiocoverageof theBSSwithtransmission power
control has been disclosed.

[0032]

Further, in the standardization work described above,
an access procedure of performing control such that, in a case
where transmission power of a signal transmitted from a device
is controlled, a transmission operation of its own device BSS
is not affectedby asignal fromthe OBSS by makinga difference
in a setting of a received field strength for detecting the
presence of the signal or making a difference in a detection
level between a signal of its own device BSS and a signal from
theOBSSisalsounderreview. Specifically, athresholdvalue
of the received field strength of the signal from the OBSS
is set to be higher than a threshold value of the signal of
its own device BSS so that the device in the BSS easily obtains
a transmission access authority without being disturbed by
the signal from the OBSS, thereby improving communication
efficiency.

[0033]

In the ESS of the related art, the same ESSID (SSID)
isallocatedtodifferent APs, and it functions as one wireless
network by receiving signals coming from these APs (described
above) .

[0034]

Within a predetermined ESS, a network operation method
in which a cooperative operation is performed between the BSSs
is considered as well. When the cooperative operation is
performed in the ESS, it is also necessary to deal with the
signal from the OBSS in the same ESS in accordance with the

signal of the BSS of its own device. Therefore, the applicant



10

15

20

25

30

11

of this application believes that it is necessary to identify
whether or not a signal which is not the BSS of its own device
is a signal from within the same ESS or a signal from the OBSS
not belonging to the same ESS.

[0035]

IftheBSSColorinformationisappliedtotheESS, frames
in which different types of BSS Color information are set are
transmitted fromAPbelongingtothe sameESS. Forthisreason,
the receiving STA side is unable to immediately detect that
a signal is a signal transmitted from an AP belonging to a
desired ESS simply by decoding the BSS Color information in
the head. In other words, with the BSS Color information,
it is possible to identify whether or not it is a signal of
its own device BSS, but it is unable to identify whether or
not it is a signal from a BSS of a desired ESS.

[0036]

Accordingly, whenthe STAdetects signalswithdifferent
types of BSS Color information, the STA recognizes all of them
as the signals from the OBSS. Further, in a case where the
received field strength of the signal is a predetermined value
or less, the STA determines that transmissionof its own device
is possible, and thus signals within a desired ESS are likely
to collide with each other. Further, if the access procedure
(described above) of makingadifference inthe detection level
between the signal of its own device BSS and the signal from
the OBSS is applied, the number of cases in which signals from
the OBSS in the same ESS are not received increases, and thus
signals within a desired ESS are more likely to collide with
each other.

[0037]

According to the method of setting the same BSS Color
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information in all the APs belonging to the same ESS and

performing communication, it is possible to identify whether
or not the signal is the signal from the BSS of the desired
ESS simply by decoding a PLCP header. However, although it
is possible to immediately detect the signal from the OBSS
not belonging to the same ESS, it isunable todirectly separate
signals from other APs belonging to the same ESS as the signal
from the desired AP. In other words, in this method, since
signals from other APs belonging to the same ESS are also the
same BSS Color information, there is a problem that it is
necessary for the STA to perform a decoding process on all
the frames in order to determine whether or not the signal
is the signal of its own device BSS, and thus unnecessary data
are received.

[0038]

Further, in the network system (for example, see Patent
Document 1) in which the relay device controls the change in
the ESSID for relay devices of other associated groups, the
group of the AP or the relay device is managed in accordance
with the ESSID, but it is considered that BSS identification
information added to individual APs is unable to be managed.
Further, as the ESSID is changed, there is a concern that
parametersassociatedwiththe APor therelaydevicearelikely
to be reset.

[0039]

In this regard, in this specification, technology of
notifyingof informationidentifyingtheBSSColor information
of other APs set in the same ESS together with the BSS Color
information set in the AP (or for each BSS) so that the STA
is able to detect signals from other APs belonging to the same

ESS is proposed.
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[0040]

The information identifying the BSS Color information
of other APs set in the same ESS is information capable of
specifying the BSS Color information of other APs set in the
same ESS on the basis of the BSS Color information of its own
device. Specifically, "ESSColormaskinformation"” expressed
as a mask for the BSS Color information of its own device
(specifically, a bit mask for the BSS Color information
indicated in a bitmap format) is notified of from the AP to
the STA together with the BSS Color information of its own
device. Further, the STA side detects the BSS Color
information of other APs set in the same ESS from the BSS Color
informationof itsowndeviceandtheESSColormask information
for avalue thereof by decoding, for example, a physical header
portion of a reception frame.

[0041]

According to the technology disclosed in this
specification, the information which can be detected together
with the BSS Color information used in other APs belonging
totheESSisnotifiedoftogetherwiththeBSSColorinformation
of its own device, and thus the reception side can distinguish
signals from other BSS belonging to the same ESS and signals
from the OBSS not belonging to the same ESS.

[0042]

Further, according to the technology disclosed in this
specification, the AP notifies of the BSS Color information
of its own device and the ESS Color mask information together,
and thus it is possible to notify of the BSS Color information
to be managed without notifying of the bitmaps of all pieces
of BSS Color information. The ESS Color mask information is

information having the same bit length as the BSS Color
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information and expressing the BSS Color information of other
APsset inthesameESSasabitmask fortheBSSColor information
of its own device indicated in the bitmap format. In other
words, a plurality of pieces of BSS Color information can be
designatedeven in short informationhavingthe samebit length
as the BSS Color information. Therefore, according to the
technology disclosed in this specification, there is also an
advantage in that the AP can notify of all pieces of BSS Color
information to be managed with short information. Further,
the STA side can easily identify the BSS Color information
used in the ESS and the BSS Color information used in the OBSS
notbelongingtotheESSonthebasisoftheBSSColor information
of the AP of its own device and the ESS Color mask information.
[0043]

Fig. lillustratesaconfigurationexample of awireless
LAN network to which the technology disclosed in this
specification is applied.
[0044]

In Fig. 1, an access point 1 (AP 1) and an access point
2 (AP 2) in which the same ESSID is set are connected via,
for example, an Ethernet (registered trademark) cable or the
like and operate in cooperation with each other.
[0045]

A client terminal O (STA 0) and a client terminal 1 (STA
1) are connected to the AP 1. Further, the BSS Color
information = 0x02 is set in the AP 1. A client terminal 2
(STA 2) is connected to the other AP 2, and the BSS Color
information = 0x03 is set in the AP 2.
[0046]

On the other hand, an access point 3 (AP 3) is located

in the neighborhood in a state it is not connected as the same
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ESS as the AP 1 and the AP 2. A client terminal 3 (STA 3)
is connected to the AP 3, and the BSS Color information = 0x04
is set in the AP 3.

[0047]

Further, Fig. 2 illustrates a list of setting statuses
of the BSS Color information and the ESSID as an example of
setting statuses of parameters of the access points AP 1 to
AP 3 in the network configuration example illustrated in Fig.
1.

[0048]

The AP 1 operates as a first BSS in a state in which
the BSS Color information is set to 0x02, and the AP 2 having
the same ESSID is located adjacent to the AP 1.

[0049]

Further, the AP 2 operates as a second BSS in a state
in which the BSS Color information is set to 0x03, and the
AP 1 having the same ESSID is located adjacent to the AP 2.
[0050]

Further, the AP 3 operates as a third BSS in a state
in which the BSS Color information is set to 0x004. Here,
the AP 3 is not set as the ESS (that is, no ESS).

[0051]

In the latest wireless LAN standardization work of IEEE
802.11lax, a technique of adding the BSS Color information to
the PLCP header has been proposed. The BSS Color information
is short information having a 6-bit length for identifying
each BSS in the upper-level ESS including the BSS to which
its own device belongs and is set to a value not overlapping
with other BSSs in the ESS.

[0052]

Here, it is assumed that, in addition to the STA 1
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connected to the same BSS, the STA 0 is able to receive signals
from the AP 2 and the STA 2 connected and operating as the
same ESS and signals from the AP 3 and the STA 3 not connected
as the same ESS.

[0053]

In the configuration of the related art, the STA 0
receives signals from the AP 1 and the STA 1, which are the
same BSS Color information, but regards signals from the AP
2 and the SAT 2 of other the BSS Color information as the signals
fromthe OBSS and does not receive themalthough it is connected
asthesameESS. Further, eveninacasewherethe STAO receives
signals from the AP 3 and the STA 3 that are not connected
as the same ESS, since the BSS Color information is not the
same, the STA 0 processes them as the signals from the OBSS.
[0054]

Further, in the access control procedure of the related
art, even in a case where the signal from the OBSS is detected,
if the received signal strength has a level of a predetermined
threshold value or less, the STA can performtransmission from
its own device without receiving the signal. Further, when
the signal fromthe OBSS is detected, the STAmay set athreshold
value so as to facilitate transmission from its own device.
[0055]

For this reason, there is a problem in that the STA O
deals the signals from the AP 2 and the STA 2 belonging to
the same ESS as the signals from the OBSS, and if the signal
has a predetermined received field strength or less, the STA
0 starts transmitting from its own device toward the AP 1.
[0056]

In a case where the network operation method in which

the cooperative operation is performed between the BSSswithin
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a predetermined ESS is considered, it is necessary for the
STA O to deal with the signals from the AP 2 and the STA 2
belonging to the same ESS in accordance with the signal of
its own device BSS.

[0057]

In the signals from the AP 1 and the STA 1, the BSS Color
information =0x02 set inthe AP 1 is stored in the PLCP header,
while in the signals from the AP 2 and the STA 2, the BSS Color
information=0x03 set inthe AP 2 is stored in the PLCP header.
The STA 0 is unable to identify whether or not it is the signal
from the BSS belonging to the same ESS simply by checking the
BSS Color information of the signal from the AP 2 or the STA
2.

[0058]

On the other hand, in the present embodiment, the AP
1 notifies each STA subordinate thereto of the ESS Color mask
information fromwhich the BSS Color information used by other
(all) APs belonging to the ESS can be detected on the basis
of the BSS Color information of its own device. Therefore,
the STA 0 easily identifies that the BSS Color information
= 0x03 of the signal from the AP 2 or the STA 2 is the BSS
Color information used in the same ESS on the basis of the
BSS Color information of its own device and the ESS Color mask
information.

[0059]

Fig. 3 illustrates setting statuses of the BSS Color
information and ESS Color mask information (ESS Color Mask)
in a case where the technology disclosed in this specification
is applied. Here, parameters notified of from the AP 1 to
each STA of the STA 0 and the STA 1 in the network configuration

example illustrated in Fig. 1 are illustrated.



10

15

20

25

30

18

[0060]

The ESS Color mask information is information capable
of specifying the BSS Color information of all the other APs
set in the same ESS on the basis of the BSS Color information
of its own device. Specifically, the ESS Color mask
information is information expressing the BSS Color
information of all the other APs set in the same ESS in a bit
mask format for thebitmap indicatingthe BSSColor information
of its own device. Therefore, each STA can specify all pieces
of BSS Color information used in the ESS from the BSS Color
informationof itsowndeviceandtheESSColormask information
notified of from the AP. Further, the ESS Color mask
information is short information having the same bit length
as the BSS Color information, but it is possible to specify
a plurality of pieces of BSS Color information with the bit
mask format. Although the ESS Color mask information is not
information indicating directly the "Color" of the ESS, it
can be interpreted as indicating the "Color" of the ESS from
a viewpoint that all pieces of BSS Color information in the
ESS can be derived with the bit mask format.

[0061]

Setting values illustrated in Fig. 3(a) indicate the
network configuration illustratedinFig. 1. IftheBSS Color
information:0x02 of the AP 1 is indicatedby the bitmap format,
it becomes 00 0010. 1If aleast significant bit (LSB) is masked
with the ESS Color mask information:00 0001 for the BSS Color
information, it is derived that two bitmaps of 00 0010 and
00 0011 are the BSS Color information set in the same ESS.
Among them, 00 0011, that is, 0x03 excluding the BSS Color
information of the AP 1 itself can be specified as being the

BSS Color information (ESS BSS Color) used in another access



10

15

20

25

30

19

point the AP 2 of the same ESS.
[0062]

Further, Fig. 3(b) illustrates other the BSS Color
information in the same ESS specified by setting the ESS Color
mask information:00 0011 for the BSS Color information:0x04.
The BSS Color information:0x04 indicated by the bitmap format
is 00 0100. If lower 1 to 2 bits are masked with the ESS Color
mask information:00 0011 for the BSS Color information, four
types of bitmaps of 00 0100, 00 0101, 00 0110, and 00 0111
are derived as the BSS Color information set in the same ESS.
Among them, 0x05 to 0x07 excluding the BSS Color information
of its own device can be specified as being the BSS Color
information used by other APs of the same ESS.

[0063]

Further, Fig. 3(c) illustrates other the BSS Color
information in the same ESS specified by setting the ESS Color
mask information:00 0011 for the BSS Color information:0x09.
The BSS Color information:0x09 indicated by the bitmap format
is 00 1001. If the lower 1 to 3 bits are masked with the ESS
Color mask information:00 0111 for the BSS Color information,
8 types of bitmaps of 00 1000, 00 1001, 00 1010, 00 1011, 0O
1100, 00 1101, 00 1110, and 00 1111 are derived as the BSS
Color information set in the same ESS. Among them, 0x08 and
0x0A to 0x07F excluding the BSS Color information of its own
device can be specified as being the BSS Color information
used by other APs of the same ESS.

[0064]

Further, Fig. 3(d) illustrates another the BSS Color
information in the same ESS specified by setting the ESS Color
mask information:00 0111 for the BSS Color information:0x07.

The BSS Color information:0x07 indicated by the bitmap format
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is 00 0111. TIf a lower secondbit is masked with the ESS Color
mask information:00 0010 for the BSS Color information, two
kinds of bitmaps of 00 0101 and 00 0111 are derived as the
BSS Color information set in the same ESS. Among them, 0x05
excluding the BSS Color information of its own device can be
specified as being the BSS Color information used by other
APs of the same ESS.

[0065]

Further, Fig. 3(e) illustrates other the BSS Color
information in the same ESS specified by setting the ESS Color
mask information:00 0110 for the BSS Color information:0x0A.
The BSS Color information: O0x0A indicated by the bitmap format
is 00 1010. If a lower third bit and a lower second bit are
masked with the ESS Color mask information:00 0110 for the
BSS Color information, four types of bitmaps of 00 1000, 00
1010, 00 1100, and 00 1110 are derived as the BSS Color
information set in the same ESS. Among them, 0x08, 0x0C, and
0x0E excluding the BSS Color information of its own device
can be specified as being the BSS Color information used by
other APs of the same ESS.

[0066]

Further, Fig. 3(f) illustrates other the BSS Color
information in the same ESS specified by setting the ESS Color
mask information:00 1010 for the BSS Color information:0x01.
The BSS Color information:0x01 indicated by the bitmap format
is 00 0001. If a lower fourth bit and a lower second bit are
masked with the ESS Color mask information:00 1010 for the
BSS Color information, four types of bitmaps of 00 0001, 00
0011, 00 1001, and 00 1011 are derived as the BSS Color
information set in the same ESS. Among them, 0x03, 0x09, and

0x0B excluding the BSS Color information of its own device
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can be specified as being the BSS Color information used by
other APs of the same ESS.
[0067]

It is sufficiently understood that a configuration
capable of specifying various types of BSS Color information
used in the same ESS with the setting of the mask bits of the
ESS Color mask information is obtained. Further, it is also
understood that a plurality of pieces of BSS Color information
used in the same ESS can be specified by the short ESS Color
mask information having the same bit length as the BSS Color
information.

[0068]

Fig. 4illustrates aconfiguration example of awireless
communication device 400 to which the technology disclosed
in this specification can be applied. The illustrated
wireless communication device 400 can operate as an access
point (AP) and a terminal (STA) in the wireless LAN network
illustrated in Fig. 1.

[0069]

The wireless communication device 400 includes a
wireless communicationmodule 401, aninformation input module
402, a device control unit 403, an information output module
404, and an external connection module 405.

[0070]

The wireless communication module 401 has a function
of implementing wireless communication in the wireless LAN
network. The information input module 402 receives a
manipulation of the user from a keyboard, a button input, or
the like or operates as a microphone or a camera which acquires
a voice or image data to be transmitted. The device control

unit 403 controls the operation of the wireless communication
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device 400 in an integrated manner. The information output
module 404 notifies the user of an operation state or the like
and outputs received data to a speaker or a display so that
the received data is displayed. The external connection
module 405 establishes a connection to the Internet network,
an external communication network or the like, for example,
in a case where the wireless communication device 400 operates
as the AP.

[0071]

Further, in a case where the wireless communication
device 400 is the AP that performs the cooperative operation
between BSSs in the same ESS, the external connection module
405 is assumed to be configured to perform communication with
other APs via a wired LAN such as Ethernet (registered
trademark) so as to be able to exchange various types of
parameters such as ESSID and the BSS Color information.
[0072]

Further, the information input module 402 and the
information output module 404 may have additional functions
if necessary or may be configured to be substituted as
informationterminals suchaspersonal computers, smart phones,
keyboards, displays, or speakers. Further, the wireless
communication device 400 may further include a functional
module other than those illustrated in Fig. 4, but since it
is not directly related to the technology disclosed in this
specification, illustration and description thereof are
omitted here.

[0073]

Fig. 5 illustrates a specific configuration example of

the wireless communication module 401 in Fig. 4. 1In the

illustrated wireless communication module 401, respective
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units including an interface 501, a transmitting buffer 502,
a transmission frame constructing unit 503, a transmission
processing unit 504, an antenna control unit 505, an access
control unit 506, a reception processingunit 507, a reception
frame analyzingunit 508, anda receivingbuffer 509 implements
a communication operation in a common wireless LAN network.
[0074]

The interface 501 receives data such as voice or an image
transmitted from an upper-level application in a device
equipped with the wireless communication device 400 and
delivers received data such as voice or an image to the
applicationinthedevice. Thetransmittingbuffer 502 stores
the data acquired from the upper-level application via the
interface 501. The transmission frame constructing unit 503
converts transmission data into data having a predetermined
frame format based on the wireless LAN standard, and the
transmission processing unit 504 encodes and modulates the
transmission data, and up-converts a baseband transmission
signal based on the wireless LAN standard. Then, the antenna
control unit 505 transmits the signal as a wireless signal
fromone ormore antenna elements (not illustrated). Further,
the antenna control unit 505 also receives a wireless signal
from an antenna element. The reception processing unit 507
down—-converts a wireless signal received via the antenna
element and then demodulates and decodes the wireless signal.
The reception frame analyzingunit 508 extracts predetermined
data from the decoded signal and analyzes the described
information or the 1like. The receiving buffer 509 stores the
received data.

[0075]

The access control unit 506 implements the
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above-described transmission/reception control through an
access control procedure based on the wireless LAN standard.
At the time of reception, when a notification indicating the
signal within the same BSS (or the same ESS) is received from
a PLCP header analyzing unit 513, the access control unit 506
recognizes the signal as a reception frame, regards that there
is no reception when it is a frame notified as a signal from
the OBSS (or another ESS), and it is a predetermined received
field strength or less, and starts a next channel access.
Further, the access control unit 506 may make a difference
in a detection level of the received field strength between
the signal of the BSS (or the same ESS) of its own device and
the signal from the OBSS (or another ESS).

[0076]

Further, in the illustrated wireless communication
module 401, the Color information control unit 510, the Color
information storage unit 511, the PLCP header constructing
unit 512, and the PLCP header analyzingunit 513 are functional
modules that performcharacteristicprocesses inimplementing
the technology disclosed in this specification.

[0077]

The Color information control unit 510 is configured
to store the BSS Color information set to identify the signal
of the BSS of its own device in the Color information storage
unit 511 and perform control such that a predetermined
operation is performed when a signal of the PLCP header to
which the BSS Color information is added is detected.
[0078]

For example, in the case of the wireless communication
device 400 operating as the AP connected to the ESS, the Color

informationcontrolunit 510performsprocesses suchassetting
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of the BSS Color information of its own device, setting of
the ESS Color mask information, and an instruction to store
the information in the PLCP header (that is, notify of the
information).
[0079]

Further, inthecaseofthewireless communicationdevice
400 operating as the STA subordinate to the AP connected to
the ESS, the Color information control unit 510 performs
processes such as management of the BSS Color information or
the ESS Color mask information notified of from an associated
AP anddeterminationof whetherornot theBSSColor information
extracted from the PLCP header of the reception frame is used
within the same ESS. As a characteristic configuration for
implementing the technology disclosed in this specification,
if the BSS Color information from other APs belonging to the
ESS is detected on the basis of the BSS Color information and
the ESS Color mask information stored in the Color information
storage unit 511, the Color information control unit 510 gives
a notification indicating the detection to the PLCP header
analyzing unit 513.
[0080]

The Color information storage unit 511 stores the BSS
Color information and the ESS Color mask information. For
example, in the case of a wireless communication device 400
operating as the AP connected to the ESS, when the parameter
such as the BSS Color information set by another AP grouped
by the same ESSID (or the same SSID) is received from another
AP, theColor information storageunit 511 stores the parameter
as the BSS Color information used in the ESS. Further, the
Color information storage unit 511 stores the ESS Color mask

information set on the basis of the BSS Color information used
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intheESSintheColor information control unit 510. Further,
in the case of thewireless communication device 400 operating
as the STA subordinate to the AP connected to the ESS, the
Color information storage unit 511 stores the BSS Color
informationof its owndevice or the ESS Color mask information
notified of from the AP.

[0081]

The PLCP header constructing unit 512 constructs the
PLCP header to be added to the transmission frame. In the
present embodiment, the PLCP header constructing unit 512 is
configured to acquire the parameter such as the BSS Color
information of its own device from the Color information
control unit 510, construct the PLCP header in which the BSS
Color information is described, and add the PLCP header as
predetermined header informationtothe data frame or the like.
[0082]

The PLCP header analyzing unit 513 analyzes the PLCP
header added to the reception frame. Further, the PLCP header
analyzingunit 513 recognizes the reception frame on the basis
of the BSS Color information stored in the PLCP header, and
notifies the access control unit 506 of implementation of
predetermined access control. 1Inthe present embodiment, the
PLCP header analyzing unit 513 determines that, in addition
to the signal in which the same BSS Color information as its
own device is described in the PLCP header, the signal in which
the BSS Color information specified to be used in the same
ESS from the ESS Color mask information is described is the
signal from the same BSS (or the signal within the same ESS),
determines that the other signals are the signals from the
OBSS, and notifies the access control unit 506 of the

determination. The determining of whether or not it is the
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same transmitted from another AP within the ESS by the PLCP

header analyzing unit 513 is a characteristic configuration

in implementing the technology disclosed in this

specification.

[0083]

Fig. 6 illustrates a frame configuration of a wireless

LAN system of a related art.

[0084]

Fig. 6(a) illustrates a frame structure used in the IEEE

802.11a/b/g standard.

as a PLCP preamble and a header,

In the illustrated frame structure,

PLCP header information

including a legacy signal (L-SIG) is added to a PLCP preamble

including legacy short training (L-STF)

and legacy long

training (L-LTF). Further, a data portion includes a service

(Service) of a header, a service data unit (PSDU), a tail bit

(Tail), and as—needed padding (Pad).

Further,

in the L-SIG

of the PLCP header is configured such that a parity (P), and

atail bit (Tail) are added to rate information (Rate) storing

a modulation scheme and a coding rate information of the data

portion and length information (Length)

information length of a frame.

[0085]

indicating an

Further, Fig. 6(b) illustrates a high throughput (HT)

mixed frame structure used in the IEEE 802.11ln standard. 1In

theillustrated frame structure, asaPLCP preamble and a header,

PLCP header information of a legacy signal (L-SIG)

to a PLCP preamble including legacy short training

is added
(L-STF)

and legacy long training (L-LTF), and compatibility with the

PLCP preamble and the header of the scheme of a related art

illustrated in Fig.
[0086]

6(a)

is kept.
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Here, in the mixed frame structure, a high throughput
signal (HT-SIG), high throughput short training (HT-STF)
serving as a preamble, and high throughput long training
(HT-LTF) are added following the PLCP header.

[0087]

Further, a data portion of the mixed frame structure
includes a service (Service) of a header, a service data unit
(PSDU), a tail bit (Tail), and as-needed padding (Pad).
Further, the HT-SIG of the PLCP header includes information
such as scheme information (MCS) of a modulation scheme or
a coding rate of the data portion, and an error detection code
(CRC) and a tail bit (Tail) are added thereto.

[0088]

Fig. 7 illustrates a frame configuration of a
high-efficiency wireless LAN system which is currently in a
standardizationprocess. Inthe framestructureillustrated,
the PLCP preamble includes legacy short training (L-STF) and
legacy long training (L-LTF), and a legacy signal (L-SIG) and
a signal (RL-SIG) in which the legacy signal is repeated are
added thereto as the PLCP header information.

[0089]

Following the PLCP preamble and the header, the PLCP
header of thehigh-efficiencysignal (HE-SIG), highefficiency
short training (HE-STF), and high efficiency long training
(HE-LTF) are added. Further, the data portion includes a
service data unit (PSDU), a tail bit (Tail), and as—needed
padding (Pad) .

[0090]

Further, the HE-SIG includes the BSS Color information

(BSSColor) andinformation including scheme information (MCS)

such as amodulation scheme or a codingrate of thedataportion,
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and an error detection code (CRC) and a tail bit (Tail) are
added thereto. TheBSSColor informationis short information
having about a 6-bit length for identifying each BSS in the
upper—-level ESS including the BSS to which its own device
belongs and is set to a value not overlapping with other BSSs
in the ESS.

[0091]

Fig. 8illustrates a frame configuration of thewireless
LAN system proposed in this specification. Description of
abasic frame configurationsimilar tothe frame configuration
illustrated in Fig. 7 is omitted. It should be noted that
high-efficiency signals (HE-SIG) include the ESS Color mask
information (ESS Color Mask) for specifying the BSS Color
information in addition to the BSS Color information.
[0092]

TheESSColormask informationis informationexpressing
the BSS Color information of other APs set in the same ESS
as the bit mask for the BSS Color information of its own device
indicatedbythebitmap format. TheESSColormaskinformation
can designate a plurality of pieces of BSS Color information
even with the short information having the same bit length
as the BSS Color information.

[0093]

By using the frame structure illustrated in Fig. 8, the
AP notifies of the BSS Color information of its own device
and the ESS Color mask information together, and thus it is
possible to notify of all pieces of BSS Color information to
be managed with the short information without notifying of
the bitmaps of all pieces of BSS Color information.

[0094]

Further, the STA which has received the frame having
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the structure illustrated in Fig. 8 can easily identify the
BSS Color information used by the ESS and the BSS Color
information used by the OBSS not belonging to the ESS on the
basis of the BSS Color information of the AP of its own device
and the ESS Color mask information. Accordingly, the STA can
detect whether or not the BSS Color information included in
the same ESS is described only with the received frame without
acquiring information such as the ESSID fromthe AP in advance.
Further, the STA can distinguish the frame from other BSSs
belonging to the ESS and the frame from the OBSS not belonging
to the ESS simply by decoding the PLCP header and does not
need to decode all unnecessary frames.

[0095]

Fig. 9illustratesaconfigurationexampleof anextended
service set Color information element as a modified example
of Fig. 8.

[0096]

The illustrated extended service set Color information
element includes anidentifier (Element ID) identifyinga type
of the information element, an information length (Length)
of the information element, the BSS Color information (BSS
Color) of the AP, the MAC address (BSSID) of the AP, the ESS
Color mask information (ESS Color Mask) used in the ESS
according to the present embodiment, andan identifier (ESSID)
grouped as the ESS, and is configuredwith information in which
parameters used in common in the ESS if necessary are further
added in addition to these parameters.

[0097]

The illustrated information element is information for

individually notifying of the parameters of the ESS including

information of the AP connected as the ESS and the BSS Color
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information used by the AP which is stored in a management
frame, an action frame, or the like exchanged between devices
fromtheAPtothe STAinacasewherethe STAentersor recognizes
a certain AP. Alternatively, the AP may also store such
information element in a beacon frame and notify each the STA
subordinate thereto of the information.

[0098]

In other words, the STA exchanges the parameters of the
ESS with the AP in advance (before the frame transmission is
performed) throughtheillustratedinformationelement sothat
the BSS Color information used by the ESS and the BSS Color
information used in the OBSS can be distinguished thereafter.
[0099]

By receiving the extended service set Color information
element from the AP, thereafter, the STA belonging to the AP
can detect the BSS Color information to be used by other APs
or STAs connected as the same ESS and all pieces of BSS Color
information to be used in the ESS.

[0100]

Further, the parameters of the ESS are exchanged between
the AP and the STA in advance (before the frame transmission
is performed) using the information element illustrated in
Fig. 9, and thus even in a case where the frame in which no
ESS Color mask information is stored in the PLCP header (see
Fig. 7) is received, the STA can detect all pieces of BSS Color
information to be used in the ESS by masking the BSS Color
information stored in the PLCP header with the ESS Color mask
informationacquiredinadvance. Inotherwords, theESSColor
mask information is not necessarily stored in the HE-SIG as
illustrated in Fig. 8 in each frame.

[0101]
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Fig. 10 illustrates a processing procedure in which the
communication device operating as the AP sets the ESS Color
mask informationandnotifiesof theESSColormask information
in the wireless LAN network to which the technology disclosed
in this specification is applied using a flowchart form. In
the illustrated processing procedure, it is basically assumed
that thewirelesscommunicationdevice400illustratedinFigs.
4 and 5 operates as the AP.

[0102]

In a case where it is determined that the setting of
the BSS Color information is necessary (Yes in step S1001),
the AP updates the value of the BSS Color information which
is not used in the ESS near its own device or the ESS to which
its own device is connected as the BSS Color information to
be used in the BSS of its own device (step S1002). As an event
inwhich the settingof the BSS Color information is necessary,
various events such as, when the AP newly establishes a
connection to the ESS or when a configuration of the BSS in
the ESS fluctuates are considered. Further, aspecificmethod
inwhich the AP sets the BSS Color information of its own device
is arbitrary.

[0103]

Then, the AP notifies the STA registered in the AP of
its own device of the value of the BSS Color information set
in step S1002 (S1003). As a method of notifying of the BSS
Color information, there are amethod of storing the ESS Color
mask information in the PLCP header of the transmission frame
together with the BSS Color information of its own device (see
Fig. 8) and a method of storing the BSS Color information in
the informationelement (seeFig. 9) included in the management

frame, the action frame, the beacon frame, or the like and
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notifying of the BSS Color information.
[0104]

Further, if the ESSID to which its own device belongs
is set (Yes in S1004), the AP individually acquires the BSS
Color information used by other APs connected to the same ESS
from the server managing the ESS or other APs (Step S1005),
and sets the ESS Color mask information for specifying the
BSS Color information used in the same ESS (step S1006). The
bitmap indicating the BSS Color information of other APs set
in the same ESS as the bit mask for the BSS Color information
of its own device indicated by the bitmap format is set in
the ESS Color mask information.

[0105]

Then, the AP notifies the STA registered in (subordinate
to) its own device of the ESS Color mask information set in
step S1006 (step S1007), and ends the process routine. As
the method of notifying the ESS Color mask information, there
are a method of storing the ESS Color mask information in the
PLCP header of the transmission frame together with the BSS
Color information of its own device (see Fig. 8) and a method
of storing the ESS Color mask information in the information
element (see Fig. 9) included in the management frame, the
action frame, the beacon frame, or the like alone (that is,
without accompanying the BSS Color information) andnotifying
of the ESS Color mask information.

[0106]

On the other hand, in a case where the BSS Color
information is not set (No in step S1001) or in a case where
the ESS group is not set (No in step S1004), the AP does not
perform a series of processes described above and ends the

process routine.
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[0107]

Fig. 11 illustrates a processing procedure in which the
communication device operating as the STA specifies the BSS
Color information used in the same ESS in the wireless LAN
networktowhichthetechnologydisclosedinthisspecification
is applied using a flowchart form. In the illustrated
processingprocedure, it isbasicallyassumedthat thewireless
communication device 400 illustrated in Figs. 4 and 5 operates
as the STA.

[0108]

Upon receiving the notification of the BSS Color
information set by the AP to which its own device belongs (step
S1101), the STA acquires the BSS Color information described
in the notification (step S1102), and registers the BSS Color
information used in the BSS to which its own device belongs
in the Color information storage unit 511 as the BSS Color
information to be received (Step S1103).

[0109]

For example, the notification from the AP is performed
using the method of storing it in the PLCP header of the frame
(see Fig. 8) or the information element (see Fig. 9) included
in the management frame, the action frame, the beacon frame,
or the like. The PLCP header analyzing unit 513 extracts the
BSS Color information of its own device from the PLCP header,
and the Color information control unit 510 stores the BSS Color
information in the Color information storage unit 511.
[0110]

Further, upon receiving the settingnotification of the
ESS Color mask information from the AP to which its own device
belongs (Yes in step S1104), the STA acquires the ESS Color

mask information (step S1105).
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[0111]

For example, the ESS Color mask information is notified
of from the AP using the method of storing the ESS Color mask
information in the PLCP header of the frame (see Fig. 8) or
the method of storing the ESS Color mask information in the
information element (see Fig. 9) included in the management
frame, the action frame, the beacon frame, or the like, which
is transmitted in advanced.

[0112]

Then, in the STA, the Color information control unit
510 reads the BSS Color information of the BSS of its own device
from the Color information storage unit 511 (step S1106), and
specifies the BSS Color information used in the same ESS from
the bitmap information masked with the ESS Color mask
information acquired in the step S1105 (step S1107). Then,
the Color information control unit 510 registers the specified
BSS Color information in the Color information storage unit
511, notifies the PLCP header analyzing unit 513 of the
specified BSS Color information not to be the BSS Color
information of the OBSS (step S1108).

[0113]

Further, intheprocessingprocedureillustratedinFig.
11, even when the setting of the BSS Color information at a
preceding stage and the setting of the ESS Color mask
information at a subsequent stage arrive at different timings,
the STA is configured to be able to process them in accordance
with the notification method from the AP or the like.
[0114]

Figs. 12 and 13 illustrate a processing procedure
executed in a case where the communication device operating

as the AP or the STA receives the frame in the wireless LAN
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networktowhichthetechnologydisclosedinthisspecification
is appliedusing flowchart forms. The illustratedprocessing
procedure is assumed to be basically performed by the wireless
communication device 400 illustrated in Figs. 4 and 5.
[0115]

First, when the communication device detects the PLCP
preamble as a predetermined synchronization signal (Yes in
step S1201), the PLCP header analyzing unit 513 acquires the
information length (Length) information of the frame from the
information described in the L-SIG (step S1202).

[0116]

Here, 1f the PLCP header of the received frame includes
the HE-SIG with the BSS Color information (Yes in step S1203),
the Color information control unit 510 determines whether or
not the value described in the BSS Color field is the value
of the BSS Color of the BSS of its own device (step S1204).
[0117]

Then, in a case where the BSS Color information included
in the HE-SIG is the BSS Color information of its own device
(Yes in step S1204) or in a case where a frame having no setting
of the BSS Color information is received (No in step S$1203),
the reception processing unit 507 decodes the PLCP preamble
of the reception frame and the data portion after the header,
and when the reception address information is acquired from
the MAC header of the reception frame (step S1205), the
reception frame analyzing unit 508 determines whether or not
it is reception of data addressed to its own device in which
the address of its own device is described (step S1206).
[0118]

Here, if it is the reception of the data addressed to

itsowndeviceinwhichtheaddressofitsowndeviceisdescribed
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(Yesinstep S1206), thedataportionextractedbythe reception
frame analyzing unit 508 is stored in the receiving buffer
509 (step S1207). Further, ifthereisnoerror inthe received
data (Yes in step S1208), a sequence number of the data is
constructedas ACKdata inthe transmission frame constructing
unit 503 (step S1209) and transmitted to a transmission source
of the reception frame if necessary. Here, in a case where
there is an error in the received data (No in step S1208),
the construction of the ACK data is skipped, and the process
routine ends.

[0119]

If it is not the reception of the data addressed to its
own device in which the address of its own device is described
(No in step S1206), the reception frame analyzing unit 508
acquires Duration information from the MAC header of the
reception frame (step S1212), and the access control unit 506
sets it as a transmission prohibition duration from its own
device over a period of time related to the information length
of the frame (step S1213).

[0120]

Further, in a case where it is determined that the BSS
Color information included in the HE-SIG of the received frame
is not the BSS Color information of its own device (No in step
S51204), the Color information control unit 510 acquires the
BSSColor informationinthe sameESS fromthe Color information
storage unit 511 (step S1210), compares it with the BSS Color
information of the reception frame, and further determines
whether or not it is the value of the BSS Color information
used in the same ESS (step S1211).

[0121]

The process of steps S1210 to S1211 may be performed



10

15

20

25

30

38

on the basis of the BSS Color information from another AP
belonging to the ESS notified of from the Color information
control unit 510 by the PLCP header analyzing unit 513.
[0122]

Alternatively, the processes of steps S1210 to S1211
may be a process in which the PLCP header analyzing unit 513
extracts the BSS Color information and the ESS Color mask
information fromthe PLCP header of the reception frame, masks
the BSS Color information with the ESS Color mask information,
specifies the BSS Color information used in the ESS to which
the frame transmission source belongs, and determines whether
or not the BSS Color information of its own device is included
therein.

[0123]

Here, in a case where it is found that the BSS Color
information described in the HE-SIG of the reception frame
is the value of any BSS Color information used in the same
ESS (Yes in step S1211), it is regarded as the frame addressed
to another communication device of the BSS to which its own
device belongs. In this case, the signals from other BSSs
within the same ESS are assumed to be dealt in accordance with
the signals of the BSS of its own device. In other words,
the reception frame analyzing unit 508 acquires the Duration
information from the MAC header of the reception frame (step
S51212), and sets it as the transmission prohibition duration
from its own device over the period of time related to the
information length of the frame in the access control unit
506 (Step S1213).

[0124]
Further, in a case where it is determined that the BSS

Color information described in the HE-SIG of the reception
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frame does not coincide with the wvalue of any BSS Color
informationusedinthe sameESS (NoinstepS1211), thereceived
frame is regarded as the signal from the OBSS of the different
ESS. In this case, the access control unit 506 acquires a
numerical value of the received field strength (step S1214),
and further determines whether or not it has a level of a
predetermined threshold value or less (step S1215). Further,
the access control unit 506 may set a threshold value higher
than the signal of its own device BSS in the signal from the
OBSS.

[0125]

Further, in a case where the received field strength
of the signal from the OBSS of the different ESS has the level
of the threshold value or less (Yes in step S1215), the access
control unit 506 determines that the frame is not recognized
(step S1216). 1In this case, the access control unit 506 does
not set the transmission prohibition duration from its own
device, andends the process routine. Thus, the communication
device can start the frame transmission towards another
communication device in the same BSS.

[0126]

In a case where the received field strength has the level
of the thresholdvalue ormore (No in step S1215), the reception
frame analyzing unit 508 acquires the Duration information
from the MAC header of the reception frame (step S1212), and
the access control unit 506 sets it as the transmission
prohibition duration from its own device over the period of
timerelatedtotheinformationlengthof the frame (stepS1213).
Further, the Duration information described above may be set
in advance fromthe Rate information and the Length information

of the PLCP header.
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[0127]

As described above, according to the technology
disclosed in this specification, the AP notifies of the BSS
Color information of its own device together with the
informationspecifyingtheBSSColor informationtobemanaged.
The BSS Color information to be managed here corresponds to
the BSS Color information used by other BSSs in the same ESS.
Therefore, by receiving the notification, the STA subordinate
to the AP can easily identify the BSS Color information used
by the same ESS and the BSS Color information used by the OBSS
not belonging to the ESS.

[0128]

Further, the information specifying the BSS Color
information to be managed is the ESS Color mask information
expressed as the mask for the BSS Color information of its
own device (specifically, the bit mask for the BSS Color
information indicated by the bitmap format). The ESS Color
mask information has the same bit length as the BSS Color
information, and all pieces of BSS Color information does not
needtobenecessarilydescribed, andthus there is anadvantage
in that it is possible to notify of a plurality of pieces of
BSS Color information with the short information.

[0129]

In a case where the technology disclosed in this
specification is applied to, for example, the IEEE 802.1lax
standard, the communication device such as the AP can store
the ESS Color mask information in the PLCP header together
with the BSS Color information and notify the STA of it.
Further, the communication device such as the STA can identify
the BSS Color information used by the same ESS and the BSS

Color information used by the OBSS not belonging to the same
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ESS fromthe BSS Color information described in the PLCP header
of the reception frame and deal with the signals from other
BSSs in the same ESS in accordance with the signals from the

BSS of its own device.

INDUSTRIAL APPLICABILITY
[0130]

The technology disclosed in this specification has been
describedindetail with reference to the specific embodiment.
However, it is obvious that those skilled in the art can make
modifications or substitutions of the embodiment without
departing from the gist of the technology disclosed in this
specification.

[0131]

The technology disclosed in this specification can be
suitably applied to, for example, a wireless LAN system
conforming to the IEEE801.llax standard. Further, the
technology disclosedinthis specificationcanalsobeapplied
to networks based on various wireless standards in which an
upper-level ESS is constituted by a plurality of BSSs, and
transmission and reception of signals including information
identifying the BSS are performed.

[0132]

In short, thetechnologydisclosedinthisspecification
has been described by way of example, and the content of this
specification should not be interpreted to be limited. 1In
order to determine the gist of the technology disclosed in
this specification, claims set forth below should be taken
into consideration.

[0133]

Further, the technologydisclosed inthis specification
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may have the following configurations.

(1) A communication device that notifies of first
information identifying a BSS of the communication device and
second information capable of specifying another BSS included
in the same ESS.

(2) The communication device according to (1), in which
BSS Color information of the communication device is notified
of asthe first information, andthe second information capable
of specifying the BSS Color information set in another access
point included in the same ESS is notified of.

(3) The communication device according to (2), in which
the second information capable of specifying the BSS Color
information set in another access point included in the same
ESS is notified of on the basis of the BSS Color information
of the communication device.

(4) The communication device according to (2) or (3),
in which ESS Color mask information expressing the BSS Color
information of another access point set in the same ESS by
a format of a bit mask for a bitmap indicating the BSS Color
information of the communication device is notified of as the
second information.

(5) The communication device according to any one of
(1) to (4), in which the first information and the second
information are stored in a physical header and notified of.

(6) The communication device according to any one of
(1) to (5), in which the second information is stored in an
information element included in a predetermined frame and
notified of.

(7) Acommunicationmethod includinga step of notifying
of first information identifying a BSS of an own device and

second information capable of specifying another BSS included
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in the same ESS.

(8) A communication device that manages first
information identifying a BSS of the communication device and
second information capable of specifying another BSS included
in the same ESS and identifies whether a reception signal is
a signal of the same ESS or a signal from another ESS, using
the second information.

(9) The communication device according to (8), in which
the first information is BSS Color information, and the second
informationis information capable of specifyingthe BSSColor
information set in another access point included in the same
ESS, and

the reception signal including the first information
is identified on the basis of the BSS Color information
specified using the second information.

(10) The communicationdevice accordingto (9), inwhich
the second information is information capable of specifying
the BSS Color information set in another access point included
in the same ESS on the basis of the BSS Color information,
and

the reception signal including the first information
is identified on the basis of the BSS Color information
specified from the first information using the second
information.

(11) The communication device according to (9) or (10),
in which the second information is ESS Color mask information
expressing the BSS Color information of another access point
set in the same ESS by a format of a bit mask for a bitmap
indicating the BSS Color information of the communication
device.

(12) The communication device according to any one of
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(8) to (11), in which a signal in which the first information
and the second information are stored in a physical header
is received.

(13) The communication device according to any one of
(8) to (11), in which a predetermined frame including an
information element storing the second information is
received.

(14) The communication device according to any one of
(8) to (13), in which the reception signal identified as the
same ESS is dealt with, in accordance with a signal of the
BSS of the communication device.

(15) The communication device according to any one of
(8) to (14), in which the reception signal is identified in
accordance with whether or not the first information included
inthe receptionsignal isabletobeidentified fromthe second
information to be managed.

(16) The communication device according to any one of
(8) to (14), in which the reception signal is identified in
accordance with whether or not the first information to be
managed is able to be identified from the second information
included in the reception signal.

(17) The communication device according to any one of
(8) to (13), in which the frame is dealt not to be received
in accordance with a received field strength of the reception
signal identified as another ESS.

(18) A communication method including:

a step of managing first information identifying a BSS
of an own device and second information capable of specifying
another BSS included in the same ESS; and

a step of identifying whether a reception signal is a

signal of the same ESS or a signal from another ESS, using
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the second information.

REFERENCE SIGNS LIST

[0134]
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Wireless communication device
Wireless communication module
Information input module

Device control unit

Information output module

External connection module
Interface

Transmitting buffer

Transmission frame constructing unit
Transmission processing unit
Antenna control unit

Access control unit

Reception processing unit
Reception frame analyzing unit
Receiving buffer

BSS Color information control unit
Color information storage unit
PLCP header constructing unit

PLCP header analyzing unit
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CLAIMS

1. A communication device that notifies of first
information identifying a BSS of the communication device and
second information capable of specifying another BSS included

in a same ESS.

2. The communication device according to claim 1, wherein
BSS Color information of the communication device is notified
of asthe first information, andthe second information capable
of specifying the BSS Color information set in another access

point included in the same ESS is notified of.

3. The communication device according to claim 2, wherein
the second information capable of specifying the BSS Color
information set in another access point included in the same
ESS is notified of on a basis of the BSS Color information

of the communication device.

4. The communication device according to claim 2, wherein
ESSColormaskinformationexpressingtheBSSColorinformation
of another access point set in the same ESS by a format of
a bit mask for a bitmap indicating the BSS Color information
of the communication device is notified of as the second

information.
5. The communication device according to claim 1, wherein
the first information and the second information are stored

in a physical header and notified of.

6. The communication device according to claim 1, wherein
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the second information is stored in an information element

included in a predetermined frame and notified of.

7. A communication method, comprising:
a step of notifying of first information identifying
a BSS of an own device and second information capable of

specifying another BSS included in a same ESS.

8. A communication device that manages first information
identifying a BSS of the communication device and second

information capable of specifying another BSS included in a
same ESS and identifies whether a reception signal is a signal
of the same ESS or a signal from another ESS, using the second

information.

9. The communication device according to claim 8, wherein
the first information is BSS Color information, and the second
informationis information capable of specifyingthe BSS Color
information set in another access point included in the same
ESS, and

the reception signal including the first information
isidentifiedonabasisof theBSS Color information specified

using the second information.

10. The communication device according to claim 9, wherein
the second information is information capable of specifying
the BSS Color information set in another access point included
in the same ESS on a basis of the BSS Color information, and

the reception signal including the first information
isidentifiedonabasisof theBSS Color information specified

from the first information using the second information.
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11. The communication device according to claim 9, wherein
thesecondinformationisESSColormask informationexpressing
the BSS Color information of another access point set in the
same ESS by a format of a bit mask for a bitmap indicating

the BSS Color information of the communication device.

12. The communication device according to claim 8, wherein
a signal in which the first information and the second

information are stored in a physical header is received.

13. The communication device according to claim 8, wherein
apredetermined frame includingan informationelement storing

the second information is received.

14. The communication device according to claim 8, wherein
the reception signal identified as the same ESS is dealt with,
in accordance with a signal of the BSS of the communication

device.

15. The communication device according to claim 8, wherein
the reception signal is identified in accordance with whether
or not the first information included in the reception signal
is able to be identified from the second information to be

managed.

16. The communication device according to claim 8, wherein
the reception signal is identified in accordance with whether
or not the first information to be managed is able to be
identified from the second information included in the

reception signal.
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17. The communication device according to claim 8, wherein
the frame is dealt not to be received in accordance with a
received field strength of the reception signal identified

as another ESS.

18. A communication method, comprising:

a step of managing first information identifying a BSS
of an own device and second information capable of specifying
another BSS included in a same ESS; and

a step of identifying whether a reception signal is a
signal of the same ESS or a signal from another ESS, using

the second information.



