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TOKENIZATION REQUEST VIA ACCESS DEVICE
CROSS REFERENCE TO RELATED APPLICATIONS

[0G01] This application claims the benefit of the filing date of U.S. Provisional
Application No. 62/084,738, filed on November 26, 2014, which is herein incorporated
by reference in its entirety for all purposes.

BACKGROUND

[6602] Tokens can be used to protect sensitive information, such as account
numbers. For example, tokens may only be valid under certain circumstances, such

that if a token is compromised may not pose a security threat.

{0603] However, current mechanisms for obtaining tokens are limited. For
example, a mobile device may require wireless communication connectivity in order to
obtain a token over the air for a specific transaction. Thus, if a mobile device is in a
zone without wireless communication coverage, the mobile device may not be able to
obtain a token. If the mobile device is not able to cbtain a token, then an intended
transaction may not be consummated. Or, the maobile device may resort to using the

sensitive information to conduct the transaction, which iz undesirable.

[0604] Embodiments of the invention address these and other problems

individually and collectively.
SUMMARY

[0G05] Embodiments of the invention are directed to obtaining fokens for

transactions through alternative communication channals.
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[6006] One embodiment of the invention is directed to a method. The method
comprises receiving, at a first computer, a credential from a user, and sending a token
request message including the credential to a second computer. The token request
message is in the same format as an authorization request message used to authorize
a transaction. The method further comprises receiving a token associated with the
credential from the second computer, generating the authorization request message,
and submitting the authorization request message including the token to an

authorizaticn computer for the transaction.

[0007] Another embodiment of the invention is directed to a first computer

configured to perform the above-described method.

10008] Another embodiment of the invention is directed to a method comprising
receiving, at a second computer, a token request message including a credential from a
first computer. The token request message has the same format as an authorization
request message used to authorize a transaction. The method further comprises
validating the token request message, assigning a token to the credential, and
generating a token response message including the token. The token response
message has the same format as an authorization response message. The method

also comprises transmitting the token response message to the first computer.

[0009] Another embodiment of the invention is directed tc a second computer

configured to perform the above-described method.

[0010] Further details regarding embodiments of the invention can be found in

the Detailed Description and the Figures.
BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 shows a block diagram of a system for obtaining a payment token
for a payment device, according to an embodiment of the invention.
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[0012] FIG. 2 shows a block diagram of an exemplary payment device according

fo an embodiment of the invention.

[0013] FIG. 3 shows a block diagram of a resource provider computer according

to an embodiment of the invention.

[0014] FIG. 4 shows a block diagram of a transaction processing computer
according to an embodiment of the invention.

[0615] FIG. 5 shows a block diagram of a tokenization computer according to an

embodiment of the invention.

[0016] FIG. 6 shows a flow diagram illustrating a method for obtaining a payment
token for a payment device, according to embodiments of the invention.

[0617] FIG. 7 shows a block diagram of a system for obtaining a payment token
for a mobile device, according to an embodiment of the invention.

[6618] FIG. 8 shows a block diagram of an exemplary mobile device according to

an embodiment of the invention.

[06019] FIG. 9 shows a block diagram of a wallet provider computer according to
an embadiment of the invention.

[0020] FIG. 10 shows a flow diagram illustrating a method for obtaining a
payment token for a mobile device, according to embodiments of the invention.

[6021] FIG. 11 shows a block diagram of a computer apparatus according to an
embodiment of the invention.

DETAILED DESCRIPTION

[0022] Embodiments of the present invention are directed to requesting a

payment token via a merchant access device. A user can present a payment device at
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an access device during a transaction. The payment device can then pass payment
credentials to the access device. The payment credentials may then be sent by the
access device in a token request message that is in the form of an authorization request
message tc a tokenization computer. The tekenization computer can respond with a
token response message including a payment token that is associated with the payment
credentials. The token response message may be in the form of an authorization
response message. After the access device receives the payment token, it can be used

to conduct the transaction instead of the payment credentials.

[0023] Some embodiments of the inventicn can advantageously allow normal

ragnetic stripe or chip type payment cards to request a payment tokens.

[0024] Some embodiments of the invention permit mobile device to obtain
payment tokens via access devices. A payment token can be retriseved for a mobile
device in the same manner as described above (e.g., fransmit payment credentials from
the mobile device to the access device, and access device sends a token request to a
tokenization computer). Alternatively, the mobile device can generate the token request
message and transmit the message {o the access device, and then the access device
can forward the token request message to the tokenization computer. Accordingly, a
mobile device can obtain a payment token even when the mobile device is not in direct

communication with the tokenization computer over the air.

10825] storing payment tokens on a payment device or mabile device can cause
a security vulnerability, as the payment tokens may be compromised if the device is
stolen or hacked. Instead of storing payment tokens, some embodiments of the
invention allow tokens to be retrieved only when they are needed {(e.9., during a
transaction). Further, the payment tokens can have a short lifespan, as they may be
used immediately. Accordingly, the risk of payment tokens being compromised is

reduced, and any payment tokens that are stolen or lost may not pose a security threat
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{e.g., because they may be no longer valid). Further, the security of requesting and
providing payment tokens can be improved, as secure authorization-related encryption

techniques and secure communications can be utilized.

[0026] Embodiments of the invention, as discussed herein, will primarily be
described as pertaining to financial transactions and payment systems. However,
embodiments of the invention can also be used in other systems. Several examples
exist of applications for which it can be advantageous to use the connectivity of an

access point to obtain a token instead of an over-the-air connecticn.

[0627] in one example, instead of obtaining a payment token via an access
device for a payment transaction, it may be useful to obtain access tokens via an
access point for gaining access at the access point. Access tokens can be used for
physical entry into a secure area, or for digital access to secure data (e.g., an email
inbex, a secure database, a restricted webpage, etc.). For example, a user may have
an access card (e.g., a readable badge or mobile device) that includes access
credentials for entering a restricted area. It may be desirable to protect the user’s
access credentials by instead utilizing an access token that represents the access

credentials.

[0028] Some embodiments allow access tokens to be retrieved when the user
presents the access card at an access point (e.g., an access device that may control
access to a restricted area). The access point may receive the access credentials from
the access card, send a token request message with the access credentials, and obtain
an access token asscciated with the access credentials. The access point can then use
the access token for determining whether to aliow access to the user, and/or the access
point can store the access token (e.g., instead of the access credential} in a database
that records who has enterad the secure area. In some embodiments, the user's

access card or other access device may be able to store access tokens, Accordingly,
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an access token may be stored for use at a later time. Accordingly, embodiments of the
invention allow for protection of any suitable type of sensitive information by allowing for

an suitable type of token to be requested and obtained.

[0029] Prior to discussing specific embodiments of the invention, some terms

may be described in detail.

[0030] A "mobile device” may comprise any suitable electronic device that may
be transported and operated by a user, which may also provide remote communication
capabilities to a network. Examples of remote communication capabilities include using
a mobile phone (wireless) network, wireless data network (e.g. 3G, 4G or similar
networks), Wi-Fi, Wi-Max, or any other communication medium that may provide access
to a network such as the Internet or a private network. Examples of mebile devices
include mobile phones (e.g. cellular phones), PDAs, tablet computers, net books, laptop
computers, perscnal music players, hand-held specialized readers, etc. Further
examples of mobite devices include wearable devices, such as smart watches, fithess
bands, ankie bracelets, rings, earrings, etc., as wall as automobiles with remote
conwnunication capabilities. A mobile device may comprise any suitable hardware and
software for performing such functions, and may also include multiple devices or
components (e.g. when a device has remote access to a network by tethering to
another device - i.e. using the other device as a modem — both devices taken together

may be considerad a single mobile device).

0631} A “payment device” may include any suitable device that may be used to
conduct a financial transaction, such as to provide payment credentials to a merchant.
The payment device may be a software object, a hardware object, or a physical object.
As examples of physical objects, the payment device may comprise a substrate such as
a paper or plastic card, and information that is printed, embossed, encoded, or

ctherwise included at or near a surface of an object. A hardware object can relate to
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circuitry (&.g., permanent voltage values), and a softwareg object can relate to non-
permanent data stored on g device. A payment device may be associated with a value
such as a monetary value, a discount, or store credit, and a payment device may be
associated with an entity such as a bank, a merchant, a payment processing network,
or a persen. A payment device may be used to make a payment fransaction. Suitable
payment devices can be hand-held and compact so that they can fitinto a user's wallet
andfor pocket (e.g., pocket-sized). Example payment devices may include smart cards,
magnetic stripe cards, keychain devices {such as the Speedpass™ commerciaily
available from Exxon-Mobil Corp.), etc. Other examples of mobile devices include
pagers, payment cards, security cards, access cards, smart media, transponders, and
the like. If the payment device is in the form of a debit, credit, or smartcard, the
payment device may aiso opticnally have features such as magnetic stripes. Such
devices can operate in either a contact or contactless mode. In some embodiments, a
mobile device can function as a payment device (e.g., a mobile device can store and be

able to transmit payment credentials for a transaction).

[0832] A “credential” may be any suitable information that serves as reliable
evidence of worth, ownership, identity, or authority. A credential may be a string of
numbers, letters, ar any other suitable characters that may be present or contained in

any object or document that can serve as confirmation.

[0033] A “value credential” may be information associated with worth. Examples
of value credentials include payment credentials, coupon identifiers, information needed

t0 obtain a promotional offer, etc.

[0034] “Fayment credentials” may include any suitable information associated
with an account (e.g. a payment account and/or payment device associated with the
account). Such infarmation may be directly related to the account or may be derived

from information related to the account. Examples of account information may include a
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PAN (primary account number or “account number”), user name, expiration date, CVV
(card verification value), dCVV (dynamic card verification value), CVV2 (card verification
value 2), CVC3 card verification values, etc. CVV2 is generally understood to be a
static verification value associated with a payment device. CVV2 values are generally
visible to a user (e.g., a consumer), whereas CVV and dCVV values are typically
embedded in memory or authorization request messages and are not readily known to
the user (although they are known to the issuer and payment processors). Payment
credentials may be any information that identifies or is associated with a payment
account. Payment credentials may be provided in order to make a payment from a
payment account. Payment credentials can also include a user name, an expiration

date, a gift card number or code, and any other suitable information.

[0635] An “application” may be computer code or other data stored on a
computer readable medium (e.9. memory element or secure element) that may be

gxgcutable by g processor to complete a task.

[0036] A “digital wallet” can include an electronic device that allows an individual
to conduct electronic commerce transactions. A digital wallet may store user profile
information, payment credentials, bank account information, one or more digital wallet
identifiers and/or the like and can be used in a variety of transactions, such as but not
limited to eCommerce, social netwarks, maney transfer/ personal payments, mobile
commerce, proximity payments, gaming, and/or the like for retail purchases, digital
goods purchases, utility payments, purchasing games or gaming credits from gaming
websites, transferring funds between users, andfor the like. A digital wallet may be
designed to streamline the purchase and payment process. A digital wallet may allow
the user to load one or more payment cards onto the digital wallet so as to make a

payment without having to enter an account number or present a physical card.
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10037} A “digital wallet provider” may include an entity, such as an issuing bank
or third party service provider, that issues a digital wallet to a user that enables the user
to conduct financial transactions. A digital wallet provider may provide standalone user-
facing software applications that store account numbers, or representations of the
account numbers {(e.g., payment tokens), on behalf of a cardholder (or other user) to
facilitate payments at more than one unrelated merchant, perform person-to-person
payments, or load financial value into the digital wallet. A digital wallet provider may
enable a user to access its account via a personal computer, mobile device or access
device. Additionally, a digital wallet provider may also provide one or more of the
following functions: storing multiple payment cards and other payment products on
behalf of a user, storing other information including billing address, shipping addresses,
and transaction history, initiating a transaction by one or more methods, such as
providing a user name and password, NFC or a physical token, and may facilitate pass-

through or fwo-step transactions.

[0038] A “token” may be a substitute value for a credential. A token may be a
string of numbers, letters, or any other suitable characters. Examples of tokens include

payment tokens, access tokens, personal identification tokens, etc.

[6039] A "payment token” may include an identifier for a payment account that is
a substitute for an account identifier. such as a primary account number (PAN). For
example, a token may include a series of alphanumeric characters that may be used as
a substitute for an original account identifier. For example, a token “4300 0000 0000
G001" may be used in place of a PAN 4147 0800 Q000 1234.” In some embodiments,
a token may be “format preserving” and may have a numeric format that conforms to
the account identifiers used in existing transaction processing networks (e.g., 1SO 8583
financial transaction message format). In some embodiments, a token may be usaed in
place of a PAN to initiate, authorize, settle or resolve a payment transaction or
represent the original credential in other systems where the original credential would

S
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typically be provided. In some embodiments, a token value may be generated such that
the recovery of the original PAN or other account identifier from the token value may not
be computationally derived. Further, in some embodiments, the token format may be
configured to allow the entity receiving the token to identify it as a token and recognize

the entity that issued the foken.

10040] “Tokenization” Is a process by which data is replaced with substitute data.
For example, a payment account identifier (e.g., a primary account number (PAN)) may
be tokenized by replacing the primary account identifier with a substitute number (e.g. a
token) that may be associated with the payment account identifier. Further, tokenization
may be applied to any other information that may be reptaced with a substitute value
(i.e., token). Tokenization may be used to enhance transaction efficiency, improve
transaction security, increase service transparency, or to provide a method for third-

party enablement.

16041} A "token provider” or “token service system” can include a system that that
servicas payment tokens. [n some embodiments, a token service system can facilitate
requesting, determining {e.g., generating) and/or issuing tokens, as well as maintaining
an established mapping of tokens to primary account numbers (PANSs) in a repositary
(e.g. token vault). In some embodiments, the token service system may establish a
token assurance level for a given token to indicate the confidence leve! of the token to
PAN binding. The token service system may include or be in communication with a
token vault where the generated tokens are stored. The token service system may
support token processing of payment transactions submitted using tokens by de-
tokenizing the token to obtain the actual PAN. In some embodiments, a token service
system may include a tokenization computer alone, or in combination with other
computers such as a transaction processing network computer.  Various entities of a
tokenization ecosystem may assume the roles of the token service pravider. For
example, payment networks and issuers or their agents may become the token service
o
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provider by implementing the token services according to embodiments of the presant

invention,

[034.2] A "token domain” may indicate an area and/or circumstance in which a
foken can be used. Examples of the token domain may include, but are not limited to,
paymeant channels {e.g., e-commaerce, physical point of salg, etc.), POS entry modes
(e.g.. contactiess, magnetic stripe, etc.), and merchant identifiers to uniquely identify
where the token can be used. A set of parameters (i.e. oken domain restriction
contrels) may be established as part of token issuance by the token service provider
that may allew for enforcing appropriate usage of the foken in payment transactions.
For example, the token domain restriction controls may restrict the use of the token with
particular presentment modes, such as contactiess or e-commerce presentment modes.
In some embodiments, the token domain restriction contrels may restrict the use of the
token at a particular merchant that can be uniguely identified. Some exemplary token
domain restriction controls may require the verification of the presence of a token
cryptogram that is unique to a given fransaction. In some embodiments, a token

domain can be associated with a token requestor.

10043] “Token expiry date” may refer to the expiration date/time of the token. The
token expiry date may be passed among the entities of the tokenization ecosystem
during transaction processing to ensure interoperability. The token expiration date may
be a numeric value (e.g. a 4-digit numeric value). In some embodiments, the token
expiry date can be expressed as an time duration as measured from the time of

issuance.

[0044] A “token request message” may be an electronic message for requesting
a token. A token request message may include information usable for identifying a
payment account or digital wallet, and/or information for generating a payment token.

For example, a token request message may include payment credentials, maobile device
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identification information {e.g. a phone number or MSISDN), a digital wallet identifier,
information identifying a tokenization service provider, a merchant identifier, a
cryptogram, and/or any other suitable information. Information included in a token
reguest message can be encrypted (e.q., with an issuer-specific key). In some
embodiments, a token request message may be formatted as an authorization request

message (e.g., an IS0 8583 message format). In some embodiments, the token

request message may have a zero dollar amount in an authorization amount field. As
another example, the token request message may include a flag or other indicator

specifying that the message is a token request message.

[0045] A “token response message” may be a message that responds to a token
request. A token response message may include an indication that a token request was
approved or denied. A token response message may also include a payment token,
mobile device identification information (e.g. a phone number or MSISDN), a digital
wallet identifier, information identifying a tckenization service provider, a merchant
identifier, a cryptogram, and/or any other suitabie information. Information included in a
token response message can be encrypted (e.g., with an issuer-specific key). In some
embodiments, a token response message may be formatted as an authorization
response message (e.g., an IS0 8583 message format). In some embodiments, the
token response message may have a zero doliar amount in an authorization amount
field. As another example, the token response message may include a flag or other

indicator specifying that the message is a token response message.

[00456] A"user” may include an individual, In some embadiments, a user may be
associated with one or more personal accounts and/or mobile devices. The user may

also be referred to as a cardhoider, account holder, or consurner.

{03471 A “resource provider” may be an entity that can provide a resource such

as goads, services, information, and/or access. Examples of a resource provider
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includes merchants, access devices, secure data access points, ete. A “merchant” may
typicaily be an entity that engages in transactions and can seli goods or services, or

provide access to goods or services.

[6048] An "acquirer” may typically be a business entity (e.g., a commercial bank}
that has a business relationship with a particular merchant or other entity. Some
entities can perform both issuer and acquirer functions. Some embodiments may
encompass such single entity issuer-acquirers. An acquirer may operate an acquirer

computer, which can also be generically referred to as a “transport computer”.

[6649] An “authorizing entity” may be an entity that authorizes a request.
Examples of an authorizing entity may be an issuer, a governmental agency, a
document repository, an access administrator, etc. An “issuer” may typically refer to a
business entity (e.g., a bank) that maintains an account for a user. An issuer may also
issue payment credentials stored on a user device, such as a cellular telephone, smart

card, tablet, or laptop to the consumer.

[0050] An “access device” may be any suitable device that provides access to a
remote system. An access device may also be used for communicating with a
merchant computer, a transaction processing computer, an authentication computer, or
any other suitable system. An access device may generally be located in any suitable
location, such as at the location of a merchant. An access device may be in any
suitable form. Some examples of access devices include POS or point of sale devices
(e.g., POS terminals), cellular phones, PDAsS, personal computers (PCs), tablet PCs,
hand-held specialized readers, set-fop boxes, electronic cash registers (ECRs),
automated teller machines (ATMs}, virtual cash registers (VURs), kiosks, security
systems, access systems, and the like. An access device may use any suitable contact
or contactiess mode of operation to send or receive data from, or associated with, a

user mobile device. In some embaodiments, where an access device may comprise 2
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POS terminal, any suitable POS terminal may be used and may include a reader, a
processor, and a compuler-readable medium. A reader may include any suitable
centact or contactiess mode of operation. For example, exemplary card readers can
include radic frequency (RF) antennas, optical scanners, bar code readers, or magnetic
stripe readers to interact with a payment device and/or mobile device. In some
embodiments, a cellular phone, tablet, or other dedicated wireless device used as a
PQOS terminal may be referred to as a mobile point of sale or an *mPQS” terminal.

[6651] An “authorization request message” may be an electronic message that
requests authorization for a fransaction. In some embodiments, itis sent fo a
tfransaction processing computer and/or an issuer of a payment card to request
authorization for a transaction. An authorization request message according to some
embodiments may comply with 18O 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a user
using a payment device or payment account. The authorization request message may
include an issuer account identifier that may be associated with a payment device or
payment account. An authorization request message may also comprise additional
data elements corresponding to “identification information” including, by way of example
only: a service code, a CVV (card verification value), a dCVV {dynamic card verification
value), a PAN (primary account number or "account number™), a payment token, a user
name, an expiration date, efc. An authorization request message may also comprise
“ransaction information,” such as any information associated with a current transaction,
such as the transaction amount, merchant identifier, merchant location, acquirer bank
identification number (BIN}, card acceptor 1D, information identifying items being
purchased, ete., as well as any other infarmation that may be utilized in determining

whether to identify and/or authorize a transaction.

[B052] An “authorization response message” may be a message that responds to
an authorization request. In some cases, it may be an electronic message reply to an
i4
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authorization request message generated by an issuing financial institution or a
fransaction processing computer. The authorization response message may include, by
way of example only, one or more of the following status indicators: Approval -
transaction was approved; Decline -- transaction was not approved; or Call Center --
response pending more information, merchant must call the toll-free authorization
phone number. The authorization response message may also include an authorization
code, which may be a code that a credit card issuing bank returns in response to an
authorizaticn request message in an electronic message (either directly or through the
transaction processing computer) to the merchant's access davice (e.g. POS
gquipment) that indicates approval of the transaction. The code may serve as proof of
authorization. As noted above, in some embodiments, a transaction processing
computer may generate or forward the authorization response message {o the

marchant.

[6653] A "server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer ciuster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a Web server. The server
computer may be coupled to a database and may include any hardware, software, other
logic, or combination of the preceding for servicing the requests from one or more client
computers. The server computer may comprise one or more computational
apparatuses and may use any of a variety of computing structures, arrangements, and

compilations for servicing the requests fram one or more client comauters.

[0054] FiG. 1 shows a system 180 comprising a number of components. The
systern 100 comprises a payment device 115 which may be associated with a user 110
and may be able to provide payment credentials 1o an access device 125. The access
device 125 may be associated and in communication with a resource provider computer
130. Further, the resource provider computer 138, & transport computer 1490, a

5
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transaction processing computer 150, an issuer computer 180, and/or a tokenization
computer 170 may all be in operative communication with each other through any
suitable communication channel or communications network. Suitable communications
networks may be any one and/or the combination of the following: a direct
interconnection; the Internet; a Local Area Network (LAN); & Metropolitan Area Network
(MAN]); an Operating Missions as Nodes on the Internet (OMNI); a secured custom
connection; a Wide Area Network (WAN); a wireless network {(e.g., employing protocols
such as, but not limited to a Wireless Application Protocol (WAP), i-mode, and/or the
ike); andfor the like.

[6055] Messages between the computers, networks, and devices may be
transmitted using a secure communications protocols such as, but not limited to, File
Transfer Protocol (FTP); HyperText Transfer Protocol (HTTP); Secure Hypertext
Transfer Protocol (HTTPS), Secure Socket Layer (3SL), 1SO (e.g., 18O 8583) and/or
the like.

[0056] The user 118 may be able to use the payment device 115 to conduct
transactions with a resource provider associated with the resource provider computer
130. The payment device 115 may store information associated with the user 110
and/or a payment account. For example, the payment device 115 may store payment
credentials as well as personal information such as a name, address, email address,
phone number, or any other suitable user 110 identification information. The payment

device 115 may provide this information to the access device 125 during a transaction.

[0057] FIG. 2 shows an example of a payment device 115 in the form of a card.
As shown, the payment device 115 comprises a plastic substraie 115(s). In some
embodiments, a contactiess element 115(u) for interfacing with an access device may
be present an, or embedded within, the plastic substrate 115(s). A magnetic stripe

115(1) may also or alternatively be on the plastic substrate 115({s). User information
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115(v} such as an account number, expiration date, and/or a user name may be printed
or embossed on the card. in some embodiments, the payment device 115 may

comprise a microprocessor and/or memory chips with user data stored in them.

[0058] Referring back to FIG. 1, the resource provider computer 130 may be
associated with a resource provider. The resource provider may engage in
fransactions, sell goods or services, or provide access (o goods or services to the user
110. The resource provider may accept multiple forms of payment (e.g. the payment
device 115} and may use multiple tools to conduct different types of transactions. For
example, the resource provider may operate a physical store and use the access device
125 for in-person transactions. The rescurce provider may also sell goods and/or
gervices via a website, and may accept payments over the Internet. In some
embodiments, the resource provider computer 130 may also be able to request

payment tokens associated with the user's payment credentials.

100591 An example of the rescurce provider computer 138, according to some
embodiments of the invention, is shown in FiG. 3. The resource provider computer 130
comprises a processor 130A, a network interface 1308, a transaction database 130G,

and a computer readable medium 130D.

[G060] The computer readable medium 130D may comprise a transaction
processing module 130E, a foken request module 130F, and any other suitable
software module. The computer readable medium 130D may also comprise code,
executable by the processor 130A for implementing a method comprising receiving, by
a first computer, a credentiai from a user; sending a token reguest message including
the credential to a second computer, the token request message being in the same
format as an authorization request message used to authorize a transaction; receiving a

token associated with the credential from the second computer; generating the
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authorization request message; and submitting the authorization request message

including the token to an authorization computer for the transaction.

[G661] The tranzsaction processing module 130E may comprise code that causes
the processor 130A to process transactions. For example, the transaction processing
module 136E may contain logic that causes the processor 1304 to receive payment
credentials from the user 110 (e.g., via the access device 125 and the payment device
115) for a transaction. The transaction processing module 130E may be able to initiate
a transacticn authorization process, and may also be able to finalize a transaction so
that goods andfor services can be released. In some embodiments, instead of
submitting payment credentials in an authorization request upon receipt, the transaction
processing module 13GE may first instruct the token request module 130F to obtain a
payment token, and then the transaction processing module 130E may include the
payment token in the authorization request message. The transaction processing
module 130E may also be able to generate transaction receipts and store transaction
records (e.g., including transaction data, user information, a payment token, etc.) in the
transaction database 130C. In some embodiments, it may be beneficial to store a
payment token in the transaction record instead of the user’s payment credentials, as

the potential of the payment credentials being compromised may thereby be reduced.

[0082] The token request module 130F may comprise code that causes the
processor 130A to request and receive payment tokens. For example, the token
request module 130F may contain logic that causes the processor 1304 to send a token
request message to a token provider. The token request message may include the
user's payment credentials, resource provider identification information, and any other
suitable information. The token request message may be formatted as an authorization
request message, and may be transmitted along the same communication pathways as
an authorization request message {e.g., it may be initially sent to the transport computer
140).
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[0083] Referring back to FIG. 1, in some embodiments, the access device 125 may
alternatively be configured to initiate tokenization of payment credentials. For example,
the access device 125 may be able to generate a token request message and send the

token request message to an appropriate tokenization entity.

[0664] Authorization requests submitted by the resource provider computer 130
or the access device 125 may be sent to the transport computer 140 (which may be an
acquirer computer). The transport computer 140 may be associated with the resource
provider computer 130, and may manage authorization reqguests on behaif of the
resource provider computer 138. The transport computer 140 may also handle token
request messages on behalf of the resource provider computer 130. For example, in
some embodiments, the transport computer 148 may receive and forwsard token request

messages in the same manner as authorization request messages.

10065] As shown in FIG. 1, the transaction processing computer 150 may be
disposed between the transport computer 140 and the authorizing entity computer 160.
The transaction processing computer 188 may include data processing subsystems,
networks, and operations used to support and deliver authorization services, exception
file services, and clearing and settlement services. For example, the transaction
processing computer 150 may comprise a server coupled to a network interface (e.q.,
by an external communication interface), and databases of information. The transaction
processing computer 150 may be representative of a transaction processing network.
An exemplary transaction processing network may include VisaNet™ | Transaction
processing networks such as VisaNet™ are able to process credit card transactions,
debit card transactions, and other types of commercial transactions. VisaNet™  in
particular, includes a VIP system (Visa Integrated Payments system) which processes
authorization requests and a Base H system which performs clearing and setilement
services. The transaction processing computer 15¢ may use any suitable wired or
wireless network, including the Internet.
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[0066] An example of the transaction processing computer 150, according to
some embodiments of the invention, is shown in FiG. 4. The transaction processing
computer 150 comprises a processor 1584, a network interface 1508, a transaction

database 150C, and a computer readable medium 150D.

[0067] The computer readable medium 150D may comprise a transaction
processing module 158E, a token request module 150F, and any other suitable
software module. The computer readable medium 150D may also comprise code,
executable by the processor 150A for implementing a method comprising receiving, by
a transaction processing computer, a token request message including a credential
(e.g., a value credential) from a first computer, wherein the token request message is in
the same format as an authorization request message used to authorize a transaction;
tfransmitting the token request message to a second computer; receiving a token
response message including a token associated with the credential from the second
computer, wherein the token response message is in the same format as an
authorization response message; transmitting the token response message to the first
computer; receiving the authorization request message from the first computer for the
transaction, the authorization request message including the token; transmitting the
authorization request message to an authorization computer, receiving the authorization
response message from the authorization computer, the authorization response
message indicating that the transaction is authorized; and transmitting the authorization

response message to the first computer.

10068] The transaction processing module 1508 may comprise code that causes
the processor 180A to process transactions. For example, the transaction processing
module 150E may contain logic that causes the processor 1504 to analyze transaction
risk, and to forward, authorize, or reject authorization request messages for payment
transactions. The transaction processing module 150E may also be able to store
transaction records in the tfransaction database 150C. For example, the transaction
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database 156C may include a record of each completed transaction that includes
fransaction details (e.q. items purchased, amount, timastamp), resource provider
information, user 110 information (e.g. a name, a phone number and/or other contact
information, a payment token, an expiration date, etc.), and/or any other suitable

information.

[0069] The token request module 150F may comprise code that causes the
processor 1504 (o process token requests. For example, the token request module
150F may contain logic that causes the processor 1504 to receive and forward token
request messages and token response messages. In some embodiments, the token
request module 150F may handle token request messages similarly to authorization
request messages. For example, the token request module 150F may receive a token
request message from the transport computer 140, identify a set of payment credentials
within the message, identify an authorizing entity associated with the payment
credentials, and then forward the token request message to the authorizing entity
computer 160. Thus token request messages may be forwarded to the authorizing
entity computer 160 or another relevant tokenization entity along the same

communication channels as an authorization regquest message.

(06701 Referring back to FIG. 1, the transaction processing computer 150, the
transport computer 144, and the authorizing entity computer 166 may operate suitable
routing tables to route authorization request messages and/or token request messages

using payment credentials, payment tokens, and/or other suitable identifiers.

(007141 The authorizing entity computer 160 may issue and manage a payment
account and an associated payment device 118 of the user 110. The authorizing entity
computer 160 may be able authorize transactions that involve the payment account.
Before authorizing a transaction, the authorizing entity computer 160 may authenticate

payment credentials received in the authorization request, and check that there is
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available credit or funds in an associated payment account. The authorizing entity
computer 180 may also receive andfor determine a risk level associated with the
transaction, and may weigh the risk when deciding whether or not to authorize the
transaction. If the authorizing entity computer 1890 receives an authorization request
that includes a payment token, the authorizing entity computer 160 may be able to de-
tokenize the payment token in order to obtain the asscciated payment credentials.

[0072] The tokenization computer 176 (which may also be referred to as a “token
provider computer”) may be able {o provide payment tokens, For example, a token
request message may be sent to the tokenization computer 178, and the fokenization
computer 170 may then generate and/or associate a payment token with payment
credentials in the token request message. In embodiments, tokenization services may
be provided by the authorizing entity computer 160, the transaction processing
computer 150, the transport computer 140, a third-party service provider, or any other
suitable entity. Thus, the tokenization computer 170 may be incorporated as a pait of
another entity in the system 180. In some embodiments, as shown in FiG. 1, the

tokenization computer 178 may be a separate entity.

[0073] An example of the tokenization computer 170, according to some
embodiments of the invention, is shown in FIG. 5. The tokenization computer 170
comprises a processor 1784, a network interface 1708, a token record database 170C,

and a computer readable medium 170D,

(8074} The computer readable medium 170D may comprise a tokenization
module 170E, a detokenization module 170F, a security module 1706, and any other
suitable software module. The computer readable medium 170D may also comprise
code, executabie by the processor 178A for implementing a method comprising
receiving, at a second comgauter, a token request message including a credential from a

first computer, the token request message being in the same format as an authorization
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request message used to authorize a transaction; validating the token request
message; assigning a token lo the credential; generating a token response massage
inciuding the token, the token response message being in the same format as an
authorization response message; and fransmitting the token response message to the

first computer.

[0075] The tokenization module 178E may comprise code that causes the
processor 1704 to provide payment tokens. For example, the tokenization module
170 may contain logic that causes the processor 170A to generate a payment token
and/or associate the payment token with a set of payment credentials. A token record
may then be stored in the token record database 170C indicating that the payment
token is associated with a certain user 110 or a certain set of payment credentials. The
tokenization module 178E may be able to send a token response message including the
payment token along communication rails normally used for authorization response

messages.

[0G76] The detokenization module 178F may comprise code that causes the
processor 170A to detokenize payment tokens. For example, the detokenization
module 170F may contain logic that causes the processor 1704 to identify a token
record associated with a payment token in the token record database 170C. A set of
payment credentials associated with the payment token (as indicated in the token
record) can then be identified. in some embodiments, the detokenization module 170F
may detokenize a payment token in response to a detokenization request message
(e.g., received from the authorization entity computer 180, the transaction processing
computer 188, or any other suitable entity).

(60771 The security module 170G may comprise code that causes the processor
1704 to validate token requests before a payment token is provided. For example,

security module 178G may contain logic that causes the pracessor 1704 to confirm that
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a token request message is authentic by decrypting a cryptogram included in the
message, by confirming that the payment credentials are authentic and associated with
the requesting user 110, by assessing risk associated with the requesting resource
provider computer 130, or by using any other suitable information. if the payment
credentials are encrypted, the security module 170G may be able to decrypt the

encrypted payment credentials (e.g. via an issuer-specific key).

[0078] As shown and described with respect to FIG. 1, the systermn 100 allows
tokens to be request through alternative communication channeis, such as authorization
rails. In some embodiments, an entity that sends a token request message may be
referred to as a “first computer.” Accordingly, the rescurce provider computer 130
and/or the access device 125 could be considered examples of a first computer. In
some embodiments, an entity that provides tokens may be referred to as a “second
computer.” Accordingly, the tokenization computer 179 could be considered an

gxample of a second computer.

[0079] A method 600 according to embodiments of the invention can be
described with respect to FIG. 6. In the method illustrated in FIG. 8, credentials may be
passed from the payment device 815 to the access device 825 to initiate the token
request process and the payment transaction process. The method in FIG. 6
advantageously allows payment devices such as magnetic stripe cards to be used in a
tokenization process, even though such payment devices have limited functionality.
The steps shown in the method 608 may be performed sequentiaily or in any suitable
order in embodiments of the invention. In scme embaodiments, one or more of the steps

may be optional.

[6880] The user may wish to purchase a good or service from the resource
provider. At step 8802, in order to perform the purchase, the user may provide

payment credentials (e.g. via the payment device 615) to the access device §25. For

24



WO 2016/086154 PCT/US2015/062716

example, in some embodiments, the user may swipe a magnetic stripe card at the
access device 625, or the user may present a smart card with contactiess
communication capabilities {e.g. NFC, Bluetooth, RF, etc.) to the access device 8§25,
The payment device 815 may provide a PAN, a security code, an expiration date, a

name, an address, a phong number, and/or any other suitabie payment credentials.

10081} At step 8604, the resource provider cornputer 830 may receive (e.g. via
the access device 625 or an online webpage) the payment credentials. In some
embodiments, the resource provider computer 630 may then encrypt the payment
credentials. For example, the resource provider computer 830 may encrypt the
payment credentials with an issuer-specific key. Alternatively, in some embodiments,
the resource provider computer 638 may encrypted payment credentials that are
already encrypted. For example, the payment device 815 may use an issuer-specific
key fo encrypt the payment credentials, and may transmit the encrypted payment
credentials to the access device 625. Accordingly, the resource provider computer 630

may not have access to sensitive unencrypted payment credentials.

[0082] At step 86086, the resource provider computer 830, may determine that a
payment token may be requested for the payment credentials. For example, in some
embodiments, the resource provider computer 830 may recognize that the payment
credentials include a PAN and not a payment token. The first six digits of a PAN may
inciude a BIN, so if a valid BIN is present in the payment credentials, then it may be
determined that the payment credentials include a PAN. in some embediments, a
payment token may be requestad for certain types of payment devices 615, such as
payment devices 815 that are associated with a certain authorizing entity computer 680

or ransaction processing computer 659,

(80831 At step 5608, the resource provider computer 830 may send a token

request message to the transpert computer 840, The token request message may
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inciude the payment credentials, which may be encrypted. The token request message
may also include transaction information, a merchant iD, a cryptogram, a digitai
certificate (2.g., which may be signed by a key held by the resource provider computer
£30), and/or any other suitable information, In some embodiments, the token request
message may have an indication that it was sent by the resource provider computer 630

on behalf of the user, and may include any suitable user information.

[0084] The token request message may be transmitted through channels typically
used for authorization request messages, and/or the token request message may be
formatted similarly to an authorization request message. For example, the token
request message may have an IS0 8583 message format. Also, the token request
meassage may be a zero-dollar or no amount authorization reguest message. Similar to
how an authorization request message can be forwarded, at step §610, the transport
computer 640 may forward the token request message to the transaction processing
computer 680. Further, at step 8612, the transaction processing computer 85¢ may
forward the token request message to the authorizing entity computer 680 associated
with the payment credentials. In some embodiments, the transaction processing
computer 630 may also analyze risk associated with the request andfor perform any

other suitable checks and processing before forwarding the token request message.

[0085] At step 8614, the authorizing entity computer 880 may forward the token
request message to the tokenization computer 878, The authorizing entity computer
660 may forward the message after determining that the received message is a token
reguest message and not an authorization request message (e.g., based on an
indicator that it is a token request, based on a lack of transaction-refated information

such as a transaction amount).

[8086] At step 5618, the tokenization computer 870 may vaiidate the token

request message (e.g. based on a cryptegram, transaction information, merchant
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information, the payment credentials, or any other suitable information in the token
reguest message). In some embodiments, the tokenization computer 678 may use an
encryption key to validate a digital certificate included in the token request message. If
the payment credentials are encrypted, the tokenization computer 870 may be able to
decrypt the encrypted payment credentials {e.q. via an issuer-specific key). in some
embodiments, the authorizing entity computer 668 may decrypt the payment credentials

before forwarding the token request message to the tokenization computer 670.

(00871 At step 5618, the tokenization computer 870 may generate a payment
token and/or create an association between the payment token and the payment
credentials. In some embodiments, the tokenization computer 870 may instead identify

an existing payment token that is already associated with the payment credentials.

16088] At step $624, the tokenization computer 870 may send a token response
message to the authorizing entity computer §80. The token response message may
include the payment token as well as transaction information, a merchant ID, a

cryptogram, and/or any other suitable information.

{3089 Similar to the token request message described above, the token
response message may be transmitted through channels typically used for authorization
response messages, and/or the token response message may be formatted similarly to
an authorization response message. For example, similar to how an authorization
response can be forwarded, at step 8822, the authorizing entity computer 868 may
forward the token response message to the transaction processing computer 650, Also,
at step $624, the transaction processing computer 850 may forward the token response
message to the transport compuier 840. Further, at step 8628, the transport computer

640 may forward the token response message to the rescurce provider cornputer 830,

[6G90] At step 5628, the resource provider computer 838 (or the access device

625) may receive the token response message including the payment token. In some
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embodiments, at this point, the resource provider computer 830 may erase any record
of the payment credentials, such that the pavment credentials are not stored at the
resource provider computer 830. Then, the payment token may be used in place of the

payment credentials (e.g. for transaction authorization and record-keeping purposes).

[0691] Although the example above describes the resource provider computer
630 generating a2 token request message and receiving a token response massage, in
other embodiments, the access device 825 may alternatively perform the above-

dascribed functions performed by the resource provider computer 630,

[0692] Thus, a request for a payment token associated with the payment device
615 may be sent by the resource provider computer 830¢ or the access device 625 on
behalf of the user, allowing a payment card to be usable within a tokenization system.
In some embodiments, having obtained the payment token, the transaction can then

proceed to be completed using the payment token instead of the payment credentials.

[6093] At step 8630, the resource provider computer 630 (or the access device
625) may send an authorization request message for the transaction to the transport
computer 640. In some embodiments, the authorization request message may include
the payment token instead of the payment credentials. The authorization request
message may also include transaction information (e.g. items purchased, amount, stc.),
mearchant information (e.g. merchant name, location, etc.), and any other suitable

information.

(00694} At step 8632, the transport compuier 640 may forward the authorization
request message to the transaction processing computer 850, At step 5634, the
transaction processing computer 850 may forward the authorization request message to

the authorizing entity computer 888,

[00585] At step 8638, the authorizing entity computer 880 may detokenize the

payment token and obtain the payment credentials. For example, the authorizing entity
28
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computer 680 may obtain the payment credentials from the tokenization computer 670
or from a local token record database. in some embodiments, any other suitable entity
may instead detokenize the payment token. For example, the transaction processing
computer 850 may detokenize the payment token before forwarding the authorization

request message to the authorizing entity computer 669.

[06986] At step 8638, the authorizing entity computer 868 may authorize or reject
the transaction based on the payment credentials. For example, the authorizing entity
computer 660 may identify the payment account associated with the payment
credentials and/or payment token, and may determine whether there are sufficient

funds.

[0697] At step 8640, the authorizing entity computer 860 may send an
authorization response indicating whether or not the transaction was authorized to the
transaction processing computer 850. The authorization response message may
include the payment token, transaction details, merchant information, and any other
suitable information. In some embodiments, in order to protect the payment credentials
by limiting exposure, the authorization response message may not include the payment

credantials.

[6088] At step 8642, the transaction precessing computer 650 may forward the
authorization response message (o the transport computer 640. At step 5644, the
transport computer 648 may forward the authorization response message to the

resource provider computer 8390,

[0889] At step $6486, the resource provider computer 630 may release the
purchased goods and/or services to the user based on the authorization response
message. Further, the resource provider computer 838 may store a transaction record
including the payment token, user information, transaction details, and any other

suitable information. In some embaodiments, the resource provider computer 630 may

i)
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erase any sensitive information, such as the encrypted or unencrypted payment
credentials, but the resource provider computer 830 may store remaining information,

such as the payment token.

{0100] Embodiments of the invention allow a number of alternatives to various
aspects of the method 680. For example, in some embodiments, step $606 and other
token requesting steps may be performed by the access device $25. For example, the
access device 825 may include instructions for tokenization, or the access device 825
can interface with a resource provider system that can determine whether or not to
request a payment token. Further, although the authorizing entity computer 886 in FIG.
6 obtains a token from the tokenization computer 870 and communicates with it to
detokenize the token, in other embodiments, these functions may be performed by the
tfransport computer 640 and/or the transaction processing computer 650 (as iflustrated
in FIG. 1).

[0101] As described above, the method 600 advantageously allows the token
request message to be sent via channels typically used for authorization request
messages, aliowing for efficient transmission and utilization of existing pathways. The
token request message may be routed to the tokenization computer 870 via a number
of entities. For example, as describad above, the foken request message may be
forwarded via the transport computer 8440, the transaction processing computer 650,

andfor the authorizing entity computer 668.

[0102] In some embodiments, the token request message may be forwarded
directly to the tokenization computer 670. For example, as shown in FIG. 1, the foken
request message may be sent directly to the tokenization computer 870 after reaching
the ransport computer 648, the transaction processing compuier 8§50, the authorizing
entity computer 880, or any other suitable entity. In some embodiments, once the token

request message is recognized as a token request instead of an authorization request
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(e.g., by the transport computer 640), the token request may be sent directly to the
tokenization computer 678. Further, as described above, in some embodiments the
tokenization computer 678 may be embodied as part of another entity, such as the
ranspoit computer 848, the transaction processing comptuter 850, the authorizing entity
cemputer 680. Thus, the token request message may have reached its destination

once it arrives at whichever entity is providing the tokenization services.

10103] Similarly, the token response message may be sent via channels typically
used for authorization response messages, allowing for efficient transmission and
utilization of existing pathways. The token request message may be routed to the
resource provider computer 830 via a number of entities. In some embodiments, as
shown in FIG. 1, the tokenization computer 678 may send the token response message
directly to the transport computer 148, the transaction processing computer 658, and/or

any other suitable entity.

[0104] fn some embodiments, there limits may be placed on the payment token
provided in the method 680. For example, the token domain and/or the token expiration
date may be configured such that the payment token may only be usable in a certain
area (e.g. based on geo-location data), at the resource provider computer 630 (e.9.
based on a merchant 1D), for the amount of the current fransaction, and/or for a certain
time period. Also, the payment token may be a one-time use token, and it may only be
eligible for the current transaction. In sorme embadiments, the payment token may be
utiized for a purchase immediately after being requested, and accordingly it may be
assigned a short iifespan {e.g. it may have an expiration time in the near future). For
example, the payment token may only be valid for 1 hour, 10 minutes, 5 minutes, 1
minute, 30 seconds, or any other suitable amount of time. In some embodiments,
payment token parameter specifications may be requested in the token request
message, of there may be specific rules for tokens associated with the acthorizing entity
computer 880 or any other suitable entity.

~
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[G105] In some embodiments, instead of a magnetic stripe card or smart card, the
user may use a different mode of payment, such as a mobilte device. The following
description relates to embodiments where a mobile device or any other suitable device

with increased functionality is used for providing payment during a transaction.

[0106] FIG. 7 shows a system 780 comprising a number of components,
according to embodiments of the invention. The system 780 may be similar to the
system 100, but some components may be differert. For example, instead of the
payment davice 115, system 788 may comprise a mobile device 720. Also, instead of
the tokenization computer 170, system 708 may comprise a wallet provider computer
780. Similar to the system 100, in the system 700, the access device 725 may be
associated with and in communication a rescurce provider computer 738. Further, the
resource provider computer 730, a transport computer 7484, a transaction processing
computer 750, an authorizing entity computer 768, and/or the waliet provider computer
780 may all be in operative communication with each other through any suitable

communication channel or communications network,

61077 The user 710 may be able to use the mobile device 720 to conduct
transactions with a resource provider associated with the resource provider computsr
730, The mobile device 728 may store information associated with the user 74Q and/or
a payment account. For example, the mobile device 720 may store {e.g., In a secure
element) or have access to payment credentials as well as personal information such as
a name, address, email address, phone number, or any other suitable user 710
identification information {e.g., via a digital wallet apglication). The mobile device 720
may be able tc provide this information to the access device 725 during a transaction
{e.g., via Blugtooth, NFC, RF, or any cther suitable type of short range
communications). Further, the mobile device 720 may be capable of more complex

functions, such as generating request messages and receiving communications from
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various entities, such as the access device 725 and/or the wailet provider computer
780,

(0108} At example of the mobile device 720, according to some embodimenis of
the invention, is shown in FIG. 8. Mobile device 720 may include circuitry that is used to
enable certain device functions, such as telephony. The functional elements
responsible for enabling those functions may include a processor 7204 that can
execute instructions that implement the functions and operations of the device.
Processor 720A may access memory 728E (or another suitable data storage region or
element) to refrieve instructions or data used in executing the instructions, such as
provisioning scripts and mobile applications. Data input/output elements 720C, such as
a keyboard or touchscreen, may be used to enable a user to operate the mobile device
720 and input data (e.g., user authentication data). Data input/output elements may
also be configured to output data (via a speaker, for example). Display 7208 may also
be used to output data to a user. Communications element 728D may be used to
enable data transfer between mobile device 720 and a wired or wireless network (via
antenna 720H, for example) to assist in connactivity to the Internet or other network,
and enabling data transfer functions. Mobile device 720 may also include contactiess
glement interface 720F to enable data transfer between contactiess element 720G and
other elements of the device, where contactiess element 7206 may include a secure
memory and a near field communications data transfer element (or another form of
short range communications technology). As noted, a cellular phone or similar device is
an example of a mobile device 720 that may be used in accordance with embadimenis
of the present invention. However, cther forms or types of devices may be used without
departing from the underlying concepts of the invention. For example, the mobile
device 720 may allernatively be in the form of a payment card, a key fob, a tablet

computer, a wearable device, a vehicle such as a car, etc.
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[0109] The memory 720E may comprise a digital wallet application 7234, a
tokenization module 720L., and any other suitable module or data. The mobile device
720 may have any number of mobile applications installed or stored on the memory
720E and is not limited to that shown in FIG. 7. The memory 720E may also comprise
code, executabie by the processor 720A for implementing a method comprising
generating, by the mobile device, a token request message including a credential, the
token reguest message being in the same format as an authorization request message
used to authorize a transaction; sending the token reguest message to a first computer,
wherein the first computer sends the token request message to a second computer, and
wherein the first computer receives a token response message including a token
associated with the credential from the second computer; receiving the token response
message from the first computer; and providing the token te the first computer as
payment for a transaction, wherein the first computer submits the authorization request

message including the token to an authorization computer for the transaction.

[0110] The digital wallet application 7204 may provide a user interface for the
user 710 to provide input and initiate, facilitate, and manage transactions using the
mobile device 720. The digital wallet application 7204 may be able to store and/or
access a payment token and/or payment credentials. The digital wallet application 720J
may also store an issuer-specific key, or any other suitable encryption means. The
digital wallet application 7204 may be able fo cause the mobile device 720 to transmit
the payment token and/or payment credentials in any suitable manner (e.g., NFC, QR
cede, etc.). In some embodiments, in order to increase security, payment tokens and/or
payment credentials may not be stored at the maobile device 720. Instead, the payment
tokens andfor payment credentials can be temporality retrieved from the wallet provider

computer 780 when a transaction is being performed.

[0111] The digital wallet application 720J may be associated with and/or provided
by the wallet provider computer 780, the authorizing entity computer 780, an issuer-
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trusted third party, the transaction processing computer 756, the transport computer

740, the resource provider computer 738, or any other suitable entity.

[0112] The tokenization module 728L may be a module of the digital waliet
application 7204 or a separate application on the mobile device 128. The tokenization
modute T20L may comprise code that causes the processor 7284 o obtain payment
tokens. For example, the tokenization module 720L may contain logic that causes the
processor 7204 to request a teken from the wallet provider computer 780 or any other
suitable tokenization service provider (e.g., the authorizing entity computer 768 or the
transaction processing computer 750). In scme embodiments, the mobile device 120
may be able to communicate over-the-air with the wallet provider computer 788, and
thus the tokenization module 720L may be able to send a direct request to the wallet
provider computer 780. In sorme embodiments, the tokenization module 720L may he
able to send a token request message to the wallet provider computer 780 via
communication channels typically used for authorization messages. For example, the
tokenization module 720L may cause the mobile device 720 to send a token reguest
message to the access device 725, and the request may be forwarded through the

authorization rails to the wallet provider computer 789.

[6113] As menticned, tokenization services may be provided by the wallet
provider computer 788, the authorizing entity computer 760, the transaction processing
computer 78Q, the transport computer 740, or any other suitable entity. The wallet
provider computer 788 may additionally be able to provide other digital wallet-related
services. For example, the wallet provider computer 780 may provide a digital wallet
application, store payment credentials, store transaction records, and perform any other
suitable transaction-related services. The wallet provider computer 788 may be
associated with and/or in communication with one or more of the resource provider
computer 730, the transport computer 748, the transaction processing computer 750,

and the authorizing entity computer 764,

(e
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[G114] An example of the wallet provider computer 788, according to some
embodiments of the invention, is shown in FiG. 8. The wallst provider computer 780
comprises a processor 7804, a network interface T80B, a user database 780C, and a

computer readable medium 780D,

[0115] The computer readable medium 780D may comprise a tokenization
modute 788E, a detokenization module 780F, a security module 780G, and any other
suitable software module. The computer readable medium 780D may also comprise
code, executabie by the processor 7884 for implementing a method comprising
receiving, at a second computer, a token request message including a credential from a
first computer, the token reguest message being in the same format as an authorization
request message used {o authorize a transaction; validating the token request
message; assigning a token to the credential; generating a token response meassage
including the token, the token response message being in the same format as an
authorization response message; and transmitting the token response message to the

first computer.

[0116] The tokenization module 788E may comprise code that causes the
processor 780A to provide payment fokens. For example, tokenization module 780E
may contain logic that causes the processor 7804 fo generate a payment foken and/or
associate the payment token with a set of payment credentials. A token record may
then be stored in the user database 780C indicating that the payment token is
associated with a certain user 710, a certain set of payment credentials, or a certain
digital wallet. The tokenization module 788E may be able to send a token response
message including the paymaent token along communication rails normally used for

authorization response messages.

01173 The detokenization module 780F may comprise code that causes the

processor 7804 1o detokenize payment tokens. For example, the detckenization
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module 788F may contain logic that causes the processor 780A to identify a token
record associated with a payment token in the user database 780C. A set of payment
credentials associated with the payment token (as indicatad in the token record or
digital wallet) can then be identified. In some embodiments, the detokenization module
780F may detokenize a payment token in response to a detokenization request
message (e.g., received from the authorization entity computer 760, the transaction

processing computer 758, or any other suitable entity).

[6118] The security module 788G may comprise code that causes the processor
780A to validate token requests before a payment token is provided. For example,
security module 788G may contain logic that causes the processor 7804 to confirm that
a token reguest message is authentic by decrypting a cryptogram included in the
message, by confirming that the payment credentials are authentic and associated with
the requesting user 710, by checking that the use of payment tokens is approved for an
associated digital wallet, by assessing risk associated with the requesting resocurce
provider computer 738, or by using any other suitable information. If the payment
credentials are encrypted, the security module 780G may be able to decrypt the

encrypied payment credentials {e.g. via an issuer-apecific kay).
f y {

[6119] Similar to FIG. 1, various entities in FIG. 7 could be referred to as a first
computer or a second computer. For example, the resource provider computer 730
and/or the access device 725 could be considered examplas of a first computer, and the

wallet provider computer 780 could be considered an example of a second computer,

[3120] A method 1980 according tc embodiments of the invention can be
described with respect o FIG. 18, in the method 1000 ilfustrated in FIG. 10, a mobile
device 1020 may use authorization communication channels to obtain and load a token
thereon. Once the mobile device 1028 contains the token, it can be used at any

suitable rescurce provider (e.g., any suitable merchant), and not just the resource
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provider that was used to obtain the token for the mobile device 1028. Some eiements
in other Figures are also referred to. The steps shown in the method 1000 may be
performed sequentially or in any suitable order in embodiments of the invention. in

some embodiments, ong or more of the steps may be optional.

[0121] The user may wish to purchase a good or service from the resource
provider. The user may wish to use the mobile device 10290 for providing payment. In
some embodiments, in order to avoid compromise of payment information, the mobile
device 1020 may not store payment credentials and/or payment tokens. Instead, the
mobile device 1028 may wait until a transaction is about to take place before it retrieves
a payment token from the wallet provider computer 1680. However, there may not
always be a sufficient over-the-air connection (e.q., cellular or Wi-Fi) for the mobile
device 1020 to communicate with the wallet provider computer 1080. Accordingly, the
mobile device 1028 may instead leverage the resource provider's ability to

comimunicate with the wallet provider computer 1080 via normal authorization channels.

[0122] At step 810602, the mobile device 1820 may activate a digital wallet
application and/or a payment function. For example, the user may select a payment

function in order to pay for the transaction.

[0123] At step §1004, the mobile device 1020 may generate a token request
message (e.9., in response to a payment function being activated). The token request
message may inciude payment information {e.g. a PAN, security code, expiration date,
name, address, and/or phone number), information identifying the wailet provider
computer 1880, and any other suitable information. Alternatively, in some
embodiments, the token request message may not include payment credentials in order
to protect the sensitive data. Instead, the token request message may include a digital
wallet identifier, mobile device identifier, or any other suitable information that can be

used to identify the user’s digital waliet or payment account.
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[0124] in some embodiments, the some or all of the information included in the
token request message may be encrypted with an issuer-specific key. Further, the
token request message may include a cryptogram, a digital certificate (e.g., which may
be signed by a key held by the mobile device 1820), and/or any other security-related

information.

10125] At step 81006, the mobile device 1020 may transmit the token request
message to the access device 1025 (e.g., via NFC, Bluetooth, RF, etc.). For example,
the user may hold the mobile device 1020 near enough to the access device 1025 so

that they can communicate wirelessly.

[0126] At step 51008, the resource provider computer 1030 may receive (e.g. via
the access device 1025) the token request message. In some embodiments, the token
request message may include encrypted payment credentials or no payment
credentials, and thus the resource provider computer 1030 may not have access to

sensitive unencrypted payment credentials.

[3127] At step $1010, the resource provider computer 1030 may determine that
the token request message should be sent to the wallet provider computer 1080. For
example, the token request message may be formatted as an authorization reguest
message {(e.g., an IS0 8583 message format) such that the rescurce provider computer
1030 can determine that the message should be forwarded along as an authorization
request message. The resource provider computer 1030 may also detect a flag or
indicator in the token request message specifying that the token reguest message
should be forwarded. Additionally, the resource provider computer 1030 may optionally
add transaction information, a merchant (D, a cryptogram, a digital certificate (e.g.,
which may be signed by a key held by the resource provider computer 1938), and/or

any cther suitable information to the token request message.

[%)
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[0128] At steps §1012, 51014, §1016, and $1018, the token reguest message
may be forwarded to the transport computer 1040, to the transaction processing
computer 1450, authorizing entity computer 1060, and then the wallst provider
computer 1080. Thus, the token request message may be transmitted through

channels typically used for authorization request messages.

10129] fn some embodiments, the transaction processing computer 1050 and/or
the authorizing entity computer 1068 may also analyze risk associated with the request
and/or perform any other suitable checks and processing before forwarding the token
request message. Further, the authorizing entity computer 18680 may forward the
message to the wallet provider computer 1080 after determining that the received
message is a token request message. For example, the authorizing entity computer
1060 may determine that the token request message includes an token reqguest
indicator, that the token request message lacks transaction-refated information such as
a transaction amount (or it includes a zero or no-dollar amount), or that the token

request message lacks payrment credentials.

104130] At step $1020, the wallet provider computer 1880 may authenticate the
token request message and/or the requesting digital wallet application. For example,
the token request message may be validated based on a cryptogram, merchant
information, the payment credentials, transaction information, or any other suitable
information in the token reguest message. In some embodiments, the wallet provider
computer 1680 may use an encryption key to validate a digital certificate included in the
token request message. In some embodiments, the wallet provider computer 1080 may
open a secure and private channel betwaen the wallet provider computer 1080 and the
mobile device 1028, This may enable maobile security checks (e.g. by the security
module 788G) and token provisioning functions to occur. These functions may involve
multiple communications/messages being sent between the mobile device 320 and the
wallet provider server computer 380.

40



WO 2016/086154 PCT/US2015/062716

(0131} Al step §1022, the wallet provider computer 1680 may identify the
payment account and/or payment credentials for which a token is being requested. For
example, if the payment credentials arg included in the token request messags, the
wailet provider computer 1080 can locate the payment credentials within the message.
If the payment credentials are encrypted, the wallet provider computer 1088 may be
able t¢ decrypt them (e.g. via an issuer-specific key). in some embodiments, the
authorizing entity computer 1060 may decrypt the payment credentials before
forwarding the token request message to the wallet provider computer 1080,

10132] Alternatively, in some embodiments, the wallet provider computer 1080
may identify the user’s record or the user's digital wallet (e.g., in the user database
780C) based on other information in the token request message, such as a digital wallet
identifier, mobile device identifier, or any other suitable information. Then, a set of

payment credentials can be obtained from the identified digital wailet.

16133] At step 51024, the wallet provider computer 1080 may generate a
payment token and/or create an association between the payment token and the
payment credentials. In some embodiments, the wallet provider computer 1680 may
instead identify an existing payment token that is already associated with the payment
credentials. In some embodiments, as already described above for the methed 699,
there may be limits placed in the token domain and/or the token expiration date of the

payment token,

(31347 At step 81026, the waliet provider computer 1080 may generate and send
a token response message to the authorizing entity computer 1860. The token
response message may include the payment token as well as transaction information, a
merchant iD, a cryptogram, a digital wallet application identifier, a mobile device
identifier, and/or any other suitable information. Some or all of the information included

in the token response message may be encrypted with an issusr-specific key. The
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token response message may have an 1ISC 8583 message format, and/or the token
response message may be formatted as a zero or no-dollar authorization response

message.

[0135] At steps 81028, 81030, 81032, and §1034, the token response message
may be forwarded to the transaction processing computer 1050, to the transport
computer 1040, to the resource provider computer 1038, and then to the access device
1025. Thus, token response message may be transmitted through channels typically

used for authorization response messages.

[0136] In some embodiments, the token response message may be routed to the
access device 1025 in a different manner. For example, as shown in FIG. 7, the wallet
provider computer 108¢ may send the token response message directly to the transport
computer 1040, the transaction processing computer 1450, and/or any other suitable

entity.

[0137] At step 81036, the access device 1025 may send the token response
message to the mobile device 1620. For example the user may still be holding the
mobite device 102§ in within communication proximity of the access device 1825, or the

user may be prompted to hold out the mobile device 1020 again.

[0138] At step §1038, the mobile device 1820 may associate the payment token
with the digital wallet application or a certain set of payment credentiais. The payment
token may be stored at the mobile device 1620, or it may be deleted after being used for

a transaction.

[6139] Thus, the mobile device 1020 may successfully leverage the connectivity
of an access device 1825 for obtaining a payment token from the wailet provider
computer 1080 via authorization communication channels. Accordingly, the mobile
device 1020 can obtain payment tokens in real ime during a transaction, and the mobile

device 1028 can obtain payment tokens even when other wireless communication
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services (e.g., 3G, LTE, Wi-Fi) are unavailable. After receiving the payment token, the
digital wailet application on the mobile device 1020 may then be able to use the

payment token for the current transaction.

[0140] At step 81040, the mobile device 1020 may transmit the payment token to
the access device 1025 as payment for the transaction. For example, the user may
continue to hold the mobile device 1820 near the access device 1825 so that
communication (¢.g., NFC, Blugtooth, RF, stc.) is possible. Alternatively, the access
device 1025 may prompt the user to provide payment information (e.g., raise the mobile
device 1020 again) after the token requesting process was completed. Note that since
the mobile device 1020 is now loaded with a payment token, it can use that payment
token at any other suitable access device at any other suitable resource provider and

not just at the access device 1025.

(G141} At step 81042, the access device 1025 may forward the payment token to
the rescurce provider computer 1030 for processing. The access device 1025 may also

provide transaction details and any other suitable information.

[6142] At step 81044, the resource provider computer 1030 (or the access device
1623) may send an authorization request message for the transaction to the fransport
computer 1640. In some embodiments, the authorization request message may include
the payment token instead of the payment credentials. The authorization request
message may also include transaction information (e.g. items purchased, amount, etc.),
merchant information (e.g. merchant name, location, etc.), and any other suitabie

information.

{0143] At step 51046, the transport computer 1048 may forward the authorization
request message to the transaction processing computer 1050. At step $1048, the
transaction processing computer 1050 may forward the authorization request message

to the authorizing entity computer $080.
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[6144] Al step $1050, the authorizing entity computer 1060 may detokenize the
payment token and obtain the payment credentials. For example, the authorizing entity
computer 1660 may obtain the payment credentials from the wallet provider computer
1080, from a local token record database, or from any other suitable token provider. in
some embodiments, any other suitable entity may instead detokenize the payment
token. For example, the transaction processing computer 1050 may detokenize the
payment token before forwarding the authorization request message to the authorizing

entity computer 1060,

[0145] At step 81052, the authorizing entity computer 1060 may authorize or
decline the transaction based on the payment credentials. For example, the authorizing
entity computer 1060 may identify the payment account associated with the payment
credentials and/or payment token, and may determine whether there are sufficient

funds.

[0148] At step §1054, the authorizing entity computer 1060 may send an
authorization response indicating whether or not the transaction was authorized to the
transaction processing computer 1050. The authorization respense message may
inctude the payment token, transaction details, merchant information, and any other
suitable information. In some embodiments, in order to protect the payment credentials
by limiting exposure, the authorization response message may nat include the payment

credentials.

[0147] At step 51056, the transaction processing computer 18%0 may forward the
authorization response message to the transport computer 1040. At step §1058, the
fransport computer 1040 may forward the authorization response message to the

resource provider computer 1030,

[0148] At step 81080, the resource provider cormnputer 1030 may release the

purchased goods and/or services to the user based on the authorization response
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message. Further, the resource provider computer 1038 may store a transaction record
including the payment token, user information, transaction details, and any other
suitable information. In some embodiments, the resource provider computer 1030 may
erase any sensitive information, such as the encrypted or unencrypted payment
credentials, but the resource provider computer 1630 may store remaining information,

such as the payment token.

[0149] Embodiments of the invention allow a number of alternatives to various
aspects of the methed 1600. For example, in some embodiments, step 81018 and

other loken requesting steps may be performed by the access device 1025.

[0150] Additionaily, in some embodiments, the token request message may be
forwarded more directly to the wallet provider computer 1080. For example, as shown
in FIG. 7, the token request message may be sent directly to the wallet provider
computer 1080 after reaching the transport computer 1040, the transaction processing
computer 1850, the authorizing entity computer 1060, or any other suitable entity. In
some embodiments, once the token request message is recognized as a token request
instead of an authorization request (e.q., by the transport computer 1040), the token

request may be sent directly to the wallet provider computer 1080.

[0151] Further, as described above, in some embodiments the wallet provider
computer 1680 may be embodied as part of another entity, such as the transport
computer 1040, the transaction processing computer 1850, the authorizing entity
computer 1860, Thus, the token request message may have reached its destination
once it arrives at whichever entity is providing the tokenization services. The token
request message may inciude a recipient identifier (e.g. a wallet provider ID or an issuer

HD), such that the message can be directed to the appropriate recipient,

[0152] As described above in the method 1600, one or more communications can

take place hetween the mobile device 1820 and the access device 1025. In some
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embadiments, the total ime needed for communications between the mobile device
1820 and the access device 1025 {e.g., sending a token request, receiving a token
response, providing payment, and/or receiving a transaction receipt) may be 30
seconds, 10 seconds, & seconds, 3 seconds, 1 second, or any other suitable amount of
time. The time may vary from transaction to transaction. The user may hold the mobile
device 1028 at or near the access device 1025 while the communications are taking

place, and may remove the mobile device 1020 when the communications are finished.

[0153] in some embodiments, the user may be informed of communication
progress and/or when it is acceptable to remove the mobile device 1020. For example,
the access device 1025 and/or the mobile davice 1020 may provide an indication when
the communications are completed, such as an audible sound, a vibration, an electric

puise, and/or a displayed message.

[0154] Embodiments of the invention have a number of advantages. For
example, in embodiments of the invention, payment devices such as credit cards can be
integrated and used in payment systems that involve tokenization. Accordingly, users
that do not have a mobile device or that are accustomed to a certain type of payment
device {.g. magnetic stripe credit cards) can participate in tokenization systems. Thus,
a transition is provided from previous payment systems without tokenization to new
payment systems with tokenization. Also, security may be increased for purchases
made with payment devices such as credit cards, because a token can be provided and

stored instead of sensitive payment information (e.g. a PAN).

[6155] Ancther advantage is that it may be easy for users to obtain tokens. The
user might simply present a payment card or mghile device at an access device, and a
token may be retrieved and then used for a purchase. Accordingly, the token

requesting process may be seamless or undetected to the user.
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[0156] Additionally, a mobile device may be able (o obtain tokens when the
rmobile device does not have any connectivity {e.g. cell service, Wi-Fi, etc.). A merchant
access device can essentially act as connectivity point {which is secure and reliable)

through which the mobile device can request and receive tokens.

(01577 Further, tokens may only be valid for a short time duration because tokens
may be used for a purchase immediately after being received. Accordingly, security
may be increased, because if a token is compromised it may not be usable for
fraudulent transactions at a later time. Also, devicas that might retrieve and store
tokens ahead of time (e.g. mobile devices, smart cards, etc.) may no longer need to
store tokens, because tokens can be obtained during a transaction. Tokens stored on
devices can be vuinerable because small devices are easily lost, and the tokens are
often only protected by software. Accordingly, reducing the amount of time a token
spends on a device before being used can reduce the risk of tokens being stolen or

compromised.

[0158] FiG. 11 is a high-level block diagram 12 of a computer system that may be
used to implement any of the entities or components described above. The subsystems
shown in FIG. 11 are interconnected via a system bus 75. Additional subsystems
include a printer 74, keyhoard 78, storage device 78, and monitor 78, which is coupled
to display adapter 82. Perigherais and inputioutput (/0) devices, which couple to 1O
controller 71, can be connected to the computer system by any number of means
known in the art, such as a serial port. For example, VO port 77 or external interface 81
can be used to connect the computer apparatus to @ wide area network such as the
Internet, a mouse input device, or a scanner. The interconnection via system bus 7%
allows the central processor 73 to communicate with each subsystem and to control the
execution of instructions from system memory 72 or the storage device 78, as well as
the exchange of information between subsystems. The system memory 72 and/or the
storage device may embody a computer-readable medium.
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[G159] Other embodiments of the invention are also contemplated.

[0160] One embodiment of the invention is directed to a method comprising
receiving, at a second computer, a token request message including a credential from a
first computer, the token request message being in the same format as an authorization
request message used to authorize a transaction; validating, by the second computer,
the token request message; assigning, by the second computer, a token to the
credential; generating, by the second computer, a token response message including
the token, the token response message being in the same format as an authorization
response message, and transmitting, by the second computer, the token response

message te the first computer.

0161} Another embodiment of the invention is directed to a second computer
configured to perform the above-described method. In some embodiments, the second

computer may be a tokenization computer and/or a wallet provider computer.

[0162] Anaother embodiment of the invention is directed to a method comprising
generating, by a mobile device, a token reguest message including a credential, the
token request message being in the same format as an authorization request message
used to authorize a transaction; sending, by the maobile device, the token request
message to a first computer, wherein the first computer sends the token request
message 1o a second compuier, and wherein the first computer receives a token
response message including a token associated with the credential from the second
computer; receiving, by the mobile device, the token response message from the first
computer; and providing, by the mobile device, the token to the first computer as
payment for a transaction, wherein the first computer submits the autherization reguest

message including the token to an authorization computer for the transaction.

{31831 Another embaodiment of the invention is directed tc a mobiie device

configured to perform the above-described method.
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[6164] Another embodiment of the invention is directed to a method comprising
receiving, by an intermediary computer, & foken request message including a credential
from a first computer, the token request message being in the same format as an
authorization request message used to authorize a transaction; transmitting, by the
intermediary computer, the token request message to a second computer; receiving, by
the intermediary computer, a token response message including a token associated
with the credential from the second computer, the token respense message being in the
same format as an authorization response message; transmitting, by the intermediary
computer, the token response message to the first computer; receiving, by the
intermediary computer, the authorization request message from the first computer for
the transaction, the authorization request message including the token; transmitting, by
the intermediary computer, the authorization request message to an authorization
computer; receiving, by the intermediary computer, the authorization response message
from the authorization computer, the authorization response message indicating that the
transaction is authorized; and transmitting, by the intermediary computer, the

authorization response message (o the first computer.

[0185] Another embodiment of the invention is directed to an intermediary
computer configured to perform the above-described method. In some embodiments,
the intermediary computer may be a transport computer or a transaction processing

computar.

{0186} As described, the inventive service may involve implementing one or more
functions, processes, operations or method steps. In some embodiments, the functions,
pracesses, operations or method steps may be implemented as a result of the
execution of a set of instructions or software code by & suitably-programmed computing
device, microprocessor, data processor, or the like. The set of instructions or software
code may be stored in a memory or other form of data storage element which is
accessed by the computing device, microprocessor, ete. In ather embodiments, the
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functions, processes, operations or method steps may be implemented by firmware or a

dedicated processor, integrated circuit, etc.

[0167] Any of the software components or functions described in this application
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions, or commands on a computer-readable medium, such as a random
access memory (RAM), a read-only memory (ROM), a magnetic medium such as a
hard-drive or a floppy disk, or an optical medium such as a CD-ROM. Any such
computer-readabie medium may reside on or within a single computational apparatus,
and may be present on or within different computational apparatuses within a system or
network.,

[0168] While certain exemplary embodiments have been described in detail and
shown in the accompanying drawings, it is to be understood that such embodiments are
merely illustrative of and not intended to be restrictive of the broad invention, and that
this invention is not to be limited to the specific arrangements and constructions shown
and described, since various other madifications may occur to those with ordinary skill

in the art.

[0169] As used herein, the use of "a", "an" or "the” is intended to mean "at least

one”, unless specifically indicated to the contrary.
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WHAT IS CLAIMED IS:

1. A method comprising:

receiving, at a first computer, a credential from a user;

sending, by the first computer, a token request message including the
credential to a second computer, the token request message being in the same format
as an authorization request message used to authorize a transaction, wherein the token
request message passes through an acquirer computer before the token request

message is received by the second computer;
receiving, at the first computer, a token associated with the credential from

the second computer;
generating, by the first computer, the authorization request message; and
submitting, by the first computer, the authorization request message

including the token to an authorization computer for the transaction.

2. The method of claim 1, wherein the first computer is an access

device.

3. The method of claim 1, wherein the token request message is

formatted as an ISO 8583 message.

4. The method of claim 1, wherein the token is valid for 1 minute, 5

minutes, or 1 hour.
5. The method of claim 1, wherein the credential is encrypted.

6. The method of claim 1, wherein the credential is received by the

first computer from a magnetic stripe card.

7. The method of claim 1, wherein the credential is received by the

first computer from a mobile device.
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8. The method of claim 7, wherein a mobile device identifier is also
received from the mobile device, and wherein the token request message further

includes the mobile device identifier.

9. The method of claim 7, further comprising:
sending, by the first computer, the token to the mobile device; and then
receiving, at the first computer, the token from the mobile device for use

with the transaction.

10. A first computer comprising:

a processor; and

a computer readable medium, the computer readable medium comprising
code, executable by the processor, for implementing a method comprising:

receiving a credential from a user;

sending a token request message including the credential to a second |
computer, the token request message being in the same format as an authorization
request message used to authorize a transaction, wherein the token request message
passes through an acquirer computer before the token request message is received by

the second computer;

receiving a token associated with the credential from the second
computer;

generating the authorization request message; and

submitting the authorization request message including the token to an

authorization computer for the transaction.

11.  The first computer of claim 10, wherein the first computer is an

access device.

12.  The first computer of claim 10, wherein the authorizing computer

receives the authorization request message, obtains the credential associated with the
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token, and authorizes the transaction based on an account associated with the

credential.

13.  The first computer of claim 10, wherein the first computer is a
resource provider computer, and wherein the second computer is a token provider

computer.

14.  The first computer of claim 10, further comprising:

receiving an authorization response message indicating that the
transaction is authorized; and

storing a transaction record including the token, and not including the

credential.

15.  The first computer of claim 10, wherein the credential is received

from a magnetic stripe card.

16.  The first computer of claim 10, wherein the credential is received

from a mobile device.

17.  The first computer of claim 16, wherein the credential received from

the mobile device is received along with a request for a token.

18.  The first computer of claim 16, further comprising:
sending the token to the mobile device; and then

receiving the token from the mobile device for use with the transaction.

19. The method of claim 1, wherein the token request message comprises

an amount data field with a zero-dollar amount or no amount.

20. The method of claim 1, wherein the token request message includes a

flag specifying that the token request message is a token request message.
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21. The first computer of claim 10, wherein the token request message is

formatted as an 1ISO 8583 message.
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