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IC CARD, PORTABLE ELECTRONIC DEVICE, PROGRAM,

PROCESSING APPARATUS, AND PROCESSING SYSTEM

FIELD
Embodiments described herein relate generally to an IC
card, a portable electronic device, a program, a processing

apparatus, and a processing system.

BACKGROUND

Some IC cards communicate with an external device in a
non-contact manner. The IC cards send a response according
to a command from the external device. Such IC cards
sometimes attach an SOF (start of frame) to the beginning
of the response and attach an EOF (end of frame) to the end
of the response.

Conventionally, IC cards have a drawback that the
amount of data that can be sent to an external device
decreases by an amount corresponding to the SOF and EOF

attached, causing a communication time to increase.

(Object of Invention)

To solve the above drawback, an IC card, a portable
electronic device, a program, a processing apparatus, and a
processing system that can reduce a communication time, are

provided.

BRIEF DESCRIPTION OF THE DRAWINGS
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FIG. 1 is a diagram showing a configuration example of
an IC card processing system that includes an IC card and
an IC card processing apparatus according to an embodiment.

FIG. 2 is a block diagram showing a configuration
example of the IC card according to an embodiment.

FIG. 3 shows an example of a frame format of data that
are transmitted/received in the IC card processing system
according to an embodiment.

FIG. 4 shows an example of a format of a data block
that 1s transmitted/received in the IC card processing
system according to an embodiment.

FIG. 5 shows an example of a PCB format that 1is
transmitted/received in the IC card processing system
according to an embodiment.

FIG. 6 is a flowchart showing an operation example of
the IC card ©processing apparatus according to an
embodiment.

FIG. 7 is a flowchart showing an operation example of
the IC card ©processing apparatus according to an
embodiment.

FIG. 8 is a flowchart showing an operation example of
the IC card according to an embodiment.

FIG. 9 is a flowchart showing an operation example of

the IC card according to an embodiment.

DETAILED DESCRIPTION

In general, according to one embodiment, an IC card
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executing a command from a processing apparatus includes a
communication unit and a processing unit. The communication
unit transmits/receives data to/from the processing
apparatus. Upon receiving, through the communication unit,
a first command requesting transmission of data in a first
frame not including a start code or an end code, the
processing unit transmits data in the first frame through
the communication unit.

Hereinafter, an embodiment will be described with
reference to the accompanying drawings.

FIG. 1 is a block diagram illustrating a configuration
example of an IC card processing system 10 according to the
embodiment that includes an IC card 2 as a portable
electronic device and an IC card processing apparatus 1 as
an external apparatus that communicates with the IC card 2.

In the configuration example shown in FIG. 1, the IC
card processing apparatus 1 includes a CPU 11, a ROM 12, a
RAM 13, an NVM 14, a card reader writer 15, an operation
unit 16, a display 17, etc. The CPU 11 is connected with
the ROM 12, RAM 13, NVM 14, card reader writer 15,
operation unit 16, and display 17 via a data bus. The IC
card processing apparatus 1 may include a structure as
needed, other than the structure shown in FIG. 1, or may
remove a specific structure.

The CPU 11 (processing unit) functions to control the
operation of the entire IC card processing apparatus 1. The

CPU 11 may include an inner cache, various interfaces, etc.
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The CPU 11 implements various kinds of processing by
executing a program stored in advance in an inner memory,
the ROM 12, or the NVM 14. By executing the program, the
CPU 11, for example, functions to transmit a command to the
IC card 2 through the card reader writer 15, and functions
to perform various kinds of processing based on data of a
response that is received from the IC card 2, etc. With
these functions, the CPU 11, for example, transmits, to the
IC card 2 via the card reader writer 15, a write command
that includes data input to the operation unit 16, etc., or
predetermined data.

The CPU 11 is not limited as long as it 1is, for
example, a processor that controls each element in the IC
card processing apparatus 1 and performs information
processing by executing the program.

Some of the various functions fulfilled by the CPU 11
by executing the program may be performed by a hardware
circuit. In this case, the CPU 11 controls the functions
performed by the hardware circuit.

The ROM 12 is a non-volatile memory that stores a
control program, control data, etc., in advance. The
control program and the control data stored in the ROM 12
are preloaded according to the specification of the IC card
processing apparatus 1. For example, the ROM 12 stores a
program (e.g., BIOS) that controls a circuit substrate of
the IC card processing apparatus 1.

The RAM 13 is a volatile memory. The RAM 13
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temporarily stores data, etc., that are being processed by
the CPU 11. The RAM 13 stores various application programs
based on an instruction from the CPU 11. The RAM 13 may
also store, for example, data necessary for executing an
application program and a result of executing the
application program.

The NVM 14 is a non-volatile memory on which data may
be written and rewritten. For example, the NVM 14 is
configured by a hard disk, SSD, EEPROM (registered
trademark), a flash memory, or the like. The NVM 14 stores
a control program, an application, and various data in
accordance with the operation purpose of the IC card
processing apparatus 1.

The card reader writer 15 (communication unit) is an
interface device for transmitting/receiving data to/from
the IC card 2 in a non-contact manner. The card reader
writer 15 is constituted by an interface conforming to the
communication system of the IC card 2.

For example, the card reader writer 15 is constituted
by an antenna for performing wireless communication with
the IC card 2, and a communication control unit. The card
reader writer 15, for example, supplies power to the IC
card 2, supplies a clock to the IC card 2, performs reset
control of the IC card 2, and transmits/receives data
to/from the IC card 2.

With such functions, the card reader writer 15, for

example, carries out the following based on the control by



10

15

20

25

the CPU 11: supplies power to the IC card 2; activates the
IC card 2; supplies a clock to the IC card 2; performs
reset control of the IC card 2; transmits various commands
to the IC card 2; and receives from the IC card 2 a
response to the commands transmitted.

Various operation instructions are input to the
operation unit 16 by an operator of the IC card processing
apparatus 1. The operation unit 16 transmits, to the CPU
11, data of an operation instruction input by the operator.
The operation unit 16 1is a keyboard, numeric key, touch
panel, etc.

The display 17 1is a display device that displays
various pieces of information based on the control of the
CPU 11. The display 17 is, for example, a liquid crystal
monitor. If the operation unit 16 is configured by a touch
panel, the display 17 may be integrally formed with the
operation unit 16.

Next, the IC card 2 will be described.

The IC card 2 is activated (becomes operable) by being
supplied with power, etc., from an external apparatus, such
as the IC card processing apparatus 1. The IC card 2 may
perform contact communication or non-contact communication
with the IC card processing apparatus 1.

Next, a configuration example of the IC card 2 will be
described.

FIG. 2 1s a Dblock diagram schematically showing a

configuration example of the IC card 2 according to the
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embodiment.

The IC card 2 includes a card-shaped body C formed of
plastic, etc. A module M is embedded in the body C of the
IC card 2. The module M is formed as a whole with an IC
chip Ca and an external interface as a communication unit
(e.g., a communication unit 25) connected with each other,
and is embedded in the body C of the IC card 2.

The module M includes the communication unit 25, the
IC chip Ca, etc. The IC chip Ca includes a CPU 21, a ROM
22, a RAM 23, an NVM 24, etc. The CPU 21 is connected with
the ROM 22, RAM 23, NVM 24, and communication unit 25 via a
data bus. The IC card 2 may add a necessary structure as
appropriate, or may delete an unnecessary structure.

The CPU 21 (processing unit) functions as a control
unit that controls the entire IC card 2. The CPU 21
performs wvarious kinds of processing based on control
program and control data stored in the ROM 22 or the NVM
24. For example, the CPU 21 performs various kinds of
processing according to the operation control of the IC
card 2 or the operation form of the IC card 2 by executing
the program stored in the ROM 22.

The CPU 21 is not limited as long as it is, for
example, a processor that controls each element in the IC
card 2 and performs information processing by executing the
program.

Some of the various functions fulfilled by the CPU 21

by executing the program may be performed by a hardware
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circuit. In this case, the CPU 21 controls the functions
performed by the hardware circuit.

The ROM 22 is a non-volatile memory that stores a
control program, control data, etc., in advance. The ROM 22
is loaded into the IC card 2 in a manufacturing stage in
the state of storing the control program, control data,
etc. Namely, the control program and the control data
stored in the ROM 22 are preloaded according to the
specification of the IC card 2, etc.

The RAM 23 is a volatile memory. The RAM 23
temporarily stores data, etc., that are being processed by
the CPU 21. For example, the RAM 23 functions as a
calculation buffer, a reception buffer, and a transmission
buffer. The calculation buffer temporarily holds, for
example, a result of various kinds of computing processing
performed by the CPU 21. The reception buffer holds, for
example, command data that are received from the IC card
processing apparatus 1 via the communication unit 25. The
transmission buffer holds, for example, a message (response
data) that is transmitted to the IC card processing
apparatus 1 via the communication unit 25.

The RAM 23 includes a storage region 23a (storage
unit) that stores a necessity/unnecessity flag indicating
whether the SOF and the EOF are necessary or not. The
necessity/unnecessity flag will be described later.

The NVM 24 is configured by a non-volatile memory on

which data may be written and rewritten, such as an EEPROM
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(registered trademark) or a flash ROM. The NVM 24 stores a
control program, an application, and various data in
accordance with the operation purpose of the IC card 2. For
example, a program file, data file, etc., are created in
the NVM 24. The control program, various data, etc., are
written into each of the files created.

The communication unit 25 1s an interface for
transmitting/receiving data to/from the IC card processing
apparatus 1 in a non-contact manner. Namely, the
communication unit 25 1s an interface for communicating
with the card reader writer 15 of the IC card processing
apparatus 1.

For example, the communication unit 25 is configured
by a communication control unit, such as a modulation-
demodulation circuit for performing wireless communication
with the card reader writer 15 of the IC card processing
apparatus 1, and an antenna. For example, the IC card 2
receives radio waves from the IC card processing apparatus
1 wvia the antenna, the modulation-demodulation circuit,
etc. The IC card 2 generates an operation clock and an
operation power supply from the radio waves by a power
supply unit not shown in the figure, and activates them.

Next, a format of data that are transmitted by the IC
card processing apparatus 1 and the IC card 2 to each other
will be described.

In this description, the format of the data that are

transmitted by the IC card processing apparatus 1 and the
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IC card 2 to each other follows ISO/IEC14443-3,4.

FIG. 3 1is a diagram showing an example of the data
format. A frame that conforms to a format (Type B frame
format) prescribed by ISO/IEC 14443-3,4 1is formed of an
SOF, data block, CRC B, and EOF, as shown in FIG. 3.

The SOF (start code) is a frame start detection code.
The SOF is a code indicating a start of the frame. The SOF
conforms to ISO/IEC14443. For example, the SOF starts with
a falling edge. The SOF continues for 10 ETUs (Elementary
Time Unit) at a level of a logical wvalue “0,” and rises at
the next 1 ETU. Also, the SOF continues “1” for two to
three ETUs. The configuration of the SOF is not limited to
a specific one.

The data block is a main part of the data that 1is
transmitted. A format of the data block will be described
later.

The CRC B 1is a cyclic redundancy check code for
detecting an error. For example, the CRC B 1is wused to
detect an error of the data block. The CRC B is a value
calculated based on the data of the data block.

The EOF (end code) is a frame end detection code. The
EOF is a code indicating an end of the frame. The EOF
conforms to ISO/IEC14443. For example, the EOF starts with
a falling edge. Also, the EOF continues for 10 ETUs
(Elementary Time Unit) at a level of a logical value “0,”
and rises at the next 1 ETU. The configuration of the EOF

is not limited to a specific one.
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Next, the format of the data block will be described.

FIG. 4 shows an example of the format of the data
block.

FIG. 4 shows a configuration example of the data block
that is transmitted/received in the data transmission
method  prescribed in ISO/IEC14443-4. In the data
transmission method prescribed in ISO/IEC14443-4, data in
three types of formats, which are I-block (information
block), R-block (receive ready block), S-block (supervisory
block), are transmitted/received as block transmission.

The I-block, S-block, and R-block respectively have
different roles.

The I-block is a format for transmitting information
used in an application 1layer. The I-block 1is wused for
normal data reading and writing.

The S-block is a format for exchanging control
information between the IC card processing apparatus 1 and
the IC card 2. For example, the S-block is used as a
request for extending a processing time (WTX: Waiting Time
Extension) or an order to deactivate the IC card
(Deselect). Whether the S-block is the request for
extending a processing time (WTX) or the orxder ¢to
deactivate (Deselect) is specified in a PCB.

The R-block is a format for transmitting a positive
acknowledgment or a negative acknowledgment. The R-block
includes such kinds as R-block (ACK) and R-block (NAK). The

R-block (ACK) is used at a time of requesting the next
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command. The R-block (NAK) is used at a time of requesting
retransmission of the received command.

As shown in FIG. 4, a frame that conforms to the block
format prescribed by ISO/IEC14443-4 includes fields such as
a prologue field, an information field (INF: Information),
and an epilogue field (EDC: Error Detection Code). All of
the I-block, R-block, and S-block follow the block format
shown in FIG. 4.

The prologue field includes data such as a Protocol
Control Byte (PCB), a Card Identifier (CID), and a Node
Address (NAD).

The PCB 1is a protocol control byte. The PCB can
transmit, to a device on the other end (external device),
information necessary to control data transmission. For
example, the PCB includes information indicating whether
the frame 1s in the I-block, R-block, or S-block.

The CID is a card identifier. The CID is data for
identifying the IC card to be processed. The IC card 2
stores the CID in the RAM 23 or the NVM 24.

The NAD is a node address. The NAD is data for forming
a difference logical connection.

The information field includes data of Information
(INF), etc. The INF is, for example, a field storing a data
main body of a command, application data, state
information, etc. The IC card 2 executes various kinds of
processing according to the data stored in the information

field. The information field may be omitted. In the R-
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block, the information field is omitted.

The epilogue field includes data of error detection
code (EDC), etc. For example, the EDC stores a redundancy
check code, such as a CRC (Cyclic Redundancy Check), in
order to detect a data abnormality based on a communication
error, etc. The redundancy check code is a value calculated
based on the data of the prologue field and the information
field.

Next, a format of the PCB will be described.

FIG. 5 shows an example of the format of the PCB.

The PCB is 1l-byte data and includes a bit bl to a bit
b8, as shown in FIG. 5.

The bit b8 and the bit b7 indicate a frame format. In
this example, the bit b8 and the bit b7 store “1” and “0,”
respectively.

The bit b6 indicates whether or not to request
transmission of a response in a frame that does not include
the SOF or the EOF (non-including frame (first frame)). For
example, in the «case of "“0,” the bit b6 requests
transmission of a response in the non-including frame. In
the case of ™“1,” the bit bé requests transmission of a
response in a frame (with the SOF and the EOF) according to
ISO/IEC14443-4.

The bit b5 indicates NAK (Negative Acknowledgment)
(e.g., “1”) or ACK (Acknowledgment) (e.g., “07).

The bit b4 indicates whether or not to involve the

CID. For example, in the case of “0,” the bit b4 indicates
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that the CID is involved. In the case of “1,” the bit b4
indicates that the CID is not involved.

The bit b3 indicates whether or not to request
transmission of a response in a frame that includes the SOF
(SOF frame (second frame)). Namely, the bit b3 indicates
whether or not to request attachment of the SOF to the
frame after the bit b6 requests transmission of a response
in the non-including frame. For example, in the case of
“1,” the bit b3 requests transmission of a response in the
SOF frame. In the case of “0,” the bit b3 requests
transmission of a response in the non-including frame.

If the bit b6 does not request transmission of a
response in the non-including frame, and if the bit b3 is
“0,” the bit b3 requests transmission of a response in the
frame (with the SOF and the EOF) according to ISO/IEC14443-
4.

The bit b2 is a prescribed value “1.”

The bit bl is a block number. The Dblock number
indicates a communication phase.

Next, functions fulfilled by the IC card processing
apparatus 1 will be described.

First, the CPU 11 of the IC card processing apparatus
1 functions to notify the IC card 2 that use of the non-
including frame is permitted in anti-collision.

For example, in anti-collision, the CPU 11 transmits,
to the IC card 2 through the card reader writer 15, an

ATTRIB command indicating that use of the non-including
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frame is permitted.

The CPU 11 also functions to transmit, to the IC card
2 through the card reader writer 15, a command requesting
transmission of a response in the non-including frame (pre-
communication command (first command)) .

The pre-communication command is also a command for
checking if a response in the non-including frame can be
received from the IC card 2.

For example, as the pre-communication command, the CPU
11 generates a command in the R-block in which “1” is set
on the Dbit bé of the PCB. The CPU 11 transmits the
generated command in the R-block to the IC card 2 through
the card reader writer 15.

The CPU 11 may generate a command in the I-block or a
command in the S-block as the pre-communication command.

The CPU 11 transmits the generated pre-communication
command to the IC card 2 through the card reader writer 15.

The CPU 11 also functions to receive a response in the
non-including frame from the IC card 2 through the card
reader writer 15.

If properly receiving a response in the non-including
frame as a response to the pre-communication command, the
CPU 11 determines that pre-communication in the non-
including frame 1is successful. Upon determining that
communication in the non-including frame is successful, the
CPU 11 then receives a response in the non-including frame

from the IC card 2 through the card reader writer 15. For
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example, the CPU 11 receives a response in the non-
including frame based on a start bit of the response, an
extension buffer time (EGT), or the like. The CPU 11 may
transmit a command to the IC card 2 in the non-including
frame. The CPU 11 may also transmit a command to the IC
card 2 in a normal frame (a frame that includes the SOF and
the EOF).

In addition, if failing to receive the response in the
non-including frame, the CPU 11 functions to transmit, to
the IC card 2, a command requesting transmission of a
response in the SOF frame (SOF request command (second
command) ) .

For example, the CPU 11 determines if the CPU 11 has
failed to receive the response based on the CRC of the
received response, etc. Also, the CPU 11 determines that
the CPU 11 has failed to receive the response if the
response does not return.

If determining that the CPU 11 has failed to receive
the response, the CPU 11 generates, as the SOF request
command, a command in the R-block in which “1” is set on
the bit b3 of the PCB. For example, the SOF request command
is a command to request data similar to the data of the
response that the CPU 11 has failed to receive. The CPU 11
transmits the generated command in the R-block to the IC
card 2 through the card reader writer 15.

The CPU 11 may generate a command in the I-block or a

command in the S-block as the SOF request command.
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Upon transmitting the command, the CPU 11 receives a
response in the SOF frame from the IC card 2 as a response
to the command.

Next, functions fulfilled by the IC card 2 will be
described.

First, the CPU 21 of the IC card functions to transmit
a response in the non-including frame to the IC card
processing apparatus 1 upon receiving a pre-communication
command.

Upon receiving a command through the communication
unit 25, the CPU 21 determines i1f the received command is a
pre-communication command. In this description, the pre-
communication command is a command in the R-block. Upon
receiving the command in the R-block, the CPU 21 checks the
bit bé and determines if the received command is the pre-
communication command.

If determining that the received command is the pre-
communication command, the CPU 21 sets a value (e.g., “1")
indicating that the SOF and the EOF are unnecessary in the
necessity/unnecessity flag.

The necessity/unnecessity flag indicates whether the
SOF and the EOF are necessary or not. Namely, the CPU 21
transmits a response in the non-including frame 1if “1” is
set in the necessity/unnecessity flag. If a value (e.g.,
“0”) indicating that the SOF and the EOF are necessary 1is
get in the necessity/unnecessity flag, the CPU 21 transmits

a response in the normal frame (frame with the SOF and the
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EOF) .

The CPU 21 transmits a response in the non-including
frame to the IC card processing apparatus 1 as a response
to the pre-communication command.

The CPU 21 also generates and transmits a response in
the non-including frame if w17 is set in the
necessity/unnecessity flag. For example, the CPU 21 also
transmits a response to a subsequent command in the non-
including frame.

The CPU 21 may determine if the received command is
the pre-communication command by checking the bit b6 of the
command without determining the type of the command.

The CPU 21 also functions to transmit a response in
the SOF frame to the IC card processing apparatus 1 upon
receiving the SOF request command.

Upon receiving a command through the communication
unit 25, the CPU 21 determines if the received command is
the SOF request command. In this description, the S8OF
request command is a command in the R-block. Upon receiving
the command in the R-block, the CPU 21 checks the bit b3
and determines if the received command is the SOF request
command.

If determining that the received command is the SOF
request command, the CPU 21 generates and transmits a
response in the SOF frame. The CPU 21 need not attach the
EQOF to the response. Namely, the SOF frame need not include

the EOF. Also, the CPU 21 maintains the
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necessity/unnecessity flag even if the CPU 21 receives the
SOF request command.

The CPU 21 may determine if the received command 1is
the SOF request command by checking the bit b3 of the
command without determining the type of the command.

Next, an operation example of the IC card processing
apparatus 1 will be described.

FIGS. 6 and 7 are flowcharts illustrating an operation
example of the IC card processing apparatus 1. In this
example, the card reader writer 15 of the IC card
processing apparatus 1 is capable of communicating with the
IC card 2.

First, the CPU 11 of the IC card processing apparatus
1 starts anti-collision (S11). Upon starting the anti-
collision, the CPU 11 transmits, to the IC card 2 through
the card reader writer 15, an ATTRIB command indicating
that use of a non-including frame is permitted (S12).

Upon transmitting the ATTRIB command, the CPU 11
receives an answer to ATTRIB (ATA) from the IC card 2
through the card reader writer 15 (S13). Upon receiving the
ATA, the CPU 11 generates a pre-communication command
(S14) .

Upon generating the pre-communication command, the CPU
11 transmits the generated pre-communication command to the
IC card 2 through the card reader writer 15 (S15). Upon
transmitting the pre-communication command, the CPU 11

receives a response in a non-including frame through the
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card reader writer 15 (S16).

Upon receiving the response in the non-including
frame, the CPU 11 generates a predetermined message (S17).
Upon generating the predetermined message, the CPU 11
transmits the generated message to the IC card 2 through
the card reader writer 15 (S18).

Upon transmitting the message to the IC card 2, the
CPU 11 receives a response in a non-including frame from
the IC card 2 through the card reader writer 15 (S19). Upon
receiving the response in the non-including frame, the CPU
11 determines if the CPU 11 has failed to receive a
response (S20).

If determining that the CPU 11 has failed to receive a
response (S20, Yes), the CPU 11 generates an SOF request
command (S21). Upon generating the SOF request command, the
CPU 11 transmits the generated SOF request command to the
IC card 2 through the card reader writer 15 (S22).

Upon transmitting the SOF request command to the IC
card 2, the CPU 11 receives a response in an SOF frame
through the card reader writer 15 as a response to the SOF
request command (S23).

If determining that the CPU 11 has succeeded 1in

receiving a response (S20, No), or 1if receiving the
response in the SOF frame (S23), the CPU 11 determines
whether to end the transmission of the message (S24). For

example, the CPU 11 determines if predetermined processing

on the IC card 2 is completed.
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If determining not to end the transmission of the
message (S24, No), the CPU 11 returns to S17.

If determining to end the transmission of the message
(S24, Yes), the CPU 11 ends the operation.

The CPU 11 may transmit a command to reset a
necessity/unnecessity flag to the IC card 2 if failing to
receive a response to the pre-communication command.

The CPU 11 may also transmit the SOF request command
to the IC card 2 again if failing to receive a response to
the SOF request command.

Next, an operation example of the IC card 2 will be
described.

FIGS. 8 and 9 are flowcharts illustrating an operation
example of the IC card 2. In this example, the IC card 2 is
capable of communicating with the card reader writer 15 of
the IC card processing apparatus 1.

First, the CPU 21 of the IC card 2 starts anti-
collision (S31). Upon starting the anti-collision, the CPU
21 receives, from the IC card processing apparatus 1
through the communication wunit 25, an ATTRIB command
indicating that use of a non-including frame is permitted
(832).

Upon receiving the ATTRIB, the CPU 21 transmits an ATA
to the IC card processing apparatus 1 through the
communication unit 25 (833). Upon transmitting the ATA, the
CPU 21 determines 1f the CPU 21 has received a message from

the IC card processing apparatus 1 through the
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communication unit 25 (S34).

If determining that the CPU 21 has not received a
message (S34, No), the CPU 21 returns to S34.

If determining that the CPU 21 has received a message
(S34, Yes), the CPU 21 determines if the received message
is in an I-block (S35). If determining that the received
message is in an I-block (S35, No), the CPU 21 determines
if the received message is in an S-block (S836).

If determining that the received message is not an S-
block (836, No), the CPU 21 determines if the received
message 1is in an R-block (837). If determining that the
received message is in an R-block (S37, Yes), the CPU 21
determines if the received message is a pre-communication
command (S38).

If determining that the received message is a pre-
communication command (S38, Yes), the CPU 21 sets, in a
necessity/unnecessity flag, a value (“1” in this example)
indicating transmission of a response in a non-including
frame (S39).

Upon setting “1” in the necessity/unnecessity flag,
the CPU 21 transmits a response in a non-including frame to
the IC card processing apparatus 1 through the
communication unit 25 (S40).

If determining that the received message is not a pre-
communication command (S38, No), the CPU 21 determines if
the received message 1s an SOF request command (S41). If

determining that the received message is an SOF request
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command (S41, Yes), the CPU 21 transmits a response in an
SOF frame to the IC card processing apparatus 1 through the
communication unit 25 (842).

If determining that the received message is not an SOF
request command (S41, No), the CPU 21 determines if “1” is
set in the necessity/unnecessity flag (S43). If determining
that “1” is set 1in the necessity/unnecessity flag (843,
Yes), the CPU 21 transmits a response in a non-including
frame to the IC card processing apparatus 1 (S544).

If determining that wyn is not set in the
necessity/unnecessity flag (S43, No), the CPU 21 transmits
a response 1in a normal frame to the IC card processing
apparatus 1 (S45).

If determining that the received message is not an R-
block (S37, No), the CPU 21 makes no response (S46).

If determining that the received message is in an I-
block (835, Yes), the CPU 21 determines if “1” 1is set in
the necessity/unnecessity flag (S47). If determining that
“1” is set in the necessity/unnecessity flag (847, Yes),
the CPU 21 transmits a response in a non-including frame to
the IC card processing apparatus 1 (S48).

If determining that wi” is not set in the
necessity/unnecessity flag (S47, No), the CPU 21 transmits
a response in a normal frame to the IC card processing
apparatus 1 (S49).

If determining that the received message is in an S-

block (836, Yes), the CPU 21 determines if “1” is set in
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the necessity/unnecessity flag (S50). If determining that
“1” is set in the necessity/unnecessity flag (S50, Yes),
the CPU 21 transmits a response in a non-including frame to
the IC card processing apparatus 1 (S51).

If determining that wl” is not set in the
necessity/unnecessity flag (S50, No), the CPU 21 transmits
a response in a normal frame to the IC card processing
apparatus 1 (S52).

If transmitting a response in a non-including frame to
the IC card processing apparatus 1 (S40), if transmitting a
response in an SOF frame to the IC card processing
apparatus 1 (S42), or if transmitting a response in a non-
including frame to the IC card processing apparatus 1
(S44), the CPU 21 returns to S34.

If transmitting a response in a normal frame to the IC
card processing apparatus 1 (S45), if making no response
(s46), or if transmitting a response in a non-including
frame to the IC card processing apparatus 1 (S48), the CPU
21 returns to S34.

If transmitting a response in a normal frame to the IC
card processing apparatus 1 (S49), if transmitting a
response in a non-including frame to the IC card processing
apparatus 1 (851), or if transmitting a response in a
normal frame to the IC card processing apparatus 1 (S852),
the CPU 21 returns to S34.

The CPU 21 may determine if the received message is a

pre-communication command even if the received message is
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in an I-block or an S-block. The CPU 21 may set “1” in the
necessity/unnecessity flag if the received message is a
pre-communication command in an I-block or an S-block.

The CPU 21 may also determine if the received message
is an SOF request command even if the received message is
in an I-block or an S-block. The CPU 21 may transmit a
regponse in an SOF frame if the received message is an SOF
request command in an I-block or an S-block.

The IC card processing system having the above-
described configuration transmits a zresponse from the IC
card 1n a frame that does not include an SOF or an EOF.
Therefore, in the state of not including an SOF or an EOF,
the IC card processing system can store a large amount of
data in a response. As a result, the IC card processing
system can reduce a time of communication between the IC
card processing apparatus and the IC card.

Also, the IC card processing system causes the IC card
to transmit a response in a frame that includes an SOF if
the IC card processing apparatus fails to receive a
response. Therefore, the IC card processing system can
synchronize the communication between  the IC card
processing apparatus and the IC card based on the SOF. As a
result, the IC card processing system can properly
transmit/receive a response. Accordingly, the IC card
processing system can achieve both reduction of the
communication time and stability of the communication.

While certain embodiments have been described, these
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embodiments have been presented by way of example only, and
are not intended to 1limit the scope of the inventions.
Indeed, the novel embodiments described herein may be
embodied in a variety of other forms; furthermore, various
omissions, substitutions and changes in the form of the
embodiments described herein may be made without departing
from the spirit of the inventions. The accompanying claims
and their equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit of

the inventions.
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WHAT IS CLAIMED IS:

1. An IC <card that executes a command from a
processing apparatus, the IC card comprising:

an interface that transmits and receives data to and
from the processing apparatus;

a processor that transmits, through the interface,
data in a first frame not comprising a start code or an end
code upon receiving, through the interface, a first command
requesting transmission of data in the first frame; and

a storage unit that stores a flag indicating whether
the start code and the end code are necessary or not,

wherein the processor:

sets, in the flag, a value indicating that the start
code and the end code are unnecessary upon receiving the
first command; and

transmits data in the first frame to the processing
apparatus 1if the wvalue indicating the unnecessity of the
start code and the end code is set in the flag,

wherein the first command 1is a pre-communication

command.

2. The IC card according to claim 1, wherein the
processor transmits data in a second frame comprising the
start code upon receiving a second command requesting the

start code through the interface.

3. The IC card according to claim 2, wherein the

second frame does not comprise the end code.

4. The IC card according to any one of claims 1 to 3,

wherein the first command is in an R-block.
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5. The IC card according to any one of claims 1 to 4,
wherein:

the start code is an SOF that conforms to
ISO/IEC14443; and

the end code is an EOF that conforms to ISO/IEC14443.

6. An IC card that executes a command from a
processing apparatus, the IC card comprising:

a module comprising: an interface that transmits and
receives data to and from the processing apparatus; a
processor that transmits, through the interface, data in a
first frame not comprising a start code or an end code upon
receiving, through  the interface, a first command
requesting transmission of data in the first frame; and a
storage unit that stores a flag indicating whether the
start code and the end code are necessary or not; and

a body incorporating the module,

wherein the processor:

sets, in the flag, a value indicating that the start
code and the end code are unnecessary upon receiving the
first command; and

transmits data in the first frame to the processing
apparatus 1if the wvalue indicating the unnecessity of the
start code and the end code is set in the flag,

wherein the first command is a pre-communication

command.

7. A portable electronic device that executes a
command from a processing apparatus, the portable
electronic device comprising:

an interface that transmits and receives data to and
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from the processing apparatus;

a processor that transmits, through the interface,
data in a first frame not comprising a start code or an end
code upon receiving, through the interface, a first command
requesting transmission of data in the first frame; and

a storage unit that stores a flag indicating whether
the start code and the end code are necessary or not,

wherein the processor:

sets, in the flag, a value indicating that the start
code and the end code are unnecessary upon receiving the
first command; and

transmits data in the first frame to the processing
apparatus 1f the wvalue indicating the unnecessity of the
start code and the end code is set in the flag,

wherein the first command 1is a pre-communication

command.

8. A program that causes a processor to:

receive a first command requesting transmission of
data in a first frame not comprising a start code or an end
code, through an interface that transmits and receives data
to and from a processing apparatus;

set, in a flag, a value indicating that the start code
and the end code are unnecessary upon receiving the first
command; and

transmit data in the first frame through the interface
if receiving the first command if the value indicating the
unnecessity of the start code and the end code is set in
the flag,

wherein the first command is a pre-communication

command.
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9. A processing apparatus that transmits a command to
a portable electronic device, the processing apparatus
comprising:

an interface that transmits and receives data to and
from the portable electronic device; and

a processor that transmits, through the interface, a
first command requesting transmission of data in a first
frame not comprising a start code or an end code,

wherein the first command makes the portable
electronic device set, in a flag, a value indicating that
the start code and the end code are unnecessary, and

the first command is a pre-communication command.

10. The processing apparatus according to claim 9,

wherein the processor:

receives data 1in the first frame through the
interface; and

if failing to receive the data, transmits, through the
interface, a second command requesting transmission of data

in a second frame comprising the start code.

11. The processing apparatus according to claim 10,

wherein the second frame does not comprise the end code.

12. The processing apparatus according to any one of

claims 9 to 11, wherein the first command is in an R-block.

13. The processing apparatus according to any one of
claims 9 to 12, wherein:

the start code is an SOF that conforms to
ISO/IEC14443; and

the end code is an EOF that conforms to ISO/IEC14443.
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14. A processing system comprising a portable
electronic device and a processing apparatus, wherein:

the portable electronic device comprises: a first
interface that transmits and receives data to and from the
processing apparatus; a first processor that transmits,
through the first interface, data in a first frame not
comprising a start code or an end code wupon receiving,
through the first interface, a first command requesting
transmission of data in the first frame; and a storage unit
that stores a flag indicating whether the start code and
the end code are necessary or not, and

the processing apparatus comprises: a second interface
that transmits and receives data to and from the portable
electronic device; and a second processor that transmits
the first command through the second interface,

wherein the processor:

sets, in the flag, a value indicating that the start
code and the end code are unnecessary upon receiving the
first command; and

transmits data in the first frame to the processing
apparatus 1if the wvalue indicating the unnecessity of the
start code and the end code is set in the flag,

wherein the first command 1is a pre-communication

command.



