WO 01/ 20470 PCT/ USOO 20312 SYSTEM AND METHOD FOR HOST VOLUME MAPPI NG FOR
SHARED STORAGE VOLUMES I N A MULTI - HOST COVPUTI NG ENVI RONMENT FI ELD OF THE
| NVENTI ONWDHIIZ047vent i on pertains generally to conput er RGRKUSAE3Ahd
networ ks having two or*nore host conput-ers and at | east one shared data
storage device. More particularly, the invention pertains to structure and
nmet hod for controlling access to 5 shared storage in conputer systens and
networks having a plurality of host conputers that nmay create data
integrity issues for the shared data storage, particularly in a Storage
Area Network (SAN). BACKGROUND 10 Conventional operating systens may
typically assune that any storage volune or device is "private" and not
shared anong different host conputers. In a distributed conputing system
such as a network server system a disk drive, a storage volune, a |ogical
vol une, or other storage device nmay be shared and represent conmon
storage. When a controller responsible for controlling read, wite, 15 or
ot her access to the storage device, such as a hard disk array controller
(for exanple a RAID controller) is attached to the plurality of host

computer's,  sUchegérery INHAETAOBFOIR Ay VENLUiie FAPBIGS FoRCSHaRED O het

storage devi ce ace \P\%I ari se pecause one or nore of these
plurality of hoSTOBéﬁEM@-rlb\EE&W AU TRHOST GPMBUTING ENMIRQNMENT i nf or mat i on

needed for the correct operation of another 20 different host conputer
system ---- ------------ WO 01/ 20470 PCT/US00/ 20312 -2- This problemis
particularly preval ent when the plurality of host conputers is formed from

a het er ogengmetsd OFXHE WVENTION | ection of different host conputers having
c erent oper 2 LRg ek Foasiooh Al L ARGl B S e BRI o
situation, QRE ot YiPe RbstoiMipaterd 8nd 4B le@sH drivUsharatSd4ia istorage device. More
particularly, the invention pertains to structure and method for controlling access to
5 shared storage in computer systems and networks having a plurality of host
computers that may create data integrity issues for the shared data storage,

particularly in a Storage Area Network {SAN).

BACKGROUND

10 Conventional operating systems may typically assume that any storage
volume or device is "private” and not shared among different host computers. In a
distributed computing system, such as a network server system, a disk drive, a
storage volume, a logical volume, or other storage device may be shared and
represent common storage. When a controller responsible for controliing read, write,

15 or other access to the storage device, such as a hard disk array controller (for
example a RAID controller) is attached to the plurality of host computers, such as
through a SCSI Bus, Fibre Channel Loop, or other storage device interface,
problems may arise because one or more of these plurality of host computers may
overwrite or otherwise corrupt information needed for the correct operation of another

20 different host computer system.



exanpl e, the Unix operating systemof a conputer made by Sun M crosystens)
require I.al information at specific addresses on t devi ce,
whi |l e a%‘gpﬁé@ent type of operating system (such as follrleréli%’% e, a
conputer utilizing the 10 Wndows NT éée‘r ating system nmade by M crosoft)
may require that any attached storage have special identifying information

witten to the Sﬁ{ﬁ%rgélmes%ﬁ%éﬁ%br?ﬁ%%aleﬁ%&%ﬁ%gﬁéligﬁoﬁ%%?c&ﬁ&ﬂ&ﬂ?s devi ce.

The second type verwite t I nformati1 on needed by the
first type foldédfront hetengneneoys raxtliré orguliédiion pEdifgrentthiostcomnputars baving x

conputer, the storage wll be corrupt and unusaple.. 15 A problem situation
can al so fr‘@%@?ﬁ@?gﬂ'f‘g s‘é‘“ﬁﬁénb‘g fus ﬁ@?é"éﬁgf’ gﬁ'ﬁ#%(f‘ir 'h‘HE°ge§'E?Hﬁ 'glxp]"g?s the same
har dwar e ang doléctisRd 'S HORESRipuldd syteism that is, for honmpgeneous

conmbi nati ons of host systens. Foir exanple, the Mcrosoft NI 4.0 operating

system coul d represent such as problemon either honbgeneous or 20

het er ogeneous hardware. Each host. conputer r t B) wll
wite a special E\Pd%ﬂ‘?t FFW‘?’@'V" f'g’GLOQ’oo amed‘ﬁfgwnsh%ﬁé%ﬁrd‘gwgrf%e array.
Wi chever  geifiil, &he it Berbfry systeriifof taecdniputdremales sy Sunshlirasgstems) age
array will be the "winner" as its "tag" or "signature" will renain intact
after the |tequires sresiabjnformation at sperificaddsesses onHag storgge fevice WHIRAR pe
treated lik e o s Of the
array befor ‘Z‘ffe"A’F‘ﬂ"Q?’r%Bgﬁgﬁ es?é%%ﬂf %{r?ér?r‘at%s an%?g@{e' t%yh%dr?lﬁ%&n%t l?@?m&élf)errput er B
al so mubsequirtolvg NDoperating fyaterameddi bykMicoasoftumey reqguireftbatnarty attadhethta i s
| nt,_ of simlariti.es.or

now t. This latter i O, i nd d
di spari t 1 osstprge fave fpedial JdaniBing, ifpgmeti, Wifien 19 e samA Pr Al YEHFRRINY e
M crosoft %%&?&%Me%a%%ra% Eé«ﬁée? The WBcoMattfbel (MAAdoWd W EwiR 6oamwries Y

enbodi nent s the I nvention e reference to Wndows NT, Unix, WO

01120470 PChelgotitios neededbydheifimblyes (Unjx)wh goraputerk angiremthrperaRReY on i s
oper at i ng. s9efehAE APt Ind YorstB Wit GRBLandlnubbiglY % 0%% Proad range of
conpufser systens, server systems, information storage and retrieval
S AN L e ki SRt v e ol s o B B e ToTRAe
storage/ r et gif¥Alor the same hardware and the same operating system, that is, for
homogeneous combinations of host systems. For example, the Microsoft NT 4.0
operating system could represent such as problem on either homogeneous or
20 heterogeneous hardware. Each host computer (computer A and computer B) will
write a special identifying “tag” to each disk of the shared storage array. Whichever
computer is the last to write to the disk or shared storage array will be the “winner” as
its "tag” or "signature” will remain intact after the last write operation, and the other
hosts will act, and be treated like, they have never seen the storage array or
25 members of the array before. Also, if computer A formats a disk, then another
computer B also subsequently formats the same disk, computer A's format and data

is now corrupt. This latter scenario is independent of similarities or disparities in the

host's operating systems.

30 Having mentioned the Microsoft Windows NT operating system, we note that

while exemplary embodiments of the invention make reference to Windows NT, Unix,



system Wth respect to FIG 1, we now describe an exenplary distributed
conputing system 100 having first, second, and third host conputers 101
(101-1, 10M001/2087-3) 10 coupled to an array control | er POTURHAH2i n turn
I s coupled to a storage-subsystem 108 f@& fed from one or nore | ogical

vol unes, here shown as an array of |ogical disk drive storage vol unes
(108-1, 108-2, 108-3, ., 108-N). In general, these |o cal vol umes 108
Ney COrrespo rﬁi‘dtNPVﬁh%Wé!é pf mlwg R'WﬁF'i'Qi‘e's det/rgited todhe tPs U(B‘fx such

physi cal har drC t

conputers 15%1(%?? Efjl\égy q%ticu?? acﬁrd§a"‘hn§”%§@%\rrp‘§ﬂgﬁn g‘%ﬁ%oé\l{trergf er 104 via
a Fibre Chanr‘qiphdabmpto bZﬂ‘oa@n'angel ofat:a;mmﬂerc‘swm,,semml sysﬁantsoglfcrmmrmol umes
108 of the storagfg1 subst%stem are Cé)ki@eﬁd to, t he arraé ntro#l er 104 via
an appr opri at€orege AR retfevel systroms, 38 ikeggnghin) Y@rigus ARSFAUNGSYSIEISCAM e

Loop co ni @bpIREbIA tB&hi dofiputei-ahd/of MBRMALIGA loRige/réthévanel . For
the Fi b?gumgﬂﬁﬂgﬁébﬁgopﬁ@cgp prgt oco?s arg frquent |y 210 usg!gélrn addi tion

to the Fi bre sgat®mel physical |ayer and related protocols and standards.
Fi bre Channel Loop 120 is advantageous for interconnections of the host
conput ers because of the flexibility and extensibility of this type

interface to a | anggh redpstt & FIG. 1706 how ABBULE aR cRBHplalySdistrilitdd congpsgEt t o
the inventive structure and method, for the exi sting SU‘P port of World Wde

Nunber (VW) syatert 100 hayingdst, segonds apd it hpstgompyiersn 010301-4, 10452, dBH8} ol | er

104 di VI des t rnﬂﬂt{ﬁf

vol urres Oare a%@g%é%%ﬁ%{%ﬁ%ﬁmﬁolliogl ca'c}ﬂhl ;‘?ﬁkﬁ%]&f’#‘%ﬁﬁ% aég%u é}gl ng schene
as is c?)ml;mn 1d08 f&gﬁd fgmbmﬁmdrakrg&a&toﬁ:me?eraysabmsso an ?mémllma&lﬂ ]

pr ot oco ased, Fibre nne 0 | a confi ur atl The
term LUN ref efresipragq 8@5"@9? i 158 8§$éa1 5@# h’ie In gengra. 995’!? ext of
a SCSI proto RRca LSl WO
01/ 20470 PCT. ?@gcn%;gglgﬁy%ﬁe%g?ffévo ul;léhr@_lqﬁg?erwé\o%rﬁigg%ﬂs wﬁ?x?ﬁgb%r di nary

skill in the such phydidal agrprd@(kldavedem InHkis embndiementothedhrge ihosti cotipatersdr i ves

Y D2 0, Sl at G Sk i PR o8 e B B L
description hebeomnukiatidrisahanicd amd thetbgitavanareshby of the slerigeGubsyslar i | y on
' ogi cal are coupled to the array controller 104 via an appropriate channel 122, such as for
example either a Fibre Channel Loop communications channel or a parallet SCSI
communications channel. For the Fibre Channel Loop, SCSI protocols are frequently
20 used in addition to the Fibre Channe! physical layer and related protocols and
standards. Fibre Channel Loop 120 is advantageous for interconnections of the host
computers because of the flexibility and extensibility of this type interface to a large
number of host computers and also, with respect to the inventive structure and

method, for the existing support of World Wide Number (WWN) identification.

25
In computing system 100, array controller 104 divides the storage into a
number of logical volumes 108. These volumes are accessed through a Logical Unit
Number (LUN) addressing scheme as is common in SCSI protocol based storage
systems, including SCSI protocol based Fibre Channel Loop physical layer
30 configurations. The term LUN refers to a logical unit or logical volume, or in the

context of a SCSI protocol based device or system, to a SCSI logical unit or SCSI



5 vol unes as conpared to physical disk drives. The manner in which physical
devices b erically assigned, grouped, or napped t vol unes is
known in" hgz‘g and not described further here. Each 'g?'}’ﬁﬁfgﬁﬁ%é

conputers 101 of the system 100 has ar‘n"dper ating system 10 as is known in*
the art. The operating system such as Wndows NT, on any single host wll
attenpt to i ‘ tects are
physi cal | y ‘B85 efire- Mnoke foll@R pingEhathdty St HEER wht Hopraive vt 151 © 1
power - up  ornunities @f phydicabdisiedrivet mayrbe tdatsameas,aomnfmrmtabnthmdungjecef voI umes

108 can be accessed by {he qperati syste I n sjtuations where new di sk
st orage ( adBeie3l Ariyes Ppinoica| v tgn%mgwgyelygoré%éake[e §§’7'Q{i%%ai’6(f’% Phat it is

avai | abl e tQsgrifiRRineRs waRB tRedéSRims RitdrEERGSatiy fswafn'gwrnﬁ'arﬁwen fgRapge

al ready available to. the host, unless conStrained, “the operating system
(i ncl &di ng \tdhene.uaammalw topbym@dak drivess Ve engnner lhwvhlcmmiws:aal_udemces,/ wite
an identifyin ture tQ these new starage.device(s). 20 This

Ment | Tyi nePrERgRaTEaRL e groype, B Haied R RGIGHEYGRES ldroan ke ohe
particul ar gHiRbb&GiIbEY &ktAEA HePdiCh as W ndows NT) to uniquely identify the
storage device(s). The format and content of such signatures are not

I nportant to the invention except that they exist, are usually established

by th d f ' '

e porat i on for TSGR EitnBle 3P ik Slehi F60 s dh oPdilrStem,
specitbi ¢ coas isrkhowndh thect | The agerdting systeing sudhuaseWingows INT, on g Gingleed
further here. Usual a artlc | ar area on a stora devi is reserved
for the si st willatt e“TVBSim F'FF)?E nt; it g é%ﬁ?&?ﬁgﬂrapg VQ'HB@?%?)@ thay 'tp‘gﬁt?‘it% @€ar
operating SysitRamy &aﬁeawm&d ﬁéét 90+ boo@%u'éﬁ%ﬁ%urugg‘[’ﬁd%t §fdterh Qolver-ipd NY

common operatlng systems, different host instal I ons” may cause probl ens.
For exanpl eresethéissi resulbany Hataon@nygee of the laginal valimes 198 cambe 2Wessd20470

2nd the |1 R DR SPYmB ey, o RBRtinB el 8 el rolal BRGNS BB T o T
syst as nmay v is rgdded & bystiarh o 00 rsoathatiit eﬁavallablmblalhﬁs&&ﬁrm & aserot her
reasons in a different ogeratl nsé@ﬁ_ﬁfm or in a different installation of |

that sanme 0?3’@1"%&‘? qur e SR Y ayalighiz, inthg rosh Ynless gonstraiged.cser ved
for W ndowsipTepdritinlgS systm ! (intNidirg the® VARUGHRINTE 4.d'periting N§ste)nafivs NT

automatically write an identifying signature to these new storage device(s).

20 This identifying signature typically includes information that allows the
particular operating system (such as Windows NT) to uniquely identify the storage
device(s). The format and content of such signatures are not important to the
invention except that they exist, are usually established by the vendor of the
particular operating system (e.g. Microsoft Corporation for Windows NT), and are

25 known in the art. Hence the specific content and location of thesé signatures are not

described further here.

Usually, a particular area on a storage device is reserved for the signature,
but the implementation is specific to particular operating systems and installations.
30 = Hence, even for hosts having common operating systems, different host installations

may cause problems. For example, the size of the storage, the operating system,



systemw || wite a separate signature in the same area. For a given host
hardware and operating systeminstallation, the |location of the signature
i s usual | YYPPURM™ | n  general, the operating system vendSFTARM P Res

consi derabl e control as to'the locatiorbat which the signature is witten
but since all of these operating systens 10 assune they soIer own t he

t th | t t itt .
Thi's - Compoundge YBop AHPLIRVRIPT Hr 18 QaRah sy AP LEHKS rapvt P TBEMERL t hat a
more gener al 631 F‘[ mh&?ﬁa d&eso&%tmg esyﬁtemnéysiécé AnpUr@PEENS ifahZrea

integrity is ¢ As anot hér "host system such as a system
i ncor por at i ngnaaméliyi mserwm pthgr reggansdma dmer!ttooewltmwﬁmm or frea differenye

cubeequent |y TRAELER SN B erpBo WML JreslifS: AlbohdT A cibe ki es e an

ot her dgta. Ru&drikas 1P MBRdOWIEN T il ahfortanatély prdbidimutic thea smathenWindolwe NT
overwitten by data from anot her host conputer during a normal wite

oper ati on. ZGYSFEY‘WF write) senarate siopatiredp thesams rea. For 2 plvembest hpidwarey duri ng
a format or i @%Hgﬁaiskéggm ifktalfaf Oflhé I?chﬁotnhtﬁ &gﬁﬁﬁture ik u'sx?ai lad. Hwt the

i nformation stor ysica evi ce ogi cal urre W
corrupted. | tgensral, e ecfpemn@ rsybtbmrméndor telxatzlsem considbirable rmhtraya @nthel 00 each
host conputer 25 101 has conpl ete access to, al I"PE t he Logi cal VoI umes

108, and no desalien gt whish th?)PBB%‘H[ﬁ’é written byt sineg &ll obihese opEEtRg Bt cess to
a partijgul ar Jsoghe#e ‘éQIEH’E?ml?He Sora @rtﬁé@elnabemgntwa«wto SERMPhAE dPFEPE

Therefore t here ems?’s a need for 8tructure and nethod that resolves this
30 shared acagetovemoitemm Bys @bmpoumﬁﬁtmg nreuemrnglﬂartrddlmai d@@prioaghes and

th t t t
dovi e on t nevagsely BB R iep ReBerabroutn diftdonS el B Sh6 Weotpole @B, o
- . set of hqmbg,qpfgmé]mfﬁr and limting access only to authorized hosts, so

that neither «critical information nor data generally will be overwitten
or otherw se corrupted. SUMVARY 5 The invention provides structure and

i ve dPor age. arr d SPRERER kB wudl B SLhygien! ARSPUBKAG & Lrbl Cobrdhe® [T £
of host conpulystes, map storedats prethe stordpe locatiemto vehichpthe Widdmvs NT “signature”
was written earlier, the subsequently written Unix signature will corrupt the earlier
signature and other data. Furthermore, the signature itself may subsequently be
overwritten by data from another host computer during a normal write operation.
20 Overwriting can happen at any time, but is most likely during a format or initialization
process. In either event, it is clear that the information stored on the physical device

and or logical volume will be corrupted.

It is therefore problematic that in traditional systems 100 each host computer
25 101 has complete access to all of the Logical Volumes 108, and no structure or
procedure is available for restricting access fo a particular logical volume by a

particular host or group of hosts.

Therefore there exists a need for structure and method that resolves this
30 shared access problem by efficiently testing and validating authorization to access a

storage volume, logical volume, or storage device on the array controlier to a specific



such a method for controlling access to a hardware device in a conputer
system | plurality of conputers and at |east ong~fgé devi ce
connect e‘gazéé)l{b'%og 10 plurality of conput ers. The net hod corrprdia)siggsl?
associating a locally unique identifier with each the plurality of
computers, defining a data structure in a nmenory identifying which

parti cul ar @Tﬂgg findased t i i ffier my
be grant e(f% géﬁ%ﬁ% %@S?%e eviﬁ@gr;‘é)and agg?{ ;?%S{h?ﬁgéddzﬁég]sstg #ﬁ%ttrﬁ?géto -
det er mi ne idritical infaroatien norglatengenefally will becovenwridien os hthefwdseeortpptatt ed access to
t he hardware device. 15 In one enbodi nent, the procedure for defining the
data structure in nenory includes defining a host conputer ID map data
structure igymaRYenory; defining a port mapping table data structure
conprising a plurality of port mapping table entries in the nmenory;
definbng a host Thaeinvéntipe providas staiciure tandcmgthed; far caairolingoasressid? i#hi ng a 20

vol ume. per i aal 0ot APlEEA LRSLY U isk divé Bofdls oFEPTH Kompir Satdrd A1 2 vol ume

nunber tab ure in e menory. I'n ong€ partlc ment ,
t he menor ynetiorks haviny ¥ plufality ofiost gompaters. olnl ane aspedt; thé linvegtidnhmrovidesdwar e

device, and the hardware deyice is | ogi cal vol.unp of a storage
subsyst em SN PrEeIRY AT COBITOIR Boess tr AJErdNETS ASHSR A CORAE|aEm

structure, L 18644 ol HARIVRIE BbIBS cdriRclel (6 el Ve
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FIG 10 is aplurality ofcoraguters. Jhemetispdeomprisesiasasaiating a lpcaliysuniqusidentifiefonput i ng

t em havi | | | f host t LAV | ogi cal
Yorage o Wi SheBesd Autaik of Comgibre SRARIER Bt BB E P mBoRl iy ' 09! °2!
control | er . whit{pariculsr onés of the TompliefbasB6 oh fits Iocalig tipRkdE Identified imaybe

i nventive Host Vol une Mapping structure including various data gtructures
used for therantad aseessctosthe davicee and qyenyiponibe data sfruciure Jo delgrayietndat i ¢

flowchart | ' E&.mﬁ'!g ' t t : ntrol and
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DESCHBPTI ON OF EMBCODI MENTS OF THE | NVENTI ON The invention includes nethod,
apparatus, syst qrr'nnong ré%bc i%nelrjm{ %e Brk%u%”}or defining the data structure in memory
includes defining a host computer ID map data structure in the memory; defining a
port mapping table data structure comprising a plurality of port mapping table entries
in the memory; defining a host identifier list data structure in the memory; defining a
20 volume permission table data structure in the memory; and defining a volume
number table data structure in the memory. In one particular embodiment, the
memory is a memory of a memory controller controlling the hardware device, and the

hardware device is a logical volume of a storage subsystem.

25 The invention also provides an inventive controller structure, and a computer

program product implementing the inventive method.



product for providing controlled access to storage volunme(s) on an

I nventive storad(%e 15 system controller, such as a hard disk drive array
control | er888204%he i nventive structure, nethod, and conmFPHRTENSMRBYr am
prioduct, including controll’er 106 and storage subsystem 108 havi ng access
controls, further solves the access and security problem of conventional
systens and nethods by |limting access to a volunme of storage 108 on, or
controlled by, the array controller 106 to a specific set 20 of host
conmput er s 101graF neESERPTIcN oRYTHE DRAMINGsdentifier (for exanple the Wrld
Wde Nanme (WAW) 107 associated with the host conmputer 101 via its network
interface or by udilg1ds heiillusigriionishowing ameemiindinent lob agdistdbutérhcormnpiding i f yi ng

means is uni gue appng the interconnected devi . .The inventi al so
brovi des | | m P CBATH  raiDh Bt BRE Bmoiiers <OUpEF b ot dfe Y BolpalRoRes. e
limtedsor shydhimi@cthbughta FibéraThakhel LB6y anddn 4 bisk Sy sdtrolfedr t her, the

i nventive nmethod acconplishes this task with a mninml nunber of searches

and over head, and FiBt &isAndllysiiptignshewinggn embodimenhefthe iwentivg dost Volae t i cul ar
host h t ' L pcl.udi |
nost havi ng. ripRATY Snicllrf icheng yaflols el Oichfes Gled tol fietfuniel flcn P!

advant ageousl ghdamethod.t her control | ed based on the interface ID 30 instead
of, or in addition_ to, the host | D. WO 01/20470 PCT/US00/ 20312 -8 The
Pnventive struct urlGadis HepdERMAIE oM FhaiSIFGR SaViaEREmGATENt 4RS ons
where oge Or ARLEs Baktil ahPVARISHGH PradedaRNYr iR &t YoRh MddpRfgRéné Mul tiple
host conputers (or to a single host having multiple iInterfaces) with a
controller that will request data transactions with the storage devi ces,

Gevi coar  ay DALRKEPRERFRARATOE MBI SUIERRE BN Lop ) ' °°

honogeneous and hetherin@anem klude mMethod] appafat@d, shstem, andeoinpiten progisdi € and
host conputer operating systens where here heterogeneity refers to either

di fferences iRfodst faRaravidingrontselied 5epass it gforage yelume(s)on an|iverivesiosagsnei ty of
t he hargdware | L, O, L ted , l, Sunl S ough the
standar‘| S thaérvétggf F%@og%g?b%}ngégi ’b*@%ﬁé’ﬁ'ﬁ%awéﬁ? g?‘lj"(%g." 6&Hg¢h\érq§§etgﬁ‘;eﬁ ;J 3 of

t he oper at i ngstsptes methyd, nade cormpubéryprogran pradoctc dncludpigecbndtaliex. 106namaine

aspect the inyentive, struct st -t o- Vol i n HvV feature
storage subsystem aving access controls, er solvi access an
P b 105 Sral? YRR GnbENA d

security problem of conventional systems and methods by limiting access to a

volume of storage 108 on, or controlled by, the array controller 106 to a specific set
20 of host computers 101, as identified by a unique identifier -(for example the World
Wide Name (WWN) 107 associated with the host computer 101 via its network
interface or by using other identifying means, so long as that identifying means is
unique among the interconnected devices. The invention also provides limited
security control of data, where access to data must be limited or shielded from other
25 users of the system. Further, the inventive method accomplishes this task with a
minimal number of searches and overhead, and with minimal performance
degradation. Where a particular host has two or more interfaces to the controller,
including for example a host having multiple host bus adapters each having a unique
ID, access may advantageously be further controlled based on the interface ID
30 instead of, or in addition to, the host ID.



restricts access to any particular configured Logical Volunes only to a

singl e 15 group of hosts. This provides acces ity
'\gétuggt{ﬂo SP(?I(}gSy ao%ﬁdi

cont rol a for the storage array,_and is particular ant ageous.
for maintaining data integrity in a Sf%r'age . Area ‘Network (SAN) )
environment, where nultiple hosts are connected to a controller,

frequent Iy to aryexhall <0Bhieokdc ot Skt iy Nehdts Hol Sbbore! €7 s 1o

a collection of one or nore conmputers atta to a cormmon pool of
st or age 20 wiese wneewr. moiecdato sterage dobymentbllers acp altédhpd fte atullipte ihestdesi r abl y

I npl emented as . a software and/qr fir re.copgputer..progra oduct
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struct ures dgafidsheshtd NrahsHBIGRS YwittA 166 Gtarbgs! dbivichs,! BechPagCcRe SéXamipe al ter the
operation of 'the controller. In general controller 106 of the invention

may dbffer Redundardreay ofolndependant Bisk dRAIRstorreReipuice armyt hes ialigadit i on may
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characteris r exanpl e e 1nventrve ut er

program pr sbrsbinatiBiys BE hostodonthutst chafdiwargtad hast Computel lopermtihgieystems, fi bre
channel host interface and appropriate npenory for defini ng and storing the
i nventive oshese hete hrterggeneity sefers tg eithey,diffsranses dn hamwarg, tves O 8Reiaing: i on
DACSF, DACK d Igé{;gf | | gi CQEiPlsl ers. WO
01120470 P(#F iﬁgpoo‘qjﬁ%?ﬁ - g)éggl ecf{tgég ngvgﬂ%réowgs@a@g?gﬁ%fu& cerltgi n
exenpbary Mesalwed thrpughathieostandards riedt| dafine a3@Sidant Fitive cchannel rapeti@sX | DACSF

/ DACFL / DACFF OEM System Reference Manual, Eir re Versi 5.0 - Myl ex
Cor por at i or’*?‘ﬁWeWﬂg © OPOrAYRD XS '?WVE&P%JHF}’O'F%BW%‘HP‘%#@ nt .
California and Boul der, Col orado), and 5 herein incorporated by reference.

SCSI -3 Primary Commands, such as conmmands that are applicable to fibre
channel connect da ogeaspastthe dnvegtivecstiucture HasfdenyolumecMarping-(HV feqtwrescs) - 3
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controlier, frequently to an external controller. Storage Area Network (SAN) refers to

a collection of one or more host computers attached to a common pool of storage

20 resources. The Host-to-Volume Mapping (HVM) feature is desirably implemented as

a software and/or firmware computer program product executing in a processor or

CPU within the controller 106 and utilize data structures defined in a memory

associated with the processor to alter the operation of the controller. In general

controller 106 of the invention may differ from conventional controller 104; however,

25 the invention may also be used with conventional controller suitably modified to

provide the characteristics described herein. For example, the inventive computer

program product may be stored and executed in controllers having a fibre channel

host interface and appropriate memory for defining and storing the inventive data

structures, such as for example, the Mylex Corporation DACSF, DACFF, and

30 DACFFX controllers, as well as other controllers.



configuration would all ow host conputer 101-1 access to Logical Vol une
108-1 only, 15 host conputer 101-2 access to |ogical volune 108-2 only, and
host conpWQ412¢478-3 access to | ogical volume 108-3 onl yPCEVEW2AHIugh al
hosts 101 and all logical “volunes 108-8re physically connected to the
controller. As described in greater detail herein, controller 106 uses
novel data 20 structures and a node name, such as the Wdd W de Nane

(W), associ at edAsecls oberontrolienr desigRafffereriai Pxeppiage M GIRAEtRng a
Fi bre d‘a””ek?rlfl@ﬁérf B ﬁéé@i%ﬁn thb@A&%PBACEFQ%}*L%&A&P%EW%E/&{%, to
ntity the at ave | ogged

uni quely ide ost conputers t Into controller 106.
(A l'ist of vRkfeteriztesMangaipEitrewsret Natsidnabd be ddylexg iCarposationc Pag sNurobarach

| ogi cal I d [ [ ti lly,b i ded
o extornal EEioeBgt BB CoPRiTD R emint Calimiind, Beflr CaRradbl Feb ous ot
in confg guri n&ernhﬁc&m}sﬁeIbwéffeﬂe%e.asést_@ PARAR Osthahde stibfMs cdihandshat a

node is one or a collection of nore than one port ‘and t hat a Node Nane
general | y r éfabare applicablasiodibrey channgl senrepiar)devigesusing 8ESk3 sopmandyami t h a

For exanpl e BeaPee K SGRr hriaRSoofiinde, T1biopa ST}l walch ogr o'
control | er 1@@e hil¥ebl hcepératedtyrefdfénct. 20312 -10 The inventive HVM

structure, method, and conputer program product provides a solution to the
af ore descri bed shared access problem by utilizing a unique host

dentigger (host BodRATEs igive VR leabhl L GG VBRHTa A b0 Lhfushr uct ur es

and procedures to access to storage on e ogl ca ne. As the
use of a 5 hesbe visitle toansingledmetdf hostrcompuiersptott ot extamplehteo hoptet®dt2 anly)of t he

' tion, d \VVor | W de Na VWANS | St |t f
nost.  node ndfl RASREIEHISEPP Tt B Ao Ropperi i B 61 eBioct od
hosts and COﬁ?L—Q'Ar@E)S ReASITIRG :t@meyharME fcoRMyuFeioR @a@.&g%@ssiﬁblemwbef ore

proceedi ng w a nore detall ed description of ) When t he
comuni cat i osenfigheation:would aliavohgst corgputersiod-tiarcessdodogiagl Violume tI8-enly, 106 is a

S gnal Thg | nPereameaRy P23kt ioheg valug s GHl, o POKSeobue T3, o,
Ameri can access to logical volume 108-3 only; even though all hosts 101 and alt logical

volumes 108 are physically connected to the controller.

As described in greater detail herein, controller 108 uses novel data

20 structures and a node name, such as the World Wide Name (WWN), associated with
each fibre channel loop 120 device, including a Fibre Channel Host Bus Adapter

installed in each host computer 101, to uniquely identify the host computers that

have logged into controller 106. (A list of valid host computers that have been

granted access to each logical volume, and their corresponding WWNSs, may

25 optionally be provided to external configurators, to provide a graphical user interface
to assist in configuring the controlier 106 and to configure the HVM.) Note that a

node is one or a collection of more than one port and that a Node Name generally

refers to a Wold Wide Name (WWN) identifier associated with a node. Port Name is

a World Wide Name identifier associated with a port, for example a port at which a

30 host or a logical volume couples to controller 106.



Nat i onal Standards for Information Systens), which standard is hereby

I ncor porat ed by reference, each device on the | oop ng each
host 10?%9/”7\97tue of a Fiber Channel, Host Bus Adapter aséba)zﬁlique
identifier, referred to as its wor | d Wde Nane (WW) 107. WW 107 are
known in the art, partlcul arly for Fibre Channel devices, and we only

descri be in det S di ng the
structure and ogél?a I on %fH?&eE?%t/wlrﬁﬁﬂé%gé% V‘b%ﬁ%glewﬂogﬂdﬁ\dngl‘%ﬁuw&\a 10%) i's

a 64-bit i grovidési ®rsoluborbys dhe afure lescrided sharedvadoass prablssol byt l!igllZlag@r bi t

Net wor k Address Authorjty ldentifie used entif
devi ces, ndtiaye hgst 'B%‘Ptfgy(hf’ﬁd'r%ﬂ|”ﬁ5‘ef'é?““§?iwp‘|‘°é‘llﬁ'°{%' W'H'B?fgg é’ﬁt g? ( H>I:£SA) ,
for CO““eCtdnH&m%eB&%E 16 Coref Sdceddib s‘té}a%eﬁhéé@n B41NEILMRO AENS G éfans | oop
25 120. This i's unique for each fibre channel device, usually in

the f&rm ofhoat nodermaere idendifieris imporast tp theiaperaties afiha invantion.and raédf’%"ider S with
L PP opr A oSS ANARNSES SN bl (4AUIpd BF HRLCRSRS piSE! Belnge 2 par

of the Fi br crPfrca I's unique to each fibre

channel  corgpfdulafi ot EibréHahAélt Liopdcorinetied Xtwosts and feontrolless; vmehebndl;ﬂ
I nterface card or host bus ad“&\t’or 30 (HBA) in _each host .h

ni que
Wi | e t her edeseriberaome atiribytes obYWYVN beforespracesding wi |asmE'ﬁé4‘e§ﬁ,“F€a ?ﬁ"p i er V\Y/\N

string, fro st andpoi nt of the invention, many of WO 01/20470
PCT/ US00/ 2 ‘the fields and subfields are irrelevant, and for the
pur pgees of the invention the WAN is conveniently thought of as a uni que

serial number foQr the fibre channe nd
content of the WieHE coREUpicalags; chaqngf(ﬁﬂﬂp@e %ﬁ%?#nﬁ1 tggﬁ?ggéﬂfotllgrﬁd
Si gnal i ng | {ijeesf acﬁbéﬂzﬁhﬁ’ﬁ#)el iReYp chmpliant3ditd the IFBR Chark9 Physicaldandd, 5
Anerican National Standards for |Information Systens (ANSI) her eby

i ncor por at eSignaling lrtedacs’ d FCHHD Rewu4H K3Td1.,4i8g 1 9 F’Eﬁﬁ?’? P‘H\?H‘E“]"f y each
host, SO bl UPRERE Hyhudl Sy Rl R rlipo I
120 t1g t he By mtarency; eacd deviceoy treyiebp 20 rindudingheach hosth@t by vitbawfa i f t here
B e o ARG RE s T oo o ROy, TPt
possi bl e t onbde NN 1070 AN 105 ki@l in the! brt SparBcutiffly Gbr FiBré Ofiarinee host
devices, and we only describe in detail aspects of the WWN that are useful in
understanding the structure and operation of the invention.
20
A World Wide Name (WWN 107) is a 64-bit identifier (S-byte), with a 60-bit
value preceded by a 4-bit Network Address Authority Identifier (NAAI), used to
uniquely identify devices, nodes, or ports, including for example a Host Bus Adapter
(HBA), for connecting a host computer 101 to a Fibre Channel communications loop
25 120. This WWN 107 is unique for each fibre channel device, usually in the form of a
number (serial number) that the manufacturer registers with the appropriate
standards committee through the process defined as a part of the Fibre Channel
standards specification. It is unique to each fibre channel connect device
manufactured. For example the fiber channel interface card or host bus adaptor
30 (HBA) in each host has a unique WWN. While there are many fields and subfields in

this character or number WWN string, from the standpoint of the invention, many of



t he communi cati on was sent fromor should be directed to in a response. As
the 15 WAWNs are universal and currently exist, an aspect of the invention
lies in tHEO@YW4Hr \WWNs to al |l ow access to a vol ume of FCIUEHRBYEsed on
the WAWN 107. Furthernore, *at | east som#lenbodi nents of the invention may
be inplenented in existing hardware, while other enbodi nents benefit from
or require specific controller hardware not grovi ded in conventi I

control | ers. Hefields prd sibfieids aredrelgyant @nddor pases phibe ii'TYﬁ%"fﬂ“it% B marily
relative to Rghpfien frﬂéﬁ?dugﬁpﬁ%%_algﬂq@é‘gerfahﬁur}‘w}]f fie 3BRPHaRRE BeWeé, N such

Fi bre channel | oops, rnvention s not I'rmted to such Fibre-channel
| oops or to Viail ebthelermatlapd lcostent ofdbie WWINreare fdeseribed rinl thealiriise Cheeret wi t h

| t ti i catj.on channel ' t ith
G 1 eront ' noseMRBALRdetIPY Biateos ek A8 Mt &b ek 1 P R oS
channel § and Shsfcah Ratiord! iShadaRistibr mfonRaton sgecfsep{se(mmqrﬁeréb{nﬁwét@d’

configuration due to the |imted nunber of addresses (15) and the
limted physhyrefereficet ance (usual ly about 6 neters) between the SCSI
devices, neither of which |imtations are present in a Fibre Channel

| mpl enent ati on. For exanple, 30 various conputing node identifiers may be

envi si oned for conpet WWNaney ¢ aisegelo UMihuBE Sdentifyeessh hostt esmputer 10he
Internet or world wide web. WO 01/20470 PCT/US00/20312 -12 Wth reference
to FIG 2, wecanaestersde theEibip Ehapbeli lemt128f o more gpeskicalie eaglh oshBrtine
Mappi ng,,( HYM I [ | | | jch a
pl ural ig1t°y of %%??*3@%852@“%&%1@?@%% ng ?‘8?‘%\/?%?&58 g{‘%%erfg?%r nor e
5 external stsystegeindieyhastcempusr. Thu, if thdre am, twh dibe chahbel HBAsdnstalledi Ineg " 106,

d luralit f tigc h di sk _dri fi d lurality of
ogi cal’ vor uriiaia Best Etet o1, Baf st SepiesiithavS e BNP SE fbefish wh By ene 1y
used to inpl esmintwil bSlpBEsHIE touERify N IoNR WhichOB), bGOAISd GHICR HBAMDT thadsdst

conputers 101 are attached to controller 106 through a Fibre Channel
arbi trated | obp communicationr washsent flemeorsshiotld tbe( directerite in geragponee-t Yedhe ar e

K700 o Rk DRSSl S o b PO e 05 880 o oL
nunber of univivNsang dtbw aedese toeagidlurhé roft storage sbased aopahel WAIN 08 chai n.
Logi cal vol urrl'-'ausl'ﬂ'aermore, at least some embodiments of the invention may be implemented in
existing hardware, while other embodiments benefit from or require specific controlier
hardware not provided in conventional controllers.
20
It is noted that while we describe the invention primarily relative to Fibre
channel loops 120 and the WWN 107 associated with such Fibre channe! loops, the
invention is not limited to such Fibre-channel loops or to WWNs as the only host
node identifier, and can be used with altenative communication channel strategies
25 and protocols and/or with different host node identifiers, such as for example for
parallel SCSI channels and SCSI IDs, although this would not represent a preferred
configuration due to the limited number of SCSI addresses (15) and the limited
physical distance (usually about 6 meters) between the SCS! devices, neither of
which limitations are present in a Fibre Channel implementation. For example,
30 various computing node identifiers may be envisioned for computers and storage

volumes interconnected over the Internet or world wide web.



108 may be configured as RAID or other storage subsystens as are known in

the art. 15 Furthernore, while nmagnetic disk drives ar LfJcally
descri bPHAEC it will be readily appreciated that otﬁ%ﬁ@%@fof dat a

and information storage may be used, ~%uch as, bit not linmted to, hard
magneti c di sk drives, nmagneto-optical drives, optical drives, CD ROM DVD,
optical disks, renovable nedia such as lonega ZI P disks, 20 |lonega JAZ

di sks, tape drives, solid state storage devices, and other data and

i nf or mati on st ong@erdisréhée®. FIBL Ak how desclibévans embotiment ehtherimientt may be
applied to any situation where controlling access to one device by anot her

device is ddast Molume Manelag (VM) sirctyes apd aethodh iy 8 | SYPiRE Stigwation, it e
ogi cal St Qligea YIRSt AR cBitpuBRCTOIR So1C2 TR UHOALM aabl 85 Bhe/Br Ridie?
e rnven t 08 l'y

integrity, ve mnme may readi be 25 applied to controlling
accesg t o agxyerndl storagedeuidecarrayeoniptiiers herbinafteecontpolielr@boanc:a pluraliison.  For

le, to col or print CD- di ng. devi b
oat i ot ed dfmaRngl SATE sk Brug STTRREY an B ALY, B ISwA SRuMER (6 PP o Tof ¢ ne
relatively tsxﬁgnédr%rﬁllérpgpéﬂrﬁburaﬁ‘dﬂ praGuigHtly Nised NBt inlpfpientar Storge Afga security

u

reasons, to nane t a few Situations ere controlli ng access may be
desired. 30Nawworko(SAN sonfigwusation. diesh sompuiersof0t pee attached it sontrallers t06cont r ol

and WO 01/ 20470, PCT/ USQQ/ 2 - i ' iR O with
ref erence tztgrquggaﬁ%ﬁ\gpneg%@éar%e%%gpi\{gb aﬂﬁ@ﬂg‘?‘ﬁél Eé ga?%fgows %‘% troller
106 agd it Stypedd arel KOWM).P LogickloFdluraesTnOs enay Hed touptetl to cuitrobér 106| usings 108,
and further 1 ncludi n|(_1:; a top-level illustration the data strugtures

f
defined in elhrnRibrsghasmet Abitagac Lagp| 122, opyhgre fB’%E'ﬁB%Q SUBRA' 18 TUIMPfet ai | of
5 the data gtk e Eible Mot fimihBhe vid pEFARA SN cnaih. UsgkahRigmdsl ers t o

I nformation ransters tween a host 101 and the array controller 106 and
i ncl udes sutdB iy ibe aonfigupert as RAHY onstheesidiagg subsystanis asgredenowntio thehe arr ay
controller 106. A data transaction starts or is initiated by a host
conput er 108 when it issues a data transfer conmand (typically read or
witeggrequest) over the fibre channel bus 120. 10

Furthermore, while magnetic disk drives are specifically described here, it will
be readily appreciated that other forms of data and information storage may be used,
such as, but not limited to, hard magnetic disk drives, magneto-optical drives, optical
drives, CD-ROM, DVD, optical disks, removable media such as lomega ZIP disks,

20 lomega JAZ disks, tape drives, solid state storage devices, and other data and
information storage devices. Finally, the HVM structure and method may be applied
to any situation where controlling access to one device by another device is desired,
hence while we describe controlling access to the logical storage volumes 108 by
each host computer to preserve data integrity, the inventive method may readily be

25 applied to controlling access to any other computer peripheral devices for any other
reason. For example, access to color printers and CD-ROM recording devices may
be restricted from particular computers where monetary payments for use of the
relatively expensive computer peripheral has not been made, or for security reasons,

to name but a few situations where controlling access may be desired.

We now describe an embodiment of the inventive Access Control and



Each | ogical volume 108 in the storage array is assigned or associated with
a volune data structure 140, one elenent of which is a Volume WW Tabl e
(VNT) 13WO0Igege VNT tables (130-1, 130-2, ..., 130-N) ReV/Us2pH3ught of
as separate snmll tables or. as a singt®{arger table, but in any event
provi de a VNT data structure 15 used in subsequent search or query
operations. (W will later expand the description of the concept of the

Vol ume dat a Yeldatien, Peogedurg 2. 5390 withorefgrancepiar the LompHter syFle™MeY. N For
exanpl e, Logigal u -k gt 1B o i.cal Vol une
108-2 is assgck?'azt' \eﬁbwf%ﬁﬂwgg%{eg@ﬁ%k@%%??g?&sb@ﬁﬁgﬂ%&p&ﬁr%ya@goci at ed
wi t h VNT 130idyicallvblsmes 108csmd\flftherlrichslingr @ topdevell illustratiopnast thef da@

troll 106 fi ti t d.i ~val atile.. . RA
182 of  cont FEVEPe Setbed i URAR BaR) B Fovirled A s o il RrLe™
associ af ed Wi ydd Qéﬁ'ouctlﬁé.”fﬁeodﬂrﬁe "39%- tga-lﬁjbé&ioﬁoésf i@t hate fRfers o/ Rfofriation

referred to as a "Configuration on (COD) can be accessed (witten

and read) by transfers betwsienq@chogt 1@icandctbenamayl sontiollert 06@ad inaludes such Wpisgle vol ume

array 108 to be jnitially confi 0 | ssary.
These Vendor °PRHPYIE aé%?ﬁ%%u%r&a 'ﬁgﬂégg@ﬁg%ag r@&%éﬁﬁcglggwbﬁ%%?%@aﬁ\sgaﬁﬂ

speci fi cat i OBtartERER intdted By ¥VbEt Colptted 301 When Risbiesid ata trahsfer cdfnneanidr | es  at
any given tinme, one entry for each WAN that is permtted to access its
associ at ed | fypieally reagorywsitargauestiveshe fibigrchpenel Bies 207e or nunber of entries
in any,pne Volume WA Table 130 is finite at any given tine, the finite
nunber corresponding to the nunber of fibre WO 01/20470 PCT/US00/20312 -14
- ~. channel devi Each l6giced vslume 1BBMsthe stordgearray jseassighedor associated with ehe

| une, the si t he Vol Tabl e i t fixed ded
when mecessalire G, e 4 ond dean wilkas @ Yolme SN B (A, Por
fibre channelyggevhes eNtiasss (13bl1M8&E, ONh¥0-Nf mityHeahbightlof 86 88sarkty t he

menory available to store the entries. In one 5 enbodinent, if all of the
entries in tsmal/idblesosasa singld latgertabledut ipging gvens provide alfNT datasiucturee zero

val ue rves as. an | %ji I on t.ha @I ya{{@v. t‘ﬂt
parti cifar I 8§?dcéﬂ s\'fg Pl?ﬁggt %?a'{'rhé*s & %§§Ja§on§§t r?ﬂ@%ﬁ?’f%’;ﬁé‘gg gst
conput er 101 desFipion§f the comeps of the Vdlurhe glatabtruthire iE edEiingssta vollred by
controller 106 nust |login or otherwise identify its, . . )
Permission Table 160.) For exampie, Logical Volunie 108-1 is associated with VNT
130-1, Logical Volume 108-2 is associated with VNT 130-2 and Logical volume 108-
N is associated with VNT 130-N. This or these VNT tables are stored as a part of
20 controller 106 configuration data stored in a non-volatile memory (NVRAM) 182 of
controfler 106 and desirably on the disks (logical volumes) associated with that
controller 106, This configuration, typically referred to as a "Configuration on Disk”
(COD) can be accessed (written and read) by vendor unique direct commands which
permit the storage volume array 108 to be initially configured and/or reconfigured as
25 necessary. These Vendor Unique commands are described elsewhere in this

specification.

Each Volume WWN Table 130 has a finite number of entries at any given

fime, one entry for each WWN that is permitted to access its associated logical

30 volume 108. But, while the size or number of entries in any one Volume WWN Table
130 is finite at any given time, the finite number corresponding to the number of fibre



access request. Host 101 first logs in to the |ogical volune storage array
108 via controller 106, then nakes requests to access. a specific |ogical
vol ume. WOMEPE0of this login are a conventional part (‘Eﬁé’o@‘f%?e channel
arbitrated | oop protocol and not descf¥bed here’in“detail. (See Fibre
Channel Arbitrated Loop Prot ocol Standard and 15 Fi bre Channel Physical and

Signaling Interface, which ar re|n i ncorpqorated b ference.

part of | Chi SUATgH GPvioes SRR o STBAS It B BRTABA 5 Bies? RS, AT g ¢ hat -
a host 101 s @4LAEMVIVAOTALR Fs%i’t"ﬁﬁéd bR E4E bk @Epiled \WHeH HRcEIsaRPP ipd t he
unique WW 107 and Loop ID 152 corresponding to the requesting host 101

(or HBA 103sizasecas tt e@omrquatehmerrsgwre_dongmw of dibre chanmekb deviee enldes,or m of a

dent 111 oe. itgs oy 2 b SSnes B 1B ReReR Wallotid B bt ie et cBrdeq Loop
ID 15% I n @hdodifieA ife@INnsf.thé BAtiEB# thel VIVE ¥sddeibtddswilie iRy lagiesl voluniehare
controller sequentlally based on the order of the host's 25 attenpt to

login to a Peuy @e@eamn@lue genves agga indigadipn that all hests maynhaveaccess g et | be
assi gned Hl= g Ltll [rgost will receive Hl=1, and so on. O her host
conput er toP ﬂf' ass gnrren rul es may alternatively be i npl enmented. The Host
I ndex 151 functions or operates as a pointer to allow sinplified access to
i nformati on stored

n the Host 153 directly into th
Vol Ure. IR Tabi c8t erein 2m daiRdrasesion A 0oH SoPule o1 FREPBE 1 8P 205 a5

descriped i fhgitaf dbi6ine HOBaohtréiRH Y- controfi? €106 Sk thgive BF othbhﬂsé"ﬂﬁhtlfi/fftgex
consi sts of bits, so that at |east 16 different hosts can Wc) 01120470

PCT/ US00120 3teess-reduest Hn$tqu)e1|ﬁrst| Idgshini ti thel logigal velume Istaragearsey YIQ provi de
a larger number of S p [ eat er [ host

uni quel y i d&RPTHIPE ?J&j’ {%e %\‘fes% ggo‘? g a[‘rf?eg'ﬂg‘[)o@écﬁg oé'ﬂ'ﬁ)?soé?s Y f i rst
list of W\Nshid RginGdre Ebehverﬁoﬁa)lﬁiﬁﬂbeth& fibf¥lcHahne! altitvated lodp ipfotcdoyandogded in to
controller 106 is stored in a Host WAW List 153 data structure defined in

menory ( NVRARFeribgd here in gatafl oSee Fibre £hanpe! Af hilraied oeR Protegob Btandard @nd 51 For

) éﬂcﬁ{y t
(Za)S(Zm()hﬁnber ed r(g);L Z%En hosts '%Adll(g)@nélﬁérlrtggéﬁ@gmh: ﬂg?ﬁg? ?ﬁs‘?meé V\%\Nup °

entries |n réference) As a part ebithisilegin transactian; theamay sopiooar 126 is polifledthaty
show ng *20. O,Qoquolf- i$ aEer%gtm% &nnfé&ﬁ@qﬁ‘& kﬁ%a} v&ﬁﬁ\e@qulaﬁdythg qlqgg not

WWN 107 and Loop ID 152 correspondmg to the requesting host 101 (or HBA 103
associated with the host 101) is communicated in the _fom1 of a command packet

20 108.

As the login procedure continues, controller 106 identifies a Host index (HI)

151 for that host based on the received Loop ID 152. In one embodiment, the Host

Index 151 is generated by the controller sequentially based on the order of the host's

25 attempt to login to a Fibre Channel port. The first host to attempt a login will be
assigned HI=0, the second host will receive Hi=1, and so on. Other host computer to

HI assignment rules may alternatively be implemented. The Host Index 151 functions

or operates as a pointer to allow simplified access to information stored in the Host

WWN List 153 as well as indirectly into the Volume WWN Tables (VNT) 130 and

30 Volume Permission Tables (VPT) 194 as described in greater detail below. In one

embodiment, the Host Index consists of 4 bits, so that ét jeast 16 different hosts can



necessarily bear any relationship with past, present, or future actual WW
associ ated wi th manufactured devices. Storage |ocations in Host WAW Li st
153 that WP&YMMy are indicated by "FF. FF. FF. FF. FF. FF. FCTAfS00208E2 A second
or Host 1D Map List 155 data structure-s8ering a'list of Host Indices 151
al so defined in nmenory (NVRAM 182 of controller 106 is indexed by Fiber
Channel Loop ID 152. This Host ID Map List 155 maps each Loop ID 152 to a
Host | ndex bPsunigyelyidendfigdwhie pﬁeq:qar@odggentﬁ Arayide ae'ﬁ!QGEIWfEPﬂ’ of bieand,op | N

152 in cons onsecutive nunbers (the
poi nter), F&Hﬁi%ﬁ e%gemoésﬂ{) 32%9145%“ u d%&ﬁ (f\ot consecutive and are
represent ed by t wo- byt e hexadeC| mal vaI ues. The Host ID Map list 155 is
b, the tost  Loop Nena8anatdeBe P miaristedioghy ¢ e e ot NREIE Gl ormand
109 is she vahiBuiers3101 ﬁadhédae;sre&.ws@ BEGSEH t@%oﬁlrdﬂ@ﬂ 19625 Shred MIBHIsNt 0 Host
| D Map Table 155 to select entry Loop nber 23 (actually the 24"' entry

begi nni ng f r dMWANListy153 dats)stutturehdefined in memwmﬂN‘iBsM) B2 of qontralies 10&andkent ry

or 1 mdex 1 ni Jrisaed By uheet b 196 o et MG 4o WRERE B0 RS T R
Host I ndex, iifieked §toﬁa§é%y3@p {0B56S@OMBEre T-256) REWIWRD107 &ihidsinal linear Zer o,
here the WA "20.00.08.00.09.00.34. 12". WO 01/ 20470 PCT/ US00/ 20312 -16

I n the enmbodilisenTheW\WNenties ipolhe rfist (fer amlméhmeatrh@wwn@m 60 VN
List 1 for f e .14 pl e
cont roﬁﬁe fgéJvat hi's ruc%%?’gogﬁg“ p‘?’ggde?@ aﬁ ﬁFor t @fs‘fﬁrﬂ iest

repr eselnt at |h omce:ésaﬁlhebéarbaw 5elaﬂumnnﬁpl witho rpast; t presertt,opol falyye | awtuah AWWal

particul ar host conputer's Host 151  remain S e ardl ess
D e port | GRSRATT Bt BRYRGIRG PR Simen Eons § Nes WWN GRS hE ot
VW Li st 153 pogmbly eh@cg{gpbi,hﬁipﬁﬁﬁphq:\pq:;t}qﬁ#uestabI i shed as the host
conputers login to the array controller 106, and the Volunme 10 WAN Tabl e

130 is generated by the array controller as a result of these logins, the

procedyge s abl eé\;q% S SrHBsP 1 hrap 'L hsFh S et Srden IS BoriRlS § F%or HBsAAndER!

attenpttng the
151 also defined in memory (NVRAM) 182 of controller 106 is indexed by Fiber

Channet Loop 1D 152. This Host ID Map List 155 maps each Loop /D 152 to a Host
Index 151 as illustrated in FIG. 2b. In one embodiment, the Loop IDs 152 in

‘consecutive mernory storage locations are consecutive numbers (the pointer), while
20 the Host Index 151 values are not consecutive and are represented by two-byte

hexadecimal values.

The Host ID Map list 1565 is queried by the Host Loop /D 152 pointer. In the

example depicted in FIG. 2b, the Host Loop ID 152 associated with a particular

25 received command 109 is the value "23", and therefore serves as a pointer or index

into Host ID Map Table 155 to select entry Loop ID number 23 (actually the 24" entry

beginning from entry zero) of the Host ID Map 155. Host ID Map 155 entry number

23 contains the Host Index "01h" which in turn serves as a pointer or index into Host

WWN List 153 to select the WWN 107 associated with that Host Index, in this case

30 the second entry starting from location zero, here the WWN
#20.00.08.00.09.00.34.12".



W now descri be an exenplary LUN-to-Logical Volume Mapping (Volune 15

Mappi ng) Structure and procedure. "Volune Mapping" (VM_. ess where
TRy

a cont MY MEM7906 maps a particul ar Fibre Channel (as i by the 1/0

processor on which the conmand is. réd®eived), Fibre Channel Loop ID, and"
SCSI LUN to a particular Logical Volume. A SCSI LUNis a path. to a

| ogi cal volume of storage. "Host-to-Volunme Mapping (HVM" extends the
concept, method, and structure of 20 Vol unme Mapping (VM by allowing a

particul ar Host | ind nibckiingsht lay Fidie2, Fdohtréile 66 medintaing-iohly eonelidosh é¥WiNoop | D,
and SCSI LUN) to a |ogical volunme. HYMtherefore (germ’,ts hoﬁﬁt{%% ess
control toLishiadies alhhest eora b d84i7and evap dyithe fRpe f myltiple.contoligrs 106,

conventi Onﬁ‘}is Shices E?&e 8)?38%?@‘:’9”%@% {oP the sAnpib&NRPrdantdfor Br i fiber €

sof twar e, negoti a but ot her assignnent rul es nmay
al t ergnat i vehahneEcormectionrtopdagydn that agiartiwalanhost computerls Bost lodexsHWSdur e and

met hod. The Vol une Mappi ng featyre I ntain Vol ume Mapping Table in the
form of aresgqips Mrﬁﬁm?deQ%B'Fis ‘ifééﬁ P'EF"’C%#’P@W%E“%E@,“M : %29 ‘bre
Channel 1/0O Processor 184, and Logical Volume 108 conbi nations. This

al lows a specific Logical 30 Volune to appear as a different LUN on each
host port 114. UmeectheabostcWaVviy| Listal$3 \andokostold Map dist 135 havel beepr e

Ch | i/0 84 f h_. 0
PCTNS00/ 20 $8i2blke 38 e fiod coBbuBRipaf % e Ry SHEEr 306, B VBRAE . |
Ther gg MY QPWAS PatlY 18EisiGehbraftldeoy the Sirag eoitrdlier as aréstit ot these idgins, thent r ol | er
host port or ports by virtue of the characteristics of the Fjbrg Channel

| oop or t hereneduel ig|ablsdg) validate GF altamalivglvoieny arsesss o, hegh Rltem *i'FEb ng a

specific I(?%irgal volune to appear as a different LUN on 5 each host port is
advant ageous® because it permts great flexibility in allow ng host access
to the logical volune, and for a HVM environnent described in greater

detail hereinafter, this feature is rticul arl ause the
permtted flexi BY¢ NPy deserikg,an ?E“B'Pﬁlagp%'lﬁﬁ‘ﬁgo%éf‘ﬁg@l@&aggﬁgﬁg?@g‘%neous
col | ggti on \pfopitRy istiefie/bid Proskddie. Mesiane GRPRMIGS (VNMEsal progessywiieres. Each of
these systens wll have specific 10 requirenents for tgﬁﬁﬁ'pg st orage and

r t

acconmodat iqegtrelles 486 maps errarficulst Bibeafehanpatias igntifted v tasn 8 ageousl y
relies on twm?chamel bdimbfd T RecaivBE Fork cnn¥PLo& 10,%nd SEEELEN ta'aY'S-

particular Logical Volume. A SCSI LUN is a path to a logical volume of storage.
“Host-to-Volume Mapping (HVM)” extends the concept, method, and structure of
20 Volume Mapping (VM) by allowing a particular Host (identified by the Fibre Channel,
Fibre Channel Loop ID, and SCSI LUN) to a logical volume. HVM therefore permits
host access control to volumes while VM does not. According to fibre channel
conventions, the host computer loop ID is assigned based on hardware, software, or
negotiated settings, but other assignment rules may alternatively be used in

25 conjunction with the invention structure and method.

The Volume Mapping feature maintains a Volume Mapping Table in the form

of a Port Mapping Table 190 for controller 106, port 114, Fibre Channel /O
Processor 184, and Logical Volume 108 combinations. This aliows a specific Logical

30 Volume to appear as a different LUN on each host port 114. There may be a plurality
of host ports 114 and Fibre Channel I/O Processors 184 for each port, and each host



The idea of Volume Mapping is to break up the storage capacity of the 15
physi cal di sc drives connected to the array controller into "Logi cal

Vol unes", W@RME control the host conputer's access toPFF{é@@q%ﬂﬁi cal

vol unes by assigning an access path tefeach |ogical volume and checking to
verify that an attenpted access path is valid. Typ| cally, the access path
consists of a host-to-controller Port 114 (i ich Host 1/0 Processor

184), the SCSprtigrsseeiated with thergstiouiss %tW'We1%;PePrW@|'!Qﬂ MUltPe and t he
SCSI LUN Nunhec eém;s Grs! ARG (" é%ﬁ@gﬁﬁmst %glci:%&rgwewm Pl

Entries 191 co al ne I'n the ort 0 are advant ageously
I nst ant i at ed chatacterdstics cuﬁrthe (ibre rCHeDGel leep rorrtbetpatdiahB@ISI P&atocolsapod/erac h

| ogi cal volune 108 as |‘Howstrat edf| El @b and define H'h ﬁh host 25
port 114 and SRedfcafigys; INGoth SR CQPQ' Xo 8catp§e?rtﬁso%§ e Fgg Dhtroller
106 to geach %&w h6&t! portal waRantdiBous’ BEcaBSs it FS‘?W @aatTﬂ%&IbmtylﬂChuswm 3oBs a

pl urallty of Port Mapping Table entries one entry f each controller
106, Host I/ @cmssd@ﬂ'@dmglcalsﬂuma,mmdmga MM anylr@nmenidesoxlbm)lnrmeat@rrdet@ach Por t

Mappi ng TabI L nclud 1-

cont ai ni ng t '1?5% ' uﬁl@ qut&f"‘aQY a?)’@f‘tﬁé l)st *ﬁéggﬁ"t@ %%%g’tybi t
(1-byte) LUNaihc% aerbavollne mapping 1\ AstERGENdoRE c@liaeudnczﬂhealcomwkwmthon this
port to which the conmand is directed (al so referred to as the target WO

01/ 20470 PCT/hefsoegepeausooperating pysigmg. p)Each b thepe ssystemsnwilipBava $REA® Tabl e
194, FI 94, f
150296 2, Motk Ihahhel SoflckSing Bbairighati ' GUss bivgnl B 7S,

then all 5 hﬁaipmganequ@mwmseddmtagemstyordhée ohabe chlilityvtnl map. stbrage lire a" Val i d”
flag bit (bit 6 § "1" and the Volunme Perm ssion Table is also all
zeros, then N8 Qf@ &PMWaSve access to the |ogical volune. The Vol une
Perm'ssmn Table 194 is an array of one bit flags that go frombit 10
position O to bit position 255. Mdre or fewer bits nay be provided

dependi ng upon t fibe ideabefr Voume dVanping isutoprealedp the storrgeotapanibsef thet s i s

non- zer then t.h 0 /i It 101 W th
t he V\Y/\f\?f oun(ﬁ’p’ﬁ'casﬂ gﬁ%%rcgg%e%%éﬁg%ﬁﬁggﬁ?%g% ?gal%l e’q 0 urre WAN
Tabl e 130. F%niﬁmﬂmhdst corhputgraHcteéssrto thelsé Idgival \)dn}mmy%sighiag iapracdedsl e i s
set to a one ("1"), Volunme WA Tabl e

path to’each ioglcal volume and checkmg to verify that an attempted access path is

valid. Typically, the access path consists of a host-to-controller Port 114 (i.e., which

Host 1O Processor 184), the SCS} ID {or fibre loop ID) of the Host Processor 184,

20 and the SCS! LUN Number of the read or write command.

The Port Mapping Table Entries 191 contained within the Port Mapping Table

190 are advantageously instantiated for each controller 106, each host channe! 184,

and each logical volume 108 as illustrated in FIG. 2b, and defines how each host

25 port 114 and host port I/O controller 184 connects through array controlier 106 to
each logical volume 108. The Port Mapping Table 180 contains a plurality of Port

Mapping Table entries 191, one entry for each controller 108, Host I/O processor

184, and Logical Volume 108 combination. Each Port Mapping Table entry 191

includes an 8-bit (1-byte) Target /D 192 containing the loop 1D of the Logical Volume

30 on this port, an 8-bit {1-byte) LUN 193 containing the LUN number for the logical

volume on this port to which the command is directed (also referred to as the target



15 130 is exam ned at position 5 (H =5) and the WA contai ned at that

| ocation is read or queried. The host with this WW V\A'Hi,gﬁgoo%ﬁgt ed access
to thi sW‘B&‘i”(?é'{o volune. The Port Mapping Table Entries are ]
advant ageously instantiated for the cofftToller 106 in a single controller,

or for each controller in the case of a multi- 20 controller (e.g.

dupl ex-control | er nf i [ . , f @efpch
| ogi cal voI"ﬂﬁPe‘.D%T%isé%ea éf'}"?'%a’?é}{"ﬁé@é ﬁ?&?%% d%ﬁp %g t?gg@ led @9%@ ?hat
defines howtorgamri@flagmdidatérshe Host Conputer Fiber Channel 1/0 Processors

184 in controller 106) connects to each |ogical volune. 25 Once the
Logi cal Vol unes 108 are configured, the controller 106 maintains a Vol une

Perm ssi on Tabl MWy ﬁﬂﬁ'sﬁ ioRE MR/ vhlid 18" (bR 8§ s &ietkeH allvol une
containing a li iml'?%gmlsﬁa?%reﬁ ost sﬁéglgﬁfnn?t ed acceags( toyt he | ogi C?ﬂ vol une.
Thi s st abl endstécarbigtanted adtiessitodthe tdgicaheiume olfithet Welid” fleg bifi(kit Gyriwseted” access

t h ticul Logi cal . V 108 I t h trol d
e i, " ndhe Wl it nlp s P el eriion o b Ml aien L, “por s
114 and di ske fHgicsPvdithé.s 115 and associated |/ O processors 184, 185 at

each port. The /O processors such WO 01/20470 PCT/US00/ 20312 -19 as host
1/ O processors, Fibre Channel 1/0O processors 184, 185 can be the sane

type, but these ar ' : ' 4on wth
the host compur B vaina ARt Hadle 195 shap of i O Rlpe ATRHARRM 0, 1)
I n ong enboslisA@AD WBfbitt goeition 26Kt Moke onfewknbitd inay batprdidsd dépendisg opor( | SP)
chip 1is used for Fibre Channel 1/0Q Processors 184, 185. The | SP, processor
chip is nethamupber ebdeyjceg)sperpried ol ons ofihess bifs i pan-zrrg; tf’ﬁ'bﬁ'@ "fqgl?ﬁ{ Q Logi ¢

Cor porati o SRS ! B 'acEhedld HyOfHeAhd4Sf1 (Wi ARE ANWNPIYSHAAKE Yy | at i ons
of 1 SP chi pr\éagrp% rran"lug?act uafeds by Logic in the "I SP product famly". 10

Control | er db@spareiing: Haest lndex positien inrthe VolumedWMN Trkle 1881 Fonaxame.iilentity

of the host-to-cantroller rt. 114 wh3 D Wi rdoie command
was recei v%‘?f,'tmﬁg’t'ﬂtﬂ?ﬁ V\ﬁ?’(‘fﬁ%gp' s'%? gﬂ%’%}d&g&’ %ﬁﬁe { éﬁ ?v/\?@%ecommn Da to '
det erggi ne WBoob exarBiicg at poéiior SE(HIZE3 ahd tHe WW/N coritaiged at tizat dacation $ieadoper at i on
of Fi bre Channel protocol 15 chips, such as ISP, is know in the art and
not descri b@'cﬂ"‘ieﬁefsj- uFhehost with this will be granted access to this logical volume.

The Port Mapping Table Entries 191 are advantageously instantiated for the

controller 106 in a single controller, or for each controller in the case of a multi-

20 controller (e.g. duplex-controller) configuration, for each host channel, and for each
logical volume. This means that there is a Port Mapping Table 190 that defines how

each host port (the Host Computer Fiber Channel I/O Processors 184 in controller

106) connects to each logical volume.

25 Once the Logical Volumes 108 are configured, the controller 106 maintains a
Volume Permission Table 194 in its processor memory 182 for each Logical Volume
containing a list of WWNs for hosts permitted access to the logical vqlume. This
table identifies which of the host computers 101 are granted access to each
‘particular Logical Volume 108 coupled to the controller based on the WWNs. A

30 controller 106 may typically have a plurality of host ports 114 and disk drive ports

115 and associated I/0 processors 184, 185 at each port. The I/O processors such




Controll er 106 uses the Volume WAN Table 130 to determ ne all owed and

di sal l owed access to a specific logical volune by any particul ar host
conput er . W@ 01204T0st conputer 101 sends a new command t o PEEHSPRBEr 106,
the controller validates 20 the WAN, coen®roller port, and LUN agai nst data
in the table 130 prior to servicing the host command. |If the WA, LUN, and
host-to-controller port information are valid for the Logical Volunme, the

comand r equesthest O rrecesserst Fibre Shansebl@prorasses 164, 18R aRN Be the $ame e\,
LUN, d h I |
and, 1S OB GERLLOLL SoaRBiiba 5 b Hohi ey ARkt WA 1nd iRy | 091 c2

vol une, the r coma 'S no ted normally and a status is 25
returned i ndicomiputeg drbisk poitte1§5a{fdricomhraumnickiiomni withl thedisksde | s not supported.
(However, three exceptions occur and are described below.) In one
particul ar enbodi nent of the invention, program code inplenmented as

firmarg 301 provigese &MBsdimertOPine iSRS GnliRBligehRBOSI PRReYR (SRS @b | S

conpleted with a "Check Condition" status, with the sense key set to
"1 egal Requesnsec( ﬂﬁl‘ﬁlbrea@lnhmblell@é?rseassmse‘laéeﬂ% o Thed§Pcprocasspr chids Not

Supported (25h) " 0470 PCT/ US00/ 2p312 0, w. f

dosor bt on CEHISFLRE B GOKHEIR PRt 8N f RtaEl ol SES CERRr BN B ng
(HVM st r uct \g585 3eFbdredit) Costd) MeBa SCACIHE2E! Sevelap gariitions of ISP chips iaIs dat a
structures, lists, bit nmaps, and the |ike {;resent on the controller 106,

host 101, andnanséciued b&o@dﬁe@lmﬂ)s “BParedust emily’hei r rel ati onships to each

ot her e S5illustrated in FIG 2b. The existence of the WAN 107 for each
Fi ber annel Loop 120 coupl ed host conputer 101 provides an opportunity
to utilize the W\gontiolleh®06 uses ¢hid LLLIN: numbdraeguested by el hosharad the jientity ef t abl e

f all d WANs he Vo WW Table 13 h | | | 108.
chgssmt,\ﬁ eadhe ﬁtﬁ?tgtf’ﬂméﬁ"e'f agit cHrt- 36!55% 1%68?8@66}(:@?‘??5?%%?@ voa& Q‘Easarray

control I'er 1Q8-pqy b BFwhibs a?é%&ajcea B tmebl v%l c%hnhmt tolcfété?ﬁmméh

requesting data fromthe particular |ogical volune 108 is contained in the
Vol ume W\ Tdbgieall\8iursesthe diosktistlying toraccess. Jawe operatien ofl filye Sannad patesol 08.  The

{ogged Bt RS- P 970 i B o phloebal BibePRligitfe 107 0

further required to vaI i date access. For an array of N |ogical volumes, N
Vol ume WAN Tabl es 130 (130-1, 130 15 2, 130-3 130-N) are provided in
the system |f al ICoptspllend@s wese e %Wlﬁb’e 130'to determine allowed and

disallowed access to a specific logical volume by any particular host computer. If a
host computer 101 sends a new command to controller 1086, the controller validates
20 the WWN, controller port, and LUN against data in the table 130 prior to servicing the
host command. If the WWN, LUN, and host-to-controlfer port information are valid
for the Logical Volume, the command requested by the host is completed normally.
However, if the WWN, LUN, and host-to-controller port combination are not valid for
the logical volume, the requested command is not completed normally and a status is
25 returned indicating that the particular logical volume is not supported. (However,
three exceptions occur and are described below.) in one particular embodiment of
the invention, program code implemented as firmware 301 provides that a host
command that cannot be validated is completed with a "Check Condition" status, with
the sense key set to "lllegal Request (05h)" and the sense code set to "Logical Unit

30 Not Supported {26h)".



the identical set of host conputers, each of the N Volunme WAW Tables w ||
contain the sanme list of host WANs; however, the contents of the N Vol une
WAN Tabl¥Q01203Y for the | ogical volunes wll generally BFETUS/28MEN ]
different volunes are available for a&ess by different hosts. 20 At this
point array controller 106 searches all of the Vol une WAN Tabl es 130
associated with each logical volune (that, is Tables 130-1, 130-2

130-N) to det erY¥emowafores this 1’95&H9t'°"otPW?WearP 8@'PE%{F‘eVb?fl}H§é“"PH@’er'éﬁ3est ing*
host has peygimal e%bﬁl@ﬂ(%?%ﬁuct&emt métholl. NA\Ais RnExP &' AiFgraf ﬁ%@ss a

| ogi cal vol une wh st's 25 world w de nanme appears 1n t Vol une
W\ Tabl e 1m|oas datai sttwwres.thhtst hlatmap&gamdathe likel presentiod the icontrodier 106/ e

per m ssi on ess hat ost S d w de nane
does not ap % 'a'ldn ffg’?lﬂ'@g 'PB?'T'%srto %#r%li’eg @ ccess.
30 Theg Vol UHI@stanh’m FGO. Tarhé @xuaﬁﬂee bﬁthewwnatoaeroﬂéa&mbé‘r@faﬁhem.beﬁ eeds and
Is kept as a part of the Port pi ng Tabl e 190. The Vol une Perm ssion

Tabl e 194 V@Q)Q%@M?@SPWEBQOIQ‘EBMMGS?B oppagynityde wilizecthei WWINolR theldi cat or
195 that i nﬂb&rﬁ{\tﬁ?nq%iaﬁs %9@56%@@&@&@5@%%& thB &% I%Wﬁﬁ' on to

access data’ on ogl ca ese are al so strated in
FI G 2b andTaisiken80 foy eath bblckl%Mn(ebmSe(Acoessttheadzlbparnd:umeog:ddliﬁ)IUMe\‘les
perm ssion to access and which d e search of th me WW

Tabl es 130 [srReEmidigd by (fiSk ATy ROnirpleF r1rP§§P'¥r\”hF§b‘F‘% WYN of fhe ?aﬂ'ﬁﬁ"a'i 'Ff@t
par tigul ar Qtf}ﬁﬁutéﬂ%quéiﬁiﬂé ldgb%nl?lhet ﬁﬁ‘ﬁcﬁ&?%gx&l Goiimii10B is BSnt&iRdd Gnél T her

"true"” (equa al se"” (equal to 0) depending on the outcone of
t he search. Vﬂumeewwml'l'eblm 130t assotiated rwithvine pratidular 1ogical welupte 186enThé i es t hat

a host 10 s db al | owed acc o, &, particular.lagi cal valu when
that host's EB%BF?e? "?\'f?tg@% %ﬂ%’%@i}’#@%\%@%@gﬁﬁ%ﬁ Q?%ed{%té h that
vol ume) , t hihe\éplayBhly £ERdtk s theVolunhe PeriiiskiohTable |é|ﬂﬁ'ﬂi§kfei1um ﬁ|vaﬁua195) for-
that host (as identified by the H) will be set to "true"

i ndicating 8¢fgss.t her anAfray ellas!eaéyelums&tw?'umsde&l Tables ‘[;1%13% 139e ot her -
hand, d f thg ghgesy. | G0Ny drb provideatin iBSySest ' PalYdiHeSay BE accessed by

the identical set of host computers, each of the N Volume WWN Tables will contain
the same list of host WWNs; however, the contents of the N Volume WWN Tables
130 for the logical volumes will generally differ when different volumes are available
for access by different hosts.
20
At this point array controller 106 searches all of the Volume WWN Tables 130
associated with each logical volume (that is Tables 130-1, 130-2, ..., 130-N) to
determine which, if any, of the logical volumes the requesting host has permission to
access. A host will have permission to access a logical volume when that host's
25 world wide name appears in the Volume WWN Table 130 associated with that logical
volume and will not have permission to access a logical volume when that host's
world wide name does not appear in the table. Thus the array controller controls

access.

30 The Volume Permission Table 194, is generated as the search proceeds and

is kept as a part of the Port Mapping Table 190. The Volume Permission Table 194



15 appear, the Volunme Perm ssion Table 194 entry (Perm' SsSi on Flag 195) for
that host (as identified by the H) will be set to "false" or "0". Wen
the host wemae4s 101 attenpts to read or wite a |ogi caPCTB$AE81208, the
H" 151 for the requesting Hdst is deterzined by controller 106 based on
that 20 host's Fibre channel Loop ID 152 which is returned by the Fibre
channel 1/0 processor 184 along with detailed information that ful lé

defines the oskxes aFermission Indivatey 195 that ipicetes whetber the artiader mﬁt with

request is a dressed M [ eqgue n (whi ch
ni ght indica @ RR™pY "ts‘fc s%dﬁ% %ﬁ Fée (9?ﬁglr econ?r gﬁ%seeugbso ume and require
speci al handljjusedted IlEIGI2baghdCiaaitifiowhieh hbSbasedesra thieridast tiitex \iGH )ihave

Perm ssion Table 194 for that H and for that |ogical volunme. If the

perm ssi on i REMAsHAYoacaessiapd whichidomothat HI is true A "), the request is
executeg normal ly. That is, the read, wite, or other access request is
executed using the normal procedure for reading or witing data to or from
the | ogi cal vol umas tBa deaech o!t Ithrr Viohwree, WWNt mrqzsariﬁi?smbcﬁedj i Vatume

associated with that _H e |q i ich t equest
i s addr essed Aegnisg(pr Zakigy ?’? e’f‘Wéﬂ ﬁ@a&g %ﬂsg%s ‘?eé'!tl %@1 C 'F'Qf'vrgl(r:t ed

back to the QR H GG hy ViB&u n&hé Slitcoffe 6L/ 20470
PCTNSC)C)r10312EE’Q%%nﬁ cond?ﬁ? éﬁmsfg{eq():?g fél%:%n |ta|$§,rrrus) dg?(%ﬁsa':ngv%en t he request is

ei ther an "i fupseapch. Eomexample, # the Walurde WWNiTgble 138 searamientfies that pdyesl t L UNs"

Cont 1o at i oreid RCRNPE hesep (7 Porlt, BRBA Vo e oA ENAY (1

reconfi guri nGppéus Y heSVohie vmmraerotmotéysbaaéd vr&th&!liat vekntel\ethe volurmsl | er
106. W descrr e aspects of these special conman gareat er et arl

el sewher e i n Refinissigipdablei184enin(Perpissigr fiag 1ORLIe F*WE]U‘P%* '9%’??@6‘? Hieque, and
Report LUNs B-Mfﬁne NG Strudsl orPe ﬁﬂdi@a‘iﬁrg tﬁ'ﬁqﬁg?\o&yha% HRads goofhafiﬁblégl' cal

vol une and 1 ogi cal vol unme ‘does ndt have perm ssion for that host,
the array cowblupiel eOnthd btheralsanel; if tlamqeeryddentrﬁﬂsmaﬁ tbe hasts WAV daes sels. | f
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normal ly. 1!?34\{%%5(5Bﬁ@ﬁeﬁﬁmngeggttgu@ggcbregmmnd rreans t hat upon recei pt
of a read comman
When the host computer 101 attempts to read or write a logical volume 108,
the Hl 151 for the requesting host is determined by controller 106 based on that
20 host's Fibre channel Loop ID 152 which is returned by the Fibre channel /O
processor 184 along with detailed information that fully defines the operation,
including the LUN to which the read or write request is addressed. If the request is
not a Vendor Unique command (which might indicate an attempt to configure or
reconfigure a volume and require special handfing), the array controfler 106
25 examines the Volume Permission Table 194 for that Hi and for that logical volume. If
the permission indicator associated with that Ht is true (“17), the request is executed
normally. That is, the read, write, or other access request is executed using the
normal procedure for reading or writing data to or from the logical volume. On the
other hand, if the permission indicator associated with that HI and for the logical
30 volume to which the request is addressed /s false (*0”), then the read or write

command is rejected back to the host computer from which it was sent with an error



the array controller wll read the data fromthe attached di sk drive or

drives (logical volunes) and return this data to the recei pt of
e fiaiia ooy

awite the array controller will store the da t he host
to the attached disk drive or drives.”20 In addition to these procedural
steps the controller 106 should also verify that the |logical volune is
mapped to the controller port on which the command was received. As there
can be nul't@ﬁ‘?'@"host-to-control | er ports 114, 184; and a |l ogical volune
can be mapped to any single one of the ports, to any selected plurality of
the port, or to none of the ports; the cont,rol,her 106 shoul d assure t hat
the | ogical vol §pecigbcangifopsexstvdiendhe requsstis either an, /pquin| gommand, a

host - o- Con%%cqugnicﬁ%;%:o@ﬁ'lgﬂﬁi &'t PRI bomiisihd! SRHfis¥ @9mmgs @Rt r ol | er

shoul d al so vertf ogi cal "volume is mapped to the Logical Unit
Nurmbeps ( LUNjenefally essodatediwith Seterminieg cthe pronfigurationh av echatasterisicogf ¢k units

as defined in the. SCSI and Fibre ann specifications hj oWs one
port to acc%@?"hﬁﬁ?"“&i@%@ﬂgﬁ'g @i ’ﬁ&?ﬂ%h?‘,‘"ftgﬁhe 3@%?’P8f FRPIRI the@f, ?%h that the
WW is 30 b Cohivblier ND6. VADbEsHHbY Akputss ofthesd SRR coRARNIDIROgred& 01/ 20470
PCTI USOQO 20312 23 These procedures allow the host 101 and read and wite

data when adetaiselséwhergdn this spepificatien. ther jodhaftthan, Inanisy. YendggUsigues#ndine 108

is present in t rra | ' : to that
Logtoar  uni ReAHSAR (R sfnghh. oo sBlo iRy i) 6 RhialGuimepRt, 0

vol unjg t o bie e $61Imardbep dlot hiveapdrinissiohefoethatvhest, thezarayscontrellen wiill
permtted. Providing a capability for the host systemto identify the
presence of asspd an gyPeeAndiion aRt ey PS8 ved to a particul ar Logical Unit
Nunmber is desirable because conformty with SCSI standards is desirable
and it is required by the SCSI protocol to allow any host conputer to

det ermi ne what dif theabestihasapeanissioh @ind the ¢ommeandtis @ejieran: inguisy, gior tthat

storage all_,(sjze,. transf C It C de J

cont 1 gur at | VHHHSF Opiols IR 2 eeBLnls e bie comignd ik fskdsed ridfnaty,
reserjsed ar Rgme pioeBssidtia rebdl comivand frieans that tponaeceiiwltirgad edmmoandn Di sk™
(COD). This permts nore efficient array controller 106 configuratjon when
an array cbatarey centrolisr wilyead the daly, fram e pitached dipk drive of dpves @W?L ol l er

failure). Thgud LAREAGHTR a8 edsk UnbR Redeth bf &fte dfinddhé ey

configuration
' controller will store the data sent by the host to the attached disk drive or drives.

20 In addition to these procedural steps the controller 106 should also verify that
the logical volume is mapped to the controller port on which the command was
received. As there can be muitiple host-to-controller ports 114, 184; and a logical
volume can be mapped to any single one of the ports, to any selected plurality of the
port, or to none of the ports; the controller 106 should assure that the logical volume

25 can be accessed through the particular host-to-controller port on which the command
was received. The controller should also verify that the logical volume is mapped to
the Logical Unit Number (LUN) of the command. Since each port can have many
logical units as defined in the SCSI and Fibre Channel specifications, this allows one
port to access many devices. Finally, the controlier should verify that the WWN is

30 valid for this logical volume, as already described.



automatically restore it rather than having to figure out its configuration
information during a separate and tinme consum ng reconfiguration

procedur eWOMBP40 Configurati on on Disk (COD) space is | PRTUSW203Re nmaxi num
nunmber of connected hosts may be linit¥dd; for ekanple, to some nunber of
hosts, such as to sixteen 20 hosts. In other enbodi nents where COD i s not
I|mted t he maxi num nunber of connected hosts paranpeter ma be set to 256

entries so as to Hiesenresedyes lqweine host 0d @pd Fradand Mrie datg w h& PETESY 1S
| d | 25 |
popul at e Opﬁéﬂl@gfgﬁaé{o\ﬁg%&@a%g Jmfgigsi VA1 8 PRkt iR RRLArkdyCabdi 9 the n

addition to firmvare in array controller 106
uses the Hostomfutivgsystérs 100 and mbmbthat&waalm&qumﬂt-W) butfdogs aofchannel
|l oop ID 152 orre e 13 host s

V
101 to chang@"""‘fh’@qa 3Pt?%d?93?a?g$'5¥'wéw¥8}3rﬁ?8?ssfgéﬂg }gfgﬁgvﬁﬁt?%gu ffecting
the Volgire VWbleiaid fot detiitted Pk&rdmgta bbb dr IhéThbstisybtentitcl @entdaete fibre

channel port on array control The maxi mum nunber of fibre

channel host preseree(ofiing lqgmabvplurn%@mtawmed tQa%@éW@'a’c—Qdeai Ynis Numbgr 56 t o

allow any lo |nth --------- T WO
01) 50470 PCTPERBRP BsA® doBfifinlhin] SC8) Saivards i dediabid frig f Fypawiety -
with firmar fheCBE‘BlE}iréibaﬂltd diowhkMiyhbeabmpater fdﬂét@mm@gnﬁdﬁetofage&ﬁ availatye,
Initialization Primtive (LIP) which resets the Fibre Channel t he

firmware exe8Md Whet the\parpmeters#fthat stioragecll (sige. trBSfercapReity) 859 i nformation 5
fromajd hosts 101 on the loop 120. Fromthe login information, the
firmvare constructs the Volunme WAN Table 130 as well as the Host I D Map
Tabl e 155. TheseFtegoeritiyb thescanfiguratioeof themrtaﬂe:mhdler(s) AORviss stored ompabi l ity

i bre. prot oSS TEereder @8 DI 5 BERTBLI0 ARIGRNESEISARIE  Turn-
| dent i fi es a(bosy, ThE hehinkdimaresaiaért efray Wbhibler (66, cobfdupation\iten arldiay! 00D I D
152 is nappedtothe host by: (i) first mapping the |oop ?,D 152 to

t he Host | ndesntrofer, nsarnepqueq!) (suma rasﬁéqype*ﬂynqlm@ﬁpba cpptppiigr failyne)t o thee host
mé(r)z%f TQQZ@%@Qan%@%H%gﬁgg%@g@e n%@g"égg?@ﬁgaé{ﬂgq %gﬁ{eknef ng rHp')’ar ticular
host shoul d katogiticHe testors dxathepthan lhaging & figupé oateits configuration information
during a separate and time consuming reconfiguration procedure. Where
Configuration on Disk (COD) space is limited, the maximum number of connected
hosts may be limited, for example, to some number of hosts, such as to sixteen
20 hosts. In other embodiments where COD is not limited, the maximum number of
connected hosts parameter may be set fo 256 entries so as to allow a sufficient
number of entries for a fully populated loop in accordance with the fibre channel

specification.

25 In addition to the Volume WWN Table 130, firmware in array controller 106
uses the Host ID Map 155 to translate from a host computer's fibre channel loop ID
152 to the correct Volume WWN Table 130 entry. This allows hosts 101 to change
their particular fibre channel loop ID 152 without affecting the Volume WWN Table
130. A Host ID Map 155 is maintained for each fibre channel port on array controller
30 106. The maximum number of fibre channel host node (WWN) names that can be

accommodated is set to 256 to allow any loop ID in the range of 0 to 285.



15 V‘e hi ghlight an enbodi nent of the inventive procedure 300 rel ative to

the diagramof FIG 3 (FIG 3a and FIG 3b) begi ns
W th a (e)t(:bgrmynatlon as to whether thegre has been an a ?ﬂjswyia host to

Iog| n (Step 302). Wen a host login a4terrpt is detected (Step 302), the
Control l er 106 searches for the 20 WAN 107 of the host attenpting the |ogin
In the Host WAN List 153 (Step 305). If the WW of the controller
attenpting the login is found (Step 306), the position of the host's WW"
107 in the Host ThHeKfrst froe B5@nirolier i96He booted dwith frgware tontaipingythe iHYM ot

found, the 1Q7, of t ost at t a end of
t he Host V(%%Nfﬁ 3?"%19 Fg 8 's‘???)'"ﬁﬁgzat'?fgf’ Fl ﬁ%’?gﬁ'ﬂ “fhé‘:ht'%ggllg—bé%)l:fbﬁegex 151.
The Host | nEigahnéP thedfirmward BRdtutiig?mare contllérfoshietievetnapgia iforfiatiorh e
position indicat ed by the host's Fibre Channel Loop ID 152 (Step 308). The

contr &l | er ftang alihboste JO1 cant et loep A0 O\E»’Qﬂg th¢ Aedin infermation,: the, irware pr e
Channel 1/Q Pr ggv\%ﬁ% vg’rraé’ ?@?Nc,%g%oﬁd g.q%s't ,brﬁ?p 10 P1r5gcessor on

whi ch t he r%o(ﬁ’a ogl cal whi ch

t he commandThese twetapéscid térideappradide :he(fifhmapar theeapamlfty tootdreecty tnqrsldte s 30
information is typically unique to the particu har dwar e t | ement s

hat
the Fibre WhadkardD 1928 g %?Ee‘lé’ﬂm Hf@ﬂbghéfﬁBFeeprP?"ﬂl&h oés?chﬁed her e

in detail.) / {51 P; f icAviApns th
controller i@% 19 tmagénttlﬁ& %ﬂe@%&?ﬁ@ﬁ@%ﬁtﬁ esl\/ggﬁ'?'ymewﬁﬁts?%reﬂ 312) °

whi chiocont ai0w tEIffectiielyurﬂle Impnle!ﬁZJls mapmad toothef host VWIWIN 185 by:ali) Trst ume 108.

nat - LUN t BapRng e o0 1} R Bt e SR brard e apine e TP U@l T . '

access t hat 1408 #alhoSt WWNrm?1%s($p%aoalé%hdvdnftagaowbsdsdme ohlyss sMEIN 107 i s
found in the Volune Nane Table 130 for that |ogical volunme 108,  the

control | er (rogimusnsnumker\ef| saaEches raRdseqmeparisonsnai@ Nepded Hor detoraning i £ to by
oon Tor (e bl Bl Aok cB bty 8, T 10 VR 2 0
Per mi gsi on Tabl e 194 entry pointed to by H to "false" or "0" (Step 314).
feceived. On recBegionBhLah88od @%@@@fc*ﬁéimrégﬁ’u?'?S'%?éfé'@r‘f%ﬁ?é&&mg% or wite
flow chart diagram of FIG. 3 (FIG. 3a and FIG. 3b) and which begins with a
determination as to whether there has been an attempt by a host to login (Step 302).
When a host login attempt is detected (Step 302), the Controller 106 searches for the
20 WWN 107 of the host attempting the login in the Host WWN List 153 (Step 305). If
the WWN of the controller attempting the login is found (Step 306), the position of the
host's WWN 107 in the Host WWN List 153 is the Host Index 151. If the WWN is not
found, the WWN 107 of the host attempting the login is added to the end of the Host
WWN List 153 (Step 307) and that position is the Host Index 151. The Host Index
25 151 is then placed into the Host ID Map 155 at the position indicated by the host's
Fibre Channel Loop ID 152 (Step 308). The controller 106 then collects the following
information from the Fibre Channel /O Processor 184: the controller (Step 309), the
I/0 Processor on which the request was made (Step 310), and the Logical volume for
which the command was targeted (Step 311). (The process of collecting this
30 information is typically unique to the particular hardware that implements the Fibre

Channel /O Processors 184, and therefore is not described here in detail.) This




command, or an Inquiry or Vendor Unique command), controller 106 determ nes
the comand type (Step 302). Once a command is received, controller 106
det er mi nesWOHIRME0 t ype of command to be an I/ O command ( SREIUSHS281Read
Conmand or a Wite Command)’, or a Vende2 Uni que Command or | nquiry Command
(Step 303). If the request is an I/O Command (for exanple, a Read conmand,
a Wite commuand, or an |nqui r¥ command), controller 106 determ nes the

i dentity of t idormationgiewsdie eqntrolieriAg inidentiy theeauedl PrE Mapctabia, 11 (Btapep

317), the hos O, b RV ‘aﬁ“ﬁ .

correspondi ng%?%g?vhfgﬁtcertc'}?ﬁ?re to aﬂ?c tﬁség'%?%)brlr?rgggﬂ%r?%éhgri eg{s?(glgn?é?se'p 319).
The proper PoiThe bbrimileryl OBabhéreseasches i YoluimadNeine Dabide ha0 essotiated|véth, thatost

port 1/0O proc or,.and. | agjcal vyolune, ep _320); and the st, Index in
Phe Host | D it e defpeminerif el host Bterbirti e foat S aoBrbie atvest Bationtilos
(Step 3Z]). Coalme!1081(stth 31887 RXRAhE RestWRNAI7USTRouRE iineSidiind RBMR 194 at
the position pointed to by the Host Tndex of the command to determne |If
the position Tahlernag fosthat logisaltvolume s, the cantrgier 106G sets the ojunfeSPermisaon) . | f

A ti o : ! 1 ' : | .
per mi ¢t and EORIPSAEY PiBis o ok nd BO S WL Al G, el il o)
The process t hffehfgrWvd Bhoffdind Rr @it Sodical e6luM8 DS, tRE chritrolibre1 06adeticthe s

fal se, access to the |logical volume is not permtted, controller 106
responds wi t hVakimedlegnission dakie 49¢ erdtyaeinteditp by én alse” an "B ($lep 33Hndi ti on

I ndi cat?dwg that WD 01120470 PCT/ US00/ 20312 -26 storage space i s not

avai l abl'e for that |ogical volune, and the process conpletes and returns
(Step 326). If theCordopliers106 waitsforaan hbstCacoessraeqliebi (e.g.ns tcomthand} kebean

| nqui ry Command, or Vendor Uni que command, then the response depends on
the type of E"&ﬁ’?fﬁ%d.gnl‘iec?‘ﬂte"fr éqﬂ‘ésgta"f’gssaWﬁﬂo MURYEIRIE: ¢ fr WhRtrol | er

106 processescéhi@and of 8 BOVERo Yniqdd Corfirbnt) "Sontraile? R0S Bétbrmidss b eady

descri bed, Host-to- Vol une pping (HYM is an enhancement and extension of
t he Vol une Nappimang typg (Step 362) OPnge aicommand is repeivasi tordiofien108| detesmiines

descr L0 2 g b9 oRDERLARAI! 0ud! L i PcBRranB B Vi o
mappi ng dat a ebmihdy), r a YendoRBhigod Came@nd 6F Ingaisi Comipari(Stepdogye. I n the HVM
enhancement we provide the host's WA\W as a further access path qualifier.
If the request is an /O Command (for example, a Read command, a Write
command, or an Inquiry command), confroller 106 determines the identity of the
20 controller .in which the command was received (Step 317), the host port of the
command (Step 318}, and the LUN and corresponding logical volume to which the
command is addressed (Step 319). The proper Port Mapping Table is located based
on the controller, host port I/O processor, and logical volume (Step 320); and the
Host Index in the Host 1D map is identified based on the Target ID of the command
25 (Step 321). Controller 106 then examines the Volume Permission Table 194 at the
position pointed to by the Host Index of the command to determine if the position
stores a ™" bit (true) or a "0" bit (false) (Step 322). If the Permission Indicator value
is true, access to the logical volume is permitted and controller 106 processes the
command normally {Step 325). The process then completes and returns (Step 326).
30 If the value is false, access to the logical volume is not permitted, controller 106

responds with an error condition (Step 324), such as an error condition indicating that



The inventive procedure 300 is advant ageously inplenented as a conputer 15
program 301 defined and stored in the nenory, Ut M 182, of
controllg{oﬁéé&gnd optionally stored in nenory of a host séwz'\%

storage. nmedia and downl oadable to t i control l er. The pr ogram pr oduct

301, or executable portions thereof, is noved fromnenory 182 to RAM 181

associ at ed 0 r . 1 y the
Processor 1%@%% ? élacgq€ﬁ§ coﬁ% }egff th(réﬂgé%ﬁ Ig%:@énees%lgdr th %ce?s %ﬁ&%gg?gf ers to:
RAM ROM Neltefhd (@tep 328Dif thet requisst ishnet awf/O comriand bot nbﬁeaea“thebah wiry t he host
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Channel é@#ocesi@ﬁgél Hg Gor 4 égf&'%r 1 45”@%&3%{8?8 cgen t‘génd 25
recei ge dat@nimamindnmalyoand camrps:(&texssuﬂl and buffer this data in the Data
Cache Menory 183. Likewi se, the Fibre Channel or SCSI I1/0O Processors 185
(185-1, 185-Zz ..., 185-N) send and receive data fromthe | ogical volunes
or disk drives 1A8apdy dedérdbRl, HobtoAmnd Mabb:ﬁ? '?HVM{ G2 8k nBRdament 86.

Processor 180 coordinates the activities of he 1/ O processors
184- 185, arrhdexension of the-Vieluma Mapping{YIM) capabilibref theipmay eenirglienalreagly te
t asks, and h I P 4

vent i ve. raieRiipdn A i B Risbbivg:dela SIUR'aT S poribucd ol |

part 1oec aUSIsas&DB?f'ﬁdrdbgiu’al leume beﬁﬂ'lwe?dieamﬂ\asﬂﬁtpbﬁmépﬂuﬁécdaﬁmteré isstructure
142 including Vol ume Perm.ss |l e 194 associated with each | ogl cal

vol une was Iingfaptiated fgr ei?&d%"&ﬁ)""ﬂ'["ei !ﬂﬁhﬁ HViM,enhancemens e rrRYidg thethests nvent i on
descri bed Waé&fdr&eﬁa&!&gyp&? amg,ry to exam ne one byte (one-bit). before
access privileges can verl and a read or wite operation can be
scheduled. A less efficient inplenentation of this functionality m ght be
provided within.the inxention ut er ion Tabl.e 194, but
Phen a separ at o TBdpietys iefgfh pils siRFtegeel/ MolerelaE 1208 soPREt o every
read @nd W prografopiaBiel 308 caifiiéd] and-@torek iblecemerhOry haiemywnm big2pof

requi rement to search through and conpare up to 16 entries at 8 bytes per

entry of al fontrAker\IOP @rd opligualy ploead in SAPTRQSY ob8 ERSLAPreRtaenstorage medld writ e
operation. No flnfabstie s fik SoMtRibd TRE pHgratmpiodudt38T Sor&RBRAEHIS Potloer €

conpl ete

thereof, is moved from memory 182 to RAM 181 associated with processor 180 of
controller 106, and is executed by the Processor 180 within the controller.

20 Processor Memory 181-182 refers to RAM, ROM, NVRAM and combinations thereof.

Data to be sent between the host computer 101 and the logical volumes or disk

drives 108 is buffered in the Data Cache Memory 186 which is accessed though the

PCI Bus Interface and Memory Controiler 183, though other interfaces may be used.

The Fiber Channel I/O Processors 184 (184-1, 184-2, 184-3, ..., 184-M) send and

25 receive data from the host computers 101 and buffer this data in the Data Cache

Memory 183. Likewise, the Fibre Channel or SCS! I/O Processors 185 (185-1, 185-2,

., 185-N) send and receive data from the logical volumes or disk drives 108 and

buffer this data in the Data Cache Memory 186. Processor 180 coordinates the

activities of all of the /O processors 184-185, and handles scheduling of tasks

30 including read and write tasks, and error handling.



and woul d i npose significant limtations and increase response tine and
reduce througjh ut for the entire system In the preferred enbodi nent of
t he invent‘fVBH,’z@mlS search is only required at |ogin and RETAHNUBYEY  access
privileges are determined véery quickly2ising th& Vol ume Pernission Table
194. The above descri bed enbodi nents provi de several advantageous features

and capabilities. _These jnclude: (1). A Logical Vol une s.to si.ngl e LUN
oniy oh a 20 spedPPeRbEmaGHY miniizes Hethuiities o soaitaLSRaeS FLFHAT s ane
LUN for all hpgt Sedalled aﬁr@ﬁ@éraw&gan%eem_ Stfuchi8a MRflinfeR biatestiueird A4 he

Vol une Perm ssion Table (or Host Tndex Bit Map); (iii) a Logical Vol une

may map to diifdheding VolummsPaermissioni Tabler €94 assoniated| witly eagh logicalfvolume wad st

PO ona si rip, ek o Wi 1 e FBRa RN, e ISt shabrtion Bie. RIS Vo e
25 Per mgssi orpnhaRéseséary tblogdantinkd ore Byte [dn@bit] eford ictergi pritiedee vianebe V& now

return to a description of certain vendor unique commands so that the
manner in whiveffiech@ndyatfead Ry WHte SpergliomIcRy ke rfichedulesy 4 laet SHidedht e HVM

and reconfi : I adi |
30 under ot oo P emEERof AR N cBbnAL AR FudE D ifine YRR bR el 1Y
configured, avalumeaRermissionTablkl194) bufi theh avsHparate desrendé tie VolumehVWNvay, an
array control]er 10@?Lhat i S t%o 01/ 20470 P _/USOO/{Z#)SlZ, - 28 not

confi gur ed asragé?r‘tm_ ? FRAVSSS PR RYCRO TP A7dyiite. sommand meeled-, ‘_?rceéﬁ'?"?'ﬁur ed to
oper at §oCor r aadrb Ywolid be 5 R&quitBimBitao WEiYeh Iidudhf arldtentpard §p &046 bntriés 't yst em

100. Configuring the controller to operate correctly with“the |ogical
vol ume 108 arhytesipehentnief ali thed(nlurse BV dables) 130 feneach end everi eeddand writeD 1

i nvol ves buil ding a nfi.guratid ons data structure. and passin at data
it et ure 1o PRetan, 3P SesRteBtpE ok BB uih Wik el s oS AR
descri be t hesgdl walil€ Fhpose! sigr;ﬂiﬁcﬁﬁtnﬁmi&lﬁblﬁ bed) intteRBS rBdpoRéd YimeRArdStedude user on
t he host conputer (any of the host conputers 101 connected to the

control | er 10Bpughryt {Fithe;entie Sysiemg Uk dhe Brfereed erahodiment of therinyeniomdst s
o el ol T RS SodPin Rl ST AbARE SO ™ O
t ransf ers t hajuiokiynising diveaVolme Satnaissic Tabletod. t o t he array controller 106
t hough the Wite Configuration variant of a Vendor Uni que command.
The above described embodiments provide several advantageous features
and capabilities. These include: (i) A Logical Volume maps to a single LUN only on a
20 specific host port; (ii) a Logical Volume maps to the same LUN for all hosts that are
granted access to the Logical Device in the Volume Permission Table (or Host Index
Bit Map); (ifi) a Logical Volume may map to different LUNs on a different controlier or
different host port; and (iv) multiple Logical Volumes may map to LUN 0 (or any other
LUN) on a single host port, provided that there is no overlap of the Volume

25 Permission Table (or Host Index Bit Map) for the Logical Devices.

We now return to a description of certain vendor unique commands so that
the manner in which the system may be originally configured to accommodate HVM
and reconfigured when changes or updates are desired, may be more readily

30 understood. Vendor Unique commands allow the system 100 to be configured, and

are not usually logical volume dependent. In this way, an array controller 106 that is



Controll er 106 acknow edges the successful receipt of the command by
returni n‘g a 15 0good SCSI status to the host in response to the Vendor

Uni que cOMIHHY?O Fourth, at the conpletion of this Wit &EHPIE2ati on
Vendor Uni que command, the array cont#oller wites the configuration data
to all of the disks (logical volunes) attached to the controller. Fifth,

the host issues Reset Controller, Ve r _uni que .co nd to _the array
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20 conpl et igyartd chiesdtiRith the anfeRBWRAINsE107186the hos010mI thel spstemippl i ed by
the data in the <configuration structure. The earlier description also
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either an "j iry' . K [ . r " Report
CNe" commefi gl s PRl esfonts 38 hotly 181 ol 8 B ng & Coffiguratond CECT

i S a sonmmardatd Baictadel @nd passing disdt datanstrueturet to thet srtay centiollerathyoudhtan
storage space is available for a specific SCSI Logical Unit and allows the
host to deYendar Heaygecrpmantst er characteristics for that SCSI |ogical unit.
It returns specific information detailing the storage capacity of a SCSI
LUN, the transfer capability of 30 the LUN, serial nunbers, and ot her

i nformati on. A Wedescribaithpse laginahvolimé sonfiguatiomstegs bhiefly. Hirstausehen uni que

characteristics of th rray. controller (f exa : 01/ 2047

T Uso0 2be Sostcsgipifer et i 56 Bettdrompuiers T, o ered 1o Ho, BiRs 88 o i br e
channgl spegiijlis & dbAfRADfation datalsiaétaiem mem&liﬁémanaémargaldm@b@cussan andard
SCSI or Fibre Channel commands or protocols) to be determned and set as

wel | as al | 3@ beavtomatedshased gn infermadion salte orizvailablepirery other seyrcaHB. Thi s
special tr t 1.S:i~A0 | e
re-confi gurelgéd{[:? g‘teogéeslrt %p@ggﬁggg’ {&bé \jﬁv{att r@ﬁﬁ?ﬁ?ﬁ acarétf&%%ts]{eg?g ﬁ%xéﬁaﬁfes of
Vendor Uni ceontrolgpd 06 though diee Wintd Qaldigufaéiorbedriabboffa Wewdor iUnique comenatid. and t he
Read Confi guration comuand for yeadin nd setting the array . controller's
cont i gur at FGRITOLST 1 BATKAIeddRs the SHFOBERI APea o HfcATIAN B et TBES t he host
di recfs accegsdigts) il 15 lfhef]kas't mo8spdhideites Véﬁtldrbeg@ﬁ BbmAlah& Fouteae

commands are 10 known in the art and not described here in greater detail,
except as ribeceomplation of thiss Write) Cogfigusation Werder ridpigus geramand theearayent i on. -

IT the requggtoiet whths tROM R SR ERS to AT R Gid% (oSibIVBluns) dtendd i return

the controller. Fifth, the host issues a Reset Controller Vendor Unique command to

the array controller that causes the controller to reset and restart. Finally, at the
20 completion of restart, the controlier 106 is configured as specified by the data in the

configuration structure.

The earlier description also indicated that special conditions exist when the

requested access is either an "Inquiry" command, a "Vendor Unique" command, or a

25 "Report LUNs" command, as compared to a read or write command. An Inquiry
command is a command that allows the host computer to determine if any data

storage space is available for a specific SCSI Logical Unit and allows the host to
determine the transfer characteristics for that SCSI logical unit. It returns specific
information detailing the storage capacity of a SCSI LUN, the transfer capability of

30 the LUN, serial numbers, and other information. A Vendor Unique command is a

command that allows the unique characteristics of the array controller (for example,



conventional Inquiry Data, and wll indicate whether or not that host has
access to 15 the logical unit (and hence the | ogical volune. If the host
does not MOM28478ess to the | ogical volunme, the control | BETAW0R032t urn t he
inquiry Data with the Peri‘pheral Qualifd er set ‘as an indicator to indicate
that the array is capable of supporting a device on this SCSI | ogical

unit, but that no device is currently connected to this SCSI |ogical unit.
20 I nquiry C&mﬁmﬂisra&msﬁﬁﬂmté’@fmqq’ inhthe SES) arFilyarchapral spedficafiensang
specificatio I ta.

I nqui ry dat arghe ésfg'te @'op (“t{il g@hle %ﬁ%@%@%@é@?ﬁé %gﬁ#égaﬂg’t%wnépt o do

W th data st Qrstéton) tds be'fdeted'ﬁme@end bét asswelhas siiowingf athertdpecialcopeatidnsated t he
host to determine if the device has 25 an tor e, and tﬁ det er m ne what
the device idhegipmgecapay 108y dWsspegal Ffsé?weaéta s acgontrofleryBpbis A%t a. The

SCSI prgt °C°'coﬁ d?ﬁottﬁoa€ForffB@8§| {ar%géﬂgl 138 céﬁ' Vi 0 éd%bﬁed Gesesri ption

is applicable t par nne | npl enent ati ons of
the inventi orExaMbles ef VemiboUniqug typé tommbrdsS@Ddesthe Sef Cardigisatiort conmmand

required, alt na%iv r c ur es rraé E" supsti t %0 Fi naII \.f the
request is aa“ agd fpr Hgé%mdggegtg@ ?JIQ"W)?RE ¥ 70
PCT/ US00/ 203 chnfglu%on' %@trkL%Orhréudiﬁ@vpbfaﬁ& BymiBRd SHRh SRRGIthe G ON) |
then the controller conpletes the command normally, reporting only the

LUNs accessi Isirectiagcesscio s disk deydesnstatiaghadhie the opnfealier. Theme ﬁgmmandmrec ormmand

return |nfor t h I t o able to
t he ho on tkﬂg‘% ?'1 E’re eﬂﬁrﬂﬁh@&%{;ﬂl{%ﬁﬁ{éé@&%ﬁ?é@@ )Sg&}} g r?é'c San

I nqui ry, Ven(aggcﬁdalsml hafdindieRfdd to HdNavdntioe conmands, if a request i's
made by a host for a |ogical volune and the | ogical voI ume does not have

perm ssion for that host, the array controller will assert an error

condition and deny g é‘(}%@?t ,éhg}{ k&?@ﬁgj&,ﬁgﬁﬁ@qh@qr ?&l&'ﬁﬁ WiRYetD®

asserted by setting a tion sta or that command, and
returni ng SCSbnvsatiorel Dagiy Watahanmwillmme whetyleselt thdhatIHoetjaets acoessatiod and
the Adq'i.st | On?l'\e lgglggleun gr?d hence ?g)e 1%8&'1%% um l% tth}mst does not have access to
the logical volume, the controlier will retum the /nquiry Data with the Peripheral
Qualifier set as an indicator to indicate that the array is capable of supporting a
device on this SCSI logical unit, but that no device is currently connected to this
SCSl logical unit.
20
Inquiry Commands are handled in this way in part because the SCS|
specification states that a SCS! LUN should always return Inquiry Data. Inquiry data
is status data about the SCSI device, and has nothing to do with data stored on that
device. It is an issue for the command and the host to determine if the device has
25 any storage, and to determine what the device is capable of, for example, how fast it
can transfer data. The SCSi protocol runs on top of the Fibre channel layer, so this
description is applicable to both parallel SCSi and Fibre channel implementations of
the invention. Where conformity with the SCS] specification is not required,
alternative procedures may be substituted.
30
Finally, if the request is a “Report LUNs” command, and the addressed LUN

Y



Supported. Check Condition, Illegal Conmmand, Sense Data, Sense Key,
Addi ti orkgé e Code, Peripheral Qualifier and Logi cal Clllm h Support ed
oy shoypfa

are stan | ternms and are not dgscribed further here. n addition
to these commands, Host-to-Volune Mapping (HYM advant ageously uses
several particular Vendor Unique direct commands. These are referred to

net e s Hostf @uMab iR gMhRRby e S4kp Bk HERIRE SomBch dplete BTN |5

a SCsl Vend I'que ows confrguratron data to be 20 sent *
and recei vegbnimarndrorarallyyreparting ohlydhe LUNs siecédsible by theohasteedueptiniontbe ( HVM

Di t Co ds i | : LUN Map, Wite, LUN., d. Read VWAN
bl o Tro eamand A RePort i, commEnd sy RionBalogaat SRRl B Soste. 2t
i nformation @%bﬁi@&é Yilable BYhE Rkt bR Haefibré QRannBgt thadcoiemeresyo! une

Mapping in tion fromthe controller in order to display the current
configuration of the |logical volune array to the user. The mappi ng

St ur e det | notoh e ey BiGEpfk unkfe, 6 retph L URBRIH gttt

is stored i pqubs IS'MadY BY atobtEor® Maical wilurhdandihe dogicab vélomk dess Adthave 30 and
preferably in special reserved areas (COD) of the disk drive as alvel . WO
01/ 20470 PCFermisignfonthat host;the angy coptiplist Wilassers Anefer PRRAMON; 39 deMle Read

LUN Map co [ | : | ' edcentex(20h) in
the contr orggt{r‘l’g?'i f‘%ﬁ%@@p'éiE“&%%ﬁ@F'%*@gmﬁ%éf’%?% tgé&@aﬁd? ustrat le‘él [ n)
Tabl etd . 5 Tehdition statug dorthatrgonfReard!, BhiNretbrpingSQS) rISeosé Pata with thet Sabsemand CDB

2 DOND P R kgt Eormand SP R AAHSTIR onspcCory 3% 4 LA U unber |
(M5B 4 Logi @ghporebiUBhebld ToRditidn, HiRYyal Coinfnalis B¥h¥& Data, Sense Key, Additional
Sense Code, Peripheral Qualifier and Logical Unit Not Supported are standard SCSI
terms and are not described further here.
15
In addition to these commands, Host-to-Volume Mapping (HVM)
advantageously uses several particular Vendor Unique direct commands. These
are referred to here as Host-fo-Volume Mapping (HVM) Direct Commands. A direct
command is a SCSI Vendor Unique Command that allows configuration data to be
20 sent and received by the array controller. These Host-to-Volume Mapping (HVM)
Direct Commands include: Read LUN Map, Write LUN Map, and Read Volume WWN
Table.

The Read LUN Map command returns to the host, Volume Mapping

25 information maintained by array controlier 106. The host needs Volume Mapping
information from the controller in order to display the current configuration of the

logical volume array to the user. The mapping information is stored in the logical

volume Port Mapping Table data structure defined in the configuration data of the
controller. This data is stored in the non-volatile memory of the array controller 106,

30 and preferably in special reserved areas (COD) of the disk drive as well.



6 Reserved 7 Allocation Length (MSB) 25 8 Allocation Length (LSB) 9
Control B & 30 In this exenplary Command Data Bl ock ( l) format, the LUN
field cont¥PA¥2%7he | ogi cal unit nunber of the CDB, and i¥CHWEHIMBE The
DiTect Command Qpcode (DCWMP OP CODE) is3lthe conmmand to be executed, and
IVDACI OCTL_READLUNMAP (D1 h) is the specific command value for the Read LUN
Map conmand. The Logi cal Mol ume Number I\/bst Significant Bits - MSB and 35

Least Significant i qne embagiment of they inken 'Pﬂethﬁ g YN, Msercogimandds sgefi cal

Vol ume  whosei [ h AnMSB and
U38) el cat el el Lbue TR Qb bncate (2HRT o S6Rfque i, on

ret urned i nf oexeuplay command éormatigillustrated indeble Ino data i s transferred and
this is not treated as an error condition. The controller term nates the
data phase when it has conpleted the transfer of the 40 requested nunber of
bytes ors al | Teblel. rEerdmmrymeadl\mppMag VeMoannﬂe@trech@nnm‘rmub@DB formabss. Al |
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18 3 “Logiell Vialiing Nmey (IS

in the commang- 7 LoL S fumber (158 -32 The

Wite LUN Map "c.’sd&" Hri-erte—bi WSAAR mew“gufw o -t+-at-eF—stich  as a

host coput er —tg—erpate—er char‘.ge t+he— 9‘:‘ Eo—voi-tre—appi-ro—(HW\)

I nf ormat i on usedg=by—he—conrtot-er—Fhe— Y
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h dé% ;8na| C vl vunmne v o a&hm "Len Hl(g )\rl orohnn hoct
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data structure. An exenplary WitelLUN Map Direct Conmand CDB Format is

illustrated in Table Il. Table Il. Exenplary Wite LUN Map Direct Conmand

CDB Foramt . In this exemplary Command Data Block (CDB) format, the LUN field contains

the logical unit number of the CDB, and is ignored. The Direct Command Opcode
(DCMP OP CODE) is the command to be executed, and
MDACIOCTL_READLUNMAP (D1h) is the specific command value for the Read
LUN Map command. The Logical Volume Number (Most Significant Bits - MSB and
35 Least Significant Bits - LSB) specifies the device number of the Logical Volume
whose information is to be reported. The Allocation Length (MSB and LSB) indicates
the number of bytes the inifiator has allocated for returned information. if the length is
zero, ho data is transferred and this is not treated as an error condition. The
controller terminates the data phase when it has completed the transfer of the
40 requested number of bytes or all returned Volume Mapping information, whichever is

less. All Reserved fields and Control Byte (which is ignored here) should be 0.

Error conditions for the Read LUN Map command include standard SCS!
responses for an error, including that an invalid Logical Volume number was
45 specified. The controller will also respand to a SCSI Check Condition Status, such

as will occur when a non-existent logical volume is specified in the command.

CEE



10 BytO(:a)/Bit 76543210 0 Operation Code 21 h) 15 1 LUN Reserved 2
DCVD CODE - MDACI OCTL WRI TELUNMAP (D2h) 20 3 Logic unber
(veB) AWOYRE® Vol ume Number (LSB) 5 Reserved 25 6 e%%/?éold ll);l
Al location Length (MSB) 30 8 All ocat i o8 ‘Length (LSB) g Control Byte The
?E/EL%TB%?LC%?(DGVDODC@E) field value for the wite LUN map 35

. TELU )‘M\m _ iy fi ; ' RWEBIniti ' t he
LUN map. The Lo 8%@9 une%h’anﬁéeaér} U;H[') ci[?'lggts&%rﬁ@&gﬂeéll ce nﬂn Iée}?Wg‘fI&fhe
| ogi cal  deiéi §endsh@amputef,otoreieaten of Thangeb ther ¢ost-toehiuriie Mappinge #VMh Lengt h

ogical  dex b@amputef,0 Thang . :
cont r ol | or Infomaig UsehBY e conyales, Thasleskiosvatuns Mzpf (FVH RIRFRIRTL 5 o
treated as ié"&re%éécf%h&?'i}@o&érﬁﬂaner%!ini{?ﬁlﬁaéNo\ﬁﬁ%ré& driceks thaRgel WABH licaPyt e must

be 0. Error conditions r the Wite p include standard SCSI
respogses fvolunses aze added orrdeletati, oowhémboss computarsi ate gdderberresiovednthis |ogi cal

Vol unme nunber s speci.fj T R I T .
Vol Ui v Spia fEatrRagts 1B Tor SRR FeoRsilE putille” ) SeefiE WhiEL (") 1 e
thi s commangappredt emnandCO® Fbridt W lilistatedan Masié IIs physi cal WA to the Host

I ndex used internally by the controller and by the Read/Wite LUN Map
commands. This information is WO 01/20470 PCT/US00120312 necessary when

t he ' host { [ ' onfiguration sent
during a WQF eu@gﬁeﬁ)&%%% %Jcﬁ R’%P @%g%?gwhf@ﬁﬂﬁad vgl ure VWW Tabl e
Vendor Uni JueyteBitect 7Cdnm@ind i S i lludirdied in TRold 1M 15 ®anile 111.
Exenpl ary (DB 6or Read Vol ume W\N Rpetaion@edd@1h)ini que Direct Connand
Byte/iBit 76 514 312 1 QLUN Reserved -
DCMD OP CODE — MDACIOCTL WRITELUNMAP (D2h)
Logical Volume Number {MSB)
Logical Volume Number (LSB)
Reserved
Reserved
Allocation Length (MSB)
Allocation Length (LSB)
Control Byte

20

25

30

Ol ~NIDNR|WIN

The operation code (DCMD OP CODE) field value for the write LUN map

35 (MDACIOCTL_WRITELUNMAP) (D2h) specifies the direct command to write the
LUN map. The Logical Volume Number specifies the device number of the logical

device whose information is to be reported. The Allocation Length indicates the

number of bytes the initiator is going to send to the controller. If the length is zero,

no data is transferred and this is not treated as an error condition. All Reserved

40 fields and Control Byte must be 0. Error conditions for the Write LUN Map include
standard SCSI responses for an error, including that an invalid or non-existent

Logical Volume number was specified.

The Read Volume WWN Table command returns the Volume WWN Table
45 maintained by the controller. - The data retumned by this command provides a
translation from a host's physical WWN to the Host Index used internally by the

" controller and by the Read/Write LUN Map commands. This information is

AR AT




10 O Operation Code (22h) 1 LUN Reserved 2 DCVD OP CODE - READ HOST WW
TABLE 15 3 Reserved 4 Reserved 20 5 Reserved 6 Reserved 7 Allocation
Lengt h ( MSBP 030430 A | ocati on Length (LSB) 9 Control Byt &PQGEUSPRRO3bper ati on
code field (DCVMD OP CODE) |abel ed field-¥ead host ' WW field (READ HOST WW
TABLE) specifies the direct command to read the host WW table. This
command may be adapted to return a desired number of bytes of _data per

host support efiéc NiheR die st somrider conslrycts the irformatian ey the canfiguralien by  t he
particul ar a

controller 35§ésné;°3]wt§gwln%é fﬁ%lgw goﬁﬁsg@e%ué)ﬁwﬁ&ﬁ%%%%g%@gsﬁﬁl eto
store the dat WWi¥Heble VengontniqueDitept Gammand is iflusteatpdiindiabledliconput er . For
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command & et ur nFadoM. mmpbw@DMachunhajNWN stlppendbem«qua Ditedt Gorpmandanot her

enbodi nent of TBUE/EIt” EHTPTg Lille 5| g e II3VVI]I|L.II2 Lnl; L.ill S cogTH id S
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30 The operation code field (DCMD OP CODE) labeled field read host WWN
field (READ_HOST_WWN_TABLE) specifies the direct command to read the host
WWN table. This command may be adapted to return a desired number of bytes of
data per host supported. The number of bytes returned are usually determined by
the particutar host computer. It should be ready to accept the data the controlier
35 sends, so it needs to have enough memory space available to store the data. This
may typically vary from computer to computer. For example in one embodiment of
the invention, the command returns twelve bytes of data per host, while in another
embodiment of the invention, the command returns 192 bytes of data per host
supported, and in yet another embodiment of the invention, the firmware in which

40 this command is implemented returns 3072 bytes of data per host supported.

External configuration programs such as GAM (Global Array Manager) or

RAIDfx can use the data from the Read Volume WWN Table command to determine

some limited information regarding the fibre host cabling topology. Hosts available

45 for assignment in the HVM should be displayed by their respective WWN for fibre
channel topologies. The concept of the Host Index may normally be hidden from

the end-user, as the assignment of host indexes is arbitrary, with the Host Index




t he host cabling and connection topol ogy nmay optionally also be provided
to the user to aid the end-user in properly determning a viable

Host - t o-WBPHHM¥™ \appi ng 5 (HVM strategy. External configﬁrlgﬁ?"&qﬂﬁrogranﬁ
may al so be provided with a "probe" fét-attached storage through ot her
hosts on a network to enable the configuration programto associate the

tual network f otk t ached i th.thei tive VWAN.
Tranel at | onvains otred et B SaralRh; Onf itk 1fs BB BEBbed el or
| egacy syst giigairfbibdamilil 1he Ebafigupatontiéialeared %éiﬂiﬁ/lie%m@dréwés%htaﬁﬁl ofl0 HVM

W now describe SCSI command support in the HVM environnment and exenplary
control | er thesoshseliingandnanaesiionitepalegy waY ationsty alse benprovided i hen  when

Host -t o- Vol u b N - ' :

envi r onment ugéefﬁ%/%%té? %tné{jg%/'ly i £°ﬁ§%e%%quggf§%r ) -l‘lfrinﬂﬁéq‘g%’@s to
Logi cal  Volwwnis strategyl Exiernal benfigdration tpyognéms mayhalsd bee gmddednwitta acommand,
and the specific conmand sent. The con rohl er always responds. tgq a SCSI

| nqui ry conTREPRE"f fop AttarRed, slofageothrough otgeraR9sts (9N W'%I%’Vﬂgotg gqayeu&e | f the

host does ”%ngipg?é\?molﬁﬁﬁée'n t® a§§b€ﬁl¥é3ﬁibca%iual N Enantd 6F 1he titheHddHostset ur ns

the Inquiry Peripheral Qualifier set to indicate that the
target is cujtalthelr reSpextiveoWWN.nJranslatiopend torversiomirocedurgsenaynoptionglly LUN, but
no device ig curr%Htlly connect ed t% th?t LtFUN' t‘uft the.hqst d@ﬁs have access
to the Logi PaiPrayiied fer legary ysiems Andcronfioyraians thatweid ElPmedGapior ot o The
25 SCy Repgwiv.LUNs command is al ways supported on LUN O, regardl ess of the
host sending the command or the controller port the command was received
on. The controller returns information only about the LUNs that the host

requesting the REW : dﬁCﬁl qqﬂ@s vitShRSntCHgmand, i f
a host does not 9‘%ave ggg@§§g§f%m§§m§2§ed qugt e %:nontroﬁ er returns’
sense dat a exérplafyecontrolice réspohsig te epmnuands liregee eimbogdiment afrtte idventicadi t i onal
sense code set to Logjcal Unit Not pported. All ot her andar d ,SCSI
conmands ar wheg Hgstig-¥elue: ﬂa@i@: I(HV@fdg!“Zgg_?ﬁ ?’@ﬁ'\ggﬁglsﬁl‘?mm%@

Condi §4 on sStafiamRE MY RostavBIufRIMa @VIM) TEatare i Sackess Blogical | | | egal .
Request and the additional sense code set to Logical Unit Not Supported.
Where a Volumes based upon the identity of the host requesting a command, and the .

specific command sent.

The controller always responds to a SCSI Inquiry command from any host

20 and to any LUN with good status. [f the host does not have access to the Logical
Volume, the controller returns the Inguiry data with the Peripheral Qualifier set to

indicate that the target is capable of supporting the specified device type on this

LUN, but no device is currently connected to that LUN. I[f the host does have

access to the Logical Volume, the controller returns its normal Inquiry data. The

25 SCS! Report LUNs command is always supported on LUN 0, regardiess of the host
sending the command or the controller port the command was received on. The
controller returns information only about the LUNs that the host requesting the
command has access. For the SCSI Request Sense command, if a host does not

have access to the addressed LUN, the controller returns sense data with the sense

30 key set to lllegal Request and the additional sense code set to Logical Unit Not
Supported. All other standard SCSI commands are terminated with Check




command operates on specific Logical Volunme, such commands are generally
are termnated with Check Condition status if the host does not have
access to woazéraddr essed Logi cal Vol une. By way of exanmdtaussotosmot
limtation, the inventive “structure and.ggethod support a variety of
different nmultiple host configurations, including Multiple HBAs in the
sanme NT host, Multiple NT hosts, Multiple HBAs in the sane IR X host, and
10 Multiple hmsmdmstiatug anideetd sepse dita conisipiy ensenéé key setdorfibgal ReRliest and

NT) . Thelnventlv S yre and net ed in, an,] nternet
confi guration?2g #dg |?ﬁ"§?c e"te?gﬁr[?élc%of’wtﬁ“h% [}ltvé T st ens
and/or  devi C%Smﬁ'léﬁb oﬁéraws% sheBific D@él&@%ﬁmfem&xh&ﬂco?ﬁ?ﬂanﬁf&ég&e%l@%r@et wor ks
(SANs). 15 Wiile the external comrunication net increases in speed, the

storage area rerminstad wglpé‘éleclscapgtmbsiatusifothmhoetsdqseﬁsn@rhavsmcm@rtnﬁh@ whi | e
we descrjibe a net hod that is based upon the WAN of a fi ber
channel devi C@?&rgg r°§l‘i$ﬂ8°é”““? ‘dentifiers may be used, for exanple the
serial nunmber that is inbedded in certain host conputer processor chips,

such as the Intel PentiumIll mcroprocessor chips. 20 These and ot her
identifiers may al Bémstefvaxaippigebut ol limjiationnthepayrniivel shiudsrecaidamethed net s

(WANs) becone HF%%W%' l[%'iﬁ% tures,
pr ocedur es, 3 met O%Qhﬁ)é?@fﬁf%?gﬁh@%@%@ﬁtﬁ@ﬁﬁ@r&%ﬁGWMM%J&@S di's lrﬂfbut ed
storage on thehel sdme Nt host, Multipe INTT hosis, dultiplendBA= ¢th thet saonrek IRIS thostp and
conputers, storage devices, .information. a | ances, and t | i ke, much in
the mant®r th&ﬁ" ostshaying mixes, pPPEFAting Sy °"§P‘%""B'Ps®’?ﬁﬁ‘?§@ and |i nked.
Further, the nethod and system descri bed herein above is anenable for

execution on various types of executable nmediuns including a nenory device
and ot her nedi unsThg fitventivet striciure zande methpd dmay @lsosiehused i amristemeticcess

b
L ©o, Ca SotlgsREEoPbE AR MRl e BB PRl SR B
devi ce, conpagévisls lith 234vite Bfeh Nétsks QRARS) ardBstordbé @redRstdork® d)c di sk,

ROM RAM CR-ROM disc, DVD, optical nedia, nmagneto- optical nedia, or
f1 oppy & sk. Wemﬂ@mﬁgomwﬁ?mnﬁﬁmcweaﬁesgmsmgﬂeﬂwe@tore%w&ﬁaﬁww used.

speci fic speed stays about 10 times faster. Furthermore, while we describe a structure and
method that is based upon the WWN of a fiber channel device, other unique

identifiers may be used, for example the serial number that is imbedded in certain

host computer processor chips, such as the Intet Pentium Hl microprocessor chips.

20 These and other identifiers may alternatively be used. As the bandwidth of external

nets (WANSs) becomes comparable to the storage area nets (SANs), the structures,

procedures, and methods described here may be implemented for distributed

storage on the Internet or on other interconnected networks of host computers,

storage devices, information appliances, and the like, much in the manner that web

25 pages on the Internet are distributed and linked.

Further, the method and system described herein above is amenable for
execution on various types of executabie mediums including a memory device and
other mediums different than a memory device such as a random access memory.

30 Cther types of executable mediums can be used, such as but not limited to, a

computer readable storage medium which can be any memory device, compact




5 nonencl ature to provide a thorough understandi ng of the invention.

However , bt I#' H be apparent to one skilled in the art_that the specific
detai | s XP&VRY required in order to gracti ce the inveRtTE20342 ot her

i nstances, well known circuits and devP®es are shown in block di agram form
in order to avoid unnecessary distraction fromthe underlying invention.
Thus, the f j ri pti i i pr esent
i nvention argiég'%%é&;g‘ﬁgg%&fdgg’ %@&Egg‘éﬂs%ﬁ%ﬁpp\d ﬁig(g%gﬁﬁ%ﬁlﬁ‘eg{gs'éggﬁﬁon. They
are not i nt epiitalimedialsr fleppiedisk.i ve or to Iimt the invention to the precise
forms disclosed, obviously many nodifications and variations are possible
in view of the above teachings. The enbodi nents were chosen and descri bed
in order to best Lido t Malo]l j sh ON d o4 racti cal
appl 1 cat i ons, ¢ o HhaPehyRy SSCRHCRC B, Thmsed F beAalort "uBR shdanct

utili Ze thenomerciaturerio pravidess thowsige uhderstanding of the irivention. blowevasdit willcat i ons

o 7 L6 B b eSS PRI e b b ™
equi val ent st glickie Mé/irmihtich. Tk bidPGRktaiedd 2welk RiownVrcbiteaid ddvicdshard Conmput er

system having a plurality of conputers and at | east one hardware device
connect ed. t s8hayd th bipels dingren frmdo msdardesavold ynnegersanyodisisastion dom the 5

et hod | congpierd il WRLfer (e nXoRBng Leiibliaf of ekl shbaRERE & °,, 0T ¢

each gai d pther priesént infentiomard presented dbrt pirpgses ofailldstation @hdi rdaseription. Menor y
identifying_which particular. ones o i onput ers based on said locally

f said conp
uni que i denthey e ’Wﬁ'&?‘t‘%‘ée‘bm %’@‘a_aitt‘!@% tq 'B'"“T_S "é"&ﬂﬁ"'ﬂ'@\}h%éfec'éﬂ@rﬁﬁer yi ng
sai d data spued ,%b&iaus%%sﬁmagiﬁaﬁo bRd Y§idtioRs a@%ﬁos_?_{?{aesﬁg ﬁw gPfRRUL er s

shoul d be granted access to sald haraware devi ce. od rn daiml,
wher ei n sai gbavedpadiingsefThei ergbadirdents were ghasen @nd desdribeddmorder taibester

conpri 5es 4 Bush WS pihepied! St L MleRidiBha GO RHRLI ARalERn 2l bleby®! e 1
15 enable others skilled in the art to best utilize the invention and various embodiments
with various modifications as are suited to the particular use contemplated. It is
intended that the scope of the invention be defined by the following claims and their

equivalents.

20



defining a port mapping table data structure conprising a plurality of port
mappi ng table entries in said nenory; defining a host identifier list data
st ruct ur e womoiaar® nenory; 20 defining a vol ume perni ssi oRCTHB0Z0HAt a
structure in said nmenory; ‘and defining-a&-volunme nunber table data
structure in said menory. 3. The nethod in Claim1, wherein said data
structure in defined in a nenory of a nenory controller controlling said
har dwar e devi WeCl@in:4. The nethod in Claim2, wherein said data structure
in defined in a menory of a nenory controller controlling said hardware
device. 5. The nethod in Caim2, wherein said conputer identifier

conprises a world in38 compaten spdiem haihat & fpleality -of combibters afid at least one
Tfiiii~flulliffiiTed~1~}~~1~1~ 14 WO 01/ 20470 PCT/ US00/ éogiqZ é@ 6. The
met hod i n O ahardwaregexice cannested tp saidplirality af qamputessy s ethed for qoptrdling e

I nformatd on s ' -devi L ZlyB F£6hid Sititbghar dwar e
devi ce c?lorrpr i ééegéegég?’ %z&;’%%ﬁw%rzodﬁgﬂﬁgwgi%gﬁélgpﬁ/e stf%rorz;l e dév?ce configured
as a | ogi cal wsmpiigihg skepsBhe nethod in Caim2, wherein said hardware device

conprises a RAID storage system and sajd controller c rises RAI D array
control ler. 10 10.asﬁﬂ"‘?tﬂ@@r‘gﬁh}ﬁB’é‘?'éed'dﬁ’glﬂﬁb‘_?" %ﬂcﬁéﬂﬁﬁﬁ'ﬁ@@’fﬁw‘ﬁ%ﬁ ng: at

| east one shared hiring'eLa4ls SrliureAn Rl Hefoht weﬂff,{iﬁgamcﬁcvmw snewoml ed to
said hardware device by a communi cations channel and having a locally

uni que node i shithicompeters basedonrsaid locally amjsiue ddandfiendesy be geaNRdRERSS §P of host
conput ers and S(ili d.at &LS | east one shared hardware device and controlling
access 1% sai FPhIPKRRAY devi ce by said host conputers;

querying said data structure to determine if a requesting one of said

computers should be granted access to said hardware device,

2. The method in Claim 1, wherein said step of defining a data structure in
15 memory further comprises the steps of:
defining a host computer ID map data structure in said memory,
defining a port mapping table data structure comprising a plurality of port
mapping table entries in said memory,
defining a host identifier list data structure in said memory;
20 defining a volume permission table data structure in said memory; and

defining a volume number table data structure in said memory.

3. The method in Claim 1, wherein said data structure in defined in a memory

of a memory controfler controlling said hardware device.

25
4. The method in Claim 2, wherein said data structure in defined in a memory
of a memory controller controlling said hardware device.
5. The method in Claim 2, wherein said computer identifier comprises a world
30 wide number identifier.
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a data structure defined in a nmenory of said controller and conprising: (i)

a host ter |D map data structure; (ii) a port mappi dat a
S Sl Rt

structur ising a plurality of pgort mapping table € (i) a
host identifier list data 20 structureXin said menory; (iv) a volune
perm ssion table data structure; and (v) a volunme nunber table data
structure. dl. THE hdhBh iR AR £ WREIHAEN RiaGaIRISRE Tolprisdbliedst, wher i n
said at |eaSt one shared hardwdre device conprises an I Pormatlon st or age
devi ce. 25 drb infbfRationtstoragendeddecd net wor k of conputers in O aim 10, wherein
said at | east one shared hardware device conprises a |ogical volunme of a
di sk drive storage subsystem 30 This Sheet Has Been Replaced * ¢ L a s.
WO 017204707 PCT/ Hgnettdd I Claird%2, vibrein a8id Ririvéia ibfcb ccbnipsiakieadt
conputers in Claim 8 wherein said comunications channel conprises a

f i br e schannete lzart disk dtivaistbrage deviesconfigured @a @ logieghMeleme. 5 14, The

I nt erconnected network of conputers in Claim10, wherein said locally

uni que node identifier conprises a world wi de nunber (WW) identifier. 15.

The i ntercognectesk metHoariK ClimCE NWivdreinsaidhaetiwane devicevdomptises aRAID har dwar e
device conprises a Storage Area Network. 10 16. The interconnected network
of conput er storage Gystemmand saigiceptolier carpprises a RAIR gray feNtedligl ed har dwar e devi ce
conprises a logical volunme of a disk drive storage subsystem said
conmuni cations channel conprises a fibre channel arbitrated |oop 15
commyy cati es chaintertonnected setword ofcampytetséampeisingde i dentifier conprises a
worl d w de nunber .
at least one shared hardware device;
a plurality of host computers coupled to said hardware device by a
communications channel and having a locally unique node identifier;
a controller coupled between said plurality of host computers and said at
15 least one shared hardware device and controlling access to said hardware device
by said host computers;
a data structure defined in a memory of said controller and comprising: (i) a
host computer ID map data structure; (i) a port mapping table data structure
comprising a plurality of port mapping table entries; (jii) a host identifier list data
20 structure in said memory; (iv) a volume permission table data structure; and (v) a

volume number table data structure.

11.  The interconnected network of computers in Claim 10, wherein said at least

one shared hardware device comprises an information storage device.

25
12.  The interconnected network of computers in Claim 10, wherein said at least
one shared hardware device comprises a logical volume of a disk drive storage
subsystem.

30
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identifier. 17. A conputer program product for use in conjunction with a
conputer system 20 having a plurality of host conputers and at | east one
shared harQdV¥4%evi ce, the conputer program product cofFUSPIRIEE conput er
readabl e storage nedium and a conputer-$¥rogram nechani sm enbedded t herei n,
t he conputer program nechani sm conprising: a program nodul e for
controlling access_to said shared hardware device by ., 25 one of, saicg
if.’hc‘ﬁﬁ'ﬂ? i ns

plurality of Adst EWJF@P?;’{?%e“WSB‘r %mﬁﬁe§ né’_'i‘ﬁ'letr‘?’ﬁcﬁi
for: associ at bogmAnikbRoRs iarie] Confprissles fibei RinnM SBit@RR oGP ESBlNiEtbhd ¥ Of

conputers; defining a data structure in a nenory identifying which

particul ar onekarmkl. said conputers based on said locally unique identifier
may be granted access to 30 said device; and This Sheet Has Been Repl aced
| [t111111 11 I[ 11~ s ~~1 WD 01/20470 PCT/USOQ 20312 -40 querying said

data strgicture4t o viRd plditchfedtéd AetvrkISFdompateRiA Clains 0, whefshBait ddcallys houl d
be granted access to said hardware device. 18. The conputer program product

of Oaim 17, uhiguenededdentfiierconpEsaseoueridavidenyrabar (WWN)identifietng i nstructi ons
for: defining a host conputer ID map data structure in a nenory; defining a
port mapping table data structure conprising a plurality of port napping
table entries 150 Sohdal ineroofinectate inetwork) of bomputerdeint iCidimr 10, sherdint said
structure in said nepory; 10 defining a volunme perm ssion table data
structure in §ﬁﬁdwamp99°@ﬂ@esaé‘ft?rﬁ8ﬁ6’eé NeWeke nunber tabl e data
structuge in said menory. 19. The conputer program product of Caim17,
wherein said programnodule further including instructions for: 15

queryi ng sai d16at aTha intectonnented metelerk of camputerhint Glaim H: whereio sai d har dwar e

said at least one shared hardware device comprises a logical volume of a

disk drive storage subsystem;
said communications channel comprises a fibre channel arbitrated loop

15 communications channel; and
said locally unique node identifier comprises a world wide number (WWN)

identifier.

17. A computer program product for use in conjunction with a computer system
20 having a plurality of host computers and at least one shared hardware device, the
computer program product comprising a computer readable storage medium and a
computer program mechanism embedded therein, the computer program
mechanism comprising:
a program module for controlling access to said shared hardware device by
25 one of said plurality of host computers; the program module including instructions
for:
associating a locally unique identifier with each said plurality of computers;
defining a data structure in a memory identifying which particular ones of
said computers based on said locally unique identifier may be granted access to

30 said device; and
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deyijccra] iz perm;jtted. 20. The conputer program product of Caim 17, wherein
sai ardware device conprises a Storage Area NetworKk. [9ﬂlgeﬁp~0ed .this
Sheet HAOW24Y 1111 11111 211 1111 L1111 PCillsh

querying said data structure to determine if a requesting one of said

computers should be granted access to said hardware device.

18.  The computer program product of Claim 17, wherein said program module
5 further including instructions for:
defining a host computer ID map data structure in a memory;
defining a port mapping table data structure comprising a plurality of port
mapping table entries in said memory;
defining a host identifier list data structure in said memory;
10 defining a volume permission table data structure in said memory; and

defining a volume number table data structure in said memory.

19.  The computer program product of Claim 17, wherein said program module
further including instructions for:
15 querying said data structures to determine whether access to said hardware

device is permitted.

20. The computer program product of Claim 17, wherein said hardware device
comprises a Storage Area Network.

20
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