WD 01/ 86387 PCT/EPO /04504 1 Controlled distributing of digital
information, in particular audio The invention relates to a method for

controll ed gj Lauting of digital information, in particpbpipsilegde: | N
whi ch t he ﬁbﬁ{% I nformation is encrypt ?{d usi ng an encrypt?%n {?ey and
transferred to a rendering device. The invention further relates to a

met hod f oComtslied dishibuting OF dighldfGrmatioh® particank kddio f Urt her relates to an
information carrier conprising digital information, in particular audio,

in.encrypted form The invention further relates to an access signal. The
I nvention further relates to a rendering device. The invention further

relates to an access control software product. 10 A nethod for controlled
distributing of digital information is known from WD 95/42154. Digital

i nformation, usually called content |ike audio/video, graphics or conputer
prograns, is distributed in encrypted formvia CO-ROMor via a server and a
15 network to a uséeFhednvention rélates to laanaibamt for enpriolled distributing efidigital on, e. g. by

buyi ng t he .CD- ROM. or_downl cadi ng, t i pf. tion via the i,nternet. Keys
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| ocat i on, exvyptiofl key andeirstdned o £ ntiering dekicelser has to communicate with.
the center and may feceive, after ropri gt aynent, the keys for
decryption. The coﬁﬁi?n‘f‘%?f‘%ﬁ"‘&‘@f t?ﬁ@‘eﬁ?grjg%\gfﬁv‘a%aﬁ‘éﬁ%f “S\whi ch may be
presungd not 20 to TR ifPsHHbE itthel Rftes6 e RF6RRABA SarribedoniRisihg didide secure
by authentication and encryption techniques, in particular because the

keys for infermation,in pamisular dia; ireencppted foBR- have to be transmitted.
However, such technm],l' 4 55%%#\(&@&9&&%@% F.d and require several
eg g the

messages to be exchang et ween the user and center. 'Such messages may
require a subst antThe ineentiom further iglates to o rgndemimgdeviget acks by brute force

trial and error. 2 t: ]S . ﬁB&i f W\ | l.de nmeans for
control | ed distribution %’Pgﬂl n ox(raI%mIaatt?%é% \Ag(fccle:'% °§§%ﬁ‘%§§£"?‘é’§£ cgf?pl i cat ed
commuib@cati on and obvi ate the above problens. WO 01/86387 PCT/ EPO1/ 04504 2

A method for controlled distributing of digital information is known from
WO 96/42154. Digital information, usually called content like audio/video, graphics or
s computer programs, is distributed in encrypted form via CD-ROM or via a server and a
15  network to a user at the time the user requires the information, e.g. by buying the CD-ROM
or downloading the information via the internet. Keys for decrypting the information are
stored in a database in a central location, called an operations center. The user has to
communicate with the center and may receive, after appropriate payment, the keys for
decryption. The communication between the user and the center, which may be presumed not
20 to be secure against eavesdroppers, has to be made secure by authentication and encryption
techniques, in particular because the keys for decrypting the protected material have to be
transmitted. However, such techniques are relatively complicated and require several
messages to be exchanged between the user and the center. Such messages may require a
substantial amount of bits to prevent attacks by brute force trial and error.
25

It is an object of the invention to provide means for controlled distribution of

information which require less complicated communication and obviate the above problems.



For this purpose, in the method for controlled distributing of digital
information as described in the opening paragraph, at least part of the
digital information is encrypted using an encryption key ferred
to a rende‘y?mjs Nice, a decryption key . correspondi ng toP(ta%g’o%‘%F@ptlon
key is transferred to the rendering devike for decryptl ng the 5 digital .

information, the rg@ﬂéﬂ%&g%aﬁymﬁyé&%lwﬁ '_P].%élb‘#l e%l gQevi ce
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al ready §m?légl tﬁ c 'ﬁcﬁgg‘f‘i&eg&ﬁﬁlﬁfﬁl@ @ﬁﬂﬁ?%ﬁﬁg The condi tions
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personal i zed access code.. The invention js:al so based on the follow ng

~ recogni t thshthedrerypionireys fie eothave inbertensraitied tq e et ¥1a 3 paseatially Genesrous not
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partl cular in an environnent where onl’y 1 mte comruni cation to a centfél
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enable said recovering. Further the access code is quite nseless to a different (legal or illegal)

user; because it is tuned to the rendenng device of the legal user. Each user has to acquire his
25 ownpersonalized access code ' | |
_ The mventlon is also based on the followmg recogmtlon The usual
" mechanisms for distributing information are not suitable for controlling the access to less
valuable content, in -particular in an environment where only limited communication to a
central location is available. Therefore the inventors have seen, that distributing the -
30 decryption keys with the content, and in éddition requiring a simple additional access code,
improves the control the ownef of the content has over the use of his content at the users
' . ated to and from the central

location. The personalized access code may have a hm:ted ,ength so that it can be easily

location, without requiring several messages to be commtﬁu

communicated, remembered and typed on a keypad. In addition it is to be noted, that the




| ocation, w thout requiring sev_er;al-'.'-"__rfe_'ssagééaj.to be conmmuni cated to and from
the central |ocatfion. The personalized accéss code may have a

limted-| e‘ggtopﬂég7 that it can be easily conmmunicated, repefkpfirdseand typed
on a keypad. ddition it-i's to be notgd, that “tthe WO 01/ 86387 _
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identifier and the secret vice identifier, and 15 the personalized access
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i stributi on of t hdb BHIEA FAPRIGERQf Yt et s ot FART pEgrrasatisg pecess
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20 In a further embodiment of the method the secret device ideritifier is recovered

from one of a multiple of databases, of which at least one is maintained by a manufacturer of
rendering devices. This has the advantage that the distribution of the digital information can
be controlled by said manufacturer.
A third aspect of fhe invention lies in an information carrier comprising digital
25 information, in particular audio, in encrypted form, an decryption key for decrypting the
digital information, an information identifier identifying digital information, and an access
indicator for indicating a require_fhent for a personalized access code before allowing access
to the digital information, the pe'r:s_onalized access code being dependent on the information
identifier and the rendering devide. This has the advantage, that distribution of information in
30 large amounts via a record catrier can be controlled via the access code.
A fourth aspect of the invention lies in an access signal comprising a
personalized access code for enabling access to digital information, in particular audio, in
encrypted form using an decryption key for decrypting the digital information in a rendering

device, the personalized access code being dependent on an information identifier identifying



I ndicator for indicating a requirenent for a personalized access code
before allowing access to the digital information, the personalized access
code bei ng dependent on the information identifier and th Eﬂﬁ |,Ng
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using the secret ntit and the information. identifier, and
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digital i rﬁogef F?gplgglfﬁe ég%%gﬁgg%dl@dﬁc%ﬁg% F’gf'o ‘?ﬂ’?@%‘?ﬂg”ﬁéﬁ@% algcess code

gi ving the distri bulna emisidiment of the peridering deyice thacontyb] meaps comprisea hash hi s

i nformatign. JIn.an.enbodi nent ot.the ' ' S
conpri se %ﬁi’gﬂ baged 0p P%g%ﬁ%@gﬁ%n’gs E)q%% giin(k:%gﬁhtg%%%ﬁsmﬁgﬁl{?g Liﬁ(ﬁ%ﬂt age,
t hat tize YRBedfop6thercirpitograptit filctiens if thelievivs e, iesryptidnef thermiginogr aphi ¢
functions (in the device, e.g. decryption of the main. information. A sixth
aspect of nfeEmati®Pent i on lies in an access control software product for.
‘enabl i ng.access to gnpil Répeet ofitg ihvention liey ifah acuesdontral sofweles prodpuct for - .
devi ce, -t he software product, . hayj conrgut er gxecg%abl ghi nzﬁr uct i ﬁn for
© recei vi ng cnatlingeress toAReryRted digital B maton o4 BPITRESEVEA T WAMT 8 And an
infor {mg | Qdyink g%ﬂ%ﬁt&‘ Glecutfié Inkirfidiohd! for PREVRIEA peipralied accessavde, dseilg. the-
secret device ide
t here@@, device identifier and an information identifier verifying the personalized access cod
the secret device identifier and the information identifier and, in dependence thereon,
enabling access of the user to the information. This has the advantage, that the software
including the device identifier and identifier may be used on a general purpose computer to
allow access to the controlled distributed digital information.
25 Further advantageous, preferred embodiments according to the invention are

given in the further dependent claims.

These and other aspects of the invention will be apparent from and elucidated
30 further with reference to the embodiments described by way of example in the following
description and with reference to the accompanying drawings, in which
Figure 1 shows a record carrier (1a top view, 1b cross section),
Figure 2 shows a reading device,

Figure 3 shows providing a Personalized Acqes_s Code, and

o or R BGWOBE-  decrypting .

tifrer and the information identifier and, in deioendence_"
eusing - . -



enabl i ng access of the:user to th;é-_._._.i'ifnfi__dr rrat;i“on,. Thi s has the advant age,
that the software ‘including the device identifier and identifier may be

used on a QYRYFsEss7PUr pose conputer to allow access to thecanitoimdshed
distributed digital information. 25 Further advantageous, preferred

enbodi nents. according to the invention are given in the further dependent
clains.. These and Bignrer4 stops atone-w/ay flnetiomvent i on wi.l | be .apparent from

and el uci dat ed 0 further. With reference to the enbodi nents described by
way of ex%ﬁe@o ﬁg"“f"&?ﬁ‘&“ Féentﬁ@ﬁsi Y‘f‘(‘}ﬁmé?ﬁg""‘?ﬁr?”r?erumiﬁﬂce to the

acconpanyi ng draw ngs, in which Figure 1 shows a record carrier (la top
view, |b cross section), Figure 2 shows a reading device, Figure 3 shows
provi ding a Personalized Access Code, and. WO 01/86387 PCT/ EPA ro04504 5

Fi gures4 shows. .a 0Fi%u%sh8ﬂ§£ﬂ@&sha§9&f&%@aﬂie?glﬁhﬁﬁﬂﬁrﬁcﬂfbﬂiéﬂ&ﬁ t

Figures have identical reference nunerals. 5 Figure |a"shows a di sc-shaped
record campled0. The wagcki 194s arranesd jn acgordpnpe wvitheawpiral patignt of twps castitwtingck 19 i s

arranged i ] ' t . | '
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The infor L on. | on.the .infornation |aye . optically

det ect abl élm%ﬁah%glg hz?%"ﬁg‘j ?ﬁgc'gtlfg%t%?ab& .ﬂﬁsﬁkgﬁﬁe{ﬁﬁggg-g@n@%pg& ured by

pr essilfig. ménefatuexlbyqressingsElse tpavk icomprises mbsiﬁaaﬁ:if@-mlagen,@.g. addteses &, for

I ndi cation_pf .the.locatj.on tgq bl ocks. Figure IS a cross-section

t aken al or‘fﬁﬁ)‘faﬂgnf’fhg‘i%ﬁ °%?P‘{af?$}?%éord carrier 11, in which a transparent
substrate 15 is pr oFigoedbVs & Bross-seafibrbakéd Wodg2Me lind B-12dTehereBrAlcBiTiet YE ih aYer
17. The tr c%ﬁm rraé be inplenented, as an indentation or an elevation, and

mar ks are tSpRSTgter 3ds proviged with aaeflerting layri 16 #1d & pretegtivedayer
representi Rack 14 afaydkelimplembhied Herfidnl & i"ﬁ*ﬁﬁ% mat i on
repr esent eg'gl_t‘)ﬂe mar ks, V\hi_(l:%?relens.ul t'afﬁpﬁa nodul ataIel kgﬁg‘{n’% gl?fgg%t ically
det ectléd. pryidedglone shedgngitudinal direstion pfithe trackirepreserfting thesinfotmatiomane is a

Cynchr oni 2i ng. st anal ™ Tra Gape FPanisibichtaldiGefiBlddl iyl SaRA Ratling
audi o or wimbdulated signabwhencepticalhodétdctednThe modilatad sighd imsubdivideRdn framés. tahi S
digital i ﬂjaﬂlE et ﬁr@@efm@x agﬁuﬂ' orfﬁgtta Icgrresponding to the data block preceded by a
. synchronizing signal. The data blocks comprise digital information, e.g. audio or video in a
20  predefined format such as MP3 audio. Part of this digital information may be directly
reproducible by a rendering device, e.g. an MP3 audio player. At least part of the information

by

is encrypted using some encryption key, and a corresponding decryption key must be used
for decrypting the information. The decryption key must be transferred to the rendering
device, but should preferably be not readable by non-compliant devices, i.e. devices which do
25 not obey the rules of the distributing system. For example standard PC CD-ROM drives
should not be able to read the decryption key for data distributed according to the invention
on a CD. In an embodiment the decryption key is stored in a reserved area 12 in the lead-in
area, ¢.g. outside the area readable by a standard CD-ROM drive. In a different embodiment
the decryption key is encoded in a parameter of the track, e.g. a modulation of the position of
30  the track in a direction transverse to the longitudinal direction of the track, a so called
wobble.
Figure 2 shows a playback device for reading a record carrier 11, which record
carrier is identical to the record carrier shown in Fig. 1. The device is provided with a drive

unit 21 for rotating the record carrier 1, and a read head 22 for scanning the track 19 on the
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for radially,noy ng,an tical] elenent, or a1l L ez anel t . f angi n _
the angl ed#de&' rﬂé‘? & ﬁg &K er\mﬂyt?ei”é?b‘:&ﬁe‘f%%?h eo‘%ﬁ@“aaf‘ agcii( fegﬁ 019 tge
“heam 24. ' {lieconstituiihéns Forrteebinsthbyigithlinforhationrn ienerypted formi Theleaddated by a

detector of | type. e g, a four-guadrant diodg, in.th d. head 22
for - Gener RPm e 5ed Wil Spia tieaSRch viCHS it PRRemeCR, The acebfpseRiamin g5
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3 | repdsapg devViSAL { of
exanpl e CQURLA SttEidalfy. §¥@ni8device further comprises a control unit 20 for receiving -

commands from a user or from a host éomputer for controlling the apparatus via control lines
26, e.g. a system bus, and is:connected to the drive unit 21, the positioning unit 25, the read
unit 27, the switch unit 28 and the decryption unit 29. To this ¢n¢ the control unit 20
25  comprises control circuitry, for example a microprocessor, a program memory and control
gates, for performing the usual control procedures. The control unit 20 may also be
implemented as a state machine in logic circuits. Further the control unit 20 comprises a
memory holding a public device identifier Unique_Public_player_id UPPIand a -
corresponding secret device identifier Unique_Secret_Player_id USPIL. The UPPI and USPI
30 pair is uniquely coupled, and known only in the device and in a secure database, for example
guarded by the manufacturer of the device. The operation of the device is described with
reference to Figure 3.
In an embodiment the player is provided with'a communication unit 201 to -

communicate with the access center, e.g. a modem to the telephone network or an internet



decoder. The data on the record carri er may be in encrypted form The read
head and read unit constitute means for receiving the di gltal I nformati on
in encrypted form The read data fromthe read unit is coy led to.
decrypti onWOWWB63Y \ia switch unit 28. The decryption uni tPOgEPHRE04,

out put 30 for outputting decrypted data td the user or to a further
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20  is kept secret at all times by using cryptographxc methods Preferably the USPI is kept in a

(

tamper resistant environment to prevent a hacker to read or change the USPL
Advantageously databases like unit 34 are kept by the several manufacturer of the different
brands of players. In this way the manufacturers can be involved in the communication with
the user, and may get revenues therefrom. The access center will communicate the PAC to
25  the user (indicated by arrow 39). The access center may advantageously add additional
information to this communication, such as further player control data or advertisements.
Finally the use enters the PAC in the player (indicated by arrow 40), and the player now has
all information required to reproduce the record carrier 11. Alternatively the player 31 may
automatically communicate with the access center 33 to supply the UDI and USPI and
30 acquire the PAC and further display any additional information for the user on a build in
display screen or on a connected monitor or TV set.
The player as shown in Figure 2 is arranged to perform the following steps
when a record carrier is to be reproduced. First the record carrier 11 is read to detect the UDI

and/or the address of the access center, e.g. an URL (Universal Resource Location) on the



tel ephone call center, and transfers the UDI and UPPI. The address of the
access center 33 may al so be provided on the record carrier 11 or may be

known froma different source (e.g. via the internet). di cat ed
by arrow BWO'EIfféagccess center 33 conmunjcates with a daP%&kﬁm&ﬁﬂt 34

whi ch holds the UPPI and correspondi ng the Uni que Secret Pl ayer |d 15 USPI. .
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Locat i on)Cahormemegysticks 85%a 7 nspveric 4 8 internet. Such data are
retrieved fromthen{ﬁpaﬁsbdc@éﬁtwpmnﬁ m&&puciﬂafofaﬁﬂcwdxﬁhehﬁomdnhead 22

and the read unit 27. The UDI, URL 2&‘!’ .UPP] a co nlﬁm%ﬁ% control °
unit 20. qagier by addipg thedraglepimaber g the peshand gee-8e via a build:
in tel epgﬂg‘gﬁ}gmﬁl or network.access  unit, or i nd| rect |y via the user 32
using a display and keyboard, ‘whi ch user may use a 5 tel ephone or _a

separ2 e conput er mmﬁmquunﬁépf@snmrert%ﬁpntrphemb%g@nprrse&éme@rxf% PAC vi a

storing the UID and PAC for a number of record carriers. When a record carrier is to be
reproduced, first the memory is checked to refrieve the PAC if already available. Now there
is no need for the user to keep, memorize or get anew the PAC values.
In an embodiment the switch unit 28 is operated by the control unit 20 to
25  remain blocked for a certain period if a wrong PAC value is recelved, or after a second or
third wrong PAC value is r_éceived for the same UDI. A warning message may be issued first
before the last try is accepted. Such extended blocking discourages any user to determine a
PAC by trial and error.
In an embodiment of the method a length-hmlted UPPI may be used and
30 selected from a limited set, e.g. from the 3 letter codes or 4 digit codes, to allow easy
communication. Such limited code may be unique in combination with the brand and/or type
of the player. In a further embodiment the limited UPPI may be substantially unique only, i.c.
that some players may have the same UPPI because it is re-used after some time for a further

newly manufactured player. If such players having the same UPPI are distributed

i3



the same interface and calculates a- verlflcatlon functlon g(U D, USPlI). The
function g may be the sane as function . f:above, and in that case must
result also in the value PAC. Alternatively  a function g2 LisiEhs PAC
may be use¥OM®Hresults in a verifiablg result. |If the calculated val ue.
cqrresponds to the received val ue PAC the pl ayer enables the 10
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PCT/ EPQI/ %%Q é}F(;% with o a primitive element of GF(p). Here p is a large prime such that p-1 has a

20 large prime factor. The above two implementations bear the disadvantage that the size of the
arguments, i.e., the number of bits needed to be secure, is quite large. A practical system
based on fewer bits can be to apply an appropriate secret-key encryption algorithm, e.g. the
DES, with y = F(x) = x @ DES(x). This is illustrated in the circuit of Figure 4. Alternatively a
specifically designed hash function may be used. Preferably the hash function isbased ona

25  block cipher (like DES in Figure 4) which is also used for other cryptographic functions in
the rendering device, like the decryption of the main information. Suitable examples of hash
functions like SHA and MDS3 can further be found in “Applied Cryptography, Second
Edition: protocols, algorithms, and source code in C” of Bruce Schneier, 1996, ISBN 0-471-
12845-7 John Wiley & Sons, Inc., chapter 18: One-Way Hash Functions.

30 Figure 4 shows an implementation of a one-way function generator based on
secret-key encryption algorithm. On the input 51 the bitpattern x (e.g. UD]) is applied and
processed in the encryptor 52 by using a key from a key input 53 (e.g. USPI). The encryptor
52 may for example be a DES encryptor. The output of encryptor 52 is bitwise EXOR'd to
the input x by logic EXOR unit 54, resulting in bitpattern y (e.g. PAC) on the output 55. The



geographically or in tine, there is no practical disadvantage for,the.
owner of the content to be protected (e.g. music), because users wll in

general stj ire their PAC via the network as inte rably
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secure, faahn]elon@mln'nayenoAfepmwt@amibeéylmvem based on fewer bits can be to
apply an appropriate secret-key encryption algorithm e.g. the DES, withy
= F(x) = x (r) DES(x). This is illustrated in the circuit of Figure 4.
Alternatively a specifically designed hash function may be used.
Preferably the hash function is based on a 25 bl ock cipher (like DES in
Figure 4) which is also used for other cryptographic.-functions in the
rendering device, like the decryption of the main information. Suitable
exanples of hash functions like SHA and MD5 can further be found in '
"Applied Cryptography, Second Edition: protocols, algorithns, and source
code in C' of Bruce Schneier, 1996, |SBN 0-471- 12845-7 John Wley & Sons,
Inc., chapter 18: One-Way Hash Functions. 30 Figure 4 shows an
i npl enentation of a one-way function generator based on secret-key
encryption algorithm On the input 51 the bitpattern x (e.g. UD) is
applied and



processed in the encryptor 52 by using a key froma key input 53 (e.g.
USPI). The encryptor 52 may for exanple be a DES encryptor. The output of
encrypt or | .twise EXORd to the input x by logic E ' ,
resul ting ?ﬁo%'ﬁs%ougttern y (e.g. PAC) on tlhe out put 55. Thmw‘g@gw

PECT/ EPO1/ 04504 10 input of UDI may be stuffed to the appropriate length (a
mul tiple giLAgVEYt es) bl ock- w se operation of DES. Further (a part
of ) USPI may be concat er .to UDI. ough the i-nvention has been

expl ai ned by enbodi nment ﬁz’lm ”"’ﬁm | DVD-optical recording format, it
may be applied for. any ! ﬂue of units of 5 information. For
exanpl e the record carrier. may alsd b& a magnetic type disc or a tape. It
is noted, that the invention may be inpl enented by neans of both hardware
and software, and that in this docunent the word "conprising does not
excl ude the presenqdettibd foirlk6itraled dRGbatin®S{ BEi0R Snfbhfdtioh MSArddubl 8slignd t he
word “a' or _.an' preceding an. el enent does not exclude the presence of a
pl uralitymd’f’hlﬁlbch el enents, that any reference signs do not limt the scope
of the 10 clgi atntbq-tﬂ,ggiw : ' htemor a
plurality andétléhﬁétttp seve[eal (rznafglgﬁﬁr?ggs ﬁ%g%@g%%cﬁg@rﬂg@% I tem of
har dwar e. trarsfared éo a randeringdgyiceof the invention is not linited to the

enbodig4rent s, ?ﬁ% ' Q{HJSE ' [ . vel. feature or
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CLAI MB: | devicelfdf dectypting i Xdigital infdrietidn,1. Met hod for controlled distributing

of digital i r LOn, in.parti,cul audi o, .in,whi.ch - at | east part of

the digital T“a? e devicd elFFSWB‘r‘éfﬁf‘ aeﬁaf dexicg \dentifier and 4 sen ef deyice

ho. enorypt| on oy 1o LEBat ot P e L, e for decrypti ng
ypti i . . . i

the digital g‘ﬁ?gﬂgﬁ%‘}‘@ﬁ‘?a@°ﬂtlﬁef°ﬁéhéé‘m5’rﬂg%Fevm%’nil eN9hski ded with a public

devi cgy i dent ithé piblRMdvide kRAAHSr 28@ HeGRforhalRRAliddtifer ardiiafidterrélPidtahab&ks and key

are al so ésetn%ed in a renote database,

- the remote database or the access center generates a personalized access code in
dependence of the information identifier and the secret device identifier,
- the personélized access code is transferred to the rendering device, and
15 - the rendering device verifies the personalized access code using the secret device
identifier and the information identifier and, in.dependence thereon, lmakes the information

available to the user.

2, Method as claimed in claim 1, wherein the public device identifier, the
20 information identifier, and the personalized access code are transferred via a data network.

3. Method as claimed in claim 2, wherein the digital information is provided with

an address of the access center on the' data network.

25 4. Method as claimed in claim 1, wherein the public device identifier and/or the

personalized access code are non uniquely selected from a limited set of numbers.

5. Method for providing personalized access codes for use in the method of claim
1, in which



- the digital informti th an information identifier, 10 -
the public device |denﬂ B“Em uﬂ;ormatlon i dentifier: aretransferred
to an acce se or the access CEQE rates a
per sonal i zéﬁdoaccess code in dependence.Qf the informatio |§%ﬂ€‘% er and

the secret device identifier, - the per alized access code is transferred |

to the renpder} eﬂ@ﬁg | &%nfb?ﬁ] aﬁ&t{}ﬁ"'
personal i zed %g'g)eug?%glggled usi rﬁéét ﬁe secfegﬁg% \ﬁaﬁcggﬁ{ddentl I er

i nf or mat i islentifyingrdigitab infermation prgaeneivédnce thereon; -makes the information
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access coiﬂenﬁﬁer,transferred via a data network. -3. ‘Method as clained in
claim2, whergin the.digita ormatlo r,ovid h an. ess of
the actesd ce B?rs?ﬂ?h??’fg“& % e@@dﬁpgﬁﬁ 89&1‘1}8 ‘f"‘g{ﬁa aiml,
wher ei n thﬂitnelbdcmddﬁue identifikgnt i fi er and/or the personali zed access code
are non uniq cted fro a,Ilmt set qof .nupbers. 5. Method for
provi di ng” per@%é '?gﬁeda”(fﬁﬁég %F’%Lﬁ%é“f“ﬁe? S€hod of claim 1, in
which WD 01/86387 * CL MS * PCT/ EPO1/ 04504 12 a public devi ce |dent|f|er
identifying a rendering device. and an information identifier identifying

digital | #f or mat i oMethed asclaimpd in claims avhereinith tatel nuaber ¢finesonslized accgsser ed
from € I ﬂﬁ;}g érﬁ%rzﬂn
personal ize agl(l:ﬁelggg %O g élrgﬁlag%gragfegg&?ﬂﬁ%g ni’:lg 0 ﬁe I%‘#OI‘ ma 1.on

i dent i fi eperiodiofitimee secret device i dent ifier, the personalized access code
is transferred to a rendering device. 6. Met hod as claimed in cl ai m 5,

wherein the total nunber of personalized access 10 codes is limted, or
the persohal i zed aMebsl ssaddmedineclaim 5; wherrin e deonétidevice ileptifizg éd recovieredd

e o oL B of St B TS Gl o B i B b Bt °

| east 19 nerehderitigidevioesned by a manufacturer of

8 Information carrier for'.use in the method of claim 1, comprising digital
information, in particular aucho, in encrypted form, an decryptlon key for decrypting the
digital information, an information identifier 1dent1fy1ng digital 1nformat10n and an access
20 indicator for indicating a reqmrement fora personahzed access code before allowmg access
to the digital information, the personalized access code bemg dependent on the information

identifier and the rendering device.

9. Informatlon carrier as clanned in claim 8, wherein the access indicator is

25 arranged for indicating said requirement only for selected paxts of the digital information.

10. infonnation carrier as claimed in claim 8 or 9, wherein the information is

represented by optically readable marks in a track.
30 1L Informatlon carrier as claimed in claim 10, wherem the decryptlon keyis

represented in a parameter of the track different from the optlcally readable marks, in
particular in a track wobble.



15 rendering devices. 8. Information carrier for use in the nethod of claim
1, conprising digi taI”lM“MVI“lUﬂﬂM"r particular audio, in encrypted form
an decrypt‘;v8§ ,5@ for digital informationpcgpdiisanati on

i dentifier entifying di g| tal "infort hat {on, and an access 20 indicator for
indicating a requirenent for a personalized access code before allow ng
Sccesg t1@. t he di gAt:alssslgﬁallfmiseMheiﬂe&xoaefilaimﬁhcm@rﬁmgaqaésmme&el ng
ependent on the _n pat i on entifler ana the,r n evi

| nf or mat i36F5% f@'rméél“?ﬁ ALHE P ﬁ%ﬁ“@l m“’é“’nvm% c‘g ‘ﬁ‘gf°<§‘3t or is
25 arr anggglg fa%cryp@bﬂa{lmgd&@pdng ﬂﬁtmgxﬁmfdmﬁﬂbmﬁ@fenaaingqreeﬁe,nﬁé ts of the

di gltal i nf ornat 1 on Information carrier as.clained in.claim®8 or 9,
wher ei n PrEonglized apeesssade being é?ﬂ%@"é‘ﬁ?’éﬂ‘ w@r@aﬂwmyﬁ%«éﬂa&m dgials in a
tracks 3Gnfbimationfand BRireRItric: ?ag,hgg as clained in claim10, wherein the
decryption key I1s represented in a paraneter of the track different from
the optically readable marks, in particular in a track wobble. WO01/9087 1
| 1'111!%,111111 | &) signal for
use in t#é?' met hod O?Ade?ﬂléhe‘}féeg“'gelﬁﬁynﬁtgéd%f%gﬁla %(;zierégd gﬁgﬁcode for
enabl i ng mm$n1mpdrtg:ulaahudm,fform«,ovh1chdevmrcbmpnkesr audi o, in encrypted

form usmgadec |on t|n th taI |nfor tionin a
rendering del® #es ° ewﬂ‘@ﬁ@%ﬂﬁﬁ‘iﬂi’g}g Eélég'bct%ng %ﬁ) € on an

i nf ongat iiMrmdaatiddntiber andendeciyptiogkel, gi tal 5 | nf or rrat i on and t he rendering
device. 13. Rende ia devi ce‘b‘;‘or use in, the hod of. claim1, for
rendering di i@ o %Fmt%tui‘ g‘“F‘H‘BH’E‘*’(‘PEHF‘&w BPUPRKSYs yser, which

devi ce canprhy@mory Baaﬂss.ﬁg)i¥ﬁtﬁﬁ<a1bvlbameﬁtlr&rdhah§suretldamém&mﬁ& in encrypted
form a corresponding 10 i1nformation identifier and a decryption key, -
means for de&PRal means REregeiying s persenslized ascess aede el for aerfyingt B‘élon key, - a
menory C%@%&ﬁﬁh@&a&zﬁ%‘é@h& fisifiSihe ‘éé‘crét%%%é {definidada ﬁﬁﬁ%ﬁn&ﬁ&hﬁﬁia

i denti fi control neans receiving a personalized access co e and
for Wéri fyi ngwitthing meansdora ini @m@umsaubwfmg,r@ablhm aseess of theaigérde the
|dent|f|(}\&fog,,g?ﬂ1 he information identifier, and 15 - switching neans for, in
dependence on sald verlfylng enabling access of the user to the

i nformation. :

14, Rendering device as claimed in claim 13, wherein the control means comprise -
a hash function based on a block cipher.

20
15. Rendering device as claimed in claim 13, the device comprising an access

code memory for storing at least one information identifier and the corresponding
personalized access code, the verification means being arranged for reading the personalized
access code from the access code memory for enabling the access to information of which the

25  information identifier is present in the memory.

16. Access control software product for use in the method as claimed in claim 1,
for enabling access to encrypted digital information on a rendering device, the sofiware
product having computer executable instructions for

30 - receiving a personalized access code, a secret device identifier and an information
identifier
- verifying the personalized access code using the secret device identifier and the
information identifier and, in dependence thereon, enabling access of the user to the

information.



14. Rendering device as claimed in claim13, wherein the control neans
conprise a hash function based on a block cipher. 20 15. Rendering device
as clainmed in claim13, the device conprising an access epfgpstiaRisy for
storing at WY ne information identifier and the correspondi ng

personal i zed access code, the verifi catil®n means bei ng arranged for reading -

the persopplized 8¢GesTORRGGAWRE PIMACORCREBeCR RN 6DVHertRthesdRMat1g t he

access to I'nformation of which the 25 information identifier is present in
t he menorincludes a publis seviee identifier gud 2 sosret dewiesddentifiesr use in the nethod as
clained in claim1l, for enabling access to encrypted digital information
on a rendering device, the software product having conmputer executable
instructi tis for 3(Recordxmerier compusingthe acrass coptolsoBwars nresnst asclaimed B  devi ce
[ denti;i er and]iﬁan l'pnf ormation identifier - verifying the personalized
access co‘if@mffs n°d he secret device identifier and the information
identifier and, in dependence thereon, enabling access of the user to the
information. WO 01/86387 PCT/EPO /04504 14 17. Access control software
product as clainmed in claim 16, wherein the software —includes a public
device identifier and a secret device identifier. 18, mﬁmlﬂ“ﬁ’“mﬁm]s
conprising the access control software product as cl z“ 16
or 17. L TLLLE~L LELLEE 1t 1> 1" cLMSIriq€ - * s * B




