TITLE OF THE INVENTION SYSTEM AND METHOD FOR TWO-FACTOR USER AUTHENTICATION
TECHNICAL FIELD 5[0001] The present invention relates to a user authentication system, and
more specifically to a two-factor user authentication system designed to use a one-time-password
derivation rule as a password of a user subject to authentication, in such a manner that a plurality of
pattern elements are arranged in a given pattern format and presented as a 10 presentation pattern to
a client apparam et thgzuseydithe one-time-password derivation rule is applied to certain ones of
the pattern elements included in the‘%resentation pattern at specific [ﬁ)sitions, SO as to create a

one-time password] ENH AR MESE AR FRR SNVideiiifyirfgRHeCHR it Hp pEFRTK AR hardware
thereof, as a second authentication factor. 15 BACKGROUND ART [0002] In user authentication
systems, a one-time password-based system using a single-use password usable only once for user
authenticafit"HiN[iose Rasii@come 20 popular as one scheme having higher security than fixed
password- ?%seﬁr schemes. The one-time password-based system includes a token-based scheme
using a to % creating a one-time password in accordance with a one-time-password generation

rule synchronoggavithsa awbenticatinn sefvels@nddshriendelesnonsea %@@g%@%&gﬁed such that
an authentication server transmits to a client a so-called "challenge™ which is a 25 value to be varied

every timelcarid tiye-&&nt resafnsudenBcatitiersticiioniseigrsida iesponge enedirybysappidng a client's
e e e ATl W T e e e
around theptokéhy afhespedbiems aboutrenstOithedvkerpanesdoutity imdher@eanidoidass of the
K O eniaion pattern 1o 5 Gan, ppbratus. 01 Thee Loer, ad he onetmepatoward
derivation rule is applied to certain ones of the pattern elements included in the
presentation pattern at specific positions, so as to create a one-time password, and
further use information identifying the client apparatus such as hardware thereof, as a
second authentication factor.
15
BACKGROUND ART
[0002]
In user authentication systems, a one-time password-based system using a
single-use password usable only once for user authentication purpose has become
20 popular as one scheme having higher security than fixed password-based schemes.
The one-time password-based system includes a foken-based scheme using a token for
creating a one-time password in accordance with a one-time-password generation rule
synchronous with an authentication server, and a challenge/response scheme designed
such that an authentication server transmifs to a client a so-called "challenge" which is a
25  wvalue to be varied every time, and the client returns to the authentication server a
response created by applying a client's fixed password to the challenge in accordance
with a given rule. While the token-based scheme has an advantage of being able to
reliably identify a user who owns a token, it forces the user to carry around the token,

and has problems about cost of the token and security in the event of loss of the token.

30  In this respect, the challenge/response scheme offers the convenience of being not
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necessary to use a token. On the other hand, due to a process of generating a one-time password
using a client's fixed password which is highly likely to be analogized, the challenge/response scheme
involves problems about poor protection against stealing during a password input operation and the
need for installing dedicated software to 5allow a client to generate a response. [0003] Late years, a
new user authentication system has been developed based on a so-called "matrix authentication(r)"
scheme torimpsore thesboudaroblemsindherdomvie dtionalachalbengel responsezschesnend his matrix
authentication scheme is 10 desig arrange a plyrality of random numbers in a given pattern

d f rang
format so 8Y0'CH a‘ﬂé‘%gn"ra‘ﬁhﬁ%%?‘ﬁfggé?ﬁgﬁf; Bﬁl‘r‘%rﬂﬁ 1%%{%@%%%&81 b5 4ne retulsting

authenticagip g RPN R QRAAIReRARSWOH MRINATIOR ISR YINEB8 M RRSSWPIIAfHije user to
certain pattern elements (a part of the random numbers) included in the presentation pattern so as to

create a odertiraer parssiverd . Spdcifivatyothesrébemestb hor Spdating idsharted irrdoratacn between a

server.and. a client .Tq%n, instead of a direct comparison of password, the sever carries out user
a client to ¢ a TCSPONse,

authentica |o%%y comparﬁ%%% ween'a one-time password created on the client side as a result of
applying thea¢-time-password derivation rule or the user's password to the presentation pattern, and
a verification caode created on the server side as a result of applx}ing the 20 one-time-password

derivation rule bithe'tRerd Sssswerd it fralan arsirmpdisriert ide wiansd fiitdnfitation scheme,
a one-time;pagauPrd ey alioR JWR AR QR ARAES YRR &R dNTaEMALIan ahuidasPaCtye positions of

certain pattern elements to be selected on a matrix-form presentation pattern and a selection order of
the certaincpatterhceid mertdsagedretramaste sidaain thaklitis easily stothiiéidntibre farmmot als image 25

and G@nno be fi?gred out as a SFegff'{c passw rd even if being stolen d rilqgﬁl%% sword input
e

operation. TOUBAT" *© BEEET SrPthe iiatrix Althentdeation schénte, A St FASHISE B&eh developed

in which a gegseniatipnpattain ipereateddaseaan acombipational apaiterseserdvatig:30and other
information so that it becomes possible to prevent the C{)resentation pattern from being figured out
even if thedyHifarsaey sateril SRS Bs wrdetL arifrpary i stigracthvd PesHEd Fopping

(tapping ogsniffing), elC 3¢ %.lRLAXAMRLG NG fallowing L2LaRLROSAMSAL LI RRINIGRANY, In this

authentication system, an authentication server Is operable to generate and transmit a pattern seed
value for presentation pattern so as to create a one-time password.  Specifically, the presentation

15  pattern is shared in common between a server and a client. Then, instead of a direct
comparison of password, the sever carries out user authentication by comparing
between a one-time password created on the client side as a result of applying the
one-time-password derivation rule or the user's password to the presentation pattern,
and a verification code created on the server side as a result of applying the

20 one-time-password derivation rule or the user's password to the presentation pattern.
In the matrix authentication scheme, a one-time-password derivation rule serving as a
password is information about respective positions of certain pattern elements to be
selected on a matrix-form presentation pattern and a selection order of the certain
pattern elements, and characterized in that it is easily storable in the form of an image

25  and cannot be figured out as a specific password even if being stolen during a password
input operation.

[0004]
Based on the matrix authentication scheme, a system has also been developed in
which a presentation pattern is created based on a combination of a pattern seed value

30 and other information so that it becomes possible to prevent the presentation pattern
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5 creating a presentation pattern, to an authentication-requesting client. In response thereto, the
authentication-requesting client is operable to display thereon the presentation pattern using the
pattern seed value, and transmit a one-time password entered based on the presentation pattern, to
the authentication server so as to perform user authentication through verification of the one-time
password. 10 PRIOR ART DOCUMENTS [PATENT DOCUMENTS] [0005] Patent Document 1: JP
2007-2648394 b&HUMMARY Qe HEHNMERTI [ PREOBL EMchQBERSOLMEDHRY il
INVENTION] [0006] However, the conventional matrix authentication systems can perform only 20

single-factBF St#he ARG TR PRSEVERIING (erM iR isSitfofifSt g thataRE EsdPknows.
Thus, in the, gyem o lerkaodeafithedisans Pagswateiitis innassiglade-avaithifaudugnt aythentication
using the password, which means that there is a limit to security. For this reason,’in view of enhancing
security, theilcmisdimensanvincreasiag eeld farmasttastst tsosatithe ptitationagdinginfofmation other
than apassward, as 2,25 seeand athentcation factor More speclically, there has begn.g need for, in
addition toa pasgwo% as Informaton that af adthentic user kn%ws, u%ing 4 new authentication factor,
such as infasmasiontadicaliveriohpassessiennef atestain deyieablr infounation indieatinglthat a person
requesting authentication is identical to the authentic user. However, even if information other than a
password @%W&V%Béﬁeﬁ% ysing the pattern seed value, and transmit a one-time password

entered based on the presentation pattern, to the authentication server so as to perform

user authentication through verification of the one-time password.

10
PRIOR ART DOCUMENTS
[PATENT DOCUMENTS]
[0005]
Patent Document 1: JP 2007-264839A
15

SUMMARY OF THE INVENTION

[PROBLEM TO BE SOLVED BY THE INVENTION]

[0006]

However, the conventional matrix authentication systems can perform only

20 single-factor authentication using a password of a user, which is information that the

user knows. Thus, in the event of leakage of the user's password, it is impossible to

avoid fraudulent authentication using the password, which means that there is a limit to

security. For this reason, in view of enhancing security, there has been an increasing

need for two-factor user authentication using information other than a password, as a
25  second authentication factor. More specifically, there has been a need for, in addition

to a password as information that an authentic user knows, using a new authentication

factor, such as information indicative of possession of a certain device, or information

indicating that a person requesting authentication is identical to the authentic user.

However, even if information other than a password is simply added as an

30  authentication factor, leakage of the information is likely to occur through network
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30authentication factor, leakage of the information is likely to occur through network eavesdropping,
etc, and thereby only a limited effect on improvement in security can be obtained. In cases where such
information other than a password is created using a one-time-password token, the leakage through
network eavesdropping can be avoided, whereas it is necessary to spend a lot of cost and effort to
introduce one-time-password 5 tokens for personal use, and an inconvenience is caused by a need to

take alongethewhepiing; passwotdekeroekenaitbértitation. iMrANSHOR SQINING BEE
PROBLEM %2007] 10In view of the above problems, the present invention provides a two-factor user

authenticaflB &5 dtentaIGh M T6° Uit BHEBAILD B IPRHSrRATOPTHIE 4353 P43 of a user
subject t0 gHINGRHCHIQR I SHIEEh 2 MARARS JD3h R I AR SIPBHRUSISENLS At Alfgiggd In a given

pattern format and presented as a presentation pattern to a client being used by the user, and the
one-time-pékeweardt derivetisaryuie ipcagplibd 06 cestondaifionds vithdupatieertivlernessisdintiuded in the

presegtaticgg& Fatt_ rn at spe ific osit('ions SQ as to create a one-c{i@e ass ?rd_, End further use
. . 1S . LOf C{S gl USe, and an mg(bnv IHENCE 18 cause é)ne F\?’ Q. 13 alc%n% e
information identi mB hé client being used by the user, as a second authentication tactor. The

two-factor pisetiaidthamticatibDsystem-canipfisea@mauthentication server and a plurality of the clients
each serving as an authentication-requesting client, wherein the authentication 20 server is operable
to: pre-store respective user IDs of a plurality of the users, respective one-time-password derivation

rules of th Mg@f@;@gﬁ%ﬁ;mﬁg Mﬂmlients to be used by the respective users as the

authentication-requesting client, in associated relation with each other on a user-by-user basis; in
accordancB) Wit a given generation rule, generate a pattern seed value adapted to uniquely specify a

presentation pattern in 25 combination with one of the client IDs; and transmit the generated pattern
Seed {alue to tHb HOthaNTECREFEqURBITE b St b MR P HUER Co YA uStng client i

operable taiacauikaihe clenrhlDietiheauihenticationeaguesiingwdientisieniuged.ky ape,of the users
who requests authentication; based on the acquired client ID and the pattern seed value received from

the autherﬁww%@??@saﬁawﬁ%é@r@j&h@éi\?ﬁtﬁp& 30gHA Atk diehfoplusd e aeéeEation rule,
create andefgﬁ%lﬁ% Q’r@@ﬁ"%%@@&'?ﬁ ngg%?pbattem format and presented as a presentation pattern

to a client being used by the user, and the one-time-password derivation rule is applied
15 to certain ones of the pattern elements included in the presentation pattern at specific
positions so as to create a one-time password, and further use information identifying
the client being used by the user, as a second authentication factor. The two-factor
user authentication system comprises an authentication server and a plurality of the
clients each serving as an authentication-requesting client, wherein the authentication
20 server is operable to: pre-store respective user IDs of a plurality of the users, respective
one-time-password derivation rules of the users, and respective client IDs of the clients
to be used by the respective users as the authentication-requesting client, in associated
relation with each other on a user-by-user basis; in accordance with a given generation
rule, generate a pattern seed value adapted to uniquely specify a presentation pattern in
25  combination with one of the client IDs; and transmit the generated pattern seed value to
the authentication-requesting client, and wherein the authentication-requesting client is
operable to: acquire the client ID of the authentication-requesting client when used by
one of the users who requests authentication; based on the acquired client ID and the
pattern seed value received from the authentication server and in accordance with a

30  given pattern-element-sequence creation rule, create and display a presentation pattern;
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allow the requesting user to enter therefrom a one-time password created as a result of applying the
one-time-password derivation rule of the requesting user to certain ones of the pattern elements
included in the displayed presentation pattern; and transmit the entered one-time password to the
authentication server, and wherein the authentication 5 server is operable to: create a verification code
as a result of applying the pre-stored one-time-password derivation rule associated with the user ID

received frafovihgauhenitationres yesiing-elidninte castainpaliemoemaentd includediina
presentation pattern formed from a pattern element sequence which is created based on the
transmitte dRPAYEH e QEYERIE BRfT e AEUsRIien BHEMIthassBiGRiRg With theeFEtRioBes 16 user ID

and in accgrdangewithihe9lveRRALET-SlemeiSeYRRss Cheafian UlE; AN GomRareiibe one-time

password received from the authentication-requesting client, with the created verification code, to
perform usstaeathemitationaf®®08] to theratitkeptesentinsmntiomdviberamtesenthtioncpastern is
createﬁd based on the algtlerp 15seed value, it {’niﬁy b% created bellseg on 6]la combination with a plurality
of typés of chient ToePEfient I 5?8%6)?[66%@?3 9 t%?ngtfl&e?y%?uaaa i Pf}lf?gnt epﬁ?'éségﬁ invention, in
advance ofgaatingapreseniationtattenn basedigedhe patien seedivalugethequsaimDipE the
requesting user 20may be combined with the pattern seed value, in addition to the client ID. [0010]

The two-faitBICREeRtTEAMREENCHSte ke SETHETDRSESH FGEISTEh iivdydse Bbafkgreaitequire, as
the client 'Pm@%”%ﬁ%@ﬁ”ﬂﬁﬁ%”ﬁa aincaipateddn, pardwags af the authantcatipnsreqyesting client.
25[00111 © Alternatively, the two-factor user authentication system of the present invention may be
configureditmamdfuixk pasciinesctid vt 1, addritifiqatienanrfo rhetioDabsutiareextandlcdevidedhrough an
interfﬁ}ce Oigstgrel uggﬁr}gcggic%?ag%%g F{'Vsit’gl?%hgl igeirx]f%n pattern-element- sequence creation rule; and
compare the one-time password received from the authentication-requesting client, with
the created verification code, to perform user authentication.
[0008]
In the present invention, when a presentation pattern is created based on the pattern
15 seed value, it may be created based on a combination with a plurality of types d.f client
1Ds (client ID group).
[0009]

Alternatively or additionally, in the present invention, in advance of creating a

presentation pattern based on the pattern seed value, the user ID of the requesting user
20  may be combined with the pattern seed value, in addition to the client TD.
[0010]

The two-factor user authentication system of the present invention may be
configured to acquire, as the client ID, identification information incorporated in
hardware of the authentication-requesting client.

25 [0011]

Alternatively, the two-factor user authentication system of the present invention
may be configured to acquire, as the client ID, identification information about an
external device through an interface of the authentication-requesting client,

[0012]

30 Alternatively, the two-factor user authentication system of the present invention
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[0012] 30Alternatively, the two-factor user authentication system of the present invention may be
configured to acquire, as the client ID, identification information about an operating system of the
authentication-requesting client. [0013] Alternatively, the two-factor user authentication system of
the present invention 5may be configured to acquire, as the client ID, a network address set for the
authentication-requesting client. [0014] Alternatively, the two-factor user authentication system of
the presenhitwéntioomfiaydie wonfiguired4o hequiire)tad thélehéeficiobialdgicaliceniification information
10about the req{uestin user. J0015] In the inventions described above or set forth in the appended

claims, eaBRGTHAB TSR YeRef BRAL AR RN Rt to express a device, apparatus or system

having a smiﬁ}: configuration or function, but to express a device, apparatus or system 15 having a
typical function. Further, a function of a single component or claim-element may be achieved by two or
more physical fiemstizEeky athencriorastaneser mdienéisatponsriisor eldim-plesaehisyaljobe achieved

by a single physical means. In the appended glai tem claim may he recognized as a method
or proé:essnc%gir?])edé‘ﬁﬁ}el gGe Tt%a%criglgf)%cﬁ\sle%ﬁnréﬁgﬁ%s 0 tléllmncaé‘g%enéi?ﬁeﬁ%e Ss%st%% tc &im are 20
sequentialiydxetuiednandubeiappisite is true. It is understood that the steps defined in the method
claim are not necessarily executed in order of description but may be executed in any suitable order

allowing af’ht&hded function to be achieved in their entirety. The system and method of the present

invention may hedesignad Uaing.a Regra i Ganalle e RRA N antise aghiewngthe iptpnded

function in cooperation
may be configured to acquire, as the client ID, biological identification information

16 about the requesting user.
[0015]

In the inventions described above or set forth in the appended claims, each of the
terms "server” and "client" is not intended to express a device, apparatus or system
having a specific configuration or function, but to express a device, apparatus or system

15 having a typical function. Further, a function of a single component or claim-element
may be achieved by two or more physical means, and a function of two or more
components or claim-elements may be achieved by a single physical means. In the
appended claims, a system claim may be recognized as a method or process claim
defined such that respective functions of claim elements in the system claim are

20 sequentially executed, and the opposite is true. It is understood that the steps defined
in the method claim are not necessarily executed in order of description but may be
executed in any suitable order allowing an intended function to be achieved in their
entirety. The system and method of the present invention may be designed using a
program capable of partly or entirely achieving the intended function in cooperation

25  with given hardware, or a recording medium having the program recorded thereon.

[EFFECT OF THE INVENTION]
{0016]
The two-factor user authentication system of the present invention is designed to

30 use a one-time-password derivation rule as a password, in such a manner that a
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25with given hardware, or a recording medium having the program recorded thereon. [EFFECT OF
THE INVENTION] [0016] The two-factor user authentication system of the present invention is
designed to 30use a one-time-password derivation rule as a password, in such a manner that a
presentation pattern is presented to a client being used by a user subjected to authentication, and the
one-time-password derivation rule is applied to certain ones of a plurality of pattern elements included
in the presertaticii patiemeat siepiftc usitionssalamto weatewdcdnértime passwibie:agdifurther use
information identifying the client 5 being used by the user, as a second authentication factor. The

authenticaliGh KA, GPE 6181 YoRd e -drarrLeRd Wa It BRAFALE t5TEmibeRsty Shacify a
presentation,pattersy ip.gembinationswithienee of %@w@@me@f&li@@&é%a%osp@c{f&ego%a%g%cﬂve users

as an authentication-requesting client, and transmit the generated pattern seed value to the
authenticaioferetpagstingrstitinte Thesaistve riishfionhas qursstirigroliemiisident icrabibecclroguire the
client D otlilthe authgg%ﬁtion-reguestin%ncéign when use b%ronenqlf the users who reguests

! ‘ X

authentica gﬁ,gbué’ge n ﬁwgsg%qﬁirae%e% ient1b'ahd” ?ﬁié)lf)é terh seedd vaz]afltl?gnré%z’)‘etll\(/)gdg from the

authenticatipsrsigevey anttiataccoinnacswithvalgivedepaidern-elefient-seausnsepeseatinoile, create
and display a presentation pattern; allow the requesting user to enter a one-time password therefrom;
and transrAfttHE 15 eAfhEd e tithe Pisehvoref tertie alHismicHtiorskiverdrhy Kisstiieation server

is further qperable toy feiRESAIS ARIRSRRGNANRRME BSP AR 5TeAte Avedicalion.cds. and compare

the verification code with the one-time password to perform user authéntication. Thus, in addition to
the user's passworthavhitteis: mfermatipastieg teuser Rnowshting cliemt-lBqoastibg uBedt ds a second

auth ?tication fgf:t r, So that ichO Pectog)esgp ssibtlﬁ tgf.achieve two-factor. authentication in which a
fact of phySRSATY posBLliig AESUIeR dipBbEoF ORI the Metit 1D Lishie¥ 8 A4 ditional
condition feryefifisatioerduwing Ryteenrticationidarrdditiardtia eientiRiitselismatsuhiegted to the
verification during authentication, so that even if the one-time password is stolen during authentication

through netisiR éﬁ@és\@ﬁl@spﬁﬁ@zﬁ’fﬁé ent s wnﬂﬁ@%ﬁ%@llésm 28drnpaRerdprctinetbdssword.
More specifically, vand{ihs ﬂ%%&&&%@%?éa%ﬁdriﬁﬂ}‘@d’ledéﬁﬁ‘S@Qge%?&%%%m m)%ggeg%twork

eavesdropping, 1t Is impossible to'infer a presentation pattern an ne-time-passwor rivation rule,
so that it beléomdisepasgitiertg obtaitostroag securitynaApdirevdelite cdpaly)eaod attputtingtihe client 1D,
a Wid}% range of devices including the off-line authentication-requesting %Iien,t itself may 30be used.

This MakeSHEFSE S BSHATIZERNS Bt i HD SFTducifg MR 38 Hilfmize the
burden of ¢aiipgRrauRdithedenise sanabie:of QUIRLINGStheClEREdie a verification code,

and compare the verification code with the one-time password to perform user
authentication. Thus, in addition to the user's password, which is information that the
user knows, the client ID can be used as a second authentication factor, so that it
20 becomes possible to achieve two-factor authentication in which a fact of physically
possessing a device capable of outputting the client ID serves as an additional condition
for verification during authentication. In addition, the client ID itself is not subjected
to the verification during authentication, so that even if the one-time password is stolen
during authentication through network eavesdropping, the client 1D will never be leaked
25  from the one-time password. More specifically, even if the one-time password is
stolen during authentication through network eavesdropping, it is impossible to infer a
presentation pattern and a one-time-password derivation rule, so that it becomes
possible to obtain strong security. As the device capable of outputting the client 1D, a
wide range of devices including the off-line authentication-requesting client itself may

30  be used. This makes it possible to minimize the cost and effort for introducing the
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[0017] In the present invention, when a presentation pattern is created based on the pattern 5seed
value, it may be created based on a combination with a plurality of types of client [Ds (client ID group).
In this case, the number of authentication factors can be substantially increased up to three or more so
as to obtain stronger security. [0018] Alternatively or additionally, in the present invention, in advance
of creating a 10 presentation pattern based on the pattern seed value, the user ID of the requesting
user may Isgscombiné dmitin the thattemndse el calyedreaddidiahdeltheclieph . 4 thipoase, even if the
pattern seed vilue |s.stolen through network eavesdropping, it becomes more difficult to infer a
presentatiglﬁer? s ﬁ?t‘om the pattern seed value, so that it becomes possible to obtain stronger
security. 15§091P] The two-factor user authentication system of the present invention may be
configured to acquire, as the client ID, identification information incorporated in hardware of the
authentication-FadleBtrignéliBHens P aYitFcambes pfehemtticab sutaalopbratihgsistenitofthe

a“th.e@ticaéié’éérR%%‘??Ei@%g%%”&e%é%% %%ts\é/? %ﬁaad%ﬁi%%n%%%%’%ﬁ‘ﬁ aqui‘-}%fhe%‘ﬁﬁa“gs”arfeéi%’e%%“.”g client.
In this case, information based on a fact of physically possessing the authen |3§)t|on-request|ng client
serves as Hpsa@ditondDcandifion fon weitficatigntbeiringnbethentication sothatibesecurityas
enhanced. Alternatively, the two-factor user authentication system of the present invention may be

configured Y SEBHAIY, BEHASSHBRIIDNERATMAGSA A AR ERBE =P &¥al device through an

25 interfacg)@fgpe authentication-requesting client. In this case, a fact of physically possessing the
external device serves as an additional condition for verification during authentication, so that security
is enhanced. Atdigiativedy thie additiacidyuserthethrentidativresystermoidhenpeesbatdniention may be

configgired to acauire, as e glent 1D, hlological identifigation informafion, about ihe, requesting user. In
this case, 56 |oqog|calplnforma%ison indicative of Iden ity Serves as an a itiohal Eondition for
may be combined with the pattern seed value, in addition to the client ID. In this case,
even if the pattern seed value is stolen through network eavesdropping, it becomes more
difficult to infer a presentation pattern from the pattern seed value, so that it becomes
possible to obtain stronger security.
15 [0019]

The two-factor user authentication system of the present invention may be
configured to acquire, as the client ID, identification information incorporated in
hardware of the authentication-requesting client, or identification information about an
operating system of the authentication-requesting client, or a network address set for the

20 authentication-requesting client. In this case, information based on a fact of physically
possessing the authentication-requesting client serves as an additional condition for
verification during authentication, so that the security is enhanced. Alternatively, the
two-factor user authentication system of the present invention may be configured to
acquire, as the client 1D, identification information about an external device through an

25  interface of the authentication-requesting client. In this case, a fact of physically
possessing the external device serves as an additional condition for verification during
authentication, so that security is enhanced. Alternatively, the two-factor user
authentication system of the present invention may be configured to acquire, as the
client 1D, biological identification information about the requesting user. In this case,

30  biological information indicative of identity serves as an additional condition for
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verification during authentication, so that security is enhanced. BRIEF DESCRIPTION OF THE
DRAWINGS [0020] 5FIG. 1 is a block diagram illustrating a hardware configuration of a two-factor user
authentication system 100 according to one embodiment of the present invention.  FIG. 2 is a block
diagram illustrating a functional configuration of the two-factor user authentication system 100.

FIG. 3 is a flowchart illustrating an operation of the two -factor user authentication 10system 100.

FIG. 4 is avitoitich@ohifustrgtinghemiopaoation tbithectwiofaatohamgerdauthentication system 100, which is
continued from the flowchart illustrated in FIG. 3.  FIG. 5 is a conceptual diagram illustrating a
process of creating a presentation pattern, in the two-factor user authentication system 100. 15FIG. 6

is a conceptugk dipgrank iitusimtiog-arenersimeywppssword derivation rule in a matrix authentication
scheme. FIG. 7 is a conceptual diagram illustrating a process of entering a one-time password, in

the matrix A9 dntication scheme.

5 FIG. 1 is a block diagram illustrating a hardware configuration of a two-factor user
authentication system 100 according to one embodiment of the present invention.
FIG. 2 is a block diagram illustrating a functional configuration of the two-factor
user authentication system 100.
FIG. 3 1s a flowchart illustrating an operation of the two-factor user authentication
10 system 100.
FIG. 4 1s a flowchart illustrating an operation of the two-factor user authentication
system 100, which is continued from the flowchart illustrated in FIG. 3.
FIG. 5 is a conceptual diagram illustrating a process of creating a presentation
pattern, in the two-factor user authentication system 100,
15 FIG. 6 is a conceptual diagram illustrating a one-time-password derivation rule in a
matrix authentication scheme.
FIG. 7 is a conceptual diagram illustrating a process of entering a one-time
password, in the matrix authentication scheme.
FIG. 8 is a schematic diagram illustrating an image on a Windows® logon

20 authentication screen in the two-factor user authentication system 100.

DESCRIPTION OF EMBODIMENTS
[6021]
The present invention will now be described based on an embodiment thereof.
25 To begin with, an explanation of techniques unique to a matrix authentication scheme
will be made below. The matrix authentication scheme is designed to use a
one-time-password derivation rule 102b as a password of a user subject to
authentication, in such a manner that a plurality of pattern elements (pattern element
sequence 190) are arranged in a given pattern format and presented as a presentation

30  patiern 191 to a client apparatus being used by the user, and the one-time-password
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FIG. 8 is a schematic diagram illustrating an image on a Windo s logon 20authentication screen in the
two-factor user authentication system 100. DESCRIPTION OF EMBODIMENTS [0021] The present
invention will now be described based on an embodiment thereof 25 To begin with, an explanation of
techniques unique to a matrix authentication scheme will be made below. The matrix authentication
scheme is designed to use a one-time-password derivation rule 102b as a password of a user subject
to authentidatiostion suiehiadhdnaeplidtta plutailiyontpaftdrn phewianikipaiieindielent gequence 190)
are arranged in a %iven pattern format and presented as a presentation 30pattern 191 to a client

apparatus WERFGAEEH BABR Lter! Shritie RISEIARSeSRASLR Gt e BRI TMas1toklis applied to

certain onfggggfzt}he pattern elements included in the presentation pattern 191 at specific positions, so
as to create a one-time password. [0022] (Presentation Pattern and Pattern Elements) 5The
presentation pditessen@ticohsists ohd Paticilitl lofsatorn elements arranged in a given pattern format.

Typlc%lly, the gimen ratte%n format is almatrlx comprise Oflﬁl g)rgérall% of matrix elements arranged in m

columns x n rows & form Eg”'lrpélc%namar sh%{)ﬁlglfn its Erftiret 3? %{rrgﬁﬁlﬁlé]%%ﬁ&%ﬂ%eo the matrixes.

Alternativedyg it ¢haaheanmteter Syitahigygraphit, padenad nfdpisaspesificationcanaivédesntication
scheme plurality of matrix elements arranged i m columns x n rows to form a rectangular
shape in its entirety, or by arranging a plurality of the matrixes. Alternatively, it may
be any other suitable graphic pattern. In this specification, an authentication scheme
10 using a presentation pattern arranged in any pattern format other than the typical matrix
form will also be referred to as "matrix authentication scheme". Preferably, the given
pattern format is formed as an orderly pattern or an impressive pattern easily remaining
m user's memory to allow a user to easily remember a one-time-password derivation
rule 102b serving as a password of the user.
15 [0023]

The term "pattern element” means an element to be arranged at a given position in
the given patter format so as to constitute a presentation pattern. Preferably, the
pattern element is selected from one-digit numerals 0 (zero) to 9. Alternatively, the
pattern element may be any other suitable character, such as alphabet or symbol. As

20 the symbol, it is particularly preferable to use """, Wk U0 v wpn ngu ngn ngy or
"&" which is assigned to a standard keyboard for a personal computer (PC). The
character may include a figure, such as graphic, illustration or photograph. Preferably,
a single presentation pattern includes two or more same pattern elements.  In this case,
there is a many-to-one correspondence between a one-time-password derivation rule

25 102b serving as a password and a one-time password 192 created as a result of applying
the one-time-password derivation rule 102b to the presentation pattern, which means
that the one-time-password derivation rule 102b is automatically hashed during input of
the one-time password 192, In other words, a processing similar to a hash finction
algorithm 1s automatically performed during mput of the one-time password 192.

30 Thus, even if the presentation pattern has already been figured out, the
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10 using a presentation pattern arranged in any pattern format other than the typical matrix form will
also be referred to as "matrix authentication scheme". Preferably, the given pattern format is formed as
an orderly pattern or an impressive pattern easily remaining in user's memory to allow a user to easily
remember a one-time-password derivation rule 102b serving as a password of the user. 15[0023]

The term "pattern element” means an element to be arranged at a given position in the given patter
format so aadaiaanptiteteaiplesentaionpatiens Reeferably, fiepattenn blesdenhisoaslestrd from
one-digit numerals O (zero) to 9. Alternatively, the pattern element may be any other suitable
character, SfehiHE BHSHEREE b %ymbol. As 20 the symbol, it is particularly preferable to use "+","-", "*",
= "1'['0533,}"#", "S" or "&" which is assigned to a standard keyboard for a personal computer (PC).
The character may include a figure, such as graphic, illustration or photograph. Preferably, a single
presentation pdtteinsinehiddsmond, ows rMbrersshelpateamplemeritGin/itispecesdtienepist@mmany-to-one

correspondgnce between a one-time-passwyord derjvation rule 25 102b serving as a password and a
one-tihgle pqags?s&\?o?rcﬁ@f@eaﬂé%%%gaar%%ﬁ lgf é’pBﬁ/‘litﬁSl tﬁlglgﬁg—%fcﬁlégpsz‘fsks:%%[}g%g}i\(}g iSHEthile 102b to
the presentatianpatiens vigckimeansthatrifeanstime-paspa@nd derivaion arlaeb ign
automatically hashed during input of the one-time password 192. In other words, a processing similar
to a hash flurfetiéhh BfgorEnmn & akdontataly Pedoridd tisangurbutot thershktphensadbword 192.

S0Thus, eyerritibe PSRRI aneliPatkhsan dRIRhOU ihe. B0or ImgsRasayord

derivation rule 1026 cannot be figured out based on only one one-time password 192. [0024] In this
embodimentlas:dlustratethpfer @xample, in FIG. 7, a presentation pattern 5 191 is created by arranging
a pIuE@Iityg)g{(i%a%tfem elements each selected from one-digit numerals 0 to 9, in a given pattern format
191p compri of four 4-by-4 matrixes. In a client having a display screen with a small area, such as
a portable phonpaiteis FRIQEAP:IRARR A presentation pattern in which the number of 4-by-4 matrixes

is reduced, for example, to three. 10[0025] (Pattern Element Sequence)
The pattern element sequence 190 is data indicative of the content of a plurality of

pattern elements to be arranged in the given pattern format 191p so as to create a
presentation pattern 191. Typically, it is a sequence in which all of the pattern
15  elements to be comprised in the presentation pattern 191 are arranged in order. The
pattern element sequence 190 is created in advance of creating the presentation pattern
191. 1t should be noted that the pattern element sequence 190 is not limited to one
character sequence created by arranging a plurality of pattern elements in order, but
defined as data including information about all of a plurality of pattern elements to be
20 comprised in a single presentation pattern 191. Thus, as long as the pattern elements
to be comprised in the pattern element sequence 190 are associated with respective
positions m a presentation pattern, the order of the pattern elements comprised in the
pattern element sequence 190 may be freely set. Further, the pattern element sequence
190 may be divided into a plurality of data. A two-factor user authentication system
25 100 according to one embodiment of the present invention roughly comprises an
authentication server 101 for authenticating users, and a plurality of clients each
connected to the authentication server to serve as an authentication-requesting client
151 which is a terminal for allowing each of the users to request authentication
therethrough. In the two-factor user authentication system 100, the pattern element

30 sequence 190 is created in the authentication-requesting client 151 and used for creating
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The pattern element sequence 190 is data indicative of the content of a plurality of pattern elements to
be arranged in the given pattern format 191p so as to create a presentation pattern 191. Typically, it is
a sequence in which all of the pattern 15 elements to be comprised in the presentation pattern 191 are
arranged in order. The pattern element sequence 190 is created in advance of creating the
presentation pattern 191. It should be noted that the pattern element sequence 190 is not limited to
one charaatgrsequenaepareatetbbyiathangihgrai pltirality plcpdtiersietlements in odershuwtidefined as
data including information about all of a ﬁlurality of pattern elements to be 20 comprised in a single

presentatiéie PSR FEMS SETA S S THE FadErRsBIdRe Ats s Betbsrtisaey trtse battern

element sqguenca L0 Araassesialpgdnithrespestive positions in a presentation pattern, the order of
the pattern elements comprised in the pattern element sequence 190 may be freely set. Further, the

pattern elel¥étlsequence 190 may be divided into a plurality of data. A two-factor user authentication
systergl 25 100@900 in%f?paone e odimentﬁ)&‘l% e present invention roughly comprises an
0

authentication Server 10 P%‘ﬂ?ﬁent?égﬁﬁanuser , and a plurality of clients each connected to the

authentication Stevemtorsatvpaassanadthipatioatiand equesting cligntd S whisiets & tesminal for
allowing each of the users to request authentication therethrough. In the two-factor user authentication
system 10024REpARET BIdRTEHcS 0B fuBRE EONsheisated Th fesBERHENRERORS SquUAsstg client 151

and used far.creafing, 2 presentafigppaiern, 491in ataﬁaawnﬁngca@i%-{ﬁw&éﬁq)ﬁ'@naéeﬁl- In other

words, the pattern element sequence 190 Is never transmitted to the authentication server 101 via a
network inTgresitor Unetrangfdomad fophed 0026} B{O petEimeRasswbdrd Berilation Rige)ng The
one-tjme-password derivation rule 102b.js a rule to he applied.to certain pattern elements included in a
orost a3 BT T EBARAL O S8 ek S b EEime Pk BRP TS5 e i it
serving astaepass\ard piavisar ddypisallysulier nbedaaeranplisddimsertainpatiernslements” is a rule
for selecting 10 certain pattern elements at specific positions in a specific order. In this embodiment,

the p_ne-tin@érﬁas%%iaﬁdﬁaéiﬁk@@mﬁ ?m@imméq:h@ﬁﬁﬁﬁ@ﬁ- Eovsisihy Bita eopamatbersmigspective
positions 05&%%%&109?% H?r?&rﬁ%{g?gc . o ?9&’!“5%!1% QLRANSI SRS %ega L&

presentation pattern 191, and a on order of the certain pattern elements.
one-time-passward défhatior-tite302bymay dditidnallyukclbozbhl mifosthitiomiboitcitixed

character, such as a fixed numeral, to be entered without being based on a presentation pattern 191.
In thii cas8! 3‘6%%‘%%?8%%3%8%%@??\9&?}"@@% Pod 1f?ﬁ1ﬂm%fﬁ%ntﬁd??s@lfﬁﬂégf‘ﬁ’mmnation of:

respectiveRositions.af eartainuesiade saleateddiom theqprttesn.claments aampriseddnthe
presentation pattern 191; at least one fixed character to be entered without being based on the 20
presentatisirpatenigle dpébdsulbtishion mpaistitepbt tuderatinpaftemnedive pestingsthe fixed
character. of certain ones to be selected from the pattern elements comprised in the presentation
pattern 191; at least one fixed character to be entered without being based on the
20  presentation patter 191; and a selection or input order of the certain pattern elements and

the fixed character.

[0027]

FIG. 6 illustrates a structure of a typical one-time-password derivation rule 102b.

In this embodiment, the one-time-password derivation rule 102b is applied to a
25  presentation pattern 191 created by arranging sixty four pattern elements each selected

from one-digit numerals 0 to 9, in the given pattern format 191p comprised of four

4-by-4 matrixes. In FIG. 6, respective positions of the pattern elements in the given

pattern format 191p are distinguishably presented by sixty four numerals 01 to 64.

When the presentation paftern 191 is presented to a user requesting authentication

30  (herematter referred to simply as "requesting user"), one of the one-digit numerals 0 to
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[0027] FIG. 6 illustrates a structure of a typical one-time-password derivation rule 102b. In this
embodiment, the one-time-password derivation rule 102b is applied to a 25 presentation pattern 191
created by arranging sixty four pattern elements each selected from one-digit numerals 0 to 9, in the
given pattern format 191p comprised of four 4-by-4 matrixes. In FIG. 6, respective positions of the
pattern elements in the given pattern format 191p are distinguishably presented by sixty four numerals
01 to 64. Wheill the preseridtion padpenilOdrs pfakeniedtiom usahsesisesingeatie itichton
30(hereinafter referred to simply as "requesting user"), one of the one-digit numerals 0 to 9 will be
presented A §PrBUHEBHRL" ??eﬁ)%ﬁ]fhe positions of the pattern elements in the given pattern format 191p.
[0028] Prefggg@iy, the one-time password 192 to be entered comprises a variable numeral 5 to be
entered based on the presentation pattern 191, and a fixed numeral to be entered without being based
on the present&tieisrphliethel o1¢-Tims masaerdol Patehs eldatehiouniprisedariable prasaatation
pattern 194.i5, sty four T, selecled angs of e Ropyions, of,he sy, four natiern slements
comprised’in theé presen?aﬁon pattern TP Are presented %y corresponoﬁng ones of two- igit

numerals @it Gdbasgigneddodh@clfreespective positians. Furtieithisfisegnuwmesnltebe entered
without being based on the presentation pattern 191 is represented by a two-digit numeral which
consists of ®PRUSEE d5<I5nBEFIE RS RAGR héPdoftoiefbh SR that the etsréerneifieral b fixed

numeral, 30a006.QJQNE G FMEeAlS IR iske Assidnes BaL digibhsreah, Ag;lystrated in

FIG. 6, initial four numerals 6f the one-time password 192 are entered by 15 selecting four of the
pattern elemrenssnoédhbypresentatidimpattern 40 tvat-dpatificipositions. st pasigfaheo the
one-tfwe-passw%rd deri\t/ation rkale 02% C(;{res ondin It? the inittiaIrourtnum rals fth§ one-time
password HGBeCgHS SV IDY GHhi }ﬁe RSUMEYERS ifarcative st r é‘p‘@%v&“ﬁ% 6O Of the four
pattern elemepisscateilangeshindhis arpiRketie solecies patiammelemenisiaseRnigred ysing a
keyboard 196 or the like. 20 Subsequent two numerals of the one-tir%%fassword 192 are entered

[

using the ﬁ@;}%foaﬁai@%idp;ﬁetﬁké mﬁdﬁ?ﬁ@m%ﬁ@wepﬁlﬂﬁeﬂm@é apatidris pofixad a part of
the one-time-password,der ‘,ff%ﬁh%ﬂd{%?n%%@a?lé’ﬁ ?é@%%&%?%b%%ﬁe% {lkL{P&{@'t%ﬁgrQ&% ongstime

password 192, 92" and "99" are subsequently arranged in th wherein the numeral "2" or "9" to
be enteredlasaapartiofiie onetimefpasswoech kO ihaddeditoc2mthesrdni@iad’Oérdendting a direct

input, Subsequent last one numeral of the one-time password 192 is entered by selecting one of the
patteirﬁS eleTHERILSf p?zsr%ﬁtéﬁé‘ﬁrﬂa%&me%ﬁ %f ﬁ‘&p@%"iﬁ%‘%’s‘?ﬁoﬁ%@h bé)ﬁ B tﬂié*c‘gc
one-time-RassMRid d@x@V@tﬁ'ﬁ'ﬂt r&ﬁ%i@&@:%ﬂ@@ﬁm eriheadsst.ane 1@2@%@%&{33&%@@%&“6

password 192, "33" which is a numeral indicative of the position of the lastly selected pattern element,
is the initial four numerals of the one-time password 192, "01", "16", "29", "20" which are
numerals indicative of respective positions of the four pattern elements, are arranged in
this order. The selected pattern elements are entered using a keyboard 196 or the like.
20  Subsequent two numerals of the one-time password 192 are entered using the keyboard
196 or the like without being based on the presentation pattern 191. As a part of the
one-time-password derivation rule 102b corresponding to the two numerals of the
one-time password 192, "92" and "99" are subsequently arranged in this order, wherein
the numeral "2" or "9" to be entered as a part of the one-time password 192 is added to
25  the numeral "9" denoting a direct input. Subsequent last one numeral of the one-time
password 192 is entered by selecting one of the pattern elements of the presentation
pattern 191 at a specific position. As a part of the one-time-password derivation rule
102b corresponding to the last one numeral of the one-time password 192, "33" which is

a numeral indicative of the position of the lastly selected pattern element, is

30  subsequently arranged, and the one-time-password derivation rule 102b is terminated in
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30subsequently arranged, and the one-time-password derivation rule 102b is terminated in the
numeral "33". The one-time-password-derivation rule 102b may be configured such that an end mark
uniquely defining a termination point thereof, such as a numeral 00", is added to a tail end thereof, or a
numerical value indicating the entire length thereof is associated therewith. 5[0029] (Pattern Seed
Value) The pattern seed value 183 is adapted to be transformed according to a given transformation
rule so as theunigueeht SPACLIfy Bhplunalitynod-patterore|dmantscio haecoORrisey ina sinfjleekesentation

pattern 191. The pattern seed value 183 jtself is 10 generated in a given range according o a given
eneratiort Gl ﬁ%eﬁ‘ﬁe%ﬁ‘ MG 6P BA e R R VA D Aol o kY TS AR that tis
combined wjgh, addiigaptinformation asrdsteeendfasiatefelarg-bring sibjasted oa Bivan
transformation rule to create a plurality of pattern elements to be comprised in a single presentation

pattern 19thegecdésaroetttieddbessivaier. 15[0030]  As a prerequisite to allowing the authentication
serverﬁ.lO]yS%ﬁrify whether a one-time password entered from the authentication-requesting client
151 is proper, it'is necessary for the authentication server 101 to know a presentation pattern 191 to
be presented tghine:ausizedtication-requesting client 151. However, if a presentation 20 pattern 191
itself is transmitted from the authentication server 101 to the authentication-requesting client 151, the

transmitted preSBRtAHGTThAEEIN 1U'E id fikdfy 3B G dBYLORMIiBt O THIRE Sark Bi¥eRigh network
eavesdroppingrerhgdike which causes R hisy hatkihe paaswerd isinieried: Qndhaotbeshand, the

authentication server 101 can verify a one-time password 192 only if a presentation pattern 191 is
shared 25 @sengoen! the asihgnticrionidamarat@malitl thelhathettticationt reguestiiigiti@nisi 51. The

patte{B seed \éalge 183 is intended to solve dﬂﬁe a%bove contradlctog re%gfreanntﬁi and adapted to

uniquély sﬁ%%lﬁ? gdprlgsgn%?{%h f)aé]l%grr? 461 6r‘ﬁy 3ﬁ%r%\éﬁ:ﬁg %%%efgct%% fire givenetr%rr?g?gﬁmation rule,

i.e., itis infakmatian weighitRotidentiiabta 88 pattesnelemanisenuanealR0combther watds, in order
to avoid transmission of a pattern 30element sequence 190 itself from the authentication server 101 to
the additional information as a second factor, before being subjected to a given
transformation rule to create a plurality of pattern elements to be comprised in a single
presentation pattern 191, as described in detail later.
15 [0030]
As a prerequisite to allowing the authentication server 101 to verify whether a
one-time password entered from the authentication-reqﬁesting client 151 is proper, it is
necessary for the authentication server 101 to know a presentation pattern 191 to be
presented to the authentication-requesting client 151. However, if a presentation
20  pattern 191 itself is transmitted from the authentication server 101 to the
authentication-requesting client 151, the transmitted presentation pattern 191 is likely to
be acquired by a malicious third party through network eavesdropping or the like, which
causes a risk that the password is inferred.  On the other hand, the authentication server
101 can verify a one-time password 192 only if a presentation pattern 191 is shared
25  between the authentication server 101 and the authentication-requesting client 151.
The pattern seed value 183 is intended to solve the above contradictory requirements,
and adapted to uniquely specify a presentation pattern 191 only after being subjected to
the given transformation rule, t.e., it is information which is not identical to a pattern
element sequence 190. In other words, in order to avoid transmission of a pattern

30 element sequence 190 itself from the authentication server 101 to the
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authentication-requesting client 151, the pattern seed value 183 is transmitted in place of the pattern
element sequence 190. The authentication- requesting client 151 is operable to subject the pattern
seed value 183 received from the authentication server 101, to a given transformation rule to create a
presentation pattern 191. For example, 5 it is contemplated to use a hash fimction algorithm as the
given transformation rule. As above, the pattern seed value 183 is used to prevent a pattern element
sequence 4@0dtsekitironmesireaningliental iefwiarlpaserthatsbeulity IS2nhanasdifod3d jgndhe present
invention, in_advance of creating a plurality of pattern elements to be 10 comprised in a single

presentatich PRt @AY S HBDEESHYEMSED Vilue 183 IBEHbISHE WA ERIIRE Nl SAtolatibn as a

second facipe,ipiaeeaicageandth.aglyesansieniationdiles Asthemesaneiaciosnaglignpt ID 102c of
the authentication-requesting client 151 to be acquired when used by the requesting user is used. In

this case, aFactot gossessindoaniitsa eipabledt cupptititigtnlsteaD 192c HMsexvsphs an
addltlgnal (;[orgdlt(l)%%rflcl)rélggﬂfﬁatlon dl,lgrégn% %’ggt?%éca?t@ﬁh%o %Q%geé%%yﬁ‘li%‘%?#ﬁa%Ed' Mf)re

speci |call)}, tIhecpa e Seed valie 1 p uniquely specify a plurality o 1I:())zral}‘ttrelzlrﬁ‘elements to
be compriseddboadsitglepiaseniationl pattesn d odkdnocormlainad atwith dhenelierédRA2¢ods a result,
the presentation pattern 191 is created while incorporating not only information about the pattern seed
value 183 BERIAPHISHr AR DIRPR ANORKs s it5EEHESTHESSTSe to verify whether a one-time
password Fj entered based on a presentation pattern 191 created using a proper client ID 102c. In
the present invention, information about the client ID 102e is incorporated in a presentation pattern
191 by scramblimththerpradentatibnipatterdva@t obimepthe alight 46ty 02 pasfatmeslements to be

authentication-requesting.client 151. A one-time password 192 is obtain %as a result of applying a
et R T BT R T3H0: TR B iE PRESTH oA VHERE 100 nranied
in the abovgifmanngtiohslabenenififie ReSENtiYRMtiGS ONB-lime Rasswordli924nelNdgs
information which determines the success or failure of authentication based on two factors: a first

factor of Wﬁéﬂﬁgrftﬁ@_ﬁﬁe-ﬁ#f“e passWordto2speeiderdtf hased orfbepropd? SG&Qé-tiﬁfé-rBh%sword
derivation fule 102080 R BIORALHSPE1 8092 £eEoRd (Blar.at {H%%QSBQ{E -ifng password 192

is entered from an authentication-requesting client 151 having a propeér client’l C, I.e., possessed
by the propsediseln THiiscasakedat poSsisietapesfdovidvarfablercdutitpnttoatiar] wkiCh pidvides

drastjcally enhanced securijty. [0032] . The present invention has a key feature in that, despite the
authi ticaf%ﬁ%sﬁ@%ﬁfgﬂ?fé FEBELEIHESEISP OB IR BRESPHSHE e S EPIS Tt érified during

user authetigatigitedhisvioeaRsdbdte AUE NIk AREHNERASINOT RIS ?smiﬁﬂp@é{fi@& QHiQi\?e@ycation
through network eavesdropping, the client ID 102c will never be leaked
specify a plurality of pattern elements to be comprised in a single presentation pattern
191, in combination with the client ID 102¢c.  As a result, the presentation pattern 191
is created while incorporating not only information about the pattern seed value 183 but
20 also the client ID 102c, so that it becomes possibie to verify whether a one-time
password 192 is entered based on a presentation pattern 191 created using a proper
client ID 102¢c. In the present invention, information about the client I 102¢ is
incorporated in a presentation pattern. 191 by scrambling the presentation pattern 191
using the client ID 102¢ of the authentication-requesting client 151. A one-time
25  password 192 is obtained as a result of applying a one-time-password derivation rule
102b of the requesting user, to the presentation pattern 191 created in the above manner.
As above, in the present invention, a one-time password 192 includes information
which determines the success or failure of authentication based on two factors: a first

factor of whether the one-time password 192 is entered based on a proper

30  one-time-password derivation rule 102b, i.e., by a proper user; and a second factor of
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10 from the one-time password. More specifically, even if a one-time password is stolen during
authentication through network eavesdropping, it is impossible to infer a presentation pattern and a
one-time-password derivation rule, so that it becomes possible to obtain strong security. As above, the
client ID 102c as the second factor can be added as a second authentication factor, without causing a
risk of leakage of the 15client ID 102c. [0033] Further, in the operation of creating a presentation
pattern 19tethkiralifyoné-typespaiclient ID3 (clieniHd GrotpnlORbanisbenuseddagathtientn this case,
a pattern seed value 183 will sp,ecifﬁ? Plurality of pattern elements to be comprised in a presentation
e

20 pattern T MY BSARRRTS FisEh tHe! Skfralify SOSREEE ORI PP T As Ty & blurality of
types of clignibis 102cpriginatefranifRraLSoHGeS weRNe Vel S VRRIRAHINIEY Qe associated

with a common authentication-requesting client 151, the number of authentication factors can be
substantialigeidieased up to three or more so as to obtain stronger security. 25[0034] It is also
effectif\)/e t@lbaj the operation of creating a presentation pattern 191, other infoimation is additionally
used fo further gcramble the presentation pattern 191. For example, as such other information, it is

possible to userheIgeEsfilidZantiviltiascaseyapatiermsaed dalpr:1G3 wilhniguabhspeeiiy a plurality of
pattern elements to be 30comprised in a singﬁe presentation pattern 191, in combination with the user

ID 102a afitrifd RiibHans thoccatd deeriptin oher! ifothiatite Briginekineg HsthAuiagiusshd thereby it
cannot be saidbRLEUEN a-PIRCeRSING GRALNRYIES 1P andRcrease ndhe pymberatauiiggtication

factors. However, a calculation using the user ID 102a is additionally required to create a presentation
pattern 19 otz pattetir seguneaiekl 83y S dothait thecdrmesi AL diffidUitaecinferlthkegresentation

patte{B 19} fro " aoneEtime asswaqrd 192. Therczftor , Security can be further enh nceéi}b
additionally" U&Ing 18 GEBIFIB Y To credte Fpredntaton’p ?eﬂ?‘]f@‘fe[éﬁéﬁﬁﬁﬁi%ﬁ %3 pattern
seed valuerl8adsamumrEGah Vel gRNEEaletkin-aceardapess, it is impossible to infer a

presentation pattern and a one-time-password derivation rule, so that it becomes

possible to obtain strong security, As above, the client ID 102c as the second factor

can be added as a second authentication factor, without causing a risk of leakage of the
15 client ID 102¢c.

[0033]

Further, in the operation of creating a presentation pattern 191, a plurality of types
of client IDs (client ID group) 102c may be used together. In this case, a pattern seed
value 183 will specify a plurality of pattern elements to be comprised in a presentation

20 pattern 191, in combination with the plurality of types of client IDs 102¢.  As long as
the plurality of types of client IDs 102c originate from different sources, respectively,
even though they are associated with a common authentication-requesting client 151,
the number of authentication factors can be substantially increased up to three or more
0 as to obtain stronger security.

25 [0034]

It is also effective that, in the operation of creating a presentation pattern 191, other
information is additionally used to further scramble the presentation pattern 191, For
example, as such other information, it is possible to use a user ID 102a. In this case, a
pattern seed value 183 will uniquely specify a plurality of pattern elements to be

30 comprised in a single presentation pattern 191, in combination with the user ID 102a
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10 with a random-number generation algorithm to fall within a given range. Instead of the
random-number generation algorithm, the pattern seed value 183 may be generated in accordance
with any other suitable rule for generating a numerical value within the given range, such as a
count-up or count-down operation for sequentially adding or subtracting a given value to or from a
given initial value. 15[0036] (One-Time Password) A one-time password 192 is a single-use
password tmdeheredtadiEnterzd b leaisenUstivig usénfthrough angpsraiohont apnginga
one-time-password derivation rule 1026 of the requesting user to a presentation pattern 191. FIG. 7 is

a conceptdBFBE YL GRARP IR LS BrB CEREOBISE ABIH RBHEs fid pRESHAS i e rTFix
authenticafipn;sghemes:the IRIURStingiseY seayertipifdracis cerain numergs prgsented at given

positions on a matrix while applying the one-time-password derivation rule 1026 to the presentation
pattern 19additiomsdty wonediveratsworddgatiangataerd tHdoneaipagasswbrd! 102 §ito the

authenticalion-icquigsting dient 1525, Te one-ime passuord 192 may pe entered, ingluding a fixed
numeral without being based on the presentation pattern . In‘othér'words, a fixed password may

be includegdgsthedneimeipasmrgrebciiieyammavkediings: anthaicele s adbitidieniedshysthe dashed line
in FIG. 7 denote that a one-time password based on the presentation pattern 191 is entered from a
keyboard P68t 143 ifidatiatasets £recsynissmuPraesntEtbd 30based on the presentation pattern 191.
Subsequer@l(y35"]’29" is entered as fixed numerals without being based on the presentation pattern 191,
and then "0" is éntered based on the presentation pattern 191. As a result, "2504290" is entered as a
one-time passwiond <92, [00237r5[isdr valitheriicatiomBrocess of lthegPreseed imventioddnceWith

referepce to.the drawings, the two-factar user authentication system 100 according to one

oG mel G e ST AT AT b HUCLABeR. B v b CR LA dEERuG
hardware epnfighiaiionineeeebmndi MGl disablack siagnarrdiusiating 2. fnctionaheanfiguration
thereof. FIGS. 3 and 4 are flowcharts 10 illustrating an operation thereof. Firstly, an outline of a user

authenticaﬁbﬁqs_péé&%e@mbeaﬁyes@ﬁf iﬂiﬁ@bﬂi@ﬁqkﬁ|lf%&9@§@£6@dap@awriweyah@r wiltienfieation
rocessceplIB R kS e AL s R R AR e
the presentubtredition a @ione tirhe-passtirardadervationiziialue.

15 [0036]

(One-Time Password)

A one-time password 192 is a single-use password to be created/entered by the
requesting user, through an operation of applying a one-time-password derivation rule
102b of the requesting user to a presentation pattern 191. FIG. 7 is a conceptual

20 diagram illustrating a process of entering a one-time password in the matrix
authentication scheme. The requesting user sequentially extracts certain numerals
presented at given positions on a matrix while applying the one-time-password
derivation rule 102b to the presentation pattern 191, to create a one-time password 192,
and enters the one-time password 192 into the authentication-requesting client 151.

25 The one-time password 192 may be entered, including a fixed numeral without being
based on the presentation pattern 191. In other words, a fixed password may be
included in the one-time password. The arrowed lines and circles each indicated by
the dashed hne in FIG. 7 denote that a one-time password based on the presentation
pattern 191 1s entered from a keyboard 196.  As illustrated in FIG. 7, "2504" is entered

30  based on the presentation pattern 191.  Subsequently, "29" is entered as fixed numerals
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15 102b is used as a password of a user subject to authentication, in such a manner that a plurality of
pattern elements (equivalent to challenge codes) are arranged in a given pattern format and presented
as a presentation pattern 191 to the user in an authentication-requesting client 151, and the
one-time-password derivation rule 102b is applied to certain ones of the pattern elements included in
the presentation pattern 191 20 at specific positions, so as to create a one-time password 192
(equivalentvichauespandeyscnauthenticadiar se patek0 1 dpenadeddo YEnsraigeacpaiiced saed value
183 which is information necessary for the authentication-requesting client 151 to create the
presentatidhf pREEHAH 9P R??Sg’br]é%entéa R user 1 1RE daHaftrcbtioh YaetEGiRg Ser 151, and
transmit thigpattern seed value 183 to the authentication-requesting 25 client 151. The presentation
pattern 191 is created based on the transmitted pattern seed value 183 and a client ID 102c. The
authenticali¥3-fequesting client 151 operates to allow the user to enter the one-time password 192
basedson the p@%&“@&f{ﬁ&?ﬁn&{,ﬂ 9010,6 asngl t[lhae {nga ;[Q? orélgﬁt(im password 192 to the authentication
servef 101 therefrom. Then, the authen |cagon server 101 operdtes to re-create a presentation pattern
based on 30theMtansefitiast patetic séad ik etd8IvandaatctienielD:ldRatassoeiatedanit @user ID of
the user, and apply the one-time-password derivation rule 102b serving as a password of the user to
the re-creEQIHEERAREFPRASIASY a5 Yor dresardalv¥smiicion delewsibrAen Fiite Authentication
server 101,0pgrafes i, coMmRARHRe.vafisatien cade LAt he,eneslimafassword 92 transmitted
from the authenticafion-requesting client 151, 5 wherein, if they are identical to one another, it
determineditgatthellustrisgucfessiolyl authentiotied fandobpefdes. 1o stdrdaagivBovaaration in the
even{ Qf sugcessful authentication. 0098] Hardware C% Hqf_i%L];ration of Two-Factor User Authentication
10 two- u

Syste PGS SRARITANSH S wd-Fadkor 31?38'?‘2 hiiCRO ALY SRESRU DR REAFEE 8Escribed
below. FIGhd israsbleciudingicamiiiustatinga-basdwaigconfigdration afitheniwaitactprdéses

authentication system 100 according to this embodiment. Referring to FIG. 1, the two-factor user
authenticatisivisiageis 100 gaHOERCEbApPRIEE the HinrdptRiagahosef aratot awdendcsiinality of
clients eaghserying.as the 15 quheplicaian:sauesiing et 155, The authentigation sepver 101
includes a CPU 101a, a RAM 1%gb, a storage device 10%0’, a usergll?ltergac%l user /ﬂﬁ’el@%’ and a
network intetfaos ¢medwqriobiésk kil dewhishmrecontiected docacte-pthewvid albusatitheraterage device

101c has rage area which stores an U.S 101cl and a user-guthentication application 101c2 and
inclu&%s aﬁé@s%%éﬁé‘g@%ﬁ&@@?ﬁ?fﬁ@e§fotr°a§'ét ACAHLJR §958 BJLEsTd RibRage section

102 storespusaritp sl prae@nertimerpasgwost detyaliandiies.4929 %@&Fﬁ@e@%@%ﬁéﬂ associated
relation with each other on a user-by-user basis. The authentication-requesting client 151 includes a
CPU 151apdRAMaSHS, anstoragrsfedices 151 presudariontepitausét 1/F) ths1@semdma Artwork
interface (NMICIRILEARUINEN A6 GNP 10 RaGh QURLYR 2% 2 ye, TR SRR device
151c stores an § }L cf,qa BrO\%/ser application %fcg a prgsentaﬁon-pat%ern creation module 151c3,
and a clienpfliacquisitiam rondule teledidm thierstenadaciudadtherBofpresentation pattern 191

20 at specific positions, so as to create a one-time password 192 (equivalent to a response).
An authentication server 101 operates to generate a pattern seed value 183 which is
information necessary for the authentication-requesting client 151 to create the
presentation pattern 191 to be presented to the user in the authentication-requesting
client 151, and transmit the pattern seed value 183 to the authentication-requesting

25  client 151. The presentation pattern 191 is created based on the transmitted pattern
seed value 183 and a client ID 102¢c. The authentication-requesting client 151 operates
to allow the user to enter the one-time password 192 based on the presentation pattern
191, and transmit the one-time password 192 to the authentication server 101 therefrom.
Then, the authentication server 101 operates to re-create a presentation pattern based on

30 the transmitted pattern seed value 183 and a client ID 102¢ associated with a user ID of
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[0039] In the two-factor user authentication system 100, the authentication server 101 is a
30component for performing user authentication in response to a user authentication request from the
authentication-requesting client 151. For example, the authentication server 101 is configured as a
server computer having the OS 101c1 and the user-authentication application 101c2 installed thereon.
Alternatively, the authentication server 101 may be configured as a hardware for providing user 5
authenticatien:iwraagdteprdy Gpparatuseguskvas SEirviEbhgatewayh ferprepvidingasvidtoableased-line
network onh%%e Intern%t. The CP@ 10la is agrocessor operable to execute the user-authentication

applicatiod foes BNORHEBE FTETeE WsRBSENSA TR THEDA PROLEEIRG foFtiser -

authenticatigeh, the RAMhEdkbis RMEMOrYi:pkavidinshi ey sHree ¢lewing 99flyrare stored on
the storage device 101c to be 10 read thereon and a work area required when the read software is

executed Betisaccipns 1eaYTIde Kt rages Béitde1OTE fecaritibrod ot sroretmetingeciigotnation, such as
software 12 ical igure rd, dj rive. Preferahbly, the stor evice 101c
storeseSr a fﬁg% %ﬁggl?e?r%:y o%%ﬁeé% CS‘Cé)%qulgci%r%j] 'ﬁ%?jgé%%t‘%%ﬁﬁiéﬁ%ﬁ féch |%ra%t?osr1uﬁc%?af%%,ﬂgnd these
programs withbetkeast pratide dpadvtkb 0 darand eiecuteskrasdor ithelercgramHfdie Q810 Icl and the
user-authentication application 101c2, the storage device 101c may be configured as a ROM storing
them theréBPRHFIE¥hse, the ROM serves as a firmware in cooperation with a program execution
element, s the CPU 101a. The user I/F 101d is operable to allow data to be input/output from/to
a user therethrough, and typically comprised of: key input 20 device, such as a keyboard 196 or a

software keybdakerdoasut erelviceaserehizbreodisplay Ut disiphaytmgiiviofngitionl8Ala screen; and a
nardygre L betucen ihe ke Ut devies and e suIpyt device, s e keypaard 106 i possible
to use any suitable e capable of enterng therethrough a puratty of pattern elements for forming a

one-time pagswordFRGCH ag asnwekicdieyaad dnatsiangdard fdlidkeyboasdfighasaftwdre.ds keyboard
is designed to accept key input in such a manner as to display symbols of a keyboard on a display

screen, andVaNBHY yser utaensenting sywmeI A0 Asspetibmip this awdrdimest, uRRGEPSISting device,
such as a fquch pagel, amauseenadragkhalidkpeneek,!/ EO’EP%%&%&Y?DE%% iogscannected to a

network so as to allow information to be input/output from/to the network. 30[0040] The OS 101cl
and the usartmnthentizatiornegplitdtionrt0 142 nEdybbtgombindtkiogetaeh instheidgrnaof dr integrated

oS LSRR 15 05 0IFLITa el iglactins i gy uhonicaigpaplcatr
SEach of thg1@S:ard theiapplicatipnamnavdiecdivided intasarpiuralite OfR¢a013MSL01d, and a
network interface {network I/F) 10le, which are connected to each other via a bus.
The storage device 101c has a storage area which stores an OS 10lcl and a
user-authentication application 101c2 and includes a password storage section 102 in a
20 storage area thereof. The password storage section 102 stores user IDs 102a,
one-time-password derivation rules 102b and client [Ds 102¢, in associated relation
with each other on a user-by-user basis. The authentication-requesting client 151
includes a CPU 151a, a RAM 151b, a storage device 151c, a user interface (user I/F)
151d, and a network interface (network I/F) 151e, which are connected to each other via
25 abus. The storage device 151c stores an OS 151cl, a browser application 151¢2, a
presentation-pattern creation module 151¢3, and a client-ID acquisition module 151c4,
in the storage area thereof.
[0039]
In the two-factor user authentication system 100, the authentication server 101 is a

30  component for performing user authentication in response to a user authentication
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[0041] The authentication server 101 is connected to the authentication-requesting client 151 via a
network. Preferably, the network is the Internet or an intranet operable in accordance with a
TCP/IP-based protocol. When the authentication-requesting client 10 151 in an intranet operates
based on a client Windows OS, the network may be a Windows(r) domain network operable in
accordance with a TCP/IP-based protocol. Although the OS in this specification is described by taking
a Windows¢uers fasnathecathplaicatipothenastitglslbc0S, Suchfas MamPs (¢ lavthr(t) @tignix may also
be used. [00421 1?The user %uthentication Erocess of tt'{gr%%%%rllt iqggn&i)(%n rl’rba}\t/lbeairgplt gnented in at

SEIVE 115 cqon ed .35, 4 Serv COMpPil .
least the fSfiowing two modes =i & fifst ode, the Process is used for performing adtifentication when

a user desikes-hotrReabiianVelservite: Fonp@amMpléademodigambe asguimadtinahichithe
authentication of the user is performed for permission of the use of a Web service when the user
desires to YEBAEHteht ST ESSLIYPN e iGe eRievserdagplicatioriBith el Wel Wi gvasBrowser
undera copgiian dhih HURBIEBRIEAHESUAM USRS NN SRS RONARGIRMID fhe Web
service on the Web. In this case, thé authentication server 101 may be typically configufed as a Web
server whiehtisitlisposebinematnetivernk tseithtasdhe (Fera@iod Aheintrametctsorovideblé\feb page for

thentication, to th thentication- ti ' 151 [ 5 yia th twork and
ransmiUrc Gat8 ABBE DASP A THCRCA B HTo R the lieh Redle & iy Bb SBrftirod a8 an

apparatus giesignegd R profeaitenticalioRianeiving ManNRgRMENY Y 5Q9RarAlRK-with a
RADIUS server and provide a virtual leased-line network, such as SSL-VPN gateway, on the Internet.

[0043] 301H0a REEHHEScHENY proaeeadqy ke forase Homsdrng AverérnesatisniomEN a tledes desires to

estaiish GnRGRURANIQANCINIIK LOVIONIMENLMANAASCLDY & Q. FOLEXAINAIG, q41Rgs can be
ic d

{
assumed in w the authentication of the user Is performed for authorizing the user to logon to a
common Windows(hg damaire ndtwoek With the mlathedhticationsemergtOhfohaentite usehagcesses the

network as%proper network usii '

r, 5 using thefauthenticati n-requesting client 151. In this case, the
authenticatihéBFvard 6% 1P éﬂpf&é&}'gﬁaa tHproVidea T WES 13 Suth BRI, &FFa network,

and Oper_a@d@ragéaea&m U%@ﬁ@”%@fg&caéioﬂl\é’h%@ tB_ﬁ‘ogﬁﬁﬁéSSé‘FStﬁ_@ @@emﬁtio%@_‘lﬂ%ﬁ for logon
to the Windows(r) domain network using the authentication-requesting client 151, and inform the
authenticatig-pedigntissidorapiiesitroliel 4ér ardndgisgrioziatherizilidn ofatetnoiic uBénslof the

WlndgNs q%%a%f? %%Igﬂ(éd. As for the programs of the OS 101cl and the user-authentication

application 101¢2, the storage device 101c may be configured as a ROM storing them
thereon. In this case, the ROM serves as a firmware in cooperation with a program
execution element, such as the CPU 101a. The user I/F 101d is operable to allow data
to be input/output from/to a user therethrough, and typically comprised of: key input

20 device, such as a keyboard 196 or a software keyboard; output device, such as a display,
for displaying information on a screen; and a hardware |/F between the key input device
and the output device. As the keyboard 196, it is possible to use any suitable type
capable of entering therethrough a plurality of pattern elements for forming a one-time
password, such as a numeric keypad or a standard full keyboard. The software

25  keyboard is designed to accept key mput in such a manner as to display symbols of a
keyboard on a display screen, and allow a user to select the symbol corresponding to a
desired key, using a pointing device, such as a touch panel, a mouse or a track ball.
The network I/F 10le is adapted to be connected to a network so as to allow
information to be input/output from/to the network.

30 [0040]
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[0044] The OS 101el is an operating system closely related to hardware of the authentication
server 101 and operable to perform fundamental information processing. The user-authentication
application 101c2 is an application software for user 15 authentication which operates on the OS
101cl. In the authentication server 101 configured as a Web server, the user-authentication
application 101c2 is typically a Web server program which includes a servlet-type authentication
program or an dhthérti¢éfioh pndgiamuteba:daliedthoaughph @Gy aitd ¢2 aperailectarpiovile a Web

page or resource fqr a%h?nticaéifon on the Web of the Internet or an intranet. The 20 password
Y

storage setSH Y02 RSpleay & M SFECcSr BTRgATTHisK OFivE BPNG I1RS. Brertibly Mi¥ta is stored
on the passwk StRkaamsasHON 0N the-form-atisnsncapyssifils The user iR1Q5a igdata for
uniquely identifying each user. Any type of character sequence may be used as the user ID 102a. As
mentionediadiovehené pitienirapppasswordOd efivaran alentomtyisiadruie mnpdepphieticdiceartain pattern
25 elements included iq a presentation .pattern.at specific positions sg as to create a one-time
passﬁgrd?%r?g %%' ata gearr\%nﬁglea%pgfbcgsls%v%? "0 %gpgﬁ Ssélr& YA q’c %i?} IB%fé%r?'gl data for identifying
the authenjieation client 151 when used by a requesting user, and is data to be used in an operation of
creating a presentation pattern, in combination with a pattern seed value. 30[0045] In the

two-factor user AltAEHERLGEHEY SEErr1HY, thedtrriefidadbn-ratrassaticReiesing digBmponent for
allowing eash Qf fheisersio reayesid thenticalion IR e awhanlicruaNSever d04-JiR8y

authentication-requesting client 151 is a terminal having the OS 151c1, the browser application 151c2,
the preseretiodapatterrifcredfidhiB-roddlpresLe, ahththelotientibnactiositionunstidglel sl c4, which
are install c%herein..s ecifically, the,authentication-requestingsclient 151 may he configured as a PC,
a por]tgbleelp {orllne ol énﬁgrlggr?gl%%ai?a})%ss63|s?§n? B5A). ngﬂgu §§1at]h|§ geﬁ‘r%/ocr S o'lgeeraable to
execute thwhiewseT applicationibic2pthelpesentienmpaiternicreation/moshilel Lilessdhe client-ID
acquisition module 151c4, etc., on the OS 151cl so as to 10 perform informatiog processing for user

authenticaffdiowse RAMY 31 3hé hseieTBriprRieifsd heltoRssp AEENBRInG ScFwdre stored on
the storage deyige IR1G(R/0G.HeAM BEream, a0RAak arsa requirgd when ihe fead sofware is

executed by the CPU 151a. The storage device 151c Is adapted to store/manage information, such as
software afif4fdta, and typically configured as a hard disk drive. Preferably, the 15 storage device

151c gt file of of the OS 151cl, the b lication 151c2, the
presdiation-patéiH T HTHBHOILPIESS BhiHHHEERIAEIS R R TIBB 864" dha these

programs yeikbeneeasdionitie RHMbadD and exastiadddsher tha Qs 1aked, the Riewsangpplication

151c2, the presentation-pattern creation module 151c3 and the client-ID acquisition module 151c4, the
storage detEeenuatiniay !y Bl riRsiicsd ascacROMWbrivg e prograshbsdomorie ¥8 case, the

ROM serves as g W i perati ith.a ram execution element, such as CPU 151a.
The user I/F 151%%&21@\52@%%21% %{ﬁgﬁﬁ%%g;%g ?r:t%% ou}r'qéfnp fromno é\ {J(% rtheret Ir}o(#g}f(:ﬁl.eAlthough
not illustrated,dhe Wsdr $Hrvi&E] dlisryhicalyrabsiprisedusé: keyritut 08%Ley Bickead@ keynoard 196 or

a software keyboard,; outpuiggyevice, such as a 25 display, for displaying information on a screen; and a

hardtfare PREBEITenYhe KSy il décetantf the BIRBGF YT THe SRRAHMetEKSE 151 is
adapted to,pm cannesiesip.aneXierRal devise savirped wWithapexienaioeneriication,interface, or

a network, to allow information to be input/output therefrom/thereto. The authentication-requesting
client 151 ®4ebacduiteitivesclidi iDthserwetifronstirs éRierrmal be typically configured as a Web

server which is disposed on a network, such as the Internet or an intranet, to provide a

Web page for user authentication to the authentication-requesting client 151 accessing
25 wvia the network and transmit/receive data about user authentication through the Web

page, or may be configured as an apparatus designed to perform an

authentication/accounting management in cooperation with a RADIUS server and

provide a virtual leased-line network, such as SSL-VPN gateway, on the Internet,

[0043]

30 In a second mode, the process is used for performing authentication when a user
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30communication interface-equipped external device through the external/network I/F 151e. Further,
the authentication-requesting clients 151 can be connected to the authentication server 101 through
the external/network I/F 151e and via a network. As the external communication interface, it is possible
to use various communication interface, such as a USB, or a non-contact communication interface
including 5 BlueTooth(r), wireless LAN, infrared communication interface, Feilea and RFID. As the
external dévige:totbeanindciadtodhenatthe nitcatidn vequestingt ciantdad by iampossibl€do use a USB
memory, a wireless-communication data cargﬁ%JﬁgB connection, PC-card connection, Express Card

connectiorf &Y af OIS IET S PEHCE AHIRRNS, A PO Bren giser is performed
biological-aythgnticatian-infornation fegemrntolimoe W kRRkitte likghreader.#ICwRR4RL  The

authentication-requesting client 151 is connected to a client-ID storage section 172 which stores its
own clientabhEDfedicobesarquitet winshtbsedchpepesseiliestivity ebets i Rippraseneihveetion, as long

as th authenticgtion-ﬁcleq1 es%i.ng client %..51 is.15 able of ac uiringlits own gliept ID 102c¢, it is not
- . T ‘ )
necezssaryutson}‘%’atv]ee the clientID st “8% S&ction 172. Alt nougfg'n ?ﬁseeblle%tﬁﬁ S olr(éaglé)%esgﬁé)eﬁ 172 may be

located wittim & hepistigy odddignadthe piicaiienaresjoestingoelmnhdifiiait i onty £ Aenglitifontke
authentication-requesting client 151 to be capable of acquiring its own client ID 102c in some way.

Thus, suchREEHERLIP STERY &SR FSH RV eI IR 41358 iU EhAdIMSOEREMEN AR concept of
the prese%ln}/@g&ipﬂy [QQAWindo&f%@tQﬁ)ﬁ{L@HtﬂQvJ(Q%Cu@n%etﬁ@gH{f%%WQﬁgnmgquesting client

authentication-requesting client 151 is used by the requesting user, it is possible to use information
incorporatédlin andareivare dhthewbthtnticatioreveljuestinglolient 18angheliedve-rekategidaformation),
_25 |n{8rr_naayc%{1 ass%mate%dne ith ioftwaregﬁ{léh&,%%tohe@l&gft{l}ginﬁrgqueslgng client 151 (software-related

QOF1Za 1108 O WO ers O § CEWOTK . . .
mformatlon}l, nformation acquwed1 ffom’ the ‘extermnal device connected to the authentication-requesting

client 151 (extenal device-related information), biological information about the requesting user
acquired from a biological-authentication-information reader inc;ﬁ)‘;[;’orated in or connected to the

30authenticatioSrefliediHg cliEnf 15 PREHIGEi By Seithenfiediiofeitefmitidipy datere of the

authentication server 101 and operable to perform fundamental information processing.
The user-authentication application 101c2 is an application software for user

15 authentication which operates on the OS 10lcl. In the authentication server 101
configured as a Web server, the user-authentication application 101¢2 1s typically a
Web server program which includes a servlet-type authentication program or an
authentication program to be called through a CGI, and is operable to provide a Web
page or resource for authentication on the Web of the Internet or an intranet. The

20 password storage section 102 is typically a partial area of a hard disk drive or the like.
Preferably, data is stored on the password storage section 102 in the form of an
encrypted file. The user ID 102a is data for uniquely identifying each user. Any type
of character sequence may be used as the user ID 102a. As mentioned above, the
one-time-password derivation rule 102b is a rule to be applied to certain pattern

25  elements included in a presentation pattern at specific positions so as to create a
one-time password, and is data serving as a password of each user. The client 1D 102¢
is data for identifying the authentication client 151 when used by a requesting user, and
is data to be used in an operation of creating a presentation pattern, in combination with
a pattern seed value.

30 [0045]
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[0048] As for the hardware-related information, it is possible to use, as the client ID 102c, a serial
number of a hardware component such as a CPU, a MAC (Media Access Control) address of a
network interface card, a serial number of a hard disk or the like. 5 In this case, the client-1D storage
section 172 is configured as a storage area for the serial number of the hardware component such as
a CPU, a storage area for the MAC address of the network interface card, a storage area for the serial

number of the harchdisk efibedikger hathardvsticarrelated infaymatonthaytberrectisadsiem a
hardware storin% it, via the bus, in such a manner that the hardware is subjected to an appropriate

10read op&Hsfbr SfoBAofompandf fRE AllfiiagereiapldinraTFatO Gt JHESBIEISUSE B the client ID
102c, a G|, (iehally Wnigue jgentifigr %%%%9&5@%&@5@ uekkey: ek aWindaws(n; OS, an IP

address of a TCP/IP network or the like. In this case, the client-ID storage 15 section 172 is
configuredhasiadilboa halrdldidic (o storagd aeenold kethahvopyy strtiginfatomativeatibout the GUID

(Globally Uni Identifi the, Wi .OS, afil d disk,(or a.stor rea on a
memoty) JBFrHEImath AbS Ut Ao aUL ) SR AL Dt 0 s TG DS, & fle on

a hard dislsfetidisiliagaarmenti MMemegiestaiing &ekting Iinfprmatiosahswine P aedress of the
TCP/IP network or the 20 like. The software-related information may be acquired from the file on the
hard disk @iRkI&tBRage arearsicanslnmbsishasstdng®ising %o&ym A 16F the OSCOEB0]  As for

the externgldere (PItec0TarnatADs I i nesalRln (oaies, aphe.clanliR J0g6 2 getiplpumber of a

USB memory, a serial number or a contractor ID or a phone 25 er of a wireless communication
data card onaiperidile3phondj@asHiacquisitenahadBlodTooth @coromitble S LIENeéquipped device, an

ID nymber (serial number).of an IC card such as Felica(r) or RFID, ar the like, In this case, the
cIienLé- D stdr4gE"Ss %Wal%lf? LSRN aiilels: s '8"&’33%@1}8?&88%%0%0&%8 ¥ R ERA SPERPTSB memory,

a storage e e¥itigeSeiRLMINGRIOhReRTRCITNAAY RbRISAYRReSREthe Wieless 3Dbe
communication data card or the ];{)ortable phone, a storage area for the serial number of

read thereon, and a work area required when the read software is executed by the CPU

151a. The storage device 151c is adapted to store/manage information, such as

software and data, and typically configured as a hard disk drive. Preferably, the

15  storage device 151c stores a file of programs of the OS 151cl, the browser application

151¢2, the presentation-pattern creation module 151¢3 and the client-ID acquisition

module 151c4, and these programs will be read on the RAM 151b and executed. As

for the OS5 151cl, the browser application 151c2, the presentation-pattern creation

module 151¢3 and the client-ID acquisition module 151c4, the storage device 101¢ may

20 be configured as a ROM storing the programs thereon. In this case, the ROM serves

as a firmware in cooperation with a program execution element, such as the CPU 151a.

The wser I/F 151d is operable to allow data to be input/output from/to a user

therethrough. Although not illustrated, the user I/F 1514 is typically comprised of: key

input device, such as a keyboard 196 or a software keyboard; output device, such as a

25 display, for displaying information on a screen; and a hardware L/F between the key

input device and the output device. The external/network I/F 151e is adapted to be

connected to an external device equipped with an external communication interface, or

a network, to allow information to be nput/output therefrom/thereto.  The

authentication-requesting client 151 can acquire the client ID thereof from the external

30  communication interface-equipped external device through the external/metwork I/F
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the BlueTooth or wireless LAN-equipped device, a storage area for the ID number (serial number) of
the IC card such as Felica(r) or R_FID, or the like. The external device-related information may be
acquired from the external device storing it, through the external/network I/F 151e, by transmitting an
appropriate read command to the 5external device. [0051] As for the biological authentication
information, it is possible to use, as the client ID 102c, biological authentication information which
outputs bylreiading artiste ntiiolngical patierrsyitatile:fativerfidationf ideniiynaueh as fimgerprint, iris
or vein, 10 using a biological-authentication-information reader. In_this case, the client-ID storage

section 1730 eYHIGOREFRE L hBFRTSEIRDTEIELRl Ty HEn Kl tHe and via a network. = As

biological-githanticaionsipiaimalion readanduringithsrperation abreading a-giuanbiglagical pattern
of the requesting user to output biological authentication information. This means that transforming a
given fixedisisfogicabpdttarn of tHeBeqerestingpusemiact Saivgicahaothenticéition infbrdiagion is
equiv%lenté?ugadi%@ the ciientlIbR 02c.from the client-1D stora se%ti?lxg 2. T 11]};ological

10 :

. o1 WITCIess mirareq communication .dniertra . and . AS
authentication In?ormatlon may be &CqUIre f?omrﬁ]e IO'IoglcaF-au(fﬁ’en ication- information reader

reading a giverxhiglapigalipatierpcotthadeciasting useicviachhusdiastasesiwhens thet is
biological-authentication-information reader is incorporated in the authentication- 20 requesting client)
or the extefAEiRETorRa A 4 EBER BlofoJitalsatntRIn e aEHtTclHiattr ERTRFepreNled outside

the authengiealig-feAHESHAY FEREsOY HANSIPILGG, ANAPPropriRie [ead caMRang;ighe 4
biological-authentication-information reader. [0052] 25The OS 151c1, the browser application 151c2,

the presenkatlbh-pakteiablredhtion, mdbdulezitseBthend ittt glienfoiD slcquiditigarproduleis 5104 may be
partiil or erégilﬁ%?jom ined together in the form of an integrated program. For example, the browser
applicatior” 15T HATARTUES the functions of the presentation-pattern creation module 151c3 and/or
the client-16pagpuisition module 151c4. Alternatively, the OS 151c1 30may include the functions of the

browser application 151c2, the presentation-pattern .
The authentication-requesting client 151 is connected to a client-ID storage section

172 which stores its own client 1D 102¢ to be acquired when used by the requesting
user. In the present invention, as long as the authentication-requesting client 151 is
15 capable of acquiring its own client 1D 102¢, it is not necessary to have the client-ID
storage section 172.  Although the client-1D storage section 172 may be located within
a housing of the authentication-requesting client 151, it is only enough for the
authentication-requesting client 151 to be capable of acquiring its own client ID 102¢ in
some way. Thus, such a client-1D storage section 172 is not included as an essential
20 element in the concept of the present invention.
[0047]
As the client ID 102¢ to be acquired when the authentication-requesting client 151
is used by the requesting user, it is possible to use mformation incorporated in a
hardware of the authentication-requesting client 151 (hardware-related information),
25  information associated with software of the authentication-requesting client 151
(software-related information), information acquired from the external device connected
to the authentication-requesting client 151 (external device-related information),
biological  information about the requesting user acquired from a
biological-authentication-information reader incorporated in or connected to the

30 authentication- requesting client 151 (biological authentication information), etc,
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creation module 151c3 and the client-ID acquisition module 151c4. Further, the browser application
151c2, the presentation-pattern creation module 151c¢3 and/or the client-ID acquisition module 151c4
may be incorporated in another application. Further, each of them may be divided into a plurality of
programs. 5[0053] The OS 151cl is an operating system closely related to hardware of the
authentication- requesting client 151 and adapted to perform fundamental information processing and
serve as ajtiddamental program depending on the hardware of the authentication-requesting client
151. The OS 151cl may be configured as a firmware 10 havinlg3 an architecture similar to a platform.

The browser apiIit4tidh Aot L RBANBIAT L AHIER SpEstds B HEBE842% o0 access

informatioral REPMOGH AR BENVLKFP.8S 10,8} _ ay: thecinfey rraa&@m,a@%&bimeaiprg\@%@ _function for
allowing a user to enter data therethrough. Typically, the browser application 151c2 is configured as a

Web brow§entipplieddisesiof aceessifigzianeds gagk onctiel narbat o ahatd ditkagrethatlisaunderstood
that thfe br%/va]el-r ag&!ic&tioq%S&ﬁg |S§ not Iimit?d to Web %rows&-:‘r applj[cation but éga}hlge any other

. . . C Orage seclion 1 15,.CO ured as a storage ate T
suitable application capable of accesaing a user aufientication screen page provided on & network by

the serversdig Breviseodphdicaiionad ek payhaeantigured s a divnwaredaaingamneschitecture
similar to a Elatform for providing an API for displaying a screen page when another application 20

performs Fichibh EHECHFSEEHTaRD bt ftrErsaissAnteuthe itk 39ehssreh At be
incorporatgelin fhg brguserapplicalion lrlae ARt ereeied Q deale & RICRoRIaIARpatRM and

display the created presentation pattern on a browser. In cases where the authentication-requesting
client 151 icaifOL thie phe durstationqgbattarameee shiwsritm bdudey aflie 3ub bppidaiyacanfigapedtias Java(r)
appli ACtivedX%g or. Flash(r). Even if 25 the authentication-requesting client 151 is a portable phone
or a PDA, &€ Hign possibility that a module can be incorporated in the browser application
151c2 in thepaear future, and the presentation-pattern creation module 151c3 will function in the form
of such a module. The presentation-pattern creation module 151¢3 may be configured as a firmware

having an architsdier&sinsifar 2 g Prieb miorsnaiiondding ResSbIPe fecatoilinglisnbihdd 8plication to
perform aut icati lent:!P; Agauisit ! 4i , D&/ erated in the
Erowser amp e e e L T D e R REGR
authentication-wedbestingsclignt TET Whestwsedd dythkdikequdstihg uses, drdcisatdiddubeshaving the

same configuration as that of the presentation-pattern creation module 151c3. 5[0054] . When the
authd tica%f%acr‘il%‘ér\r}girl i(oa ‘é%%%fbf%ﬂ%%ﬁﬁ@ﬁ%&ﬁ Y8R B S RABRE YT Adtwork, the

browser appfigationd563:ane therpresantation PRl RIaatan sradyieviRisaforteagthentication

are incorporated in the OS 151c1 serving as a client Windows(r) OS, and operable to display a
presentation paaehsiiEh Wi SOV HEBWEE-ASMArin- HERNEr kisyatauitieavc Hivorr edveelof the
authenticafionsfequesting,client kaland prompla usar t9,ao hroudh a0, auinentication procedure
based on t?ﬁe au ntication”process o ﬂ1e preseh invention.
memory) storing setting information about the 1P address of the TCP/IP network or the
20 like. The software-related information may be acquired from the file on the hard disk
(or the storage area on the memory) storing it, using a command of the OS.
[0050]
As for the external device-related information, it is possible to use, as the client ID
102¢, a serial number of a USB memory, a serial number or a contractor ID or a phone
25 number of a wireless communication data card or a portable phone, a serial number of a
BlueTooth® or wireless LAN-equipped device, an ID number (serial number) of an IC
card such as Felica® or RFID, or the like. In this case, the client-ID storage section
172 is configured as a storage area for the serial number of the USB memory, a storage

area for the serial number or contractor ID or phone number of the wireless

30 communication data card or the portable phone, a storage area for the serial number of
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[0055] A standard Windows(r) logon authentication screen is specifically modified as 15 follows. The
following description will be made by taking Windows XP as an example. Firstly, a logon authentication
module which is a program for performing the functions of the browser application 151c2, the
presentation-pattern creation module 151c3 and the client-ID acquisition module 151c4, is created as
a Windows(r) DDL file. In this example, a DDL file having a name "SmxGina.d11" is created. Further, a
20 prograthefdtacitinthdws(rviogess duthérticatiod serden is desigrated derddika Havingiackey with a

name "GinaDLL" in the follawing reqistry location; .. HKEY AL .
T ACHINE PRGN b TN L S B i AT R
authenticafion dnedluledsadahbidilg nmsdipacili'orndiniBRkeanfilRiscanfighiad asihenabove data

having the key with the name "GinaDLL". When the data having this key is rewritten as

"SmxGina % 1S ke MiC A 8. rhb e TSI | 4B DPET Il TeAd iy maaadtientieation
process ofegggr%?ﬁgﬁtcgﬁvention will be called during authentication such as logon authentication.
[0056] 30FIG. 8 is a schematic diagram illustrating images on logon authentication screens 197A,
197B in thgdtifidifactor user authentication system 100. When the logon authentication module
"SmxGinaDLL" is activated during logon of Windows(r), the logon authentication screen 197A is firstly
displayed. A s it TSR ER & dR B GETIABAR-AidIEF RS URIPIL BRF ofF (e 1D
authenticafigngeieenidR g ANRMRHGARMESALREesIed g ihe lagqastargetinpyt field to

initiate a Windows(r)-domain-network logon authentication procedure for authorizing to use the
network orflinkegisHar tiseruliddinguseniernies isiHentisesiDhagsditapuestngrisser 1181 into the

user-ﬂ?meulqril ug fkl)el the .aut en%%gggn module.cause e}he !g%{esgéngglséerm t}ﬁ} to be transmitted

{0 the AuthEHTRATAn Serer T PS6BS 0 create 10 & présentation pattern 19 EaLRd O Re

requestingsesanlD 181. Therdhgdogdn avthenticatiomssiesn 1odBdsialdingdhe presemation pattern
191 is displayed, The logon authentication screen 197B has a password input field. When characters,

such as ndtifdegise seithrpticatipBriarmatinis Shdr SwiarithedmrEtiog pssidieinpaiRaId using the
keyboard 1,96 Qridhe ke Mar ks Te R dlisnlaved B0GRERIEIRIEIRARRE!Rion information.

This means that transforming a given fixed biological pattern of the requesting user to

15  biological authentication information is equivalent to reading the client ID 102¢ from
the client-1D storage section 172. The biological authentication information may be
acquired from the biological-authentication- information reader reading a given
biological pattern of the requesting user via the bus (in cases where the
biological-authentication-information reader is incorporated in the authentication-

20 requesting client) or the external/network I’F 151e (the
biological-authentication-information reader is provided outside the authentication-
requesting client), by transmitting an appropriate read command to the
biological-authentication-information reader.

[0052]

25 The OS 151cl, the browser application 151¢2, the presentation-pattern creation
module 151¢3 and the client-ID acquisition module 151c4 may be partially or entirely
combined together in the form of an integrated program. For example, the browser
application [51c2 may include the functions of the presentation-pattern creation module
151c3 and/or the client-ID acquisition module 151c4. Alternatively, the OS 151cl

30 may include the functions of the browser application i51¢2, the presentation-pattern
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15 the input of the characters. After completion of the input of the one-time password 192, the
authentication module causes the one-time password 192 to be transmitted to the authentication
server 101 so as to perform user authentication, and then causes the authentication result to be
transmitted to a domain controller. [0057] 20[Functional Configuration of Two-Factor User
Authentication System 100] FIG. 2 is a functional block of the two-factor user authentication system
100 accordirgtionthissdmbotimsntrid Ghe? idiandiAyranexprassingitie hatdwara ganéigutation of the
two-factor user authentication system 100 illustrated in FIG. 1, from the aspect of information

processind’fSW‘b%?fgiﬁﬁBﬂ“b&gﬁﬁowE%Bﬁf&ﬁgﬂnzgﬁme‘gﬁ%%ﬁ@‘gﬁdl AkraiaderdSsurces,
wherein thginfeimationRiaeasSsiRais:!lvsiaedap adunclinpalhleckhyfdnctionahhlagkbasis. In FIG.

2, the authentication server 101 comprises the password storage section 102, authentication-request
receiving Sestion, ¥e8h véiifioativaydsué desstiotr seliion it06! prastime-password receiving section
107, user @%ﬁggrticaﬂon section 122, 30pattern-seed-value generation section 104 and
pattern-seed-value transmission section 105. These functional blocks are achieved appropriately in

cooperation withha@gvarelielenenis, spehasdthe/RAM dR1bLtheBiepge devitealdlss the user I/F
101d and the network I/F 101e, under the condition that a required part of the user-authentication

applicatiorP4GEBYHAN FeaYfrEaHaHest the Gl 1asieied e radorsnurlr s diemesi®nolc onto
the RAM 1010.an¢ exeeuied.Dbythe fefddntdias ﬁ%o%ﬁlm dERERASS WA HRIQIAYG SRClPN 02 Is a

functional block configured to pre-stores user IDs 102a, one-time-password derivation rules 102b as
passwordsyuineh tlieton Degiestissodiztiad fdlatidhanith ¢athl othver lona@uerrby-asse fibasisrel his

functignal plock is 10 achjeved based on cooperation between software and hardware,. elements, such
as th@CPSafB%,afhgr Jﬁf%ibmg}f fhteos%oékgt Olag‘vici 0Tt THE ﬁﬁmlgﬁﬂﬁgﬁtﬂ%‘ﬂf qlie¥t receiving

section 103ps Rdupstenalplockiop@ialiecooreari\(@s frora the auhentieatiensaqiesting slient 151, an
authenticate request including a requesting-user ID 181 entered in the authentication-requesting client
151. This fuReEAH #deKkdisplay the information, and achieve a browser function for allowing
a user to enter data thercthrough. Typically, the browser application 151¢2 is
configured as a Web browser application for accessing a Web page on the Internet or an
15 intranet. It is understood that the browser application 151¢2 is not limited to the Web
browser application, but may be any other suitable application capable of accessing a
user authentication screen page provided on a network by the server. The browser
application 151c2 may be configured as a firmware having an architecture similar to a
platform for providing an API for displaying a screen page when another application
20 performs authentication. The presentation-pattern creation module 151¢3 is a program
to be incorporated in the browser application 151¢2 and executed to create a
presentation pattern and display the created presentation pattern on a browser, In cases
where the authentication-requesting client 151 is a PC, the presentation-pattern creation
module 151c¢3 is typically configured as Java® applet, Active X® or Flash®. Even if
25  the authentication-requesting client 151 is a portable phone or a PDA, there is a high
possibility that a module can be incorporated in the browser application 151¢2 in the
near future, and the presentation-pattern creation module 151¢3 will function in the
form of such a module. The presentation-pattern creation module 151¢3 may be
configured as a firmware having an architecture similar to a platform for providing an

30 API for allowing another application to perform authentication. The client-ID
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15 achieved based on cooperation between software and hardware elements, such as the CPU 101a,
the RAM 101b and the network 1/F 101e. The pattern-seed-value generation section 104 is a
functional block operable, in accordance with a given generation rule, to generate a pattern seed value
183 adapted to specify a presentation pattern in combination with one of the client IDs 102c. This
functional block is 20 achieved based on cooperation between software and hardware elements, such
as the CPUciikéancthibéuRAM 1101k. a7 herpatie o-becdevatuedran smissibrosectiapplidatisma functional
block operable to transmit the generated pattern seed value 183 to the authentication-requesting client

151. This fimt$oAaf BISERISEEniRsBI 6488 FBRPEdbh AP afiom PR dhe e LsilteraonHg Fishiare
elements, slgh assthexGEUu0d ay ihe RAM w2 AL RRRd Hhe netwarb i 1RAen I hevegfication-code

creation section 106 is a functional block operable to create a verification code 193 as a result of
applying tireehgutitiengasbwioritierivetiviitiale eORe serelignasalpassWord of the requesting user, to
a presentagj attern 191 presented to the authentication-requesting client 151. This functional block
is achieved based on cooperation between software and hardware 30 elements, such as the CPU

101a and the RN Gidb alihentriiticationeods 1 93 Hiasnd araluelidenticaldotat obgopraper one-time
password 192 created as a result of applying a proper one-time-password derivation rule 102b to a

proper preSERgRBh SLREHE AE Bke B PR BRI F RN Ind Sertib Ale 2E SEeHGRBIRHE Block
operable taeceiye, SR 118 o PHICIHARTROURRING HHeRtbmled GRenlires PaseVLd 492 entered in

the 5 authentication- requesti%g client 151. This functional block is achieved based on cooperation
between seftwatbcahdViarware @le maatepstadticawtiles @BU 4 plasetite iRA kL EH bl Bhdthe network I/F
101e, The user, authentication g,ect'on 122 is a functional hlock operable to comparfe the received

one-tithe pRe8itoNd T8 % RS O Sated veFTitation ORI SS Bnd, if BHEST Are idéhtical 3%ne another,
to successfuthedficatitheniicateibereauesting @sesmiis fUBElional Mleskis achiguegibazed on
cooperation between software and hardware elements, such as the CPU 101a and the RAM 101b.
[0059] ThePErARRHE EEEH Yo Jircttthe CIRGOIPT S H Y $os IS iDIFi%e ction 152, 15
authenticaf%g?quest transmission section 153, pattern-seed-value receiving section 154,
pattern-element-sequence creation section 155, pattern display section 156, one-time-password input
section 157, onA-tﬁtaadpaS%uthaﬁshx@sio&uﬁemimtikﬁB anekslientspBeditepdigitiondiBetiors 171. These

functignal hlocks are achjeved appropriately in cooperatign with hardware elemgnts, such as the RAM
151! he f?i‘r%‘a% debiEe LR B4 i R et gy QRIEAE1E BRder the
condition thajthadrespitgtiantnaite i eaianmadsieid SisRnthe @Iﬁegﬂ&ﬁ?aug&emm&dule 151c4,

a required part of the browser application 101c2, and a required part of the OS 151c1 are read from
the storagéhgdviediond efdhed the RAMABEH oA e digaudsytii @PItESI 1008028 Tse user-ID

Input sectio (132 I 3L DRI RO PSR RAONANE created as a Windows® DDL file.
In this example, a DDL file having a name "SmxGina.dll" is created. Further, a
20 program for a Windows" logon authentication screen is designated as data having a key
with a name "GinaDLL" in the following registry location:
HKEY LOCAL MACHINEXSOFTWAREXMicrosoft¥WindowsNT¥CurrentVers
ion¥Winlogon
A standard logon authentication module is a DLL file "msgina.dil”, and this DIL
25  file is configured as the above data having the key with the name "GinaDLL". When
the data having this key 1s rewritten as "SmxGina.dll", a logon authentication module
"SmxGinaDLL" implementing the authentication process of the present invention will
be called during authentication such as logon authentication.
[0056]

30 FIG. 8 is a schematic diagram illustrating images on logon authentication screens
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requesting user to enter his/her user ID therefrom as a requesting-user ID 181. This functional block is
achieved based on cooperation between software and hardware elements, such as the CPU 151a, the
RAM 151b and the user 1/F 151d. The authentication-request transmission section 153 is a functional
block operable to 30transmit the entered requesting-user ID 181 to the authentication server 101. This
functional block is achieved based on cooperation between software and hardware elements, such as
the CPU 152aAtheRBMnl5id and fheexiemrakingimodalidn 1 5deert heppattewhseethy alyeiieceiving
section 154 is a functional bJock operable to receive theﬁfattern seed value 183 from the

authenticafibH UG oo MOAHIS £ arbiokk i Retrice CHE8 4! %P EoBh VARER BetwBEn software
and hardwgyg.glemetacatich @eche 6PN LodaqtheaiRAVedS1hand the sxtemalietvatk YF 151e. The

pattern-element-sequence creation section 155 is a functional block operable to create a plurality of
pattern elelvgmitgatepie ispwipiiddoais alisrdersitatiorilsatteen baduartion pattem 5264, vafue 183

received from the authentication server 101. and the client ID 10 102c acquired in the.authentication
client 151 g(r%v ﬁ]%cggrrnfan%aenwﬁ% a Iéﬁ%gn pb%%rr%ge e(‘}ﬁ%% :E%réﬁtenlgg%gegﬁi)(ﬁ?tﬁle?nﬁﬁ%fu%ctional

block is achiaweshhistamamaeeperatiopdetierntsafivan-endihartwareialermeants swehirs the CPU
151a and the RAM 15 Ib. The pattern display section 156 is a functional block operable to arrange a

plurality of |FAYEFK Sitent0ra et st HE Setiiedl Yoer dreatld By dHedssting-user
pattem-e'emerxtsﬁeqﬂ&n%ecrﬁeémﬁt%ctk%?&%ém}hﬁlgivg%ﬂﬂ%ﬁﬁsm({f?f%d%&?elpc&%ﬁseaﬁ%a

presentation pattern, and display the created presentation pattern on a screen. This functional block is
achieved bagedsongeospdiatidh vetwienssoftadte dradithrowereoslemmentsd V$ush msthes@PU 151a, the
RAM éSlb and the user I/F 151q. he one-time-password input section 157 js a fg#ct'onal block

[Ble 18 AITSHTHHESD RaGSHESInG UEsFto hidF A ShEHmE B siiord®lon Higghint®$Bsentation

opera

pattern displayedieqithieseceen orhadkainhisdunctionaliblogkisrachieveddasesen cpgperation
between software and hardware elements, such as the CPU 151a, the RAM 151b and the user I/F

151d. The logeninv:paideatiordsessan REbRaset ioss 1osdidnp il AtidnaMhsakcbperpie 8ithansmit the
entered 0”&'%%&@1%?‘9’&%%9% o 698&%9%3%&93‘&?@ ?ﬁ%@f%é %%wﬁj@?ﬁﬁ%%é%ﬁbﬂﬁéﬁ%ﬁ achieved

based on cooperation between software an ware elements, suc e RAM
151b and tirerextberialjbetmdilod /6r TheléikEhmatient:Dasc disipitipnd sectibn-ard is &dpmational block

operable to acquire the client ID 102c of the authentication-requesting client 151 when used by the
requignng‘fﬁ%éﬁpm EAEE STHEFE T CHoEISCTORE ST DR APENIRb VeTa088 TR PO the

software-relgiechiniormatiraithiisdvneionalsblogle smachirvesfasedion eoaparationiRedgen software

and hardware elements,' such as the CPU 151a and the RAM 15 !b. In cases where the client ID 102c¢
is the exteth@lagdoEcwsigretriftorRationastis paretonaid seibinaehievedndaded omswoeration

between sqitware g AN S RISARHEL B MR CEHATR, the RAM 15 b and

[0057]
20 [I'unctional Configuration of Two-Factor User Authentication System 100]

FIG. 2 is a functional block of the two-factor user authentication system 100
according to this embodiment. FIG. 2 is a diagram expressing the hardware
configuration of the two-factor user authentication system 100 illustrated in FIG. 1,
from the aspect of information processing to be performed based on cooperation

25  between software and hardware resources, wherein the information processing is
illustrated on a functional block-by-functional block basis. In FIG. 2, the
authentication server 101 comprises the password storage section 102,
authentication-request receiving section 103, verification-code creation section 106,
one-time-password receiving section 107, user authentication section 122,

30  pattern-seed-value generation section 104 and pattern-seed-value transmission section
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5the external/network I/F 151e. [0061] [Operation of Two-Factor User Authentication System 100]

An operation of the two-factor user authentication system 100 will be described below. FIGS. 3 and 4
are flowcharts illustrating the operation of the two-factor user 10 authentication system 100. A user
subject to authentication based on the two-factor user authentication system 100 enters and registers
his/her user ID 102a, a one-time-password derivation rule 1026 serving as a password of the user, and
a client ID 1@Rc ditihe autbenidatiockrequasting aiieppihiidocbeinseddayathenusel duringre
authentication, into/on the authentication server 101, in advance. In advance of user 15 authentication,

the passwolthEBingebandhc1dr Motebbudby iragnde dre-thhe- tasswdrd Gl iies 102b and

client IDs, jp@gaRciatetyielalingw il AR ARSI AL AURRFRYpURSH PARIS RIER R de ferably, the
authentication server 101 provides, for example, an initial registration Web page for registration of a

user ID, a pagswtra dAdcd elidrit 1800&E part tHahw/ €15 dilthd |aerned GoanthetrnegeTéenggh the 20
initial regi tion Web er accesses the aut ication server 101 from a terminal, such as
ge S{Eﬂ 10 %16 %2%&19?0[{' ftﬁi{{(?cu%ed% %e E}?’E}I ??Jtlla

the authen |ca(ii8rr11-requ clien N résponse e access, an input field for entering a user ID
therethrougys®nd a first presentation pattern 191 having numerals O (zero) to 9 serving as pattern
elements arranged in random order (not illustrated), are displai;ed on a screen of the

authentication-reuBRtiie tdieiirasa ssrons (3dr entirstipaakpiusepfsurod a0 e setistered, into
the input figld, fiengihe iser selpetscadain-Rneschie Rediern slemepts included indhe first

presentation pattern 191 at specific positions and enters one or more characters, such as fixed
numerals, withoateBeirlgtbasedtoribie fifstrpresentatidry pattetrd91, Fhactordaned hlithkaiselected

one-time-password.deriyation rule 1026 to be registered. The authentication server 30101 stores the
T RTIE G35 o U B HErEe SoOA T 32 S GSEH I S le UEF FhéEelected

entered use

one-time-passwnyddervationrute Q48 cranelhe-ascat@inectonlyy ine selested-afgpiered
numeric sequence. Thus, the authentication server 101 displays a second presentation pattern 191

different fr&ﬁefﬁé’ﬁrsﬁmnﬂé}%nibqﬁerﬂl{@%m@ﬁ pﬂ?ﬂﬁéus_,@?%@@le@? orsiEE-nUNERalgagain, in
accordancg will he selecied. n%:cﬁigﬁ?qﬂ?%%‘“é%ﬁe%?i@%@tﬁ%%gg?i%a%gin ndt %%sﬁ:%g-gagéres this select

or enter numeric sequence with the previous numeric sequence to ascertdin the sele
one-time-dassworenterdatiothe ieth@2irafine-sependmpresentation pdtiermidliiean bgenerated to

become largely different from the first present pattern 191. In this case, the selected
one-t[%me-&ééé%&ﬁ%fé%éﬁbﬁoﬂﬂ@%ﬁb%}?%‘&8#&%@%3%&1\5{%’&? SRS Preseibinty the

presentatiqrppatien 193.0M Wice) 1tf the Felected:eRgktime-nasawordidervatan g JQgb cannot be
ascertained by presenting the presentation pattern 191 twice, the presentation pattern 191 will be

repeatedlyggrsseiinadsadiiia chdthding thadomehbinekeopuntiithensehsctddronevtitheapgbsword
?jg"fg;’g‘ bile A0%R GAf S gasetanedda iR manies 85 Seiseed cne-ime; pagsword derivation
pattern in combination with one of the client IDs 102¢c. This functional block is
20  achieved based on cooperation between software and hardware elements, such as the
CPU 101la and the RAM 101b. The pattern-seed-value transmission section 105 is a
functional block operable to transmit the generated pattern seed value 183 to the
authentication-requesting client 151. This functional block is achieved based on
cooperation between software and hardware elements, such as the CPU 101a, the RAM
25 101b and the network I/F 10le. The verification-code creation section 106 is a
functional block operable to create a verification code 193 as a result of applying the
one-time-password derivation rule 102b serving as a password of the requesting user, to
a presentation pattern 191 presented to the authentication-requesting client 151.  This

functional block is achieved based on cooperation between software and hardware

30  elements, such as the CPU 101a and the RAM 101b, The verification code 193 has a
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15 consisting of a combination of respective positions of certain ones to be selected from the pattern
elements comprised in the presentation pattern 191, one or more fixed characters to be entered
without being based on the presentation pattern 191, and a selection or input order of the certain
pattern elements and the fixed characters is ascertained. The ascertained one-time-password
derivation rule 102b is stored on the 20 password storage section 102 in associated relation with the
user ID 102&wf ihetisdrtcPiefesfblyrdper inikat negisiratiord Wb gpagediaconfigilyed ippaiiony software
necessary for the authentication-requesting client 151, such as the presentation-pattern creation

module 153 B BAUPSFHERIRSEHIATEERISR Rttiliis £ 8 2100 HePitpiieRrtifeRe fr e This makes
it possible {a o Ihes RAHRINeBRMENIREAHANGE; CHEALRA = SERURN AGAD L DR £lig Bk D
acquisition section 171 in any PC accessing the initial registration Wéb page so as to allow the PC to
operate adlsn avtrtivesitongedqitstnglitient 253, [006EMe pasivhad the2auhierditatiotkrequesting
client 5151 ag&lee%flgasmtge_ a%theg%icatiol?erslfrggf SO%QILL tgnr}%gisﬁgf ?}[}s/c er. use JEI:D 102a %ﬂd one-time
password dervation rule ?L(%B the dient-I acquisition section 1o Hefivated o aacsquir%na client ID
102c¢ acquisaieriryolihbeawthaeniigatian-raquastingreliganthd, snd tiamsaitrtiel olientHORIORL to the
authentication server 101. This operation may be performed before or after the registration of the client
ID 102¢ and tRe?BAdhfmepaeknldidliétvattn Hifd fOSINEBLAMGIREBpETatiemt HBSHR registration
Web pagesglecighly.displaysapiaus acousiian sgrugasdopacisht 1R 30gesych asa4PYU. a MAC
address, a hard disk, a GUID or product ID or product key of Windows(r) OS, an IP address, a USB
memory, avwiretetscomdsunitationdlath dard, arpartatiieaphonena Bluskaotihfr)sorwirdidss

LAN-gguip device, Felica(r), RFID, a biologjcal authenticatign infarmatjon reader, 10 and a device
havin%qthegc %ﬁ Slﬁ%to%eger%%%ﬁ%lﬁ 375 In thﬂ“éaz%fl?tui%nﬁ e#gf’a e'fo ARURHTgv3EeMin a client
ID acquirabiehydhienclientdi) acawisitiomaastian ¢ siviadthe, husrand dhe @xtermalinghwaerk IF so as to
display only an acquisition source which allows a client ID to be acquired therefrom. Alternatively, an
administratehbf fﬁghtwo-factor user authentication system 100 may pre-set one or more acquisition
sources 1?@‘95@ client ID 102c to omit the selection of an acquisition source by a user. When the user
selects one of the displayed acquisition sources, a client ID 102c is read from the selected acquisition
source by the dllentalDhacguisitionspetiong] ¢leit i$ tinderstoodshat-thEusgrumaycselect 3o or more of
the agc uisitio%sourc.es. In this case, a plurality of tyé)%% of client IDs 102c from the selected acquisition

sources may R SR FEBSly Ta RBRISR ST HtH o patBiHEBaESiie 18596t §iBPesentation

pattern 191550 thatthe:-punehesof.anthepticalion facters 43n besubstantislly incrersed yp to three or
more. The read client ID 102c is transmitted to the authentication server 101. Then, the authentication

server 10108fotaBcapit Tegisténs thacrdiesiied .client IDe1uBevirT dHeapaisswiond sswrayd Seetidn 102a in

associated yelati With.t?ﬁ user D 102a and the 25 ne-f[im%-c%asswor derivation rule 1026 of the

ACJUISTEION 30{1011 gs¢ flrichiona S afc acnicve opr
user. After comp etlorﬁlo € above reglstratlon operation, he user becomes aBFéJI{IOpOb alx

authenticaiintobpaed @ntid hupdfactociusenaythenticatioR sydte 51 8,00¢ Ktisqpretrrdblel that, in
conngection with registration of a client ID 102c, information about an acquisition source for the client ID

102c48 stdfsd Bitah agprbpriat feragerariacintisitedadse Wiwn e raskiendiabibeted to
authenticafion.{hg;aepariiansauce fydhe ehept |hdQ268aMbR quisition module 151¢4, a

required part of the browser application 101¢2, and a required part of the OS 151¢l are
read from the storage device 151c onto the RAM 151b, and executed by the CPU 151a.
[0060]

25 The user-ID input section 152 is a functional block operable to allow the
requesting user to enter his/her user 1D therefrom as a requesting-user D 181. This
functional block is achieved based on cooperation between software and hardware
elements, such as the CPU 151a, the RAM 151b and the user I/F 151d. The
authentication-request transmission section 153 is a functional block operable to

30  {ransmit the entered requesting-user 1D 181 to the authentication server 101. This
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automatically set using the stored acquisition-source information.The acquisition-source information
may be stored on a given storage area provided in the storage device 151c of the
authentication-requesting client 151, in associated relation with the user ID 102a of the user.
Alternatively, the two-factor user authentication 5 system 100 may be configured such that the
acquisition-source information is stored on the authentication server 101 together with the client ID
102c, and fehringaiskicakthemtibatiod, thecstonedaneprigitionisowree indinmmatiomds teadsmitted from the

authentication server 101 to the ication-r ting client 151. [00631 10 , one of the users
who reque%'lglgﬂ{ﬁ’eﬂf? ﬁéﬁhf’e&i}?«fﬁ%&sﬂ?&ﬁgﬁeﬂ r qﬁiﬂﬁ%%@bﬁ%‘%" Sr}ehgﬁeéﬁﬁ-user ID 181
through theusgtBinRulisestionctar insthe-avthesticationnsedusstive alieptkble (Bter:dR3). Typically,

the user accesses a user authentication Web page provided by the authentication server 101, using

the browsdrappiRiarsaisales idArragdhoraratierirmtionredlibstingielenetisn! Mrrkiters his/her
15 user ID,info A HelR b@P&‘ééﬁé / Hb%f-’l%\{%‘ée%”sﬂ%ﬁw\éés%R%%%r&%é’\’éﬂi%?é’%{%s,"%%ﬂaé@'ﬁ%‘w"rk login

authentication, the user enter er user ID and a network name as a logon target, respectively, into

the user-naiPig inpaitdieldtend ReMogdAitargetdnpilikfielckiar thé degomlauthEnti¢ation scréaa | 97A

illustrated in FIG.éﬁ. Then, the authentication-requesting client 151(£%r%an mits an authentication request
- Og

20 includif tHE & B ey TEGHERM M G B YD 10t & AR HRIRI SHOSE 0B 1D/E 18IS Pos).

Typically, the-brewseranelicaiian-hal 62 sUnRing 2R dhe authentication-peauestinglient dal transmits
the requesting-user ID 181 entered into the input field, to the authentication server 101 through the

Internet orrgffdrtrarnst. itluh el Windewstd) lsomdi-aethvoticioyin sentrentithdod, thredibgsn D

autheptication madule 5"%;1x6i Dl,r.L" transmit tt] fequ sting-user, 1D 181 to the authentication
: 3 :
Corvelion hkeRCdhitec dn T Al S O e S o T e
requestingpuseBlctBdntrangraiite defeatvthevauth@hticationitegliasticly tliachitbdd(SepdSAO7).
Typically, the authentication server 101 actjvates the user-authentication (ﬁg lication 101c2 to receive

the autherftRATGH FqREStSHeIBRATP R e et emmisotsh acirding’td the Hibilsuthentication
applicatiorR W ThenT i€ attern display section 156 is a functional block operable to arrange a

plurality of pattern elements of a pattern element sequence 190 created by the
15 pattem-element-sequence creation section 155, in the given pattern format 191p to
create a presentation pattern, and display the created presentation pattern on a screen.
This functional block is achieved based on cooperation between software and hardware
clements, such as the CPU 151a, the RAM 151b and the user I/F 151d. The
one-time-password input section 157 is a functional block operable to allow the
20  requesting user to enter a one-time password 192 through the presentation pattern
displayed on the screen or the like. This functional block is achieved based on
cooperation between software and hardware elements, such as the CPU 151a, the RAM
151b and the user I/F 151d. The one-time-password transmission section 158 is a
functional block operable to transmit the entered one-time password 192 to the
25  authentication server 101. This functional block is achieved based on cooperation
between software and hardware elements, such as the CPU 151a, the RAM I51b and
the external/network I/F 151e. The client-ID acquisition section 171 is a functional
block operable to acquire the client ID 102¢ of the authentication-requesting client 151
when used by the requesting user. In cases where the client ID 102¢ is the

30  hardware-related mformation or the software-related information, this functional block
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pattern-seed-value generation section 104 in the authentication server 101 generates a pattern seed
value 183 in accordance with a given generation rule (Step S109). Typically, the given generation rule
is to generate random numbers within a given range. As one example of the pattern seed value 183,
FIG. 5 illustrates "284E17 5 39D0" expressed in hexadecimal. For example, the pattern seed value
183 may be expressed by a numeric sequence having a given bit length, such as 16-byte. In this case,
the given rangbiisairangd of "8Q0eaARN0NEAEON QG fiey Mrdfkd- kkrEHv ke Fefidridritdnsheixadeleémal. Thus,
the number of different presentation patterns 191 to be created can be increased up to the number of

pattern se&d Valldd ittt dda fhe Gien rihgassoitema) therHiimtiie Jiders dbedyisrie!

transmissigg.seciaRdPTinthaduhentication;spivenddyl Fansmitzihe generaied prilaipseed value
183 to the authentication-requesting client 151 (Step S111). Typically, the authentication server 101

activates thetwser-sefiiient cadohesppiicatbmetitcsuditearibmiCiHe paterhedbtiMaldéhigado the 15
authegticaailon&%%%%g)t%gﬂ(e%lﬁll eaccording to the user-authentication application 101c2. Then, the
pattern-see(?-va ue receiving section 154 in the authentication-requesting client 151 receives the
pattern se¢ghgajue 183 transmitted from the authentication server 101 (Step S113). Typically, the

pattern seed value 283 is received according to the browser application 151c2 or the logon
authentication HBSERECD O SHxE AT Y serdhihfgdtine ayteRtCtion-requesting client 151. Then,

the authentication-feAUEsting gient 43 REPTRIS Mg HRRGLIRASICHRA IRRPLANSO Rkt of

acquisition sources for a client ID 102c, and the client-ID acquisition section 171 acquires a client ID
102c¢ from thkyseletiédd adqndition s doreeliBte f18dtB it sgsmiimre Athadguwiditivor soerce is

registered in connection with registration of the client ID 25 102¢, and stored on a given area in the
oralb AU A SRS REh st ToPAcilat: R I i At ek Bcirbr

information@boutiherstarash agguisitionmoussedn thejautheaticationreauesiingislien2i51, On the
other hand, in cases where an acquisition source is registered in connection with registration of the
client ID 1028 tHpgtRISTE T fiene aliRndntic A0 ssevirg 202 nafowpktiohthp sserntndtdrdibatcquisition

sosource igyranserifiedfam e usniaion sevend 45 fodhe aulienticalion iequgglipg client 151
and the authentication-requesting client 151 an acquisition source for a client ID 1820 IS automatically
set based auntltbe transmittéedacgui sitiGresouatasinéovaratioh im thdvautbenticationarequiestisrg client 151.

In the above cases, it is not necessary for the user to select at least one of a plurality of acquisition
sourjéa; fof HETE IS 02¢¢ 5 Wéﬁaﬂ‘%e pgé?tré‘ﬁ?-elé‘?ﬁ‘éﬂ?—sea{éenééoﬁ?%atfbgtﬁirseé%n 1854 the

authenticafipn irRuesting.clietial.araaies epatterBIRIGMEA! ReaeRee4 90 ianONMINGR
presentation pattern 191, based on the pattern seed value 183 received in Step S113 and the client ID

102c acquivEdtier Step Strbwureembasedidandd With a'gferPatttm aidndivetenyence théation rule

(Step S117), e oy 10 pRtSISIpmeLseauEnse areatonule means,a fuie for diating a pattern
element séquence uniquely'specitied based on a combination of the pattern seéd value 183 and the

client ID 1@2ssvimsuhia rlannéDas) e provideBignificaat ditiaudtyrianrifersing. thelatgimaihe
requesting-user ID 181 and pattern seed value 183 from only the pattern element sequence. Typically,

the gi¥len PRERINEIEHAIIS S R RASEr oIt rifeqeset St MDsH A EHCATBSN QG dftim?using the
combinatiqn,pf the paiternaesdivalve-lR3. aafibe-gliantdD ip2c gs asartofniial vale,as described

in more detail below. FIG. 5 is a conceptual diagram illustrating a process of creating a presentation
pattern 19inant Figld5ioa paiteinreelensent Bethisesibeotgh, isrsteatBsbasednsnt i 28aEKTN-1939D0" as a
pattern se%d value 183 an "C8I§?{O§178422" as clienlt ID 190. For t}ais )
aving numerals 0 (zéro) 10 9 serving as paftern elements arranged in random order (not
illustrated), are displayed on a screen of the authentication-requesting client 151. The
25  user enters a desired user ID 102a to be registered, into the mput field. Then, the user
selects certain ones of the pattern elements included in the first presentation pattern 191
at specific positions and enters one or more characters, such as fixed numerals, without
being based on the first presentation pattern 191, in accordance with a selected

one-time-password derivation rule 102b to be registered. The authentication server

30 101 stores the entered user ID 102a on the password storage section 102 as a user 1D of

- 33 -



20 purpose, a given numeric sequence is uniquely created based on the combination of the pattern
seed value 183 and the client ID 102c. In an example indicated by the uppermost row and the second
row in FIG. 5, the combination of the pattern seed value 183 and the client ID 102c each expressed in
hexadecimal are combined together to create a given numeric sequence. Alternatively, the pattern
seed value 183 and the 25 client ID 102c may be combined together using any suitable operation,
such as adfitiofersulihaciidee Rddiae-exctusive«fl dpdration. rihenpthecgiven humesasaglience is
subjected to an encryption algorithm to create a bit sequence 184 having a given bit Iezﬁ{h. In FIG. 5,

the given BHRIBAYH s SBERROWHIEKSE ArmArdHisatisAcEmol Mt e Bt grHs L et predelithtion pattern
191 consisiiog RSP RBRERIS) TIR3080¢rRioRRIgORIR MmayRhe.ankfiliphie fyRe capable of

practically precluding an original numeric sequence from being derived from an algorithmic result,
such as a heshpfutietionealgoritiastopn gymmetriccidsyagaury ptiore edgdaittenwibr thraselolec SHA-256

may b, usgd as ap%ggl fgrr%‘cgoril\[%%%egg{xgtl gé\r/}%rjthré%mgric seguence,so as to create a.bit sequence
184 of 256 bits. AlEmative y,%e dvanced ncryption StAngAT lfﬂ]éﬁ: gcal%ro?ﬂ erlnnr[ﬁ%)e/rbce used as a
symmetricskgyeaoeryptien algerithravionaseaiarackry froquéhe«given nisnerigseauengsicanrd encrypt a
256-bit numeric sequence appropriately pre-set using the key so as to create a bit sequence 184 of
256 bits. F?f?ﬂﬁ@?}%ﬂ‘i‘é%‘ﬁ%é%‘aﬁa&@éﬁ g4k a ?%%é?ﬂéylk’éiﬁ%ﬁ*f&wwﬁt@@omhrﬁaﬁwé? be used in

combination, The-yaliesc fd 1091010 A lron AR PH G- Rit seRYeRes 184, i LQ.HG. S are

shown as one example for illustrative purposes, but not shown as an accurate algorithmic result of the
SHA-256 dlgosithicd lven; ttre-piseque nte $84oof 1256 Hitbisirabsfgrmadlip assenventyd Seven-digit

decimal numeral, and a sixty four-digit numeral is extracted.therefrqm and used as a pattern element
oaubhoe HOSHHE Jhr e AL BALEET BT O el e e BB T IREIG. 5 are
shown as geevkaaxamplieniy dhusative.nupases BUpRILSHAWMADARAESIGATBHesuItof the
conversion/ extraction. The sixty four-digit numeral may be extracted by eliminating unnecessary

higher-or_déFilﬁﬁs @le_l@Wé?IE?ﬁéﬁ Hhestesp u}s?ﬁg‘f‘éiﬁy% refsiel wHiceatsRlesuBAS stanedetidhe Then, the
pattern d'?@Aﬁ&ﬁ?‘%ﬂ&%ﬁ@dﬂ1%%?%@?@&@&6‘88&115&%%?%&@%%'e&‘etrﬂ‘%f%iﬁﬁe%%s ?6‘2&%“%‘9}? gta
presentation pattern 191 formed by arranging patter elements of the pattern element sequence
190, respexiivelyinat elemethipasitinns itha ghleriqhitemtiomnatsconsistieg offfourdibytddmatrixes, and

displays the image on_.the scyeen. of the authentication-requesting. client 151 (Step S119). In the
Windows (5O HHER I Enk fB@EW%Lﬁﬁ%ﬁE&%&%ngﬁmﬁt SHIARERDCS Lafs et igof the logon

authenticatjon sereenddhénthedpgeRauthemlicatior serean kA ék induding the grpresgpgation pattern
191 is displayed. [0065]  Then, the user requesting authentication selects certain ones of the pattern
elements (dxehcsuiettebefrartEdevdiRuiupatialbad o dhepueiioipbsiicatemtié bresémation

pattern 191.gisplayed on thesgeen of the.auhentieationseauesing e A31. e 3genigrs one or
more characters, such aguftlxecﬁ?numera S, WItho abelngfi:)ase on ?he
ascertained. The ascertained one-time-password derivation rule 102b is stored on the
20 password storage section 102 in associated relation with the user ID 102a of the user.
Preferably, the initial registration Web page is configured to allow software necessary
for the authentication-requesting client 151, such as the presentation-pattern creation
module 151e3 and/or the client-ID acquisition module 151¢4, to be downloaded
therefrom. This makes it possible to form the pattern-element-sequence creation
25  section 155 and/or the client-ID acquisition section 171 in any PC accessing the initial
registration Web page so as to allow the PC to operate as an authentication-requesting
chient 151.
[0062]
When the authentication-requesting client 151 accesses the authentication server

30 101 to register his/her user ID 102a and one-time password derivation rule 102b, the
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presentation pattern 191, in a given order, so as to enter, into the authentication-requesting client 151,
a one-time password 192 created as a result of applying the one-time-password derivation rule 102b
of the user to the presentation pattern 191. The one-time-password input section 157 in the
authentication- 5requesting client 151 allows the user to enter the one-time password 192
therethrough (Step S121). Then, the one-time- password transmission section 158 in the
authenticatibentduesiing et dch tiansmistiteehteradwine dintepassword 1&zhiabheauthentication
server 101 (Step S123). Then, the one-time-password receiving section 121 in the authentication

server 10106 cBRBE ARG SRS HFR! 12 b ot R D6 dih theRLNEnd 2ot rdiiesting
client 151 (Giem@ddn (09561 10Thenpihe yasfiaation:opd CreplipReHian-406 indhe aithentication

server 101 creates a verification code 193 as a result of applying the pre-stored one-time-password
derivation regestragpnastdbratdeaititn) 2equedithg-aseitiine] gassecei eldriratmotheuds 102b.

authegticajioneaesing, dient 451,10, pieseiation gatter fornied fiom a paftern elemen
sequence Greatéd based 6n the pattern seedrvalue 183 tranihitéd 16 the atthentication-fequesting

client 151 anghibieiseguesitagadsesibhl 83 aozkitkaccasdageewithvia giveidpalierf-elieaantsequence
creation rule (Step S127). The given pattern-element-sgquence creation rule used in Step S127 is

identical tdtHE2 0 gaRdst IR HeprodagiisncelcYeaden sule St ByrdikesatteHR Bl eMBtSeuence
creation segtion. 153 10, creatadhe r&a%ere&&%e%%mtgﬁ&%}ﬁ ThrRrihsneriicafion gqde 193 has

a value identical to that of a proper one-time password 192 created as a result of applying a proper
one-time-pasdWwoqdipierivdtionaufeleft REgbiatbibwitiva regbesticryiosenfontatoof mataper user of,

to a proper presentation pattern created 25 based on a proper pattern seed value 283 and a proper
it 2 BBt T W BB SO SYRITRS A5 TN Ao boto HEAPTS, 167 FRGRT e ey
authenticagiomseelipnsteain therrythenticaliomrenehi QL sampaiaa the saceivad ane;time password
192 and the created verification code 193, and, if they are identical to one another, determines that the

user is sudéé_éslféwladhse@ﬂi@m@élw@ﬁks@w._ew ﬂﬁ’edé‘i}i‘ﬂﬁérﬂréa_tﬁihﬁ@%&%ﬁi@@sﬂ‘@%ﬁ%’é@ﬁbluded, the
use of a sefyice depending,on he Lsal AhROIGATgN fl&‘i{é?&awéﬁt‘? a.%“&'a%\%ﬁfﬁ?rﬁ%ﬁﬁl%{%- In the user

authentication mode for authorizing a user to use a specific conternt on the or the like, the user is
authorizedttenaiecessutize anhtentando sgecan Hphcatipre-tetthecant hemticadipisitiodedorcauthorizing a
user g logon to ?Wi ov(\ﬁ(r% domain nethor,k, the authentication serv%r 101 informs the
g icafffif chent ID 102¢ to omit the selection of an acquisition source by a user. When the
authentica
user selects one of the displayed acquisition sources, a client ID 102¢ is read from the
selected acquisition source by the client-ID acquisition section 171. It is understood
that the user may select two or more of the acquisition sources. In this case, a plurality
of types of client IDs 102¢ from the selected acquisition sources may be simultaneously
20 combined with a pattern seed value 183 to create a presentation pattern 191, so that the
number of authentication factors can be substantially increased up to three or more.
The read client ID 102c¢ is transmitted to the authentication server 101. Then, the
authentication server 101 stores and registers the received client 1D 102¢ on the
password storage section 102a in associated relation with the user ID 102a and the
25  one-time-password derivation rule 102b of the user. After completion of the above
registration operation, the user becomes able {o obtain authentication based on the
two-factor user authentication system 100. It is preferable that, in connection with
registration of a client ID 102¢, information about an acquisition source for the client ID

102c¢ is stored on an appropriate storage area. This is because, when the user is

30 subjected to authentication, the acquisition source for the client ID 102¢ can be
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5 result to a Windows' domain controller to authorize the user to log into the Windows(r) network. In
the authentication server 101 configured as a SSL-VPN gateway, the user is authorized to access the
SSL-VPN. [0067] As a prerequisite to allowing a plurality of types of client IDs 102c to be 10
simultaneously combined with a pattern seed value 183 so as to create a presentation pattern 191 in
order to substantially increase the number of authentication factors up to three or more, the above
embodimenitofithe:prgsertinvesition may badredifiechigsusenaspliusalityobivpasaf clienthds in the
means or step in which a client ID 102c is handled. Specifically, the two-factor user authentication
system mdy CORREIrEaASrURaatoR My RS RoFads Y dget et fbiags 2 e e réd Pesttive user
IDs of a plyglity.ofiisess: sesRaGive. AR BASSYRIdieTRRtPN Syles oftheiMsara.gnghrespective
client ID groups of the clients to be used by the respective users as the authentication-requesting
client, in asgdtidtedisetaidn Withodabh otker oA leeusaivblutier basibionersin agbhnticth@iclient ID
groups consists of a.plurality of types of client IDs; the pattern-seed-value 20 generation section 104
is ope?ables?/igzeéncc{(()?red%lﬁ(\fe%\%/ﬁ nf%guéﬁf\c?esﬁ %le%cgﬁé{ 163§ ésfl%”é‘éﬂ'érr%%én 'Oﬁgﬁg d89THIG8 adapted to
uniquely sgeciua@iesamiationRattenn itgembinaiian mithepee ofthewlienidB areurs; the client-ID
acquisition section 171 is operable to acquire the client ID group 102c identifying the

authenticafiHSEéitsing BeACIST RABRSTEEHIY e FBREENEHNG usert thewERE rHIemnisat -sequence
creation %ﬁ%ﬁ%ﬁﬁ%@%ﬁ{ﬁ@g ﬂ?eagﬁﬂémiEQSJ:?-"P%‘&%&B@E‘H&??% value and the acquired client

ID group and in accordance with the given pattern-element-sequence creation rule, to create a pattern
element séfl&hce consisting of a set of pattern elements for forming a presentation pattern; and the
verifi@tion-co creatiorége_ tion 106 i€ operable to create a verjfication code as a result of applying

- S

the pré-stored GRS S GFUATEASET PR LSLERLRE With T IREERE e EF o certain

pattern elements iRefudeesin RqREessntationpatterhisuned.iromapatigin elamantssegugnce which is
created based on the transmitted pattern seed value and the pre-stored client ID group associated with

the receivédthsetsptignddnugetoedeling With (hécpivéd patlerpiaibmdhe- g aneeesesentioer rule.

cl00ce] s e sosatians) dow.As e s AbnlgRATSIEIOn i oReraaneL i, such as &
situation where c}ata obviously Tndsable in 2 certain step is used In the sfep, does not occur, the
operationadgigieatiay bl eelyntimdifietle Rothexdnaplen-adheygheaclienificitiomdededI3sivareated by
the authentication server 101 in Step $127, it may be 10created just after Step S109 where both of the
requééting‘-lﬁger 1B 184504 tﬁléeﬁ—é{%grﬁnpuﬁ field” displayed on” the Web page. In a

Windows®™-domain-network login authentication, the user enters his/her user ID and a
network name as a logon target, respectively, into the user-name input field and the
logon-target input field in the logon authentication screen 197A illustrated in FIG. 8.
Then, the authentication-requesting client 151 transmits an authentication request
20 including the entered requesting-user ID 181 to the authentication server 101 (Step
S105).  Typically, the browser application 15lc¢Z running on the authentication-
requesting client 151 transmits the requesting-user ID 181 entered into the input field, to
the authentication server 101 through the Internet or an intranet. In the
Windows®-domain-network login authentication, the logon authentication module
25  "SmxGinaDLL" transmits the requesting-user 1D 181 to the authentication server 101,
Then, the user-ID receiving section 103 in the authentication server 101 receives the
requesting-user 1D 181 transmitted from the authentication-requesting client 151 (Step
S107). Typically, the authentication server 101 activates the user-authentication
application 101c2 to receive the authentication request including the requesting-user ID

30 181, according to the wuser-authentication application 101c2. Then, the
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seed value 183 become available. [0069] The preferred embodiment of the present invention has
been described for illustrative pm-poses, but the present invention is not limited to the specific
embodiment. 15 It is obvious to those skilled in the art that various changes and modifications may be
made therein without departing from the spirit and scope thereof as set forth in appended claims.
EXPLANATION OF CODES 20[0070] 100: two-factor user authentication system 101: authentication

server ;oqﬁt@ﬂua@lmzwma)ﬂ seatorapeidevite 2@hehtiEaGohOkeReuser-gutientcation

appllcatlonpattem seed value 183 in accordance with a given generation rule (Step S109).
Typically, the given generation rule is to generate random numbers within a given
range. As one example of the pattern seed value 183, FIG. 5 illustrates "284E17 «v---
5 39D0" expressed in hexadecimal. For example, the pattern seed value 183 may be
expressed by a numeric sequence having a given bit length, such as 16-byte. In this
case, the given range is a range of "0000000000000000" to "FFFFFFFFFFFFFFFF" in
hexadecimal. Thus, the number of different presentation patterns 191 to be created can

be increased up to the number of pattern seed values included in the given range.

10 [0064]

Then, the pattern-seed-value transmission section 105 in the authentication server
101 transmits the generated pattern seed value I83 to the authentication-requesting
client 151 (Step SI111). Typically, the authentication server 101 activates the
user-authentication application 101¢2 to transmit the pattern seed value 183 to the
15 authentication-requesting client 151 according to the user-authentication application
101c2. Then, the pattern-seed-value receiving section 154 in the authentication-
requesting client 151 receives the pattern seed value 183 transmitted from the
authentication server 101 (Step S113).  Typically, the pattern seed value 283 is
received according to the browser application 151¢2 or the logon authentication module
20 "SmxGinaDLL" running on the authentication-requesting client 151. Then, the
authentication- requesting client 151 prompts the user to select at least one of a plurality
of acquisition sources for a client ID 102¢, and the client-ID acquisition section 171
acquires a client ID 102¢ from the selected acquisition source (Step S115). In cases
where an acquisition source is registered in connection with registration of the client ID
25  102c, and stored on a given area in the storage device 151c, an acquisition source for a
client ID 102c is automatically set based on information about the stored acquisition
source in the authentication-reguesting client 151.  On the other hand, in cases where
an acquisition source is registered in connection with registration of the client ID 102c¢,
and stored on the authentication server 101, information about the stored acquisition

30  source is transmitted from the authentication server 101 to the authentication-requesting
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101d: user interface (user I/F) 101e: network interface (network I/F) 30102: password storage
section 102a: user ID 102b: one-time-password derivation rule 102c: client ID  103:
authentication-request receiving section 5104: pattern-seed-value generation section 105:
pattern-seed-value transmission section 106: verification-code creation section 121:
one-time-password receiving section 122: user authentication section 10151:
authenticativent@questihthelrnkdditatiCiPtdqhbloinRAMnt 151 an acquisition source for a client

ID 102c¢ is automatically set based on the transmitted acquisition-source information in

the authentication-requesting client 151.  In the above cases, it is not necessary for the

user to select at least one of a plurality of acquisition sources for a client ID 102¢.

5 Then, the  pattern-element-sequence  creation  section 155  in  the
authentication-requesting client 151 creates a pattern element sequence 190 for forming

a presentation pattern 191, based on the pattern seed value 183 received in Step SI113

and the client ID 102¢ acquired in Step S115 and in accordance with a given
pattern-element-sequence  creation rule  (Step  S117). The  given

10 pattern-element-sequence creation rule means a rule for creating a pattern element
sequence umiquely specified based on a combination of the pattern seed value 183 and

the client ID 102¢, in such a manner as to provide significant difficulty in inferring the
original requesting-user ID 181 and pattern seed value 183 from only the pattern
element sequence. Typically, the given pattern-element-sequence creation rule is

15 based on an encryption algorithm using the combination of the pattern seed value 183
and the client ID 102¢ as a sort of initial value, as described in more detail below.

FIG. 5 is a conceptual diagram illustrating a process of creating a presentation pattern

191. In FIG. 5, a pattern element sequence 190 is created based on "284E17 ----
39D0" as a pattern seed value 183 and "C8E30B178422" as a client ID 190. For this

20 purpose, a given numeric sequence is uniquely created based on the combination of the
pattern seed value 183 and the client ID 102¢. In an example indicated by the
uppermost row and the second row in FIG. 5, the combination of the pattern seed value

183 and the client ID 102¢ each expressed in hexadecimal are combined together to
create a given numeric sequence. Alternatively, the pattern seed value 183 and the

25 client ID 102¢ may be combined together using any suitable operation, such as addition,
subtraction and/or exclusive-OR operation. Then, the given numeric sequence is
subjected to an encryption algorithm to create a bit sequence 184 having a given bit
length. In FIG. 5, the given bit length is 256 bits which is an information amount
enough to create a presentation pattern 191 consisting of sixty four numerals. The

30 encryption algorithm may be any suitable type capable of practically precluding an
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151c: storage device 151c1: OS 15151c2: browser application 151c3: presentation-pattern creation
module 151c4: client-ID acquisition module 151d: user interface (user I/F) 151e: network interface
(network I/F) 20152: user-ID input section 153: authentication-request transmission section 156:
pattern display section 157: one-time-password input section 158: one-time-password transmission
section 25154: pattern-seed-value receiving section 155: pattern-element-sequence creation section
171: clientdiz-acquisiigi segtioned T2ielivitd Restaragersedtiaiporithmic result, such as a hash

function algorithm or a symmetric-key encryption algorithm. For example, SHA-256
may be used as a hash function to encrypt the given numeric sequence so as to create a
bit sequence 184 of 256 bits.  Alternatively, the Advanced Encryption Standard (AES)
5  algorithm may be used as a symmetric-key encryption algorithm to create a key from
the given numeric sequence, and encrypt a 256-bit numeric sequence appropriately
pre-set using the key so as to create a bit sequence 184 of 256 bits. Further, a hash
function algorithm and a symmetric-key encryption algorithm may be used in
combmation. The values "0111001011001101 --- 11010" of the bit sequence 184 in
10 FIG. 5 are shown as one example for illustrative purposes, but not shown as an accurate
algorithmic result of the SHA-256 algorithm. Then, the bit sequence 184 of 256 bits is
transformed to a seventy seven-digit decimal numeral, and a sixty four-digit numeral is
extracted therefrom and used as a pattern element sequence 190. The values
"38064655 --- 1017" of the patter element sequence 190 in FIG. 5 are shown as one
15 example for illustrative purposes, but not shown as an accurate result of the conversion/
extraction. The sixty four-digit numeral may be extracted by eliminating unnecessary
higher-order bits or lower-order bits, or using any suitable calculation, such as
subtraction. Then, the pattern display section 156 in the authentication-requesting
client 151 creates an image of a presentation pattern [9] formed by arranging pattern
20 eclements of the pattern element sequence 190, respectively, at element positions in a
given pattern format consisting of four 4-by-4 matrixes, and displays the image on the
screen of the authentication-requesting client 151 (Step S119). In the Windows®-
domain-network login authentication, as illustrated in FIG. 8, after the display of the
logon authentication screen 197A, the logon authentication screen 1978 including the

25  presentation pattern 191 is displayed.

[0065]

Then, the user requesting authentication selects certain ones of the pattern elements
{each selected from one-digit numerals 0 to 9} at specific positions in the presentation
pattern 191 displayed on the screen of the authentication-requesting client 151 and

30  enters one or more characters, such as fixed numerals, without being based on the
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181: requesting-user ID 30183: pattern seed value 184: bit sequenée 190: pattern-element sequence
191: presentation pattern 191p: given pattern format 5192: one-time password 193: verification code
196: keyboard 197A: logon authentication screen 197B: logon authentication screen

presentation pattern 191, in a given order, so as to enter, into the
authentication-requesting client 151, a one-time password 192 created as a result of
applying the one-time-password derivation rule 102b of the user to the presentation
pattern 191.  The one-time-password input section 157 in the authentication-
5  requesting client 151 allows the user to enter the one-time password 192 therethrough
(Step S121).  Then, the one-time- password transmission section 158 in the
authentication-requesting client 151 transmits the entered one-time password 192 to the
authentication server 101 (Step S123). Then, the one-time-password receiving section
121 in the authentication server 101 receives the one-time password 192 transmitted
10 from the authentication-requesting client 151 (Step S1235).
[0066]

Then, the verification-code creation section 106 in the authentication server 101
creates a verification code 193 as a result of applying the pre-stored one-time-password
derivation rule 102b associated with the requesting-user 1D 181 received from the

15 authentication-requesting client 151, to a presentation pattern formed from a pattern
element sequence created based on the pattern seed value 183 transmitted to the
authentication-requesting client 151 and the requesting-user ID 181 and in accordance
with a given pattern-element-sequence creation rule (Step S127). The given
pattern-element-sequence creation rule used in Step S$127 is identical to the

20 pattern-element-sequence creation rule used by the pattern-element-sequence creation
section 155 to create the pattern sequence in Step S117. Thus, the verification code
193 has a value identical to that of a proper one-time password 192 created as a result of
applying a proper one-time-password derivation rule [02b associated with a
requesting-user 1D 181 of a proper user of, to a proper presentation pattern created

25  based on a proper pattern seed value 283 and a proper client ID associated with the user
corresponding to the requesting-user ID 181. Then, the user authentication section 122
in the authentication server 101 compares the received one-time password 192 and the
created verification code 193, and, if they are identical to one another, determines that
the user 1s successfully authenticated (Step S129). If the authentication is successfuily

30 concluded, the use of a service depending on the user authentication modes will be
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What is claimed is: 1. A two-factor user authentication system designed to use a one-time-password
derivation rule as a password of a user subject to authentication, in such a manner that a 5 plurality of
pattern elements are arranged in a given pattern format and presented as a presentation pattern to a
client being used by the user, and the one-time-password derivation rule is applied to certain ones of
the pattern elements included in the presentation pattern at specific positions, so as to create a

one-time paskwdred andoilsther Usetinforsatiohcdtniifying dde chenitheingniseadey thaiser, as a
second 10authentication factor, the two-factor user authentication system comprising: an

authenticatiRiFSErver K atitHEnEiNghe JikFatty Fthe audherizeh™o 255 HiRy O1eRe Wikhts each
connected,{o the gHthentisation ser el DRMCH IR SeIVa AR AN AYthenticationsssaugsting client

when it is used as %termlnal for allowing each of the users to request authentication therethrough,
15whereinWadaythentivationnsérvek.iribludetienticatzopasssword Gtomdgose thio mypherstoring respective

user IDs of thq u[ser reggec*givde one-tim -Bﬁss¥vord erivagg)n rules of the users,.and respective client
I suti ({a n \Hsb main COH]": er 10 authorize the Hser to?to nto the Yﬂn qwsh .
IDs ofthe clients to be used by the respective users as the authentication-requéesting client, in

associatecheglatian Withieashiaiheaoio:a sesairhyrusen hasiesd 20patarvseed:valis gaseration section
operable, in accordance with a given generation rule, to generate a pattern seed value adapted to
uniquely sPeti Y iBrELeERSh Patet MESbmbination with one of the client IDs; user-ID receiving
section op to receive the user ID of one of the users who requests authentication, from the
authentication-requesting client; and 25pattern-seed-value transmission section operable to transmit
the generated pattermpseeghialecido tHevanthentidatibiyreduegiasg diehtof tHesrddlestingaser,

10 simultaneously combined with a pattern seed value 183 so as to create a presentation
pattern 191 in order to substantially increase the number of authentication factors up to
three or more, the above embodiment of the present invention may be modified to use a
plurality of types of client IDs in the means or step in which a client ID 102¢ is handled.
Specifically, the two-factor user authentication system may configured as follows: the
15  password storage section 102 pre-storing respective user IDs of a plurality of users,
respective one-time-password derivation rules of the users, and respective client 1D
groups of the clients to be used by the respective users as the authentication-requesting
client, in associated relation with each other on a user-by-user basis, wherein each of the
client ID groups consists of a plurality of types of client IDs; the pattern-seed-value
20  generation section 104 is operable, in accordance with the given generation rule, to
generate a pattern seed value adapted to uniquely specify a presentation pattern in
combination with one of the client ID groups; the client-ID acquisition section 171 is
operable to acquire the client ID group 102c identifying the authentication-requesting
chient 151 when used by the requesting user; the pattern-element -sequence creation
25 section 155 is operable, based on the received pattern seed value and the acquired client
ID group and in accordance with the given pattern-element-sequence creation rule, to
create a pattern element sequence consisting of a set of pattern elements for forming a
presentation pattern; and the verification-code creation section 106 is operable to create
a verification code as a result of applying the pre-stored one-time-password derivation

30 rule associated with the received user 1D, to certain pattern elements included in a

-~ 4} -



and wherein the authentication-requesting client includes: user-ID input section operable to allow
the requesting user to enter his/her user ID therefrom; 30user-ID transmission section operable to
transmit the entered user ID to the authentication server; pattern-seed-value receiving section
operable to receive the pattern seed value transmitted from the authentication server; client-ID
acquisition section operable to acquire the client ID of the 5authentication- requesting client when used

by the reqpestingatisarattern faitero-gleme pheeflcsae e eatitmsectigehopesabled baset:an the
received pattern seed value and the acquired client ID and in accordance with a given

pattern-eldffelitaEplicAds trants ke e pittedr i Eh eeauares vAsEth g ®f a set of
pattern elements fordQriming, @ Rresesi@iin Ratem. 1enalieradiselan sactieqencrabis o .arrange the

pattern elements comprised in the created pattern element sequence, in the given pattern format to
create theiesentation pattern, and display the created presentation pattern on a screen;
one-tigﬁe-p@ﬁ%\%gord input section operable to allow the requesting user to enter therefrom a one-time
password ereated as a result of applying the one-time-password 15derivation rule of the requesting

user to certain pheseoftbecPaitest RIBNTRIMS IRCIUFRGNany inconsistency in operational flow,

such as a situation where data obviously unusable in a certain step is used in the step,

does not occur, the operational flow may be freely modified. For example, although a

verification code 193 is created by the authentication server 101 in Step S127, it may be

10 created just after Step S109 where both of the requesting-user ID 181 and the pattern
seed value 183 become available.

[0069]

The preferred embodiment of the present invention has been described for

illustrative purposes, but the present invention is not limited to the specific embodiment.

I5 It 1s obvious to those skilled in the art that various changes and modifications may be

made therein without departing from the spirit and scope thercof as set forth in

appended claims.

EXPLANATION OF CODES
20 {0070}
100: two-factor user authentication system
101: authentication server
101a: CPU
101b: RAM
25  10lc: storage device
101cl: OS
101¢2: user-authentication application
101d: user interface (user I/F)
101e: network interface (network I/F)

30  102: password storage section
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the displayed presentation pattern; and one-time-password transmission section operable to
transmit the entered one-time password to the authentication server, and wherein the authentication
server further includes: 20one-time-password receiving section operable to receive the transmitted
one-time password; verification-code creation section operable to create a verification code as a
result of applying the pre-stored one-time-password derivation rule associated with the received user
ID, to certaiozpatierniBlements included in a presentation pattern formed 25 from a pattern element
sequence which is created based on the transmitted pattern seed value and the pre-stored client ID

associated (Afh fSTHEEDAHNSET 19" HAHIA WEordance with the given pattern-element- sequence

creation rujgpandient I User authentication section operable to compare the received one-time
password with the created verification code, and, if they are identical to one another, to 30successfully
authentical®@iheutkertvotiespondisigtocthmgeceiven user ID. 2. The two-factor user authentication

systerg as f%%f_ine% in clai@ 1, wherein: . the Password storage section pre-stores respective user IDs
. paticri-sce -thlueegenelaﬁonaea an . . .
of the users, regpectlve one-time=password derivation rules of the users, and respective client ID

groups of tes relientsstedesed-hytiiesiespestive users as the authentication-requesting client, in
associated relation with each other on a user-by-user basis, wherein each of the client ID groups
consists of 44 ItFEGCRSedeTTERBAR AOEION “the pattern-seed-value generation section is operable,

in accordapgse. Wg@ﬂm%%g%g&p&r&@&é%@@ngenerate a pattern seed value adapted to uniquely

specify a 10presentation pattern in combination with one of the client ID groups;
122: user authentication section

10 151: authentication-requesting client
151a: CPU
151b: RAM
151¢: storage device
151c1: OS
I5  151¢2: browser application
151c3: presentation-pattern creation module
151c4: client-1D acquisition module
151d: user interface (user I/F)
151e: network interface (network I/F)
20 152: user-ID input section
153: authentication-request transmission section
156: pattern display section
[57: one-time-password input section
158: one-time-password transmission section
25 154: pattern-seed-value recetving section
155: pattern-element-sequence creation section
171: client-1D acquisition section
172: client-ID storage section
181: requesting-user ID

30 183: pattern seed value
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the client-ID acquisition section is operable to acquire the client ID group of the
authentication-requesting client when used by the requesting user; the pattern-element-sequence
creation section is operable, based on the received pattern seed value and the acquired client ID
group and in accordance with the given 15pattern-element-sequence creation rule, to create a pattern
element sequence consisting of a set of pattern elements for forming a presentation pattern; and the
verification-godsitarapidanesection is operable to create a verification code as a result of applying the
pre-stored one-time-password derivation rule associated with the received user ID, to certain pattern
elements ihdHidaHSH £ SRS REARSRFattern formed 20 from a pattern element sequence which is
created baged pn.dhedranssmitied pattern seed value and the pre-stored client ID group associated with
the received user ID and in accordance with the given pattern-element- sequence creation rule. 3. The
two-factor Utk gikhenttatiofosystem as defined in claim |, wherein: 25the pattern-seed-value
genergltion@(jpgogmis 0 ea[qas@ei.&n accordance with the given generation rule, to generate a pattern
seed value adapp[eéj 0 L}ljnlqueﬂy specify a presentation pattern in combination with one of the user IDs
and one ofitie clientibBsn coflae pattern-element-sequence creation section is operable, based on the
received pattern seed value, the entered user ID, and the client ID of the 30authentication-requesting
client acquﬁ?éd kerbparded by the requesting user and in accordance with the given
pattern-elwﬁﬂt-ﬁ)%%ﬂ%geﬁgﬁ%ﬁgg fLHle. fo create a pattern element sequence consisting of a set of
pattern elements for forming a presentation pattern; and

[97B: logon authentication screen

- 44 -



the verification-code creation section is operable to create a verification code as a 5 result of applying
the pre-stored one-time-password derivation rule associated with the received user ID, to certain
pattern elements included in a presentation pattern formed from a pattern element sequence which is
created based on the received user ID, the transmitted pattern seed value and the pre-stored client ID
associated with the received user ID and in accordance with the given pattern-element-sequence
creation rufeh Q< 1dihedve-factor user authentication system as defined in claim 1, wherein the
client-ID acquisition section is operable to acquire identification information incorporated in hardware
of the authentication-requesting client. 155. The two-factor user authentication system as defined in

claim 1, wherein the.clightz Qacauisiiansection sapaiakis i agayie deptficationdnfaymation about

an operating system of the authentication-requesting client. 6. The two-factor user authentication
system asdefingdrimdtamnalpasteosinothe 1BeckebjetDiacgtlishioratectionsis bpenabietéhatquire a
netwogk ad ress se for the aythen ication-re%.u%sting client, 7. The two-factor usergluthentication

syster asfefned i BIAIRT 15 Wherein the THeRtI 5 4cqUISTiBA"SERHSK T8 Gsr ABTE T Uctuifte

identificatigretafosmatigacakauban 2hextersakdesdgerinrongisan intarface elethighe-password
authentication-requesting_client. 8. The two-factor user authentication system as defined in claim 1,

wherein theSEIT@HE1 e gisistiBHSk dorFIé B &risiefo the gomiee BloRAgeel i dreieat ot inksrmation
about the 'ﬁgﬁﬁmuﬁﬁ{eﬁoat specific positions, so as to create a one-time password, and

further use information identifying the client being used by the user, as a second
10 authentication factor, the two-factor user authentication system comprising:
an authentication server for authenticating a plurality of the users; and
a plurality of the clients each connected to the authentication server via a network
to serve as an authentication-requesting client when it is used as a terminal for allowing
each of the users to request authentication therethrough,

15 wherein the authentication server includes:

a password storage section pre-storing respective user IDs of the users,
respective one-time-password derivation rules of the users, and respective client IDs of
the clients to be used by the respective users as the authentication-requesting client, in
associated relation with each other on a user-by-user basis;

20 pattern-seed-value generation section operable, in accordance with a given
generation rule, to generate a paftern seed value adapted to uniquely specify a
presentation pattern in combination with one of the client 1Ds;

user-1D receiving section operable to receive the user 1D of one of the users
who requests authentication, from the authentication-requesting client; and

25 pattern-seed-value transmission section operable to transmit the generated
pattern seed value to the authentication-requesting client of the requesting user,

and wherein the authentication-requesting client includes:

user-ID input section operable to allow the requesting user to enter his/her

user 1D therefrom;

30 user-ID transmission section operable to transmit the entered user ID to the
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9. A two-factor user authentication method for use in a user authentication system designed to use a
one-time-password derivation rule as a password of a user subject to authentication, in such a manner
that a plurality of pattern elements are arranged in a given pattern format and presented as a
presentation pattern to a client being used by the 5 user, and the one-time-password derivation rule is
applied to certain ones of the pattern elements included in the presentation pattern at specific positions
S0 as to creade:atoneetimeyassword, and further use information identifying the client being used by
the user, as a second authentication factor, wherein the user authentication system includes a plurality

of the clients each SBHfil S GMAARRETRIEHMOPRTEGHEBRHG Wikhishtish bisatetsghyaditerminal for
allowing each of aRluraliief Ihedsfis i reqgugst authentication therethrough, and an authentication

server connected to the authentication-requesting client via a network and operable, in response to an
authentication requektitdin theqaitionticationa regeediingtelientuvepehoreienthBntiodteheach of the

users,sthe t\{lvt%éf%cto&user aluthentlgﬁgog\g ethod fFoem nswggjthe steps of: 15pre-storing, in the

authenticafion selr%/aer?l}éé%%lgtsl%%ser ot the Users &8 58H0E 8\%5time-password derivation rules

of the users, and regpegtivaGlient tesuehibecedianis RhpHSes:LIBE KasRectvebSRizRSIhe
authentication-requesting client, in associated relation with each other on a user-by-user basis;

allowing oR&'sF théiiSeis hosy st aditiehtiedtitn [k antbrinisiietrdeesa DB 26iHen
authenticaligne{eQuaSUNA.CIRNL.. FaHRINGIRE AUhGAGalan-edlastind Alentlo SaUsMiL the entered

user ID to the authentication server, causing the authentication server to receive the user ID of the
requestingalisetetransatiitted froenth éoafithentg atioesceguestingtetient; 25causing the authentication

server to, in accordance with g given generation rule, generate a pattern seed value adapted to
ciqBly specity a FTELCREHBIDSREN T ESHANARiGH IR CRPANEHR LR IBEOMTERE the
authenticatin sREved tpaikansnalbienoenRgaiad patta serdyaldads, therauihentication-feguesting
client of the requesting user; 30causing the authentication-requesting client to receive the pattern seed
value presentation pattern, and display the created presentation pattern on a screen;
one-time-password input section operable to allow the requesting user to enter
therefrom a one-time password created as a result of applying the one-time-password
15 derivation rule of the requesting user to certain ones of the pattern elements included in
the displayed presentation pattern; and
one-time-password transmission section operable to fransmit the entered
one-time password to the authentication server,
and wherein the authentication server further includes:
20 one-time-password receiving section operable to receive the tfransmitted
one-time password;
verification-code creation section operable to create a verification code as a
result of applying the pre-stored one-time-password derivation rule associated with the
received user 1D, fo certain pattern elements included in a presentation pattern formed
25  from a pattern element sequence which 1s created based on the transmitted pattern seed
value and the pre-stored client ID associated with the received user ID and in
accordance with the given pattern-element- sequence creation rule; and
user authentication section operable to compare the received one-time
password with the created verification code, and, if they are identical to one another, to

30 successfully authenticate the user corresponding to the received user ID.
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transmitted from the authentication server;  causing the authentication-requesting client to acquire
the client ID of the authentication-requesting client when used by the requesting user; causing the
authentication-requesting client to, based on the received pattern seed 5 value and the acquired client
ID and in accordance with a given pattern-element-sequence creation rule, create a pattern element
sequence consisting of a set of pattern elements for forming a presentation pattern;  causing the
authentication-requesting client to arrange the pattern elements comprised in the created pattern
element sequence, in the given pattern format to create 10the presentation pattern, and display the

created présentation pRER Birhautherticatiog Ag AIE'TERGE Sl GRr t8TEHEY. into the

authe_ntication-fﬁagggm&lé%}a ehgiimapaguard raaiedias ayesyief ArRlyiRgh e ve
one-time-password derivation rule of the requesting user to certain ones of the pattern elements
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applying the pre-stored one-time-Password derivation rule associated with the received user ID, to
certain pattEPHRISATSHIE fARdUa ity bressRAGERTHARE formed from a pattern element sequence
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with the received user ID and in accordance with the given pattern-element- sequence creation rule;
and 25caugimgrtieauthientivationcseiver tpattompacedthenheceetteh estimeigasiswepdciitha
10 presentation pattern in combination with one of the client ID groups;
the client-ID acquisition section is operable to acquire the client ID group of the
authentication-requesting client when used by the requesting user;
the pattern-element-sequence creation section is operable, based on the received
pattern seed value and the acquired client ID group and in accordance with the given
15 pattern-element-sequence creation rule, to create a pattern element sequence consisting
of a set of pattern elements for forming a presentation pattern; and
the verification-code creation section is operable to create a verification code as a
result of applying the pre-stored one-time-password derivation rule associated with the
received user ID, to certain pattern elements included in a presentation pattern formed
20 from a pattern element sequence which is created based on the transmitted pattern seed
value and the pre-stored client 1D group associated with the received user 1D and in

accordance with the given pattern-element- sequence creation rule.

3. The two-factor user authentication system as defined in claim 1, wherein:

25 the pattern-seed-value generation section 1s operable, in accordance with the given
generation rule, to generate a pattern seed value adapted to uniquely specify a
presentation pattern in combination with one of the user IDs and one of the client IDs;

the pattern-element-sequence creation section is operable, based on the received
pattern seed value, the entered wuser ID, and the client ID of the

30  authentication-requesting client acquired when used by the requesting user and in
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the created verification code, and, if they are identical to one another, successfully authenticate the
user corresponding to said received user ID.

accordance with the given pattern-element-sequence creation rule, to create a pattern
element sequence consisting of a set of pattern elements for forming a presentation
pattern; and
the verification-code creation section is operable to create a verification code as a
5  result of applying the pre-stored one-time-password derivation rule associated with the
received user 1D, to certain pattern elements included in a presentation pattern formed
from a pattern element sequence which 1s created based on the received user ID, the
transmitted pattern seed value and the pre-stored client ID associated with the received
user ID and in accordance with the given pattern-element-sequence creation rule.
10
4.  The two-factor user authentication system as defined in claim 1, wherein the
client-ID  acquisition section is operable to acquire identification information

incorporated in hardware of the authentication-requesting client.

[5 5. The two-factor user authentication system as defined i claim 1, wherein the
client-ID acquisition section is operable to acquire identification information about an

operating system of the authentication-requesting client.

6. The two-factor user authentication system as defined in claim 1, wherein the
20 client-ID acquisition section is operable to acquire a network address set for the

authentication-requesting client.

7. The two-factor user authentication system as defined in claim 1, wherein the
client-ID acquisition section is operable to acquire identification information about an

25  external device through an interface of the authentication-requesting client.

8. The two-factor user authentication system as defined in claim !, wherein the
client-1D acquisition section is operable to acquire biological identification information
about the requesting user.

30
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9. A two-factor user authentication method for use in a user authentication system
designed to use a one-time-password derivation rule as a password of a user subject to
authentication, in such a manner that a plurality of pattern elements are arranged in a
given pattern format and presented as a presentation pattern to a client being used by the
user, and the one-time-password derivation rule is applied to certain ones of the pattern
elements included in the presentation pattern at specific positions so as to create a
one-time password, and further use information identifying the client being used by the
user, as a second authentication factor, wherein the user authentication system inchuides
a plurality of the clients each serving as an authentication-requesting client when it is
used as a terminal for allowing each of a plurality of the users to request authentication
therethrough, and an authentication server connected to the authentication-requesting
client via a network and operable, in response to an authentication request from the
authentication~ requesting client, to perform authenticate each of the users, the
two-factor user authentication method comprising the steps of:

pre-storing, in the authentication server, respective user IDs of the users, respective
one-time-password derivation rules of the users, and respective client IDs of the clients
to be used by the respective users as the authentication-requesting client, in associated
relation with each other on a user-by-user basis;

allowing one of the users who requests authentication, to enter his/her user ID from
the authentication-requesting client;

causing the authentication-requesting client to transmit the entered user ID to the
authentication server;

causing the authentication server to receive the user ID of the requesting user
transmitted from the authentication-requesting client;

causing the authentication server to, in accordance with a given generation rule,
generate a pattern seed value adapted to uniquely specify a presentation pattern in
combination with one of the client [Ds;

causing the authentication server to transmit the generated pattern seed value to the
authentication-requesting client of the requesting user;

causing the authentication-requesting client to receive the pattern seed value
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transmitted from the authentication server;

causing the authentication-requesting client to acquire the client ID of the
authentication-requesting client when used by the requesting user;

causing the authentication-requesting client to, based on the received pattern seed
value and the acquired client ID and in accordance with a given
pattern-element-sequence creation rule, create a pattern element sequence consisting of
a set of pattern elements for forming a presentation pattern;

causing the authentication-requesting client to arrange the pattern elements
comprised 1n the created pattern element sequence, in the given pattern format to create
the presentation pattern, and display the created presentation pattern on a screen;

allowing the requesting user to enter, into the authentication-requesting client, a
one-time password created as a result of applying the oneutiinewpaésword derivation rule
of the requesting user to certain ones of the pattern elements included in the displayed
presentation pattern;

causing the authentication-requesting client to transmit the entered one-time
password to the authentication server;

causing the authentication server to receive the one-time password transmitted
from the authentication-requesting client of the requesting user;

causing the authentication server to create a verification code as a result of
applying the pre-stored one-time-password derivation rule associated with the received
user 1D, to certain pattern elements included in a presentation pattern formed from a
pattern element sequence which 1s created based on the transmitted pattern seed value
and the pre-stored ciient ID associated with the received user ID and in accordance with
the given pattern-element- sequence creation rule; and

causing the authentication server to compare the received one-time password with
the created verification code, and, if they are identical to one another, successfully

authenticate the user corresponding to said received user [D.
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