%ﬁSpgbifiéation 1. Title of the Invention: Data hiding nethoggﬁqu45gqga
éxtraction nethod wusing statistical exam nation 2. Detail ed scription
of the Invention: [0001] [Field of the invention] The present ihkRehia
relates to a data hiding nethod and a data extraction nethod to enbed

i nformation on its owner or copyright (neisage I nformation) into nedia

I nformati on such as digital images, digital videos, or digital audio in an
unper ceptive manner. Particularly, it relates'to a data hiding nmethod to
enbed nmedia information in an unperceptive nmanner while controlling the
enbeddi ng operation for the information wth statistical exam nation. It
al'so relates to a data extraction nmethod to deternmine with the statistical
exam nation whether or not the nedia information is enbedded, and to
properly retrieve the enbedded informati on based on the result of

determ nati on. 2
Specification

i.- Title of the Invention:

.Data hiding method and data extraction method using

statistical examination

2. Detailed Description of the Invention:
[0001]
[Field of the invention]

The present invention relates to a data hiding method and a data
extraction method to embed information on its owner or copyright
(message information)'into media information such as digital
images, digital videos; or digital audio in an unperceptive
manner. Particularly, it relates to a data hiding method to
embed media information in an unperceptive manner while
controlling the embedding operation for the information with
statistical examination. It also relates to a data extraction
method to determine with the statistical examination whether or
not the media information is embedded, and to properly retrieve
the embedded information based on the result of determination.




EOOOi] [ Background art] The follow ng.techni que has been_known as the data

hiding method with statistical approach. First, two pixel point arrays
(hereinafter called "Pa" and "Pb," respectively) are selected fromthe
i mge dat a. The respective pixel point arrays are conposed of a nunber of

pi xel points which is assunmed to be "n." Then, the enbedding operation is
performed by adding a fixed value ¢ to the value v (an) of n pixels in one
point array Pa, while subtracting the fixed value ¢ fromthe value v (bn)
of n pixels in the other point array Pb. [Equation 1] vO (an) = v (an) + c
vO (bn) = vIPBR%1- c [0003] Wether or not enbedding is conducted in image
data is determ ned by cal cul ati ng and the average of difference between the

val ues of n_ Qi i, b poi nt arrays, and based on its result, as
represented[?% ?#ép#éﬁlégh g formula. [Equation 2] [err] That is, when an

average is calculated for difference between val ues of pixels in the nunber
as much as theseolwiihdtraichalifGal has been known as the data hiding method

with statistical approach. First, two pixel point arrays
(heréinafter called "Pa" and "Pb," respectively) are selected
from the image data. The respective pixel point arrays are
composed of a number of pixel points which is assumed to be "n."
Then, the embedding operation is performed by adding a fixed
value c to the value v (an) of n pixels in one point array Pa,
while subtracting the fixed value ¢ from the value v (bn) of n
pixels in the other point array Pb. '

[Equation 1]

#0 (an) = v (an) + c
v0 (bn) = v (bn) - ¢
[0003]

Whether or not embedding is conducted in image data is determined
by calculating and the average of difference between the values
of n pixels in both point arrays, and based on its result, as

represented in the following formula.

[Equation 2]
1y ! !
-ﬁt; (vi(ay) ) =vi(by))

That is, when an average is calculated for difference between
values of pixels in the number as much as those where statistical
property appears, it is expected that the average is converged
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[0004]

The information to be embedded is one bit, and the positions of
two pixel point arrays are confidential known only to the person
who performs the embedding operation. Since the average 2c
cannot be retrieved by a person other than the person who
performs the embedding operation unless the positions of pixel
point arrays can be identified, the fact that this value can be
extracted proves that the person is the owner of the data.

[0005]
{Problems to be solved by the invention]

However, the first problem in the conventional technique using
the statistical approach lies in that who is the owner of data
can be easily made unclear by conducting new embedding operation.
That is, even if a third party does not manipulate the pixel
value in the pixel point array known only to the owner, the
average 2c can be newly produced in other two suitable pixel

point arrays by selecting such pixel point arrays, and conducting

the embedding operation on their pixel values. Therefore, when

the third party who performed such operation falsely claims that
he/she herself/herself is the owner based on the average that is
calculated from the point array identified\by him or her, the
background art cannot prove who is the genuine owner.



can be easily made uncl ear by conducting new enbeddi ng operati on. That is,
even if a third party does not nmani pul ate the pixel value in the pixel
point array known only. to the owner, the average 2c can be newly produced
in other two suitable pixel point arrays by selecting such pixel point
arrays, and conducting the enbeddi ng operation on their pixel values.
Therefore, when the third party who perfgrned such operation falsely clains
that he/she herself/herself is the owner based on the average that is
calculated[%%%%lthe point array identified by himor her, the background
art cannot prové who is the genui ne owner. 4 [0006] The second probl em
lies in that sufficient consideration is not given to the enbedding
operation amé detehdopabbDém ofiddrage thdal sh§f Lol dondilderakvon ié dde
sane value ¢ _is added or s rracted, signifi t difference may ocgcur in
det eri or at i%N “Of a‘§'/C|’ sgg? ierr’r%lg%édﬁﬁél iop;/a rggégﬂse%%gf Cgeetr N s léif’rnac fgrlms‘??%s of .
the i mage quallity. chwsesfdie, it+ iEvenelér sbPesepeadagupvel yischrdirs amunt
of enbeddi RgRRACREHONs dePEATEAHE Al FEBBehb@MRBt BELELI OF dftdriBgatiualdt Y.
That is, i tvils%aar ?@n%%%bhﬁaﬁgtgdﬁgéé&’s?é yotsecleerql':[ain characteristics of the
image quality. Therefore, it is.preferable to adaptively change
amount of embedding operation depending on the characteristics
of image quality. That is, it is preferable to adaptively select
the fixed value ¢ and the number of pixels N in the pixel point

arrays.
[0007]

Thus, an object of the present invention is to provide a data
hiding method which enables it to properly prove who is the

genuine owner.
[0008]

Another object of the present invention is to 1inhibit
deterioration of image gquality by adaptively detefmining amount
of operation for the. characteristic values such as pixel values
in the medium information on which the embedding processing is

conducted.

[0009]

[Summary of the invention]

To attain the above objects, one of the features of the present
invention is to use a key for selecting a pixel point array.

This prevenfs false authentication of the owner. Another feature
is to adaptively determine the size of selected pixel point array



the fixed value c and the nunber of pixels Nin the pixel_.point arrays. :
[0007] Thus, an object of the present invention is to provi-de a data hiding
nmet hod which enables it to properly prove who is the genuine owner. [0008]
Anot her object of the present invention is to inhibit deterioration of

I mage qual ity by adaptively determ ning agount of operation for the
characteristic values such as pixel values in the nediuminfornation on
whi ch the éMbedandgthn saanditngei of cHmiidtde apowny] ()skHenheynanippated

i nvention] £6@ athai Nchdea@thviastaldj e¢hiuede ofrd hedteabyifag Oofhd hegdxrLsent
i nvention is.to for, sel ectin

fal se aut hé'ﬁtlf'sgﬁfe)ﬁ?o?f%hecac}vﬁ? . eﬂno?ﬂgr p#%%’ﬁﬁ%ﬁ%tg ? ErS' gﬁgﬁ%r,hi,%f Srr%/tent >
det ermi ne tihdormabion bw|ambteddedi ¥nla pragionar thgt is 4 whether or not the
arithmetic operation is conducted on the characteristic values
in that region. These enable it to embed multi-bit information
(author, distribution ID, and the 1like) in an image in an
unperceptive manner, and to retrieve the embedded information
from the image for claiming the ownership of the image or for

identifying the distribution channel.
[0010]

More specifically, the first aspect of the present invention is
a data hiding method for embedding message data into media data
comprising the steps of obtaining a secondary key by inputting
a key having a predetermined value to a specified function;
determining hiding positions in which the message data will be
embedded according to the obtained secondary key, and selecting
one of plural hiding functions according to the secondary'key so
that the selected hiding function is used for each of the '
determined hiding positions; and embedding the message data into
‘each of the determined hiding positions according to the selected
hiding function corresponding to the hiding position.

[0011]

The second aspect of the present invention is a data extraction
method for extracting message data from media data in which the
message data is embedded comprising the steps of obtaining a
secondary key by inputting a key having predetermined value to
a specifiéd function; determining hiding positions in which the
message is embedded according to the obtained secondary key, and
selecting one of plural hiding functions according to the
secondary key so that the selected hiding function is used for



¢(N), and the magnitude of statistic anount (c) to be manipul ated for the
characteristic values. In retrieving the data, reliability is:

cal cul ated for determ ning whether or not information is enbedded in a
region, that is, whether or not the arithnetic operation is conducted on
the characteristic values in that region. These enable it to enbed
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for each of the determ ned hiding positions; and enbeddlng t he nessage data
into each @fppihg determ ned hiding positions according to the selected
hi di ng function corresponding to the hiding position. [0011]

[Preferred embodiment]

Figure 1 is the relationship between distribution of an image and
generation of a key. An image is distributed by first generating
a key, and embedding multi-bit information in the image based on
the key. If it is intended to encrypt and distribute an image,

~.multi-bit information is additionally embedded in the decrypted
image at the destination. Then, an image being distributed is
detected on the basis of the key to see whether or not it
violates the copyright. If so, its distribution channel is
identified from the extracted bit information. In the following,
first, a system is generally described for deﬁecting whether or
not embedding is performed in a digital content, and retrieving
the bit information. Then, a system is generally described for
detecting/embedding the multi-bit information. Furthermore,
important concepts of the embodiment, the detection basic
function and overwriting, a feature for calculating the detection
function, false embedded certificate, and embedding utilizing a
unidirectional function are described in detail.



The second aspect of the present invention is a data extraction nethod for
extracting nessage data fromnedia data in which the nessage data is
enbedded conprising the steps of obtaining a secondary key by inputting a
key having predeterm ned value to a specified function; deternining hiding
positions in which the nessage is enbedded according to the obtained
secondary key, and sel ecting one of plural hiding functions according to

t he secondary key so that the selected hiding function is used for 6
each of thF gfgfrnined hi di ng positions; inputting information in the
determ ned position to a detection basic function which is identified
according to the determ ned hiding function; inputting an output of the
det ection pasi cpéteetisny dexrdedatesysoanf unction; and determi ni ng whet her
t he nessage data is enbedded according to an output of the detection
function. [0012] [Preferred enbodi ment] Figure 1 is the relationship

bet ween di Ehei gdeteoniat/ zatnieNgd SHAtOBNEPBRYWIPTf a key. An image is
distributed by first generating a key, and enbedding multi-bit information

in the i AP . . .
€ nagE%J%E%ﬁ%ﬁ%gm for determining a point array and a detection basic

function from a given key;

. a mechanism for obtaining a value at each point from the point
array and the detection basic function, and for calculating their

sum;
. a mechanism for determining a detection function; and

a mechanism for determining bit information and its probable
reliability by applying the detection function to the calculated

sum.

[0014]

The point array is for determining a position where the digital
content is embedded. It is an array of one-dimensional
coordinates if the digital content is one dimensional, while it
is an array of two-dimensional coordinates if the digital content
is two dimensiohal. The point array is divided into a plurality
of groups into each of which one-bit information is embedded.
Information of bit length corresponding to the number of groups
is retrieved from the embedded digital content. Each point in
the point array is represented as xna. The double suffix is
conveniently appended to indicate that the point array is divided
into a plurality of groups, in which a represents the group to

which it belongs.



. the key. If it is intended to encrypt and distribute an i.mage, nulti-bit
rnformation is additionally enbedded in the decrypted i mage -at the
destination. Then, an inage being distributed is detected on the basis of
the key to see whether or not it violates the copyright. If so, its

di stributi
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the following, first, a systemis general by described for detecting whet her

or not enbedding is performed in a digital content, and retrieving the bit
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[0013] (1)
conpri ses:
function f
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commen getETtdoy basic function may be used for all points in the
point array, while a different detection basic function may be
selected on the basis of the key for each point from a plurality
of detection basic functions. To prevent a malicious third party
from erasing the embedded information, it is arranged to
selecting one of a plurality of detection basic functions for
each point based on the key so that each point has a different
one. The detection basic function at a point xna is represented
as fna in the following. '

[0016]

A value is determined for each point based on the point array and
the detection basic function to calculate the sum sa of them in

‘each group (suffix a).

[Equation 3]
N,
S§=§ fna (Xzza)

where Na is the number of points belonging to the group a, and
may differ from one group to another. It is not necessary to
maintain the point array and the detection basic¢ function. It
is sufficient to generate keys one after another and to destroy
them as soon as the sum is added in an accumulation memory.

7



a mechani smfor obtaining a value at each point fromthe-point array and
the detection basic function, and for calculating their sunm a nechani sm
for determning a detection function; and a nmechanism for determ ning bit
information and its probable reliability by applying the detection function
to the calculated sum [0014] The point array is for determning a position
where the digital content is enbedded.g It is an array of
one-di mensi onal coordinates if the digital content is one dinensional,
while it i[9§0ddlarray of two-di mensional coordinates if the digital content
Is two dinensional. The point array is divided into a plurality of groups
l.nf or.
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larger than s is represented as E+ (N: s), while the probability
where the sum is smaller than s is represented as E (N: s). In
this case, the bit information and its probable reliability are

found from the calculated sum sa as follows:
[Equation 4]
E+ (Na, sa) > E-~ (Na, sa)

It is determined that bit 0 is embedded if the above is
satisfied, and E+ (Na, sa) is determined to be its reliability.

On the contrary, if
[Equation 5]
E+ (Na, sa) < E- (Na, sa),

it is determined that bit 1 is embedded, and E- (Na, sa) is
determined to be its reliability. If equality is established,
the probability is the same for bits 0 and 1. That is, the bit
information cannot be detected. If the detection function is
arranged to satisfy the following, then the above mechanism may
be more simplified for determining the bit information and its

probable reliability.
[Equation 6]

E+ (N, s) + E- (N, s) = 1



8 [0015] The detection basic function is a feature for calculating a val ue
by using digital data near a specified point. Specific exanples of the
detection basic function will be described later. -~ A conmon detection
basi ¢ function may be used for all points in the point array, while a
different detection basic function may be selected on the basis of the key
for each point froma plurality of detect!Pon basic functions. To prevent a
mal i ci ous &giQHiQa%ggefrgg1erasing t he enbedded information, it is arranged
to selecting one of a plurality of detection basic functions for each point
based on the key so that each point has a different one. The detection
basi c funciigqaa@ioa ppint xna is represented as fna in the foll ow ng.
[0016] A value is determ ned for each point based on the point array and
the detection basic function to calculate the sumsa of themin each group
(suffix a)Et E¥aatfdh 3]0{®rr] where Na is the number of points bel ongi ng
to the group a, and nay differ fromone group to another. It is not

necessary {Q mai ptal iy d NG AR cRLE AY: AN sENENHERESE ] UnPRY (ubUnglj oL It

determined to be its reliability. On the contrary, if
[Equation 8]
E+ (Na, sa) < 0.5,

then it is determined that bit 1 is embedded, and 1 - E+ (Na, sa)
is determined to be its reliability. Here, the detection rule
for bit 0 and bit 1 may be reversed.

[0018]

Whether or not bit information is embedded in a digital content
is determined by the fact whether or not reliability determined
by an actual user of the subsystem for his or her purpose is
. exceeded. While the detection/extraction system requires random
access to digital content data, the system may be configures as
follows to process the digital content data as a stream instead -

of holding it in the memory region:

. a mechanism for determining which detection basic function f
is used for the stream data of digital content from its position
(point) and a given key, and to which sum sa its value is added;

. a mechanism for temporarily obtain the value of detection basic
function £, and adding it to the sum sa for accumulation;



i s suff|C|ent to generate keys one after another and to destroy them as
soon as the sumis added in an accurul ati on menory. 9 [0017] A detection
function is defined, assum ng that point arrays and the detection basic
function are randon1y selected, to provide a probabilities where its sumis
| arger and lower than a certain value. The probability where the sum of
point arrays of Nis larger than s is represented as E+ (N s), while the

probabi | ity hed@hdrdiesrs Ufsh sa&@x{dl%ruh@a@a%al hdcRREAsGNESE 8btEifbhgSd. INn
this case,, the hit informati ? Ok[ %berellalllty are found from
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the cal cul%ﬁtc?d:t'&l?ﬁ §§n5§lf’ﬂl sa) > E- (Na, sa) It
Is determned that bit O is enbedded if the above Is satisfied, and E+ (Na,

sa) is det etaﬁh@eﬂaﬂpsrbefdﬂ abﬁsihﬁbcj lal H&te@:.élli'eflﬁ%tlbﬁrﬂftéf A1Eqyarean 5]

+ -
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accumulated sum sa to determine bit information and its probable

reliability.

t0019]

(2) Overview of embedding systenm
The embedding system comprises:

. a mechanism for determining a point array and a detection basic

function form the given key;
a mechanism for obtaining a detection function; ..

. a mechanism for determining magnitude of the sum necessary to
be embedded in the bit information from the probable reliability
and the detection function; and

. a mechanism for manipulating digital data near each point in
the point array while maintaining unperceptivity so that the sum
of detection basic function exceeds a predetermined value.

[0020]

The point array and the detection basic function are represented
as xna and fna, respectively. The number of point array groups
generated by the embedding system from the key should be
generally arranged to be larger than the number used in the
detection/extraction system so that important statistical
characteristics of the digital content is not changed by the



determned to be its reliability. If equality is established, the
probability is the sanme for bits 0 and 1. That is, the bit i-nformation
cannot be detected. |If the detection function is arranged to satisfy the
foll owi ng, then the above nmechanismmay be nore sinplified for determning
the bit information and its probable reliability. [Equation 6] E+ (N, s) +
E- (N s) =1 10 In this case, if [Equation 7] E+ (Na, sa) > 0.5, then
it is determined that bit 0 is enbedded,'2ind E+ (Na, sa) is deternined to

be its reljahilit ﬁ‘e’?t tvbf?l%é)nttj:l%r }s/méljﬂ%el. Ecg(j_—flt gggnél- Ha ( Iﬂ@loaaxng Oté
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bit 1 may fie revedisethe [P098information is desired to be embedded with
higher reliability. The detection function is represented as E+
(N, s) or E- (N, s). When the bit information is embedded in the
group a with reliability pa or higher, embedding is performed for
bit 0 so that the sum sa of the detection function becomes

[Equation 9]
E+ (Na, sa) > pa.

Embedding is performed for bit 1 so that the sum sa of the

detection function becomes
tEquation 10]
E- (Na, sa) > pa.

Here, the reliability pa is assumed to be larger than 0.5. That
is, the reliability is arranged for bit 0 to be smaller than the
sum of detection basic function which is sa where E+ (Na, sa) =
pa, and for bit 1 to be larger than the sum of detection basic
function which is sa where E- (Na, sa) = pa. Here, the embedding
rule for bits 0 and 1 may be reversed in the above bit embedding.

[00211'

Since the detection function depends on the statistical
characteristics of digital content, the number of point array
groups in the embedding system is arranged to be larger than that
in the detection/extraction system, and surplus groups are
manipulated to cancel change in the statistical characteristics.
Particularly, the embedding is performed by setting a target
value of the sum of detection basic functions for surplus groups



Whet her or not bit information is enbedded in a di gital coentent is
determ ned by the fact whether or not reliability determ ned-by an actual
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[0022]

9] (2) Overview of enbedding system

The embedding operation is performed by manipulating values of
points near each point xna in the point array while maintaining
unperceptivity. ‘When the sum of detection basic functions is
assumed to be sa®, Asa = sa - sa’ is the target change range for

each group. If the change range is made equal for each point in
the point array, Asa/Na is the target change range for the value

of detection basic function at each point.

[0023]

In order to provide tampering resistance while maintaining

unperceptivity, embedding is performed by manipulating values of

points near each point xha in the point array with a

narrower

change range for a region where the embedding is conspicuous, and
with a wider change range for a region where the embedding is

inconspicuous, instead of equal change range. An index of
unperceptivity is calculated for each point in a point array for
embedding into the digital content, and a target change range is
determined for the detection basic function to manipulate values

of points near that poiht.

[0024]

The index of unperceptivity is a value calculated from the values

of digital content at points near a given point x, and

the following types:

includes



The enbeddi ng system conpri ses: a mechanismfor determ ning a point array
and a detection basic function formthe given key; a nechani.smfor
obt ai ning a detection function; a nechani smfor deternining magnitude of
the sum necessary to be embedded in the bit information from the probable
reliability and the detection function; and a nechani sm for mani pul ati ng
digital data near each point in the poinl4array while maintaining
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general ly arranged to be Iarger than the nunber used in the

detection/extractiqn.s ste t i. ortant st c h ics
of the diqgi tﬁe‘:@@l‘?ﬁ?ﬁf’}{‘ 83?{% vt he 2 aié{d%téém i xc ?%M%irﬁe the |
nunber of ppocepsiviay bi (mgamg-lta@c mnqnWFMIl@r“é\?p§hé“§ﬁoHPHg%ea%r?aﬁfged to
be | arger ;H9hta8x9fQUPnaller than the index g (x)

. Mixed index: an index combining the above

For the proportional index, a proportional constant «r is
determined as follows, and rg (xna) is made a target change range

at each point xna.

[Equation;il]

Na

r=AS,/Y g(x,,)
n=1

For the recognition threshold index, if

[Equation 12]

N,

|As,|<} ) g(x,,)
n=1

manipulation is sequentially conducted for each point xna with
a change range (xna) in the direction of sing of Asa until |Asa]
is exceeded. Then, the change manipulation is stopped at the
point where it is exceeded, or the following manipulation is

conducted for all points =xna.



for which the bit information is desired to be enbedded wi th hi gher
feliability. The detection function is represented as E+ (N, s) or E- (N,
s). Wen the bit information is enbedded in the group a with reliability pa
or higher, enbedding is perfornmed for bit O so that the sum sa of the
detection function becones [Equation 9]15E+ (Na, sa) > pa. Enbedding is
.perfornmed for bit 1 so that the sumsa of the detection function becones

[ Equati on IBAUEEIPRal33a) > pa. Here, the reliability pa is assumed to be
| arger than 0.5. That is, the reliability is arranged for bit 0 to be
smal | er than the sum¥.of detection basic function which is sa where E+ (Na,
sa) = pa, em(dfni)oﬁtsiﬁz a(xqlbe | arger than the sum of detection basic
function which is s&Where E- (Na, sa) = pa. Here, the enbedding rule for
bits 0 and 1 may be reversed in the above bit enbeddi ng. [0021] Since the
detection function depends on the statistical characteristics of digital
content, tH8 AEAHELOBF HBint array groups in the enbedding systemis
arranged to be larger than that in the detection/extraction system and
sur pl us grgﬁgﬁagggnngghpulated to cancel change in the statistical
characteri sti‘cs. :

Nl
|AS,[2) ] g(x,)
n=1

the manipulation with the change range

[Equation 15]

N,
g{Xp,) +( IASaI—E g{xp,) /N,
n=1l

is performed for each point xna according to the sign of (sa.
For the mixed index, the embedding is performed by.combining the

above.

[0025]
(3) Detection basic function and overwriting

The key specifies a point array and a detection basic function.
Here, description is given on the detection basic function, and
the associated embedding operation, and the overwriting
technique. The detection basic function is a mechanism for
calculating values by using digital data at points near a
specified point. The detection basic function is represented as



Particularly, the enbedding is perforned by setting a target value of the
Sum of detection basic functions for surplus groups 13 so that the
average of detection basic functions for entire digital content is not
changed fromthat before the manipul ation. The nunber of surplus group for
cancel | ation may be one or nore. Every @Bme one bit is enbedded, enbedding

Is perforned tq cancel t so t th d
made equalrPa qh%’f € of* su pFussugr(%l’fpsti Ogggf % Pé%%?n?%%@?‘a& oflm?;e

perf or neddl%temlmppubasmgfmwsof poi nts hear each point xna in the point
array whil e maintaining unperceptivity. Wen the sum of detection basic
functions ig) %ssumed to be saferr], Asa = sa - saferr] is the target change
range for e ]group If the change range i s nade equal for each point in
the point array, Asa/Na is the target change range for the value of

det ecti on g3agicC BHQEE\Ag@J.@ﬁ ©PYvEAl Hh-a 103k EN10ELefort WhichVEHE sum

tarrperl ng resi St ance | e nai Nt ai ni nﬁ un el’fr?ptzl_lvr{ctl e m%ggdtliggecélon

per f or med Ay SREALHGLERFRGLS AR oftLEROUGR, P
basic function may take any form, since a digital content is
typically provided in an array of integer values, it is desirable
to be a one that receives an integer value as input and outputs
another integer value, and that, to efficiently satisfy the
unperceptivity, values of the detection basic function are
concentrated around their average with the change range of value
being small at nearby points necessary for changing the values
of detection basic function. More specifically, for the latter
condition, when o is assumed to be the standard deviation of
detection basic function for the entire digital content, the
detection basic function is desirable to be a one in which the
average of change range of values at nearby points necessary for
increasing/decreasing the detection basic function by ¢ is
smaller than the standard deviation of values of every points for

the entire digital content.
[0027]

A detection basic function with such features includes a linear

filter represented by the following equation:

[Equation 16]

£,(x) =Y F {y) v(x+y)
y



~

poi nts near each point xha in the point array with a narraower change range
for a region where the enbedding is conspicuous, and with a w der change
range for a region where the enbedding is inconspicuous, instead of equal
change range. An index of unperceptivity is calculated for each point in
a point array for enbedding into the digiral content, and a target change

range i s det eé]_lgt Recaxfgr ﬁ 3:8%2 54ﬁ§ (Ipﬁgief? fﬂé’lckbﬂ'ﬂehe By %lqittemgagges

of points Nu&F .unperce tivity is a.va
cal cul at ed ﬁnqmnuhﬁepoanues Qﬁ Yeti @P@th%cﬁﬂ%ﬁﬁlQ%?nﬁoP t E1hEeF EegilvdR ﬁ%lnt

X, and i ncl ygasgdhexiprllsewdngyt ypes: 14 Proportion index: an index for
providing perceptivity in a simlar magnitude if the change range at each

point x is proportional to the index g (x) Recognition threshold index:
an index [RIuatgrawvildilng perceptivity in a simlar magnitude if the change
range at each point x is smaller than the index g (x) M xed index: an index .

conbi ni ng t he_above
0=} F (¥)
y

X and y are two-dimensional vectors for digital images and
digital videos. The reason why the sum of coefficient is made
zero is to make the embedded information not to depend on an
absolute value of digital data at that point, but to depend on
behavior of digital data around that point, or a relative value.
For example, consider the following as the simplest linear filter
for digital image. The coefficient of the detection basic

function £S0 is given by
[Equation 18]
(FSO (0; 0); FSO (1; 0)) = (1; 1),

and the coefficient of the detection basic function £S1 is given

by
[Equation 19]
(FS1 (0; 0); FS1 (0; 1) = (1; 1).

Figure 2 is a table where the characteristics of detection basic
function are applied to test images. The standard deviation of
each detection basic: function is considerably smaller than the
standard deviation of pixel values. Therefore, it is expected

that a narrower change range can be employed by using £S0 and £fS1



For the proportional index, a proportional constant r is .determ ned as
follom§, and rg (xna) is nmade a target change range at each point xna.

[ Equation; 11] [err] For the recognition threshold index, if [Equation 12]
[err] manipulation is sequentially conducted for each point xna with a’
change range (xna) in the direction of sing of Asa until |[err]Asal is
exceeded. Then, the change manipul ati on & stopped at the point where it is

exceeded, or 't f ' Lbul al.l,Qp: LS C d ] &t 81 .
5 Teat: 3o 10| SOLO i TBRLRY, shhebub, conducu dlonpin e puses

values themselves as the detection unctions.

[0028]

To meet JPEG and MPEG, used as the detection basic functions are
linear filters with width and height matching with an 8 x 8 block
for DCT conversion, that is, linear filters of 4 x 4, 4 x 8, 8
x 4, 8 x 8, 16 x 8, 8 x 16, or 16 x 16. . For example, the
following 8 x 8 filters £J0, £J1, £J2, and £J3 are used:

[Equation 20]
[Equation 21]
[Equation 22]
[Equation 23]
[0029]

The target change value Afa (X) = fa (x)’ -~ fa (x) is determined
for the value of detection basic function at each point in a
point array by using the unperceptivity index. Here, detailed
description in the case of a linear filter is given on the
operation on digital data at each point near points in the
embedding point array to attain such target value. In the
following, a change value is.represented as w (x, y) for each
point (x +'y) near a point x in the embedding point array. That
is, the value of digital data v (x + y) at a point (x + y) is
converted into v (x + y) + w (X, Y)-.

[0030]

A coefficient Gff (y).



the mani pulation with the change range [ Equation 15] [err} is perfornmed for
each point xna according to the sign of (sa. For the m xed index, the
enbedding is perfornmed by conbining the above. [0025] (3) Detection basic
function and overwiting The key specifies a point array and a detection
basi.c function. Here, description is given on the detection basic function,
and t he associ ated enbeddi ng operation, 4Bd the overwiting technique.

The detection basic function is a nmechanismfor cal culating val ues by using
digital n near a specified point. The detection basic function
IS represeiﬁgggtpgh ﬁé f[err], where [err] is a suffix for distinguishing
a plurality_of detectlon basic functions. [0026] First, description is

gi ven on aSEﬂﬁéa®GEKYX%ﬁ%>Por whi ch the sumof coefficients is zero.

Al t hough, i%fh principle, the detection

is defined for the coefficient Fa (y) of linear filter for the

detection basic function fff. Then, d (x) is obtained from
[Equation 25]

d(x)=AF,(x)/D,

The change value is obtained from

[Equation 26]

w(x,y) =d(x) G, (¥)

A selected simplest coefficient Ga (y) is Go (y) = Fa (y). If
the absolute value of d (x) is larger than 1, the unperceptivity
is enhanced by slightly changing and averaging the value of d (x)
Go (y) so that the value gradually changes. For example, if d
(x) = 4 for GJ1 (j, k) = FJ1 (j, k), instead of using

[Equation 27].'

its average,

[Equation 28]

is used.



basic function may take any form since a digital content--is typically
provided in an array of integer values, it is desirable to be a one that
receives an integer value as input and outputs another integer value, and
that, to efficiently satisfy the unperceptivity, values of the detection
basi ¢ function are concentrated around their average with the change range
of val ue being small at nearby points negessary for changing the val ues of
‘detection basic function. Mre specifically, for the latter condition, when
a is assune@00dlbe the standard deviation of. .detection basic function for
the entire digital content, the detection basic function is desirable to be

a one in whjch the. average of change _range .of. val uges.at_nearb ints
necessary fhﬁeiﬁ8ﬁéﬁgfﬂﬁl%ﬁﬁﬁ%ﬁf SKg e "8 EPFoR™ %%?%“?u%c?¥%#¥1%}%iﬁ%
smal | er t hamesaages anih Pwwrdtiiog::of val ues of every points for the
entire digital content. [0027] A detection basic function with such

features includes a |lipear, fj]lter represented by the foll ow ng equation:
[ Equat i on 16]OFEP??ona{lembed ing; anB

. Layered embedding.

Here, the orthogonal embedding is to overwrite bits by using
detection basic functions which are highly independence each
other. In the case of the linear filter, it is performed a set

of orthogonal coefficients:

[Equation 29]

Y F (NG (y) =D#0 if a =P
¥y

=0 otherwise

If o and B-differ each other, the embedding performed with w (x, -
y) =d (x) GB (y) is not detected by the detection basic function
fa given by the coefficient Fa (y).

[0032]

In addition, the layered embedding means a case where, when, ~
between detection basic functions having different sizes for the
regions to which they are applied, the smaller region to which
one detection function is applied is enlarged in the form to the
larger region to which the 6ther function is applied, they have
high independence. For example, a linear filter £S0 with a 2 x
1 size can be enlarged to the following linear filter with a 2

X 2 size:

[Equation 30]



17 where v (x +y) is the value of digital content at a point noved from
the point x by y, and the coefficient of filter F[err](y) is an integer
expressed by [Equation 17] [err] X and y are two-dinmensional vectors for
digital images and digital videos. The reason why the -sum of coefficient is
made zero is to make the enbedded i nformati on not to depend on an absol ute
val ue of digital data at that point, but io depend on behavi or of digital
data around t hat oin% or arelative value. For exanple, consider the

fol | owi ng a&EﬁHQtE?ﬂp Lkt Iinear filter for digital image. The
coefficient of the detection basic function fSOis given by [Equation 18]
(FSO (0; 0); , = 1, .14, d f4i:G4 e i

basi ¢ funct FS’E&%&% %Pélli%%naf)l{w[l%ug?_igo#ifg?&jggslhgioe;% &Iggfgﬁlté%n?geé%g :d:F(l 1;
1). Figure 2bpsaRoyas { BEPeAAInG + e ACSPFELNGLY det 2R ANGn THHsFen be
function arevappkittehp test inages. The standard devi ati on of each
detection basic function is considerably smaller than the

[0033]

Here, calculation of the detection function is described. When
a digital content is determined, the frequency.that the detection
basic function fo has a value f is counted for the entire content
to produce a frequency distribution (histogram) h (f). It is
calculated for a probability p (f) where the detection basic
function fo is the value f as follows: - '

[Equation 32]

p(£)=h(£) /Y h(£f)
3

Even if a histogram is produced by calculating the value of
detection basic function fa for randomly selected points, rather
than calculating it for all points in the content, there is no
problem in practical use if sufficiently large number of points
are selected. A probability PN (s) where the sum of N detection
basic functions is s is found from the resulting probability p
(£) according to the following eguation:

[Equation 33]

Py(8) =Y Y ..Y p(£,) p(£,) .0 £y ) PAS—£,-FpEyy)

£, £ Ly,

The detection function can be obtained by using this as follows:

[Equation 34]



standard devi ation of pixel values. Therefore, it is expected that a
harrower change range can be enpl oyed by using fSO and f Sl 18 as the
detection basic function, instead of using the pixel values thenselves as
the detection basic functions. [0028] To neet JPEG and MPEG used as the
detection basic functions are linear filters with width and hei ght matching
with an 8 x 8 block for DCT conversion, 2hat is, linear filters of 4 x 4, 4
x 8 8x 4 8 x 8, 16 x 8 8 x 16, or 16 x 16. For exanple, the foll ow ng
8 x 8 filtek@®34b, fJI, fJ2, and fJI3 are used; [Equation 20] [Equation 21]

[ EQuation 22] [Equation 23] [0029] The target change value [err]fa (X) =

flerr]a (X)A%gréifﬂgﬂe Qéhchiagggﬁrgirﬁ%k%é%idﬂ!%u%@k%@nOf det ection basic

function at usi ng € unperceptivity index.

Here, detailed description in the case of a linear filter is given on the
In the following, a method for approximately obtaining a

detection function from a statistical moment of a detection basic
function or average of powers <fn> is described as a method for
efficiently obtaining the detection function. Here, the
statistical moment is assumed to be calculated from

[Equation 35]

<KEH=Y Y £,(07/3 Y1

As described below, since it is not necessary to calculate the
probability PN (s) from the histogram h (f), amount of memory and
calculation can be maintained at a low level. <f"™° = <(f -

<fi>)®*> to simplify the equation. That is,
[Equation 36]

Here, it is possible to approximate aé
[Equation 37]

for sufficiently large N. Thus, the detection function can be -

‘given by:
[Equation 38]
{0035]

Correction terms E+ (N, s)‘ and E- (N, s) in the approximated

detection function are calculated as follows:



operation on digital data at each point near points in the enbeddi ng point
array to attain such target val ue. In the follow ng, a change value is
represented as w (x, y) for each point (x +y) near a point x in the
enbeddi ng point array. That is, the value of digital data v (x +y) at a
point (x +y) is converted into v (x + ;23 + w (X, y). [0030] A coefficient
agf (y), 19 [Equation 24] [err] is defined for the coefficient Fa (y) of
linear filter for the detection basic function fff. Then, d (x) is obtained
from [ Equation 25] [err] The change value is aobtained from|[Equation 26]
[err] A sel BEg@atsempi®kt coefficient Jerr] (y) is Gerr] (y) = Flerr]
(y). If the absolute value of d (x) is larger than 1, the unperceptivity

E, (N, s) @ =-0 (N, 5) Py(s) ¥

E_(N,s) ™ =0 (N, 8) Py(s) @

For simplicity, if
[Equation 40]

v = 8 - N<f>

and

[BEquation 41]

= (S NKEF>) 2
N<E?

On (N, s) is given by the following:

[Equation 42]

<£>3
N, s) =——F=—(w-1)
0y (N ) 3!<f2>c(

[Equation 43]
[0036]

When the detection function including the correction items is
evaluated bY E+(0) + E+(l), E+(0) + E(l) + E+(2), E_(O) + E_(l)’ and E_(O)
+ E-V + E-®, if it provide a negative value, it is replaced

with zero.



i s enhanced by slightly changi ng and averaging the value of d (x) Ga (y) so
that the value gradually changes. For exanple, if d (x) =4 for Q1 (j, k)
= FJ1 (j, k), instead of using [Equation 27] its average, [Equation 28] is
used. 20 [0031] The follow ng approaches are used for enbedding a
plurality of messages with overwiting: Othogonal enbedding; and Layered
enbeddi ng. Here, -the orthogonal enbeddinmg is to overwite bits by using
detection basic functions which are highly independence each other. In the
case of therhpgeqr filter, it is perforned a set of orthogonal

coefficients: [Equation 29] [err] =0 ot herw se

Strict calculation of detection function

To efficiently obtain the probability PN (s) without
approximation, a recurrence formula

[Equation 44]

Pyt (8) =Y Py(8') By (s-8')
S/

is used. For example, for N = 2M, it is sufficient to repeat the
above recurrence formula M times. Its disadvantage is memory
size. It is used in a trial or the like where approximation is
detested.

[0038]

False cextificate of embedding

When a digital content is determined, the following point array
is obtained by counting the frequency where the detection basic
function fa has the value f for the entire content, producing a
frequency distribution (histogram) h (f), manipulating the
frequency distribution h (f) to produce a frequency distribution
ha (f) corresponding to the point array: )

. causing the sum of detection basic function on the point array
to exceed a target value;

. causing the sum of detection basic function on the point array

to be close to the target value; and

. causing the sum of detection basic function on two point arrays
to be close to the target wvalue.

‘.



If a and B differ each other, the enbedding performed with w (x, y) =d (x)
GB (y) is not detected by the detection basic function fa given by the
coefficient Fa (y). [0032] In addition, the |ayered enbeddi ng neans a case
where, when, between detection basic qu%ti ons having different sizes for
the regions to which they are applied, the smaller region to which one
detection function is applied is.enlarged in the formto the |arger region
to which thgeegr function is applied, they have high independence. For
exanple, a linear filter fSO with a 2 x 1 size can be enlarged to the
followwng-linear filter with a 2 x 2 size: [Equation 30] 21 [ Equati on
31] They ar dforthesgonal nei kéy tsxstfes Wakhng whidbredtional ifuncéianef it his
above ort hogonali raebeddigibductc gandengkytifSSa €8dthSO EMPed@iny Hal | bd&n.
[0033] Here., (Poied’ 18" s 121 b RELL O LA CH B bPe 455 a% o € Mot
embedded with this system. The present invention is described

in detail in the following.

[0040]

When it is assumed that the frequency distribution of detection
basic function values over the entire digital content is h (f),
and that the frequency distribution of detection basic function
values for the point array group a is ha (£),

[Equation 45]

0 < h,(f) s h(f)

is satisfied for all £, the sum of detection basic function

values in the point array group a is given by

[Equation 46]
sa=z fh, ()
3

and the number of points in the point array group a is given by

[Equation 47]

N,=Y 1, ()
£



a‘digital content is determined, the frequency that the detection basic
function fa has a value f is counted for the entire content to produce a
frequency distribution (histogram) h (f). It is calculated for a .
probability p (f) where the detection basic function fa is the value f as
follows: [Equation 32] {err] Even if a hpgtogramis produced by cal cul ating
the value of detection basic function f[lerr] for randomy selected points,
rat her thanfoéttulating it for all points in the content, there is no
problemin practical use if sufficiently |arge nunber of points are
selected. A probability PN (s) where the sumof N detection basic functions
issis fouRB FR&F M resulting probability p (f) according to the
foll owi ng equation: [Equation 33] [err] The detection function can be

obt ai ned by[gahggiégiggﬁs foll ows: [Equation 34] 22 [ 0034]

s, /N, = -s,/N, = ¢

is substantially established for the bit extraction condition
formula (Equation 1) described for the background art to obtain
ha (£) and hb (f) with

[Equation 49]

N, = N, = N and h (f) + hy(f) < h(f)

In addition, when it is noticed that the bit extraction condition
with the detection function according to the present invention
is approximately close to normal distribution if Na for the
detection function is large, the following equation is

established for bit 1:

[Equation 50]

s,/ /N2c

On the other hand, the following equation is established for bit
0:

[Equation 51]

8,/ N2-c



~

Approxi mate cal cul ati on of detection function In the foll.owi ng, a nethod
for approxi mately obtaining a detection function froma statistical nonent
of a detection basic function or average of powers <fn> is described as a
method for efficiently obtaining the -detection function. Here, the
statistical nonent is assuned to be calculated from|[Equation 35] [err] As
descri bed below, since it is not necessapy to calculate the probability PN
(s) fromthe histogramh (f), anmount of nenory and cal cul ati on can be

mai nt ai ned gkgaatbon | Vel . <fl[err]>[err] = <(f - <fi>)[err]>to sinplify
the equation. That is, [Equation 36] Here, it is possible to approxi mate as
[ Equation 37] for sufficiently large N. Thus, the detection function can be

gi ven by: [Rguafi [ 0035] Correction ternms E+ (N, s)[err] and E- (N,
s)([err]) ié?t%%(ggﬁggk}nated detection function are cal culated as foll ows:

Thus, ha (f) is obtained.

[0042]

A system for creating a certificate of false embedding produces
a frequency distribution h from the digital content with the
first scanning, then, produces a frequency distribution ha
satisfying the above from h (f), and selects ha (f) of points f
= f (x) from the digital content with the second scanning,
thereby their aggregation being made a point array for false
embedding. '

[0043]

The frequency distribution ha is produced from the entire
frequency distribution h by repeating for all a the basic
operation which calculates f under the predetermined rule
described later until the sum Zfha (f) reaches a value Na with

ha (f) = 0 as the initial value, decrements h (f) by 1 and
increments ha (f) by 1 if h (f) is positive. The loop for a is
inside.
[0044]

To produce the frequency distribution ha for the bit extraction
condition with the detection function, the basic operation is
performed in the descending order of £ for the frequency
distribution used for embedding bit 1, and in the ascending order
of f for the frequency distribution used for embedding bit 0.



gB‘[Equatipn 39] [err] [err] For sinplicity, if [Equation 40] v = s - N<f>
and [Equation 41] [err] Qn (N, s) is given by the follow ng: {Equation 42]
[err] [Equation 43] [0036] Wen the detection function including the
correction itenms is evaluated by E+[err] + E+[err], Et[err] + Eferr] +
E+[err], E-[err] + E-[err], and E-[err] + E-[err] + E-[err], if it provide
a negative value, it is replaced with zef®.

[0045]

The bit extraction condition formula (Equation 1) described for

the background art is operated as follows. With Deltal (+) = 0,

elta0 0 = 0 as the initial value, fna close to

[Equation 53]

faa = € + Ay (F)

is found, and the basic operation is conducted on ha to obtain

-[Equation 54]

An+1(+)= c + An (+) - fna

Then, fnb close to

[Equation 55]

fap = —C + Ay ()

is found, and the basic operation is conducted on hb to obtain
[Equation 56] -

Bpa(=) = —c + A, (=) - £

The final error is given by AN (+) = N and AN (-) = N.



24‘[0037] Strict calculation of detection function To efficiently obtain
the probability PN (s) wthout approximtion, a recurrence fornul a
[ EQuation 44] [err] is used. For exanple, for N=2M it is sufficient to
repeat the above recurrence fornula Mtines. |Its disadvantage is nmenory
size. It is used in a trial or the |ike where approximation is detested.
[0038] False certificate of embedding Wié? a digital content is determ ned,
the follow ng point array is obtained by counting the frequency where the
detect!on EFéﬁéﬁfunctlon fa has the value f for the entire content,
producing a frequency distribution (histogranm) h (f), manipulating the
frequency distribution h (f) to produce a frequency distribution ha (f)
COr r esponcise | it ngr bagdiregticonsl tfhwmctienof det ection basic
Lunctlon on the point array to exceed a target val ue; causing the sum of
etection basic function on the point array to he cloge h
val ue; and®s described above, égedetermiﬁéd bgt En?orﬁé&foﬂa %%Bgeke
extracted from a no-embedded digital content with selection of
a point array as if it is embedded. Therefore, it cannot be
determined whether or not a person is the owner of the digital
content only by the fact that the point array for extracting the
predetermined bit information from the digital content is known.
While, as a solution to this problem, it is contemplated to
previously register with a fair third party organization the fact
that bit information is embedded in a specific digital content

with a specific point array, this solution has the foilowing

'\

shortc¢omings:

Registration should be performed for every'embedding so that

cost is required for the registration.

Since the embedded point array is registered with the third
party organization, the risk that the secret of embedded point
array is exposed is increased, and the embedded information is
exposed to the risk that it is erased. '

[0047]

Thus, it is claimed as our inventions a method and system for
embedding bit information as a solution of the problem of false
certificate of ownef which publishes an approach for determining
an embedding position from an integer value (hereinafter called
a "key") with a unidirectional fuhction, wherein the "key" is
secret and is known only to an owner him/herself. As long as
this method is employed, even if a point array for a false
certificate of owner can be obtained from a specific digital
content, because the "key" for deriving the point array cannot



o

cau5|ng the sum of detection basic function on two point arrays to be close
to the target val ue. 25 [0039] If there is no key systemw th a
unidirectional function, it is possible to produce false certificate that
enbeddi ng has been perforned in a digital content into which bit
information is not enbedded with this system The present invention is
described in detail in the follow ng. 0030] Wen it -is assuned that the
frequency distribution of detection basic function values over the entire
digital cdoet enaleslatgd) duandte hahet hehdraspanicfignstef bunigarertitaktion

basic fun % bR 'UE.‘LSc fQ {hSodidlle ¥d Welfdrad & ES1H8 Céyriffaind ion 45]
0 < h[err] (1) err éf Is satisfied.for all f, the sumof detection basic

function \PHRREs TR KBOBLNG 2 FTINAYH &6 a is given by [Equation 46] [err]

[0048]

The method for producing a point array for determining a positidn
where embedding is performed from a key using a unidirectional
function can be implemented by generating a "secondary key" using
the unidirectional function, and producing the point array from
the "secondary key." Since both the key and the "secondary key"
are non-negative integer values, an ordinary unidirectional
function may be used. A method is also implemented for
determining a position into which embedding is performed from a
key using the unidirectional function through production of a
"secondary key" from the key using the unidirectional function.

[0049]

Now, detailed description is given on a method for generating a
point array from a "secondary key." A digital content is divided
into N regions to each of which a number is assigned. Here, the
number is represented as n. Each region n is divided into M sub-
regions to which a detection base function is applied, and to
each of which a number is assigned. In addition, it is assumed
that the detection basic function is selected L detection basic
functions. 1In this case, the secondary key selects the number
mn of a sub-region from each sub-region n, and the detection
basic function fln which is applied to this sub-reglon That is,
it is assumed that the secondary key (non-negative integer) k

generates an J.nteger

[Equation 57]

N-1
=Y, LoM™(m,+M1,)

n=90



and the nunber of points in the point array group a is given by [Equation
47] [err] 26 [0041] In this case, [Equation 48] [err] is substantially
established for the bit extraction condition forrmula (Equation 1) descri bed
for the background art to obtain ha (f) and hb (f) with [Equation 49]

Nlerr] = No = Nand h[err](f) + hb(f) [err] h(f) In addition, when it is
noticed that the bit extraction conditioh with the detection function
according to the present invention is approximately close to nornal

di stri but i gdr idetdandion nghené & asidegh ohuasd i the detbatgen B d Fuhewibg .

equation ii Sgggi iéh%gnggr(BEE &éng u% i%ﬂ ﬁghr[gﬁé]secondary key is
‘usually shorter than a possible range (bit length of j) for an
integer j. Accordingly, if k0 is assumed to be the secondary
key, the sub-region and the detection basic function are
determined by sequentially calculating ki + 1 from ki, and then
calculating

{Equation 58]

J=Y, Kik;
i=o

Here, K is the upper limit of non-negative integer ki. The
mechanism for calculating ki + 1 from ki may be a unidirectional
function or an ordinary arithmetic operation. . It is desirable
to be a one-to-one function. Mn and ln from the integer j can
be bit calculated by taking the number M of sub-regions and the
number L of detection basic functions as powers of 2.

[0050]
[Advantages of the invention]

As described, the present invention can properly certify who is
the genuine owner, and can inhibit deterioration of image quality
of media information to which the embedding operation is
performed by adaptively determining amount of the operation for
characteristic values such as pixel values.

4. Brief Descrigtion'of the Drawings:

Figure 1 is a diagram illustrating the relationship between
distribution of an image and generation of a key in an
embodiment; and



O the other hand, the followi ng equation is established for bit 0:
[ Equation 51] - 27 [Equation 52] [err] a Thus, ha (f) is obtained. [0042]
A systemfor creating a certificate of fal se enbeddi ng produces a frequency
distribution h fromthe digital content with the first scanning, then,
produces a frequency distribution ha satisfying the above fromh (f), and
selects ha (f) of points f =f (x) fromt3& digital content with the second
scanni ng, thereby their aggregation being made a point array for fal se
enbeddi ng.rFif43]2 The o raglenchodisyr that fesuhia ofs gheodeded istdast € entire
frequency gl sldd ol 190;0 BYnbEPERLI ieyabletabpli hSis ORABR! ARGHNI Ch
er

-cal cul ates e predeterm ne



descrlbed | ater until the sum[err]fha (f) reaches a value Na with ha (f)

0 as the initial value, decrements h (f) by 1 and increnents ha (f) by 1 if
h (f) is positive. The loop for a is inside. [0044] To produce the
frequency distribution ha for the bit extraction condition with the
detection function, the basic operation is perforned in the descendi ng

order of f for the frequency distributi
t he ascenq%g rder. of f for the frequency di-stribution used for enbeddi ng
bit O. %%Q%%%%’The bit extraction condition fornmula (Equation 1)
descri bed for t he background art is operated as follows. Wth DeltaO (+)

Q; %ﬁa@@uﬁ&h@ ﬁétl«i@di Ugor fdibedldang mestigeiaddion intb media= c +
ound, and QﬁSlc éggﬂgglon i's conducted on ha to obtain

0, eltal
Alerr] (+
[ EQuat i on 54]

(2)

q]dompr151ng

obtaining a secondary key by inputting a key having a

'predeté}mined value to a specified function;

determining hiding positions in which said message data
will be embedded according to said obtained secondary key,
and selecting one of plural hiding functions according to
said secondary key so that said selected hiding function is
used for each of said determined hiding positions; and

embedding the message data into each of said determined
hiding positions according to said selected hiding function

corresponding to said hiding position.

A data extraction method for extracting message data from
media data in which the message data is embedded comprising

the steps of:

obtaining a secondary key by inputting a key having
predetermined value to a specified function;

determining hiding positions in which said message is
embedded according to said obtalned secondary key, and
selecting one of plural hiding functions according to said
secondary key so that said selected hiding function is used
for each of said determined hiding positions;

inputting information in said determined position to a
detection basic function which is identified according to
said determined hiding function;

inputting an output of said detection ba51c function to a
detection function; and

determining whether said message data is embedded accordlng

to an output of said detection function.
—_— T

AR R AR

used for enbedding bit 1, and in



sThen, fnb close to [Equation 55] [err] is found, and the basic operation is
conducted on hb to obtain [Equation 56] [err] The final error is given by
[err]N (+) = Nand [err]N (-) =N 29 [0046] Enbedding utilizing.
bidirectional function As described above, predeterm ned bit information
can be extracted froma no-enbedded digital content with selection of a
point array as if it is enbedded. Therefase, it cannot be determ ned

whet her or not algerson is the owner of the digital content only by the

fact that the poi PATAHEINGMEMIORANRPARS B IRACHON METHOP USING mat i on
fromthe digital content is knoyn. e, jon to this problem it
Is contenplated to previously r%ﬁ@%ﬂ%&ﬁi@ggﬁ{)% rd party organi zation
the fact that bit information is enbedded in a specific digital content
W th a spegidqda~point array, this solution has the follow ng

It is intended to make it possible to properly certify who is a
genuine owner, and to inhibit deterioration of image quality of
media information to which the embedding operation is performed
by adaptively determining amount of the operation for
- characteristic values such as pixel values.

It is a data hiding method for embedding message data into media

data comprising the steps of obtaihing a secondary key by
inputting a key having a predetermined value to a specified
function; determining hiding positions in which the message data

i will be embedded according to the obtained secondary key, and
' selecting one of plural hiding functions according to the

- secondary key so that the selected hiding function is used for
each of the determined hiding positions; and embedding the
message data into each of the determined hiding positions
according to the selected hiding function corresponding to the

hiding position.

[Selected Drawing] Figure 1



#shortcom ngs: Regi stration should be perforned for every enbeddi ng so that
cost is required for the registration. Since the enbedded point array is
registered with the third party organization, the risk that the secret of
enbedded point array is exposed is incr gSed, and the enbedded i nformation
I's exposed to the risk that it is erased. [0047] Thus, it is clainmed as our
I nventi ons- d sy .for enbedding bit information as a sol ution
of the pr?ﬁ%@%ﬁ%&efgggg ce?%?gﬁggfe of owmrer- whi ch publishes an approach

for deterigume ah enbeddi ng position froman integer value (hereinafter
called a "key") with a unidirectional function, wherein the "key" is secret

and is known only to an owner hinfherself. As long as this nethod is

enpl oyed, even if a pointSenarayiémrota|fal se certificate of owner can be
obtained froma specifi ' bnt, because the "key" for deriving
t he point array cannot 30 bg calculated due to the characteristics of

unidirectional function, it is pos${ [Embeddingetifiny imagd aj se certificate of

34

Distribution of image

: 3
Embedding into image

4

Selection of image

[Examination/extraction
“Jof image

Identification of
distribution channel

Figure 2
sample image | Co°00R00 T e ™ | Gevistion of £r dceiscion of £,
200000 RED 68.3396 9.4510 " 9.0329
200000 GREEN 59.6419 9.5007  9.0248
200000 BLUE 60.9283 9.7633 9.2070
200001 RED 58.7429 " 16.2642 " 17.1555
200001 GREEN 54.6655 16.3756 17.1682.
1200001 BLUE 53.0666 © 15.9504 16.8779

' 200002 RED 52.5882 4.4696 8.5511
200002 GREEN | 45,1880 4.1811 8.1316
200002 BLUE 37.9568 4.0256 7.8376
200011 RED 16.0885 3.2931 3.4074
200011 GREEN ' 18.8486 3.3313 3.4857
200011 BLUE 21.4928 3.4299 3.6075

1!



:ownef fromknowi ng a private key. [0048] The nethod for producing a point
array for determning a position where enbedding is perfornmed froma key
using a unidirectional function can be inplenented by generating a
"secondary key" using the unidirectionagfunction, and producing the point
array fromthe "secondary key." Since both the key and the "secondary key"
are non-negatiye integer values, an ordinary unidirectional function may be
used. A Tethiod s “Al so i npl enented for determning a position into

whi ch enbedding is perfornmed froma key using the unidirectional function

t hrough production of a "secondary key" fromthe key using the

uni di rectional function. [004?] {Now, 1 detgi | e desgri.ptiongis gi Wen on a

nmet hod for generating a pointfarray froma "secondary key." A dipital
content is divided into N reg onk toleac of Onhith a=Auntfr i@ afsi gned.
Here, the nunber is representgd @gs ng Eagf r_e_gi o n i diI/i deg i hpto M sub-
regions to which a detection pase function is applied, and to eagh of which
a nunber is assi gneg.| @gqg_i fidh, i€ i shssuhed® hat0 t hel detkct] on basic
function is sel ect etdJ@ €Tt oglba§_i fenctbons.l I n 4t hi 0 €asg: f he -
secondary key selects the nunper 'i”m of a sub-region from each sup-region n,
and the detection basic functforrX|mMhi@h i8 applied to @hisOsup-region.

That is, _ 0 ¢ 1 1 0 0 -1 -1
\ 0 0 1 1 0 0 -1 -1}

"Equation 21

( 0 0 -1 -1 0 0 1 1 \
0 0 -1 -1 0 0 1 1
-1 -1 0 0 1 1 0 ¢
. -1 -1 0 0 1 1 0 o
Falb® =19 6 1 1 0 0 -1 4
0 ¢ 1 1 0.0 -1 =1
1 1 0 @ -1 =1 0 O

\ 1 1 0 0 -1 -1 0 0 |



sit 18 assuned that the secondary key (non-negative integer) k generates an
i nteger [Equation 57] [err] [err] n=0 31 for determning the sub-region
and the detection basic function. A possible range (bit length of k) for
the secondary key is usually shorter than a possible range (bit |ength of
J) for an integer j. Accordingly, if kOis assuned to be the secondary
key, the sub-region and the detection ba8% c function are determ ned by
sequentially calculating ki + 1 fromki, and then cal cul ati ng [ Equati on 58]
[err] Her equatsohhg2upper limt of non-negative integer ki. The
mechani sm for calculating ki + 1 fromki may be a unidirectional function
or an ordinary arithnetic operation. It is desirable to be a one-to-one

function. Mh and In fromthe rnﬁggeﬁ_j Q?n 0 —-1 =1 0 -0 \
1 1 0 0 -1 -1 O 0
0 0 1 1 0 6 -1 -1
. 0 0 1 1 0 g -1 -1
k)=
IQQFJ ) -1 -1 0 0 1 1 0 o0
-1 -1 0 0 1 1 0 O
0 0 -1 -1 0 0 1 1
\ 0 0 -1 -1 0 0 1 1)
"Equation 23
(0 0 -1 -1 ¢ 0.1 1)
1] ¢ -1 -1 0 0 1 1
| 1 1 0 0 -1 -1 0O 0
. 1 1 D 0 -1 -1 ¢ 0
F "k= .
s3(4 k) 0 0 1 1.0 0 =1 =1
4] 0 1 ] 0 0 -1 -1
-1 -1 D 0 1 1 0 0
k~—1 -1 D 0 1 1 0 0 )




‘be bi't cal cul ated by taking the nunmber M of sub-regions and the number L of
detection basic functions as powers of 2. [0050] [Advantages of the
invention] As described, the present invention can properly certify who is
the genui ne owner, and can inhibit detegpgoration of inmage quality of nedia
information to whi ch the enbeddi ng operation is perforned by adaptively
deternlnlngqagagah of7 the operation for characteristic values such as pixe
val ues. 4. Brief Description of the Drawings: "Figure 1 is a di agram
illustrating the relationship between distribution of an i nage and

generation of a key in an enbodirﬁ'e ; 432419 tapl & show ng
aIﬁ il £ ?uncé onf/\lh ‘Pa

the result of characteristics of det ectlon basi c en"they are
applied to a test image. 33 0 -4 -4
-4 —4 0 0 4 4 0 0
|4 -4 0 0 4 4 o0 0
d(x)GJl(Jv L) - 0 0 4 4 0 0 —4 —d
0 0 4 4 0 0 —4 -4
4 4 0 0 -4 —-4 0 0
\4 4 0 0 —4 -4 0 o0

Equation 28

{0 0 =3 -4 0 0 4 3\

0 0 —4 —4 0 1 3 4

-3 -4 0 0 4 3 1 0

! | -4 -4 0 0 4 4 @ 0
EN= 0 0 4 4 0 o0 —4 g

0 1 3 4 0 0 —4 -3

4 3 1 0 -4 -4 0 0
\ 8 4 0 0 -4 -3 0 o0 )



3. Crains: (1) A data hiding nmethod for enbeddi ng nessage data into nedia
data conprising the steps of: obtaining a secondary key by inputting a key
having a predeterm ned value to a specified function; determ ning hiding
positions in which said nmessage data wig/6 be enbedded according to said
obt ai ned secondary key, and sel ecting one of plural hiding functions
accordinggdﬁégﬁéhsggondary key so that said.selected hiding function is
used for each of said determ ned hiding positions; and enbeddi ng the
message data into each of said determ ned, hiding positions according to

sai d sel ected hiding function F%(gs ondifnd telsaid hiding position. (2) A
data extraction nmethod for exttr ihgfﬁe segedjata fromnmedia data in which
t he nessage data is enbedded conprising the stepé of: obtaining a secondary
key by inputting a key having predeterm ned value to a specified function;
determ ning hiding positions ,n \’e/@i]g)h sfi@ ngssyge i s enbedded according
to said obtained secondary ke}%&i!& et ng ong of plural hiding
functions according to said secondary ke o Th sai d sel ected hiding
function is used for each of said determ ned hiding positions; B

Equation 31

Equation 34

Ei(N,s)= 3" Py(s)

>

E_(N,s)=3 Py(s"

g

Equation 36

il

A= 0

(3. = A=)

(7). (7%} = 3(F2)(F) + 2(f)°

(F9. = (I =45 +6(72)° — 3"

Equation 37

(Pl (s = N
Fale) PNy, =~ gy, )

-
-



Jnputtting information in said determ ned position.to a detection basic
function which is identified according to said determ ned hiding function;
i nputting an output of said detection basic function to a detection
function; and determ ning whether said nessage data is enbedded accordi ng
to an output of said detection functi ONge .

Equation 38

'—N(f))

(s
1/zer(fz / s exp(~ 2N (f?), )

s — N{F 2
o e

21\’ (£3).

Eh(ﬁfa(n)

E_{(N, s)m

Equation 43

; v [((f), = 8(/3%), {2
QulWN.5) = [ a1 f2)? ‘w —8+ 21313K f:}ﬁ

2t

(w? ~ 10w + 10)}



