- 1 - -SPECI FI CATI ON Shuffl e-decrypting legitimcy certifying apparatus and
met hod, shuffle- decrypting verifying apparatus and net hod, program and
recording medium 5 Technical field: The present invention relates to the
art of certified shuffling and the_art of certified shuffle-decrypting for
use in constructing an anonynous comuni cation path. Background art: 10
[Rel ated art (1)] The certified shuffling technol ogy of the related art

i ncludes the invention disclosed in JP-A No. 2001-251289, for exanple.

Fig. 1 shows an arrangenent desgpebgelgaTIORe above publication. In the
drawi ngs acconpanyi ng the present application, arrows that are joined

t oget her nearShibflé-tatryptihg Mgitiriaey eatifyaty apsaratudcariPimetiasd @hufffee arrows are
put together -and sent to the destination of the arrows, and arrows that

are br ancheecrpting tveefyira) hpparatusaairid ofethadf, prograim randrretoidiveg Ardiwas of the
arrows are sent to the destinations of the arrows. Re-encryption shuffle
referred to in the above publication is called shuffle in the present
specification. 20 In Fig. 1, encrypted text and public key 100 is input to
shuf fPi ngTeshrigalifigld:where it is shuffled. Encrypted text and public key 100

that is input and spuffling. informtion 102 which specifies the shuffling
are sent to identica eEEﬁﬁ@gF gvghtier relatepita dhe aEpf cegifiedrh ufling fandng

i nformati Is.sent tao substitutjon certifying step 104. |denti cal
conver oi oA Pf eStRgd shufleidretyntingLiodfiss i3 cansiisling A nimeus)
conversio Y xt 105, and at the sane tinme sends random nunber
106 used ?%'ﬁgfal}rﬁéé%iogq?ag@ntical conversion certifying text 105 to

substi tutgg&é}gﬁﬁ& twing step 104. Substitution certifying 2

10 [Related art (1)]

The certified shuffling technology of the related art includes the
invention disclosed in JP-A No. 2001-251289, for example. Fig. 1 shows an
arrangement described in the above publication. In the drawings
accompanying the present application, arrows that are joined together mean

15 that all of information from the sources of the arrows are put together and sent
to the destination of the arrows, and arrows that are branched mean that all or
part of information from the sources of the arrows are sent to the destinations
of the arrows. Re-encryption shuffle referred to in the above publication is
called shuffle in the present specification.

20 In Fig. 1, encrypted text and public key 100 is input to shuffling
step 101 where it is shuffled. Encrypted text and public key 100 that is input
and shuffling information 102 which specifies the shuffling are sent to identical
conversion certifying step 103, and shuffling information 102 is sent to
substitution certifying step 104. Identical conversion certifying step 103

25  generates and outputs identical conversion certifying text 105, and at the same
time sends random number 106 used to generate identical conversion

certifying text 105 to substitution certifying step 104. Substitution certifying



step 104 outputs substitution certifying text 107. Response generating step
108 is supplied with identical conversion certifying text 105, substitution
certifying text 107, the encrypted text, public key 100, and shuffled
encrypted text 109, adds a response bo._identical conversion certifying
text 105, 5 substitution certifying text 107, and the encrypted text to
generate shuffle certifying text 110, and outputs shuffle certifying text
110. In conmbination with the response, identical conversion certifying

text 105 stoyt 104 estputsmsubistititm ¢dBfykROWKEIOR Résﬁ&hﬁé{;éﬁ&aﬁﬁg%@) order of
I nput texts and the converted contents of encrypted texts, .and al so that

i f an i npd08i9seppliedoviddidentitalcomyersiers cetigimntext 905 asublstitutlont y of
integers, then each of the elenments has been encrypted depending on the
shuf f1i ngcertifying textmé7otteeencrypteddextbpablid ey 90, lartdrehufilsp enerypted
substitution certifying text 107 certifies that shuffling of the order of

i nput enctSxht1O8. adds 3 responsedn igenticat nenivessiopeettifyingtiextt Hi5m "shuf fI " shown
in Fi g 1 magﬁs,that the order_of input 15 encrypted texts is shuffled and
they are Pelsfutiomeeitilyingtextd Py gnd fha engiepted doxdt togesesate shuffiser f or ned
properly, the abov cunent , enpl o two certifying steps, i.e., the

i denti cal C%fo**ﬁ(}%%l ge[)gﬂq eff PWH&EE?E‘@‘B&W'W'HE textbkkU-t uti on certifying step.
The docunent achi eves effi.ci ent ration of. a shyffle certifying text by
di vi di ng objects to Dconitpforyihee [%@%ﬁsd'dspﬁcaqurverrﬁ@rue%%fw&ion of
JP- A No. o LS. referg o With res t to the
certifi ed%g%grﬁgg%’ ﬁglr?fsﬁ é%ﬁﬁﬁ?gg@e lg#&ylﬁgggaf gﬁléfg}n%‘\?qath iod.ge'ggﬁgﬂg% an

a1 angeTERSIENS IDBthy e torRAN o BB DRAY (31, b ARG indtis SLIELL 0

encrypted text 200 and secret ke nput 1o an crypted by

oYY P i Buhesonurny o, ks f B Bare B 20, LU0
are sent elemiats fias besnenchypted G8psh@iRg Pthe BRGFNMY bPthe saine order. In
combination with the response, substitution certifying text 107 certifies that
shuffling of the order of input encrypted texts has been performed properly.
The term "shuffle” shown in Fig. 1 means that the order of input
15 encrypted texts is shuffled and they are re—encrypted.' To certify that the above
process is performed properly, the above docﬁment empioys two certifying
steps, i.e., the identical conversion certifying step and the substitution certifying
step. The document achieves efficient generation of a shuffle certifying text by
dividing objects to be certified.
20 [Related art (2)]
The description of JP-A No. 08-263575, for example, is referred
to with respect to the certified decryption technology of the related art. Fig. 2
shows an arrangement described in the above publication.
In Fig. 2, shuffled encrypted text 200 and secret key 201 are
25 input to and decrypted by decrypting step 203. Shuffled encrypted text 200
and secret key 201 that are input and also decrypted text 204 that has been

decrypted therefrom are sent to decryption certifying step 205. Decryption



certifying step 205 outputs decryption certifying text 206 fromthese itens
of information. The term "decryption" neans that an encrypted text is
partly decrypted using sonme of the secret keys that are owned discretely.
The 5 encrypted text is conpletely degrypted by repeating decryption using
all the secret keys. [Related art (3)] (a certified shuffle-decrypting

met hod of the related art) A certified shuffle-decrypting nmethod can be
achieved by conbining related art 1 and related art 2. 10 Fig. 3 shows a

certifiedcehififing etehe0s Btpdts d&drpstbrrtertifying RIxeDES frofd thesélienseot i fied
shuf f | e-decri'f}{otélJ ng met hodpi S accrglgrlgjl [ shegﬁ‘sq nply by conbining related art

1 and r el affednaticdn. 2. Encrypted text and public key 301, shuffling step 302,
shuffling information 303, shuffled encrypted text 304, identical
conversion certifyi nbhe ignstdeenddion” nemhsthaterbenciypied festeistparty conver si on
certifying text 309, substitution certifying step 310, substitution
certifyi née@rantedammg segpenfdbe sgeiet kays thpt srepwaed dismratelhuThié e certi fyi ng
text 313 in Fig. 3 are identical respectively to encrypted text and public
key 190, §nWP?adﬁgxts'§@@n1mqtefssmﬁrvmeddoy iepeatingdeenptio? uswgElkthed encrypt ed
text 109, ideptical conversion certifying 20 step 103, random nunber 106,

i denti cal S%‘Hﬁ'{; on certifying text 105, substitution certifying step

LSSt 61 4 L% LR R AEPS0RR0 SRS bl & 105, 209
Loxt 908 decr Ypt1 1o SN HE PRl Bl ool petBSiBbI, cortt 1YIng
eshect el oM Bt Kefuighoahd | ed encrypled Lext 200, deerypting
decryption certifyi nggt$¥how8% ddhifddshdffle-detrypting method of the related
| art. The certified shuffle-decrypting method is accomplished simply by
combining related art 1 and related art 2.
Encrypted text and public key 301, shuffling step 302, shuffling
information 303, shuffled encrypted text 304, identical conversion certifying
15 step 307, random number 308, identical conversion certifying text 309,
substitution certifying step 310, substitution certifying text 311, response
generating step 312, and shuffle certifying text 313 in Fig. 3 are identical
respectively to encrypted text and public key 100, shuffling step 101, shuffling
information 102, shuffled encrypted text 109, identical conversion certifying
20 step 103, random number 106, identical conversion certifying text 105,
substitution certifying step 104, substitution certifying text 107, response
generating step 108, and shuffle certifying text 110 in Fig. 1. Secret key 300,
shuffled encrypted text 304, decrypting step 305, decrypted text 308,
decryption certifying step 314, and decryption certifying text 315 in Fig. 3 are
25 identical respectively with secret key 201, shuffied encrypted text 200,
decrypting step 203, decrypted text 204, decryption certifying step 205, and
decryption certifying text 206 in Fig. 2.



The nethod shown in Fig. 3 shows in that shuffled encrypted text 304 is

i ncluded in shuffle-decrypting certifying text 316, shuffled encrypted

text 304 is input to decryption certifying step 314 and is not input to
response generating step 312. 5 [Relgted art (4)] The description of JP-A
No. 2002- 344445, for exanple, is referred to with respect to the certified
shuffl e-decrypting technology of the related art. In the above
publication, a shuffled encrypted text is not added 10 to a

shuffle-decrypted teXhe nfSth6d Eho@nti® Fid1@ dHovr i iRt shuFféPanerypted he above
publication, an inconplete commtnment of the shuffled encrypted text is

added .t otext 304fi$ iretlidbercinyghiuéite-tectyptifdy comifling texg 3ne| shiifle@ehciprd rel at ed
art 2 for inprovenment, the legitinmacy of shuffling and decryption can be
acconpl i sked 308 is irpait todectypion cefifitihg stepud T4 and enestyipp gidtotresponse

i nconpl ete even when 15 shuffled encrypted text is absent. The term

"i nconpl egenetnpistemBi2refers to a commitment wherein information of an
object to be commtted, i.e., the shuffled encrypted text, partly | eaks.
It isdthutReBesiat éio attack the encryption system using the data that

has | eaked. Di scl osu_te of the invention: 20 Problens to be sol ved by the

i nvention: The rel at e Sescription afpiEaA i 20020344449, fereexagmleviSng pr obl ens:
A communi cgtion,.path will be revie L.ch,shuffles an inpu encrypt ed
Lot docropet th B hpectds ths tertiEd shita S ing BafPelonh thine "gemer at s
and out PUlSa@ql ST certifying the legitinmcy of the above process. 25 Such
a communi Cat] gnﬁ‘gath can be provided (related art 3) by successively

oI Yng, Tebat e orh ke BB b RRE R B B e 11
unwapg ed & a shuffle-decrypted text. According to the invention disclosed in the above
| publication, an incomplete commitment of the shuffled encrypted text is added
to a shuffled decrypted text. By modifying related art 1 and related art 2 for
improvement, the legitimacy of shuffling and decryption can be accomplished if
the commitment of the shuffled encrypted text is incomplete even when
15 shuffled encrypted text is absent. The term "incomplete commitment” refers to
a commitment wherein information of an object to be committed, i.e., the
shuffled encrypted text, partly leaks. [t is thus possible to attack the encryption
system using the data that has leaked.
Disclosure of the invention:
20 Problems to be solved by the invention:
The related art described above suffers the fo!léwing problems:
A communication path will be reviewed which shuffles an input
encrypted text, decrypts the shuffled text, outputs a decrypted text, and
generates and outputs a text certifying the legitimacy of the above process.
25 Such a communication path can be provided (related art 3) by successively
employing related art 1 and related art 2. According to this scheme, the

legitimacy cannot be verified unless a shuffled encrypted text, that is unwanted



i nformation, is output. The shuffled encrypted text causes part of the
know 'edge of a secret key used for decryption to leak. If this

comuni cation path is used as part of an encryption system then the
security of the encryption system may not possibly be maintained due to

t he know edge that 5 has |eaked. Related art 4 is successful in reducing
t he anobunt of | eaked know edge by addi ng an inconplete commtnent of the
shuffl ed encrypted text wthout adding the shuffled encrypted text to the

certifyi nnfoswdtion gyeutput. PAE shufiedidheniiienkedeausés bartlopdks in Related Art

4 and this art does not provide 10 conplete pernutation and conceal nent of

decr ypt i oknowlkelgerof sesdcrerhegnisednfondsclypion taikaki nf thisvordmunisatishove
problens. It is an object of the present invention to provide a shuffle-
decr ypt i ngatreisidsgdras part hban ehcryptios spstdm, tosretieeseogitpyf thet al | owi ng any
know edge of secret information to | eak when certifying the |egitinmcy of
15 shuf f | EREY&HEN d¥stegpmiaymot anesibly keppairdairedshedd the knheledge that

shuffl e-decrypting verifying nmethod. The method provided by the present

i nvenbi onhad e possi ble to construct an anonynous communi cati on path
~having a hi gher anogglm'@t%. Means for achieving the object: 20 According to
the present inventi on® ekl 41§ sgrersshiddn seduring the amesnt ot ieaked egi ti macy

o AR5 8 A RS R A s
err DLk G e el bl s PO G BN el BpCncr 1,
25 dect yDbt i #rRRIERR YA kL RSN Rt End 8L St diRk ndilogL! T ving the

legitimacy of the cryptiron, the's flrng o “the
decrypt i ogorhplete EBH‘T‘lMaﬁon%@rdb‘?%éﬁﬁlné/rﬁrdffdéb%tiaﬁpar atus, wherein data to

communi cate Wi th the shuffle -

The present invention has been made in view of the above
problems. [tis an object of the present invention to provide a shuffle-
decrypting verifying method whit':h is made more secure by not allowing any
knowledge of secret information to leak when certifying the legitimacy of

15 shuffling and decryption, and an apparatus based on the shuffle-decrypting
verifying method. The method provided by the present invention makes it
possible to construct an anonymous communication path having a higher
ianonymity. ‘

Means for achieving the object:

20 According to the present invention, there is provided a shuffle-
decrypting legitimacy certifying apparatus for being supplied with a plurality of
encrypted texts, a public key, a decrypting secret key, and a random number,
encrypting the encrypted texts with the public key, shuffling the order of the
encrypted texts, generating a plurality of decrypfed texts produced by

25 decrypting the encrypted texts with the secret key, and certifying the legitimacy
of the encryption, the shuffling of the order, and the decryption to a shuffle-

decrypting verifying apparatus, wherein data to communicate with the shuffle-



decrypting verifying apparatus includes a commtnent of a shuffled
encrypted text which is an encrypted text produced by encrypting the
encrypted texts with the public key and shuffling the order thereof.
According to the present invention, there is also provided a 5

shuffl e-decrypting verifying apparatus for being supplied with a plurality
of encrypted texts, a plurality of decrypted texts, a public key, and a
random nunber, and verifying the legitinmacy by a shuffle-decrypting

| egi ti macylecegting fvetifyingpapsdratussinelldas eesdmrhiteeht @ﬂaisndff@atérmgyﬁté@t the
decrypted texts are data produced by encrypting the encrypted texts,

shuf f | i ng tedtevioch&ran bacrgpfed 2Rt produded bﬁ@nhﬂ@tih@@h@@ﬂcwpt@ﬂteb(@(ﬂvﬁhV\A' th a
secret key corresponding to the public key, wherein data to comrunicate
with the $teipfiblic keycaypshuffirigabetardexctheraxdrti fyi ng apparatus includes a
comm tment of a shuffled encrypted text which is an encrypted text
produced by encrypti Agceringsadng present éxentiont therdis glad pravidécdg and

shuf f i ng hh order thereof. 15 The shuffl e-decrypting |egitimcy

certiPyi n§ Hﬁ‘&aﬁ‘%ﬁf&t’ﬂﬂa‘fﬁ”fﬂagrﬁppgtﬂtuﬁf@mﬁmg syRpligdpuithha piurality dfei ng
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commi t ment appar at us supplii encrypted texts
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public key, wherein data to communicate with the shuffle-decrypting legitimacy
certifying apparatus includes a commitment of a shuffied encrypted text which
is an encrypted text produced by encrypting the encrypted texts with the public
key and shuffling the order thereof.

15 The shuffle-decrypting legitimacy certifying apparatus may
comprise:

a shuffling apparatus for being supplied with the encrypted texts,
the public key, and the random number, encrypting the encrypted texts with the
public key, shuffling the order of the encrypted texts, and outputting a plurality

20 of shuffled encrypted texts produced as a result;

a decrypting apparatus for being supplied with the shuffled
encrypted texts and the secret key, decrypting the shuffled encrypted texts with
the secret key, and outputting a plurality of decrypted texts produced as a
resulf; and

25 a shuffled encrypted text commitment apparatus for being

supplied with the shuffled encrypted texts and the random number, generating

a commitment of the shuffled encrypted texts, and outputting a shuffled



encrypted text comm tnment produced as a result. The shuffl e-decrypting

| egi ti macy certifying apparatus may conprise: a substitution certifying
commi t ment apparatus for being 5 supplied with the random nunber,
_generating a shuffle conmtnment which4is a conmitnment with respect to a
substitution representing an associ ation between the order of the
encrypted texts to be shuffled and the shuffled order of the encrypted
texts and the random nunber for encryption, generating a substitution -

certifyi neneniped fexbtoeiipidritiptad id) shHfrés@t.commi tnent and a 10 conmi t nent
of the certification of the know edge of the commtted substitution and

the committed randonThesheffleidecrgtivgipgitioiacy eeifping uipairatas iy
substitution certifying commtnent; an identical conversion certifying
conmi t mencoappiseat us for being supplied with the encrypted texts, the
public key, the commtnent of the 15 shuffled encrypted texts, and the
random nunber, and gasubslitutien eediftng pommitngentrappdeaiuis fat beiogver si on
certifying commtpent which is a commtnent of a certification indicating
that Phe EHRRHELWHh $heufandem ewapgpigsnerating & shvileqommitnent wpichHe® | i ng t he
encrypted texts using the substitutjon and the random nunber for

encrypti oﬁom'gﬂe%@r‘%‘ tEeReEet loR pybstitiamiapresentinganassaniation ketweePypti on

Fhe. shut 1 MEGORRE Py BLe T ied (o7 dS e babeReinecshufled SdaiaiiRey. "and the
" Comm ¢ meng RIS BRIR Moo kB R gnERRoN e el (o0 shuffled
S P! SasUBT SoGAY AFR U R ety ppef et e
10 commitment of the certification of the knowledge of the committed substitution
and the committed random number for encryption, and outputting the
substitution certifying commitment;
an identical conversion certifying commitment apparatus for
being supplied with the encrypted texts, the public key, the commitment of the
15 shuffled encrypted texts, and the random number, and generating and
outputting an identical conversion certifying commitment which is a
commitment of a certification indicating that the committed shuffied encrypted
texts are generated by shuffling the encrypted texts using the substitution and
the random number for encryption which are committed by the shuffie
20 commitment;
a decryption certifying commitment apparatus for being supplied
with the commitment of the shuffled encrypted texts, the decrypted texts, the
secret key, and the random number, and generating a decryption certifying
commitment-which is a commitment of a certification indicating that the
25 committed shuffled encrypted texts are decrypted into the decrypted texts by

the secret key;

a challenge value acquiring apparatus for sending a shuffle-



decrypting certifying commtnment conprising the commtnent of the shuffled
encrypted texts, the shuffle commtnent, the substitution certifying
commtment, the identical conversion certifying commtnent, and the
decryption certifying commtnent, to the shuffle-decrypting verifying
apparatus, 5 and waiting for and recerving a chall enge val ue as a sequence
of random nunbers fromthe shuffle-decrypting verifying apparatus; and a
response generating apparatus for generating a response which is

Dl oo S8oBIAG oBrhYIAd cbRfbRedRlombaiRginel Qifhifthbrt of kkfigntd 10

chal | enge val'ue e secret , and sendi ng the

gener at ed cheRpRRBRXISD ttiden s ChhnififEAY Bid SboRiidédilnaRpar atus. The

shuffl e-decrypting verifying apparatus may conprise: a’chall enge val ue

gener at i ngompighéitlthef identiel thgersin cerifying’ detnmitafnt pdndhecer tifyi ng
conmm tment conprising a substitution certfifying commtnent including a

commi t mentecfyptiopkertififing yominithertt, tetheashufiptiedrypting sedfyirgnapraratugf f | e
commi tnent, an identical conversion certifying conmtnent, and a
decr ypt i oand avaitirfg/iongnd sereivimgra challenpe vakmt ad a sequbecs bifandendecr ypt i ng
certifying apparatus, selecting a random nunber having a given length as a
chal | engenyabges fiparihe isbufleadedrypitrarvenfyinggpparatusyamdy commitment i's
received, and sending the selected challenge value to the
shuf f1 e-decrypti ng c&FASPPPEagenemtingArPanats forgenasating atrpeRenssr i f yi ng
apparatus for .being supplied with the shuffle conm tnment, the substitution
certifyi nﬂi"@!?rfﬁir?wgﬁ?'?t%aﬂ)é’ c?%@ﬁ'ﬁﬁ'fé‘é” %aafcyﬁ@%ﬁam datadnelding thand for
generatin rifying result indicating,of either "leqiti e" or
O g 1 FaiehBRy pblsn i, FEidlm bIoER. st seret Keyoant FnpincEhg oo
conm t men ' ' r . tion; an identi cal
cogc%és!o%e@%?ﬁ#ﬁ%%gbg%%gfggdgﬁW%?agéghgN@Egﬁ@%ﬁéﬁﬁ@ﬁ% the identica
conversion certifyi ngh QML HRBlyptih] & eRRfify BbSSrati iy doffpride:
a chalienge value generating apparatus for waiting for a shuffle-
decrypting certifying commitment comprising a substitution certifying
commitment including a commitment of a plurality of shuffled encrypted texts
15 and a shuffle commitment, an identical conversion certifying commitment, and
a decryption certifying commitment, to be sent from the shuffle-decrypting
certifying apparatus, selecting a random number having a given length as a
challenge value when the shuffle-decrypting certifying commitment is received,
and sending the selected challenge value to the shuffle-decrypting certifying
20 commitment;
a substitution verifying apparatus for being supplied with the
shuffle commitment, the substitution certifying commitment, the response, and
the challenge value, and for generating a verifying result indicating of either
"legitimate" or "illegitimate" depending on whether the shuffle commitment is a
25 commitment of substitution or a random number for encryption;
an identical conversion verifying apparatus for being supplied

with the identical conversion certifying commitment, the encrypted texts, the



comm tnment of the shuffled encrypted texts, the public key, the response,
and the challenge value, and generating a verifying result indicating of
either "legitimate" or "illegitimte" dependi ng on whether the commtted
shuffled encrypted texts are shuffled using the commtted substitution or
the conmtted 5 random nunber for encCryption; and a decryption verifying
apparatus for being supplied with the decryption certifying text,
commitnent of the shuffled encrypted texts, the decrypted texts, the
public keyorihm I W {i a
verifying resul téﬁﬁ@?@i?mg@gf‘;@ﬁﬁgﬁké"ﬁ%gﬁ??@'ﬁ’?i*‘eg?ﬂgir? eglst%i’ rbrgtae" 10
dependi ng tiea chéiRingervallte sp@ngerictathgsAvéfifyR reBak yiliestingeostesthar e decrypt ed
into the decrypted texts; wherein if all "'the verifying results fromthe
subst i t ut "legitineate! gi fiegitimater dbpaendihfon wissthee tHe eomntted suffied i fyi ng
apparatus, and the decryption verifying apparatus represent "legitimte",
then a veentiypted texdsidre shufilechusing ths cdmeditéd sabstitution 6f theagirbmittgce” , t hat
represents that shuffled decrypted texts are produced, is output, and if

even 8ne &&ndaye nustter jormgnargstidn; andepresents "illegiti mate", then a
verifying result indicative of "illegitimte" is output. éﬁgr ogram
accordi ng to the pred&gerypHoeyeliyingeepnaratisfor beinguaupplied wihdbat e t he st eps

of the abqve t hod, . and a recording dium 20 according to the present
i nventi on ?PWEEQ” CREIMAG fdntompdaiedit 0f theosh\fded essermted 1th&n t hus

cer 1yt ngSEnaed el TP ORECI)p e esPaRF ol i s S TAIPBAS SHIY6n BNy awi ngs: 25
i agr am <AENEEPLE VeHG Re Aoy B Blher ledifindle” or “Wbptimatg) 2, am °
show §9 aRegen@ng BMEMetREr he! ittt stirfidPencrypted texts are decrypted
into the decrypted texts; _
wherein if all the verifying results from the substitution verifying
apparatus, the identical conversion verifying apparatus, and the decryption
verifying apparatus represent "legitimate", then a verifying result indicating
15  "legitimate" or "illegitimate", that represents that shuffled decrypted texts are
produced, is output, and if even one of the verifying results represents
"illegitimate”, then a verifying result indicative of "illegitimate" is output.
A program according to the present invention enables a
computer to execute the steps of the above method, and a recording medium
20 according to the present invention stores the program.
According to the present invention thus arranged, secret
information can be concealed more strongly when certifying shuffling and
decryption.
Brief description of the drawings:
25 : Fig. 1 is a diagram showing an arrangement of related art 1;
- Fig. 2 is a diagram showing an arrangement of related art 2;

Fig. 3 is a diagram showing an arrangement of related art 3;



Fig. 4 is a diagramshow ng an arrangenent of a shuffle- decrypting

| egi timacy certifying apparatus according to an enbodi nent of the present
invention; and Fig. 5 is a diagram showi ng an arrangenent of a shuffle 5
decrypting verifying apparatus acchthg_to an enbodi ment of the present
invention. Description of reference characters: 401 a plurality of
encrypted texts 402 public key 10 403 random nunber 404 shuffled encrypted
text 405 shuffling apparatus 406 decrypting apparatus 407 secret key 15

409 shuffled t : ] : d t ed
Shuf {1 ed ener ot £ i SR SRAABR AR itec ereryere

text conmitnent 411 s apparatus 412

substi t ut igeBrypling !Iég{iilﬂgcyeemytirg@abpéﬁﬁjscm@ng% ShedHib @ﬁ«&a%t oftrel 4

i dentical converSion certifyi'ng conm t nent pparatus 4 I dent I cal
conver si opresart ifvenfigncaigr t nent 416 decryption certifying conm t ment

apparatus 417 decryption certifying commtnent 25 419 chal |l enge val ue 421
response generating Bigp8iisibutagrd2lslicsing ascarrarkkement of a shuffle-
5 decrypting verifying apparatus according to an embodiment of the present
invention.

Description of reference characters:

401 a plurality of encrypted texts
402 public key
10 403 random number
404 shuffled encrypted text
405 shuffling apparatus
406 decrypting apparatus
407 secret key
15 409 shuffled encrypted text commitment apparatus
410 : shuffled encrypted text commitment
411 substitution certifying commitmént apparatus
412 substitution certifying commitment
413 common reference base
20 414 identical conversion certifying commitment
apparatus _
415 identical conversion certifying commitment
418 - decryption certifying commitment apparatus
417 decryption certifying commitment
25 419 chailenge value
421 response generating apparatus

422 response



500 shuffle-decrypting verifying apparatus 501 chall enge val ue generating
apparatus 502 random nunber 503 substitution verifying apparatus 5 505

i dentical conversion verifying apparatus 507 decryption verifying
apparatus Best node for carrying out i?e_invention: Enbodi ments of the
present invention will be described below with reference to the draw ngs.
The enbodi nents will be described with 10 reference to an exanpl e using

el liptical Elgamal encryption. Matters serving as a basis for the present

inventionsgol | first shefidereijptng vef apparkh i cal El gamal public key
encryption systen] An Ellipti’cal "El gamal encryption system belongs to a

publ i c- keys01encrypt i eRalngeamiudhéndrating apparafisd/ned that g represents a
pri me nunber 15 having the rel ationship gqnod3=2, E an elliptical curve

whose ordé02i s g, Corandogenambderng el ement of E, O an identity el ement of
0. In other words, point P on any desired E satisfies [q]P = 0. [x]®o
expresses 583 x- mul t | pubssifiutipei verifying @ppaites el | i ptical El gamal public key
encryption system conprises the following three algorithnms: 20 [Key
gener & i n§081 gor i t hnidentiealneonensintbearifyisgiappatatusecr et keys x are sel ect ed
as randon1 glenents of Zq, public keys M = [x]Go are calcul ated, and
secret key8/x and pHetYRliNEYerifKBIaP®amttput . [ Encrypting al gorithni 25
cl erent o BPboderia” SRS oLEESRFeN e cal cul aied as C = (G M) _ T
([s]Go, MH[s] M) andE%ll')to%%ént%%f'the present invention will be described below
~ with reference to the drawings. The embodiments will be described with
10 reference to an example using elliptical Eigamal encryption. Matters serving as
a basis for the present invention will first be described below.
[Elliptical Elgamal public key encryption system)]
An Elliptical Elgamal encryption system belongs to a public-key
encryption system. First, it is assumed that q represents a prime number
15 having the relationship qmod3=2, E an elliptical curve whose order is g, Gg a
generating element of E, O an identity element of O. In other words, point P on
any desired E satisfies [q]P = 0. [x]Go expresses an x-multiplied point of Gq.
The elliptical Elgamal public key encryption system comprises
the following three algorithms:
20  [Key generating algorithm)]
A random number is input, secret keys x are selected as random
~ elements of Zy, public keys My = [x]G, are calculated, and secret keys x and
public keys My are output.
[Encrypting algorithm]
25 Plain text M € E and public keys My are input, s are selected as
random elements of Z,, and encrypted texts are calculated as C = (G1,M4) =

([s]Go, M+[s]Mo) and output.



[ Decrypting algorithn] Encrypted texts ¢ and secret keys x are input, and
décrypted text M = M-[xX]M is output. FromM= M-[x]G =

MH[S] Mo-[X][s] QO = MH[s]Mo- [s]McI O It is clear that output M of the
decrypting algorithmis in agreenent with encrypted plain texts M It is
assuned that secret keys s are owned discretely. In other words,

El ,nmxlnodq is satisfied and each x; is individually owned. According to
the present enbodinment, xlI is referred to as decrypting secret keys. For

conpl et el )[Dd@@pﬁﬁgiamritmﬁll encrypted texts, the operation to 10
successively subtract [x]1G fromthe value of M cal cul ated using each

decrypting secret keEntsppelfeffs@dndisbéret REPELard hpat, ard d@ir?ﬁl%pion! y one
decrypting secret key xmis handled in the present enbodinment, it is

expr essed text M* = Ma[k]Mds loefputi Fedradd’ MU 4RIG Y= Whes]RNR[sIHpd Me{sMy= [ X' ] Co.
[Encrypted texts] 15 n encrypted texts that are input to the present system
are expr éslMai0, dbis(atearihat; outpat M, ofrthe Heengitiegeigaritom iséaw hgfendrst encr ypt ed
texts are elenents of E. These encrypted texts are produced by encrypting
n encPypt ¥dth encryptedplaimtgxtsM.1, | n as ([s;]Go+G, [s]M+M) (i = 1, n)
with public key My, 20 shuffli n%; their order, and thereafter decrypting
themwith the decrypltifhgssesedihatisegret keyss aie awingd disgretely. I8 @bemut ati on
matrix will he described bel.ow., Th rmyt atj.on trix, is defined as an
n-row, n-dG" fﬁqﬁg}oéiqdﬁlsf’{'é}'wcgegﬁ] $ig! ‘Hdlf')alggj"&'?ﬁﬁ)o’a%?ﬂrd&a ©ts in
each row | and_i.ts .val s 1 on.Zq. For, ., exanple, the
per mut ati 51 REREA SRR 15 Feréfet TS gechbtng secfét kefR:
' For completely decrypting the encrypted texts, the operation to
10 | successively subtract [x];G, from the value of M; calculated using each
decrypting secret key is performed with respect to all j. Since only one
decrypting secret key xn, is handled in the present embodiment, it is expressed
as x'. Public keys include My and Y where Mo = [X]Go, Y = [x]Go.
[Encrypted texts]
15  nencrypted texts that are input to the present system are
expressed as (G;,M) = 1, -+, n. The elements of each of the encrypted texts
are elements of E.
These encrypted texts are produced by encrypting n encrypted
texts (Gi,My)i = 1, -, n as ([s]Go+G;, [s]Mo+M) (i = 1, -, n) with public key My,
20 shuffling their order, and thereafter decrypting them with the decrypting secret
keys.
[Permutation matrix]
A permutation matrix will be described below. The permutation
matrix is defined as an n-row, n-column square matrix where only a non-0
25  component exists in each row and each column and its value is 1 on Z,. For
example, the permutation matrix is given as:

0,1,0,0



0,0,0,120,0,1,0 1,0,0,0 Enbodinents: 5 [Enbodinment (1)]

Shuf f1e-decrypting legitimcy certifying apparatus 400 according to an
enbodi ment of the present invention will be described below with reference
to Fig. 4 which shows an arrangenent {hereof. Shuffle-decrypting |egitinacy
certifying apparatus 400 showmn in 10 Fig. 4 is supplied with a plurality
of encrypted texts 401, public key 402, random nunber 403, secret key 407,
and common reference base 413, and outputs decrypted texts 408,

shuffl e-decogypting certifying conmtnent and response 422.

-.Shuffl e-decrypting legitimcy certifying apparatus 400 conprises shuffling
appar at us 04057, @lecrypti ng apparatus 406, shuffled 15 encrypted text
commi t ment apparatus 409, substitution certifying conmtnent apparatus
411, identli 8a0, @onversion certifying conmitment apparatus 414, decryption
certifying conmmtnent apparatus 416, chall enge value acquiring apparatus

418, and entgpparatus 421. It is assumed that n encrypted texts are
shuffl ed and decrypted. 20 A conmon reference base which is a point
randofl y Heneed@Emddh E, Fy (p = - 4, 1, , n), and M1 are input to the

appar atus accordi ng éo fltfhe present invention, It is assuned that the
appar at us can be usedn¥iflgriesryrtivgdegitiviasy cedifying apparaius A0 \dcrerding ei naf t er

ot D2, xRl SR B SN SR SN B B b LA
o T e o R (R e
commi t ment  appar at usgdMe.gktrypting legitimacy certifying apparatus 400 shown in
10 Fig. 4 is supplied with a plurality of encrypted texts 401, public key 402,
random number 403, secret key 407, and common reference base 413, and
outputs decrypted texts 408, shuffle-decrypting certifying commitment and
response 422. Shuffle-decrypting legitimacy certifying apparatus 400
comprises shuffling apparatus 405, decrypting apparatus 406, shuffled
- 15 encrypted text commitment apparatus 409, substitution certifying commitment
apparatus 411, identical conversion certifying commitment apparatus 414,
decryption certifying commitment apparatus 416, challenge value acquiring
apparatus 418, and response apparatus 421.
It is assumed that n encrypted texts are shuffled and decrypted.
| 20 A common reference base which is a point randomly selected from E, Fy (u = -
4,1, -, n), and M are input to the apparatus according to the present
invention. It is assumed that the apparatus can be used from all steps (inputs
- to the steps will hereinafter not be explicitly described).
Shuffie-decrypting legitimacy certifying apparatus 400 is
25 implemented by a general computer system including an input device, an _
output device, a memory, and a controller. Shuffling apparatus 405, decrypting

~ apparatus 406, shuffled encrypted text commitment apparatus 409,



substitution certifying commtnent apparatus 411, identical conversion
certifying commtnent apparatus 414, decryption certifying conm tnent
apparatus 416, chall enge val ue acquiring apparatus 418, and response
apparatus 421 are virtually construct in the conputer system Each of the
5 conponents will be described in detail below [Shuffling apparatus 405]

n encrypted texts 401 (G,M)(1, , n), public keys 402 (&0, M), and random
nunber 403 are input to shuffling apparatus 405. Then, random n X n

per mut at i GbeBfutib cé?tﬁylhé'col'rrrﬂltmentfﬁpp%'ﬂéituéql1r1a&f¥hﬁbé‘l%ﬁ?ﬁéfslc5}9 (i=1, . n)

EZg are generated frominput random nunber 403." Since the pernut at| on

mat ri x an(teﬁ'ﬂﬁﬁlngmﬂmtmmﬁpﬁara&% 41mld@t3ﬁy‘p!’oﬁ%@:ﬂf?lhg@oﬁfrﬁiﬁmbﬁpu'f random
nunber 403 ey are considered to have been inc ed in the input random

nunber . | rappanatus idGdshallsings viahuedasrguiringnapperatud081 8, andresiporise t he
apparatus, the apparatus can again generate data produced froma random
nunber suappasat(xs|4}2(l|ar13:vllrtua,liyr¢)3nsmmbtéd” 0 thedhmputej s¥stedq. Eddteof thehuf f | ed
encrypt ed text 404 (G ; ﬁJﬁ , is calculated as (G ;,M;

) =Ep=& [rtqgrqmengi\wdiqed@sqr dlmtdeb?drbelb@wseen as described 20 bel ow,
that the shuffled encrypted text has been shuffled i.e., encrypted and

t her eaf t el Sbuiling apara r‘é}ﬁ] is shuffled. If the relationship between j and

N2 (Greli), M CFmeEncetried fome b il 0. PRRCHRE 4Hikia B encrypi ed
deor ypt | nG"OdEaR By ag A0S & PRALC THTIES APBRIG Abbar atus 406,
Decrypting apparat ustA08 GaLGH RS Spetmutation matrix (mi)(i,j=1, -, n) and
10 - random numbers mgi(i=1, -+, n) €Z, are generated from input random number
403.

Since the permutation matrix and the random numbers are
uniquely generated from input random number 403, they are considered to
have been included in the input random number. In other words, when random

15 number 403 is input to the apparatus, the apparatus can again generate data
produced from a random number such as (m;)(i,j=1, ---, n) and ng(i=1, -+, n) €
Z,.

Then, shuffled encrypted text 404 (G',M"{i=1, -, n) is

calculated as (G',M")=Z=o [npi]GN, Tu=o"[tu]My. It can be seen, as described
20 below, that the shuffled encrypted text has been shuffled, i.e., encrypted and
thereafter the order thereof is shuffled.

if the relationship between j and i where m;=1 is represented by
n(i}=j, then (Sp=o [npi]GY, Zp=o"[au]Mp)= (Grg, Mn ). Shuffling apparatus 405
outputs shuffled encrypted text 404,

25 [Decrypting apparatus 406]

Shuffled encrypted text 404 and decrypting secret key 407 are

input to decrypting apparatus 406. Decrypting apparatus 406 calculates



decrypted texts 408 as (G;,M;)=(G 1,[-x']G;,M;) and out puts decrypted
texts 408. [Start of the shuffle-decrypting certifying apparatus]

[ Shuffl ed encrypted text full-conceal nent conm tnent apparatus 409] 5
Shuffled encrypted text 404 (Gj,M]){d=1, , n) and random nunber 403 are
input to shuffled encrypted text full-conceal nent commtnent apparatus
409. Shuffled encrypted text full-conceal ment comm tnent apparatus 409

sel ects random n_i; EZq(i = , n) frominput random nunber 403. 10 Shuffl ed

encrypt ed dbe?@téw{éxtwm aﬁl(@%m gsr(@wpxqsqm" a%laadnﬁbm% de‘é%té@ké‘ﬂé ates

conmm tnent 4 of the shuffle encrypted text as N =[n_i;
]M, +M ; (1488, n) and out put s calculated comm tnent 410. [ Substi tut| on
certifying commtnment apparatus 411] Permutation matrix nj; (i,j=1, , n)
i ndi cati véStaft ¢ftthe shuffle-dergysting deatifyitly appteatusf andom nunber no; (i =1, , n)
used for encryption, and random nunber 403, which are used in the shuffle
appar at us [Skuf8ed mnotypteﬁ &xbmlﬁ-d:mtqeelnnerﬁrdunwltmgnt apparatusedi9lappar at us 411
[njj(i,j=1, , n) and noj(i=1, n) are included in random nunber 403].
CommoA base 413 i s i Bpu led enentpied taxt o4 (EaM' iyt g, opand rangdam 20
apparatus 411. Substitution certifying conmtnent apparatus 411 selects
r andom nPEEIEs403 are "FBUT tg shiffizd @nerypted text fullzepr enptaommitmenty om i nput
at th se val ues are al so included

o andonPRGAELYS ﬂ%é) SHRAER SREH tot Ul coased APGTHEPENTHen: “appar atus
ﬁéﬁDdé(Sl S%bﬁgﬁrﬁ ST%OQ sgfc:ac s-ran%orﬁ . %é”?r(mgliq( }from mpu? randorﬁ nun’nbe;?’ nj o
403.
iO Shuffled encrypted text full-concealment commitment apparatus
409 calculates commitment 410:N(i=1, ---, n) of the shuffled encrypted text as
Ni=[r]M.4+M"(i=1, ---, n) and outputs calculated commitment 410.
[Substitution certifying commitment apparatus 411]
Permutation matrix =;(i,j=1, ---, n) indicative of the shuffling of the
15  order, random number mg(i=1, ---, n) used for encryption, and random number
403, which are used in the shuffle apparatus, are input to substitution certifying
commitment apparatus 411 [m;(i,j=1, -, n) and n,i(i=1, ---, n) are included in
random number 403].
Common base 413 is input to substitution certifying commitment
20 apparatus 411. Substitution certifying commitment apparatus 411 selects
random mpo EZq(U=-4, -, n), "HEZQ(p=-4, -+, n), TaEZ(i=1, -, n) from input
random number 403. It is assumed below that these values are also included
in random number 403). |
Then, substitution certifying commitment apparatus 411
25  calculates
5= Z=1"3 mo® mymoda(i=1, =+, n)

TE.41=Z}'=1”3 o chimOdQ(i=1, e, n)



|

F' p=Ev=.4"[nvp] Fv(p=0, n) F'o=Ev__4"[7r v]Fv WEEj _1"nj 01-n30' n 4MXq

where F' ;(i=1, , n) is defined as a shuffle commtnent. 5 Finally,
substitution certifying commtnent apparatus 411 outputs shuffle
commtrment F ;(i=1, , n) and F o, F'o,.and w as substitution certifying
comm tnment 412. [ldentical conversion certifying comm tnent apparatus 414]
Permutation matrix 7j;(i,j=1, , n) indicative of the shuffling of the 10
order, random nunber no; (i=1, , n) used for encryption, random nunber

ni oo=1, , n), randongpushernns Al .. [these val ues are included in
random nunber 403], n*ﬁencﬁ/ Tt%jtsjrﬁtqu%)s 4@ (G,M)(i=1, n), public keys 402

(Go, M), and random pygbor ,"PIFywhi ch are used in the shuffling apparatus,
are input to identical conversion certifying conmtnent apparatus 414. 15

| denti cal conversi onwegjl;f‘in{&j;ﬁ.gagﬁmﬁll:t ment apparatus 414 cal cul ates

G o=Ev_o0"[nvo] Gv, No=Ev i [nvo] M. Finally, identical conversion

certi fyi nwheoaf{i=knt, @pdedhed as 4lshufild pommitthent. No as i denti cal
conversion certifying commtment 415. [Decryption certifying comm tnent
apparatus 416] 20 PaFinally, gubstifution certifying cdeuniyimperttapparatus4Did, public keys
402 (Gol‘Nb%, random nunber 7T_10, and random nunber 403 are input to

decr ypt i oRUlRsEs sheffie mgnuoimienhEli=Tappay) @andd'« 6o, abslow pstaubstivdioni f yi ng
comi t ment paratus 416 sel ects random t;EZq(i=1, n) fromthe input
random nuﬁ%&ﬁﬁr_‘g sgmpERentdEd ypti on certifying conmitnent apparatus 416

it B T e
Permutation matrix m;(i,j=1, -, n) indicative of the shuffling of the
10 - order, random humber ng(i=1, -+, n) used for encryption, random number
| me(f=1, -, n), random number =n.15(j=1, -, n) [these values are included in
-random number 403), n encrypted texts 401 (G;,M;)(i=1, -+, n), public keys 402
(Go,Mg); and random number 403, which are used in the shuffling apparatus,
are input to identical conversion certifying commitment apparatus 414.

15 Identical conversion certifying commitment apparatus 414
calculates G'y=Zv="[nvg]Gv, No=Zv=.1"[rvo]Mv.
| Finally, identical conversion certifying commitment apparatus
414 outputs Gy, Ng as identical conversion certifying commitment 415.
[Decryption certifying commitment apparatus 416]

20 Part Gi'(i=1, -, n) of n decrypted texts 408, public keys 402
(Go,Mp), random number =.19, and random number 403 are input to decryption
certifying commitment apparatus 4186.

Decryption certifying commitment apparatus 416 selects random
| tieZ,(i=1, -, n) from the input random numbers.

25 Then, decryption certifying commitment apparatus 416
calculates Y'=[t]Go(i=1, -, n), N'=[r_1o]M_1+Zi{"[t]G'.

Finally, decryption certifying commitment apparatus 416 outputs



Y ;(i=1, n),N as decryption certifying commtnent 417. [Challenge val ue
acquiring apparatus 418] Chall enge val ue acquiring apparatus 418 sends al

of shuffled encrypted text commtnent 410 N;(i=1, , n), shuffle conm tnent
F;(i=1, , n), 5 substitution certifying conmtment 412 made up of F o,
F'o, w, identical conversion certifying conmtnent 415: Go, No, and
decryption certifying commtnent 417: Y' ;(i=1, , n), as shuffle-decrypting
certifying commtnment 420 to shuffle-decrypting verifying apparatus 500,

and waits Yf-ig£1,c.hah}'ﬁnggdg@ﬂyﬁgo,z%gwﬁ@%ﬁmn%}ngal ue acquiring apparatus

418 receives challénge val 1=1, , n). [Response generating

appar at us [@RallerigRr VBIL@BEQIiAG abpArafed 48] i =1, , n) indicative of the
shuffling of the order, random nunber rto;(i=1, , n) used for encryption,

random nunber 15 nvo(Chaldnge vallie acgodiagappaitos 418 cend4 all of shuffledndom
nunber 71_1;(i=1, , n), random nunbern.?2;(i=1, , n), random nunbert; (i =1,

n), cal encgiptet taxtbemmitried; 410-1(i=1, n), n) andffatountatneeht Fi(iBer-7cn¥; (i =1,
n) are input to response generating apparatus 421. These are all included
in input suhstitotioneedifying 68mnIitnahiad 122made wpl ofd'¢ s, w,;idertical, 'n) and
secret key 409: x' are input to resgonse generating apparatus 421. It is
assumed bEPBVEnsipa cartifyibgicommiteisst €d Sgehe Nat anthdegrpplien oertifyig cal cul at es
response 422. rv

et 4 n)y, v (v=-4, . on), e (i=l . n)
rv=EU_o" BEITTEVALL Y= iy, ) A At e SbiDg RSB G oMY, and -
vV 4 AP0t Shpite-Gecrybiig Vetayipyappariii 500 SRENAIt KEHAIBDORISLE Li T yi ng

conm'tman%gnd response 422 to shuffle-decrypting verifying apparatus 500,
and then finishes - 18 -

10 Challenge value acquiring apparatus 418 receives challenge
value 419: ;€ Zq(i=1, -, n).
[Response generating apparatus 421]
Permutation matrix m;(i,j=1, ---, n) indicative of the shuffiing of the
order, random number ng(i=1, -, n} used for encryption, random number
15 nvg({v=-4, -, n), random number n'v(v=-4, -, n), random number n.(i=1, -+, n),
random number n-zi(i=1', -+, n), random number t(i=1, -+, n), calculated number:
m.3i(i=1, -, n}, and calculated number n4(i=1, -, n) are input to response
generating apparatus 421. These are all included in input random number
403.
20 Challenge value 419: c{i=1, -, n) and secret key 409: X' are
input to response generating apparatus 421. It is assumed below that co = 1.
Response generating apparatus 421 calculates response 422.
rv(v=-4, -+, n), r'v (v=-4, - n), r'i(i=1, -, n) as rv=Xp=p"mvcumodg(v=-4, -, n),
Pv=Si"vict+n'v modg(v=-4, -, n), and r=x'ciHtimodq(i=1, -, n).
25 Finally, response generating apparatus 421 sends rv(v=-4, -,
n), r'v(v=-4, - n), r"(i=1, ---, n) as shuffle-decrypting certifying commitment and

response 422 to shuffle-decrypting verifying apparatus 500, and then finishes



its operation. [End of shuffle-decrypting certifying apparatus 400]
[ Embodi ment (2)] Shuffle-decrypting verifying apparatus 500 according to an
5 enbodi nent of the present invention will be described below wth

reference to Fig. 5. Shuffle-decry_ptif?g_ verifying apparatus 500 shown in
Fig. 5is supplied with a plurality of encrypted texts 401, public keys
402, decrypted texts 408, random nunber 502, comon reference base 413,
shuffled 10 encrypted text comm tnment 410, substitution certifying

conmi t nenjts 4pérationdent i cal conversion certifying comm tment 415, decryption
certifying conmmtment 417, and response 422, and outputs chall enge val ue

419 and [wbtsFﬁﬁﬂe-d%hﬁjpiihgcéﬂﬁym?tdp@arateé by ng apparatus 500 conprises
chal l enge val ue generat’ing apparafus 501, substitution verifying apparatus

503, i denfEmbbditfertgR)er si on verifying apparatus 505, and decryption
verifying apparatus 508. Shuffle-decrypting verifying apparatus 500 is

i npl emented by a geSbuffie-dennypiingrvesifidng appamctusib0Q aecordimguto alevi ce, an
out put device, a nenory, and a controller. Challenge val ue generating
appar at us eBrdimenitefithe preéssmt inventiph vl be desarthed beldy witte rafetemicedonver si on
verifying_apparatus 20 505, and decryption verifying apparatus 508 are
virtuall yFlQoﬁstruct ed in the conputer system Each of the conponents wl|
be described in det a'éilﬂwqel ow. [ Chal] enge val ue generati ng _appar at us 501]
Publ i c keys 402: (GoSTigydecamiingpiesiyinggparats SY&shawh ¢ Eig. S iRy | and

gener ot | ngUapsa ARe el Rr il 485 pUTB eyt AgRReeSPRRal Tonge
val ue gengial kg ARAGHAN A0S d02, ARhhERIGEIGh e SR I B dHihpPar at us 501

waits for s
10 encrypted text commitment-410, substitution certifying commitment 412,

identical conversion certifying commitment 415, decryption certifying
commitment 417, and response 422, and outputs challenge value 419 and
result 509. Shuffle-decrypting verifying apparatus 500 comprises challenge
value generating apparatus 501, substitution verifying apparatus 503, identical
15 conversion verifying apparatus 505, and decryption verifying apparatus 508.
Shuffle-decrypting verifying apparatus 500 is impiemented by a
- . general computer system including an input device, an output device, a
memory, and a controller. Challenge value generating apparatus 501,
substitution verifying apparatus 503, identical conversion verifying apparatus
20 505, and decryption verifying apparatus 508 are virtually constructed in the
computer system. Each of the components will be described in detail below.
{Challenge value generating apparatus 501]
Public keys 402: (Go,Mo,Y), encrypted texts 401: (G1,M4)(i=1, -,
n), and decrypted texts 408; (G‘i,M'i)(i=1, -, n) are input to challenge value
25 generating apparatus 501. Random number 502 is also input to challenge
value generating apparatus 501,

Challenge value generating apparatus 501 waits for shuffle-



decrypting certifying commtnment 420 to be sent from shuffl e-decrypting
certifying apparatus 400. As soon as chall enge val ue generati ng apparatus
501 receives shuffle-decrypting certifying conmtnent 420, it sends

chal  enge values 419: c_i EZzq(i =1, , generated from random nunber 502 to
shuffle- 5 decrypting certifying apparatus 400. Chall enge val ue generating
apparatus 501 waits for shuffle- decrypting certifying response 422 to be
sent from shuffle-decrypting certifying apparatus 400. \Wen

shuffle-d i T YA oTa i : .enge val ue
gener at'i ngﬂa: alpgg; Sgﬁglg'g Fﬁhﬂ'@t@%ﬁ%ﬁﬁﬁogﬁ%%g%@f@@ﬁh # t{/flféng&él}gbg@;ar atus are
oper at ed: J j I iafayd o } rifying
ppar at Us 0 g S et oA BUs™ Y

confirns Batretéiges hiiffieldidrgstingt dePifging’ dmminedt 420; it $&nds challenge
Ev=_4"[rv+dr' v] Fv=F o+[d] F'o+E; =i "[c; +dc; 2] F Ei =i '
"[ri3-ci 3valkes3H9: éHaDir 1|, f-- al)lgehbested douatdraiosn aumbeasig o eHuffliehen
substitution verifying apparatus 503 outputs "legitimate" as output 504.
1f al B t hdeeryplingtcedifgingrappacatus 480i sfi ed, then substitution verifying
apparatus 503 outputs "illegitimate" as 20 out put 504. [Identi cal
conversi on veri fyi ngChplenga valusgsneradingtapparatus 504 vaitsifov ehufflg: ng
apparatus 505 confirps that the follow ng equations are satisfied:

Zv_o" [ r v] B7SBRIBE cepiting response 422 forkg seatdore shefiiendearyptingeesstitvingat i ons
Tl egiti mapebaiptie gy WaenShymerirtrtoguer g oninsd #53 B sentto - °U' Pt S
| challenge value generating apparatus 501, the following three verifying
10 - apparatus are operated:
| [Substitution verifying apparatus 503)
Substitution verifying apparatus 503 randomly select deZ, from
input random number 502, and confirms that the following equations are
satisfied:
15 Zv=g"[rv+drv]Fv=Fg+{d]F "o+ et foitd e F
| Tt "[rP-c%]=r 3 s +wmodg
If all these equations are satisfied, then substitution verifying
apparatus 503 outputs "legitimate” as output 504, If all these equations are not
satisfied, then substitution verifying apparatus 503 dufputs "illegitimate” as
20 output 504.
[ldentical conversion verifying apparatus 505]
Identical conversion verifying apparatus 505 confirms that the
following equations are satisfied:
Zv=g [IV]Gv=Z = [cpIG'Y
25 Zva1"TrvIMv=Zpo"[cp]Ny
If these equations are satisfied, then identical conversion

verifying apparatus 505 outputs "legitimate" as output 506. If these equations



are not satisfied, then identical conversion verifying apparatus 505
outputs "illegitimte" as output 506. [Decryption verifying apparatus 507]
Decryption verifying apparatus 507 confirnms that the following 5 equations
are satisfied: 7 [r 1] M 1+Ei -tn[r"i](‘% N. +Ei =1n[ci](N M)
[r"i]Go=[ci]Y+Y'i If these equations # e satisfied, then decryption
verifying apparatus 507 outputs "legitimte" as output 508. If these
equations are not 10 satisfied, then decryption verifying apparatus 507

out puts "j I 3] " : . f e above

t hree appgtéaﬁtgﬂsé,dtgﬁ%&’,th?ﬁ('adé}gﬁ%Eé?rs%??]gﬁmegﬁ,@%ﬁg%%ﬁ%ﬁ%tpb he identi cal
conver si OF AW AVIT s, and the decryption verifying apparatus are
"legiti na?gé@f"ﬁﬁgén%h(gﬂgﬂ{)@ ‘e 15 decrypting verifying apparatus outputs

"1 egi ti ma@ecrastichvdiilin atdtu§weri one of the outputs of the above three
appar at usE IS r??tl I egein’ﬁrré%%p, t hen tLe shuffle- decrypting verifying

appar atus out puts "iDé@ghlibrénfyingSappdratut 500%ontiPme esatthegstiowsye. each of
shuffl e-decrypting legitimacy certifying apparatus 400 and

shuf f b e- dequatigrisnge\satisfisd:ng apparatus 500 is 20 inplenented by a general
conputer system According to the present invention, shuffling apparatus
405, decrypting appdraiis-uol" 16k Cad [c¥NeMipt ed text conmmi t ment
apparatus 409, substitution certifying commtnent apparatus 411, identical
conversion certifyi g lCortelYm¥éhnt apparatus 414, decryption certifying
comm t mrent apparatus 416, chal |l enge val ue acquiring 25 apparatus 418, and
response apparat us 4btheseeauationsere salisiieds thenaddesryptioneverdyigut er system

503, | denEPREP S LPOPHI VST A pae SR " sbsse Aruatiopp ard not “PPe A HS

10  satisfied, then decryption verifying apparatus 507 outputs "illegitimate” as
output 508.

if all the outputs of the above three apparatus, i.e., the
substitution verifying apparatus, the identical conversion verifying apparatus,
and the decryption verifying apparatus are "legitimate", then the shuffle-

15 decrypting vérifying apparatus outputs "legitimate"” as output 509. If even one
of the outputs of the above three apparatus is "illegitimate", then the shuffle-
decrypting verifying apparatus outputs "illegitimate" as output 509.

As described above, each of shuffle-decrypting legitimacy
certifying apparatus 400 and shuffle-decrypting verifying apparatus 500 is

20 implemented by a general computer system. According to the present
invention, shuffling apparatus 405, decrypting apparatus 406, shuffled
encrypted text commitment apparatus 409, substitution certifying commitment
apparatus 411, identical conversion certifying commitment apparatus 414,
decryption certifying commitment apparatus 416, challenge value acquiring

25  apparatus 418, and response apparatus 421 are virtually constructed in the
computer system. Challenge value generating apparatus 501, substitution

verifying apparatus 503, identical conversion verifying apparatus 505, and



decryption verifying apparatus 508 include a programfor virtually
constructing these apparatuses in the conputer system and a recording
medi um for storing the program -22- SCOPE OF CLAIMS 1. A

shuffl e-decrypting | egitinmacy certlfging_apparatus for being supplied with
a plurality of encrypted texts, a public key, a decrypting secret Kkey, and
a random nunber, encrypting the encrypted texts with the public key,
shuffling the order of the encrypted texts, generating a plurality of

decrypt eddécrﬂ(sﬁéﬁv@ﬂ?@\gfé?ﬂ) t#g%@flﬁélhﬂg éﬁ%g%?ﬁ&é{rwiﬁda%ﬁﬁr%tr% r*ﬂg the

secret key, and cer l'egi ti mac e encry e shuffling
of the ortrske dppdrithses ﬁﬁ@]bYdth;SlﬂeF SystemhHAd |a®re€6fd’ﬂ@h’iéﬂi%rﬁ%ﬂ Srpting
apparatus, wherein data to communicate wi th said shuffle-decrypting

veri fyi ngtheppegedms i ncl udes a commitnment of a shuffled encrypted text
which is an encrypted text produced 10 by encrypting the encrypted texts
with said public key and shuffling the order thereof. 2. The
shuffle-decrypting verifying apparatus for being supplied wth a plurality
of encrypted texts, a plurality of decrypted texts, a public key, and a
random nunber, and verifying the legitinmacy by a shuffle-decrypting:

| egitimacy certifying apparatus of a certification indicating that the
decrypted 5 texts are data produced by encrypting the encrypted texts,
shuffling the order thereof, and decrypting the encrypted texts with a
secret key corresponding to said public key, wherein data to comrunicate
with said shuffle-decrypting legitinmacy certifying apparatus includes a
commi tnment of a shuffled encrypted text which is an encrypted text
produced by encrypting the encrypted texts with 10 said public key and
shuffling the order thereof. 3. A shuffle-decrypting legitinmacy certifying
apparatus according to claim1, conprising:



a shuffling apparatus for being supplied with said encrypted texts, said
public key, and said random nunber, encrypting the encrypted texts 5 with
the public key, shuffling the order of the encrypted texts, and outputting
a 23 plurality of shuffled encryptedspexts produced as a result; a
decrypting apparatus for being supplied with the shuffled encrypted texts
and said secret key, decrypting the shuffled encrypted texts wth said
secret key, and outputting a plurality of decrypted texts produced as a 10

result; and a shuffled encrypt e§COPE OFOODAIMENt apparatus for being
supplied with the shuffled encrypted texts and the random nunber,

generating a conmi t rreAtshuffle-tecrypliid legitineangyr yetifthg sparatusrfdr beingut ting a
shuffled encrypted text conm tment produced as a result. 4. The

shuf f | e- désipplied wifhacglutdlitefenaryptetiexts, appbliakey a deaypliigisedret cl ai m 3,
conprising: a substitution certifying comm tnment apparatus for being
suppl i ed Weyhar&pdapdemdidmberencrygting thet emeryptesHekis witctherpubliokeywhi ch i s
bet neen { ROUEIEIeprder oF Bieceyifyiiad {ORs cORnSrBENG ARAN QfiEoRedhurf| ed
ohr 2! b SO Sa nd  ema Tl B sy ¥hb i 11
o oo o P BB B, Hl ST b B e of e
oo e PoseEARBL0 SR AU R SSE0 LA SRR p o0t 2L
R T A L R R L
i denti cal commvighehiOsF £ Shiiffigy eRerypesidxRMichBifeddydted text produced
10 by encrypting the encrypted texts with said public key and shuffling the order
thereof. '
| 2. The shuffle-decrypting verifying apparatus for being supplied
with a plurality of encrypted texts, a plurality of decrypted texts, a public key,
and a random number, and verifying the legitimacy by a shuffle-decrypting
legitimacy certifying apparatus of a certification indicating that the decrypted
| 5 texts are data produced by encrypting the encrypted texts, shuffling the order
thereof, and decrypting the encrypted texts with a secret key corresponding to
said public key, wherein data to communicate with said shuffle-decrypting
legitimacy certifying apparatus includes a commitment of a shuffled encrypted
text which is an encrypted text produced by encrypting the encrypted texts with
10  said public key and shuffling the order thereof.
3. A shuffle-decrypting legitimacy certifying apparatus according
to claim 1, comprising:
a shuffling apparatus for being supplied with said encrypted
texts, said public key, and said random number, encrypting the encrypted texts

5 with the public key, shuffling the order of the encrypted texts, and outputting a



comm tment of certification indicating that the commtted shuffled
encrypted texts are generated by shuffling the encrypted texts using the
substitution and the random nunber for encryption which are comritted by
said shuffle - 24 - commtnent; 20 a gecryption certifying comm tnent
apparatus for being supplied wth the commtnent of the shuffled encrypted
texts, said decrypted texts, said secret key, and the random nunber, and
generating a decryption certifying conmmtnent which is a conmtnent of a

certifi capjeality ¥ shafied nthdted s 5@?@058%@ égééfuitl ed encrypted texts are

decrypted into said decrypted . texts 5 sal d secret key; a challenge

val ue acquiring appasdedspliag aﬁ?ﬁﬁﬂtlﬁ‘gfcﬂb‘émﬁédj@plieﬂqmwmeiﬁﬂjfﬂ@ﬂifyi ng
comm t ment conprising the commtnent of the shuffled encrypted texts, said

shuf f1 e cenumyptehtextssandissid setrdt kely ode@ppling tHeghuisarehompted tepisd i denti cal
conversion certifying commtnment, and said 30 decryption certifying
commi t nenwithtsaic aectet keyf, fand-aldputyipy ianguredity 6fydegyptedtexts prsducaddasiai t i ng
for and receivi ng a chall enge val ue as a sequence of random numbers from
sai d18huf reseltja@pdypti ng verifyi ng apparatus; and a response generating
apparatus for generating a response which is represented by data that can
be cal cul ated from dashuifiggengrnmied texd cogmninant aprpasatus foebeisgi d r andom
nunber, and sai d secret L?ﬁ and ?eg{]di ng the generated response to said
shuffl e- d%‘éﬁ’@m\ﬂ $h ‘%/fbeaﬁya igxts and thesapdart NembeG 9gperatiover i f yi ng
apparatus_accordi ng, to. clai conpr,i.si ng: chal | enge v e generating
appar at usaf°8FangWﬁBBfotP8rS%Hﬁlqﬁﬁ¢'?Cr%p egéemp?mﬁgugwmq ishl;;ﬁ@ nm t ment
conprisin Htaﬁﬁ Lon certifyi 5 1, ment including a commtnent of
a plurali 9&9@ S yﬁ%’hg’gﬂtﬁ%{%#%gﬂssg?g%{a shuffl e conm tnent, an
Identical conversi ony cid {{#hEYeCRIEhE TElimady Rertifying apparatus
according to claim 3, comprising:
a substitution certifying commitment apparatus for being
supplied with said random number, generating a shuffle commitment which is a
5 commitment with respect to a substitution representing an association between
the order of the encrypted texts to be shuffled and the shuffled order of the
encrypted texts and the random number for encryption, generating a
substitution certifying commitment comprising the shuffle commitment and a
commitment of the certification of the knowledge of the committed substitution
10 and the committed random number for encryption, and outputting said
substitution certifying commitment;
an identical conversion certifying commitment apparatus for
being supplied with said encrypted texts, said public key, the commitment of
the shuffled encrypted texts, and the random number, and generating and
15  outputting an identical conversion certifying commitment which is a
commitment of certification indicating that the committed shuffled encrypted
texts are generated by shuffling the encrypted texts using the substitution and

the random number for encryption which are committed by said shuffie



a decryption certifying commtnent, to be sent fromsaid shuffle-decrypting
certifying apparatus, selecting a random nunber having a given length as a
chal | enge val ue when said shuffle-decrypting certifying conmtnent is 25
10 received, and sending the sel ectedghal | enge value to said

shuffl e-decrypting certifying commtnent; a substitution verifying
apparatus for being supplied with said shuffle conmtnent, said
substitution certifying commtnent, said response, and said challenge

val ue, andofronitrgenter ating a verifying result indicating either 15
"legitimate” or "illegitimte" depending on whether the shuffle comm tnent
is az0comm tnent of adestyptionicerifging gonmmittnennapixratusdor baiagysuipped an

i dentical conversion verifying apparatus for being supplied wth said

i dent i cal withrthe conmunitroent ¢ffthe shutiledrenanpted texts dsaid degrypéat] texig, said he

comm tment of said shuffled encrypted texts, said public key, said

r esponse, SeUrehkay.sandtherandemgumber and geoctatingraxdecryption eeitifyingig resul t
indicative of either "legitimate" or "illegitinmate" dependi ng on whet her
the commi EPEEIERERtWRRIEh isAspyRaikneniada cartiicaliy ndicating thaf thée comi tt ed
substitution a h onm tte random nunber for encryption; and a

decrypt i oﬁovg?‘f*?érsﬁtjﬁ@g%w&fﬂ(}%d f3ts B 3@0@%& 'P%S@lﬁildﬁcyﬁt‘ﬂj texts Bcrypti on
certipfying_text nmm tment of said shuffled encrypted texts, said

decr%t ed9§|§>§%gretj%yd public key, said response, and said chal | enge val ue,

cry © pu nd said challenge val u
Tl egrtimaten” depehanditiis’ G headifhg 2bbitfatds 1 Sehiing & SEr ot ea "t ext s
ille ) | | | Shut ed |
fecul ts | Peeptihg berhg cBRAKACR o iiiing Bk eltffiibritor e shdfied Sy ! 1Y 1o
conver si ognagpickyionts, 38R cofhntatitdsAIASLLRHHAGN URIVihY! No_appar at us

represent "legitimte”, then a verifying result indicating™ "legitimte",
that represraniignéntasaid adiehtautdnedsidacertifyitg dotxhBEmahe aidostiged by

30  decryption certifying commitment, to said shuffle-decrypting verifying
apparatus, and waiting for and receiving a challenge value as a sequence of
random numbers from said shuffle-decrypting verifying apparatus; and

a response generating apparatus for generating a response
which is represented by data that can be calculated from data including said

35  challenge value, said random number, and said secret key, and sending the
generated response to said shuffle-decrypting verifying apparatus.

5. The shuffle-decrypting verifying apparatus according to claim
2, comprising:

a challenge value generating apparatus for waiting for a shuffle-
decrypting certifying commitment comprising a substitution certifying

5 commitment including a commitment of a plurality of shuffled encrypted texts

and a shuffle commitment, an identical conversion certifying commitment, and
a decryption certifying commitment, to be sent from said shuffle-decrypting
certifying apparatus, selecting a random number having a given length as a

challenge value when said shuffle-decrypting certifying commitment is



properly shuffle-decrypting said encrypted tests, is output, and if even
one of 35 said verifying results represents "illegitimate", then a
verifying result indicative of "illegitinmate" is output. - 26 6. A

shuffl e-decrypting legitimcy certifyjmg nmethod for being supplied with a
plurality of encrypted texts, a public key, a decrypting secret Kkey, and a
random nunber, encrypting the encrypted texts with the public key,
shuffling the order of ‘the encrypted texts, generating a plurality of

decr ypt ed récdived, andrsetidirathblsclttéd phallthgehl @ty ¥4l @HuifRXd&cryplidy the
secret key, and certifying the legitimcy of the encryption, the shuffling

of the or dertifyingdotimeitmeetcr yption to a shuffl e-decrypting verifying
apparatus, wherein data to comrunicate with said shuffle-decrypting
veri fying apparat us @isubstdatoraverifyimg appanatus fforbaihg slippiiedwith watded t ext
which is aB %Incrypt ﬁd tgxt_ rolfl%i%;d 10 rtl;%// encry%ing%ﬂthaﬁdencrypt ed texts
Wi t h sai dSpublei@nrelimgnt saiLisdbstitigfianheertifyirgy cornimg . sald rgsponse,
shuffl e-decrypting verifying nmethod for being supplied with a plurality of
encr ypt ed 2dséid chialisnge ypluey apd faraengieting asrrifyingiresullindicriing ether a

d . I fyi the legiti b huffle-d t
| cgi tPrmoySLEe o AlpailaliaieRening crarieinELHE SHNRaPEEIHE A « he
decrypt ed . e 5 data.produced by encr ing the encrypted texts,
Shut 111 machRENEpdior3nBstidioh SRR Gobadh BT te oh bRt cc Fexts with a
secret key correspongi Q_sal i ¢ key. wherein 0 ni cat e
with said shuffle- de%ﬁ E%tnlhg%l Ca&f&gﬁ@ﬁﬁ%@@@ﬂﬁ%@g f%'b%%batsﬁfgpﬁ%mdes a
conmi t men{,i#Rf : : el | Sa text
roduced fneal BRHiaieipisiRtatiyidiomiitnichs SalentiRddiot ' . g

zglrJI T :‘ ;ngérmim%ﬁ?g%g%%ﬁlec?gngl F%%H§é§ﬁp@$§£?1ﬁékep%gél§? S%E of 2 being
supptoed and BaRidithlienge yaledah@gederatmigth Peviying rssyit irdishtive of either
“legitimate” or "illegitimate" depending on whether the committed shuffled
encrypted texts are shuffled using the committed substitution or the committed
random number for encryption; and
a decryption verifying apparatus for being supplied with said
25 decryption certifying text, commitment of said shuffled encrypted texts, said
| decrypted texts, said public key, said response, and said challenge value, and
generating a verifying result indicative of either "legitimate” or "illegitimate"
depending on whether the committed shuffled encrypted texts are decrypted
into said decrypted texts;

30 wherein if all the verifying results from said substitution verifying
apparatus, said identical conversion verifying apparatus, and said decryption
verifying apparatus represent "legitimate”, then a verifying resuit indicating
"legitimate”, that represents that said shuffled decrypted texts are produced by
properly shuffle-decrypting said encrypted tests, is output, and if even one of

35 said verifying resuits represents "illegitimate"”, then a verifying result indicative

of "illegiti’mate" is oufput.



sai d random nunber, encrypting the encrypted texts with the public key, 5
shuffling the order of the encrypted texts, and outputting a plurality of
shuffled encrypted texts produced as a result; 27 being supplied with the
shuffled encrypted texts and said secyget_ key, decrypting the shuffled
encrypted texts with said secret key, and outputting a plurality of
decrypted texts produced as a result; and 10 being supplied wth the
shuffl ed encrypted texts and the random nunber, generating a comm tnent of
the shuffled encrypt Sm%ﬁ&ﬁﬁrd@d?ﬁptir@;bglﬁmd Tentiffingrhé®@daTBepyiAyed text
comm tnment produced as a result. 9. The shuffle-decrypting |egitinmacy

certi fyi ngupplidtbwith aquluwilityoof drengited texds, £ poblid ikdyna ddteytingiseondt: bei ng
supplied with said random nunber, generating a shuffle conmtnment which is
a conmi t mkay, and & rardge cunberaeserpsting tiei encryptpd dsvds withighe public &eg,oci at i on
between the order of the encrypted texts to be shuffled and the shuffled
order of sheffincingmrdar ebthesenenpiedtekts ganenatingdpluraldy of decsyptechn,

generat i n?ea substitution certifying commtment conprising the shuffle

commi Pnenf@ahareducsaiyv draRYPti thaencamied tads Wih the searet kavwnstige of t he

committed suybsti Eut @%ﬂ and sa' d conm'_tted random nunber for encr ypt i on, _ and

10 out put P?ﬁgy'%urbe 935y 71 R epsptip]; the Luifing et omsierndihspl i ed with

i d . ts, i d blic key,.th i t f th huf f | ed

oncry pt oaUPETPIbR K& selfleoditioliia et Hona ISR §HR M out put ¢ i g an

i denti cal .S - AV ] t..which i . ) t t of

certi f1 caboBHiA LA sHbREEe R By GPpalud MARBS A od texts are
t edak | A ' ti ' d i d

andom nugparmpCt Srab e SR Bl EAIE pRbricbred IR drbiiotl 2 o

conmi § menby eReiypting WP bh&Yptid BxisAitte S5 JUBRE ke larhu MG ki@ Brdper ypt ed

thereof.

7. A shuffle-decrypting verifying method for being supplied with
a plurality of encrypted te'xts, a plurality of decrypted texts, a public key, and a
random number, and verifying the legitimacy by a shufﬁe—decrypting legitimacy
certifying apparatus of a certification indicating that the decrypted texts are
5 data produced by encrypting the encrypted texts, shuffling the order thereof,
and decrypting the encrypted texts with a secret key corresponding to said
public key, wherein data to communicate with said shuffle-decrypting
legitimacy certifying apparatus includes a commitment of a shuffled encrypted
text which is an encrypted text produced by encrypting the encrypted texts with
10 said public key and shuffling the order thereof.
8. The shuffle-decrypting legitimacy certifying method according
to claim 6, comprising the steps of:
being supplied with said encrypted texts, said public key, and
said random number, encrypting the encrypted texts with the public key,
5 shuffling the order of the encrypted texts, and outputting a plurality of shuffled

encrypted texts produced as a result;



texts, said decrypted texts, said secret key, and said random nunber, and
20 generating a decryption certifying commtnent which is a coimitnent of a
certification indicating that the conmtted shuffled encrypted texts are 28
decrypted into said decrypted texts_by;said secret key;, sending a

shuffl e-decrypting certifying conmtnment conprising the commtnment of the
shuffled encrypted texts, said shuffle conmmtnent, said 25 substitution
certifying commtnment, said identical conversion certifying conmtnent, and

said decryption cert béygrpphaarinitiehé shifled aindrgpied tdxes afgealdsddnet
verifying apparatus, and waiting for and receivi.ng a challenge value as a

sequence &kyr dectpptingineesruifiedencaptedsbxtt With skid sppiat kegy vand f yi ng
apparatus; and 30 generating a response which is represented by data that
can be cautruttiingd pluralitydfidecryptedi tixigpmaiuded laald resgh; amd ue, sai d random
nunber, and said secret key, and sendi nfng t he generated response to said
shuf fille- decrypting benorsypaliedpithtae abuffied enthgtedh terts anddhae yandong
verifying nethod according to claim_ 7, conprising: the step of waiting for
a shuf f | e NYENSF9$NRYANRG BiCOMMEMEenhef thashufllesersrvrieddextssandti t uti on
certifyin ogm t ment _j ncl udi a conmtpent of a 5 plurality of shuffled
encrypt ed%&&%%ﬂ& Hﬁ@ﬁlﬁwqr@qgeﬁ?ﬁtm'}msnt P@duEsd 38 a EsHlter si on
certifying comm tneng, decryption certifyi .conmm nt, t be sent
rom sxi d shur 11 e- dets Vit PG ESHoNRngJedfiar alhiBg P desoldhaiom
nunber hayi pa; i ; hal | enge val ue when said shuffle

Yd Elgsrﬁisg §/:|¥ﬁw§m%®ﬁ%ﬁ€ ﬁe?%lsaofc

decrypting cer 'S received, and sending the selected 10

chal | enge value to _sgéiﬁg?ggﬁgé@@gﬁgéwgainaﬁn‘pﬁ&ﬁ’bg%igiég‘_egﬂsfﬁﬁ gﬁgmé t he

substitution verifying _ I'ng supplied wth saird
conmmi t nentomdfitrleMUbISEh fdlh icBmrRifhEhf With SeRETd A80bstitaAbA réteBemRfRy and

sald 5  an association between the order of the encrypted texts to be shuffled and the
shuffled order of the encrypted texts and said random number for encryption,
generating a substitution certifying commitment comprising the shuffle
commitment and a commitment of the certification of the knowledge of the
committed substitution and said committed random number for encryption, and
10 outputting said substitution certifying commitment;
being supplied with said encrypted texts, said public key, the
commitment of the shuffled encrypted texts, and said random number, and
generating and outputting an identical conversion certifying commitment which
is a commitment of a certification indicating that the committed shuffled
15 encrypted texts are generated by shuffling the encrypted texts using the
substitution and said random number for encryption which are committed by
said shuffle commitment;
being supplied with the commitment of the shuffled encrypted
texts, said decrypted texts, said secret key, and said random number, and
20 génerating a decryption certifying commitment whiéh is a commitment of a

certification indicating that the committed shuffled encrypted texts are



chal I enge val ue, and for generating a verifying result indicating either
"l'egitimate" or "illegitinmte" depending on whether the shuffle commtnent
is a 15 comm tnment of substitution or a random nunber for encryption; 29
the identical conversion verifying stgp of being supplied with said

I dentical conversion certifying commtnment, said encrypted texts, the
comm tnent of said shuffled encrypted texts, said public key, said
response, and said challenge value, and generating a verifying result

i ndi cati veleofypted s s2id ddcpgited fte by @hid 4ddréidy mat e” dependi ng on whet her
the committed shuffled encrypted texts are shuffled using the comitted

substitution or the semdihg beshufficedeapptingbetiffiny conelidéntadmmizthg he
decryption verifying step of being supplied with said decryption

certifyi nthe esmmitwentiof tesshoffled @ndryphed fdxes) saitcshuffledotrenitraentssaid 25
decrypted texts, said public key, said response, and said challenge val ue,
and géner &ubsiiution eertifinggometitment said ddentical cénwersibarcettifgigt i nat e” or
"illegitimte" depending on whether the commtted shuffled encrypted texts
are decryfPa¥nitmerip agdsaidrdesrypliasicertfying cathmitsianti fo said shulfleveri fyi ng
results froom s?i d supst Itution verifying 30 step, said identical

conver si oHEGRPIIRG VRGYINAPPatAkSs ARG Waiting for ABH reeRivingisnghalieage valiter esent
"legitimte", then a verifying result indicating,"legitimte", that

repr esent égtahsaqdﬂggpa oi Fﬁlﬁ%&%ﬁ@@( Vi P%S?'gﬁﬁgh[ér%e‘ﬂyg'iﬂ&‘é‘?f‘fﬁlygpr operly
shuffl e- g ﬁé%mé,%gldsai d encrypted tests, is output, and if even one of
said veri glng results represents "illegitimate", then a verifying result

e e eeun SRS 0 el ekt B SRA Bar ) 0.2
Lhrough 18aicdidtedin A8 KIRMINgRdic ERatioAbE V81, BERAEABLAFAFHEER GO o al m
said secret key, and sending the generated response to said shuffle-decrypting
verifying apparatus.
10. The shuffle-decrypting verifying method according to claim
7, comprising:
the step of waiting for a shuffle-decrypting certifying commitment
comprising a substitution certifying commitment including a commitment of a
5  plurality of shuffled encrypted texts and a shuffle commitment, an identical
conversion certifying commitment, and a decryption certifying commitment, to
be sent from said shuffle-decrypting certifying apparatus, selecting a random
number having a given length as a challenge value when said shuffle-
décrypting certifying commitment is received, and sending the selected
10  challenge value to said shuffle-decrypting certifying commitment;
the substitution verifying step of being supplied with said shuffle
commitment, said substitution certifying commitment, said response, and said
challenge value, and for generating a verifying result indicating either
“legitimate” or "illegitimate" depending on whether the shuffle commitment is a

15 commitment of substitution or a random number for encryption;



20

25

30

35

- 29 -

the identical conversion verifying step of being supplied with said
identical conversion certifying commitment, said encrypted tekis, the
commitment of said shuffled encrypted texts, said public key, said response,
and said challenge value, and generating a verifying result indicative of either
"legitimate” or "illegitimate" depending on whether the committed shuffled
encrypted texts are shuffled using the committed substitution or the committed
random number for encryption; and

the decryption verifying step of being supplied with said
decryption certifying text, commitment of said shuffled encrypted texts, said
decrypted texts, said 'public key, said response, and said challenge value, and

generating a verifying result indicative of either "legitimate” or "illegitimate"

- depending on whether the committed shuffled encrypted texts are decrypted
‘into said decrypted texts;

wherein if all the verifying results from said substitution verifying
step, said identical conversion verifying step, and said decryption verifying step
represent "legitimate”, then a verifying result indicating "legitimate”, that
represents that said shuffled decrypted texts are produced by properly shuffle-
decrypting said encrypted tests, is output, and if even one of said verifying
results represents "illegitimate", then a verifying result indicative of "illegitimate"
is output.

11. The program for enabling a computer to execute the steps of
a method according to any one of claims 6 through 10.

12. The recording medium storing a program according to claim

11.



