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WD 2005/ 104486 PCT/ US2004/ 021015 ACCELERATED TCP

( TRANSPORT CONTROL PROTOCOL) STACK PROCESSI NG FI ELD
wpQGhp448bodi nents of this invention rel ate t®CT/US2004/021015

accel erated TCP (Transport Control Protocol) stack

processi ng. BACKGROUND 5 [0002] Networking has becone

an integral part of conputer systens. Advances in

Md&QEKA%‘ﬂMRﬁNSF@#E@NTRBEP@&%OQ SPadK! bleCESSIHG

utilized due to overhead that nay be assocr ated wit
processi ng protocol stacks. Overhead may result from
bottl enecks in the conputEgELgystem fromusing the core
processing nodul e of a host processor to perform sl ow
menory access functions such as 10 data novenent, as

[0001F! | asEimpBHinksms % 6 itlenltiba ré@t@t@acé@eﬁéaé@mgﬁ@ﬂgport
m ssing the host processor caches. A protocol stack

Cont cﬂfFfrbﬁ)do@) sﬁaél@ 8? @cedur es and prograns that may
e

e execut’e packets sent over a network,
where the packets may conformto a specified
protocol . For exanplega bansport Cont r ol

Pr ot ocol / | nt er net Prot ocol pac ets may be processed
using a TCP/I P 15 stack. [0003] One approach to

[ooo2Educi nqem&klhgqrés' &do%é’éﬁtrhtbg ) arﬁél‘&% L?tbf"%gstems

pr ocessi ng For exanple, TCP/I processin

f. T
b EPLER SRR IR L PR My et
ff ded etvvork n onent
overliSAmNA ol B aesagaloio T AoSHes STrOGn ok, £hvérhend may
subsystem such as a NIC (network interface card)
resultifaeybetilenericEnthg asmpuier sysieapremtusingithsoeareaprbeesing

nunber of connections due to the nmenory requirenents
modae i@ ladstpracddsos to perfgrm sidve xteamassacsdest ddnotidns 3MGh as

2005/ 104486 PCT/ US2004/ 021015
data movement, as well as host processor stalls related to data accesses missing
the host processor caches. A protocol stack refers to a set of procedures and
programs that may be executed to handle packets sent over a network, where the
packets may conform to a specified protocol. For example, TCP/IP (Transport

Control Protocol/Internet Protocol) packets may be processed using a TCP/IP

stack.

[0003] One approach to reducing overhead is to partition protocol stack
processing. For example, TCP/IP stack processing may be offloaded onto a
TCP/IP offload engine (hereinafter “TOE”). In TOE, the entire TCP/IP stack may
be offloaded onto a networking component, such asa MAC (media access
control) component, of an 1/O subsystem, such as a NIC (network interface card).
However, a TOE may not be scalable to support a large number of connections

due to the memory requirements associated with storing contexts associated with
1



t hese connecti ons. BRI EF DESCRI PTI ON OF THE DRAW NGS
[ 0004] Enbodi nents of the present invention are
wohkbossisased by way of exanple, and not by wapCwofus2004/021015
l[imtation, in the figures of the acconpanying 5
draw ngs and in which like reference nunerals refer to
simlar elenments and in which: [0005] FIG 1
these cpOBEFIANSs a network. [0006] FIG 2 illustrates a
system according to one enbodiment. [0007] FIG 3 is
a flowhart_illustrating a nethod according to one 10
enbodi ment .BREFODESGRIPAON;OF THERRAWINGSust r at i ng
a met hod according to anot her enbodi ment. DETAI LED
DESCRI PTI ON [ 0009] Exanpl es described bel ow are for
[0004] | yst ribedimentssf dke Brasent Kiventipe are Hiustrated hgyvay of
intended to limt enbodi nents of the invention. Thus,
exampler andrahpy eqy ofdimitatiode incthiefienires ofl iteaaitcoropamtieg e a
list of exanples may be provided, it should be

drawiresirsd podhichaiketleferenedalifRrateeRPto kimiha eRwht'S8Ad in
as exhaustive, and do not limt enbodi nents of the

whichnvention to the exanpl es described and/ or
Illustrated. 20 [0010] FIG 1 illustrates a network
100 i n which enbodi nents of the invention may

ooosper at er1\at MRskatdeQ m&Wopeprise a plurality of nodes
[ ?EZA, D 2005/%42@2 PCT/ US2004/ 021015 102N,

where each of nodes 102A, ... 102N may be

[0006PMUNI &, Vil dtr ey R é%}%teﬁm%%bhﬁﬁ%vé Bné e‘h%wmg%t ion

nmedi um 104. As used hérein, conponents that ar
[0007] FIG. 3 is a flowchart illustrating a method according to one

embodiment.

[0008] FIG. 4 is a flowchart illustrating a method according to another

embodiment.
DETAILED DESCRIPTION

[0009] Examples described below are for illustrative purposes only, and are
in no way intended to limit embodiments of the invention. Thus, where examples
may be described in detail, or where a list of examples may be provided, it should
be understood that the examples are not to be construed as exhaustive, and do
not limit embodiments of the invention to the examples described and/or

illustrated.

[0010] FIG. 1 illustrates a network 100 in which embodiments of the

invention may operate. Network 100 may comprise a plurality of nodes 1024, ..
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"conmmuni cati vel y coupl ed" neans that the conponents
may be capable of communicating with each other via
wonoslionmsd (e.g., copper wires), or wreless (BCGUS2H4/021015
radi o frequency) neans. Nodes 102A ... 102N nay
transmt and receive sets of one or nore signals via
medi um 104 that may encode one or nore packets.
102N pwhare eachuelotpdas HI2A, .a 10N keay' bersamenenisaiineiy ceupled
one or nore synbols and/or values that nay be encoded
together oieea @ommunrication alesdigmalfsini As eded heosinatompeséniertiat are
sender to at |east one receiver. As used herein, a 10

“comrA@NBHIN R EbOPleBe fHdds tHBEINS O rifrfdrismAnbé "cépéﬁl(e%fgh
whi ch el ectromagnetic radiation may be transmtted

comﬁf‘uﬂ{&ftlng%ﬁo}‘ﬁgﬁx awbvﬁeﬁﬁéw d'cBgPé fr@% oF Wireless (e.g.,

one or

fadfoptséﬁat’%'r" A e 102K PRk VBRI g ielp sets o

onprise air and/or vacuum thr ough whi ch nodes 102A

one Or mote Signais, vigimedings 194 iptimay ercede nne o Mmerediackets.
sets of one or nore signals. [0012] In network 100,

e or nore of the nodes 102A ... 102N mamy conprise

0013he or AbHEes heerinea; Backeb; MERBRS, Seguencadf ongror more

exanpl e, one or nore hubs, switches, and/or routers;
symbelgiandéralalyesothat mayr bexenoedad by noe @ manessighalseansmitted
nodes 102A ... 102N nay conpri se one or nore end

fromsdtadagtnme sireler aoldt ldagnehd yecivar Ad ussdhakiels) &,
network 100 nay conprise one or nore not shown

t b - i
“comrAtMEARSH Aelliura ﬁ{éa‘ﬁlﬁéa ?%ﬁﬁhﬁ{%?@g@{@&c&elggrowﬁgnetlc

comuni cat 1 vely coup

155 By B S OSB3, B0 e, 1 my

ar. e OSSI bl e. 013] At one o nodes 102A,
com g et DRl B8 CEfadierrigel audor Slagfosy saplesaatipugh
PCT/ US2004/ 021015 illustrated in FIG 2. System 200
manyrgiie@tives aee ROSSIbe: dters@Mplo 2comoricalianyiedium 104 may
comprise air and/or vacuum, through which nodes 102A . . . 102N may wirelessly

transmit and/or receive sets of one or more signals.

[0012] In network 100, one or more of the nodes 102A . .. 102N may
comprise one or more intermediate stations, such as, for example, one or more
hubs, switches, and/or routers; additionally or alternatively, one or more of the
nodes 102A . .. 102N may comprise one or more end stations. Also additionally
or alternatively, network 100 may comprise one or more not shown intermediate
stations, and medium 104 may communicatively couple together at least some of
the nodes 102A . . . 102N and one or more of these intermediate stations. Of

course, many alternatives are possible.

[0013] At least one of nodes 102A, ..., 102N may comprise system 200, as
3
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204, bus 206, and chi pset 208. (System 200 may
conprise nore than one host processor 202, host
wormBIg448604, bus 206, and chi pset 208, or ot hePCTySe®4/021015
of processors, nenories, and busses; however, the
former are illustrated for 5 sinplicity of discussion,
.. and are not intended to |limt enbodinents of the
illustigioe it Fia. 3. BystenprOe @szeomprse host pigsessyr 202 hdstsnemory
206, and chipset 208 may be conprised in a single
204, bius 06, ahdashihse$ 208. 4Systear 206 anpl eomeprisy starmthan one host
not her board 218. [0014] Host processor 202 may

proc&sgERIaoDe hastcrfﬁtafshcﬁa;;/1 208SBUS 20BN _@h%@@t 208, &tdBEr types of
support nodules that Interface with other system

procgéé?ﬁ@,%%md?%%, SX@BBLEes: hovRP bk fIRALY %eWstkéi%P Yde a
u y roller

s unit that comunicates with a nenor con

. . 00. st _processqr 20 omprise ar

simp R PASEISEOH, A re R BARRe B9 Frarai o dBlacd pr ik

i i S CcO rcially available fromthe Assignee of the

invery{opy o 105 BEAGESHRT $92. hst GRRIne’), 204. kAl ARc Chipgai208 may
processor 202 may 15 conprise another type of

be compriepd tce sigle ciscghbeard, Sueh agalioplezampleriasysiencessor
that is manufactured and/or commercially avail abl e

mothlerlovard Zi@irce ot her than the Assignee of the subject
appl i cation, w thout departing from enbodi nents of the
i nvention. [0015] Host processor 202 may be

[0014pmuni d@dtipretessoo 20Rerday conipriseet cord(rabdssifd imsdile and
208 may conprise a host bridge/ hub systemthat may

i 0
othe €SIt H@‘élhlesﬁhﬁfimg%@éc@\%h @mbrgg@%erﬁ%!mﬁém%, ‘Fc{raéme, a

ot her and to bus 206. Chipset 2 may al so inc
[ h t : C e

supppTpBalE Ay RIS BFL R nBL e Rt S B oy

c ri se one re integra circuit chips, such
contSETtro SHs88T 20 « e etetespens 8 mevsartonise. dof bl an

commercially 4 WD 2005/ 104486 PCT/ US2004/ 021015
Intel® Pentium® microprocessor that is commercially available from the Assignee
of the subject application. Of course, alternatively, host processor 202 may
comprise another type of microprocessor, such as, for example, a microprocessor
that is manufactured and/or commercially available from a source other than the

Assignee of the subject application, without departing from embodiments of the

invention.

[0015] Host processor 202 may be communicatively coupled to chipset
208. Chipset 208 may comprise a host bridge/hub system that may couple host
processor 202 and host memory 204 to each other and to bus 206. Chipset 208
may also include an I/O bridge/hub system (not shown) that may couple the host
bridge/bus system to bus 206. Chipset 208 may comprise one or more integrated

circuit chips, such as those selected from integrated circuit chipsets commerciaily

4
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avai | abl e from the Assignee of the subject application
(e.g., graphics nenory and |/O controller hub
woho@set4sy, al t hough ot her one or nore integrarPed/us2004/021015
circuit chips may also, or alternatively, be used.
[0016] Bus 206 may conprise a bus that conplies with
t he Peri pher al nponent | nterconnect (PCl) Local
avail@ye fepadhe Asatgn@ﬁ ofFu@e/ subjest applicaeodetger grapBjcsimemory and
avai l able fromthe PCl Special Interest G oup,
e cé’mrbnlerﬁwb ¢hipgets), dlthBugh otifdresras oairiops integeted dirtdt alsips
"PC bus"). Alternatively, bus 106 instead may

may Q%kaﬁﬂemdﬁvél t patuse@nplies with the PC -X
Speci fication ev 1. Oa, July 24, 2000, (hereinafter

referred to as a "PCl-X bus"), or a bus that conplies

[oow]nt h t'@qslﬁoé’ﬁlay‘—:ccﬁﬁﬁﬁéé hGis! tAAt Bsmgné’ tﬁ the Perlpheral

ereinafter referred to as a

e
Com?ﬁﬁ@“&téb?e%p%@b%ﬁwf G MR, E.e&‘ﬁ@* %@“ Ropmoer
ila forom,¢t i,d PCl eci
18, 18882y Bee etfiuhe Bl shieora terest 80P, Bortafib ishey, U.sA
bus 1 6 may conprise other types_ and configurati ons of
(herem%ftw@fas@ tojas pogeY pusy st tyﬂrm%w%dmﬁg instRad yay
conprise circuitry 216. CGrcuitry 216 may conprise
commwise abusthat campliestwith theplRCl-o¢ SpecificatiomiBee. bpar duly @ds
descri bed herein as being performed by TCP-A

2000( (eraiRmicl rélenedab a8raptRCRX busé)lwbemﬁim@l cofpli¥e with2he
and/ or network conponent 212 rcuitry 216 may be

PCI-En ﬁ%lﬁc%%oh%e@@él%n@%@%a‘?@? rNerfBRr e £2PLHBE]-ENys"), a

or nmay execute I ne- execut abl e 20 |nstruct|ons

specgl‘%gqﬁgil/ﬂ% Egr%l . gegﬁgﬁ% ﬁ%})ﬂcﬁﬁé{‘ %ﬁ@ﬁ;éo E?% Isg)'ercfall' Ir‘ite}{est
chi ne-e strycti 26 t be
Grougg,el%gylg@nbﬁ *PQibuachaﬂaQ'@ r%%ﬁ}%F"%Qf?ﬁ?'gﬁ%@ggé%@?hﬂ@%?
Instead of being conprised in host processor 202, or
Grouph Pestiand2 63egenntd. SA. adlso.aitarnatively.rijus21@ may emprise other
conprised in a circuit card (not shown), and/or other
typesandebofigwations bebses spstdhy. 5

[0017] System 200 may additionally comprise circuitry 216. Circuitry 216
may comprise one or more circuits to perform one or more operations described
herein as being performed by TCP-A (Transport Control Protocol — Accelerated)
driver 222 and/or network component 212. Circuitry 216 may be hardwired to
perform the one or more operations, and/or may execute machine-executable
instructions to perform these operations. For example, circuitry 216 may comprise
memory 236 that may store machine-executable instructions 226 that may be
executed by circuitry 216 to perform these operations. Instead of being comprised
in host processor 202, or chipset 208, some or all of circuitry 216 may be

comprised in a circuit card (not shown), and/or other structures, systems, and/or
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WO 2005/ 104486 PCT/ US2004/ 021015 devices that may be,
for exanple, conprised in notherboard 218, and/or
woamsssat i vel y coupl ed to bus 206, and nmay erchansg®4/021015

data and/ or commands w th one or nore other

conmponents in system 200. GCrcuitry 216 may conpri se,

for exanple, one or nore digital circuits, one or nore
dew%assamagn@yrl&|ft>&exameleorcommnée@ ins atberheerd 248, and/or

programmabl e circuitry, and/or one or nore ASIC s
comifiApickticelyicouplespiechis 206, drehmay ekclangeidatd and/d t8inmands

System 200 may additionally conprise one or nore

with BREF infsrelRheStGMBoNBRKIIN Sy S8AT 20@D I0FrcuRtAf QWMe@Péorﬁé@se
capabl e of being executed, and/or data capabl e “of

for e%?nhg% %ﬁ%%glﬁa @Qﬁé%l&ﬁj}ltg P&k 9@@%‘8 Ry Q%Lﬁ’{segng%r more

urtry, suc as circurtr or exarrp

State%ﬁéﬁaﬁgﬁgﬁb@%%@ ey, SRl oy aSotaiC's Wonlggtion-

for exa conprise read only, mass storage, random
Spedific bdegr, n‘gﬁ‘ﬁJG!rQWI‘\?)eadabl e nenory, and/or one or nore
ot her types of machi ne-readabl e nenory. The execution
pro am [ nstructl ons 226 and/ or the accessing
[001310

erat | Bor0 By Fsiditonaly GopnTiss &ie oF mese 5“%’90”93 to
circuitry 216 nay result in, for exanple, circuitry
storeamachipgrexaauitpdeinsitotions 226Icaphblenef ey exeouted, and/or data
descri bed herein as being carried out by various

capabiy dipeing Aedéssed; efpeveted uponpanédfor snaripeiatddby 206uitry, such
[ 0019] For exanpl e, machi ne-executable instructions

as c@c@ﬁtrﬁﬁmcm@xéﬁlﬁe tise Bhe 'oF?ﬁdr@%éﬁ{dﬁleEQﬁa;amclude host
application 218; 'set of Instructions for operatli ng

memA308F, o ety e ndl R SRR R e

odinent, circuitry 216 of host Eroc or 202

In one Zirrﬁ
COMPRRP re@f’ Y dRER RIQRYRXEBHP IR C ST GAMRYteGRR msmory,
TCP-A driver 222, for DVA driver 224, and for
and/Qpaieer ﬁ@rgpéh%rrtwe@ of machinecreagdable: msmory nJheutacytien of
226 nmay execute in nenory by circuitry 216, such as
program lireftugtions @28 andZeXheaotessingyoperation upon, and/or

manipulation of data by circuitry 216 may result in, for example, circuitry 216
carrying out some or all of the operations described herein as being carried out by

various hardware and/or software components in syétem 200.

[0019] For example, machine-executable instructions 226 may comprise a
set of instructions for an application 218; a set of instructions for operating system
220; a set of instructions for TCP-A driver 222; and/or a set of instructions for
DMA driver 224. In one embodiment, circuitry 216 of host processor 202 may
execute machine-executable instructions 226 for TCP-A driver 222, for DMA
driver 224, and for operating system 220. Machine-executable instructions 226

may execute in memory by circuitry 216, such as in host processor 202, and/or by

6
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6 WD 2005/ 104486 PCT/ US2004/ 021015 circuitry 216 in
general. [0020] A nethod according to one enbodi nent
wo00sioussrated in the flowmhart of FIG 3 w POT/US2004/021015
reference to system 200 of FIG 2. The nethod begins
at block 300, and continues to bl ock 302 where
net wor k conponent 212 may receive an 5 indication that
circugne2 tf imgenerphcket s 228 (only one shown) have been
rece| ved from network 100. Each packet 228 nay
onprise a header 230 and a payload 232. For each
[0029hcket A pethed ereeiding tpone smbpuimeaalisdibigtrated inthe fiagchart
and payload 232 from packet 228, and post each 230,
of FI&33 with meferemcertorsystans 200 wf FGs2. TheAnefivtBoedins @fblock
enbodi nent, header 230 may be posted to a first buffer
300, %‘rh@fbol\‘ﬂnéés Wﬁbcﬂ@ﬁﬁhh&%tm@ﬂ@c&%bﬁéﬂt 292 n’(ﬁ%b’re‘%@lve an

posted to a second buffer such as post buffer

mdmgpgré tHik one dmﬁ8re°8§§§e{§§ 2%30“236@'33 r@%dbééh EEQ:%I\%rd

groups and group pac

d ved over. a ec
from e AWGHK 1HF cE3H: RBFOERE 1Ry ivrister DRAOGT23 8 8he fodayiped
read dat a re%uest from for exanple, application
232. 2':1@r each pagket P26 ApeiwarkcoBwonest &4 may sl heades2a0 and
prograns that use the network. An application 218 nay
payleathps2 from packed 22Bpbad posthedctb2d30s232 tmane waintorseposi byffers
application, a file serving application, or a database

214/ 4B ahigne eBodPiéntNRbadsr 230 ndyde @@@tedab & firstibeffdr. such
appl ication 218 nmay desi ghate destination read buffer

as p(gfgibgfﬁéf‘%@AaB% o rda%rm?z;&gg% g&ﬁg@ﬁ?tbf%cbﬁetﬁfﬁe‘?@uch as

In conjunt on wt ta request

o S MR AR B gt A I o

nbi nati on of hardware and/ or, software on an
grouw» & gwqutr)afiﬁb%ﬁ maytbﬁavanwlt&ﬂdo@@gr ErReivad over a
nor e
connection. The one or more packets 228 may be received in response to a read

data request from, for example, application 218.

[0021] “Application” refers to one or more programs that use the network.
An application 218 may comprise, for example, a web browser, an email serving
application, a file serving application, or a database application. In conjunction
with a read data request, application 218 may designate destination read buffer
214C where application 218 may access the requested data. In conjunction with
a transmit data request, application 218 may write data to be transmitted to source

buffer 214D.

[0022] “Network component” refers to any combination of hardware and/or
software on an 1/O (input/output) subsystem that may process one or more

packets sent and/or received over a network. In one embodiment, I/O subsystem
7
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packets sent and/or received over a network. In one
enbodi nent, 1/ 0O subsystem 7 WO 2005/ 104486
weOeCHsus2B864/ 021015 238 may conprise, for exanmpCE&US2004/021015
NI C (network interface card), and network conponent
212 may conprise, for exanple, a MAC (nedi a access
control) layer of the Data Link Layer as defined in
238 may copeiTisBy Sareananmpler @ dHBeoeiveork(iaerpce waad), ahdrnetwork
networ ki ng protocols. The OSI nodel is defined by the
comparieatt24Li mapkcompisgafor zxanple f ® MAT @medrzdaceasssabntloBPayer
| ocated at 1 rue de Varenbe, Case postale 56 CH 1211

of thEENREN RirL ay@MdsZedrlRadn tB?Qﬁgdtnh%éftéﬁﬂﬁ‘\%bﬁﬁéctﬁﬁ sy

herein refers to a logica y to facilitate
r
mod g B koo R o Iy o838 R Bie S 1V hy Mhr itk
facilitate, co nicati for, qne  or re 10
Orga 108 PT SRndsEdzaE (RO praied R dduarie VarTaaé fgse postale
node, A "transaction" refers to a request to send or
56 CHetél \ engva 20s Swvitzeglandy be initiated by an
application, such as application 218, on a system
such as system 200. Each connection nmay be associated
[0023] t h a HreAvestion'oas ured haseinge@rata ailegicalpaihwayito facilitate
context" refers to information about a connection.
comiRonicatianp betwedrea ifinstaradet droa nedyordoand asecobhd nbdle on the
sequence nunber of the | ast packet sent/received, and

netwdfRUAtconheoiTPMay fawititdteRbmmimiez#dnsor bheads mors
net wor k conponent 212 may notify TCP-A driver that

trans‘é&@g@% bgﬂ&éaerpﬁ%mﬁﬁné;%@nghé‘fﬁe @éé(blrizfcﬁﬁgdé.nAo'i’ﬂ?;?s%%t&qu refers to

nment, networ onent y not
driver 2 by naotifyin i 220 0 ;.
a ey fd s obtp e S BetR A By He TUBH Y 2 Rllcatigg. sucn
i nterrupt noderation schenme refers to_a  condition
as applisadon 7 18n P8 A YsteRaS UG 28 S¥aleM 409 o FashGopngcliar maysbe
recei ved by network conponent 212. Thus, if network
assoc@aipdwithta progocal conteed. Asarsesidarein, “protocol context” refers to
information about a connection. For example, the information may comprise the
sequence number of the last packet sent/received, and amount of memory

available.

[0024] At block 304, network component 212 may notify TCP-A driver that
one or more packets 228 have arrived. In one embodiment, network component
212 may notify TCP-A driver 222 by notifying operating system 220 in accordance
with an interrupt moderation scheme. An interrupt moderation scheme refers to a
condition where an interrupt may be asserted for every n packets received by
network component 212. Thus, if network component 212 receives n or more
packets, network component 212 may notify operating system 220 that packets

have arrived. Likewise, if network component 212 receives less than n packets,

8
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packets, network conponent 212 may notify operating
system 220 that packets have arrived. Likew se, if
woebtosanksconponent 212 recei ves | ess than n paekews2008/021015
WD 2005/ 104486 PCT/ US2004/ 021015 network comnponent
212 may instead wait until nore packets are received
before notifying operating system 220. In one
netwerbermpenent skkmayiingesd svaihuil ononeypadkietsareoteceived before
TCP-A driver 222 that packets are ready to be
notifying opessthg $Y3RR]2280 1l arekeBBO6inTEM; bperativigrsygiin 229 may
perf orm packet processing for 5 at |east one of the
en AoE! ' )
R N R oy & el R i S
230 from post buffer 214A, parsing the header 230 to
0025let er m Axep|b&e306 0T QPO dfiQ nRReeEH ' i
[ gllejrrent connection, and gt%%%rm nﬁ%ﬁg?%ﬁﬂ?&e&smgmr
| : 0 i '
at I BRIl GE onE(d? ot Aot L OBREK Aot ARIEL BRrfofiREd by

, verifying the seguence
et .10 ensure that t acket is wWthin a ran
tne TRF-A i S2ER G heRet P BRM Boatiiiat 2R, Bafciid the
comuni cati ng nodes; verifying the payload size to
headgp ¢gP do deigrming theypratesoliconia msgociatashyith e surrest
that was agreed upon between the conmmuni cating nodes;

conneokar,iang pérferming Tk pmtoselraoctplisace o QR protboolt duenpliance
protocol; and ensuring that the tinmestanps are within

may 8ompxiBecloe éxtimipke, nafifitng e 582 celtdiBPedsf & escelved PaYket

fetch a next header to process prior to conpleting

. o
to entEEi{% @{eﬁf%?esﬁé%t?é hinh F&ile bers ﬂﬂbﬁ\éﬂﬁgaggé& Ubon

e next header i1s allableint

' S t.shown) . before the TCP-A

betwlo? 95 50y ERIEIRY: NEIBER RceFat e sriSHrs that the

t here reduci ng host rocessor stalls. The nethod
packglis WEHR AH@BIE O Bi268ithanas sgreeshyngn paivwean the

enbodi ment, TCP-A driver 222 may additionally
comrgenieatingaofies; enstisingdbal e hesslet isttustiireiconfamsdoktbe i s

to be accelerated prior to performng
protocol; and ensuring that the timestamps are within an expected time range.

[0026] TCP-A driver 222 may fetch a next header to process prior to
completing the processing of a current header. This may ensure that the next
header is available in the host processor’s caches (not shown) before the TCP-A
driver 222 is ready to perform TCP processing on it, thereby reducing host

processor stalls. The method may continue to block 308.

[0027] In one embodiment, TCP-A driver 222 may additionally determine if
a connection associated with a packet is to be accelerated prior to performing

packet processing. TCP-A driver 222 may accelerate select connections. Select
connections may comprise, for example, connections that are long-lived, or which

comprise large data. if TCP-A driver 222 determines that network connection is to
9
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packet processing. TCP-A driver 222 may accelerate

sel ect connections. Select connections may conpri se,
woanosaraspl e, connections that are |ong-Iived, POT/UskI08K21015

conprise large data. If TCP-A driver 222 determ nes

that network connection is to 9 WO 2005/ 104486

PCT/ US2004/ 021015 be accel erated, TCP-A driver 222

be acoslgrgtedf TCR-Aativer 292 ovmspérfiornapadkelqrppessing asyleserbed at
306. If TCP-A driver 222 determ nes that network

block 30BNEETCPOAIFiVePD2D didisrminss tHatmatwork ¢dmmentiohdsinablp be
continue to block 318. [0028] At bl ock 308, TCP-A

L8 T1hé Fe iy 5 R idblepe39g. nore 5 payl oads 232
accelglaéc(gc} 'n %ost rﬂ%{?er '@%4{8 are ?egdy for pl a)éemsnt. A
payl oad 232 nmay be ready for placenent if, for

[00283)(aerI ﬁ\i chfb?;( S5H RIRANGiG 122308y JeasmiIRE T one or more

uccessff 2gzroccers]sed, and a read buffer, such as

rea uf.f er L QN I

Pay|°§§§%3§£’%ea%m2%%stibé’?f%{)?q?gaaég P48 firflacdme. RpRSlead 252
met ho may contin to black,310. In [

may Rereguycfor PaceEn o SERIErbeTgTasRoRaNg Tt B peen
nore payl oads 232 ready for placenent at anyi For

successiutiyl processed, ang aeead buffesd Suees pagd Qﬂﬁeﬁéi“g‘;hﬁ%ge‘an
ready for placenent, TCP-A driver 222 may wait for

desighafa. PE it dibokf 308, pay el 32 istnatugady fariplacrmentrihmmedird
agai n. Were payl oad 232 cannot be placed because a

may g&ﬂ% fI6cie 346 U90he antbodinient, TERYA drvan222 nEgRietermine .

river 222 may alternatively or additionally at 15

, anytine indicat j
vl e S ARy gl e ren
may then des t f.er,
examgh I 48 ﬂ@tﬁ%rmeld 888 o8y Brd 25 gl et fof Mlacement, TCP-A
one or d
drivenﬁ_gzmaymwraﬁe‘g? éor%%dz%{irogiio%in{lg)rbg@ﬂ% ke this et AN
driver 222 may determine if there are nore 20 packets

agai 28VHere [paylexs232 caneotdrpplaced beesusa afread batigh214¢ does
the n packets for the

not exist, for example, TCP-A driver 222 may alternatively or additionally at
anytime indicate to operating system 220 the presence of payload 232 ready to be
placed. Operating system 220 may then designate a buffer, or may ask
application 218 to designate a buffer. If there are one or more payloads ready for

placement, the method may continue to block 312.

[0029] At block 310, TCP-A driver 222 may determine if there are more
packets 228 to process, for example in post buffer 214A, of the n packets for the
current interrupt. If there are more packets 228 to process, the method reverts to
block 306. If there are no more packets 228, and one or more packets 228 have
not been previously placed, and are ready for placement, the method may

continue to block 312. If there are no more packets 228 to process, and there are

10
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current interrupt. If there are nore packets 228 to
process, the nethod reverts to block 306. If there
wanreosno44sor e packets 228, and one or nore packeCs/UR2®4/021015
have not been previously placed, and are ready for
pl acenent, the method may continue to block 312. If
there are no nore packets 228 to process, and there
no prévieus pAcKAEs 20656 Neets sheartus oty ctivus torfdoglk dl4-ous
packets 228 to place, the nmethod nmay continue to bl ock
314. [0030] At block 312, TCP-A driver 222 may perform
[00303ne or Albloek @&, TGRyAsdrivien 222rnaaY) perfpffna)n@a%mﬁg%e%ﬁﬂons

nodul e pl aci ng one or nore correspondi ng payl oads 232

that reéslilfina 88@dmbuéinent niadule placingeshebaf fnere 2oaesposdinged
herein, a 5 "data novenent nodul e" refers to a nodul e

payloévﬁ% %@‘fﬁt@ga P@écﬁgﬁﬁé’r‘,“’s@cﬁ ay've4&d baffér 214G! iAatsathherein, a

’ out usi ng L e core processing nodul e of a host

. rocessor uch 0 ;

datar%@‘@%ﬁ?t rﬁggﬂfee _rﬁﬁgs %o%%?ﬁ@? ; or 6@55%’(@ r‘?ogﬁ ﬁs‘.ﬁgrce toa
-engi ne_as describe el ow. [0031 '

destinagioronpassmainscerpRiressn R pfE hoSBULeREg: such as
to DVA driver 224, and DVA driver 224 may schedul e a

host pregassar 232.hA data neenginmentamedyls MY P%mpﬁ'éeoﬁ’é eXAMpE A
payl oads 232 from post buffer 214B to read buffer

DMAZfne b8 desotitet beloodi ment, TCP- A driver 222 may
directly program DVA engine 210 to wite the one or
nore payl oads 232 from post buffer 214B to read

[003Puf f er |2 bA6.eribédidrentcor 2Rampiey TEE A dtvaiddZomey send a
river, or part of 15 some other driver, such as TCP-A

req u%ﬁ}&éﬁ EMABZHveRabheand DA kiriveg 24 nmayoschetiubs atreqaed, with
engi ne 210 may be a support nodul e of host

DMALGTHAS g?bﬁég{rite BYe BRERE mbfaSdiMudcminofPpost MERM1UB to |

PR s, Mot Brocessor 202 ey bo i ced from e
A e e e
progfa{rr? \A[/)el\;IArIa%ré?rgg 2?8 (teg (\]/lvsritg ?ﬁépgﬁg %r tmoorte rE)(zlyi:o%rdes PP Frg%sf)&q buffer
214B to read buffer 214C. DMA driver 224 may be a standalone driver, or part of
some other driver, such as TCP-A driver 222. Rather than being part of chipset
208, DMA engine 210 may be a support module of host processor 202. By using
the DMA engine for placement of data, host processor 202 may be freed from the
overhead of performing data movements, which may result in the host processor
202 running at much slower memory speeds compared to the core processing
module speeds. Following the DMA engine 210 scheduling, the method may

revert to block 310 to determine if there are additional packets 228 to process.

[0032] At block 314, TCP-A driver 222 may determine if there are any
pending DMA completions for the current interrupt. Alternatively, TCP-A driver

222 may look for DMA completions at anytime. A “pending completion” as used
11
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20 nodul e speeds. Follow ng the DVA engi ne 210
scheduling, the nmethod may revert to block 310 to
wdebwsroiase i f there are additional packets 228PCD/US2004/021015

process. [0032] At block 314, TCP-A driver 222 may

determine if there are any pending DVA conpl etions

for the current interrupt. Alternatively, TCP-A drjver
herei 2&fenaio fhectonpletiomar agepuesti dhongterapgdimant, apending

"pendi ng conpl etion” as used 11 WD 2005/ 104486 _
compREbnUS2818 46 8R4 83mpldtivnedia rezfuessstd DMAengioep? Kl toowritsf one

a request. In one enbodi nent, a pending conpletion

or mcg%%{ygoéo%_ I8 B OISEK 914 Ghefe ARIGRS br trior&Waneigj DMA

wite one or nore payloads 232. |If, at block
4.t ' i '
comefigionyBF ity Clfie RfieBupfiDe Ryt toniRIE) gk oss, Ifa
bl ock 316. If at 5 b 314 th efol]
plookbpiert arnpaendis BLFA enteisesr fabt® ARt ieRgs bt
continue to block 318. [0033] At block 316, TCP-A
methddinvay coinuesip eek 318 ot her tasks. Other tasks nmay

i nclude | ooking for nore packets in a subsequent
interrupt, setting up the DVA engine 210 to, i SSue. an
[0033Int er r Wtblegiod&oh@Peh HEre?22mayReriBLeier 51(9%&(
the current interrupt, or other housekeeping, such as
tasks m@Esminluué twpkirey for raord panketoind agbsecrRient iterpt, seling up
tasks. [0034] At block 318, TCP-A driver 222 may pass

the DNIAIHRSind2¢6 td BsOB&IMihtaLptspdharondiBtion b arestaqueumdeask
packet's 228 have still not been processed, operating

' gV ihgradtsesand

for G FRLEARBY, o P tisEREefing! Bl B3 relsiting deiacen
perfo TCP stack pnrocessing by perform ng packet

perfo‘gpméﬁpn@peg a‘i‘?fﬁaéﬁ%%g the core processing nodul e of

host processor 202 to performdata transfers. If all

[oosﬁﬁgk\ﬁ;?/t\tztﬁgpﬁg‘fﬁef&}] ﬁé&gﬁg?%aﬁﬁsﬂ&ﬁ%l%\é%kqmop%?&(ing
system 220. If one or more packets 228 have still not been processed, operating
system 220 may notify a TCP driver (not shown) rather than TCP-A driver 222,
where the TCP driver may perform TCP stack processing by performing packet
processing, and by using the core processing module of host processor 202 to

perform data transfers. If all packets 228 have been processed, operating system

220 may wait for a next interrupt.
[0035] The method may end at block 320.

[0036] A method according to another embodiment is illustrated in FIG. 4.
The method begins at block 400 and continues to block 402 where operating
system 220 may receive a request from application 218 to transmit data 234

placed in buffer 214D. Operating system 220 may perform preliminary checks on

12
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[0035] The nethod may end at bl ock 320. 20 [0036] A
nmet hod according to another enbodinent is illustrated
wonoddlG484. The net hod begi ns at bl ock 400 an#CT/US2004/021015
conti nues to bl ock 402 where operating system 220 nay
receive a request fromapplication 218 to transm't
data 234 placed in buffer 214D. Qperating system 220
data 26% Peslitinarypchedksimay inchldss lker @templevebzonng toe 2gsociated
PCT/ US2004/ 021015 data 234. Prelimnary checks nmay
protobdlGonest. e EGRMPIcenneblic, fonexarhpleapaatocaltamntext may
protocol context. In a TCP/IP connection, for exanple,

compﬁ%@}p%@ﬁ t W& rﬁfﬁ‘b(ber%}?ﬁﬁérﬁﬁy BRCkRIer 98 e packats e fer

y' the order e packets, buffer
addresses of buffers u ; ; : tion for
addreRoRS, ] ERRGY 4T (o Greh et A arashirigs BmeRfmation
[0037] At bl ock 404, operating system 220 may notify
retransomsAOABi ver 222 that there is data 234 to be

transmtted frombuffer 214D. [0038] At bl ock 406,
TCP- A driver ma erformaq or [ t]
[0037nar  r Ainack 40 aheralin ety 2o Rav iy TRE- A fRF 222 that

conponent 212. For exanpl e 10 _these one or nore
theredpeata 23440 heytransenitie froapbuffer 2144- 222 pr ogr anmi ng
DVA engine 210 to transmt data 234 from source buffer
214D to network conponent 212. Alternativel TCP- A ..
[0038F | ver AtosledOt Ee-AanyeT &2 MaydteriamyeRe gk MRFfagerations
214E, to network conmponent 212, where network
that reeR@neata 232 beiny trarsneitidd to eativerkteonzmnent @hlq feareaxample,
buffer 214E. Source buffer 214D may be desi gnated 15

¥ndRnh&rat ditafids mbglin€uasTTIGR-Aadvil ey B2 2eptogerhming DMA
theSé2)12E may be FSollagsi gnat eg by network conponent 212, for

e 3018 pp e 258 o Brenter 2 & v ciponnt
212. dAalttgmia%vglg?'ll' bP-R Qicrlivgrcgif ngary} H&éu@g%u@, SIS Bueued buffer
214E, to network component 212, where network component 212 may instead
read data 234 from queued buffer 214E. Source buffer 214D may be designated
by application 218, for example, and queued buffer 214E may be designated by

network component 212, for example.

[0039] In one embodiment, TCP-A driver 222 may program DMA engine
210 to transmit data if the data is smali, and TCP-A driver 222 may queue a
buffer, such as queued buffer 214E, if the data is large. As used herein, “queuing
a buffer” means to notify a component that there is a buffer from which it can
access data. For example, TCP acknowledgment packets to acknowledge receipt
of packets may typically be relatively small-sized packets, and may be sent by
TCP-A driver 222 to network component 212 by TCP-A driver 222 programming

DMA engine 210 to transmit data 234. As another example, storage applications
13
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buffer, such as queued buffer 214E, if the' data is

| arge. As used herein, "queuing 20 a buffer” neans to
waabisfig44g6 conponent that there is a buffer frorCwuiSew4/021015

it can access data. For exanple, TCP acknow edgnent

packets to acknow edge receipt of packets may

typically be relatively small-sized packets, and Ha
that seaddange figs overtha natweds maybe wlatielivlarge cpsbmayt %iore

by TCP-A driver 222 progranm ng DMA engine 210 to
be seht BRIGR-Adativer222P, toAstwork bempenamtr2 £, by goesing buffer 214E.
applications 13 WO 2005/ 104486 PCT/ US2004/ 021015 that
send large files over the network nay be relatively
[0040]ar ge, Aaintbaked08,herespamnse tbeeseivingtibe Taka, Matworeeoppanent
to network conponent 212 by queui ng buffer 214E.

212 rﬁé)}?é@até\bn@ RGKoDSacKets fo? 3RMRARSSION byqricketigngltee data. In
networ k conmponent 212 may create one or nore

M A L e A
oo B S P A R o o st

smal | er i eces for transm ssi on one
pleceﬁe‘ov\bansrcngﬁ%hem one SMbRGIMRf PEIWRS acqw@e”n%&%&%ay
segnentation may be referred to as a |l arge sen
compiskl dMAC, aick segmenmationmaay be referiss torasma é@rge(ﬁend offload,
transm ssion of data 234 over the 10 network. Network

Wheréi‘?ﬂW\'@ﬂérr%%%na"ﬁbefcﬁéaﬂe‘déod’aansrdlss&m bfyddta 24T Ahe
driver 222, or by accessing queued buffer 214E.

netwb#o 4&%3 twWotk dﬁﬂ%ngg? flcelleoga‘difdctiy fRime FiGRRA driver

oper? I'ng system send a conpl etion

[ |cat|on to a 218. Furthernore, source

222, QI Py &ccesHp U8§Q¥®%ﬁ?hgg to application 218, and
application may use the 15 buffer for other purposes.

[004 042] Enbodi He%%%rg} QFbIB&I?ﬁ?Bt THRYEEREOB g@ﬁn@%ystem

V\Ih_owhde , - nput er rogr m pr
ich may inclu
220 may send 3’ completlo% nor%l?lcatﬁonn{)o application 218. Furthermore, source

buffer 214D may be returned to application 218, and application may use the

buffer for other purposes.

[0042] Embodiments of the present invention may be provided, for
example, as a computer program product which may include one or more
machine-readable media having stored thereon machine-executable instructions
that, when executed by one or more machines such as a computer, network of
computers, or other electronic devices, may result in the one or more machines
carrying out operations in accordance with embodiments of the present invention.
A machine-readable medium may include, but is not limited to, floppy diskettes,
optical disks, CD-ROMs (Compact Disc-Read Only Memories), and magneto-

optical disks, ROMs (Read Only Memories), RAMs (Random Access Memories),
14
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machi ne-readabl e medi a having stored thereon
machi ne- execut abl e i nstructions that, when executed
wOyRowne44ss nore nmachi nes such as a conputer, neCwSko0a21015

20 conputers, or other electronic devices, may result

in the one or nore machines carrying out operations

i n accordance with enbodi nents of the present
EPROMe¢Etasable ProgracimaklerReathonly MemarasielEPROMadElasically

is not limted to, floppy diskettes, optical disks,

Erasdbi RRgratfraspreiResdl Om\Rukethdiies), iMegnetiesy pptical cards, flash
magnet o- optical disks, ROV (Read Only Menories),

mem%@?%%?%@% %@%ﬁ%ﬁmﬁ%ﬁm?é%zﬁé%‘ﬂ%?’%&?ﬁ%%‘?S”R%‘SS“Q

ries EP (Electricall Er asabl e

maChﬁ}eﬁé?(%cﬂ'ﬁnglﬁén%glé 'ty Menories), rméneti c or optical
carﬂ_s, fl asg Irrermry, or other type of nedia /

chinesre ' SLH r; '

wmﬂﬁnghgn idrRU sl he pres B Biofiaay sisg be
enbodi nents of .the present .inventiaon

downigsiRcARIB GOTPUCT BB B DTy URE TR AT brouat BBy b9
program may be transferred froma renote c ut er

transfestegl from & eernete) carpputer éde &t 41 ge@gﬁﬁjqeé}uesﬁgg&pmpgter
client) by way of one or nore data signals enbodied in

(e.g.,an6Hant) bp didyadfeshe tymaredatei signalaeeniyedied fireand/or modulated
propagati on nmediumvia a comrunication link (e.g., a

by a & EP dRiVeastBtREr Blfore AUtRAGhivi b.coemanitiatighYink 4s.9., a
y use%Pherm n, a ng?r?;ége- readabl e nedi um may, gu%' i§ ?

t.I ' hS i . ine-
modgl fﬁ%ﬁ@&%ﬁ%ﬁ%@ ) BB Lo oRRi; @ machine
od .may conprjse recei.vi i.ndi [ :
readRRRp G H R LRanBi S FmeBE sEEh < Rafer fave.
received 15 froma network; the network conponent

notifying a TCP-A (transport control protocol -

_Co—“fé!&_gﬁlerat ed) driver that the one or nore packets have
arrived; a TCP-A

[0044] Therefore, in one embodiment, a method may comprise receiving an
indication on a network component that one or more packets have been received
from a network; the network component notifying a TCP-A (transport control
protocol — accelerated) driver that the one or more packets have arrived; a TCP-A
driver performing packet processing for at least one of the one or more packets;
and the TCP-A driver performing one or more operations that result in a data

movement module placing one or more corresponding payloads of the at least

~ one of the one or more packets into a read buffer.

[0045] Embodiments of the invention may significantly reduce TCP/IP
processing overhead that may result from using the core processing module of a

host processor. TCP/IP processing may be accelerated by using a data

15
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driver perform ng packet processing for at |east one
of the one or nore packets; and the TCP-A driver
woend>5aomsng one or nore operations that resultPCI/US2004/021015

data novenent nodul e pl acing one or nore

correspondi ng payl oads of the at | east 20 one of the

one or nore packets into a read buffer. [0045]
movehEn tioduie ssuzh asha DMAenginm tonayovs @aiaffrqrg,qnq,bquqmge

TCP/I P processing overhead that may result from using
anothbh Bfiey. eScaaRs gofgprovdsbiagahoduletu st hgstqressssor may be

P processing may be accel erated by using a data

bypaés% Vﬁ% @8%‘%@@@ b WSRERBHP 338 spEadeTany beslidided.

suc as” a to nove data fromone buffer to

he .
FurthRgor T5gals Blooass TEEd i pl Gy HETERsh BfofRa by Scale
sl ow nenory acges eeds nma
betterhonHER RabCose g PECBITS eTIEDRERT GIEs s nehimjisd by TOE
processor may scale 5 better than TOE processing
membpcause the nunber of contexts is not limted by TOE
menory. [0046] In the foregoing specification, the
i nvention has been described with reference 8 ibed with
[004&]peci f il tnfasageipgtspeciiisation,. the dnygntion irﬁ% deggioed wi
evident that wvarious nodifications and changes ma

y be
referemeteto spddifissembotinuinie thareaf.t Hudl, Ttveussabe evigent that
therefrom The specification and draw ngs are,

varioﬁﬁ G dHidions 4l Sftandedanagied rhadeto tHesesemhodmeentamidout
an a restrictive sense. 16 WD 2005/ 104486

depagﬁéjﬁ%i %Ozﬁ%lép étio h%n?—&lawﬁ%d e, laccérdiiﬁglzoﬁb be

recervi ng an I ndication on a networ
nen h
regarded Ig aen Jluétra }veorn FthaR raeregﬁfcifi% 3ense.
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have been received froma netwrk; 5 the network
conponent notifying a TCP-A (transport contr ol

wonoeisaoeise - accel erated) driver that the one oPCWmISE004/021015

packets have arrived; a TCP-A driver performng packet
processing for at |east one of the one or nore
packets; and the TCP-A driver perform ng one or nore

Wﬁﬂﬁi I%néthﬂED"I‘SSU” in a data 10 novenment nodul e

0
pl'aci ng oné or nore correspondi ng payl oads of the at
| east one of the one or nore packets into a read

b%f Fn%'ihoozcor}lr Bsifgt hod of claim1, additionally
conprising, I'n résponse to receiving an indication on

a network component that one or nore packets have been

;Eﬁ%‘?’f‘ﬁgﬁ iﬂHLJa'EI?n R AREHvork RONMISSHERH st @eonemiore pBckets

each of the one or nore packets into a
head d I : ' h of the head
and pajiaaeeel ErEtep Rl e BRRPED Fore. 75 ' The met hoo
of claim2, wherein the TCP-A driver perforns packet
' b ks f —
bR SRR AR FRUBREATOR A PR el pRRogol -

or ocossAgIeGRteEh B uek Fehinaaan of maje PASRTEATHel

claim1, wherein said perform ng one or nore

I bl SRR AR g

correspondi ng payloads of the at |east one of the one
or nor enpecRatkets;@sl a read buffer conprises sending

a request to a data novenent nodule driver to wite

the one or nore correspondi ng payl oads t he read
bUEATICP A SriveriReriaBTiRgIons O M oper Pt i Raata

driver perform ng one or nore .
movement module placing one or more corresponding payloads of

the at least one of the one or more packets into a read buffer.

The method of claim 1, additionally comprising, in response to receiving an
indication on a network component that one or more packets have been

received from the network, the network component:
splitting each of the one or more packets into a header and a payload; and
posting each of the header and payload to one or more post buffers.

The method of claim 2, wherein the TCP-A driver performs packet
processing by processing each of the headers, the method additionally
comprising fetching a next header of the one or more headers prior to
completing the processing of the current header.

The method of claim 1, wherein said performing one or more operations
17
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operations that result in a data novenment nodul e
placing one or nore correspondi ng payl oads of the at

woeasti0ose of the one or nore packets into a PeaasS2004/021015

buf fer conprises programm ng the data novenent nodul e

to wite the one or nore correspondi ng payl oads to

the read buffer. 10 6. The nethod of claim1, wherein

t hthadsesulhinve detet movemeat nmduie plesing ofdVBr (ribire €otresponding
menory access) engine. 7. The nmethod of claim6,

whpagbads be tHIVht leagt are oRBledife ONmadré PhBRES into rebuffer
nmet hod of claim6, wherein the DVA engi ne resides on a

hogbmpREES §éﬁéﬁgg %Sre%uéﬁ%oé HatPHiSVEmeh? nibduld griggtt {3%rite the

of claim1, additionally conprising: receivin

EHE SE rite Rer RO LB Bl or B BT BB ™ e TP

driver that there is data to be transmtted; 20 the

¢ Lo rrSof RS W i T AR ol (B} o more

conponent ; .is WO 2005/104486 PCT/ US2004/ 021015 in

r enﬁ%f ighs ghdtagenit I d?PO?em@é{?H‘,eﬁt ROdide REING: B8RP O BrAre
creating one or nore Packets for transm ssion by
paeREESRANENG Raylaads of Kisdat irastenawof thecagonaare packets into
transmtting the one or nore packets over the

ned wead bufed Comprisepprogahmming tips datangiovenreat wiodule to write
conponent capable of: receiving an indication on a

nethesrke 6PMRPE BiresPGNdiRG PafloadBS the read buffer.

The method of claim 1, wherein the data movement module comprises a

DMA (direct memory access) engine.
The method of claim 6, wherein the DMA engine resides on a chipset.

The method of claim 6, wherein the DMA engine resides on a host

processor as a support module.
The method of claim 1, additionally comprising:

receiving a request on an operating system to transmit data over the

network;

the operating system notifying the TCP-A driver that there is data to be

transmitted;

the TCP-A driver performing one or more operations that result in the data

being transmitted to the network component;
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packets have been received froma network; and
notifying a TCP-A (transport control protocol -

waceEliesmsed) driver 10 that the one or nore pathst®4/021015

10.

11.

have arrived; and a TCP-A driver capable of:
perform ng packet processing for at |east one of the
one or nore packets; and the TCP-A driver performng
onia respomse tomeciingthe daiat theereiwork somponsntiaiegting one or
novenent nodul e pl aci ng one or nore correspondi ng

payl oadmopé pabketstiof gassmissiondby pheketizthgothendatea; and
packets into a read buffer. 11. The apparatus of
claim 10, additionally conprising an operating system
caprebiatwotk caMpoeaeni tvamgnidtingeieesie bonmorapacketsdatea the
over the network; and notifying the TCP-A driver that
data ispé@agk to be transmtted; 19 WO 2005/ 104486
PCT/ US2004/ 021015 wherein: the TCP-A driver is
capabl e of perform ng one or nore operations that

reAHIe{pdapaﬁJg%oﬁg;@i,@i ng transmtted to the network
conponent; and t he network conponent is capable of:

creating one or nore packets for transm ssion by

pag etwadiébmpbserfidiapable éfesponse to receiving the
data; and transmtting the one or nore packets over
the network. 12. The apparatus of claim 10, wherein in

r espons fedevifi§ &fi iMdiBatien oh Romé@idrie Bomponent that one or more

packets have been received from a network; and

notifying a TCP-A (transport control protocol — accelerated) driver

that the one or more packets have arrived; and

a TCP-A driver capable of:

performing packet processing for at least one of the one or more

packets; and

the TCP-A driver performing one or more operations that result in a
data movement module placing one or more corresponding
payloads of the at least one of the one or more packets into a

read buffer.

The apparatus of claim 10, additionally comprising an operating system

capable of:
receiving a request to transmit data over the network; and

notifying the TCP-A driver that data is ready to be transmitted,
19
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10 on a network conponent that one or nore packets
have been received fromthe network, the network

woanpanerss i s additionally capable of: splittPagusamo21015

12.

13.

14.

of the one or nore packets into a header and a

payl oad; and posting each of the header and payl oad
to one or nore post buffers. 13. The apparatus of

cl wh@tel®, wherein the TCP-A driver performs packet 15
processi ng by processing each of the headers, and the
TCP-A driver is addjti onaIIy capabl e of fetchl ng a ..
next helifel CErA dR¥ebiscapRb iﬁ)@fepw&m@ng ongrQrdnoEy perations
conpl eting the processing of the current header. 14. A
syst em conpr trstmesulbindhe gedéa baing repsmitivy to dive eetwork
menory access) engine, the chipset 20 conmunicatively
coupled to acaﬁiaoﬁe(]tT@ausport Control Protocol -

Accel erated) driver of a processor and to a network
conmponent; 20 WD 2005/ 104486 PCT/ US2004/ 021015 the

net wor kitreongtonek toeppabhtisdapabieef: vi ng an indi cation
that one or nore packets have been received froma
network; and notifying the TCP-A (transport control

protocol - acestiayainedr rore/packdis fdratarigmissioa myr packetizing
packets have arrived; and the TCP-A driver of the

processor capabl efipf data%frewaﬂs@ @%Kémr@m@@eﬁan@nd or
at | east one of the one or nore packets;

perform ng one or nore operations that result in a

dat a ”DVerrenfranéﬁ%ltffﬁ’@ tHeoRe @? e QRkefs dRSrahe network.
correspondi ng payl oads of the at '|east one of the one

or nore packets into a read buffer.
The apparatus of claim 10, wherein in response to receiving an indication
on a network component that one or more packets have been received

from the network, the network component is additionally capable of:
splitting each of the one or more packets into a header and a payload; and
posting each of the header and payload to one or more post buffers.

The apparatus of claim 12, wherein the TCP-A driver performs packet
processing by processing each of the headers, and the TCP-A driver is
additionally capable of fetching a next header of the one or more headers

prior to completing the processing of the current header.
A system comprising:

a chipset having a DMA (direct memory access) engine, the chipset
communicatively coupled to a TCP-A (Transport Control Protocol —

Accelerated) driver of a processor and to a network component;
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15. The systemof claim 14, additionally conprising an
operating systemof the processor capable of:

Wwoeowsi1vi48g a request to transnmt data over thePQeU820k/N21015

15.

and 15 notifying the TCP-A driver that data is ready

to be transmtted; wherein: the TCP-A driver is

capabl e of perform ng one or nore operations that

r eihiel rietivork bempanentssipagle efinsnitted to a network
conmponent; and 20 the network conponent is capable of:

21 WO 2005/ 104486 PCT/ US2004/021015 creating ope or
nor e pargceiving en indieation et one sy mererackeisngave heeseeeived
in response to receiving the data; and transmtting

the one or nhom Ppaeckeirk; avér the network. 16. The
system of claim 14, wherein in response to receiving

an indication on a 5 network conponent that one or

nor e pandtifyingrthe d CRAN(tramsportadninobpratbeo] -naceadenated)dyiver
networ k conmponent is additionally capable of: ‘

splitting eagiyt@le bRE of AforepatRER Maeatrivednand a
header and a payl oad; and posting each of the header

and payl oad to one or nore post buffers. 17. The

SYSETTPLA ehigbnbilife prbession capable@: A driver perforns
packet 10 processing by processing each of the
headers, and the TCP-A driver is additionally capable

of f et chbHErmingHckbEp@eessihg tfbeatiaasiosneof thehsrasler more
prior to conpleting the processing of the current
header. 18. pRghi fifg r eadabl e medi um having stored
thereon instfuctions, the instructions when executed
by a machine, result in the follow ng:
performing one or more operations that result in a data movement
module placing one or more corresponding payloads of the at

least one of the one or more packets into a read buffer.

The system of claim 14, additionally comprising an operating system of the

processor capable of:

receiving a request to transmit data over the network; and
notifying the TCP-A driver that data is ready to be transmitted;
wherein:

the TCP-A driver is capable of performing one or more operations
that result in the data being transmitted to a network "

component; and

the network component is capable of:

21



10

15

20

15 receiving an indication on a network conponent that
one or nore packets have been received froma

waebosaoksset he net wor k conmponent notifyi ng a TCPERNUS2004/021015

16.

17.

18.

(transport control protocol - accelerated) driver that
the one or nore packets have arrived; a TCP-A driver
perform ng packet processing for at |east one of the .
one or 20 nBieatipganer@: marripaskets fp-trangmisaion by packetizing
perform ng one or nore operations that result in a

data 22 WO 2005/ terd@te iPCasnsreiid/reee0ing thewaiarand
nodul e pl aci ng one or nore correspondi ng payl oads of

the at | east one of the one or nore packets into a

read buffer. tragsmittirg the one or merdgisickeissenanthe netwaikn

18, wherein in response to receiving an indication on

a network conponent that one or nore packets 5 have
be&he isysteinv etictbinaidt Wheneinvip respanse torieeeiving aymindication on a
additionally result in: splitting each of the one or
nmonetwrk icetrpanehbd that lbeedsrmearedpackety hawe beandecgivsd ifrogn the
each of the header and payload to one or nore post
buhégicik, #8-netheriBshpbRehiea iR nERYicHpaBE ofl ai m 19,
wherein the TCP-A driver perfornms packet processing

by processing each of the headers, the 10 instructions
addplittieg abbl of 8flbhe bR nidtE PaicRetsAnfted hebaadgnd ef pdyidad; and
one or nore headers prior to conpleting the

processi ng of the current header. 21. The

nMeghsiey e8dfebihe Hedied Bnafpflicadioléne BhRTORE PokhBuffers.
instructions that result in performng one or nore
operations that result in a data novenent nodul e

pl FRERYSRME oPElAM S, APt EIRRAE AICR-ADG s fopst fifckat
| east one of 15 the one or nore packets into a read

bu i tfi j 3 ;
oSS BRRELO SR Lo REEE 9y 8 TeR At
additionally capable of fetching a next header of the one or more headers

prior to completing the processing of the current header.

A machine-readable medium having stored thereon instructions, the

instructions when executed by a machine, result in the following:

receiving an indication on a network component that one or more packets

have been received from a network;

the network component notifying a TCP-A (transport control protocol —

accelerated) driver that the one or more packets have arrived,;

a TCP-A driver performing packet processing for at least one of the one or

more packets; and

the TCP-A driver performing one or more operations that result in a data
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correspondi ng payl oads to the read buffer. 22. The
machi ne- readabl e nedi um of claim 18, wherein the

wonsisrwessons that result in said TCP-A dri vePCT/US2004/021015

19.

20.

21.

22.

perform ng one or nore operations that result in 20 a
dat a novenent nodul e pl aci ng one or nore correspondi ng
payl oads of the at |east one of the one or nore

packet sMOYERERN! Meediile placing aamior migIqoyrespesding payloads of
progranmm ng the data novenent nodule to wite the one

or nor ethexdt legst2OBsHflie48® GOTOLSROCKES 210 Ebread buffer.
correspondi ng payl oads to the read buffer. 23. The

machi ne-readabl e medi um of cl aim 18, wherein the data
noV Besrachingtradade medismsofaldnm §,dvinerein inerespgnse to
access) engine. 24. The machi ne-readabl e nmedi um of

cl mogivadg antirdieationt br adiweng compohenteihiatiene @ ndore packets
chi pset. 25. The machi ne-readabl e nedi um of cl ai m 24,

WhBa® Beéf eeddieEtBitie AAWOHE IO thstrudashs RUARRHBN ][éSCUV[ in:
a support nodul e. 26. The machi ne-readabl e nedium™o

claim 18, the instructions additionally result in: 10

I egglittinglBash bEEHEESHe B nitfte YRRkl D $WELESH ARd tar;?dfwa'd; and
data over the network; the operating system notifying

the TCP-A driver that there is data to be

t r gostd d4sh oft the hlddef aftli pesAoaREiof SHEbINBhOPE Po8T biffRsIS.
operations that result in the data 15 being

transmitted to the network conponent; in response to
r eTRe vhdthindieedtRitte nidthuMesiwiiifm TR thel PePLAr08E

or nore packets for transm ssion by packetizing the
daparfordpacket processing by processing each of the headers, the
instructions additionally result in fetching a next header of the one or more

headers prior to completing the processing of the current header.

The machine-readable medium of claim 18, wherein the instructions that
result in performing one or more operations that result in a data movement
module placing one or more corresponding payloads of the at least one of
the one or more packets into a read buffer additionally result in sending a
request to a data movement module driver to-write the one or more

corresponding payloads to the read buffer.

The machine-readable medium of claim 18, wherein the instructions that
result in said TCP-A driver performing one or more operations that result in
a data movement module placing one or more corresponding payloads of
the at least one of the one or more packets into a read buffer additionally

result in programming the data movement module to write the one or more
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t he network conponent transmtting the one or nore
packets over the network. 24

WO 2005/104486 PCT/US2004/021015

23.

24,

25.

26.

corresponding payloads to the read buffer.

The machine-readable medium of claim 18, wherein the data movement

module comprises a DMA (direct memory access) engine.

The machine-readable medium of claim 24, wherein the DMA engine

resides on a chipset.

The machine-readable medium of claim 24, wherein the DMA engine

resides on a host processor as a support module.

The machine-readable medium of claim 18, the instructions additionally

result in:

receiving a request on an operating system to transmit data over the

network;

the operating system notifying the TCP-A driver that there is data to be

transmitted;

the TCP-A driver performing one or more operations that result in the data

being transmitted to the network component;

in response to receiving the data, the network component creating one or

more packets for transmission by packetizing the data; and

the network component transmitting the one or more packets over the

network.
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