APPARATUS, AND ASSOCI ATED METHOD, FOR RETRI EVI NG MOBI LE- NODE LOG C TREE
| NFORVATI ON CROSS- REFERENCE TO RELATED APPLI CATI ONS The present invention
clainms the priority of provisional patent application serial 5 nunber

60/ 336,879, filed on Decenber 3, 2001, provisional patent application
serial nunmber 60/350,669 filed January 22, 2002, and provi sional
application serial nunber 60/384,517, filed on May 30, 2002. The
present invention relates generally to a network having a nobile node of a
dynam cal | y-al terabl e configuration, configurable at the nobile node,

i ndependent of a 10 network manager. More particularly, the present
invention relates to apparatus, and an associ ated nethod, by which to
facilitate retrieval by, or other exchange to, the network nmanager of
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mobile node is retrieved from the mobile node and provided to the network manager.

15 The information is retrieved either by request of the network or upon initiation by the
mobile node. The information is provided to the network manager, efficiently, with
reduced signaling overhead relative to existing manners by which information is
conventionally provided to the netwf:fk manager.

BACKGROUND OF THE INVENTION
- 20 Advancements in communication technologies have permitted the development
and installation of many various types of communication systems. Wireless
communication systems are exemplary of communication systems that have benefited
from the advancements in communication technologies.
In a wireless communication system, a radio link forms at least a portion of a

25 communication path upon which communication signals are transmitted. A wireless
communication system can be implemented as a mobile communication system as the
radio link is substituted for a conventional wireline, otherwise required to complete the
communication path upon which the communication signals are transmitted. And, when
implemented as a mobile communication system, increased mobility of communication

30 is, as a result, provided.



2 Network infrastructures of various types of w reless conmunication
systens have, for instance, been installed throughout significant
geographi cal areas. The network infrastructures of cellular comunication
systens, have been installed, available for usage by |arge nunbers of
subscribers to communi cate therethrough. 5 Access to communi cate by way of -
a cellular comunication systemis typically provided pursuant to purchase
of a service subscription. In a cellular comrunication system telephonic
comuni cation of both voice and data is provided pursuant to the service
subscription. In a conventional, gellular comunication system a

subscri ber thereto typically 10 utilizes a nobile termnal that is forned
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capable both of transmitting and of receiving radio signals communicated upon radio
links formed between the mobile terminal and the network infrastructure of the
communication system. The term user shall be used herein, generally to identify one
utilizing the mobile terminal to communicate therethrough.

15 Increasingly, cellular communication systems are constructed to make use of
digital communication techniques in which data that is to be communicated during
operation of the communication system is communicated in digitized form. Processing
circuitry is utilized to act upon the data, prior to its transmission as well as, also,
subsequent to its reception.

20 A mobile terminal regularly is packaged in a housing of dimensions to permit the
mobile terminal to be carried by the user. Various constructions of mobile terminals are
of physical dimensions permitting the user thereof to carry the mobile terminal in a shirt
pocket, or the like, conveniently to have the mobile terminal available at any time to
place or to receive a call therethrough.

25 Because the mobile terminal utilizes processing circuitry, additional functions, in
addition to the functions required to effectuate conventional communication operations,
can be carried out by the mobile terminal. That is to say, the functionality of other types
of devices can be incorporated into the mobile terminal. Information processing, and
retrieval, functions are sometimes incorporated into a mobile terminal. And, mobile

30 terminals are increasingly constructed to provide for multi-media communication

services. Digital-video devices, such as digital cameras, are sometimes now



addition to the functions required to effectuate conventional conmmuni cation
operations, can be carried out by the nobile termnal. That is to say, the
functionality of other types of devices can be incorporated into the nobile
termnal. Information processing, and retrieval, functions are sonetines

I ncorporated into a nobile termnal. And, mobi | e 30 terminals are

I ncreasingly constructed to provide for nultl-nedla communi cati on servi ces.
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i ncorporated with a nobile termnal by which to collect digital data that
subsequently is comuni cated by thg transceiver circuitry of the nobile
term nal . The nobile termnal m ght well be adapted, subsequent to
its initial manufacture or initial association with a cellular

COMTUN6§ or%&ds\r)[lﬁ} fﬁx]ogﬁ)e t@fnﬁ}ﬂﬂq@ \Idﬁéh &t%ﬂ'éct%lél fdth ADRkdbké fisni@f isOL herwi se to
have itT% perational "paranet ange teratlon adapt ation, update
of , oreomtﬂanc&éﬂab}gzhetmnstcmerfmuﬁwmfahq mybilef texnpisalpobi | e termi nal m ght wel |
be made in wo I g etwork in
whi oh the. HBBAREAE kit Wb RS rubadegrioTRTEMAN SRRt 1L

t er m n@linitiabis¥beigtion winlba balumeemmnnB:aﬁdm a'stwetmrdw,ldenioghﬂlemot be able to be
effectyated as a r f, such 10 ratlons a The

funtt i SRSRORUET of Wﬁg‘? ]i‘aé’et‘téroﬁfrﬁﬁ p%rgm\?\t@fs an egt Egggl(tfem\l/tm(?és are

defi ne&hapaub@ruasaatefofa)rmageﬁgmto thé aamua’mwmagmmm tetmigal mrghf ormed using
one or gﬁ EEF Devi.ce Eescrl tion Fr@gg de crl%%mrn h1 bj ects. Each
DDF de¥el ppisadh! gpe&d?%g & BFtwg ’lﬁ‘fﬁar?r@r ?8? BYBBPE zfl‘f’ escribed in
the sadfme nﬂ%ﬁlU Iﬁ&ﬁﬁxaalﬁ dpefBlel a\re%\'éomemiah géiﬁénegfthelinolbﬂb térmtat, fonnﬁnmg one or
nore of such DDF descriptions, Thus jects ipstanti In a
managehBRbile pesde ‘Eé\‘ﬁhe%nelt‘?’?}% Bight et btehag %e%e&gfcﬁﬁaéﬁ & aTgyy ?"f\?ﬁ’fflfe t he DDF
doqynaﬂkx&gﬁsgpb@ﬁ,§;ls comon to all deV|ces the managenment tree need not
be the sane for all of t{he devices. As note ve a d| itg# anera, for
exanpl e, m@ﬁtm%°%ﬂéafﬁlﬁlﬁ‘ﬁ%b1}ﬁ)tﬁ'fﬂl“§a Proadé”e 48y a camera
attaChﬁ%@hé&éﬂ&&&ﬁé&t%@%ﬁ@ﬂﬁnéﬁbﬂbﬁt iR lid fob@ed ﬁbi‘n§6’d€ﬁ>rfxﬂb&e poi | e nodes of

t he sane neke. when the tree based on this DDF is, ¢greated in each
nobi | e(DﬂYGI@ Dqsmn,tzm Fyamewqrkhdeseription afopiseian EastbRDF idssreipfion 15 managenent

tree. ical g glAu ﬁ%%@féfatéﬁa&ﬁ&esf afl AEMEBED BNRE band ocaRbs. towedisai n i nformation
a5500|a he managénment tree and, responsive thereto, to exert

maiag ecpqnatruq;tg:h tof iitigod rusing one, gyaore of such DDF descriptions. Thus, all objects
instantiated in a management tree comes from one of the DDF documents. And, while

the DDF document for objects is common to all devices, the management tree need not
be the same for all of the devices. As noted above, a digital camera, for example, might
be added to the mobile node. The DDF for enabling a camera attachment to the mobile
20 node might well be the same for mobile nodes of the same make. But, when the tree
based on this DDF is created in each mobile node, it can get created at different
locations in the management tree.
A network manager conventionally is able to obtain information associated with
the management tree and, responsive thereto, to exert managerial conirol over the node.
25  Existing management protocols are available by which to support the retrieval of the
value, or attributes, of individual ones of the objects that define the management tree.
Existing communication protocols, such as SNMPv2, support a get-bulk message,
for instance. A get-bulk message requests that the value of a collection of objects
requested in the message, and a response thereto carries the values of each object in the
30 same response message. And, a prior version of SNMP provided for get messages for

individual objects, necessitating several get messages to obtain the same information



25 Exi sting managenent protocols are available by which to support the
retrieval of the value, or attributes, of individual ones of the objects

t hat define the managenent tree. Existing comrunication protocols, such as
SNMPv2, support a get-bul k nessage, for instance. A get-bulk nessage
requests that the value of a collection of objects requested in the
nmessage, and a response thereto carries the values of each object in the 30
same response nessage. And, a prior version of SNMP provided for get
nmessages for individual objects, necessitating several get messages to
obtain the sane information 4 retnyi eved by a get-bul k nessage. SNWP,
however, requires that prior know edge be known by the requestor of the
managenment tree structure of the device fromwhich the information is
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op@?f at ineHisiendy utliggs thqjmtvaé@d@gaclty of the radio link. And, a large get
message, listing all of the required objects for which information is requested, also is

inefficient as the message-size increases proportional with the number of objects for
which information is requested.
Accordingly, existing protocols are inadequate for use by a network manager in
20 conjunction with a dynamically-configurable mobile node. Any manner by which to
provide a more efficient mechanism by which to facilitate retrieval or other exchange of
tree information from a mobile node to permit a network manager to effectuate network
management operations would be advantageous.
It is in light of this background information related to communications with a
25 mobile node of a communication network that the significant improvements of the
present invention have evolved.
SUMMARY OF THE INVENTION
The present invention, accordingly, advantageously provides apparatus, and an
associated method, for a network having a mobile node, of a dynamically-alterable

30 configuration, configurable at the mobile node, independent of a network manager.



It isin light of this background information related to conmuni cations
with a 25 nobile node of a comunication network that the significant

i nprovenents of the present invention have evol ved. SUMVARY OF THE

| NVENTI ON The present invention, accordingly, advantageously provides
apparatus, and an associ ated nethod, for a network having a nobile node, of
a dynam cal | y-alterable 30 configuration, configurable at the nobile node,
i ndependent of a network manager. 5 Through operation of an enbodi nent of
the present invention, a manner is provided by which to facilitate
retrieval by or other exchange to, st he network manager, of sel ected
capability indicia representative of selected portions of the nobile-node
configuration, or capability. 5l n one aspect of the present invention,
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initiation by the mobile node.

The information is provided to the network manager, efficiently, and with

10 reduced signaling overhead relative to existing manners by which the information is
retrieved.

In another aspect of the present invention, a network-positioned request generator
operates to generate a request message. The request message forms a get command that
includes fields identifying a portion of the logic structure of the mobile node of which

15 information is to be requested. And, the request message further indicates a degree of
detail by which the requested information is to be delivered to the network manager.

In another aspect of the present invention, the functionality of the mobile node is
defined in terms of objects that are arranged in a logic tree structure. The logic tree
structure typically includes subtrees. The logic tree is formed using one or more DDF

20  (device, description, framework) description . A DDF is a document that describes
objects. And, each subtree, if any, can be formed of one or more DDF descriptions Or,
for a given subtree, its DDF can be created. Because the configuration of the logic iree,
and the subtrees, or subroots thereof, are dynamically alterable, without the interaction
of the network manager, the tree structure of the mobile node is not necessarily known

25 by the network manager. Further, the semantic meaning of the objects arranged in the
tree structure might also not be known to the newtwork manager. The request message
generated by the request message generator of the network part identifies the object ID
(identification) of the subtree. Once the request message is delivered to the mobile

node, the mobile node determines the logical location of the object ID and then retrieves

30 the requested information at the desired degree, or level, of detail. When returned to the



15 information is to be requested. And, the request nmessage further

i ndi cates a degree of detail by which the requested information is to be
delivered to the network nmanager. In another aspect of the present
invention, the functionality of the nobile node is defined in terns of
objects that are arranged in a logic tree structure. The logic tree
structure typically includes subtrees. The logic tree is fornmed using one
or nore DDF 20 (device, description, framework) description. A DDF is a
docunent that describes objects. And, each subtree, if any, can be forned
of one or nore DDF descriptions Og for a given subtree, its DDF can be
created. Because the configuration of the logic tree, and the subtrees, or
subroots thereof, are dynam cally alterable, without the interaction of the
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message sent to the mobile node, the requested tree information is returned to the
network manager at the desired level of detail.
In one implementation, a mobile node is operable to communicate in a cellular
20 communication system constructed in conformance with a CDMA (code-division,
multiple, access) operating specification. In other implementations, the mobile node is
operable to communicate pursuant to a UMTS (Universal Mobile Telephone Service), or
other, mobile air interface standard. The mobile node forms a portion of a network that
. is managed by a network manager. The mobile node is dynamically configurable and
25 also dynamically positionable in successive networks, all in manners such that the
network manager is not necessarily aware initially of the configuration of the logic tree
of the mobile node. The network manager generates a request message, a get message,
for communication to the mobile node. The get message includes an object identifier,
indicating the identity by name, location, or structure of an object of interest together
30  with a list of attributes of such object about which information is desired. The message

is communicated to the mobile node. When the mobile node detects delivery thereat of



15 instance, tree linearization operations are perforned to convert a
multi-way tree into a binary tree. And, responsive to the desired degree of
detail indicated in the request nessage sent to the nobile node, the
requested tree information is returned to the network manager at the
desired |l evel of detail. In one inplenmentation, a nobile node is operable
to conmunicate in a cellular 20 comuni cati on system constructed in
conformance with a CDVA (code-division, nmultiple, access) operating
specification. In other inplenentations, the nobile node is operable to
communi cate pursuant to a UMIS (Unyversal Mobile Tel ephone Service), or
other, nobile air interface standard. The nobile node forns a portion of a
network that is managed by a network manager. The nobile node is
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following detailed description of the presently-preferred embodiments of the invention,
20 andthe appended claims.
BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 illustrates a functional block diagram of a radio communication system
in which an embodiment of the present invention is operable.
Figure 2 illustrates a functional block diagram, similar to that shown in Figure 1,
25  but here representative of a change in the network manager that manages operation of
the mobile node from a network manager positioned at a first network server to a
network manager positioned at a second network server.

Figure 3 illustrates a functional block diagram, similar to those shown in Figures

1 and 2, but here representative of operation in which multiple, hereto, network

30 managers.



be obtained fromthe acconpanying drawi ngs that are briefly sunmmari zed

bel ow, the follow ng detailed description of the presently-preferred
enbodi ments of the invention, 20 and the appended cl ai ns. BRI EF DESCRI PTI ON
OF THE DRAW NGS Figure 1 illustrates a functional block diagramof a
radi o communi cation systemin which an enbodi mrent of the present invention
Is operable. Figure 2 illustrates a functional block diagram simlar to
that shown in Figure 1, 25 but here representative of a change in the

net wor k manager that manages operation of the nobile node froma network
manager positioned at a first netwgrk server to a network manager
positioned at a second network server. Figure 3 illustrates a functional

bl ock diagram simlar to those shown in Figures 1 and 2, but here

repr esent atg yge PiRREES FABbAA Wbk Qiain, sitifir td @68 Bowh 8 § s30 managers.
8 Figure 4 illustrates a functional block diagram simlar to those
shown 1-B, Witdwereaspresedtativeiof heneparieigrveyjetnthgmobde apdegogmeritrof 8 first whi ch t he

nobi | ene?@?r?‘tlarnﬁmﬁ a%‘éon@ket@;o;ﬂ.rs'[ network and into a second network.

Fi gure ustrates a nessage sequence di agram show ng signaling generated
5 during offégua¢ b dinsohteammessageliaqaerice diagrdweshowirgenignaling geneiatad. Figure 6

S B al G AR TGRSR He AR NG00 5 9nel 9 generated aurin
Figure 6 illustrates a message sequence diagram showing signaling generated
during operation of another embodiment of the present invention.
Figure 7 illustrates a message sequence diagram showing signaling generated
during operation of a further embodiment of the present invention.
10 DETAILED DESCRIPTION
Referring first to Figure 1, a radio communication system, shown generally at 10,
provides for radio communications with a mobile node 12. In the exemplary
implementation, the radio communication system forms a multiple-access
" communication system permitting large numbers of mobile nodes to communicate
15 therewith, such as a CDMA (code-division, multiple-access) cellular communication
system that here provides for packet-based communications. While the following
description shall describe exemplary implementation of an embodiment of the present
invention with respect to a cellular communication system, the communication system
10 is also representative of any of various other types of radio communication systems.
20  Accordingly, while the following description shall describe exemplary operation of an
embodiment of the present invention with respect to its implementation in a cellular
communication system, the teachings of the present invention are analogously also
implementable in other types of communication systems.
The communication system includes a network, here formed of a radio access
25 network 14 and a packet data network, here an IP network 16. The radio access network
and the IP network are interconnected by way of a gateway (GWY) 18. And, here, a
device management (DM) server 22 is coupled to the IP network. The DM server forms
a network manager for managing a network of which the mobile node 12 selectably
forms a portion. The network managed by the IP network manager formed of the DM

30 server 22 forms, for instance, a virtual private network (VPN).



Figure 7 illustrates a nessage sequence di agram show ng signaling generated
during operation of a further enbodi nent of the present invention.

10DETAI LED DESCRI PTI ON Referring first to Figure 1, a radio

comuni cation system shown generally at 10, provides for radio

comuni cations with a nobile node 12. In the exenplary inplenentation, the
radi o comuni cation systemfornms a nultiple-access communication system
permtting | arge nunbers of nobile nodes to communi cate 15 therewith, such
as a CDVA (code-division, nmultiple-access) cellular conmunication system
that here provides for packet-based comuni cations. Wile the foll ow ng
description shall describe exenplary inplenentation of an enbodi nent of the
present invention with respect to a cellular communication system the
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whi ch bhﬁbdﬁmbl | e node 12 selectably forms a portion. The netvvork managed by

the IP net tné 3 [ fogﬁibtab(?e,é)r recox%/lgura lg,enrlc\{e%rnc?erzlt gﬁﬁé’r&etwgl%r i nst ance, a

virtual pri
10  manager of the network of which the mobile node selectably forms a portion.

Configuration or reconfiguration of the mobile node affects the logic tree 26 thereof.
That is to say, the arrangement of, and the DDF description of objects contained in, the
logic tree of the mobile node are dynamically alterable, independent of the network
manager of the network of which the mobile nodes selectably forms a portion. To

15 properly effectuate managerial control over the mobile node, the network manager of the
network of which the mobile node forms a portion, the network manager must be able to
ascertain indicia associated with the logic tree, or portions thereof, of the mobile node.
Existing manners by which the network manager obtains the indicia associated with the
objects of a node, such as in a conventional wired network, create an excessive amount

20 of signaling overhead when used in conjunction with a mobile node necessitating a
connection by way of a radio link.

In one implementation, the desired logic tree information is obtained upon
request of the network. In another implementation the information is provided upon
initiation by the mobile node. The server 22 forming the network manager includes

25  apparatus 36 of an embodiment of the present invention. The apparatus 36 includes a
request message generator 38 that operates to generate a get message to request indicia
associated with selected objects, subtrees, or other portions of the logic tree defined at
the mobile node. The signaling overhead associated with the request message, and
retrieval of indicia responsive thereto, is reduced relative to existing manners by which

30 such indicia is obtainable by a network manager. The need otherwise to utilize a

conventional get-bulk message or utilize a new-protocol message is obviated. Through



The nobil e node is represented functionally by a tree 26 of objects 28. The
logic tree is here fornmed of groups of subtrees, of which the subtree 32 is
representative. The subtree 32 is forned of at |east two nodes. The |logic
tree, or any subtree thereof, is formed using one or nore DDF description
of objects. The logic tree is sonetines also 5 referred to as a root
directory, and a subtree thereof is sonetines referred to as being a
subroot of the root directory. And, sone of the objects are defined to be

| eaf objects that carry values. Such values are sonetines also referred to
as being interior objects, or nodegy The nobile node is configurable, or
reconfi gurabl e, independent of the network 10 manager of the network of

whi ch the nobil e node selectably forms a portion. Configuration or
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The apparatus 36 also includes a response generator 48 for generating a response

containing the information retrieved by the retriever. The response generator includes a
formatter for formatting the response generated by the generator in a desired format,

20 such as an SYNC format. The response is returned by the mobile node to the network
manager. When received at the network manager, the network manager is provided with
the indicia to permit the network manager better to effectuate control over the mobile
node. Updated information associated with the logic tree 26 of the mobile node is
thereby provided to the network manager.

25 The objects are identifiable, for instance, in terms of their respective URL or URI
values.

In an alternate implementation, the mobile node operates to notify the network
manager of changes to the logic tree structure of the mobile node upon effectuation of
such changes to the logic tree. A get message need not be sent to the mobile node to

30 initiate generation of such a message. Automatic message generation and transmission

is performed, for instance, immediately subsequent to the creation of new objects at the



generation of the get nessage by the request nessage generator, the
signaling overhead on the radio link is reduced relative to conventi onal
generation of get nmessages that necessitate a separate get nessage for each
obj ect of the nobile node or a get bulk nmessage to retrieve indicia
associated wth every object of the logic tree of the nobile 5 node. The
request message generator generates a get, i.e. request, message, formatted
to include the object identity (OD) 42 followed by a string, or list, of
attributes (ATTR) 44. Once generated and formatted, by a formatter, into
the formindicated in the figure, {jhe nessage is routed through the network
part of the comruni cation system and sent by way of the radio link to the
nobi | e node. 100Once delivered to the nobile node, additional apparatus 36
of an ,enbodi detect, by way
of a depmatg oL unSiiebe HREL hak IKERY GRidE AR %%Qﬁﬁﬂjﬁﬁ% us 36 furt her
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example, the object called ‘PRL’ can be reference to a section in a CDMA standard.

And, there can be more than one management server managing a given mobile node.
For example, the CDMA management server for CDMA radio access management is
formed of any of various application management servers are available for managing
20 respective applications, corporate management servers for corporate mobile nodes, etc.
In each case, only subtrees relevant to each management server are updated by the
mobile node, either following a request or automatically by the mobile node.
Figure 2 again illustrates the communication system 10. Again, the mobile node
12 operates to communicate by way of a radio link with a network part of the
25 communication system, formed of a radio access network 14 and an IP network 16,
connected theretogether by way of a gateway 18. Here, the communication system
further includes object servers 58 and 62. The object servers are connected to the IP
network and each of the servers 58 and 62 are separately operable to add to the logic
tree or otherwise change the configuration of the tree structure of the mobile node. That
30 is, the servers 58 and 62 may add objects for storing the URL or URI of the locations

where the respective parts of the logic tree 26, updated by the servers, is stored in the



11 beginning of a nobile-node-initiated managenent session. As changes can
occur independent of the managenent server, the nobile node is in a
position to know about these changes and informthe managenent server of

t hese changes and al so where the changed tree can be retrieved froma
network | ocation, e.g., fromthe entity making these 5 changes in the
nobi | e node. O, the nobile node nay send the nodified tree directly to the
managenent server. In the latter case, the changes, including the tree
structure are sent. This is inplenmentable in various manners. For exanpl e,
in one inplenentation, a trigger i generated in the nobile node after the
tree changes in the nobile node. O, the nobile node is progranmed to
automatically send the tree, or the |ocation where the 10 tree can be
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network manager, i.e., the new management server formed of the DM server 64, should

p—t

be updated with the relevant part of the logic tree 26 of the mobile node.

20 In one implementation, the mobile node sends the relevant part of the logic tree
to the network manager embodied at the DM server 64. The mobile node sends indicia
of the relevant part of the tree, for instance, immediately upon boot strapping into the
network, in the beginning of a session. Or, the indicia identifying the logic tree is sent
as a response to a get message generated by the second network manager.

25 In another implementation, after initial boot strap, operations are performed
between the mobile node and the second network manager, the mobile node sends to the

-DM server 64 at which the second network manager is embodied, the URI to the
location at which the logic tree of the mobile node is stored. The network manager
subsequently utilizes the URI to retrieve the relevant part of the management tree. In

30 the figure, a server 68 stores values representative of the logic tree of the mobile node.

The server 68 is identified by a URL. The mobile node sends the UR], as just-described,



networ k. A managenent server 22 thereafter is able to use a nmanagenent

prot ocol nessage to obtain the values of the | ocation objects, i.e., the
URI val ues, and use the URI values to retrieve the nanagenent tree fromthe
network. In this manner, radio |ink conmmunications are obviated.

S5Al ternately, and as descri bed herei nabove, the network manager obtains the
| ocation fromthe nobile node, and the nobile node sends the location in a
managenent protocol nessage upon changes in the logic tree, such as through
additions of new objects at the nobile node, or other changes in the
configuration thereof. Again, theigending of the managenent protocol
nmessage is, for instance, generated i mediately 10 after creation of the
new obj ects, or other reconfiguration of the logic tree of the nobile node
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30 the figure, a server 68 stores values representative of the logic tree
of 13 hen#R§BF¥Se node. The server 68 is identified by a URI. The nobile node

sends the Widure £t Shist@RECH tdpRentation of the communication system 10 in
which the mobile node 12 communicates by way of a network part including a radio

access network 14 and an IP network 16 connected together by way of the gateway 13.

Feia)

Here, the mobile node 12 roams between an initial position and a subsequent position.
20  Here, the radio access network is identified by a first radio access network 14-1 and a
second radio access network 14-2. And, a gateway (GWY) 18-1 interconnects the first
radio access network with the IP network, and a second gateway (GWY) 18-2
interconnects the second radio access network with the IP network. Here, the first DM
server 22 at which the first network manager is embodied is representative of a network
25 manager of a home network with which the mobile node is selectably operable. And,
the second DM server 64 at which the second network manager is embodied is
representative of a visited-network, network manager.
Upon repositioning of the mobile node with the visited network, the mobile node
sends the URI of a location, here the server 68, at which a management tree associated

30 with the logic structure of the mobile node is stored. The network manager of the



13 to the second network manager. And, the second network manager accesses
the server 68 to retrieve the desired information, as indicated in a
nessage request. Figure 3 again illustrates the conmunication system
10 in which a nobile node 12 conmuni cates by way of a network part fornmed
of a radio access network 14 and the 5 I P network 16. Again, DM servers 22
and 64 are connected to the I P network, and each of the servers have,
enbodi ed thereat, network managers that nmanage separate networks. Here, the
nobi | e node i s managed by the network managers enbodi ed at each of the
servers 22 and 64. Here, the netwgpk manager enbodi ed at the server 22
manages a first part of the logic tree 26 of the nobile node, and the
net wor k manager enbodi ed at the 10 second server 64 manages a separate part
of th%ﬁit%h&w&)ﬁ&ﬁe@&h& 96:oBTB icseRRAEE td dhidiftissidellBtoflar@per al | on, L he
managers each are separately operable to generate get nessages, as
descradsedaﬂeémethrthe&gtc stmstum@th@mpbll@meof the logic tree are of interest
to each of. the q ers request
i nformati (}Hagalt c%ﬁ?’é@ %ﬁ%&% iﬁbsteﬁlﬁm{ {&qm?ﬁgﬁg%(lgfgﬁ% %ISP%Q??% relative to
the r ﬂﬁepﬁdﬁlle\t&daaha\mthorkl’mmgagﬁ rtise v1s1ted netweirk canerequeat)thie RMRIbyustrates a
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net Wogigndifirglgeatidted dagsHGtrativdiof tmmmmtzmsyetehmm Hdka;:the a gat eway (GAY)
18-1 interconnects the f| rst_radio cess ILP network, and
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associ iC structure of the nobile node is stored. The
ndwo réspomssdo be fq;meql hé l’e 9sa3geds) sonetainds Rere shicatadihy the segwsrted2: t he server
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visit %étnq) €s callf 6 Asthfcd ul?esgtlgérﬂﬁmy%ed%r encoding and compressing the

subtree object, size of the subtree object, etc.

20 The mobile node is capable of dynamically forming a representation of the
requested collection of subtrees, then encode and depress the dynamically-formed data,
so that the final data is sent as a responée to the get message. Standard algorithms for
encoding and compressing the logic trees and data associated with the logic trees can be
utilized. The mobile node is further selectably operable to place the encoded and

25 compressed data as an object in the management tree. Such creation of the object is
performed dynamically. Additionally, attributes such as names of algorithms used for
tree compression and encoding, the size of data, and other attributes can also be
associated with objects of the logic tree. And, the mobile node also is capable of

~ sending the address of the location in the logic tree at which the data object is stored.

30 The mobile node is also capable of sending the attributes of the object, if requested.

The address is, for instance, the URI of the location of the object in the tree. Generally,



5 sendi ng a managenent protocol nessage to the nobile node. And, the nobile
node replies to the managenent protocol nessage with the identity of the
URI . Figure 5 illustrates a nessage sequence di agram shown generally
at 76, of signaling generated during operation of the conmunication system
10. Here, the network manager enbodied at the DM server 22 generates a get
nmessage, indicated by 10 the segnent 78, and sends the get nessage to the
nobi | e node. Here, the get nessage includes the URIs of subtree nodes and
attribute sets for each node for which information is requested. Wen the
nmessage is delivered to the nobil esnode, the nobile node traverses each
node indicated in the get nessage and represents the subtree represented by
such nodes starting at each node in a formin a manner permtting a 15

fespoqsr% Jdt &ﬁ.tatlﬁhmmcrﬁﬁ%&mﬁa%ﬁs@ ié SotGeRAELEH callBE £largtdi cat ed by the
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t he Ig&: c tree. And, the nobile node also is capable of sending the address
of th ocation in the logic tree at which the data object is stored. 30
The nobi | e[?@ﬂ@eh&rﬁbﬁﬁhe gétadshage o6 tlﬁenmmgmﬂé;eheamwﬂetnuuesramsashe object, if
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of det@liicated by the segments 92 and 94.

The mobile node is capable of splitting a data object into multiple units, and store

the multiple units as individual objects in the management tree of the mobile node. The
splitting is based upon a maximum size allowed in a response message sent by the

20 mobile node to the network manager. These objects can be grouped under the same
parent node in the mobile node. The attribute in this scenario can also be a sequence
number giving the order of splitting the large data object. And, encoded and
compressed subtrees can be sent in response to a get message. The subtree, or collection
of objects, is represented, for instance, using XML, and then encoded using binary

25 encoding for XML. Also, the data can be compressed using data compression
algorithms, thereby to permit compressed data to be sent in response to the get message
or put as the value of a dynamically-created node in the management tree of the mobile
node. The subtree, or collection of objects, can also be compressed using a tree-
compression algorithm. And, the output of the tree-compression algorithm can further

30 be compressed using a data-compression algorithm. The compressed data is sent in the



Figure 6 illustrates a message sequence diagram shown generally at 84,
al so 5 representative of signaling generated during operation of an
enbodi ment of the present invention. Here, the network manager 22 generates
get nessages for comrunication to the nobile node. And, the nobile node
generates responses thereto. Here, a get nessage, indicated by the segnent
86, is generated. The get nessage includes the URIs of subtree nodes and
attributes sets for each node in the list. Here, the indication al is a 10
set of attributes for the node nl, and the attribute a2 is a set of
attributes for the node n2. Ygon delivery of the get nessage to the
nobi | e node, the nobile node traverses each node contained in the get
nmessage and represents the subtree starting at each node in a formthat can
be se S Eseiide (URI) 15
rressagéSpggseq%J% #?g%&lagggt aneélﬂ;)Et %tag%@%ggg%gzz{r&rgﬁed :hIr‘l3 ot her manners,
are inﬁnmd@-hyatbmeo@egrﬂmﬂpswmeand 94. The nobi |l e node i s capabl e of
splitting t ‘..’?ﬁit multiple units
as indivi dgléefn%‘ﬁor?( an%%erc %glsgngﬁfééegir?gsrﬁﬂ rogg o} %egg gr%%éls e’ node. The
spl i t tdepghding dpaﬁdda p:pﬁanedadm«e—mtmgsmm padtbawhe Othen manigewpynse nessage sent
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| arge data oij And, enc and conpre s§1d subt roﬁ ag be sent in
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and capabilities of, the mobile node are negotiated by way of the radio link formed with

the network. And, the network is here shown to include a legacy server/OTAF (over the
air function) 58 and Sync ML DM server 64-1. Here, the legacy server/OTAF 58 is an
1S-683 compliant device.

20 1S-683 devices are limited to signaling protocol and management features that are
specified in the IS-683 operating specification. And, some carriers, i.e., system
operators of radio communication systems, implement IS-683 standards for device
management. But, carriers also sometimes want a method for managing devices in such
systems through the use of Sync ML signaling. Flexibility of adding new management

25 features, amongst other advantages, are provided through the use of Sync ML signaling.

Through operation of a further embodiment of the present invention, a manner is
provided by which to send Device Information (DevInfo) for management of CDMA
devices, here, ¢.g., the mobile node 12. And, through such operation, a manner is
provided to the server 58 by which to identify the preferred protocol to effectuate the

30 management of a CDMA device, identify the management capabilities of the device, and

also uniquely identify the device for device management purposes. That is to say,



5 protocols are simlarly utilizable. Figure 7 illustrates a nessage
sequence di agram shown generally at 102, representative of signaling
generated during operation of a further enbodi nent of the present

i nvention. Here, Sync M. (Sync MarkUp Language) protocols are used in the
comuni cati on system And, the nobile node is here shown to be forned of a
nobi |l e- 10 station, Sync M. DM (Devi ce Managenent) Client device 12-1 and a
| egacy-standard client device 12-2. The | egacy-standard client device is
here operabl e- pursuant to the operating protocols of the 1S-683 (Interim
St andar d- 683) pronul gated by the ThA/EI A (Tel ecommuni cati ons | ndustry

Al | i ance/ El ectronics Industry Alliance. The |1S-683 standard pertains to a
CDMA (code-division, multiple-access) system 15l n this enbodi nent, device
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t he usBroRfh &ydiialoﬁlafsmgﬁﬁihleﬂgnbodmentwlthmpgésempevm1pmra SPMA dayiceher
enbodi ment of i nventi o n which to send
Devi cd&s WHABE WePBﬂg‘{Fﬁég‘l”vﬁ‘feo’?a‘faﬁmﬁgr?ga’é’ggn{ﬁ g é%oﬁi&%‘é"%ﬁgé‘?y here, e.g.,
thgy ”Qgiﬂoaxd&deftk\%ﬁreém andehﬂi&l@hﬂﬁﬁéhh@ﬁﬂ@em DM seavear@n maperfong ovided to

the server 58 b ich to iden err tocol to effectuate the
30 mﬂag@wa@meatw EIB‘V’J“?%?E {%‘8 %/) f'% ﬁ%gse&r%ent capabilities of the
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urposes. That is to sa
pure by the mobile node 12 to tl}g management server 58. Such bearer specific device

information facilitates the ability of the server to be aware of the features and protocols
15 that are supported for managing bearer-dependent features.

While the signaling indicated in the message sequence diagram is representative
of signaling generated in a CDMA system, the operation is analogously applicable to
-other types of communication systems in which Sync ML protocols are used in
conjunction with legacy-system devices. Analogous description of operation can also,

20 accordingly, be described with respect to other types of communication systems. And,
while this description of exemplary signaling illustrates a manner by which CDMA
DevInfo is used to identify the process/server at the mobile node 12 that handles a
specific management task, as well as how the CDMA DevInfo is used to facilitate
backward compatibility with legacy-system devices, analogous operation can be

25  described with respect to signaling generated to effectuate other tasks.

During operation of this embodiment of the present invention, each of the
EIA/TIA-683 requests and responses, formed by the legacy server/OTAF 58 and the
client device 12-2 is sent over Sync ML DM protocol messages. And, more particularly,
here, the Sync ML Exec command is used to specify the process in the client device 12-

30 2 that is to be invoked for a specific TIA/EIA-683 request. The signaling shown in the

message sequence diagram 102 is representative of signaling that effectuates a TIA/EIA-



17 operation of this further enbodi nent of the present invention, e.g.,
assists the DM server 64 to | earn of the process/server at the nobile node
12 that handl es a specific managenent request in a dynanmc way. And, e.g.,
operation of the enbodi nrent of the present invention permts the SyncM. DM
protocol to have backwards conpatibility 5 with a | egacy, over-the-air
function (OTAF), such as the |S-683 standard. This assists carriers who
currently otherw se make use of |1S-683 protocols to integrate their
respective devi ce managenent systens with the SyncM. DM system Also, e.g.,
t hrough operation of this furtherjgnbodi nent of the present invention, a
CDVA. device is uniquely identified for device managenent purposes. And,
e.g., operation of this 10 enbodi ment of the present invention facilitates
t he I F I t\@e t he protocol of
or of o B P A B el e (Devinfo) 15
here basiedouispeticftige othboTIEI/0A83 Mmassagesgogenationsy t he nobil e node 12 to the
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administration) formatted communications.

In an alternate implementation, a database is maintained at the DM server 64.
The database contains information regarding the protocol capability of each Sync ML
20 DM-capable mobile node, such as the mobile node 12. Generation of the SSPR
| download request message is obviated as the contents of the database are instead
accessed.

And, in another alternative embodiment, if the protocol capability parameters are
included in DevInfo, and the DevInfo is sent to the Sync ML DM server as part of the

25 package number one before every Device Management session, the need otherwise to
generate the SSPR download request message is analogously also obviated.

If the device supports the TIA/EIA-683 OTASP/OTAPA-formatted
communications, the Sync ML DM server 64 intercepts the SSPR download request
message, indicated by the segment 104, and the message is encapsulated into a Sync ML

30 protocol message. The encapsulation is performed, as indicated by the block without

changing the format of the SSPR request. And, the Exec command in the Sync ML



18 683 SSPR update using a Sync M.-based DM protocol. Anal ogous procedures
are carried out to effectuate other TIA/ El A-683 nessage generations.

First, and as indicated by the segnent 104, the | egacy server/ OTAF 58
generates an SSPR downl oad request nessage for delivery to the nobile node
12. The format of 5 the SSPR nessage is conventional, and the types of
PRL-rel ated data that is permtted to populate the data field of such a
nessage is set forth, e.g., in Section 4.5.1.9 of the |IS-683 standard,
pronul gated by the TI A EIA A protocol capability request nessage is
al so generated. That is, the TIAJHI9A683683, | egacy server/ OTAF sends,

I ndi cated within the signaling represented by the 10 arrow 106, a protocol
capability message over a Sync M. DM protocol nmessage. The nessage is here

i ndi caf&QehdPohifts RAEK G Ferb MRHobTSMOde BLIDSER UE B invokedebi hendngthet he nessage
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obvi at g, Thetdhia pairnimidat: wfvitdmmdapabuisezeihes Wikstaggs obeEeEsed. And,

in an%ftlg]r. al L er.nat i ve enbodinent, if the protocol capability paraneters
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OTASP/ £35i6i38; fieae iehitiftel] as package number two. The message is sent, for instance, over

a TCP (transport control protocol) transport layer or another selected transport

mechanism that is supported by Sync ML. The Sync ML protocol message includes an

15 Exec statement that points to the process to be invoked to process the SSPR download

request message. The message is delivered to the Sync ML DM client device 12-1.
When the Exec command is executed, as indicated by the block 114, the Sync ML DM
client device passes the encapsulated SSPR message, as indicated by the segment 116, to

the client device 12-2.
20 The client device 12-2 invokes, as indicated by the block 118, the PRL server to

complete a PRL update in a semi-permanent memory of the device. And, subsequent to
completion of the update, the client device 12-2 forms an SSPR download response
message and provides, as indicated by the segment 122, the message to the client device
12-1. The format of the SSPR download response message is conventional, and details
25  of the format are set forth, e.g., in section 3.5.1.9 of the TIA/EIA-683 standard. If the
PRL update is not successfully completed, the SSPR response message includes an
appropriate error code to indicate such failure. The error code is set forth, e.g., in
Section 3.5.1.2-1 of the IS-683 operational specification.
The Sync ML DM client device 12-1 encapsulates the response message into a
30 Sync ML protocol response message and sends the message, as indicated by the segment
124 over the air to the Sync ML DM server 64, as indicated by the package number



conuni cations, the Sync ML DM server 64 intercepts the SSPR downl oad
request nessage, indicated by the segnent 104, and the nessage is

encapsul ated into a Sync M. 30 protocol nessage. The encapsulation is
performed, as indicated by the block w thout changing the format of the
SSPR request. And, the Exec command in the Sync M. 19 nessage points to
the server in the nobile node 12 that is to be invoked for handling the
SSPR downl oad request nessage. And, the nane of the server is, e.g.,
specified in the Target elenment. One manner by which the nanme of the
process or server at the nobile nogle that handl es the TI AJEL1A- 683 nessages
is provided to the DM server is pursuant to 5 the signaling represented by
the arrow 106. That is, during the protocol negotiation phase, the nobile
node sgnds 1@, fr}drs%ccﬁf dﬂﬁigaexgﬁitfoﬁ of theleREe c%ﬁﬁﬁaﬂm—t}@%dﬁé’argﬁ alRd idchRefackage
nunber one of the response indicated as part of the signaling represented
by t hee.gr eronw code. setrf?ethdatd@ spegified PypgiMlasrecative nanes paired toget her
wi t h nanes I erver 64 sends,
as |ndlcatéghléﬁ%ﬂgégggﬁggS(@§%§m§§emigggéggfﬁg 4%%?§§%R over the air
( OTA) , davmldadeespolie nzessapdds @ragted ffimm the EnapSfated m@ssm p@@kﬁgeSSPiBer e

i denti a ance, over a
rom (i e R TG A TE Rt of DRGSR, LepmBiae, othe BT Ve

t r ans peerier/IAFG8. sm t hat is supported by Sync M.. The Sync M. prot ocol

message i n¢l.udes. an .1 c_statenment. t hat 0|nt o _t cess to be

i nvoked t o%%é’gg?pﬁdhdgvggﬁﬁn%mfﬁ Yo} alrsg bﬁ S ed Vthen dee%rgssage i's

del i Ve:hﬁﬂtgétﬁeﬂt Iﬂsaclfiymtmﬂidte@kheclbexém it h@aﬂ:ﬁagbnuiﬂbamnbj*@n&xﬁd command i s
execut ed, i,ndi cated bl oc DM client device
passes£¥ﬁ@%§% aﬁbaﬁawé %@??55 aggs%ﬁ@Pgégeﬁh%ﬁw?%e segnent 116, to

t heo cl hanigedentisesioh?- 2. 20The cli ent deV| ce 12-2 invokes, as indicated by

t he bl ock 118 t he PRL server to grrgg el h‘g L&%& E‘P 4n a sem - per manent
menory of {VREOWRRAFACICTAALP CoOmmusisd Y theelieghdhvassi *K&° updat e, the

cli entmﬁtﬁ\gb&&lt%&v& 64Jarsr§artam1§§ﬁa<@ewmhsa¢nees pRackge sGalge tasel provi des, as
i ndi cat ed %@t he segnent 122, the nessag he .cl wb\ﬂgew ce, 12-1. The

f or mat Pusfuap ossﬁhea&mn&&en‘?ﬂée%ﬁ%ﬂmg%@ e UEiRE, P9focol g detail s

These parameters are placed under a DevInfo node of a Sync ML DM management tree

15 maintained at the mobile node.
For instance, an exemplary parameter is the ‘ID’ (identification) parameter. This
parameter is the fixed identifier of the device. E.g., the fixed identifier is formed of a
thirty-two bit, electronic serial number (ESN) or the device, or other appropriate
identifier, such as a proposed mobile equipment identity (MEID).
20 Another exemplary parameter is a CDMA_PROT_PREF parameter. This
| pérameter identifies the protocol preference of the mobile node. For instance, the value
of the parameter indicates whether the current preference is management using a 3GPP2
C.S0016-A/TIA/EIA-683 messaging over the Sync ML protocol.
A CDMA_PROV_CAP parameter identifies the provisioning capabilities of the
25 mobile node. That is, the value of the parameter indicates whether backward
compatibility capabilities are present. The value of the parameter specifies the legacy
features that are supported by the mobile node. Details associated with this parameter
are found, for instance, in Section 3.5.1.7 of the 3GPP2 C.S0016-A/RIA/EIA-683.
Another exemplary parameter is the CDMA_IMSI_M parameter. This parameter forms
30 the IMSI_M value. The IMSI_M is the international mobile subscriber identity that

contains a mobile identification number (MIN) as a portion thereof, namely in the lower



25 of the format are set forth, e.g., in section 3.5.1.9 of the TIA/ El A-683
standard. If the PRL update is not successfully conpleted, the SSPR
response nessage includes an appropriate error code to indicate such
failure. The error code is set forth, e.g., in Section 3.5.1.2-1 of the

| S-683 operational specification. The Sync M. DM client device 12-1
encapsul ates the response nessage into a 30 Sync M. protocol response
nmessage and sends the nessage, as indicated by the segnment 124 over the air
to the Sync M. DM server 64, as indicated by the package nunber 20 three.
If errors occur during execution dfl the exec command, the nessage al so

i ncludes, e.g., error codes set forth in the specified Sync M

speci fication. And, when the nmessage is delivered to the Sync M. DM server
64, then SERRukesnl Aad AeHPONRMmpIES pAGActessehd CBN BAND MODReCANcapsul at ed

message. And, the SSPR 5 downl gad respons ssage is fo rded, as
| ndli o-BEUSSGF (TS TABgIAATS 19560 VHIBES 1 dnqreriathy Daut P pedp Aepagies

A i entpiinied bipbsfedifMhs S10FBOAGRITEINDICHS 1 21256T the3EEPS 090816~ When the device
managenent 1s client-initiated, the Devinfo is sent in package nunber one,

gener AA/AEAELAT633B cprieinp adtitionad information sgdatsd ta 1S PAFANRIFT106, at t he begi nni ng

of s devi C?‘héx@b#'%}@% L2198 D b Bmbodiment bR EHleQSscRAR MR Beadf € COMMUNI cat ed
by:fhe client dévice ?gﬁfb t he devi ce nanageﬁgnt server 64 as part of the

packagpesifindericoinéorpatiomis ppaddeldty the mobile padede 2 managemnt 157 ifer - t he-ai r
TSRO O A T TSRSt dcplogeuruless porarecers
features and protocols that are supported at the mobile node, thereby to permit better
management of bearer dependent features.
10 The previous descriptions are of preferred examples for implementing the
invention, and the scope of the invention should not necessarily be limited by this

description. The scope of the present invention is defined by the following claims:



15 maintai ned at the nobil e node. For instance, an exenpl ary paraneter
is the "ID (identification) paraneter. This paraneter is the fixed
identifier of the device. E.g., the fixed identifier is fornmed of a
thirty-two bit, electronic serial nunber (ESN) or the device, or other
appropriate identifier, such as a proposed nobile equi pnent identity
(MELD). 20Anot her exenplary paraneter is a CDMA PROT_PREF paraneter. This
paraneter identifies the protocol preE;rence of the nobile node. For

i nstance, the value of the paraneter i'ndicates whether the current
preference i s managenent using a 3GPP2 C. S0016- A/ TI A/ El A- 683 nessagi ng over
the Sypg,; protocol. A CDVA PROV_CAP paraneter identifies the provisioning
capabilities of the 25 nobile node. That is, the value of the paraneter

i ndi cat es whet her backward conpatibility capabilities are present. The
value qof th paragg%er specifies the | egacy features that are supported by
the nobile %ﬁ&@?m' SPPRUM%&oci ated with this parameter are found, for

i nst ance, a mBmOAECEdnBBurdd fo thaihthi irfoenaicRPer {56l fode/168id\iEd, Aaidadobildmotder
exenpl ary paraneter.  is the COMAI MBI _M paraneter. This paraneter forns 30

t he EVIggic g mitranation definiyg gjobile ngdd Ruictionadif i aehile oy Ranctionsdicy bees

i denti t i : ! I I Jdvicatd MAN) RentunR@fibh On
thereo%#aﬁgﬁépﬁgﬁﬁﬁ¥ﬂEn?gﬂgﬁﬁkgﬁﬂfgg%d%g??ghﬁﬁgggg?%kaﬁd, aﬁ%ther egéﬁplary
par anemnetworls, adde CDM BAND MODE CAP paraneter. This paraneter is set to

val ues to indicate.théybqgg ag node capabilities that are supported by the
mobi | e noROCTIBRETFIEY 1O Gt he 3GPP2 C. S0016- A/ TI A/ E1A- 683B cont ai ns
addi ti onal i nf asteatindiBatiodk alif edrdgest s cqpabiitg irelicia, Sakbeiadl withhatdegsh one

operation of an _enbodi nent qf th resent invention,. bearer specific device
i nf or maglPRd st opplyesty of thsymetils nﬁ_ﬁ%f)qg&: RS a_tsaﬁfateﬁ%ﬁb%fer@%h e ver to
provide the sepyerywhd biphtifiQriAGEaQ0 tHR]ERERA 1V6] Jiittaf ShdiSlied 1 tRerel@dst. €T

aware of the features and protocols that are supported at the nobile node,

thereby to permt better managenent of bearer dependent features.

2. The apparatus of claim 1, wherein the request for capability indicia comprises a self-

generated request formed at the mobile node.

3. The apparatus of claim 2, wherein the processing circuitry is further configured to
automatically generate the self-generated request in response to a change in the logic tree

objects.

4. The apparatus of claim 2, wherein the processing circuitry is further configured to
automatically generate the self-generated request in response to roaming operation of the mobile

node.

5. The apparatus of claim 1, wherein the capability indicia comprises a semantic meaning

associated with an object, of the logic tree.

6. The apparatus of claim 1, wherein the capability indicia comprises bearer-specific device
information associated with the mobile node, and wherein the processing circuitry is configured

to retrieve capability indicia that comprise the bearer-specific device information.



10The previous descriptions are of preferred exanples for inplenenting the
i nvention, and the scope of the invention should not necessarily be limted
by this description. The scope of the present invention is defined by the
following clainms: 22 Clains 1. An apparatus conprising: a nenory
configured to maintain information for a nobile node logic tree, said
nobi |l e node |l ogic tree information defining nobile node functionality, said
nobi | e node functionality being alterable dynami cally and i ndependently of
a devi ce managenent server in a conmufii cati on network, and a processing

circuitry configured to detect indications of a request for
capabi hi ty irfdinhaan@StOahidt 8 Whdrdin dhe! n@NQpPEHE ShRAroPlatih RRLES! S,
of the nDbiFe ﬁ'gemP03?2 tree, at anse?é%?§§ Ieng of detail,land rgﬁfieve

t he cateaudgetprotonalianid avhetein e indicatians df lagegiesioonuisaial synelupmzation markume
request. 2. The apparatus of claim1l1l, wherein the request for capability
indicikmgﬁﬁfﬁPgﬁgmg &8%%generated request formed at the nobile node. 3.
The apparatus of claim2, wherein the processing circuitry is further

configured to automatically generate the self-generated fequest in response
to a cBangeThs appaatuypf cPl%lF’eg’ Whpiswy the b‘iﬁ.fer'Pﬁ%c‘g‘bﬁﬁYI&? ogpationaPqppRyIses

wher ei Mé}ﬁa&% RANRO ! defeedeli st bSolijltt,NBE sQ8Ed S R BbjeRisBMBREbGAEd Y

generate the self-generated request I'n response to roamng operation of the

nmobi | e withdespecific mphegemsphtask- us of claim 1, wherein the capability indicia

conprises a semantic neaning associated with an object, of the logic tree.
9. The apparatus of claim 7, wherein the synchronization markup language formatted

message comprises a synchronization markup language Exec command.

10.  An apparatus comprising:
a processing circuitry configured to

generate a request message, for communication to a remotely located mobile node
of a radio communication system, to request capability indicia, associated with at least one
selected set of objects of a logic tree corresponding to the mobile node, at a selected level of
detail, and

a radio transceiver configured to send the request message to the mobile node,
wherein said apparatus operating as a device management server in a communication network;
and

wherein logic tree information of the logic tree defines mobile node functionality,
said mobile node functionality being alterable dynamically and independently of a device
management server in a communication network, the logic tree information including the at least

one selected set of objects.

11.  The apparatus of claim 1, wherein the processing circuitry is further configured to
generate a response to the request for capability indicia, the response comprising retrieved values
of the capability indicia at the selected level of detail, and

a radio transceiver is configured to send the generated response to the device management

SCrver.



6. The apparatus of claim 1, wherein the capability indicia conprises
bearer-specific device information associated with the nobile node, and
wherein the processing circuitry is configured to retrieve capability
indicia that conprise the bearer-specific device information. 23 7. The
apparatus of claim6, wherein the apparatus supports synchronization markup
| anguage protocol and wherein the indications of a request conprise a
synchroni zati on markup | anguage format}ed nmessage. 8. The apparatus of
claim7, wherein the bearer-specific vice information conprises indicia
associated wth the selected set of objects, the selected set of objects
bei ng associated with a specific managenent task. 9. The apparatus of
claim7, wherein the synchronizati on markup | anguage fornatted nessage
conpri $2s aThynpparans ofitclam b ridhgeih ahe pagpessinge cirastryras durthet Gonfigured par at us
conpri roce |rcuitry configured to generate a
reques?‘ﬁ%&gﬁégmﬂ18$"§8 nication to a renptely | ocated nmobile node of a
radi o communi cation system to request capability indicia, associated with
at | east one selected set of objects of a logic tree corresponding to the
mobi | e 1dodeThempparates @f ickaim| b eVhesein fbe Arecessipg circuitry is further gopfigiired to

L ansC el fplos B e&%@&eg SEHtalel MR LsciTRIGRAR, t O the mobile node,
wherein s appar at us era Ing as Vi ce management server in a
conmuni cat i on network; and wherein logic tree information of

the logic tree deflnes b|| ode nct | nallt id nobi.l e node

Funct | St | T5° BERRERSF SPU & Wipmam ot ok e draomy 6y f Feirs o
manage gRidure EavRiy ért ér ﬁﬁl’ﬁﬂdlﬁb-ﬁ'éé bt ties, vmakwhéraa the Gelected &et bhidgpidcraté on
|nclud|ng the at |1 east one selected set of objects.  11. The apparatus of

cl ai m obicglpepraprses gloptt gaesbr iy stupturs afthe one qrmqrﬁ So-EesTUGUFEd t o generat e
a response to the request for capability indicia, the response conprising

retrieved values of the capability indicia at the selected | evel of detail,
and a d&di oThe aprmcatusseicldim ldowhengur eadh pbthsend ot meregmibdregtstuctiess potefiwed o t he

devi CCin s %?%n&evice description framework description of objects and wherein the capability

indicia, associated with the selected set of logic tree objects, are related to the device description

framework description of objects.

16.  The apparatus of claim 10, wherein the requested capability indicia are associated with a
first selected set of the logic trec objects at a first selected level of detail and with at least a

second selected set of the logic tree objects at a second selected level of detail.

17.  The apparatus of claim 16, wherein the logic tree comprises a logic-tree structure having
a first sub-tree structure and at least a second sub-tree structure and wherein the generated
request message requests the capability indicia associated with the first sub-tree structure and

with the second sub-tree structure.

18. A method comprising:

generating a request message, for communication to a remotely located mobile node of a
radio communication system, the request message requesting capability indicia associated with at
least one selected set of objects of a logic tree corresponding to the mobile node, at a selected

level of detail; and



24 12. The apparatus of claim 11, wherein the processing circuitry is
further configured to format the generated response. 13. The apparatus of
claim 12, wherein the processing circuitry is further configured to
conpress the generated response pursuant to a conpression schene. 14. The
apparatus of claim1l1l, wherein the nobile node logic tree conprises a

| ogi c-tree structure having one or nore sub-tree structures, and wherein
the selected set of logic tree objectﬁsconprises at | east one sub-tree
structure of the one or nore sub-tree”structures. 15. The apparatus of
claim 14, wherein each of the one or nore sub-tree structures is defined in

terms of a deuinG &%ﬁﬁéslﬂ%ésgg?{ortﬁé%\&ﬁﬁ adescription of objects and wherein

the capability Indicra, associated with the selected set of logic tree
obj ects, arwhereinalogit tres infremdian ofbthddegie ityse idgfingsr makiiqondde dunationglity.osaid f

objects....16. The apparatus.of c¢laim 10.  wherein the, r e a ity

i ndi ci $8H& %%@og?lﬁﬁgﬁal@v‘( 'tjl?]euég f#ﬁﬁ?{bigs éigg%rfuggﬁ% ot ndteﬁgnqﬂég%f c&t (réegg‘(pjl j ect s
at a f hfashgearthesirad il £vahmahicatnidiwakgtheilddic Gée infasiation heluding thedtdedsed set
of the logic tree objects at a second selected |evel of detail. 17. The
appar aPsescted|sgt ¢hobECtswherein the logic tree conprises a |ogic-tree
structure having a first sub-tree structure and at | east a second sub-tree
structure and wherein the generated request nessage requests the capability
i ndi ci 49.ass®b¢ appathtws aflslaimd , whersin thetequess éorgapahilityirdiein gomprises ehlgast esdnd

e agbenin oAb ethak P OB AR Bl selprnd SRR L SO Re BT

conmmuni ¢igt dfakribytes RIMthet 40 feastatie édentififedsiga. r equesting capability indicia
associated wth at | east one selected set of objects of a logic tree
corresponding to the nobile node, at a selected |level of detail; and 25

sendi ngpt heTE@‘ﬂ?;ﬁa?&tué‘%E SRER 100 whBRIHTBRA laf 1A0d6he identifier WORIpALAR dt QEdsE ohé €€
i nformati on of e logic tree defines nobile node functionality, said

nmobi | e unifeten fesovsed idertitier yof ptleag) on¢ togicdbieaodgnani cal |y and i ndependent |y of
a devi ce managenent server in a conmunication network, the logic tree
information including the at | east one selected set of objects. 19. The
appar apus ofrhelapparaths ofhelaiai n1f rereiy ties perfepated agspbndei tomprises @t deasoope | ses
at | east.  _one identjfig; fPr at | east one logic tree object, in the at |east
one selBiferayresuresdentifier @ ?V¥¥¥Qﬁﬁé§FFE, and a list of attributes for the at

| east one identified object.

22.  The apparatus of claim 10, wherein the request message comprises at least one identifier
for at least one logic tree object, in the at least one selected set of logic tree objects, and a list of

attributes for the at least one identified logic tree object.

23.  The apparatus of claim 22, wherein said at least one identifier comprises at least one

uniform resource identifier of at least one logic tree node.

24. A method comprising:

detect indications of a request for capability indicia, associated with at least one selected
set of objects of a mobile node logic tree, at a selected level of detail,

retrieving the capability indicia at the selected level of detail indicated in the request,
wherein mobile node logic tree information, maintained in the mobile node, defines mobile node
functionality, said mobile node functionality may be alterable dynamically and independently of

a device management server in a communication network.



20. The apparatus of claim 19, wherein said at |east one identifier
conprises at |east one uniformresource identifier of at |east one |ogic
tree node. 21. The apparatus of claim 11, wherein the generated response
conprises at |east one uniformresource identifier of a logic tree object.
22. The apparatus of claim 10, wherein the request nessage conprises at

| east one identifier for at |least one logic tree object, in the at |east
one selected set of logic tree object?6 and a list of attributes for the at
| east one identified logic tree object. 23. The apparatus of claim 22,
wherein said at |east one identifier conprises at |east one uniform
resource identifier of at | east one logic tree node. 24. A nethod

conpri si ng: detect indications of a request for capability indicia,
associ aed Whe¢ method oéelsim dhdudkdreompdsingt of obj ects of a nobile node |ogic
tree, at a selected | evel of. .detail Lretri.eyi i i

i ndicia at EHE" @geacﬁewnﬁ%\g)efheor]eqlgg{ ﬁo?lr Ica]i’af%l fttY,édeelgla’i %9{%@81}%&%&@@{1 ,an %lé? ein
mobi | e rdifeked|cagibility irkcia afthe s@ddtelleveraf détail,mad i n the nobile node, defines
nobi | e node functionality, said bi | e node functionality may be alterable
dynami cal | yseBdiBg theespead risponss o tedsvice RGBSR Tser ver in a

communi cation network. 26 25. The nethod of claim 24, further conprising

generating a response to the request for capability indicia, the response
conpri 8bng Themethodof vlaiin 24pulirein the ¢apahitityandiciatapgocintddavitiethe seloetpd gt of
detail, and sending th ener at [ Al rver.
26, " ThIoMRPTCaIe B3 el dric PRGN bkt Rt B SRAACEIRR 0Pl T
the seleeted set of logic tree objects is related to a device description
framewor k description of objects in the logic tree. 27. The nethod of
claim 24, wherein the request for capability indicia conprises at |east one

uni f or Byr es QUL aRod DR tiaith 24, Whdeithd RAREst IR apdbility Rutifla ASBPGIA bERastoh at
| east one logic tree object in the at |east one selected set of logic tree
obj ect gniform resource identifier and at least one attribute associated with at least one logic tree object

in the at least one selected set of logic tree objects.

28.  The method of claim 18 further comprising:
detecting at the mobile node values representative of a selected set of logic tree objects

for which the capability indicia is requested.

29.  The method of claim 18, wherein the requested capability indicia are associated with a
first selected set of the logic tree objects at a first selected level of detail and with at least a

second selected set of the logic tree objects at a second selected level of detail.

30.  The method of claim 29, wherein the logic tree comprises a logic-tree structure having a
first sub-tree structure and at least a second sub-tree structure and wherein generating a request
message includes generating a request message requesting the capability indicia associated with

the first sub-tree structure and with the second sub-tree structure.

31.  The method of claim 18, wherein the request message comprises at least one identifier for
at least one logic tree object, in the at least one selected set of logic tree objects, and a list of

attributes for the at least one identified logic tree object.



28. The nethod of claim 18 further conpri sing: detecting at the
nobi | e node val ues representative of a selected set of logic tree objects
for which the capability indicia is requested. 29. The nethod of claim18,
wherein the requested capability indicia are associated with a first
selected set of the logic tree objects at a first selected | evel of detai
and with at |east a second selected set of the logic tree objects at a
second selected | evel of detail. SO.ZJhe met hod of claim 29, wherein the
logic tree conprises a logic-tree stricture having a first sub-tree
structure and at |east a second sub-tree structure and wherein generating a
request nessage includes generating a request nessage requesting the
capability indicia associated with the first sub-tree structure and with

t he sed2nd Thoniatlsesl ef clatn rle whein saifeat teash wde adentiffigt gomprisepiaé dedsh onthe
request ssage _conpr.ises | peast, ane identifier for at | east one logic

t rge offeeqm I %“?Grfgggfﬁsef85%%1635ﬁ%n3318$18§e%80 st of logic tree objects, gnd a
list of attributes for the at | east one identified logic tree object. 27
32. The nethod of claim 31, wherein _said at | east gne,identifier co i ses

at | eadd ondhemetind ok eay 24 Whewsi fhei sruest for;capabilty Bidicia eRpRIIses dcctivde.
33. Th | gL b4 t he request for capability indicia
conpri gglg@g%feélqﬁésé?r@'fg}a@gw}ﬁgguest formed at the nobile node. 34. The
met hod of claim 33, further conprising automatically generating the

sel f-generated r e i.n n .a_change..in t | gt Lo jects.
35, Thdhmet A5G TSR O i’ PR GphBaflns AEPREILRy BB fi CERRIEE S,
sel f - geapeatietbsp@3eas b chingeds fensgc tree oljests.ng operati on of the nobile node.
36. The nethod of claim 24, wherein the capability indicia conprises a
semanti ¢ meani ng associ ated with an object, of the logic tree. 37. The
met hod 3gf C!T?b Relitbd HRLifl 3B, ifiehes @BABHSihS YutoRatid 112' géﬁ&ﬁﬁﬁ%_&% self-generated
bearer-specific device information associated with the nobile node, and

f ur t herequestpn resporge tetopining opgratiap abtheimapilemgiiei a t hat conpri se the
bearer-specific device information. 38. The nethod of claim 37, wherein
the detecting indications of a request and the retrieving the capability

i ndi ci 36at trhe nsehwicofodaihe 24| whdreid ehaicpahility jpelidio comgrises aasemapiiameanisg t hat
supports synchrgni zati on rkup | anguage protocol, and wherein the

i ndi ca@?ﬁ?ﬁ’é‘teéf‘”lﬁ* ?’ég’éf’é%t"fg?ﬁ“lﬁ?%r@e'a synchroni zati on markup | anguage
formatted nessage.

37.  The method of claim 24, wherein the capability indicia comprises bearer-specific device
information associated with the mobile node, and further comprising retrieving capability indicia

that comprise the bearer-specific device information.

38.  The method of claim 37, wherein the detecting indications of a request and the retrieving
the capability indicia at the selected level of detail are performed in an apparatus that supports
synchronization markup language protocol, and wherein the indications of a request comprise a

synchronization markup language formatted message.

39. The method of claim 38, wherein the bearer-specific device information comprises
indicia associated with the selected set of objects, the selected set of objects being associated

with a specific management task.



39. The nethod of claim 38, wherein the bearer-specific device information
conprises indicia associated with the selected set of objects, the selected
set of objects being associated with a specific managenent task. 28 40.
The net hod of claim 38, wherein the synchronization markup | anguage
formatted nessage conprises a synchroni zati on markup | anguage Exec conmand.
41. The nethod of claim 25, further conprising formatting the generated
response. 42. The method of claim41,,further conprising conpressing the
generated response pursuant to a conpression scheme. 43. The method of

cl aim 25, wherein the generated response conprises at |east one uniform
resourgg i depl ifdifidq QF é'f?ilnogg,c wheRth A Shilchronttiod NRarkE 18udde Frilafed 4,
wherein the nobile node logic tree conprises a |logic-tree structure having
one or message serbprises e sgichromization mackwy lavgoags Execlsemgwhdct ed set of logic tree
obj ects conprises at | east one sub-tree structure of the one or nore
sub-tree structures. 45. The nethod of claim44, wherein each of the one
or nor @1 subThé ethdt bbclkin 25, fushdebinpasing forinatiing tinf geaedRdirespoaescri pti on
framewor k description of objects and wherein the capability indicia,
associated wth the selected set of logic tree objects, are related to the
devi ce 46escihPieod of BIRRNRI KuARS ComBrisiag c&ﬁp&?dh?&é genefifled %Q&n@@?ﬁ%n@f
claim 24, wherein the request for capabrlity indicia conprises at |east one
i dent i o @corhpressam schemed. one | ogic tree object, in the at |east one sel ected
set of logic tree objects, and a list of attributes for the at |east one
identified object. 47. The nethod of claim46, wherein said at | east one

i denti #4Ber Thepictidof@laith@3svherei thaigbmerared espoitse eom@dsis iaf least ant vaifodneast

one logic tree node. ) )
9esource ?dentlf?er of a logic tree object.

44.  The method of claim 24, wherein the mobile node logic tree comprises a logic-tree
structure having one or more sub-tree structures, and wherein the selected set of logic tree

objects comprises at least one sub-tree structure of the one or more sub-tree structures.

45. The method of claim 44, wherein each of the one or more sub-tree structures is defined in
terms of a device description framework description of objects and wherein the capability
indicia, associated with the selected set of logic tree objects, are related to the device description

framework description of objects.

46.  The method of claim 24, wherein the request for capability indicia comprises at least one
identifier for at least one logic tree object, in the at least one selected set of logic tree objects, and

a list of attributes for the at least one identified object.

47.  The method of claim 46, wherein said at least one identifier comprises at least one

uniform resource identifier of at least one logic tree node.



