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present invention relates to a comunicatijons network, and in 5 particular
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) 5 particular to a network in which customers use a number of different call control
mechanisms.

In a conventional public telephone network, customers have only one type
of address, hamely telephone numbers, and there is a single uniform call control
mechanism which is built into the telephone network and which is used for

10 establishing and for terminating calls, and for recognising e.g. when a called party
is busy. Increasingly however, customers have access to a range of different
network technologies, each with its own address type. For example, a customer
might have in addition to a telephone number a conventional IP (Internet Protocol)
address, a multicast IP address and a URL {Uniform Resource Locator).

15 In general, each of these different address types has associated with it a
respective call control protocol (where the term “call control” is used broadly to
denote the means for establishing and terminating connections between different
parties). For example, audio or visual communication between parties using
conventional 1P addresses commonly uses the H.323 protocol, whereas for

20 communication between IP multicast addresses a different protocol, Session
Description Protocol (SDP) is used. Maintaining a one-to-one mapping between
address types and call control has the advantage that the user knows
unambiguously the appropriate call control mechanism for establishing contact
with a particular address. However, as new call control mechanisms have

25 Dproliferated, and as existing protocols develop to offer new functionality and to
harness the capabilities of increasingly sophisticated client terminals and of
networks offering more bandwidth, it becomes increasingly difficult to maintain the
one-to-one mapping. As a result, it has become difficuit to guarantee successful
call set-up based simply on knowledge of the address type of the called party.

30 SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there is provided a

method of operating a communications network comprising;
a) for each of a plurality of users connected to the network, registering

user profile data in a directory which is accessible to other users, which user
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in a directory which is accessed by a customer prior to attempting to set up a call.
In addition to allowing flexibility in the selection of call control protocols, this
arrangement also facilitates customer mobility, since a user can log on at different
terminals and update the corresponding user profile accordingly.

15 Often, the step of registering user profile data will be carried out by the
client terminal itself. For example, when the client terminal is a PC connected to a
LAN, then the client terminal may register its user profile with the directory each
time the user logs onto the LAN. Preferably however the method also provides for
the step of registering the client profile to be carried out by a third party. The third

20 party may for example register a conference address and a session control protocol
which applies to a multiplicity of parties to a conference.

Preferably the user profile includes at least one network address for a
client terminal. Preferably the user profile further comprises network driver or call
contro! identities for each network driver used by the client terminal to access the

25 network. quether these are known as a client capability

Preferably the method includes registering the user profile data when a
user at a client terminal logs on to a network; and maintaining a record of the user
profile data after the user logs off. Preferably in this case the user profile includes
a flag which distinguishes data for persistent terminal capabilities from other data,

30 and only the said data for persistent terminal capabilities are maintained after the
user logs off.

Preferably, in the step of registering user profile data, the user profile data
is structured as a hierarchy of objects including a user profile parent object and at

least one client capability child object. Preferably the hierarchy of objects further




e

According to

a first aspect of the present invention, there is provided a
nmet hod of opgy@bdsy@sp conmuni cations network conprising;

PCT/GB98/03503)

for each of a plurality of users connected to the network, registering

~user profile

user

- PCT/ GB98/ 0350
. profile data

different cal
acall froma®

; dat'a for the
. subsequent |y
2in the said u

5

10

16

20

25

30

data in a directory which is fqccessible to other users, which

WD 99/ 29081
3

toraprigbas netkeorki hddress fapjectsearst calbr eondrol aotmfttfﬁiaIW'!'?h ometwork

I%%g%t ;@le tgra[ng ctag cgntggl cfbé%fts are relattrede 'éodmne AlehPEa a%ﬂ&%%ﬁ@!: é'“ ng

6Rild sjedia b patenit Gbjeat. fromthe d| rectory; and 5

O B2 el S e e Y0 T Sl

description and claims with the meanings normally assigned these terms in object
oriented design/programming (OOD/OOP).

According to a second aspect of the present invention there is provided a
communications system comprising:

a) a network:

b) a multiplicity of client terminals connected to the network, and different
ones of the multiplicity of client terminals having different call control capabilities;

c) a directory which is accessible to the multiplicity of client terminals and
which is programmed with user profile data for users of the client terminals, which
user profile data includes, for each user, identifiers for one or more of a plurality of
call control protocols.

The directory may be located entirely on a server which is remote
from the client terminals and which is accessed via the network. Alternatively the
directory may comprise directory system proxies located locally at respective client
terminals and a database which is located remotely from the terminals and which
is accessible via the directory system proxies.

Systems and methods embodying the present invention will now be
described in further detail, by way of example only, with reference to the
accompanying drawings, in which:

Figure 1 is a schematic of a first network embodying the present
invention;

Figure 2 is a first message flow diagram;

Figure 3 is a schematic showing platforms for use in the network of Figure

Figure 4 is a diagram showing a user profile object;

Figures 5a & 5b are diagrams showing alternative LDAP implementations
of the invention;

Figure 6 is a second message flow diagram;

Figure 7 is a third message flow diagram;

Figure 8 is a fourth message flow diagram;
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and IP (Internet Protocol) transmission protocols. The first user terminal has both

an Internet address (111.111.1.113) and an ATM address (ATM1). Similarly, the
second user terminal has an Internet address (123.123.1.124) and an ATM

15 address (ATM2). The network domains are linked by a connection 6 which also
supports both of these protocols. A directory platform is linked by an IP data
connection 8 to the first network domain 4 and via the first network domain 4 to
the second network domain 5. The directory platform has an IP address
321.321.3.321.

20 in use, customers at user terminals 2,3 both register with a directory
server which, in this example, runs on the directory platform 7. Subsequently, as
will be further described below, when a customer at user terminal 2 wishes to
contact the customer registered at user terminal 3, then a request is submitted to
the directory server. This request is transmitted to the IP address of the directory

25 platform 7. The request includes data, such as the customer name, which
identifies the called customer. The directory server uses this data to select a
corresponding user profile which was created when the customer registered with
the directory server. From the selected user profile the directory server returns to
the calling customer the network addresses and call control capabilities of the

30 called customer. Using this information the calling customer sets up a call to the
other customer. For example, the calling customer in this instance may choose to
establish a connection to the ATM address (ATM2) using the ATM call control
protocol { Q.2931).




Preferably the nmethod includes registering the user profile data when a
user at a cliwpploghstpii nal | ogs on to a network; and maintai ni pgrRsBoRHER6S Of
t he user profile data after the user logs -off. Preferably in this case
the user profile includes a flag which distinguishes data for
persistent term nal capabilities fromother data, 30 and only the said_
data for persistent termnal capabilities are naintained after the

user |ogs off. The steps oPr ﬁ'feerptb’td,col | dutlidedd sdbeweOf whiehi 3§ efd'rmgd ugies
profile data, ,the user structuyred as a rch of
obj ects i ncl udsigroge ‘loﬂ"reﬁ?q’YQr ?fﬁ?‘ént“'@x?? il HﬂWLertéiesc”beq 'é'afé' %QQE'I?'i ent
capabi | ity chRkgisebiheClient Fofiéer ably the hierarchy of objects furt her

WO 99/ 29081
PCT/ GB98/ 03503 3

5 When registering with the directory server, the client enumerates its

network drivers, call control capabilities and network addresses. By way of

example, these may inciude:

A network driver could be an ATM card, a Windows socket API, a telephone line
10 driver.

Call control can be the ISDN series Q.931 or Q0.2931, H.323, H.310, PSTN, [P

unicast or IP multicast.

15 The network addresses could be AESA, IP or E.164 Telephone number.

A model of the client’s call contro! capabilities and network address resources is
registered with the directory server. The directory server then assumes that the
client is registered and that is active. When the client is not active, existing

20 details may be stored on the directory server. The existing details record other
methods of making calls or passing messages to the client. These details may
include a URL (uniform resource locator), PSTN (public switched telephone
network) number or Email address. This static information is updated with any
relevant changes notified by the client when the client registers. The URL may be

25 used as a pointer to an HTML page containing details of further special resources,
such as a conferencing capability, associated with the user. The HTML page could
additionally be used to access Java call control applets. An indication of the nature
of these resources may be stored with the URL and made available to other users
as part of the user profile.

30 There are two possible ways of registering client capabilities. The first
way is for the client itself to register its own capabilities. Only addresses and
technologies that are associated with the client at the time of registration are
permitted to be registered. The second way is to allow clients to register

capabilities of clients other than themselves. An example of this would be the
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10 network address, such as TCP and an |P address.

The registration process is illustrated in message sequences 1 and 2 of
figure 2. The RegisterProfileRequest message is used to indicate to the directory
system that the client is now active. In addition, it can inform the directory system
of any new capabilities that have become available as a result of the client

15 becoming active. On receipt of the RegisterProfileRequest message the directory
system authenticates the client and any associated request. Assuming the request

is valid, the directory system updates itself and sends a RegisterProfileResponse
back to the client.

20 Modifying Client Profiles

While the client remains active it may add, modify or remove client
capabilities stored on the directory system. This may be necessary, for example, if
the client obtains new call control technology or a new nétwork address. The

25 UpdateProfileRequest message, shown in message sequences 3 & 4 in Figure 2, is
used to add or modify client capabilities. The parameters passed in this message
determine whether a new client capability is added to the directory system or an
existing client capability on the directory system is modified. In this
implementation, the address and call control fields form the client capability

30 primary key for the directory system. Hence, if both the address and call control
parameters passed in the UpdateProfileRequest message match an existing client
capability primary key in the directory system the message is used to modify other
parameters belonging to that client capability. If no match is found, the message is

used to create a new client capability in the directory system. Again, assuming the
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) - 5 the address and call control parameters passed in the RemoveProfileRequest
message match an existing client capability primary key in the directory system,
then the matched client capability is deleted from the directory system. If no
match is made an error is assumed, the result of which error or otherwise is
returned to the client using the RemoveProfileResponse message.

10
Unregistering Client Profiles

When a client becomes idle, for example when a user logs off his/her

office computer, the client undergoes the unregistration procedure illustrated in

15 message sequences 13 and 14 of Figure 2. The UnregisterProfileRequest message
is used to indicate to the directory system that the client has moved from the
active state to idle. On receipt of this message the directory system authenticates

the client and assuming the request is valid, the directory system updates itself

and sends a UnregisterProfileResponse back to the client. As part of the directory

20 system update, all client capabilities indicated as not being persistent are removed
from the directory. Other client capabilities such as Email accounts and URLs,

which do not need call control, are maintained on the directory.

Searching for C!i-ent Profiles
25
The client first accesses the network directory using a search criteria such
as familiar name, e-mail address or URL. The directory returns a set of information
containing addresses and call control capabilities, etc. that match the search
criteria. The search procedure is illustrated in message sequences 9 and 10 of
30 Figure 2. The SearchProfileRequest message can be used to pass parameters such
as the client’s distinguished name, the client’s domain name and/or the client’s
familiar name. At least one of these parameters must be passed to the directory
system. On receipt of the request, the directory system searches for clients that

match all the parameters passed to it. All matiched clients are indicated to the
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ATM address (ATML). Simlarly, th

Getting Client Capabilities

By passing a unique identifier to the directory system, the capabilities of
10 the client identified are returned to the requesting client. All global client
capabilities are returned. Non-global client capabilities are returned only if the

requesting client belongs to the same domain as the client whose details are being

requested. The client then chooses an appropriate call control method to initiate
the call.

15 This procedure is shown in message sequences 11 and 12 of Figure 2,
The GetClientCapabilityRequest message is sent to the directory system. It
contains the client’s distinguished name and the client’s domain name. These two
parameters uniquely define the client. Assuming this client is stored in the
directory system, the list of client capabilities for this client is passed to the

20 remote client in the GetClientCapabilityResponse message. !,

This procedure can be used regardless of whether the client being .

scrutinised is active (registered) or not (unregistered).

25 Figure 3 shows schematically the principal components of a system
implementing the above protocol. The protocol is implemented across the
interface referenced A, between a client terminal 31 and a directory server 32.
The client in this example is a personal computer which includes an ATM driver
311 and an IP driver 312. Within the directory server 32, the data supplied by

30 clients as they register is stored as a structured hierarchy of objects. The parent
object corresponds to the user profile. There is associated with each user profile
one or more client capability objects. Each client capability object has child objects
including an address object and a call control object. Although in the diagram only

a single instance of each object is shown, in reality the directory server includes
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The objects referred to above determine how the data is registered,
modified or accessed. In this implementation the data is stored in an LDAP
(Lightweight Database Access Protocol) directory. LDAP is used across the

15 interface referenced B in the Figure. LDAP is a flexible system for storing any fiat
data within a Data Information Base (DIB). The classes used to implement the
present invention are at some time read from, written to and modified within an
LDAP DIB. The DIB does not replicate class formats directly but it can store
records in relative order and provide identifiers. For instance, when an address

20 record is retrieved from the DIB, the address type can be queried to find for
example that the class is an AESA Address. An empty AESA class can then be
populated with the data. Likewise, when a class is to be written to the DIB, the
class type will cause an identifier to be set in the DIB record for example that a
record is a CallControl Q.2931 subclass,

25 Figure 4 is a simple schematic for storing user profile, client capabilities,
addresses and call controls. For example, an organisation such as BT may publish
all its user profiles under the distinguished name (dn) of userProfiles.boat.bt.com.
To perform an LDAP search to retrieve “John Smith” UserProfile the base object to
begin the search would be “userProfiles.boat.bt.com”, with a filter specifying

30 either the userName “smithj” or familiarName “John Smith”. The search would
return matching UserProfiles. The summary text is examined by the user to identify
the correct record. Once the UserProfile record is identified, the directory
implementation can then perform a search for client capabilities using the base

object “smithj.userProfiles”, which will return a list of ClientCapabilities records.
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The steps of the protocol outlined above, which is terned the
"heterogeneous directory protocol " (HDPyg, W Il now be described in
further detail. Regi stering Cient Profiles 5 When

registering with the directory server, the client enunerates its
network dri WEPECheggan thent boredagmaes Lsinge'Cliant Qapt Wor ICHReE G2SE'S ctc., Bis Way

of eXanRhé badd'6SEct T extret Wfdress and CallControl Objects.

Table 1 below lists LDAP records used to implement the invention.




A network driver could be an ATM card, a Wndows socket API, a tel ephone
line 10 driwem9gr29081 Call control can be the | SDN series Q B3UGBS/IB®BI3],
H. 323, H. 310, PSTN, IP uni cast or I P multicast. 15 The network
addresses could be AESA, IP or E. 164 Tel gghone nunber. A nodel of
the client's call control capabilities and network address resources is
registered wwth the directory server. The directory server then assunes
that the client is registered and that is active. Wen the client is
not acti ve, eic'b%' ng 20 details nmay be stored on the directory server. The
exi sting detalls record ot her met hods of making calls or passing
messages to the client. These details may I nclude a URL (uniform
" resour ce | OCpiimr—-tREFN—-{pHHH—-—SW--ched—tetephenre —Fret=rettea—ae+r—or
Emai | addreskClthi s static |AMARRERIn i's updated with any

) UserProfile familiarName : String

distinguishedName : String
domainName : String
summary : String

password : String

ClientCapability persistance : boolean

globalAccess : boolean

Address addressType : Integer=10

1P addressType : Integer=1

version : String

Multicast addressType : Integer =2
version : String

timeToLive : Integer

Unicast addressType : Integer =3
version : String

E164 addressType : Integer =4
version : String

AESA addressType : Integer =5
version : String
type : String

CallControl callControlType : Integer =0

version : String

H225 callControlType : Integer =1

version : String

SDP callControlType : Integer =
version : String

BISDN callControlType : Integer =3

version : String

ATMFUNI callControlType : Integer =4




rel evant changes notified by the client when the client registers. The URL
may be 25waoiegtbosis a pointer to an HTM. page containi ng deﬁ:eir)(;mg/i)g,s‘oyrther
speci al resources, such as a conferencing capability, associated with
t he user. The HTM. page could addi ghonal Iy be used to access Java cal |
control applets. An indication of the nature of these resources may be
stored with the URL and nade available to other users as part of the

user proffile. 30 verfios: Stringe t WO p055| bl e ways of registeri n—] client
Capab||| TFhefirst SO eliepnt—itself-tg rnnlcj'nr its

@%les. only aﬁ}}%@waﬁdhgertesvhnol ogi es that are assoc|ated .

client at the {iémioal: Shgp stration are permtted to be
regi sterg The secondlway is to allowclients to register
capabi | i {iQ297bf cli ent s| e¥liGontnoRExpes futeger=fes. An exanple of this woll d be
t he WO 99/ 29081 . .

: St
PCT1GB98/03503 version : String 6
NISDN callControlType : Integer =7

version : String

Q931 callControlType : Integer =8

version : String

PSTN caliControlType : Integer=9

version : String

BTNR315 callControlType : Integer =10

version : String

Figures Ba and 5b show alternative approaches to constructing an LDAP

implementation. Figure 5a uses a local directory system proxy. In this system, a

directory system object (DS) exists on the client. When the client object

B communicates with the directory it uses a standard Application Programmers
interface (APl), examples ranging from C and Java to remote procedure calis. The
directory class then acts as a proxy converting the protocol messages such as
RegisterProfile and SearchProfile into LDAP messages. The LDAP messages are
then sent using Internet Protocol via a LAN to the LDAP server, where they are

10 applied and responded to.
One benefit of this approach is that all operations can be performed on a
standardised LDAP address and port number. To implement the system only the
client application needs to be updated, whilst on the LDAP server, only the

database needs populating.

15 The approach illustrated in Figure 5b uses a remote directory system
proxy. In this system the client object communicates with the Remote Directory
System Proxy using the HDP protocol of the present invention over either a
Remote Procedure Call {RPC) for C interface or Remote Method Invocation {RMI)
for Java interface. The client object must know the IP address and port to send the

20 requests to. It must also register a port for receiving responses. The remote



adverti sement of a conference address and associated call control protocol
by a t hi mab 99229081. These two net hods for registering cli eRCT/GRARIOBSG3L | es
may al so be used to update, renove and unregister client capabilities.
The directory server uses an hierarchical igodel to store the information 5
regi stered by the client. By traversing the nodel it is possible to find
client details and their associ ated capabilities. The directory can be
accessed by n@ifgetory sepvastihen semvertsths HRP pretocohpe feraribed. abopgvwith rsfergasmind

| nt egr at ed Se{o"#iﬁgr% PitbiPap aels%%{egprl%)chig%aﬁfoiaEh,FﬂﬂQCﬂi%e%{@}l R gl Lo

MF4 tones and announcenents. access their |ocal directory

. server using serpercmagfrunezh ealingle platiopin, pr altemeativelydnay) each Wevk aadhtlicated
~such as TCP an'dﬁﬁn | P address. The registration process is
Lillustrated i RoW8¥8age sequences 1 and 2 of figure 2. The

. Regi ster Prd i | eRequpigliredes,sagmdi 8 shewdLDAP iandi DP endésaagddlodi pextdenly for an
systemthat the client is ngw actjive. In addition, _jt cag informthe
(o

"directory sysHRAP Imeiemantatinn,, ofan g | iRYEBEORhat  FBYER h& ofEa%Tai Foabithe as

~a result of thgigbiflnrégistdigUr Iprofife; iIFkfire PshodeetnRtupdatihd ©f a user profile
. Regi sterProfil eRequest nessage the di rectorx system aut henticates the
client and angndiSigers Bish@wschganessagg flgwisnyhema dliggfureguests a yser prgfilg for ¢

~directory sys es | I nds a Regi sterProfil eResponse
- back to the CF%@&W&%&&% sfetﬁﬁ% ol

10 Figures %a, 9b, 9c and 10 show classes representing the principal
components used in implementing the invention. The diagrams are generated
using the Rational ROSE (Rational Object-oriented Software Engineering) software
tool, which is available commerciail? from Rational Software Corp. of Santa Clara,
California. Using that tool the class structures shown can be compiled to generate

15 code templates for use in implementing the HDP protocol. All that the programmer
would then need to do is to create state diagrams from the message flows and add
the appropriate state transitions to the code. Alternatively, equivalent features may
be programmed using any one of a number of suitable programming languages,
such as Java or C+ +, well known in this field. The client class shown in Figure

20 9a models the local client terminal and the access from that terminal to the
directory system. It represents capabilities which are local to the client terminal.
The directory class represents the directory server. This class may be inherited
and specialised to allow implementations using different proprietary data
interfaces, such as LDAP in the implementations discussed above, or HTTP in the

25 implementation described below. Figure 9b shows the directory implementation as
an aggregation of directory and the relationship between the directory
implementation and the LDAP directory. Figure 9c shows the user profile and client
capability classes in addition to the directory and client classes. The user profile
captures the user’s details, as previously described.. A User Profile may have many

30 client capabilities. The Client Capabilities have two additional fields, those of
Persistence and Global Access. Persistence allows a Client Capability to be marked
such that when a user logs off a machine, it may remain within the directory
system. Most local capabilities are set to be non-persistent, examples of persistent

capabilities are those of email address or mobile phone number. Global Access



20 Modifying Cient Profiles Wiile the client remains active
it may addwowmdedsy or renove client capabilities storedecmcBism3ss
directory system This nay be necessary, for exanple, if the client
obtai ns new call control technol ogy or @4new network address. The 25

Updat eProf i | eRequest nmessage, shown in nmessage sequences 3 & 4 in Figure 2,
S used to add or nodify client capabilities. The paranmeters passed in
t hi s nessaglows a ClirntcGanabilityvte tblecenarked eaych | thah clierdp dleldnging tosa alififerént o t he
directory e | | St N LL1L n ot i y
Systom | & DORRF IR fHopsusl S 88, ENRTodBIRY lddolyfl idia 1 B8
control fi & darther detdie objacestdecizpdibirbmt yhe3 Client nGapabMiey élass.t ke delieatt ory

system Hence, .if haoth the address_and call gcontrol araneters ssed
et he, Upadtesitsy; St rblasRni B asheeaiin af SRhLBk adrprd ARG Tah LS Cd
capabi | i§ y cRpabiRias, Ksthi of twiticklidre ailtmptely Sdseotibted, Negs Y64 added hed

nodi fy ot her paramet ers bel on(();rl 3'8 tchet hat client capability. |f no
match is f&&3B7 ¢allcapt ag}I 8; iventl 2y e ipplemiepted HeiRgcIntrfAces a0%8T | ity
in the direedPLYAPY Higire AJsHdWs &$ SHBoBENdren which the HTTP and CGl are used

to provide an interface implementing the HDP protocol. To allow a user to perform
the functions within the protocol a home page is defined with buttons and CGl
10 scripts as a front end to the directory system 112, The CGI scripts access a
. database 113 implemented using commercially available database tools such as
ORACLE (trademark) in combination with a web server such as ORACLE Web
Server (trademark). Via this interface a user running an HTTP client on a terminal
111 can register name, password and associated client capabilities, make changes
15 to the profile and finally unregister at the end of their session . As in the
previously described embodiments, a management server 114 may also access the

database.
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is valid, the directory system updates itself and sends a

Updat eProf i | eResponse back to the client. 15 The

RenoveProfi | eRequest nmessage, shown in nessage sequences 5 & 6 in -

Figure 2, is used to renove client capabilities fromthe directory system
|f both 5 the address and call control paraneters passed in the

RenovePr of i | eRequest nmessage match @paggsting client capability
primary key in the directory system %en the matched client capability
IS deletedfromthe directory system If no match is nade an error is
assuned, the rror ' etuyrned to the
“client usi ng ??8%\,\?8??'[5 ?%358%% gé’géégt"&%k compb%fpggi stering dient
Profiles & a) for each of a plurality of users connected to the network, registering

user profile data in a directory which is accessible to other users, which user
profile data includes identifiers for one or more of a plurality of different call control
protocols;
b) prior to establishing a call from a calling party to a called party, reading
10 user profile data for the called party terminal from the directory; and
c) subsequently establishing the call using a call control protoco! identified

in the said user profile data for the called party.

2. A method according to claim 1, in which the user profile data includes at least

15 one network address for a client terminal.

3. A method according to claim 1 or 2, in which the user profile data further
comprises network call control identities for each network driver used by a client
to access the network.
20
4. A method according to any one of the preceding claims including:
registering the user profile data when a user at a client terminal logs on to
a network; and
maintaining a record of profile data after the user logs off.
25
5. A method according to claim 4, in which the user profile includes a flag which
distinguishes data for persistent user capabilities from other data, and only the said

data for persistent user capabilities are maintained after the user logs off.

30 6. A method according to any one of the preceding claims in which in the step of
registering user profile data, the user profile data is structured as a hierarchy of
objects including a user profile parent object and at least one client capability child

object.

G



Wien a client beconmes idle, for exanple when a user |ogs off his/her
of fi ce commgoeoogihe client undergoes the unregistration prpCEALBI®03503
illustrated in 15 message sequences 13 and 14 of Figure 2. The

Unregi sterProfil eRequest nessage I sqgsed to indicate to the directory
systemthat the client has noved fromthe active state to idle. On
receipt of this nessage the directory system authenticates the client

and assum g tAgnethgdesdgcording i dlaim b i whihothe bissarehy gfdabjestsi fusther
and sends [ S f S hagk | t of 1he
directory %8#{2%% %eéﬁq&}: Add?%%l BBP Egsnta%gacgg ‘T“}ﬁogs"tﬁ?ﬂlsba"f@g RER™*h L bei ng
per si st ent addaessexbjmmjand calf comrdl lobjedtits elcetnarayed fa ther clieht eauahuava:bjelct wbes

such as Emai d ﬁcogﬁn{s and LL Y whi ch do not need call control, are
mai nt ai ned 8H PRISCHR 1oRATEPY cblec Searching for Client Profiles 25

The cliept first accesses the network directory using a search criteria
such as famliar nane, e-nmail address or URL. The directqory returns a

set of infdkmd} iMgthod aceerding 19 ARY ANgr ok thes Pracadipg) ¢laimsninciuding salirming e,
etc. that rgsent bserghafieltata for@ ééll@ﬂ'p%ngﬂ%?eﬁcﬁﬁé ©R tRE GRRALY &ayl. S

il lustrated i n nessage sequences and
9. A communications system comprising:
10 a) a network:
b) a multiplicity of client terminals connected to the network, and different
ones of the multiplicity of client terminals having different call control capabilities;
c) a directory which is accessible to the multiplicity of client terminals and
which is programmed with user profile data for users of the client terminals, which
15 user profile data includes, for each user, identifiers for one or more of a plurality of

call control protocaols.

10. A system according to claim 9, in which the directory is located entirely on a
server which is remote from the client terminals and which is accessed via the
20 network.

11. A system according to claim 9, in which the directory comprises directory
system proxies located locally at respective client terminals and a database which

is located remotely from the terminals and which is accessible via the directory

25 system proxies.

12. A system according to any one of claims 9 to 11, in which the directory

includes both call control protocol identifiers and network addresses.

30
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30 Figure 2 ﬁhe SearchProflleRequest nmessage can be used to gass
paraneters“@ﬂ? 9081 a5 the client's di sti ngui shed nane, WSS domai n
name and/or the client's fam liar name. At |east one of t hese
paraneters nust be passed to the dir¢qtpory system On receipt of the
request, the directory system searches for clients that match all the
paraneters passed to it. Al matched clients are indicated to the WO
99/ 29081

PCT/ GB98/ 03503 8 renot e
cltent using the SearchProfil eResp ﬁbssage In addition to the list of
mat ches passed to the renote clien summary for each matched client is
al so sent back. Thi s procedure can be used regardl ess of
whet her the clients being 5 searched for are active (regi stered) or not

(unregi stered).
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Getting Client Capabilities By passing a unique identifier to
t he directovg9osgasem the capabilities of 10 the client i demMdTIGRAS/03503
returned to the requesting client. Al global client capabilities are
returned. Non-glob& client capabiliti2d7are returned only if the _
requesting cli enLgeI ongs to the sane domain as the client whose det aIi_I S

are being re@@sted. The client then chooses an appropriate call
control nethod tg{gni tiate the call. 15 This procedure ifs
shown in nessageg@querrces—4t ~amd— 12 of -Frgure—=2--—-— e -————~==-=="1

Get d i ent Capabi | i&@?equest nmessage is sent to the directory system I}
contains the cli &g s di stinguished nane and the client's donai n nane

These two pa_tf’_'hmaters uni quely define the client. Assuming this cl]ent
is stored in the§% directory system the list of client capabilities for .
this client is pgszed to the 20 renote client in the S !
Get A i ent Capabi | igg gResponse nessage. This procedure canrSbp used
regardl ess of wh@ffer the client being scrutinised is active @
(registered) or rg)lgg (unregi stered).
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Request(Integer, String,String,String, List) i

2:RegisterProfileResponse (Integer ,Integer)
4:UpdateProfileResponse(integer,Integer)
6:RemoveClientCapabilityResponse (Integer)
8:UpdateProfileResponse(Integer,Integer)

gisterProfileRequest (integer, String,String,String, List)
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25 F ure 3 shows schematically the principal
np&glep#zqsg'{?ent ed

system PBtenti ng the above protocol. The protocol

acr oss the interface referenced A, between a client termnal 31 and a
directory server 32. The cliend/ 1h this exanple is a personal conputer
whi ch ilncl udes an ATM dri ver 311 and an | P driver 312. Wthin the_

directory server 32 the data supplied by 30 cllents as they register is

stored | rchy_of objects. The e :ﬁi.j_ugc
corres ;E?"ﬂe Tﬁere TS assad d h eaf ﬁofile
one or capab| ty objects. Each ilent cgpability objert has
child o I nckmd| ng an address obje and a [cal | coptrofr pbject.
Al t houghl i ijagr arg opl y a single inst f each pbjeCt|is
shown, | h Eall the dérpctory server includes Wo 8 290%1
PCTI GB98 318 =

2
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pabilityRequest(integer,Siring, Stridg
QD
>
(@)
16:SearchProfileResponse (Integer, Lisﬁ

10:SearchProfileResponse (Integ

[]
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9 many user profile objects, and each user profile may contain
several cWPEARIBI capabilities. A managenent server 34 aPS&GBA¥0¥BTess to
the directory via the interface A. The managenent server 34 nay be
used, for exanple, to change the 4,7values of addresses in certain user
profiles so that the routing adopteJ toa 5 particular user varies _
according to the tinme of day. Alternatively, tine-dependent settings
may be specified directly by the user. In either case, this facility may be
used, for exanple, to set a network address value to correspond to an

of fi ce-based termnal durin f i2§ hours, and subsequently to a hone
term nal outside office hourls 1'Jhe) managenent server may al so nodify
address values stored in user 10 profiles in response to a network

failure. This then prevents congestion from unsuccessful call attenpts.

The objects referred to above determ ne how the data is registered,
nodi fi ed or accessed. Inathis inplenentation the datgis stored in an LDAP

(Li ght wei ght Dat abase Ad%ess Protocgp) directory. LDAP is used across the
15 interfats\referencedlB inthe Figuie. LDAP is a flexi%E@3systen1for
storing any flat dat% wthin a nrormati o Bbs 4 | B) . The c| asses

used to i npl ement ghe | DIHEC\';OFI?Y i LDAP
| I
oG CLIENT | SERVE l DIRECTORY
{ {
| §
| H
ATM |IP { {
E164 i i
/' \ ——> USER |
311 312 , PROFILE !
TO/FROM
NETWORK CLIENT
CAPABILITY
/ A\
CALL
ADDR | [coNTROL
MANAGEMENT
SERVER

\as




present invention are at sone tine read from witten to and nodified
within an WOI992808D B. The DI B does not replicate class for RETARIBPIF0I | vy

but it can store records in relative order and provide identifiers. For
i nstance, when an address 20 record isS®lrieved fromthe DI B, the address
type can be queried to find for exanple that the class is an AESA _
- Address. An enpty AESA cl ass can then be popul ated with the data.
Li kewi se, when a class is to be witten to the DI B, the class type wll
cause an identifier to be set in the DIB record for exanple that a
reeord is a CallControl Q 2931 subclass. 25 Figure 4 is a sinple
~schematic for storing user profile, client capabilities, addr esses and
call controls. For exanple, an organisation such as BT may publi s_@ al |
its user profiles under the distinguished nane (dn) of 5
userProfil es. boat. bt.com To perf@ man LDAP search to retrigve "John
Snith" UserProfile the base object to & begi n the search woul dgbe

"userProfiles.boat.bt.com, with a fil¥er specifying 30 either t&
userName "smithj" or famliarNanme "Johg Smth". The search would &
return matching UserProfiles. The sutmm@ry text is exam ned by the':a'_'user to

identify the correct record. Oncegthe UserProfile record is &
identified, the directory u inple tation can then performa Sgarch for
client capabilities using tfie base & obj ect "sm'thj.userProfiI%", whi ch
will return alist of die pabilitifelF records. O
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then be performed using "ClientCap 1", "Cient Cap 2" etc., as the base
object to extract Address and Cal | C&f7ol bjects. Tabl e 1 bel ow
| ists LDAP records used to inplenment the invention. WO 99/ 29081

PCTI GB98/ 03503 h

Fig.5a.
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approaches to constructing an LDAP

| ocal

[ engutationy Fi
directory systemproxy. In this system @& difrecf ory .gystem
(DS) exists on the client. Wien the clieft obj@®ei 5 cqmuhi cat®s wWth

directory it uses a standard Application

:‘LDAP_
Directory

Fig.8.

Directory
Implementation
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2:BindRequest (Integer, String)

cal | Control Type :
cal | Control Type :

cal | Control Type :
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Interface (API)
calls. The woO

nmessages such as
The LDAP nessages are

- the LDAP server
One benefit of

st andar di sed LLO

client applicat
dat.abase needs
5b uses a renot

obj ect comunic

HDP pr ot ocol of
Call (RPC) for
interface. The
20 requests to.
renot e

[ 8

Fig.8(Cont)

, exanples ranging fromC and Java to renote procedure
oh/29081t ory cl ass then acts as a proxy converti rRETVGRBISHBFESoCOI
Regi sterProfile and SearchProfile into LDAP nessages.

t hen sent using{ftfernet Protocol via a LANto
, Where they are 10 applied and responded to. -
t hi s approach is that all operations can be perforned on a
AP address and port nunber. To inplenment the systemonly the
i on needs to be updated, whilst on the LDAP server, only the
popul ating. 15 The approach illustrated in Figure
e directory system proxy. In this systemthe client
ates with the Renote Directory System Proxy using the
t he present invention over either a Renot e Procedure
C interface or Renote Method Invocation (RM) for Java
client object nust know the IP address and port to send the
It nmust also register a port for receiving responses. The.
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server then converts the HDP protocol as des
to Figure 2 into LDAP nmessages. |In {d)y$ appr

PQBGBI8/03503i r ect ory
cri bed above with reference
oach, the Directory Server and

LDAP server may run on a single platform or alternatively may each

have a dedi cat ed nlatform 3! E

igures 6 7 and 8 show LDAP and

HDP message flow grotocols for an Client-DAP

i npl ementatifjon of the
reqgi stering/unregistering of

i nvent i ¢y hgyre 6 _relates to the
a profi ﬁ'%% i ilifigs:Alise
shows the nessage
called party in or|der gagisfirPrriéRe&bbns
10 show classes rlepr qg6&hs P‘%@Rég oS
i npl ement i ng the invenihoibistdPardl
Rati onal ROSE (Rat]i on e%‘.@%ﬁ@ﬁe i
tool, which is avdil a Eg?&gﬁbj“aﬁﬁﬁ E
dara, Cal i f or]ni a. it i
ACRaEaby

conpiled to generdte 1 tenp

S0

(3

of't

Esggf

user profil and Figure 8
file for a
es 9a, 9b, 9c and
s used in

gener at ed using the
war e Engi negyring) software
égonal Sof tpare Corp. of Santa
u

SeS) uct ur es shown can be
I i nmpl grenti ng the HDP

protocol. Al that™=ttre=proogr a..r

Directory

user Profiles : List

RegisterProfileRequest()
UpdateProfileRequest( )
UnregisterProfileRequest( )
SearchProfileRequest( )
GetClientCapabilityRequest( )
RemoveClientCapabilityRequest( )

Fig.9b.

Directory

user Profiles : List

RegisterProfileRequestS)
UpdateProfileRequest(
UnregisterProfileRequest( )
SearchProfileRequest( )
GetClientCapabilityRequest( )
RemoveClientCapabilityRequest( )

A

Directorylmplementation

LDAP_Directory

BindResponse( )
ModifyResponse( )
SearchResponse( )
AddResponse( )
DeleteResponse( )
UnbindResponse( )

BindRequest( )
UnbindRequest( )
SearchRequest( )
ModifyRequest( )
AddRequest( )
DeleteRequest( )




woul d then need to do is to create state diagrans fromthe nessage fl ows

and add
- equi val ent features may

WR9¥9Pslopri ate state transitions to the code.

Al RGI/GBAS/03E3y

be progranmed usi ng any one of a numnber of

sui t abl e programm

well known in

ucl34k7 Java or C+ +,

Y |aT|\ ayglts, N
this field. The cl{enf cilass shown if Figure 20 9a nodels the local client
termnal and the agcegs firomthat teqmnal to the directory system It
represents capabilitig¢s which are logal to the client termnal. The
directory class repregentls the direcjory server. This class nay be
I nherited and s$pedi alfi sed to allqw i npl enentations using different
~proprietary data i|nt ¢r faces, suclf as LDAP in the inplenentations
di scussed above, of H|TP{in the 25 ifjnpl ementati on described bel ow. Fi gure
9b shows the direclory inplenentation as an aggregatlon of directory
and the rel ationship between the dirgqctory Yy d t he LDAP
directory. Figure 9c shows the user grofile and [li ¢nt capalility
classes in additiop t¢ thhe directoryland client kl agses. The user| profile.
captures the user'$ detaill s, as previjously descrjbed. A User Prgfile may
have many 30 cliept gapgbilities. THe Clien{ Capabjlities have tpo
addi tional fields, ;ggse of Per i st ence{and] G dbal Access_ Hersi stence
~allows a dient Capagillitly to be narH{ed such tlhat when a f#ser | ogs of f
a machine, it may (e8din{w thin thGZC|rector‘ ystem M3E ljca
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Client Capability to be marked such that clients belonging to a different

domai n may access it using the Gepﬁgi ent Capability procedure. Figure 10
e

shows in further detail obj erived fromthe Cient Capability
class. The client capability obj ect represent s the aggregation of

net wor k address and cal | control [ bot h of which are
ultimately associated, e.g. E. {%ﬁ @931 call control{ The
i nvention may be inpl enmented u5| ng nterfa s ot her t han LDAP. Fi pure
11 shows an enbodinent in which the HTTP and Cd are used to prov|de an
interface inplenenting the HDP protocol. To allow a user tofperform t he

functions within the protocol a hone page is defined with bdttons andl C4
10 scripts as a front end to the directory system11l 2. The CA scripts
access a dat abase 113 inplenented, e dafabase
tool s such as ' Address

T addressType :Integer=initval
“T$ addressString :String=null

& SetAddress( ) I
AN
: AN
uRL 4 |
TpsummaryText : String
@ GetSignallingCapability( ) N\
« getSummaryText( )
¢ setSummaryText( )
Email 5 ’
§ GetSignallingCapability( ) = version : Sting = v4.0
. & GetVersion()
A\ |

Multicast Unicast | H225-0
T timeToLive :Integer=initval -

§ GetTTL()




ORACLE (trademark) in conmbination with a web server such as ORACLE Wb
Server (trM@PB! Via this interface a user running an HPF/EBBOR030n a

t erm nal 111 can register name, password and associ ated client
capabilities, nake changes 15 to thg/profile and finally unregister at the
end of their session . As in the previously described enbodi ments, a
- managengnt. sgrver 1 @ieﬁ?ﬂa@aﬁitﬁ‘ccess t eF|g.d192aﬁg)
15 & persistance : boolean =false !
& globalAccess : boolean =true
< 4 GetPersistance( ) < | ,
_ | o SetPersistance( ) t
Y 4 getAggress(( )) . CaliControl
$ SetAddress " callControlType : type = initval
: CS.-‘uettg'lgnalll{mggapaglll}tty( ) ‘% version : Stri¥1% = ;%Fl)l
etSignallingCapability( ) & GetVersion()
! A |
2
AN
| I
]
SDP AESA
1 < sessionDescription : SessionDescription T String : type =null]__,
%% timeDescription : List & GetType()
“% mediaDescription : List
4 getSessionDescription( ) X
4 getTimeDescription( ) ATM-E UN'
| 4 getMediaDescription( ) |
Session Description Media Description
T version : String & mediaNameAndTransport : String
owner : String T3 media Title : String
T sessionName : String < connectioninformation : String
l] - sessioninformation : String %3 bandwidthinformation : String l
“¥p uri: String < encryptionKey : String
T3 email : String ¥ attributes : List
T phoneNumber : String
¥ connectioninfomation : String
T3 bandwidthinformation : String
i| T timeZoneAdj: String i
T3 encriponKey : Sring
< aftributes : List
T _mediaDescriptions : List
Q2971
Time Description | T Q.2963.1 : boolean = faise

& sessionStartTime : String $ isModificationCapabile( ) i




1. A nethod of operating a comruni cations network conpri sing; 5

a) for eacky@bomogdl urality of users connected to the networ pcTicao8/63583 1 ng
user profile data in a directory, which user profile date is accessible to

ot her users fromthe directory, \o@/ﬁ? user profile data includes
identifiers for one or nore of a ality of different call control
prot ocol §; b) prior to establishing a call froma calling
party toja called party, reading 10 user profile data for the called party
fromtheldirectory; and c) subsequently establishing the call

for the qalled party.
user proflile data includes at Ieast

toclaiml1, in which the
one netmork address for a user.

using a dall control protocol iden ggd.lﬁ "the said user profile data:
co

term nal . 3. A nethod according to claiml1l or 2, in which the user
profile data further conprises network call control identities for
each network driver used by a user to access the network. 20
]
E164 PSTN

B-ISDN N-ISDN _|
I Q931

T Q.932 : boolean = false-
T Q.951.1 : boolean = false

Q2931 D |sGFPCapable( )
7 Q.2932.1 : boolean = false | | ¥® IsDDICapable( )
T Q.2951.1 : boolean = faise
% Q.2957.1 : boolean = false
T Q.
T Q.
T Q.

2962 : boolean = false
2963.1 : boolean = false
2864.1 : boolean = false

BTNR315
4 IsGFPCapable( ) ¥ callMinder : boolean=initval
$ IsDDICapable( ) % callWaiting : boolean=initval
$ IsUUSCapabile( ) T SMS : boolean = initval
' & IsNegotiationCapable( ) :
& IsModifcationCapable( ) & IsCallMinderCapable( )
& IsLookaheadCapable( ) & IsCallWaitingCapability( )
‘A § IsSMSCapable( )




4. A netho ing to any one of the preceding clains i
registeri ngw?ﬁ%z%ﬁg‘er profile data when a user at a user tel&lﬁ{r&%”’%é&’s onto

a’ net wor k; and mai ntai ning a record of profile data after
t he user 1 ogs off. 25 5. A nmet hpgf4gccording to claim4, in which the
“user profile includes a flag which di stingui shes data for persistent
user capabilities fromother data, and only the said data for
persi stent user capabilities are naintained after the user |ogs off. 30
6. A nethod according to any one of the preceding clains in which in the
step of regi stering user profFI' dqt4, the user profile data is
structured as a hierarchy of l!g sti=ncl udi ng a user profile parent
obj ect and at | east one client capability child obj ect .
14~~
Y ;
113
15 1 [
11 \ : \I : [
! I
i DTy | | DATABASE
ne R |
HTTP CLIENT
: wes | o [T
: SERVER :
ATM] 1P : !
E164 : |
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according to claim 6, in which tfhé hi erat chy' of, obj ects further
conpri ses network address objects and call. ¢control .objects, whi ch network
address objects and call control objects dbe rel at ed to the client
capability object as child objects to parent object. 5 ~ 8. A nethod
according to any one of the preceding clains, including returning
different user profile data for a called party depending on the tinme of
day. 9. A conmuni cations system c@piiiSi ng:

1. A method of operating a communications network comprising;

5 a) for each of a plurality of users connected to the network, registering
user profile data in a directory, which user profile date is accessible to other users
from the directory, which user profile data includes identifiers for one or more of a
plurality of different call control protocols;

b) prior to establishing a call from a calling party to a called party, reading
10  user profile data for the called party from the directory; and
c) subsequently establishing the call using a call control protocol identified

in the said user profile data for the called party.

2. A method according to claim 1, in which the user profile data includes at least

15 one network address for a user terminal.

3. A method according to claim 1 or 2, in which the user profile data further
comprises network call control identities for each network driver used by a user to
access the network.
20.
4. A method according to any one of the preceding claims including:
registering the user profile data when a user at a user terminal logs on to a
network; and
maintaining a record of profile data after the user logs off.
25
5. A method according to claim 4, in which the user profile includes a flag which
distinguishes data for persistent user capabilities from other data, and only the said

data for persistent user capabilities are maintained after the user logs off.

30 6. A method according to any one of the preceding claims in which in the step of

- registering user profile data, the user profile data is structured as a hierarchy of

objects including a user profile parent object and at least one client capability child
object.
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10 a) a network: .. .l b).a mﬂtipli,pity,of termnnal s
corinected to the network, and different ohes *. , of:the multiplicity of
term nal s-havi ng different call cont:r ol ca,pabllltles,_;_ - c) a

directory which is accessible to the mul titBlicity of term nal s and which
I's programred with user proflle data for users of the terminals, which user

profile 15 ta,l each user, . | e e,or r
plurality of d‘;{ g‘?ﬁ ?ccorgmﬂrt& GBlr a‘rtl‘dWV\)r'i"% ﬁhe @grar% PP|°é”e égguﬁpgr];
each user, |scam|nrm5| bé'@vdrla address W&}ﬂbﬁs and valh dohﬁ'odlolbmts;r Which netwdfk A
system accor di claim I n ich the directory is |ocated entlrel%q on

a 20 server ?ﬁ? ?@e“rtéﬁﬂ &al FB’PH'?' 1pRiects aredaletediadthisliont Gapabilityeeyect

the network. child objdets td\p&reht Ble@&ccording to claim9, in which the
directory conprises directory system proxi es |located |locally at

respectivelient termnals and a database which Is |ocated renotely

fromthe terngnahsnapdMiceRing t/GRE THLSERE Brebb@nglicft Ofkidihg FkSt-SHY

pr oxi es.
different user profile data for a called party depending on the time of day,

9. A communications system comprising:
10 a) a network:
b} a multiplicity of terminals connected to the network, and different ones
of the multiplicity of terminals having different call control capabilities;
¢) a directory which is accessible to the multiplipity of terminals and which
is programmed with user profile data for users of the terminals, which user profile
15 data includes, for each user, identifiers for one or more of a plurality of call control
protocols and which user profile date, for each user, is accessible to other users

via the directory.

10. A system according to claim 9, in which the directory is located entirely on a

20 - server which is remote from the terminals and which is accessed via the network.

11. A system according to claim 9, in which the directory comprises directory
system proxies located locally at respective client terminals and a database which
is located remotely from the terminals and which is accessible via the directory

25 system proxies.

12. A system according to any one of claims 9 to 11, in which the directory

includes both call control protocol identifiers and network addresses.

30
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12. A éysteﬁlaccording to any one of clains 9 to 11, in which k
I ncl udes both call control protocol identifiers and network a
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