- 1 PERSONAL | DENTI FI CATI ON DEVI CE AND METHOD BACKGROUND OF THE | NVENTI ON
Field of the Invention The present invention relates to a device and a

nmet hod for identifying a person using the biological 5 information of the
person, or in particular the finger vein pattern of the person. (
Description of the Related Art Now that the security techni que for personal
bel ongi ngs and information is considerédcritical, the 10 bionetrics
identification using the biological information of the person is closely
wat ched as a personal identification technique high in utility and
confidentiality. THeRTWentPBREIFBCOFRON OF IFEeﬁﬁPfN@EﬁP@h t echni ques
using the fingerprints, the 15 iris, the voice, the face, the veins in the
back of the hand or the finger veins have been conceived. Especially, the
identification technique using the finger vein, which can be acconplished
simply by a glging |ight to the finger, has the great advantages 20 of a
IOM/psychoIog CEFRPENPsPENEE Eatd VENT anti- falsification characteristic
due to the use of the internal information of an organism The

i dentificati Bheggi Hg the fPN§8FLP&8 ns is inplenmented in the foll ow ng

nner. i ficall 25 infrar li.ght inciden n fi r fromth
ggckeor ?DSCI ealty, Eﬁ% prgs%nt %H%éngf%g ﬂe(gégétté)aehe¢{§§ andO the

a method for identifying a person using the bioclogical
5 information of the person, or in particular the finger

vein pattern of the person.

—

Description of the Related Art
Now that the security technique for persocnal
belongings and information is considered critical, the
10 Dbiometrics identification using the biological
information of the person is closely watched as a
personal identification technique high in utility and
confidentiality. The conventional biometrics
identification techniques using the fingerprints, the
15 1iris, the voice, the face, the veins in the back of the
hand or the finger veins have been conceived.
Especially, the identification technique using the
finger vein, which can be accomplished simply by
applying light to the finger, has the great advantages
20 of a low psychological resistance and a high anti-
falsification characteristic due to the use of the
internal information of an corganism.
The identification using the finger veins is
implemented in the following manner. Specifically, the

25 infrared light incident on a finger from the back or



side surface thereof is scattered in the finger and radiated outside. In
the process, the henoglobin in the blood absorbs nore infrared Iight than
the surrounding tissue. In the case where the inage of the 5 light radiated
and transmtted fromthe thick of the finger is picked up, therefore, the
bl ood vessels, i.e. the finger veins distributed under the skin of the
thick of the finger are visible as apattern of a dark shadow. This inage
is registered in advance, and the 10 correlation is determ ned between this
i mage and t heidd magef aofe arheabjeltisi ngettenedeinhebkedingert hinsl way, it is
possi ble to determ ne whether the person involved is registered or not for
per sonal idemsdifdad ionsiei dehtifheapronedevi thbeusienggtlbbihi nger 15 veins
is disclosed in JP-A-7-21373. This personal identification device has the
feature thattlen bl ®fsowbds imgee isfpackedluphbythsnachieng, an optica
fiber closely to the finger to minimze the loss of light power for
pi cki ng up tsheriomyding F- s 2002- 88298heo0nage vheret hbe hande difscheses a
device and a nethod of personal identification operated in an environnment
requiri ng no-icmmt apad detedtdnh tsingnanteédafronf the thagér ofeithepattern
Al so, the device disclosed in JP A-2003-30632 conprises a finger guide unit
and a 25 finfgeraen butporkediteh theasfore, unhtobhrpAagespedisup 1.eonditi ons
for each case of matching the finger vein pattern for identification. The
convent i onalthechyigrresveses adyst debuhed under the skin of the
thick of the finger are visible as a pattern of a dark
shadow. This image is registered in advance, and the
(A 10 correlation is determined between this image and the
image of an object finger to be checked. 1In this way,
it is possible to determine whether the person involved
is registered or not for personal identificaticn.
An identification device using the finger
15 wveins 1is disclosed in JP-A-7-21373. This personal
identification device has the feature that an image of
a finger is picked up by attaching -an optical fiber
closely to the finger to minimize the loss of light
( power for picking up the image. JP-A-2002-83298, on
|
20 the other hand, discloses a device and a method of
personal identification cperated in an environment
requiring no-contact detection using an image of a
finger vein pattern. Also, the device disclosed in JP-
A-2003-30632 comprises a finger guide unit and a
25 fingertip button switch to assure uniform image pickup
conditions for each case of matching the finger vein

pattern for identification.

The conventional techniques use a guide unit



- 3 for fixing a finger in position or guiding the finger to the correct
position in the identification device to pick up an inmage of the finger
veins with a high reproducibility. The finger is inserted along the 5 guide
unit, so that the factors of fluctuations of the finger shape including the
angle of the finger joints, the three-dinensional rotation angle of the
finger about the center axis thereof dnd the distance fromthe canera are
suppressed, thereby making it possible to { 10 pick up an inmage of the
finger vein PpartEirinwtd Binaeghiy PeFLodQel Bire SSHAZET THhe Jfsergstot
accustomed to the operation of the identification device, however, may
erroneous| y ¢ nses tCoFraef oPAFLREONI Agelt NBy IBENfdifAig atie™ idfyeics it 15
contact with the finger guide unit, applying so strong a force to the
finger as t®PbehdiPherfifges Péi ibCofiNPRIeVErAG tHef iendddhat vari abl e

angl es. The user who _ has |ong used the device, on the other hand, though
capabl e of | FRRFeIWGLRPREIEY ngeFNRi EANGCHI ¢ 20SEaheEd@diasid ithe nay pl ace
the finger in a different way than at the tine of registration for a
reduced eorFeldeionttit iot hB2Fe§Net érEEOpat Pdr fLuRtew tionsAq] e user may
insert a false finger of othfr t han _an or%%nisn1or a finger with a falsified
pattern attath@¥er 28NeR8r &BRIFEEPedrSt AREIEN %61 e finGsdati Bt SSUMVARY OF

THE |WENTI QN Acgor dingl, 08,20 854 .21 P8 12 8¥ 190 ‘A nger

about the center axis therecf and the distance from the
camera are suppressed, thereby making it possible to

A 10 pick up an image of the finger vein pattern with a
highly reproducible shape.

The user not accustomed to the cperation of
the identification device, however, may erroneously
insert or deform the finger by bringing the finger into

15 contact with the finger guide unit, applying so strong
a force to the finger as to bend the finger joint or
inserting the finger at variable angles. The user who
has long used the device, on the other hand, though

‘ capable of inserting the finger with a high

20 reproducibility, may place the finger in a different
way than at the time of registration for a reduced
correlation with the registered pattern. Alsc, a
willful user may insert a false finger of other than an
organism or a finger with a falsified pattern attached

25 thereon for registration or identification.

SUMMARY OF THE INVENTION

Accordingly, the cbject of this invention is



- 4 to provide an easy-to-operate, highly accurate identification device
whi ch can prevent the erroneous insertion or deformation of a finger or the
insertion of a false finger by a willful user. 5 Sonme typical personal
identification devices disclosed in the invention to achieve the above-
menti oned object are briefly described bel ow. According to one aspect of the
invention, there is provided a personal ~identification device 10 conpri sing
an i mage pickup unit for picking up an inmage of finger veins, a |ight
source for eff tRINGEF ght EBSYDEOTPRASALEY B 1ORLYUGR U@ S nger, an i mage
operating wunit for matching the innage picked-up with_an inage registered
in advance, Hf Hel et iORofeVhaRCHPLRE &ATIDIEVEGE JhEk GF16€In of the
finger and a detection wunit for detecting a contact between the finger and
the guide UHIISTERDraf ngefBraAbiRBr Cdspedtingert RE ithvedt STt i%here is
provi ded a personal identification device 20 conprising a |ight source for
emitting |ight 3efdbeeeblngdrtRE Enék1étlaUffiger, a Iight source for
emtting light transnitted through the forward end of the finger, a
light-sensitive el enent®Tor L¥YBEERVi RGLEREAL LGRP ThiaMAtHEN 9§ SSur ce for
emtting the li% t 25 trapsmitted %Erough the forward end of the finger,

di spl ay nmear&'3orOFedi tht FRG FRYGPMPPofCadchigiicdE o 2P0 ect use of the

devi ce. Thexgggéfgnégrégﬁéct are briefly described below.

According to one aspect of the invention,
there is provided a personal identification device
a 10 comprising an image pickup unit for picking up an image
of finger veins, a light source for emitting light to
be transmitted through the finger, an image operating
unit for matching the image picked-up with an image
registered in advance, a guide unit for indicating an
15 image pickup position of the finger and a detection
unit for detecting a contact between the finger and the
guide unit. .
According to another aspect of the invention,
( there is provided a personal identification device
20 comprising a light source for emitting light reflected
on the thick of a finger, a light source for emitting
light transmitted through the forward end of the
finger, a light-sensitive element for receiving the
light from the light source for emitting the light
25 transmitted through the forward end of the finger,
display means for indicating information as a guide to
correct use of the device. The device further

comprises means for switching matching of all



conprises neans for switching matching of all - 5 registered i mages and
mat ching of only the registered imges corresponding to the user in
accordance with the degree of correlation in matching operation, and neans
for updating the registration data. 5 According to still another aspect of
the invention, there is provided a personal identification device for
preventing, at a low cost, the |lower+n§ Fn recognition capability of the
finger vein identification device which otherwi se m ght occur due 10 to
erroneous i nsegisonaref amégageandnmetthendevifceorly thwe nesarstretedccust oned
to the operation of the device or the insertion of a falsified finger by a
willful userma@hetobbgepesdifgatar éseandecadvanttages deinaechevithh tienti on
wi || become apparent fromthe follow ng description of the enbodinments of
the inventi okegakenofi aceoajantcehoanwinglichhadaceemedmyrimg adrhwiaigss BRI EF
DESCRI PTI ON OF THE DRAWNGS 20 Fig. 1 shows an exanple of a configuration of
a personal itentipieainentidevieeienistizongdette@. invention. Fig. 2 shows an
exanpl e of a configuration of a personal identification device for
detectingdthe 25 cont abecpedheanta Pithader agoitdherumiseesid of fihfger. Fig. 3
shows an exanple of a configuration of a personal identification device for
det ecting thénvention, there is provided a personal identification

device for preventing, at a low cost, the lowering in

recognition capability cof the finger vein

identification device which otherwise might occur due
10 to erroneous insertion of a finger into the device by

the user not accustomed to the operation of the device

or the insertion of a falsified finger by a willful

user.

Other objects, features and advantages of the

15 invention will become apparent from the following

description of the embodiments of the inventicn taken

in conjunction with the accompanying drawings.

( BRIEF DESCRIPTION OF THE DRAWINGS
20 Fig. 1 shows an example of a configuration of
a personal identification device embodying the
invention.
Fig. 2 shows an example of a configuration of
a personal identification device for detecting the
25 contact between a finger guide unit and a finger.
Fig. 3 shows an example of a configuration of
a personal identification device for detecting the

state of the surface cof a finger.



state of the surface of a finger. - 6 Figs. 4A and 4B show exanpl es of
finger inmage due to the reflected light with the finger axis not turned
and turned, respectively. Figs. 5A, 5B and SC show exanples of finger 5
imge due to the reflected light with a false pattern attached on the
finger surface. Fig. 6 shows an exanple of a configuration of a personal
identification device for detecting a finger of an organism 10 Fig. 7
shows an exanple of a configuration of a personal identification device for
detecting a finger ofFafiser§&npsmh 4Bi §how SHeWy @F lanplnost Itrge
fluctuation of the |ight power received by a light-sensitive elenent 15
with an iderdf¢ieatFod safteRtadplesbédvifingthe dHowse areamite of a
configuration of a personal identification device for detecting the
contact bet vieer@df fRgeFUaREda FRSEEFTINSERti on guide having a |ight source
using the light transmtted 20 through the side surface of_ the finger,
detecting the surfacef$Pate>Bt aBf PRgerCasd odeted NG 95 lgdls®H  an
organism_Fig. 10 shows an exanple of a _screen for indicating the

geres

f1uctuation vFa%H éH%eFPeBhFiﬁ k9 23984 #iltg end st R G5ert the

finger correctly. Fig. 11 shows an exanple of a flowchart for
d attgchedgon the %inger sur%%ce.

Fig. 6 shows an example of a configuraticn of
a personal identification device for detecting a finger
of an organism.

( 10 Fig. 7 shows an example of a configuration of
a personal identification device for detecting a finger
of an corganism.

Fig. 8 shows an example of the fluctuation of
the light power received by a light-sensitive element
15 with an identification switch depressed.
Fig. 9 shows an example of a configuration of
a personal identification device for detecting the
contact between a finger and a finger insertion guide

( having a light source using the light transmitted

| 20 through the side surface of the finger, detecting the
surface state of a finger and detecting a finger of an
organism.

Fig. 10 shows an example of a screen for
indicating the fluctuation of an inserted finger and
25 guiding the user to insert the finger correctly.
Fig. 11 shows an example of a flowchart for
switching between the 1-N identification mode and the

1-1 verification mode.



switching between the 1-N identification node and the 1-1 verification
node. - 7 Fig. 12 shows an exanple of a flowhart for the 1-N
identification node to invalidate the 1-N identification. Fig. 13 shows an
exanple of a flowhart for 5 the 1-1 verification node to validate the 1-N
identification and update the registration data. DESCRI PTION OF THE

EMBODI MENTS Enbodi ments of the invention are described in 10 detail bel ow
Fig. 1 is a schematic diagramshowing a system configuration for

i mpl ementing the inverfti®n.l2 THeoWseri psaFPseaCfi Agbfotchats ART
identification device 6 at the tine of identification. In_the 15 process,
the forward&fd o tifersinfgeratien praeeboonn %2 lifagertPp 4ulNde unit 4 with

the root of the finger 1 |located on a finger position guide unit 9. Upon
i nsertion oftdM&¥EifFia into the device, the identification process is

started. The identification éo device 6 is shown in a_side sectional view
The identification prdcess +3 28ttty FheThRe SfepstdedelRrbEdiREl ow.

Specifically, the infrared Iljght is radiated froma Iight source 3 on the
back of 2 her nger VET Q‘Pg‘%ﬁ If‘%g?r%ﬂsﬁ?f%éat?hFSEgh'Fhe 25 finger 1 and

a finger insertion guide unit 5, and, throygh, ap optigal, [i ter 7 for

DESCRIPTION OF THE EMBODIMENTS
Embodiments of the invention are described in
( 10 detail below.

Fig. 1 is a schematic diagram showing a
system configuration for implementing the invention.
The user inserts a finger 1 into an identification
device 6 at the time of identification. In the

15 process, the forward end of the finger 1 is placed on a
fingertip guide unit 4 with the root of the finger 1
located on a finger position guide .unit 9. Upon
insertion of the finger 1 into the device, the

( identification process is started. The identificaticn

20 device 6 is shown in a side sectional view.

The identification process 1s executed in the
steps described below. Specifically, the infrared
light is radiated from a light source 3 on the back of
the finger 1. The light is transmitted through the

25 finger 1 and a finger insertion guide unit 5, and
through an optical filter 7 for transmitting only the
infrared light, reaches an image pickup device 2. The

light is converted into an electrical signal by the



infrared |ight, reaches an image pickup device 2. The light is converted
into an electrical signal by the - 8 image pickup device 2, and through an
i mge capture 18, input to a conputer 10. The image thus input is
tenmporarily stored in a nenory 12. A finger vein inmage registered in
advance is stored froma storage 14 into 5 the nmenory 12, and the input
image is matched with the registered Bnmage by a CPU 11 according to a
program stored in the nenory 12. In the matching process, the correlation
val ue bet weebl"&fie PhEXHAREHEY1CE Be @oWpale@udls adaliMALR cRPaNee i 8.
accordance with the value thus 10 calculated, it is determ ned whether the
i nput i mage $BPYEOFACRIERTPHIER tiRe rddiSstERS® ithafe 8PWHotiS In  accor dance
with the result of matching, the process for identifying the user is
execut ed, anBETROFRELEHsELREEAe 11t Re MFEITON ik | fyiftiERel¥eieHtd9% ed, the
15 corresponding identification process is executed for the object to be
control | ed byeOhatragat ifi @VRERT dPstdMIerhd 19yt SSOWHaIE 3L 4 sLRENIf i gur ed
of a conponent part such as a LED (light emitting diode) or 20 a hal ogen
lanp for em ERENGeMAFYatéd PPEhENCACES d Adads tif Sadmiised dehth Bl urality
of LEDs are arranged |on itu%inall of. the finger. As an alternative, a
singl e el ongh€edSFEERE. eRPLEI RY élé%@hﬁ%ﬂ%FQﬁ¥-%Mbﬂﬁyéhfmﬂﬂf%ﬁrangenent of

the light source 5,Ion%itudinall% of the finger kes it possible to
stored in the memory 12. In the matching process, the

correlation value between the two images to be compared
is calculated, and in accordance with the wvalue thus
o 10 calculated, it is determined whether the input image is

coincident with the registered image or not. In
accordance with the result of matching, the process for
identifying the user is executed, and in the case where
the person is legitimately identified, the

15 corresponding identification process is executed for
the object to be controlled by the identification
system.

The light source 3 is configured of a
( component part such as a LED {light emitting dicde) or

20 a halogen lamp for emitting infrared light. According
to this embodiment, a plurality of LEDs are arranged
longitudinally of the finger. As an alternative, a
single elongated light-emitting element may be
empleyed. The arrangement of the light source

25 longitudinally of the finger makes it possible to
radiate the light over the whole finger uniformly so
that the whole finger vein pattern can be clearly

acquired. All the LEDs may be contreolled either at the



radiate the light over the whole finger uniformy so that the whole finger
vein pattern can be clearly acquired. Al the LEDs may be controlled either
at the 9 sane brightness or individually of each other. In controlling the
LEDs individually, the light power for the portion such as the joint of the
finger where the transmttance is high can be suppressed while 5 increasing
the Iight power for the thick portion-of the finger. In this way, a clear
finger vein pattern can be obtained. An exanple of a nethod of controlling
the |[|ight peaee bromitineds ght solicedBlky expledcedobleéow. IA0 First, with
the LEDs radiating the |light power of an initial value, the brightness val ue
at the positicontablleach tdreed Wike tiredinbde Wher etlidel 1EDs moeedi Spkayed i s
determ ned. Assune that the position of each LED on the inage is known. In
t he case whetéet pertidicghtsness b titse i joime canges chnsgeeredeapptberi ate, the
light continues to be radiated with the sanme |ight power. In the case
wher e t he britghtisess tisside gherhidiacamebe partpoes sed rempese however, the
| i ght power of the LEDs corresponding to the related inage position is
reduced, 20 amndreacenverde IThilst processféors Execih 2ok forreach ©EDcharea. The
change anmount of the I|ight power controlled may be a fixed value or a
vari abl e val dénglr .exdfpltédricf ware operbeidonf vigeontedh | pagtetheckhght power
with a variable |Iight power control

be obtained.

An example of a method of controlling the
tight power from the light source 3 is explained below.
( 10 First, with the LEDs radiating the light power of an
initial value, the brightness value at the position of
each area on the image where the LEDs are displayed is
determined. Assume that the position of each LED on
the image 1s known. In the case where the brightness
15 1s in the range considered appropriate, the light
continues to be radiated with the same light power. In
the case where the brightness is higher than the
particular range, however, the light power of the LEDs
corresponding to the related image position is reduced,
20 and vice versa. This process is executed for each LED
area. The change amount of the light power controlled
may be a fixed value or a variable value.
An example of the operation of controlling
the light pewer with a variable light power control
25 change amount is described. First, the maximum initial
value and the minimum initial value of the light power
control range are determined for each LED. The light

power control range is defined as a control value range



25 change anount is described. First, the maximuminitial value and the
mnimminitial value of the Iight power control range are determ ned for
each LED. The light power control range is defined as a control val ue range
- 10 of the LED light power output signal, and the light power is
controlled not to exceed this range. The maximuminitial value and the
mnimminitial value of the Iight'de%"control range are determned in 5
accordance with the_ characteristics of each LED. Next i ght power
control valu%é bfe IﬁD L%ngﬁgoﬁﬁé S8 P SifBedanfdd 5#“%ﬁ€- trol range.

Then, the | di at dthe b ht I
Tren, e | BiteLecqt S eLed L OBian an Lty and Lhe brightpess vl ve
b ht I f. the LED.I ed . at th

oar U1 eul ar B%e?frriarﬁ il Fau ?oaB§°“t”ﬁ&§a§éaﬁwm°a%§h Y goier® ont r ol
valge_obtalned b¥ Q BreV|ous check of the bgfghtness val ue at the

posi tion ar obhd 159%he 85??|88P5FO 5aP§es§Fe ek T8 Rhitum val ue of the

I ht t I f L tt I t
A Lor harsovF RS EREnEaNTT6h tI‘%nfj SRR edustists T oa R et IR ber
radi ated in at__the cen

L reoult, ot FBRGLroRt oReTbuEEnEE I aRItEd S Slle X LoingE & KT | n the
previous stage. o g £ase WbRLe the byl AR AT A Y N

ot her hand, power ~o

radiated to obtain an image, and the brightness wvalue

at the position around each LED is determined.

( 10 In the case where the brightness value is
low, the light power of the LED located at the
particular position is required tc be increased. The
light power control value obtained by the previous
check of the brightness value at the position around

15 the particular LED is set as a new minimum value of the
light power control range of the LED located at the
particular position. After narrowing the control
range, the control value cof the light power radiated in

( the next stage is set at the center of the control

20 range. As a result, stronger light power is radiated
in the next stage than in the previous stage.

In the case where the brightness value 1is
high, on the other hand, the light power of the LED at
a corresponding position is required to be decreased.

25 The light power control value previocusly obtained by
checking the brightness value at the position around
the particular LED is set to a new maximum value of the

light power control range of the LED at the particular



a corresponding position is required to be decreased. 25 The |ight power
control value previously obtained by checking the brightness value at the
position around the particular LED is set to a new maxi mum val ue of the

i ght power control range of the LED at the particular - 11 position. After
narrowi ng the control range this way, the control value of the |ight power
radiated in the next stage is set at ithe center of the control range. As a

result, the light power_smaller than in the 5 previous stage is radiated in
the next staBeSithsntonfhta8rtRRTBPFYRENESS GPNEICED 53 ISditiNiet at t he

proper val ue, the Iighi ?omer of the _LLED continues to be radiated w thout
change. The tBgi ghthEes Yaluetef mrhgdlaAbtcorresdl IFéd it achild vdle for 10 al
the LEDs until the |ight power of all the LEDs cones to renai n unchanged.
Accor di ng t o"ehFsSheERodS BRE 2hahf8 SRBGRT C4f thiFe AATGHIC Y d@EYISmi ch i s

| arge in the_be inning of the control operation is decreased progressively
with 15 the B8vanE8SBEtt hENRohiPBF BREFAt SBALLALS C&@Fardd & h the fixed
change anmpunt, therefore, a. fine control operation is possible while at
the, same fi meTFHPPBTi AGAIENES pFBEeasrgi8péBs. PRXViSERYSH the fact that the
| i ght power control range becones Harboweé with the 20 _advance of the
control operation, howeVer®PPhdSchAfr BF 19858F56 OF RayEfhill to be

acconpl i shed L0, the, case, whgLe, , Lhe, 0pLL ™M ¢ontndl, fangs, cannot, be

LED continues to be radiated without change. The
brightness is determined and controlled in this way for

10 all the LEDs until the light power of all the LEDs
comes to remain unchanged.

According to this method, the change amount
of the light power which is large in the beginning of
the control operatiocn is decreased progressively with

15 the advance of the control operation. As compared with
the fixed change amount, therefore, a fine control
operation is possible while at the .same time improving
the processing speed. In view cof the fact that the

( light power control range becomes narrower with the

20 advance of the control operation, however, the control
operation may fail to be accomplished in.the case where
the optimum control range cannot be determined. 1In
order to sclve this problem, the process for resetting
the maximum and minimum light power control ranges at

25 the initial state 1s executed for the area where the
control operation fails to be accomplished after
several control sessions. BAs a result, the control

range can be widened again.



order to solve this problem the process for resetting the maxi mum and

m ni mum | i ght power control ranges at 25 the initial state is executed for
the area where the control operation fails to be acconplished after

several control sessions. As a result, the control range can be w dened
again. - 12 - [Enbodinent 1] The identification process can be started by
depressing an identification switch8,1%r by continuing to retrieve the

i mge of the finger 1 through the inmage 5 capturing nmeans 18 and determ ning
through the @PWPA4imeRat lihe finger 1 has been conpletely inserted.

According to this enbodj nent, thg_forner method is enployed. As soon as the
user depresses the fingBFtiPerhufd62GAPE BERCERShCEPNER fitddd™d BY t he
identification 10 switch 8.is de?ressed. At the sanme tinme, a signal

i ndi cating tHRPEITHRTi 8h ofFhelFHBRLPR EYLE6R Swi PENLYSE GOPULIHEE t t ed

into a conputer 10 throu an interface 13, so that the CPU 11 detects the
depressed statebfl¥He gg%n%@??ﬁa?ﬁoﬁﬁ§m%ﬁgﬂe§,1tﬁ%F@HﬁhsF§FtFH6ge15 t he

unit o, by SUBBGITERG TRERFi RGePNY E Cermanndint CEoBabnEees e Hor i sont al
finger 1 andthe Tnagh-RRekup Ut PSePaRa ROAS W nen FRtER i de of the
ger an g u t 2 a h [ side of the
finger 1 OUtAggoEQQRSC om%ﬁgstggbodiment, the former method is
employed. As soon as the user depresses the fingertip
guide unit 4 with his/her fingertip, the identification
10 switch 8 is depressed. At the same time, a signal
indicating the conduction of the identification switch
8 is transmitted into a computer 10 through an
interface 13, so that the CPU 11 detects the depressed
state of the identification switch 8, thereby starting
15 the identification.
The fingertip guide unit 4 and the finger
position guide unit 9, by supporting the finger 1 at
two points, suppress the horizontal displacement of the
( finger 1, maintains a ccnstant distance between the
| 20 finger 1 and the image pickup unit 2, and holds the
thick side of the finger 1 out of contact with the
device. Should the thick side of the finger 1 come
into contact with the device, the veins distributed in
the thick of the finger would be pressed to stop the
25 blood flow and the pattern would become invisible.
In the stage before determining the

correlation of finger vein patterns with registered

patterns, the image processing operation 1s executed to



devi ce.
devi ce,

to stop the 25 blood flow and the pattern woul d becone invisible.

Should the thick side of the finger 1 cone into contact with the
veins distributed in the thick of the finger would be pressed

t he

stage before determining the correlation of finger vein patterns w
regi stered patterns, the inage processing operation is executed to
extract a finger vein pattern. An exa e of the nmethod of finger vein

pattern extraction is

In the

th
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escribed. below. The finger vein pattern assunes a
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positively and clearly even case
value at the center of each blood wessel. In all the

vertical and horizontal profiles of the image,
therefore, the center of the bottom or the concave of
the brightness value is detected either by calculating
the angle of aperture or the radius of curvature of the
profile curve or by detecting the concaves based on the
mean value theorem. The particular peint at which the
concave is detected is emphasized by increasing the
brightness value thereof. Then, the center of each
dark line of the whole image is emphasized and a finger
vein pattern is extracted. Thus, the dark lines, which
may be thin or in proximity to each other, can be
emphasized positively and clearly even in the case
where the light power has a fluctuation. Further,
since the center of each blcod vessel is extracted, the
identification is made possible without being affected
by the variations of the blood vessel width due to the
expansion or contraction of the blcod vessels caused by
the change in atmospheric temperature or physical

conditions.

In the case where the identification process

dar k
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t he



where the |ight power has a fluctuation. Further, since the center of each
bl ood vessel is extracted, the identification is made possible w thout
being affected by the variations of the blood vessel width due to the 25
expansi on or contraction of the blood vessels caused by the change in

at nospheric tenperature or physi cal gonditions. In the case where the
identification process - 14 is start d With the finger 1 not in contact

th th fi >3 i d 't 9 _th i . ‘ fi 1
' the i mge T HITTE SRLCTr O e ¥Phobr "t W1 EBHEAEE RALR EE fingar.

iti i g it 9..In 5 d to.ab hi s diff ) [
g f1 cati ot P4Te POHHGET sopratcttel e HEScPRBRATbER oL TSR he

t ft fi . di spl a in.the.| ' t ted either .b
appl yi ng an S BrbrHG OThgt Tt okt iR Rt uAsRY AR oE R ek ng ¢ he
connect i on of 10, L{ngs. orepy Lollowi pgcibeoedges,sequential Iy to obtain the
trace thereof 'or %t her - ConventTona ralnary g€ ~processi 8 nmet hods.
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processing to et ect ornt p ron’o géer an rmne 15

t he cont our f%g%éngﬁ ééﬁ#éggéécgéségggﬁgééangggo&g gﬁggkni@%ethe cont our

wdth at the ce i on” of er "'tha the “magni fi cati on of

L I5Er T 2o R Pt U1 S9OOHE Whet Qnafie onor mal zaton 1
extracted either by applying an edge emphasizing filter
over the whole image and checking the connection of

10 lines or by following the edges seguentially to obtain
the trace thereof or other conventional ordinary image
processing methods. Next, the width of the finger
contour acquired is determined by image processing to
detect the joint portion of the finger and to determine

15 the contour width at the particular position or to
determine the contour width at the central portion of
the image. After that, the magnification of the finger
is normalized based on the contour width. The

( normalization is carried out either by reducing the

| 20 whole image in the case where the contour width is

larger than a specified value or by enlarging the whole
image in the case where the contour width is smaller
than a specified value thereby to set the contour width
to the specified value, or by elastically enlarging or
25 reducing the contour width to a specified value and
correcting the two contour lines to parallel straight

lines. BAs a result, the finger image picked up, even

if partially enlarged or reduced, can be corrected to a



20 whol e image in the case where the contour wwdth is |larger than a
specified value or by enlarging the whole imge in the case where the
contour width is smaller than a specified value thereby to set the contour
width to the specified value, or by elastically enlarging or 25 reducing
the contour width to a specified value and correcting the two contour I|ines
to parallel straight lines. As a resuli,-the finger inmage picked up, even
if partially enlarged or reduced, can be corrected to a 15 predeterm ned
magni fi cat i dpredseRrMANeAenegBelwAake Ont he EV@EN I itd&t i pMdEass is started
with the finger 1 out of contact with the finger position guide unit 9,
therefore, coitetitbhlfbedfhPhi BROF§SHodsi Hlterteidg wikhs thsovis neieexanpl e of
the identification device for detecting the state of the finger 1 in
contact withoeheoffTRAGRACENYEFRi bhegdigcuniPrsdtian Gvdds meidf Si cking up
an image of the finger vein Eattern, the finger 1 is supported at two 10
poi nts of thERETRERESPoSPEFBRLHANIECGAPT 1S 18R ish@opisdgeet-i p Fg@-de unit 4 in
order to keep the thick side of the finger 1 out of contact. In the
process, -applPtat#dnesrmalset PéskheoifRatiidiinatdrn KEVAGFgderL with the
fingertip as a suggortin poi nt moulg warp and _15 curve the thick side of
the finger 19¢%fe ,n?héhgoﬁﬁ?teontﬁ f tRGEPTL el FoNtactuatidhvdg cal Iy
and therefore the regroducibilit% is.redquced in each identification

process. | n brU8PItdpREVERD EHidE unit
At the time of picking up an image of the

finger vein pattern, the finger 1 is supported at two
10 points of the finger position guide unit 9 and the
fingertip guide unit 4 in order to keep the thick side
of the finger 1 out of contact. 1In the process,
application of a stress to the joint of the finger 1
with the fingertip as a supporting point would warp and
15 curve the thick side of the finger 1. Then, the joint
of the finger 1 would fluctuate vertically and
therefore the reproducibility is reduced in each
identification process. 1In order to prevent this
( inconvenience, the finger insertion guide unit 5 is
20 provided to define a fluctuation-suppressing space.

In the case where the finger joint is mcved
vertically in the manner mentioned above, the thick
side of the finger 1 comes into contact with the finger
insertion guide unit 5. The resultant pressure of the

25 contacted pertion and the joint drive away the blood
from the particular portions or the neighborhood
thereof. 1In the case where the identification process

is started by depressing the fingertip guide unit 4 or



i nconveni ence, the finger insertion guide unit 5 is 20 provided to define a
fluctuati on-suppressing space. In the case where the finger joint is noved
vertically in the manner nentioned above, the thick side of the finger 1
conmes into contact with the finger insertion guide unit S. The resultant
pressure of the 25 contacted portion and the joint drive away the bl ood
fromthe particular portions or the‘héﬂbhborhood thereof. In the case where
the identification process is started by de ressin%_the fingertip guide
unit 4 or 160 ng'§ h%n%%%?@eélﬂgﬁaepﬁm?&sg@ prESEdgongdider this
condition, the finger, veins m&ulg.not a Eear in _the area of the first joint
or the nei ghbbrhood dher¥or T4 h%gFan tP G P BREd AHFEAs 18 resul t, the
5 information on the features, of the, person Ls una% i labl e and the
ecogni t 1 on T PTR eXt r el i TPEQUGEAT PR bRACPCRENREEEROY Rl eZsMact of
the finger 1 with fhe finger inser%ign 8Uid§ uni t a push button 10

EFng

switch 20 i stTrrngetP 3¢ T eHeAIE uBp6 poi it Bfr?%@lﬁhn§ i nsertion guide
unit S. Wth, the depression_of _the whole_fipger insertion guide unit 5 by
the finger PIUHEbLSh Battn SGPLBRES 96 APE BPESOPusfied down. This state
is detected by the 11, ;.apd as long.as 15 the push button switches 20 are
pushed domn,ugéﬁél}%ﬁiéi??%aﬁg%nrﬁFBQB%ElPQ hBtCstSr &G TETERYi n the case
where the idgg&&éé&gtion switch 8 is depressed. The
In order to detect the contact of the finger
1 with the finger insertion guide unit 5, a push button
( 10 switch 20 is arranged at each supporting point of the
finger insertion guide unit 5. With the depression of
the whole finger insertion guide unit 5 by the finger
1, the push button switches 20 are also pushed down.
This state is detected by the CPU 11, and as long as
15 the push button switches 20 are pushed down, the
identification process is nct started even in the case
where the identification switch 8 is depressed. The
finger insertion guide unit 5 can be so shaped and
{ configured as tc be contacted when the thick side of
| 20 the finger 1 is warped and curved by applying stress to
the joint using the fingertip as a supporting point.
As a result, the reduction in recognition rate is
prevented which otherwise might be caused, by making it
disable to execute the identification process due to
25 the contact of the finger surface and the resulting
lack of the vein pattern.

As a means for detecting the finger contact,

the push button switches 20 may be replaced with

v
-.\



finger insertion guide unit 5 can be so shaped and configured as to be
contacted when the thick side of 20 the finger 1 is warped and curved by
applying stress to the joint using the fingertip as a supporting point. As
a result, the reduction in recognition rate is prevented which otherw se

m ght be caused, by nmaking it disable_to execute the identification process
due to 25 the contact of the finger’sé?face and the resulting |ack of the
vein pattern.  As a neans for detectjng)the finger contact, the push button

swi t ches 20 SHBF et Gyl SRFMIAH 2T 4T ORI RETFFLEP , CRPEREF 0SBREPESOr pressure
contact sensqQrs  which are nade of a erial not.cuttipg off or Dbl ocking
the transni: %ﬁbgﬁr%rﬂﬁéﬁw$§ﬁ%&ﬁﬁ%ﬁ&a rRPtcﬁ%YF?%%t%E?o9ér the surface of
(e Finger LISSLLON 5 dh 00, U L. & ThuoL L e SLLoke [ogpired (o depress
A S0 LN PUSlL bulLor SIS 20, oy, ol ernaly vely, be et snged only at the
ngert o Mt SHPROT LS, LD (IgeL LOpL. LAGeL LIS sRndLiof LN e
uih esch, SIS dhesconnect g, RO 80, oy LI LLgar Laserien, unit S
nsertion gy e inidofis TotALed Shihily HovnYRTd, BRgKt obhggonnecting
alternatively be arranged oniy at the portion of the
finger insertion guide unit 5 which supports the
10 fingertip or which supports the finger root. Under
this condition, the finger insertion guide unit 5 and
the identification device 6 are connected with each
other. The connecting portion of the finger insertion
unit 5 which lacks the push button switch 20 is so
15 shaped that the finger inserticn guide unit 5 is
rotated slightly downward about the connecting portion
and depresses the switch 20 when contacted by the
finger 1. 1In this way, the process and the component
( parts required for the sensing operation of the push
20 button switch 20 are eliminated for a reduced
production cost of the device.
The contact between the finger 1 and the
finger insertion guide unit 5 may be detected by image
processing. An example of the image processing method
25 utilizes the fact that the image with the finger
contacted tends to have a brighter finger joint area

than the image with no finger contacted. By evaluating

this brightness, the finger contact can be detected.



and depresses the switch 20 when contacted by the finger 1. In this way,
the process and the conponent parts required for the sensing operation of

t he push 20 button switch 20 are elimnated for a reduced production cost
of the device. The contact between the finger 1 and the finger insertion
guide unit 5 may be detected by inmage EProcessing. An exanpl e of the inmage
processing nethod 25 utilizes the fact® that the image with the finger
contacted tends to have a,briﬁgter finger joint area than the imge with no

finger contatt®ed"eBy°RvaPiagi hje tRPISOPEGRERSISY o alilvger contact can be

detected. 18 _ The nethod using .the ipage processing totally . elimnates the
need of the PuEA BEHtEDNEH ’E“é%dzﬁf% §H§ pf“ﬁér EP&L@”sisr‘fﬂticﬁ & it i Yevi ce

configuration for_a |ower_device production cost. 5 Once the finger 1 and
The push-buttBHES S0re cRbEPbOL RS EhRr GV ohy Bacis BAREC o e

identificatifn progess IS started under that condition, the user can be
i nformed of tAECEONELtEeoPrPHECFFRBeF 3t by an alarmissued from a displ ay

means 15 or a speaker 10 17 . Thi.s_pronotes the recognitign on the part of
the user”and inproves&?ﬁg Hﬁ§t£F988Fn?h8n8e&$@ep i %§F1on t her eby

proventing Uhe, [SUEtSGnelh LEERUULL B Kokt dFhodhmant, 21 15 Fig.3
identification process is started under that condition,
the user can be informed of the contact of the finger 1
by an alarm issued from a display means 15 or a speaker

1¢ 17. This promotes the recognition on the part of the
user and improves the mastery of the device
manipulation thereby preventing the reduction in
recognition rate.

[Embodiment 2]

15 Fig. 3 shows an example of a configuration of
an identification device for detecting the surface
state of the thick side of the finger 1. Reflected
light sources 22 are arranged at positions for

| radiating the thick side of the finger 1. The

20 reflected light sources 22 emit the light of a
wavelength sufficient for transmission through an
optical filter 7. The light power of the reflected
light scurces 22 is adjusted to a value capable of
picking up an image ¢f the finger surface.

25 In the case where the light from the light
source 3 1s radiated with the reflected light sources
22 turned off, an image having finger veins is picked

up. In the case where the light from the reflected



an identification device for detecting the surface state of the thick side \
of the finger 1. Reflected |I|ight sources 22 are arranged at positions for :
radiating the thick side of the finger 1. The 20 reflected |ight sources 22
emt the light of a wavelength sufficient for transm ssion through an

optical filter 7. The light power of the reflected |ight sources 22 is

adj usted to a value capable of picKTﬁBaub an i mge of the finger surface.

25 In the case mhere the |]| ght fromthe lig ource 3 is radiated with the
reflected |igh¥hEodPEESES23%t hEndd 6@Fedaﬁll &; f%Q&ﬁﬁev%lns i's

pi cked up. t he c e where the light fromthe refI cted - 19 i ght
sources 22 i%PFad?%tE emPFHthéapﬁgh Nsdires # QQﬁa§ﬁ¢ﬁﬁc%and an

i mage of the finge urface i,ck Sp |f|caII e |light source 3
is turned ohsmﬂng ghﬁpref§88Fé lFPgﬂﬁ's5u c§§ ?§Q[hrk% of f when
performng the |d ntificatio ro edi at el befor or_after the
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i dentificati OA* B? cBEgWid Surce 3 and the
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and anal yzed
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reflected light sources 22 are alternated with each
other, so that the finger image is acquired by the

10 1light reflected from the finger surface and analyzed.
In this way, it is determined whether the finger image
acqguired for identification is the proper one or not.

Figs. 4A and 4B show examples of image of the
finger surface picked up by the identification device

15 of Fig. 3. 1In the case where the light from the
reflected light sources 22 is radiated without the
radiaticn from the light source 3, .the finger vein
pattern is substantially invisible. Nevertheless, the
visual information of the finger surface such as

20 wrinkles in the finger joint and a foul on the finger
surface are picked up as an image.

Fig. 4A shows an image of the finger surface
with the longitudinal directicn of the finger not
rotated about the center axis thereof. The joint

25 wrinkles 30 are distributed vertically uniformly with
respect to the center axis of the finger 1. Fig. 4B
shows an image of the surface of the finger rotated

about the center axis. The Jjoint wrinkles 30 are



15 of Fig. 3. In the case where the light fromthe reflected Iight sources
22 is radiated without the radiation fromthe light source 3,.the finger
vein pattern is substantially invisible. Nevertheless, the visual
information of the finger surface such as 20 winkles in the finger joint
and a foul on the finger surface a[?;ﬁ}QFEd up as an imge. Fig. 4A shows
an image of the finger surface wth tie [ongitudinal direction of the

finger not ota ed b ter _a her eof The oint 25 WW|nkIes 30
are distribute |c§$?§lu%|?gm o §bﬁ ! weregﬁdFo hagﬁiér Bi's of the

finger 1. FH#% 4ﬁi s@g ?T '”?g?tﬂérth?héu Eggg f: éhggfhngﬁg rot at ed

about the ce axis. j oi nt "W nkl Iace

consi der abl y, é§h3€§ ﬂg rbéé ﬁgﬁegagénbg!@&ed@ﬁ % %ﬂg§ 31. Further, the

i mage of a naj Seen ave be pi C on the side of the

fingertip opposiie £g@5g§og;EgCEboehgndw@bg%gﬁne%homaa R Wikl g3, 30 are

di spl aced. rotation o i nger about center

axis can be gt erol ned by.cheeking.he BiCkerleyp, LFRGe af, ! e f'nger j oi nt

wr i nkl es or the nai e case where this rofatlon i s detected,

the user 'Stl‘f‘]\?{r Deg, ﬁ”@'flghéhflh§89t bl Bb'toﬂh%r 8%%%%3:' %x’l L eﬁ?@e%& ed. In

this way, ecognition error is re uced n exanp nmet hod of

detecting the displ RCEMEPt cRECkRRy PASI baeﬁzeatubhwa%' ntofth'h%k' es 30 by

i mage processing
finger jocint wrinkles 30 or the nail 32. In the case

where this rotation is detected, the user is warned and

( 10 the identification process is not executed. In this
way, the recognition error is reduced. An example of
the method of detecting the displacement of the
position of the joint wrinkles 30 by image processing
is described below. First, an image obtained is

15 applied through an edge emphasizing filter thereby to
emphasize the vertical component lines of the image.
Next, the emphasized image is binarized and the lines
are converted into thin lines. After that, it is
determined by the line tracing process whether the

20 1lines are kept in juxtaposition vertically in
continuocus fashicn. In the case where the lines
represent the joint wrinkle portion, the tracing over a
comparatively long distance is carried out. Based on
the length of tracing, it is determined whether the

25 wrinkles are those of the joint or not. After that,
the positicon of an end point of each traced line
segment 1s determined and the distance from the finger

contour is calculated thereby to determine whether the



is described below First, an inmage obtained is 15 applied through an edge
enphasi zing filter thereby to enphasize the vertical conponent |ines of the
i mge. Next, the enphasized image is binatized and the lines are converted
into thin lines. After that, it is determned by the line tracing process
whet her the 20 lines are kept in juxt%fosition vertically in continuous
fashion. In the case where the |ines %p?esent the joint winkle portion,
the tracing over_a _conpara ivelé Iong i@ﬁtance is carrjed out. Based on

the length ofCF+EEPAGOLI £2F8 ABLBFmAed \MTeEr RHE 25 Wikl es are those of
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the reduction’in

Nevertheless, the displacement of the joint wrinkles 30
may be detected by using the conventional method based

10 on the image recognition. This image processing makes
possible the detection of the finger rotation without
any specilal sensor and prevents the reduction in
recognition rate without increasing the device
production cost.

15 An example of image processing for detecting
the nail 32 is described. First, the texture of an
image is analyzed by an ordinary method such as the
concentration histogram for small areas or the

( frequency component analysis. First, the texture

20 analysis of the image is conduced by the ordinary
method such as the histogram analysis for a small area
or freguency component analysis thereby to subdivide
the area. 1In the case a division area of at least
predetermined area is connected to the upper or lower

25 part of the fingertip or the neighborhood of the
fingertip or in the case where comparison with the
texture feature of the nail 32 statistically calculated

shows an analogous area, then the particular part is



recognition rate without increasing the device production cost. 15 An
exanpl e of image processing for detecting the nail 32 is described. First,
the texture of an image is analyzed by an ordinary nethod such as the
concentration histogramfor small areas or the frequency conponent
analysis. First, the texture 20 analysis of the inmage is conduced by the
ordinary nethod such as the histogra%aaﬁalysis for a small area or

frequency c onent anal ysis ther subdij v t he_area. he case a
di vi sion ar ecgto?rr?ftn?%a% aprf‘%ﬂgt VEth h?séonﬁéé’ieéd“\e&"ht upper or
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i mage picked-u mnth the | i radlat m_t he_l.i ght..source 10 3 but not
fromthe reff $%do¥? %&ces 22" R creég ?lﬁagFe eFﬁnﬁgfieeﬁ 41 is

observed. FW§5@{£}§ é@?gghed thereon.

Fig. 5A shows an example of a finger image
picked up with the light radiated from the light source

10 3 but not from the reflected light sources 22. A clear
finger vein pattern 41 is observed. From this image,
however, it 1s not known whether the finger veins are
real or duplicate. Under this condition, the light
source 3 is turned off while the light from the

15 reflection light sources 22 is radiated. In the case
where the finger vein pattern picked up as an image is
that of a real organism, as shown in Fig. 5B, the
finger vein pattern is substantially invisible or an

( unclear finger vein pattern 40 is recognizable.

20 Assume, on the other hand, that a false finger vein
pattern is drawn, with a material cutting off the light
from the light scurce 3, on a sheet of a material
through which the light from the light source 3 is
transmissible or a translucent material and attached on

25 the finger 1, or a pattern is drawn directly on the
finger with a material cutting off the light. As shown
in Fig. 5C, a finger vein pattern can be clearly

recognized even with the light from the reflection



however, it is not known whether the finger veins are real or duplicate.
Under this condition, the light source 3 is turned off while the [ight from
the 15 reflection light sources 22 is radiated. In the case where the
finger vein pattern picked up as an inmage is that of a real organism as
shown in Fig. 5B, the finger vein pattern is substantially invisible or an
uncl ear finger vein pattern 40 is retoghizable. 20 Assune, on the other
hand, that a_ false finger vein_ pattern is drawn, with a nmaterial cutting
of f the |ightigPEofiPERECE| gkt 2dGirtce BY SfteEhdEn D hethitlerd afle@hr ough
which the light fromthe |light squrce 3 is transm ssible or a translucent
mat eri al andlBRE8cREd2oR 1 RFhI SFirMGStLE ToCal gt trTKSE WR avht1i rectly on
the finger with a material cutting off the light. As shown in Fig. 5C a
finger vein Pagt EéPALlEGHCHe 1dBAr 1AL ONac ddniAdd Ry &IR GATTH e WHyHEE¥ rom t he
reflection - 23 _light sources 22 al one. By determ ning whether a clear

i mage of a ffn§ersfePAtpatielR Sc&F e & LRI - t N rlete €22 ¥R | i ght

al one, it _can be determ ned whether g false pattern has been attached or
not. In the FBEES53AWREFE SORIEGH 3 Tl dt ITGT SV TR E AR HRF bt el 3® | nage
obtained by radiating light .framthe |light source 3 alone and an inmage
obt ai ned by PHH?&P?Hgbyhgapﬂéﬁ?qﬁ gqqu£9%ﬁl§ﬂﬁi%ﬁ9nqgﬁﬁu%ﬁﬁwiés 22 al one,

hovever. 11 L RapSoLehA° St el B Lot d s Bt tagherl gl dhiggt 1y 19
the reflection light sources 22 alone, however, it is
determined that a false pattern is attached or directly

10 drawn. Then, the user is warned through the display
means 15 or the speaker 17, and no identification
process 1is executed. In this way, the errcneous
recognition of a false finger vein pattern is
prevented.

15 Apart from the case in which a falsified
finger vein pattern is attached, a foul or dust may
exist on the finger surface, the finger insertion guide
unit 5, the optical filter 7 or the image pickup device

( Z. In such a case, too, a clear pattern may appear on

20 the finger image by radiation from the reflection light
sources 22 alone. This is determined by detecting
whether a significantly darker portion than the
surrounding exists or not in the finger image picked up
by the light radiated from the reflection light sources

25 22 alone. BAs a method of this detection, in the case
where the value obtained by differentiating the

interior of the finger area of the image exceeds a

given threshold, for example, it is determined that a



means 15 or the speaker 17, and no identification process is executed. In
this way, the erroneous recognition of a false finger vein pattern is
prevented. 15 Apart fromthe case in which a falsified finger vein pattern
is attached, a foul or dust may exist on the finger surface, the finger
insertion guide wunit 5, the optical filter 7 or the imge pickup device 2.
In such a case, too, a clear pattern @ appear on 20 the finger imge by

diation fromth lection_Ligh 22 alone. This is deternined b
ot octing  whOERBI PACLPER PRUSKE § PP oo RGF AT sur rounding

exists or not in e.finger_ [mage picked u hy the light radiated fromthe
reflection I$6ﬁ?régﬁ}8§§’2gtbfraF8ﬁ ?di%%ﬁ%%t Pt HiS Yt %ction, in the
case where the value obiained by differentiating.the . interior of the
finger area %?gPﬂgsiWﬁéeE8x88885¥8 %ﬁ%ﬁé%tﬁwﬁ W ¥oi&anple, it is

det er m ned thag a - 24 chgar Eattern ex%’ts.at t he particul ar position.
Nevert hel essP2bFRER - confehfFofiarsi HEGE ridfesiafs ‘HetHdds Phy be used to
detect a Iearli i Si Ig pattern. I.n.the case where the inaqﬁ is clearly 5
visible af th& 58nE BosiPFoR°EF BP&ry $85&iTor Y iSESHt™r i net® t hat f oul
or dust is agcunul at ' h evice, ln .the case ere th osition where
a clear inma & .egm@{lg.gbfgakhgﬁggs % dé’léscth lssesascl%lﬁr,lul\(l)gr:t%(ﬁemot ¥ hand, it is
det ermi ned tgggi@etou&nl%h@tEggge%HQ}éry%e position where a clear

image is visible changes in each session, on the other
hand, it is determined that a foul is attached on the
10 finger. This result is notified to the user or the
administrator through the display means 15 or the
speaker 17. Then, based on this netification, the
device can be cleansed or cleaned or other measures can
be taken to prevent the reduction in recognition rate.
15 {Embodiment 3]
Fig. 6 shows an example of a configuration of
a finger wvein identification device for detecting a
biological reaction of a finger. A light source for
( life recognition 51 1is arranged in the fingertip guide
20 unit 4, and a light-sensitive element 50 is arranged
above the light source 51. The light source for life
recognition 51 emits the infrared light which reaches
the light-sensitive element 50 through the fingertip.
In order to prevent the light of the light source 3,
25 instead of the light of the light source for life
recognition 51, from reaching the light-sensitive
element 50, a light shield member 52 may be inserted

between the light source 3 and the light-sensitive



10 finger. This result is notified to the user or the admnistrator through
the display neans 15 or the speaker 17. Then, based on this notification,
the device can be cleansed or cleaned or other nmeasures can be taken to
prevent the reduction in recognition rate. 15 [Enbodinment 3] Fig. 6 shows
an exanple of a configuration of a finger vein identification device for
detecting a biological reaction of ~a4M nger. A light source for Ilife

recognition 51 is arranged in the fingerti uide 20 _uynit 4, an% a
|i ght - sensi €V ot 5 | &S a‘f‘%%ﬁ%gneabgbgtbﬁé Pi R19ISSur-Se B2 The 1i ght
source for life recognjtion 51 en}ts t he igﬁrared Light mh'chlne ches the
| i ght - sensi t9 E?QHQﬁ&#hl%b VhriRight TR ERRgEMHEFpUe tERToPdet fo 1igEFent t he
| i ght of theliégr source %? 25 instead of th%,lighﬁ of th% | i ght source for
life recogMTiTn B15C t Vi DEaahT nb € he- FPBRLL S8RPLRVENTeldment 50, a |1 ght
shi el d menber 52 may qi.ins rted between the |i.ght sogtce 3tand t&e
light-sensitive - 25 etemehtS%7S ¢ S*qBPeFnPhed GRBEAGPIAEPAGET is that
of an or nisq&or nPt froniéhetI ucéya&iog og thg | i h% ower received by
the light? séhsitiVe of eitnt“®0- 1 H G2 - 78 hoWd t4h Qﬁn%? €6t 159 8nfi gurati on
of 5 a finqgf veip ;Pentéf{catiOﬁ de¥icee§or ggteﬁtigg a. bi &o i cal
reaction of a%%e?. The %iﬁ%r% c® }B?n Fig. 8 il(g ] f:ﬁa e | i ght
source 3 forppi cking Up ; N [R9E, O ) A, fLNGEL ¥E 3 RALI GBI U3gd also as a
an image of a finger vein pattern is used also as a
light source for detecting an corganism, and the light-
10 sensitive element 50 is arranged in the fingertip guide
unit 4. This reduces the number of component parts.
Fig. 8 is an example of a timing chart for
the light power of the light-sensitive element 50 and
the identification switch 8 shown in Fig. 6 or 7. By
15 checking the depression timing of the identification
switch B and the fluctuation timing of the light power
of the light-sensitive element 5C, ‘it can be determined
whether the finger is an organism or not. In the case
( where the finger 1 is an organism, the light power of
20 the light-sensitive element 50 undergoces no substantial
change until immediately before the depressicon of the
identification switch 8 with the finger 1 placed on the
fingertip guide unit 4. In the process, no fluctuation
occurs other than the fluctuation due to the finger
25 displacement or a minor pulsation in synchronism with
the heart beats. Once the identification switch 8 is

depressed by the fingertip, the identification switch 8

is turned on and the amount of current flow is



| i ght source for detecting an organism and the light 10 sensitive el enent
50 is arranged in the fingertip guide wunit 4. This reduces the nunber of
conponent parts. Fig. 8 is an exanple of a timng chart for the |ight power
of the light-sensitive elenent 50 and the identification switch 8 shown in
Fig. 6 or 7. By 15 checking the depr {flon timng of the identification
switch 8 and the fluctuation timng of“the |ight power of the

| i ght-sensitive el nt_50 it can_be, determ ed mh th rr the finger is an
or gani sm or HHted rﬂﬁpeh%n%ﬁgﬁéeahergt ﬁBefFﬁﬁgr %d&ﬁ@§ﬁﬁFihe |'i ght
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recei ved by sensitive el enment reases in synchronlsn1mnth
the depression of the identification switch 8. With the

reduction in the pressure for depressing the
10 identification switch 8, the identification switch 8 is
turned off, with the result that the blocod flow rate in
the fingertip increases and the light power received by
the light-sensitive element 50 decreases gradually.
In the case where the finger 1 is not an
15 organism but a falsificaticn, no blood flows in the
finger and therefore there is no pulsation before
depression of the identification switch nor does the
blood amount change at the fingertip at the time of
( depression of the identification switch. Thus, there
20 1is no fluctuation of the light power received by the
light-sensitive element 50 as shown in Fig. 8. 1In this
way, by checking the fluctuation of the light power
received by the light-sensitive element 50 at the time
of depressing the identification switch 8, 1t is
25 determined whether a finger is an crganism or a
falsification.
Fig. 9 shows an example of a configuration of

an identification device having the functions of



depression of the identification switch 8. Wth the reductionin th
pressure for depressing the 10 identification switch 8, the identifi

switch 8 i
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turned off, with the result that the blood flowrate in

fingertip increases and the |ight power received by the |ight-sensi
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is located on the side surface of the finger, and the
upper portion of the identification device 6 is open.
The light incident on the side surface of the finger is
scattered in the finger and reaches the image pickup
device 2 through the finger insertion guide unit 5 and
the optical filter 7.

This identification device using the light
transmissible through the side surface of the finger is
different from the above-mentioned identification
device only in the position of the.light source 3.

Like in the embodiment described above, the contact of
the finger with the finger insertion guide 5, the state
of the thick side of the finger and the finger as an
organism can be detected.

[Embodiment 4]

Fig. 10 shows an example of a registration
screen for displaying the state of finger insertiocon to
guide the user to insert the finger correctly at the
time of registration. Most of the users have are not
yet accustomed to the coperation of the identification

device by the time of registration, and therefore
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sectional view and a top plan view. The light source 3 is |ocated on the
side surface of the finger, and the upper portion of the identification
device 6 is open. 10 The light incident on the side surface of the finger is
scattered in the finger and reaches the image pickup device 2 through the
finger insertion guide unit 5 and the optical filter 7. This identification
device using the light 15 transm ssi KM% through the side surface of the

finger is different fromt Qve- men ed ..dentifi iQn dev e only in
the position %ﬁu}ﬂ%d|?8h9u§§89c °3MErk % %ﬁ tﬁéngﬁﬁbdlﬁgﬁi ed above,

t he cont act @he %hg flngeélgkgg 5?31%L39$F %%rtlon d ec§, the state 20
i nge e

of the thlck 5T de"'of t he a as an organléﬁ%can be

det ect ed. %% %1?LrFF9ftﬁ?g?@ﬁ“@h%nd§§%gg§65% glstratlon screen

for dlsplaylng I'nserti ’tH‘ user to insert

the finger cgségﬁé$¥% i?ﬁhglEhng SEnESg%ShE§E oRq %@ ¢ anh users have are

not yet accU e operatron o denti atio V|ce by the

Lime of redisLiatloncopndetbenel ore copBoutedyl tad ba guide d%d ifo insert the

finger. e 1 na up i's di'splaye a pi cked-up

o chordp S LT Nl R LT
1in 60, can set his/her finger in position. In the

process, the finger state is expressed on a guidance
statement display unit 65 in such words as " the finger 1

10 is rotated in a two-dimensional (2D) plane’, "the finger
1 is rotating about its center axis', "the finger 1 is
in contact with the finger insertion guide unit 5, ’"the
finger 1 is a falsification’ or "a false finger vein
pattern is attached o the finger 1. Further, a

15 guidance diagram 64 indicating the finger state is
displayed in the guidance display unit 63. Based on
these information, the user can be .informed of how to
correct his/her finger state. In this way, the user can

( execute the process of registration correctly in

20 accordance with the guidance on the screen. As a
result, the job for registration on the part of the
administrator is reduced and the administrator is not
required to attend the user. Therefore, the burden on
the administrator can be reduced.

25 More reliable registration data can be
obtained not by one trial but by selecting the data

suitable for registration out of several data obtained

from several trials of finger insertion. Also, the



position. The user, while watching the inmage nonitor 60, can set his/her
finger in position. In the process, the finger state is expressed on a
gui dance statenent display unit 65 in such words as "the finger 1 10 is
rotated in a two-dimensional (2D) plane", "the finger 1 is rotating about
its center axis", "the finger 1 is in contact mnth the finger insertion
guide unit 5", "the finger 1 is a falsfTcation"” a fal se finger vein

pattern is att ached obthe flnge 1" h%% .a 15 ance di agram 64
i ndi cating thecFi fig8r °st aF&"P Om&lSﬁF’& WEE & Iy unit 63.

B h f f
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regi stration grrec cord H?F ui dance on th SCreen.
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Ther ef or e, Bﬁrde g&&lnlst can i 2% More reliabl e

regi stratj on da tained 1ot by e tr.ial by sel ecting the
data suitabPa® %(e)rr]? irratgg(‘}ﬁt G iSF & sevecpreaﬁcr&éjted%b al"“yned from several

triels of finger |nserE5§BItAh%o hth%seIZ%ng%%%T %a%. o%%i omed to the

devi ce operation nore C|entl y 1'nformng % fe us e difference

of | the presgpt, Lpsertpan p@telfn %rp I8 PR, LIS o st ate. A

enbodi ment in suc Sr matijon i's
trial or the past trial is matched, and the degree of

pattern fluctuation is indicated in a matching result
x 10 display unit 62 on the one hand and in a finger
insertion fluctuation graph display unit 66 in time
series on the other. Further, such information as the
finger state and the reason for the fluctuation may
also be displayed on the guidance display unit 63. The
15 user, watching these history information, makes trials
repeatedly and thus come to visually understand the
fluctuations cof the finger insertion in accordance with
the manner in which the finger is inserted. Also, this
history can be used in such a manner that in the case
20 where the finger insertion undergoes large
fluctuaticns, the data is nor registered while the
finger vein pattern 1is registered only after small
fluctuations continue. This registration can be
carried out manually by the user or automatically by
25 the system. Alsc, the registration data can be
produced in a single or a plurality of sheets.
The information on the registration image

shown in Fig. 10 may be transmitted, not by the



5 presented for registration is described below Each tine the user inserts
a finger for registration, the finger vein pattern in the first trial or
the past trial is matched, and the degree of pattern fluctuation is
indicated in a matching result 10 display unit 62 on the one hand and in a
finger insertion fluctuation graph dh@glay unit 66 in time series on the
other. Further, such information as 1t finger state and the reason for the
fluctuation na¥ al so be displayed on the guidance display unit 63. The 15
user, watchi A§TPRBEEIRNSEEAYSTAPSERRt MGIN SnekEd 39 di¢ FeRrl¥edl y and t hus
come to visually ungerstand the fluctuations of the finger insertion in
accordance W'ERLSthe RANKER i n/whivEh PVhé HTENRPES 19T e FUA S5 thi s
hi story can be used in such a manner that in the case 20 where the finger
i nserti on un88fy8B8AKEFge ' HEGEFAUA OO End UAH 4% TS UKH stRred whil e
the finger vein agterg i S ne%istered only after, small fluctuations
cont i nue. ThP@SFégi £ P4PREN LeBASe COLEAG Y -out Heh B VP R &I user or
automatic llé bé 5.the systegl | so, ther %%ﬁiéition data can be produced
in a singPe BRTROPFI GFRIPYSSof-NenEEETECTRE ¥ NGt the registration
i mge shown in Figqg. éo may,be transm tted, .not q§fthe 't§9 i nformation
transnissi onaﬁ‘r&&ﬁ%%% htﬁs)épﬁedﬁi‘@ﬁlea)?peﬁ@&ﬁs?nlé" lel:iad:: © Bty
ransmi ssi on 0eang U8l 32 bR PREY ALUYIIPAYISG S Ul de the user
registration data.
[Embodiment 5]
( 10 An embodiment is explained below in which the
identification modes include the 1-N identification
mode for matching all the registration images and the
1-1 verification mode for inputting the ID number to
identify the user in advance and matching only a
15 corresponding registered image. In the 1-N
identification mode, the identification process is
started immediately after the finger is inserted, while
the identification process is started after the ID
( number is input using the input means 16 and the finger
20 1is inserted in the 1-1 verification mode.
The result of identification and the
information required for identification can be
presented to the user by the display means 15 or the
speaker 17. The display means usable for this purpose
25 1include a visual display, liquid c¢rystal or a LED lamp.
The sound issued from the speaker 17, on the other,

includes a voice or beep. Figs. 11, 12 and 13 show

examples of flowchart showing the identification mode



insert his/her finger correctly. This registration 5 nethod inproves the
degree to which the user is accustoned to the device operation while at the
same tinme making it possible to acquire highly reliable registration data.
[ Enbodi nent 5] 10 An enbodi nment is explained belowin which the
identification nodes include the 1-N identification node for matching al
the registration i mges and the 1-T vEriTicati on node for inputting the ID

nunber to identi t he user |n advance an tchi.ng only a 15 correspondi ng
regi stered iﬁﬁg%?LiﬁeEHeSY} Ch?ﬂe ?FV@@&thﬁ”ﬁ6§C} ¥§h§ﬁ§¥WEation
process is started.i diately after the finger is inserted, while the

i denti fi cati®Bn %rBEQSEHES1§ﬁaV%é&féF?§FOPh@°p%' ndfbdS s hput using the

i nput neans 1g?and t he finger inserted.in the 1-1 verifjcation node.

The resul t of SFABAEI FREAPTORCARA CHE LPRPGErdERor FedlasP T ors
speaker 17 TRECATERI 87 RLAnEY uSABPE P ehiE A pIes 20 9RA ude a visual
di splay, Liqui cr¥$tal . a L eIan or Theoso%ndkjssued fromthe speaker
17 Pon”the avhepSud; hEpuaERa §hrca oPIBRe ST RIGEn P8 o2 Hnd b how
wi tched bet GREn PRBC1EREI Bt PPESTT on "fode and THie H- Wéb PRE on’ mode.
In the 1-N therefore, is very convenient for the user. In view of
the fact that the correlation threshold value for
determining a registered person for matching with the
( 10 registration data is shared by all the registered
persons, however, the user whose correlation with
his/her data tends to be low is liable to be rejected.
In the 1-1 verification mode, on the other hand, the
identification process is executed by finger insertion
15 after inputting the information such as an ID number
for specifying a person to be identified. According to
this mode, though low in utility, a threshold can be
set for each person and therefore the recognition rate
( of the user not sufficiently accustomed to the device
| 20 manipulation is improved. According to this
embodiment, the registration data has a
validity/invalidity attribute of the 1-N
identification, and by validating or invalidating the
1-N identification mode operation autcmatically, the
25 two identification modes are switched for each person
in a single system. Further, in the case where the

correlation with the registration data is determined

low, the registration data are automatically updated



identification node, the identification process is executed sinply by
inserting a registered finger 5 without inputting the information such as an
| D nunber for identifying a person. The 1-N identification node,

therefore, is very convenient for the user. In view of the fact that the
correlation threshold val ue for detgrg%n[ng a registered person for matching
with the 10 registration data is sharéd by all the registered persons,

however, the user gse cor tion w hi s/, her ta tends,.to be lowis
liable to bgqgﬁﬁgﬁﬂif lWRF%f%fﬁhﬁ_%%ﬁi??%a%?%naﬁ%ggygo% Bﬁéhgfher hand, the
identification pr Ss I.s .executed by finger insertion 15 after inputting

t he infornnrﬁ%ﬁ#ﬁﬁ%ﬁ?éh;€%$ D nunber for specifying a person to be

identified. According 4.0 this ,.th W kn_uthLi hreshol d can
be set for each pers&%*%hdpiﬁggg %r%ﬁtﬁggg%%gg%#t?o%iég%ﬁargf%P e user not
sufficiently
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Lteig: ist;a;ingqac éé‘\;gfcgc I;rﬁégﬁé Cal lyndpgatad so32cet BELERY(LQ hORLQYE the
12, for example. 1In step S11C, it is determined
whether the identification switch 8 has been depressed

( 10 or not. In the case where the identification switch 8
has been depressed, the 1-N identification mode of step
5120 is carried out. The 1-N identification mode is
described in detall later with reference to Fig. 12,
In the case where the identification switch 8 has not
15 been depressed, on the other hand, it is determined in
step 5130 whether the ID number has been input or not.
In the case where the ID number has been input and it
is determined in step 5140 that the identification
( switch 8 has been depressed, the 1-1 verification mode
20 1s carried out in step S5150. The detail of the 1-N
identification mode in step 35120 is explained later
with reference to Fig. 12. At the end cof execution of
each identification/verification mode, the process is
ended in the case where the identification mode of the
25 identification system is left in step S160. Otherwise,
the identification mode is repeated. According to this

process, the convenient 1-N identification mode and the

reliable 1-1 verification mode are switched to realize



recognition rate. Fig. 11 shows an exanple of a flowhart for swtching the
two identification/verification nodes 5 including 1-N identification and the
1-1 verification. First, step S100 is executed for initialization of the

i mge pickup nmeans 2, the light source 3 and the nenory 12, for exanple. In
step 5110, it is determ ned whether the identification switch 8 has been
depressed 10 or not. In the case wher£the identification switch 8 has
been depressed, the 1-N identification nuqe of step. S120 is carried out.
The 1-N iden?if¥EaEMofidipa8 PSt dgéggiﬁé& iy Yd&04 IN458t S Widtt FeFer ence to

Fig. 12. In the case where gge (dentification switch 3ﬁpa not _ 15 been
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e o BRhELFTBLE 80, RS SORELERLR0 Sl Snd el | T step
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In step S210, it is determined whether the person
involved is registered or not, using the correlation
10 wvalue. 1In the case where it is determined that the
person 1is not registered, this meode is terminated. 1In
the case where the person is registered, on the other
hand, the person identified in step 5220 is specified
to execute the identification process. The
15 identification process is defined as a process for
opening the docor, logging in to a PC, leaving an
identification log or the like prooess corresponding to
the identification system. Next, in step 5230, it is
( determined whether the correlation value calculated in
| 20 step 5220 is sufficiently high or not. 1In the case
where the correlation value is sufficiently high, this
mode is terminated. In the case where the correlation
value 1s not considered sufficiently high, on the other
hand, the identification process is executed, but a
25 high-correlative identification may have been
impossible. In step S240, therefore, the number of
low-correlative matching operations for the person is

read, and the particular number plus cone is stored



a system having both high utility and high reliability. Fig. 12 shows an
exanple of a flowhart for the 1-Nidentification node having the function
of invalidating the 1-N identification for each user. In 5 step S200, al
the registration data in a valid 1-N identification node are matched with
the inserted finger thereby to calculg%e the pattern correlation. 1In step
S210, it is determ ned whether the person involved is registered or not,

using the correlation éo % hg . t@ case wh rei% é§ dq}ernined t hat the
person i s nof9felyi stereg? S |§'nn @rigeférﬁfhéiéﬁf 20U He ceSe where the
person is regg?%%égg%goah%ﬁgegt@%r h%%%rtgyaﬁygw%%%iéﬁ?géiééﬁ&in step S220
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| mpossibl e E0sB! BReE40nat BERBLO! & the, NURRGIo.Hle) Jaeqialatiye mt ohing

operations for the personis read, and the particular er one is
stored operations has exceeded the threshold value T1l, on the

other hand, it is determined that the low-correlative

10 matching operations have been repeated successively or
frequently, and the 1-N identification attribute of the
registration data for the person is invalidated in step
$270. As a result, the matching operation cannot be
performed for the particular person in the 1-N

15 identification mode any longer, and only the 1-1
verification mode becomes possible automatically.
After that, the number of lcw-correlative matching
operations is initialized to zero in step 5280 thereby
to terminate this mode. In the process, the user may

20 be notified by voice, characters or turning on a lamp
that the identification in the 1-N identification mode
is impossible and that only the 1-1 verification mode
for inputting the ID number each time is possible. In
this way, accerding to the process shown in Fig. 12,

25 the user who cannot be identified in the 1-N
identification mode is switched automatically to the 1-
1 verification mede for improved reliability.

Fig. 13 shows an example of a flowchart for



- 34 again in step S250. Further, in step S260, it is determ ned whether
the nunber of the lowcorrelative natching operations has exceeded the
threshold value Ti or not. In the case where the nunber of the low 5
correlative matching operations has not exceeded the threshold value Ti,
this node is termnated. In the case _where the nunber of the

| ow- correl ati ve mat chi ng operation§'ﬁ§%'bxceeded the threshold value Ti, on

the other hand,. it is determned that the |owcorrelative 10 matching

oper ati ons HiV% %e%hv?%bgb?%ﬁl%%c%% Si ial'y"gr @ P@&Eéﬁplﬁ% and the 1-N

| nval | dat ec Th-Stept o7 ks airedhF1EEHeORateh AgSBpbrRtl G bannot be
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tinme is p055|% . , accor process "shol S Fig. 12,
oo A9RGB 4501 PUbRohl T sep oanti kot roce 1
reliability'respectively. In the case where 1t is determined in
step S330 that the correlation value calculated is
( 10 sufficiently high, the number of high-correlative
matching operations for the particular person is
incremented by one in step S340. Further, in step
$350, it is determined whether the number of the high-
correlative matching operations has exceeded the
15 threshold T2 or not. 1In the case where the threshold
T2 is not exceeded, this mode is terminated. In the
case where the threshold T2 is exceeded, on the other
hand, it indicates that the high-correlative matching
( operations have been carried out successively or
* 20 frequently. Thus, the 1-N identification attribute of
the registration data corresponding to the ID number is
validated in step $360, and the number of low-
correlative/high-correlative matching operations of the
person are both initialized to zero in step S5370. This
25 wverification mode is then terminated.
In the case where it is determined in step

S330 that the calculated correlztion is not considered

sufficiently high, it is determined in step S350



Fig. 13 shows an exanple of a flowhart for - 35 the 1-1 verification node
having a function of wvalidating the 1-Nidentification for each user and
replacing the registration data accordingly. In step S300, the registration
data corresponding to the input 5 ID nunber is matched with the data on the
inserted finger to calculate the correlation value. Subsequent steps S310
to S330 correspond to steps S210 to~S2%0" respectively. In the case where
it is deternlne 330 tPat the correl ation val ue C%Iculated is 10

suff|C|entI9“ t?ﬂ? T of H?@Ecﬁb?ge?B?FQEloﬁﬁt@ﬁFﬁ& Gpérations for
the particul ar person, ncr ene 0 n st 40 Further, in ste
5350p |t||g(ﬁﬁ4§§ﬁ?ﬁ&ﬁ%@mﬁWﬁﬁs ﬂé ﬂgé? @? %ﬁenﬂg Eongrgﬁﬁﬁe n;tchlng
operations h s exc ed g& %P t hr shqhg T2 or_not t.he case where the
thr eshol d 3 YR EoEone 18 SarnekaesdethnthRg. case whore

the th hold T2 de th th hand, di that th
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dat s cor rosURA T LS Ve ?[”)f%ﬂﬁ%‘)é%£¢§a5%§?. Gh1 Ebei HeeRepradto, e the
nunber of |qQw _.corre @h gorr tlé/em hlng oper tlons_of t he
person arelﬂﬂ@???u?lai? ed 10 er%ef sYep n§9gln$h92 &gpﬁfﬁggtlon node
I's then terminated ; 10 t0e £a58 YWeLebtshFodet EEQ‘CHSE‘,' 1rS5eRp
$410, the registration data corresponding to the ID
number are replaced by the currently input data. This
10 data has already been correctly confirmed as data for
the particular person, and therefore the data of other
persons cannot be intentionally registered, thereby
maintaining the reliability of the data. In step 35420,
the substitution of the registration data is notified
15 to the identification/verification system
administrator, and this verificaticn mode is
terminated.
In step S410 shown in Fig. 13, the currently
( input data are replaced by the registration data. This
20 corresponds to the automatic updating of the
registration data. As a result, the user who cannct be
identified in high-correlative matching operation due
tc a high correlation value in both 1-N identification
mode and 1-1 verification mode can be increased to the
25 highest correlation in terms of the present manner of
finger insertion. This effect both improves the

recognition rate of the user who has changed the manner

of finger insertion for registration and the manner of



S330 that the calculated correlation is not considered sufficiently high,
it is determned in step S390 - 36 whether the nunber of matching
operations exceeds a predeterm ned threshold value T3 or not. In the case
where the threshold value T3 is not exceeded, this verification node is
termnated. In the case where the 5 threshold value T3 is exceeded, on the
ot her hand, the nunber of | ow high-c Télative mat chi ng operations are

initialized tp zero.in sée SgOO. Furgher in step .8410,6%$e regi stration
data correspohing LBoERELPD £ RANBEF CALEFefPRACH 2y e 30 rent Iy i nput
data. This 10 datg hasf | ready been correctly _confirned as .data for the
particul ar pRF<6h“cand fﬁgféV%rEe?ﬁé aqean st 3?H§FuaﬁéP§5n§1béﬁﬁ%t be
intentionally.re i stered EFereb . intaining the reliahili of the data.
In step SA20tIR9%E Lebat PEREFER BF hé PEgPSt PAERGH GESa 1s AT HG% 15 to
the identification/verification sgsten1 adm.ni strator, ,and this verification
mode s terfPRAt BT LEBpA SADB e Abfn ton  HGS SF3 0% REYEH T [y i nput
data are replaced b e.registrati.on data.. This 20.correspqnds to the

oot omat | o o TRy b AP REhE ShAhE L AR OB Ry oMasR oo P Rt R BRI S o
cannot be i Lfi .in.hj gh: re i .mat ¢chin ration due_to a high
correl ation @%Pﬁéibﬁgﬁ%gﬂ kgﬁpﬁgén?hgggé 38 %ﬁgd%ygﬁgmlpfegggffF%ation ngde

can be incregsed 9 LhEoAS: ILENES LGARETHA! kAR L cLer M af, the present

manner of

clarity of the finger vein pattern image for some users
may be changed due to the fluctuaticn of the blcocod flow

10 rate caused by the change in atmospheric temperature
from one season to another. Especially in a season low
in atmospheric temperature, the blood flow rate is
reduced to such an extent that the correlation is
decreased with the pattern registered in a season of

15 high atmospheric temperature. This fluctuation is
considered to occur slowly over several months. By
replacing the registration data whan the correlation is
reduced, therefore, the registered pattern conforming

( with the present season is made available. In this

20 way, the reduction in recognition rate can be
prevented.

At the time point when the threshold wvalue T1
is exceeded by the number of low-correlative matching
operations in the 1-N identification mode shown in Fig.

25 12, the registration data may be replaced without
proceeding through the 1-1 verification instead of
invalidating the 1-N identification as in step S270.

By doing sc, the ID number input for 1-1 verification



finger insertion. This effect both inproves the recognition rate of the
user who has changed the manner of finger insertion for registration and
the manner of - 37 finger insertion for practical application, and

provi des effective nmeans against fluctuations in the finger vein pattern

with tinme or variations in physical ondltlons variations due to illness
or physical 5 growth. At the sane tlné3 a hlgh recognition rate can be

mai nt ai ned Wi t hout increasin erati.an __cost by automatically
updati ng the*atai™r3ge tﬂ%g %Gﬁr? FCF eaf$ﬂd§Pt&éFhlﬁ%€¥%$% i mge for

h t, bl ood f 10 rat
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According to this embodiment, the

registration data base is shared by 1-N identification

10 and 1-1 verification, and the 1-N identification
attribute is provided for each registration data to
record the validity or invalidity of the 1-N
identification. As an alternative, two data bases for
1-N identification and 1-1 verification may be prepared

15 so that the validity/invalidity of the 1-N
identification is switched by writing/deleting the data
in the data base for 1-N identification. As a result,
the 1-N identification and the 1-1 verification can be
switched to each other without any special attribute of

20 the data to be held, thereby reducing the amount of
information stored.

In the identification/verification mode
described above, a plurality of registration data may
be held for one finger, so that a representative one of

25 the registration data is matched in 1-N identification
mode, while all the registration data are matched in 1-
1 verification mode. 1In step S410 for replacing the

registration date with input data, only one of the



25 12, the registration data nmay be repl aced w thout proceeding through the
1-1 verification instead of invalidating the 1-Nidentification as in step
S270. By doing so, the ID nunber input for 1-1 verification - 38 is
elimnated and the practical application is made possible w thout adversely
affecting the utility. In the case where the registration data are repl aced
through 1-N identification and 1-1 verititation as in 5 this enbodi nment

however, the registered_person can.be positively_ identified and the
fogi strati oP-dRal thh BE THe 8- SBEAPEI §atfdated SPAECERUIATS (H% hi s

nbodi t, th istrati data_b i S.sh d by 1I-Nidentifjcati 10

oha o 1 ver i FIEaRT oo Rana TRB AN ORI ERARE: B St PO s S st ted f or
h istrati data_ t dth i, dit i li.dit f the 1-N

Caent] £y cat 1 oh AT SRTaF fdr oS Py B bRRy aathoh AIBE St SN MR 1 car i on

d 1-1 ificati d.,1 . th Lidity/i lidit f
The 10N ot e L0 rontrEee P E R 65 tar Mt bEl Smg i WAL i n the
data b f 1-N identification. t th -N.i.dent | f.i cati d
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attribute of 2 thqddatg tg ge helq tHere@Xtreggci% .%he %pnunt f
i nformati on 3% ?%ﬁ? I'n the™f gﬂ%PgléaplgﬁF erv'f Féaticon &bjiﬁbé%}é%ed

above, a plufﬁj{ﬁysOLa&?gkﬁér%Biggag%gao%a%atching against the
fluctuaticns in finger insertion can be improved for a
higher recognition rate. 2Also, in the case where a
( 10 plurality of registration data classified by

registration season are made available, a different

identification process for the finger vein pattern can

be executed in a different season, and thus the

reduction in recognition rate is prevented.

15 In step S300 shown in Fig. 13, the ID number
cerresponds to one registered pattern. As an
alternative, specified registered patterns may be
regarded as one group and the group ID number may be
input. 1In this case, all the plurality of registered

20 patterns specified by the group ID number are matched.
Nevertheless, the user can input only a short ID number
for identification on the one hand, and the number of
data to be matched is reduced on the other, thereby
making pessible high-speed processing.

25 The invention achieved by the present
inventor has been described above specifically based on
embodiments thereof. This invention, however, is not

limited to these embodiments and of course modifiable



be held for one finger, so that a representative one of 25 the registration
data is matched in 1-Nidentification node, while all the registration data
are matched in 1- 1 verification node. In step S410 for replacing the
registration data with input data, only one of the - 39 plurality of
registration data is replaced for one finger. As a nethod of selecting the
registration data to be replaced, fordlexanpl e, the ol dest registration

data is selected or_the data with the smallest total 5 correlation value of
all the othé%i?%@ﬁ%¥YaW%%%OH%t%eP§rté89eéFQH tB¢ SRECRItNGNE pIanRf ity of
reglstratlon data _in this wa ¥ Ee t ol erance og natchlng agalnst t he
fluctuations h?F??%gerT?%sE?? oh ¢8h B@ltﬁBFBQe eFHPGQ 1aMgher recognition

rate. Al so, the case. where .a 12 glur I|t |strat|0n dat.a cl assified
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process for the%% er vein pattern can. .be executeg g a different season,
and thus the-° retuct?onS¥#p %ogﬁ?tp8ﬁ LaPEteE SPedbft édN98F In step S300

shown in |g 13,.1he res ne registered pattern. As
on " tor et LR T ol ragr s76p acaﬁiﬁem&%n&ﬁuﬁé %rféggrtdé:@ 2s one group
and the gro In this case, all .th
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Nevert hel ess,, the user can hort nber for |dent|f|cat|on
on the one hahd, "ahd the ﬂﬁhﬁ%FnOETu¥tua%es with Tl physica

conditions, illness, growth or season.
As described above, according to the

( 10 inventiocn developed by the present inventor, the
erroneous insertion or deformation of the finger can be
automatically detected. The finger vein pattern in an
erroneous finger position is prevented from being
registered, and the system administrator can completely

15 prevent the erroneous finger insertion of a great
number of persons without checking whether each finger
is inserted correctly.

Also, it is possible to inexpensively prevent

the reduction in recognition rate of the finger vein

20 identification device due to the erroneous finger
insertion by the user not accustomed to the device
operation or the insertion of a false finger by a
willful user.

It should be further understood by those

25 skilled in the art that although the foregoing
description has been made on embodiments of the
invention, the invention is not limited thereto and

various changes and modifications may be made without



data to be matched is reduced on the other, thereby nmaking possible

hi gh- speed processing. 25 The invention achieved by the present inventor
has been descri bed above specifically based on enbodinments thereof. This

i nvention, however, is not I|limted to these enbodi nents and of course
nodifiable - 40 variously w thout departing fromthe spirit and scope

t hereof. The reason for sw tching betvieen 1-N identification and 1-1
verification shown in Figs. 11 to 13, for exanple, is not limted to the
finger 5 ideﬂ?P?FEéPFoﬁFgBuF%SpSPFEéEIQEMQH?(&ﬂﬁﬁ“?ﬂQQHRHQCFh%ionetric
identification of the _finger or iris aof which the matching pattern
fluctuates WwthRPEhE pﬁb@igﬁpenQSHdF§F&W§; illness, growth or season. As
descri bed above, according to the 10 invention devel oped by the present
inventor, the erroneous insertion or deformation of the finger can be
automatically detected. The finger vein pattern in an erroneous finger
position is prevented frombeing registered, and the system adm ni strator
can conpletely 15 prevent the erroneous finger insertion of a great nunber
of persons w thout checki ng whether each finger 1is inserted correctly.
Also, it is possible to inexpensively prevent the reduction in recognition
rate of the finger vein 20 identification device due to the erroneous
finger insertion by the user not accustonmed to the device



operation or the insertion of a false finger by a wllful user. It should
be further understood by those 25 skilled in the art that although the
foregoi ng description has been nade on enbodi nents of the invention, the
invention is not limted thereto and various changes and nodifications may
be made without - 41 departing from®Re-spirit of the invention and the
scope of the appended clains. - 42 - CLAIMS 1. A personal identification
devi ce goapmg si ng: an image pickup unit; a first light source for radiating
i ght adapted to be transmtted through a set finger and incident on said
image pickup unit; an inmage operating unit for generating a vein pattern

froman, i mgﬁg}ﬁ%fé(ggafpi&éﬁgifﬂzgtiﬁggge‘pigguf)oﬁ{?j:&s%?t he 1ight fromthe

first ITght 's ce and processing t ersona dentification with the vein
pattern; andamnimh@e npicktp ucharacterised in that said device further

compr 1505 2 §oagnd |1 gt source for: fadiating ) ignt adapted g be refl ccted
oper Ste | ﬂg%fgﬁieﬁé% ﬁg@l;&bg%tht % ﬁ%@%r e gyahebher i iGRie! 8hi @ ival Ugadiet ween
pickup unit;
an 1image operating unit for generating a wvein pattern
from an image picked up with said image pickup unit by the
light from the first light source and processing the personal
identification with the vein pattern; and
an alarm unit,
characterised in that
said device further comprises a second light source for
radiating light adapted to be reflected on said set finger and
incident on said image pickup unit,
the image operating unit is adapted to determine whether
a correlation wvalue between the vein pattern and a pattern
generated from an image by the second light source exceeds a
given value, and
the 1image operating unit is adapted to execute no
identification process, when the correlation value exceeds the

given value.

2. The device of claim 1, wherein the alarm unit is adapted
to give an alarm when the correlation value exceeds the given

value.

3. The device of c¢laim 1 or 2, wherein said first 1light
source and said second light source is adapted to be turned on

and off in complementary fashion with each other.



generated froman i mage by the second |ight source exceeds a given val ue,
and the inmage operating unit is adapted to execute no identification
process, when the correlation value exceeds the given value. 2. The device
of claiml1, wherein the alarmunit is adapted to give an alarm when the
correl ation val ue exceeds the given- #adl ue. 3. The device of claim1l or 2,
wherein said first light source and said second |light source is adapted to
be turngd on n f.dn hi it h .ot h -£43.. 4. The
devi ce %f an?h%rg%%ayﬁ% éﬁgrﬁb9ﬂﬁ€%§?%d%ﬁ% fé%%ﬁﬂ“ an %glg%cgﬁﬁ IFb ?tsource
i s adapbed/¢p sadoatielaghal kcoofrckhds selaptiedgerc fmadiBte devibaEl obf atlye
preceding cbain1 wherein the image operating unit is adapted to execute the
per sonaPf<ti HeREF¥i cati on by matching the vein pattern with a registered

vein pattern. 6. The device of any preceding claim wherein the alarmunit
conprises a display unit to display information guiding the set finger to a
correct5set Pbsitdenice of any preceding claim, wherein the image

operating unit is adapted to execute the personal
identification by matching the wvein pattern with a registered

vein pattern.

6. The device of any preceding claim, wherein the alarm unit
comprises a display unit to display information guiding the

set finger to a correct set position.





