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205
FileID /| ltem1 | Item2 | Item 3 | ltem 4 | ltem 5 |} Keywords
1 5 Wi W2 W3 W4 Ws E W1, W2, W3, W4, W5
2 | We Wi Wa Ws W7 |1 W, Wi, Wa, W5, Wy
3 i Wsg Wo W4 W2 Wq E Wsg, Wg, W4, W2, Wq
4 | wyp W3 Wy Ws W7 | ! Wio, W3, Wa, Ws, Wy
5 | W11 W W3 W5 Wz |1 Wqq, Wa, W3, W5, Wy
6 V| wi | wi | ws | ws | Wi |/ Wiz wi, Wa, Ws, Wa
T ——————— &
|
&
Identity-Keyword Pair Record = {(1, wq), (1, wa), (1, wa), (1, wa), (1, Ws),

(2, we), (2, w1), (2, w2), (2, ws), (2, w7),
(3, wa), (3, Wo), (3, Wa), (3, wa), (3, wi),
(4, Wio), (4, wa), (4, wa), (4, ws), (4, wr),
(5, w11), (5, wa), (5, ws), (5, ws), (5, w7),

(6, W12)’ (6! W1)’ (6v W3)- (6v W5)v (6! W4)}

FIGURE 2
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User Device
102
Keys: Identity-Keyword Pairs (DB)
Ks, Kx, Kio, Kz
|

. EDB Setup
: . Index Tabl
! Bloom Filter HICSX S E0ie
: Creation Module Creation Module
: 302 304
: 4
i Index Table
: Encryption Module
i 306
o e e e i e e i o G T TN Tl G o -

Bloom Filter, Encrypted Index
XSet Table, TSet
310 315
| I
Secret Keys: Record Database:
Ky Ky K Kz Kr (XSet, TSet)

Server
101
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TSet (Encrypted Index Table):-

qi t (Index Pairs)

402 404

a (e1,y1), (€2,¥2), (€3,Y3), (€4,Y4)

a2 (€s,Y5), (€s6,Ys), (€7,¥7), (€8.Ys)

as (€9,¥9), (€10,Y10), (€11,Y11), (€12,Y12)

d4 (€13,Y13), (€14,Y14), (€15,Y15), (€16.Y16)

Js (e17,Y17), (€18,Y18), (€19,Y19), (€20.Y20), (€21,Y21)

Js (e22,Y22)

gs (€23,Y23), (€24,Y24), (€25,Y25)

Js (e26,Y26)

do (€27,Y27)

g1o (e28,Y28)

q11 (€29,Y29)

912 (€30,Y30)
XSet (Bloom Filter):-

406
....................................................... Lo

GrPIWnXA1 Pk W) Xid2 gFPIWI)Xid3 gFPW)Xid gF P2 Xt grPw2)Xic2 :
ng(Kx.WZ).Xid3 grPoan2)Xias ng(Kx,WS).Xid1' ng(Kx,WS).Xid4' ng(Kx,W3).Xid5, grPrxWa) Xice
ng(Kx,W4).Xid1 g P Xiad ng(Kx,W4).Xid4' ng(Kx,W4).Xid6' ng(Kx,WS).Xid1' ng(Kx,WS).XidZ
grPIK)Xidd FpIIKWS).XidS ng(Kx,ws).Xids' ng(Kx,W6).Xid2' ng(Kx.W7).Xid2' grPoWT).Xida
gFPIWTIXIAS  (Fplio ). Xidd ng(Kx,Wg).Xids' ng(Kx,ww).Xidh ng(Kx,W11).Xid'5 gFPW2) xide

______________________________________________________________________________________
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115
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keywords, _
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