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(57) Abstract: Disclosed are a blockchain-based service data encryption method and apparatus, being applied to a blockchain com-
prising a key distributor node device and a key receiver node device. The method comprises: a key receiver node device acquiring a
first derived key distributed by a key distributor node device, wherein the first derived key is derived and generated from a derived key
of a key distributor based on a service data permission type of a key receiver, and the derived key can decrypt service data encrypted
by the first derived key (102); encrypting the service data based on the first derived key to obtain encrypted service data (104); and
sending the encrypted service data to a blockchain, so that the encrypted service data is consented to and verified by the blockchain
and is then recorded in a distributed database of the blockchain (106).
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