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(57) Abstract

A system (10) and method for verifying identity of a user seeking access to a secured area or object is provided, The system employs
a global image comparison approach by first acquiring 2 reference fingerprint image from a user during an enroflment stage, obtaining a
set of multiple segments from the reference image representative of unique portions thereof, and later, during a verification stage, obtaining
4 verification ﬁngerpnnt image from a user seeking access (14), determining the most likely positions for the multiple reference segments
over the verify image, and then comparing (12) all pixels of the reference i image enclosed by the mulﬁple reference segments to all pixels
in a portion of the verify image overlaid by the multiple reference segments in their current positions over the verify image in accordance
with a dynamically determined threshold that is individually tailored for the user providing the reference i mmge during the enrollment stage
to thus verify the identity of the user (20).
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such fingerprint characteristics as bifurcations and ridge endi ngs.
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position relative to a coordinate system and an angle "v" representing the
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manually comparing a set of subject’s fingerprint images (“search” prints) to a multitude
of “file” fingerprint image sets. A typical file fingerprint set comprised 2 group of inked
15 fingerprints, such as those made by law enforcement agencies after an arrest, or made
during the process of application to certain civil service positions. A fingerprint expert
with a magnifying device would spend hours pouring over hundreds of file fingerprint
images in an attempt to match a search fingerprint image to an existing file image.
It could be easily appreciated that the manual fingerprint matching process was
20 extremely time-consuming and error-prone. Furthermore, poorly obtained or incomplete
search and file fingerprint images often made the process even more difficult. In order to
address these problems, a mnnbef of manual fingerprint image matching techniques were
developed, The most popular technique involved identifying certain distinctive
characteristics, or minutiae, present in every fingerprint image. Common minutiae include
25 such fingerprint characteristicsas bifurcations and ridge endings. Minutiae were typically
) recorded with three coordinates: two coordinates “x” and “y” representative of the minutia’s
position relative to a coordinate system, and an angle “v” representing the average direction
of lines in the vicinity of the minutia. Combinations of minutiae and their locations are
unique to eachindividual. Thus, for easier future verification and classification, fingerprint
30 images were represented by sets of minutiae and their coordinates, While this development
improved the accuracy and spee;i of verification, manually matching minutiae was still a
slow and arduous task. |
Another, less popular fingerprint classification technique involved classifying
fingerprints by pattern types. The various pattern types included arches, tented arches,
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secured area; ot her wi & fesiepated fineef g e frpmupe device so that a search fingerprint s nag ooul
obtained. The search fingerprint image was then compared to the multitude of file

fingerprint images to determine whether the person was authorized to enter the area.

To speed up the identification process, in later systems authorized persons were
given additional identifying elements, such as personal identification numbers (PINs) or
magnetic strip cards embe&ded with identifying data. These elements were associated with

25 the authorized person’s minutia record. Typically these improved systems would work as
follows: A person desiring access to an area first inputs an identifying element into an
identification system, for example by entering a PIN code on a keypad, or by swipihg a
magnetic strip Eard. Then, the person places a designated finger on a scanning device so -
that a search fingerprint image is entered into the system, The system then retrieves the

30 file fingerprint image associated with the identifying elements provided by the person and
attempts to verify the person’s identity by comparing the search and file fingerprint images
with each other. If the minutiae coordinates and angles on the file and search images

match, the person is allowed entry into the secured area; otherwise, entry is denied,
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are numer ous and because several coordinates need to be stored for
each mnutia, a mnutiae record consnes a significant anount of
data storage space on a conputer systemin which it is stored. 10

Mbst inportantly, the tas/biserrroadyit preblomatc fanamumBeef repfgosnMinitis Hendiasionslysear ch
fingerprint inmage andifiduR i da@itiflh 0 Grge benbet dfeises FutiBrbrellif Bvsh b Sfallraeelt 6 Of a

file fingerprint _minutiaisinﬁ%gﬁt 'eras%%&Mfﬁgﬁéx%t' éEPMh@sig&go ERGES LY Endd thus

requires very significant conp processing power and resources.
In an installation wifgrmgirostipn of the fipggh e syptamwouldagtprpvide popifjys identification. Bvapeed
conput er system swul delg@ivélf SightanduREh@da b WpeSdnigeBuring thepridsiidCicaniing of the

I dentification 15 ' ' %ﬂg o
Typically, even with sﬁ%&%&&ﬁtﬁrﬁgﬁgg‘m&ﬁaﬁg' m°§§‘§f’ gér‘rglsmﬂi e%ﬁgﬁ or
i dentification can bendieciusnigverad coopdinatenneed W hs §asd fog sarh mirusia, 2 gpignsise reqqrd

a large install ation césiufes aBigyifidahtAf)Gint ¢FTdath storhgd Gfatd ohia GorhpuRFeyR@E i wWhicl it &Nt 'y
points. To compound . .. the frustration of waiting for a positive
identification, a person may be asked to repeat the pr ocedur e

several tines, 1%, for ex2ff Erotaply, fetask of fAsutifiing 49d ilgcating myjwiacgin e s9gchk he 20
acqui sition of the secipaptintifiBggand then matching the minutiae to 2 méutise Geedad ofa ifledgipriit0
address the above pr e '§g||9§ ' Eg;.g . 5 067,162
to Driscoll, Jr. et gﬁk _grel rlllg#ot r Er%ftégg‘éﬁnd)ﬁm |S_£§) sﬁmeﬂe%nﬁgosmpftﬁrat
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fingerprint, each containing a portion of the fingerprint image data, and their coordinate
25 positions should be identified and stored in a reference record after the image is binarized
(i.c., converted into a black and white digital format). Verification is performed by first
scanning a search fingerprint image of a person claiming to be authorized, forming a
verificationimage with a plurality of verify regions each corresponding to a position of one
of the reference sections, determining a best match locaﬁon, corresponding to a reference
30 section at each verify region and then determining whether a match exists by determining
the degree of similarity between: (1) image data of each best match location and the
corresponding reference section, and (2) the relative positioning of the best match locations

and the corresponding reference sections.
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It would thus be desirable to provide a system and method for antomatically
verifying the identity of a subject using a fingerprint image with a high degree of speed
and accuracy. It would further be desirable to ensure a high degree of accuracy even if the
subject’s fingerprint image to be verified is only partially visible due to damage or
15 contamination.
8 OF INVENTIO

The disadvantages and limitations discussed above are overcome by the present

invention. The present invention provides a system and method for verifying identity of
20 a user seeking access to a secured area or object. The system of the present invention

operates in two separate stages -- an enrollment stage and a verification stage. The system

of the present invention includes a control unit for executing an enrollment control program

during the enrollment stage and executing a verification control program during the

verification stage, a memory for storing data and the control programs, an image scanner
25 for acquiring reference and verify images, and optional input and output devices.

During the enrollment stage, a reference fingerprint image of a person to be
enrolled as an authorized user of the system is obtained. The reference image is then
filtered and binarized. The control unit then selects a predefined number of candidate
reference segments, where each segment is selected from within a predefined area of the

30 reference image by sequentially testing each possible location for each reference segment
for uniqueness, and saving the image data of the most uniquely positioned reference
segments, one of such segments being designated as primary and the others as secondary.

_ The locations of the secondary reference segments relative to the primary reference segment
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segments at their best match positions, and comparing the summary pixel values to each
other in accordance with the dynamic threshold. If more than one best match position was
15 found for the primary reference segment, the secondary reference segments are repositioned
in accordance with the next best match position and the comparing process is repeated. To
speed up the determination of the best match positions, the verify image and the primary
reference segments may be temporarily coarsened by a predetermined factor.
Other objects and features of the present invention will become apparent from the
20 following detailed description considered in conjunction with the accompanying drawings.
It is to be understood, however, that the drawings are designed solely for purposes of
illustration and not as a definition of the limits of the invention, for which reference should
be made to the appended claims.
BRIEF DESCRIPTION OF THE DRAWINGS

25
In the drawings, wherein like reference characters denote elements throughout the
several views;
FIG. 1 is a schematic block diagram of a system for automatically verifying the
identity of a subject using a fingerprint image;
30

FIGS. 2 to 5B are logic flow diagrams representative of the functional operation
of the system of FIG. 1 in accordance with the present invention; and
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several views: connected to a door a&laﬁm mechafis@ t§ﬁmméspmHL@ofke suoagr@m of a
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di agrans represent at iverificgion tylstem flQ may beowsed to agsteirtaccess fp an object, such as efcommter syst em
of FIG 1 in acgprdanggini¥ dylnévisy dRlyQSeed tuthbrB¥dEh hide €18 idetitverification systeli@0 %9/ 04360
access the computer terminal.
In summary, the identity verification system 10 operates in two separate stages.
During a first enrollment stage a user is enrolled in the identity verification system 10 by
providing a fingerprint image and additional identifying data for permanent storage in the
20 identity verification system 10. Later, at a second verification stage, a user seeking access
to an area or object secured by the identity verification system 10 provides a fingerprint
image and the additional identifying data for comparison with the additional identifying
data and the fingerprint image already stored in the identity verification system 10. If the
newly provided additional identifying data matches the additional identifying data stored
25 in the identity verification system 10 and if the newly provided fingerprint image
substantially matches the fingerprint image stored in the identity verification system 10 as
determined by a verification threshold computed by the identity verification system 10 or
provided by an operator, the user is granted access to the secured area or object.
Otherwise, the identity verification system 10 rejects the user’s access request.
30 The operation of the identity verification system 10 is controlled by a control unit
12, which preferably contains control circuitry and a microprocessor (not shown) for
executing control program instructions that are stored in a memory 16. The memory 16
preferably includes a long térm storage memory (not shown) for storing data and control
programs and a short term program memory (not shown) for temporarily storing control
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Before describing the present invention in greater detail, it is helpful to describe

a technique known in the image processing art for determining the degree of similarity

25 between two identically sized images. Each image typically consists of a2 number of
uniform pixel zones. For example, a 1-bit black and white image consists of two uniform

zones ~ the black pixel zone and the white pixel zone. Each uniform zone typically has

a different amount of pixels. In accordance with the present invention, when two images

are compared, a response function (hereinafter “RF”) value indicative of the degree of

30 similarity between the first image and the second image is obtained by comparing
corresponding uniform zones of each image. A high RF value is indicative of a high

degree of similarity between the images, while a low RF is indicative of a low degree of
similarity. Preferably, the RF value is normalized such that the minimum RF is 0,

indicating that the images being compared are completely different (such as comparing a



12, which preferably contains control circuitry and a m croprocessor (not
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user. the control unit 12 acquires a fingerprint reference image (hereinafter “reference image™)

from the image scanner 14 at step 102. Typically, the reference image is obtained in
halftone form commonly having 256 gray levels.

15 At an optional step 104, the reference image may be filtered, for example using
a moving window filter, selected from those well known in the image processing art, in
order to suppress random noise. Other image processing filter operations may also be
performed on the reference image at this step. At step 106, the reference image is
preferably binarized. The initial stage of binarization involves removing large scale

20 brightness variations in the reference image in accordance with a dynamically determined
threshold. The dynamic threshold may be constructed in a window of a predefined size
that is moved by the control unit 12 across the entire reference image. For each location
of the window, a cumulative distribution function (hereinafter “CDF”) of all pixel values
of the referenceimage that are within the window is calculated, and the median of the CDF

25 is determined. The CDF may be determined in a number of ways well known in the att.
The value of the CDF median is used as the dynamic binarization threshold for a current
central pixel of the window. This process is repeated for all possible locations of the
moving window on the original image. Preferably, a current central pixel of the moving
window is recalculated by an expression:

30 _“fg

M
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where z is the original value (i.e., brightness) of the central pixel, 2* is its new value, M

is the CDF median for the current location of the moving window, and M, is a predefined



An optional output device 20 may be connected to the control unit 12 for

di splaying the acquired fingerprint inmage and additi onal |dent|fy|ng data
to the user_Pﬁ(ggg/“¢E or an operator of the identity veq gg

system 10. e put device may al so be used 20 for nmonitori ng, by
the operator of the identity verification system 10, of the execution of
the control programinstructions by the control unit 12. The output device
is preferably a vi deo display nonitor that may conprise a standard
CRT or an LCD panel . Bef ore describing the present

i nvention in greater detail, it is helpful to describe a technique
known in the image processing art for deterndning the degree of simlarity
25 between two identically sized images. Each image typically
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1, i ndi cat i ngrokdasuig réqh&mmagasbldaet-ml ednoifpa isedthtifdleasydestinpth,. Fauch as
conparing a conpl ete leXample, to reduce an 8-bit reference image to a 4-bit, or a 16 gray level image, then every
16 consecutive gray levels in the original reference image are merged into a single gray
level in the new reference image. Specifically, gray levels 0 to 15 are merged into new
15 gray level 0, gray levels 16 to 31 are merged into new gray level 1, and so forth, with gray
levels 240 to 255 merged into new gray level 15. Preferably, during the second
binarization stage the reference image is reduced from an 8-bit image to a 1-bit image,
merging gray levels 0 to 127 into a new gray level 0, and merging gray levels 128 to 255
into a new gray level 1. To binarize the reference image with the least possible loss of
20 information, M, in the initial binarization stage is preferably set to 128,
At step 108, the control unit defines a predetermined number of referencesegment
candidates (hereinafter “RSCs”) positioned and overlaid over the reference image.
Referring now to FIG. 6, five RSCs 502-510 are shown overlaying an exemplary binarized
reference image 500. The particular number, size, and initial positions of defined RSCs
25 are a matter of design choice; the five RSCs 502-510 and their initial positions shown in
FIG. 6 were selected purely by way of example.
Four RSCs 504-510 occupy adjacent, non-overlapping positions in a central portion
of the exemplary reference image 500, forming a larger square, while the fifth RSC 502
occupies the central position within that square. The central RSC 502 may be designated
30 as a primary RSC, and the other RSCs 504-510 may preferably designated as secondary
RSCs. Of course any of the RSCs other than RSC 502 may be designated as primatry, the
other RSCs including RSC 502 being correspondingly designated as secondary.
Taken together, the RSCs preferably cover a substantial portion of the entire

reference image, ensuring very low error probabilities during a later verification stage
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values (hereinafter “VER_THRES”), each VER_THRES corresponding to a particular RS
of RS_1to RS_S. The VER_THRES values are later utilized to determine a total threshold
value used during the later verification stage described below in connection with FIGs 4A-
4B. _

25 Before descn’biﬁg the RS/TS subroutine in greater detail, it is first noted that for
greater clarity a current RS being obtained by the subroutine is expressed as RS_X, and the
corresponding current VER_THRES is also expressed as VER_THRES_X, with X ranging
from 1 to 5, each value of X corresponding to a particular RSC.

The RS/TS subroutine begins at step 112 and proceeds to step 114 where the

30 control unit 12 defines a first selection area centered on the currently processed RSC (for
example, RSC 502). One of the main objectives of the RS/TS subroutine that is
implemented in steps 116 to 124, is to locate 2 most unique portion of the reference image

in the first sclection area that is of the same size as the RSC around which the first
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in the initial binari lQfdessa0e is preferably set to 128
At step 108, the control unit defines a predeterm ned nunber of
ref erencesegnent Retreere aett e §1G hatstop 120 2 sevof RIR®is+iy cajsplaied forall@§Cand

overl aid over the r efskedcaaein théog@nd selection area byRafuamﬁuyrtemﬁaﬂg thOcukibddy dbfined | VE
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their initial positi oAstes P3)ywnmiqoeness factor (hexeinafter “UN_FACT”) is determined for the current

RSC-sized area by subtracting the highest RF value (hercinafier (“RF_HIGH”)of the set of
RF values determined and stored at step 120, from “1”. The UN_FACT, RF_HIGH, and
20 the position of the current RSC-sized area are then associated and temporarily stored in
memory 16. At test 124, the control unit 12 determines whether the current RSC-sized area
is the last RSC-sized examined area in the first selection area. If the current RSC-sized area
is not the last examined RSC-sized area, the control unit 12 proceeds to step 126 where a
new RSC-sized area is selected within the first selection area, and then retums to step 118
25 to determine the uniqueness of the newly selected RSC-sized area. Otherwise, the control
unit 12 proceeds to step 128. At step 128, the control unit 12 selects an RSC-sized area
having the highest UN_FACTOR from temporary storage in the memory 16, stores, in the
memory 16, the portion of the reference image enclosed by the selected RSC-sized area as
RS_X, and also stores UN_FACT and RF_HIGH.
30 At step 130, the VER_THRES_X is calculated in accordance with the following
expression:
VER_THRES_X = RF HIGH + A(UN_FACT)
where “A” is a predefined constant having a value ranging from slightly above 0 to 1 and

selected as a matter of design choice. As is evident from the above expression, a higher



FIG 6 were selected purely by way of exanple. Four RSCs
504- 510 occupy adj acent non-overl appi ngpositions in a central portion

of the exenp"ggry J?of erence i mage 500, form ng a | arger squ & ggpu t he
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fifth RSC 5 occupies the central position within uar e.
The central -RSC 502 nmay be desi gnated 30 as a primary RSC, and the

ot her RSCs 504-510 may preferably designated as secondary RSCs.
O course any of the RSCs ot her than RSC 502 may be designated as primary,
t he ot her RSCs i ncluding RSC 502 bei ng correspondi ngly desi gnat ed
as secondary. Taken together, the RSCs preferably cover a
substantial portion of the entire -ieef erence i mage, ensuring very
| ow error probabilities during a |ater verification stage WO

09/ 04360 A value increasesthe magnitude of the VER_THRES_X. At step 132, the VER_THRES X. 1 (-
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starting with RSC SO%FMB:PHQHE B, g{g ek@ t he conputer programm ng
art as unct 1 ons ceélgne(f g&%er orm speci fic tasks requested
by a main contr® progranRetepiegngy toFIG. 2, 2f giep 136, the {ER Pl ¥ER JHRES S A
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subroutine to perfor Q. il A wd VERCriREss. YRARED, REOHRETH RheleOF R AUCS
VER_THRES_1 to VER_THRES_5 values. However, TOT_THRES may be obtained by
other mathematical operations such as obtaining a weighted average or a mean of the
15 VER_THRES_1 to VER_THRES_S5 values.
The TOT_THRES value is used during the later verification stage as a determining

factor in admitting or rejecting a user as described below in connection with FIG. 4B. The -
TOT_THRES is a dynamically determined value and will vary for each fingerprint image.
For example, a fingerprint image with a small number of unique portions will have a
20 relatively low TOT_THRES, while a fingerprint image with a high number of unique
portions will have a relatively high TOT_THRES. Thus, in accordance with the present
invention, the TOT_THRES value is adapted to the level of uniqueness of each user’s
fingerprint. Altematively, instead of computing the VER_THRES 1 to VER_THRES 35
values and determining the TOT _THRES value therefrom, the TOT_THRES value may be
25 empirically selected as a matter of design choice. For example, the TOT_THRES value
may. be set at a single value ranging from 0.6 to approximately “1”. It will be understood
by one skilled in the art that a higher TOT_THRES provides an increased level of security
by raising the similarity requirements between the reference and verify images.
At step 138, the RS 1 to RS_5 obtained at step 110 are stored in a reference file
30 (hereinafter “REF_FILE”) that is stored in the memory 16. An individual REF FILE is
preferably created by the control unit 12 for each enrolled user of the identity verification
system 10 for storing reference and other data obtained from the user during the enrollment
stage. A set of pixel coordinates of the RS_2 to RS _5 relative to the RS_1 is also stored
in REF_FILE for use during the verification stage.



enconpass progranmmabl e "objects” which function si mlarly to subroutines.
The main advant age of programmabl e "objects" is that once an
"object" is_devel oped to performa particul ar_functio it
may be used WO M¥%r ogr am wi shing to use that function. FETUES 14468
Referring nowto FIG 3, the RS/ TS subroutine is executed by the control
unit 12 for each RSC 502-510, starting with RSC 502, to
determ ne optimal positions for RSCs 502-510 that cover the
nost uni que portions of the reference image. The portions of the
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t he subroutine execution are ngferredto as referencesegnents
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utilized to deterni n‘gmgﬁf"ﬁﬁf’wf%’&e%’f‘ evice 18, and preferably incudgs ’E|§°é M ng the
| ater verification sipegenatidentifidatimgodsatlervd bnthe maore by the apeitar,HthefisdEs petstmal

4B. 25 5 informatior D84 QK ﬁ:aQeE‘o?GJei Qil@ﬁativ&? aﬁ&(sﬂ’a%oﬁﬁxb&tqntlbmm pgreater
detail, it is first note current

RS bei ng obt ai ned byg?ﬂﬁg’%g‘%‘ﬁ‘{“ﬁﬁ‘é‘ s F‘gfmgs%cf%%[‘ﬁgtlg(mya‘ﬂ%&fﬂﬁém crate

correspondi ng curr ent reyER! ifgnRR@tigngods|formand sspignethescode to,ghe\BeRbeiRESroMed. Alsteh X .

rangi ngI . 142, thd IONDAITA 9 asbociaR@wih, ¥dlstdRd thhc)igﬁ mmwﬁwxa&n@e
parti cul ar ubr gut.i |ns t step
112 and proceeds to SHBSUFiATHERL: t%herpm‘mﬁ%gﬂica%mm ”“ho °v°° g

defines a firstl0sel e@ﬁ_mﬁaﬁs@&*fém%wsoeﬂldmﬁcaemﬁﬂv)w@eeﬁ&@dfrﬁ@C (for
exanmpl e, RSC 502). Qnemaﬁor,tmymmuahhem OYiRRalfat ledifa PSbd 3 R b AR t hat

IS | metéadlnstesl I,S,to | ate
1L} et v
uni que port ion of t ge? Jér encm‘fn lcsglp car&gotsgown?gl en.mﬂmuseﬁ'le f | I’S se?ect I on
area that is of the @md@wokenemﬂ@s@sramem Wi ch the first
99/ 04360 Referring now to FIG. 4A, a logic flow diagram representing a verification control
15 program for the control unit 12 of FIG. 1 in accordance with a preferred embodiment of

the presentinvention is shown. The verification control program is executed by the control
unit 12 during the verification stage when a user seeks access to an object or area secured
by the identity verification system 10. The control unit begins the program at step 200,
when, for example, the user seeking access places a finger on the image scanner 14. At

20 step 202, the control unit 12 acquires a fingerprint verify image (hereinafter “verify
image™) from the image scanner 14, Typically, the verify image is obtained in halfione
form commonly having 256 gray levels.

At an optional step 204, the verify image may be filtered by the control unit 12
in accordance with image filtering techniques described above in connection with step 104

25 (FIG. 2). At an optional step 206, the verify image may be threshold binarized by the
control unit 12 in accordance with the techniques described above in connection with step
106 (FIG. 2). While it is not necessary to binarize the verify image, it is preferable that
the verify image is binarized to increase execution speed of the verification control
program.,

30 At step 208, ID_DATA such as the personal identification code is acquired from
the user via input device 18. For example, the user may enter their personal identification
code via a keyboard, or, if the personal identification code was embedded in a magnetic
strip card, swipe the card through a card reader. At test 210, the acquired ID_DATA is
matched against other ID_DATA stored in various REF_FILEs in the memory 16. If no



-11- selection area is defined. The size of the first
selection area is a matter of design choice as long as the
first sel eCWcP%nﬁﬁtﬁa is larger than the current RSC. PCT/US98/14465

At step 116, the control unit 12 defines an RSC-sized area at an initial
position in the first selection area as a possi bl e candi date
for RSX. The initial position of the 5 RSC-si zed area is a
matter of design choice. For exanple, the initial position of the RSC
sized area may be at the location of the current RSC or at an upper |eft

portion of the first selection area. At step 118, the control
unit 12 defines a second sel ection area ceniiered on t he
currently defined RSC sized area. The size of the_second sel.ectjon area is
a matter of match is foygd, dhe gotralpgit Pprogeeds 1 Ep 242 Whoreibeg ﬁaaggﬁﬁé%ﬁg on

area i s larger than dshgonkachsidziederific@ian control profs@n is terminatédedeaying thegisen @asest 0
exempl ary FIG 7, ths:ﬂi&%é%{é,énqwmmhmdqitea&mwmwumez,m,aea;

sel ection area 512 centered ereon, a RSC sized. ar e‘g 1%14 End .a_.second
sel ection area 516 tostep 214 where it rem&\gm]gl’ela&@ ﬁsé?cggmuﬂx e ID_DATA acquired at step
Returni ng now te Fl Q08.3At s 284, &ip cibBE) uninl2gettieves thd¥S_{ inapefson &e REH_EWEated f or

all RSC _ step 284, &6 Ebnf) 8A012 abhint NS e SIRERD L areedr@6ler @ ibAn8A p&iion of
sequentially conparing the curren G-.Si zed area

tly defined, RS
with all other RSC sP&¥HYAFBEAYSHP %zﬁ’eth"s"@m(ﬁ‘ﬂ“tééf"él&%i%(ﬁﬁ MaphQuest (TP RsSC-
sized areas in its i fR¥MQfisclirating i datetmjne afllost ene posgible Rist matgh pesitiqn on theeverify t or ed

in nenory 16. i oiingSd P 1. 1FoR exadpltl B v HAPRES With RS kimiiafAMRRT t er
"UNFACT") is determlgg%jec%er?pthegscur’r P l

ent o -.Sized ar b
subtracting t hd®hi ghts %%W@W“ﬁ%@ﬁﬂﬂ&“@ﬁﬁ%@%& § gty The
RF val ues det er m nedpummosk of tho BME) seliroutinedpto &Gmin prg (o7 thdré of theseepotghtial- ke TatcRF
H GH, and 20 positiors BFor@PBlehabie the @ntrbiiBit P46 1280 hscdRmirwhib i thed| @duyd e t hen
associ ated and tenporarily stored in menory 16. At test 124,
the control unit 12 %Pé‘}’%\"??g‘g“\/\het her the current RSC- sized area
is the | ast RSC-sized exalr aeoeianee avith jthe présent finvention, ge finstcempbodiment ©f the| BMQ he
current RSC si z8d ar g8routine is shown in FIG. 5ASand Qlsedohteribadithent ¥EtiE BRIQ shpbutind Zed
area, the control wunit 12 % eeds to step 126 where a , new
RSC- si zed area is sefhg?f?d’?vm hin the first selection area, and then
returns to-step 118 25  Referring ¢p FIGt B thiefiast etphedipent 9f thp BMS sgiroqtipeisnewl v
sel ect gd RSC-si zed ap@aa. felondl v .12 bdgls &enml broutine at step 300 and probBéds tolad .
proceeds to step 128. At. st 8,. the contr ol i t ) S -Size
area h%glnfﬁabéﬁpﬁ'gzﬁl f:]eﬁteres “°°®ﬁtﬁﬁ&§9f‘ t%1?1?:0" m fcénr(r’g%ﬁlggr ‘i}’“’?‘%&é’ﬁg‘ge in
the menmory 16, 29t or e¥erificaion prea and the resolution of Ri¥ghwy ¢ presletennpined sesplpfiognfagiyr t he
reference i mage encl geRtlafRy“HES FATTORY s@dtelRM(a Hitieod desigh @hdik as an even number

RSX, and al so stores . 4 g - ep
130, the VER THRES Srelratl i Hbnl¥o &1 ilding ne or il vt ot psion o e Pi

expressi on: the verification search area is a relatively tzERand pgmputstion cmsgxp*p
A(UN_FACT) Temporary ¥&du&ion Af'thd Bsokutidl of Uath the edifiCatitibde sl arda pbrtitiOpfaheval ue
rangi ng from sljghtl sal g6 AmpRt t er
of design choi 0%59 As¥?rg§)€né$(§gdn%9%§’l‘(l)?nﬁgﬁjéﬂ%%%s\rg‘a‘goﬁré?s%n a hi gher

sizes and thus an increase in processing speed proportional to the magnitide of the
RES_FACTOR, because best match positions become easier to locate in a reduced size
image. The image resolution is preferably reduced by simply combining a number of
adjacent pixels of the original image equal to the RES_FACTOR into a single pixel in the
30 reduced resolution image. Referring to FIG. 9, an example of resolution reduction is
shown where the RES_FACTOR is 4. The pixels al-a4 in an original image 528 are
combined to form a single pixel b1 in a reduced resolution image 530, and so on. If the
magnitude of the RES_ FACTOR was 8, all pixels al to 216 would be combined to form

the single pixel bl. At the conclusion of the BMQ subroutine, the verification search area



-12- A val ue increasesthe magnitude of the VER THRESX. At step

132, the VER THRES X Is stored in the nenory 16. The control unit
12 ends the subroutine at step 134. Af ter tﬂfe{
subrouti ne i‘géé‘%"e%‘ék ed by the control unit 12 for each RSC, T {Er ol

unit 12 returns to step 136 in the enrollnment control programof FIG 2

wth RS 1to RS55 and VER THRES 1 to VERTHRES 5 values. It is noted
that the positions of RSl to RS 5 may be quite different fromthe
initial positions of RSCs 502 to 510 shown in FIG 6 since the
purpose of the RS/ TS subroutine is to |ocate the nost uni que portions of

t he reference image. Referring now ti5- FI G 8, exenplary positions
of RS 1 518 to RS 5 524 are shown on the exenplary reference inage
500. 10 and RE 1 ArqTrstRrdiothrit Sighmplagsolytion gt step 81y Stepg302apd3 IYERIIHRES 1

to VER THRES 5 are essentialto the BRIQRGH R tihebad propide sldighificinticérakdta fe BMQalbrduliees hol d

(herei naf ter" TOT THRES ’“%‘dtﬁ’]_@ﬁ%e#“g& arre range of values as the
aprocessmgg?we

VERTHRESs. Preferably, VERTHRES 1 to VER
THRES 5 val ues. However, Wmﬂms%%ﬂéﬂ%%wh@aﬂﬁym 12 defines an injfia} Ry 1-

mat hemat i cal oparati ara aﬁﬂf‘sl‘h frst »eﬂﬁtcaﬁoalra@enae seh@hhatineeVRg® wath adsotiR&@N Of

the 15 VER TH
TOTTHRES val ue is ungg é‘ﬁrl ng Wﬁ%‘gr VEr i ?"caPFonsY%Sg’éméhsan’époa’gfmé‘ri?ﬁ ni ng
factorin admitting of cHRs] eogtiop qEjthyverifieationsearcharca,sidh atiatse prpey lpfhpostisnn At tépon

with FIG 4B. The 306, the conttb{dhit Btdbdnfned aparticully Verifitatich RFY(hetbtdafRér PVERC Py adinee  and

W pvary for each ! Liaghiln i ed dRAGY dumped v by hllenBI8TPliGpe ArblPRRA | 1t

i mage with a small uni i ons vel y

| ow TOT THRES, fhi | eVBSf Atiges08 ﬂ'ﬁfm}f?’ra@él%/ﬁ%nama ﬂ}?u‘@&%ﬁtﬂéaestwmmy
portions will have a(ueehsftct VBN YTHRESN TG BMIRESES Ehiifatter Bf aGEA cBdRaRt Wi t h

the present R.Je@mmae%aapmgml%waﬁ%sva%hwgl T AOORR 3 Q&R ! evel

of uni queness of each user
S, the control unit 12 proceeds to step 310 where it stores the VER_RF in a

best match quene (hereinafter “BM_QUEUE") in the memory 16 in a descending

15 magnitude order and where the control unit 12 also stores associated coordinates of the
currently defined VRS corresponding to the VER_RF value determined at step 306. Thus,
if more VER_RF values are stored in BM_QUEUE during subsequent executions of this
step, all VER_RF values are stored in the descending order of magnitude. The control unit
12 then proceeds to test 312,

20 If, at test 308, it is determined that the VER RF is not greater than the
BM_THRES, the control unit 12 proceeds to test 312 to determine whether the currently
defined VRS is the last unique RS_1-sized area in the verification search area. If the
currently defined VRS is the last unique RS_'l-sized area in the verification search area,
the control unit 12 proceeds to test 314, otherwise the control unit 12 proceeds to step 322.

25 At test 314, the control unit 12 determines whether the BM_QUEUE is empty. This may
accur if none of the VER_RF values exceeded the BM_THRES after multiple executions
of test 308. If the BM_QUEUE is not empty, the control unit 12 proceeds to step 318.
If, on the other hand, the BM_QUEUE is empty, at step 316, the control unit 12 stores the
highest VER_RF and associated VRS coordinates in the BM_QUEUE and then proceeds

30 to step 318.

At step 318, the control unit restores the resolutions of the verification search area
portion of the verify image and of the RS_1 by the RES FACTOR, and ends the BMQ
subroutine at step 320. At step 322, the control unit 12 selects a new RS_I-sized area as



fingerprint. Alternatively, instead of conputing the VERTHRES 1 to VER

THRES 5 val ues and determining the TOTTHRES val ue therefrom the
TOTTHRES valyg, ;;@ﬁgwbe 25 enpirically selected as a MydGise@iqagesi gn
choi ce. For exa the TOT_ THRES val ue may be set at a single
val ue rangi ng fromO 6 to approximately "I". It will be understood

by one skilled in the art that a higher TOT THRES provi des an increased

| evel of security by raising the simlarity requirenents between
the reference and verify inmages. At step 138, the RS 1 to

RS 5 obtained at step 110 are stored in a reference file 30

(hereinafter "REF_ FILE") that is stored in-ltﬁhe menory 16. An i ndi vi dual

REF FILE is preferably created by t otr | ynit
- st

enrol | ed user of the'hFéfﬁﬁf“}dt'i}“’Vé?m38€tthéﬁ°w &"ﬁ"”ig?%ibﬁf“g?“érl ng
ref erence and ot her eeRS)l-siidatenad pixelamay foen hispevioksly dafiged VRS agar ol | nent

stage. A set of pixel coo-hg,g = 1ihe am ﬂ;eq,e}ﬁﬁmﬁ, rngig@ta;eygmteﬁn“g@ RS 1
is also stored i n REF FILEfor use % e verifi nstage
13 coodpes B 85 o oS BT Pt Vs REH | ol
i dentification data 6laenmed inalietBM_QUEUE. "I D_ DATA") fromthe user being

enrol | ed. The | D_DATA maygphg:; %mghgméhﬁ MS&Emplary verificationMearéhl A3 5% R€

ccquled, b he Trout ded el S PSS AR B LTSRS s, o

by the operator, thesitsien g VBEisbnakempary verificatipnseaehrern 5380, and an i nage of
user. Alternatively, at | ﬁ&‘é';mganog'qg 3y @Botfxe 1L nPATA iRRM ob e BMQ subtoutme 1s _

generated by the control n|t 1 he, contr

random y general%  sbovm eaf"‘ﬂ‘é’f‘g‘b'r*glbeﬁ“ﬁgf‘?anst’:‘ Y"Bﬁaté%g f“8$p’°°§ﬁ% aé'S| gn
the code to, the usewptiedl siep AGnwirrd ibmducesitheg¢selytion of the verificatiopImagt fpwer¢ddy AFA i s
associ ated wi th, andyaiffiShrdanddtSesbirich btis 1 HliteRES HAICTOR buck 3ALRYHRA above

in connection with step 302 (FIG. 5A). At step 404, the control unit 12 defines an initial
RS _l-sized area as a first verification reference segment (hereinafier “VRS™) with
15 associated coordinates in the verification search area. Preferably, the VRS is initially
positioned at a corner portion of the verification search area, such as at an upper left
portion. At step 406, the control unit determines a VER_RF value corresponding to the
currently defined VRS by comparing RS_1 to the currently defined VRS.
At step 408, the control unit 12 stores the VER_RF value in a best match
20 temporary buffer (hereinafter “BM_TEMP”) in the memory 16 in a descending magnitude
order and also stores associated coordinates of the currently defined VRS corresponding to
the VER_RF value determined at step 406. Thus, as more VER_RF values are stored in
BM_TEMP during subsequent executions of this step, all VER_RF values are stored in the
descending order of magnitude. At test 410, the control unit determines whether the
25 currently defined VRS is the last unique RS_1-sized area in the verification search area.
If the currently defined VRS is the last unique RS_1-sized area in the verification search
area, the control unit 12 proceeds to step 412, otherwise the control unit 12 proceeds to
step 418. _
At step 412, the control unit 12 selects N highest VER_RF values and associated
30 VRS coordinates from BM_TEMP and stores them in the BM_QUEUE, where N is an
integer number selected as a matter of design choice. At step 414 the control unit restores
the resolutions of the verification search area portion of the verify image and of the RS_1
by the RES_FACTOR, and ends the BMQ subroutine at step 416. At step 418, the control
unit 12 selects a new RS_1-sized area as the VRS and returns to step 406. The new VRS



when a user later enters his or her personal identification code via the
| nput device 18, a 10 REP- FI LE associ atedwi t h t hat per sonal
identificatingl.,&(;0 60(if any) nay be retrieved from the nenory 16
by the control UniLt '12. Optionally, at least a portion of tHFET{S? nay
be enbedded in a magnetic strip card (not shown) given to the user. The
control unit 12 then ends the enroll nent control programat step
144. Referring nowto FIG 4A a logic flow diagram
representing a verification control 15 program for the control unit 12
of FIG 1 in accordance with a preferred enbodi nent of t he present
I nvention is shown. The verification control.programis executedby the
cont rol unit 12 during the verification stage when a user seeks
access to an obj ect opaydeaselectsdat stepd18 by selecting apRS t1siged dieuring pixelagny frongc &k i on
system 10. The contr Qlrevitidly dei@d VRS akedle program at step 200, when,
for exanple, the user seekin C places a finger on,the i mage scanner
14. At 20 step 202, t@e““&‘a‘ﬁ‘f%ﬁﬁﬁﬁf’f"cﬁsgﬁ w%@&aha"ﬁaﬁww? Fempedi £y
i mage (hereinafter "\@prlipafesof N possiblebest patchdticptichng apdtheiheorrespendiog YER Rl @aluek dre
Typically, the verif ysorddgfe B @iyl ned i n hal ftone form comonly
havi ng 256 gray |evels. . At.an optjo tep 204, the
verify image nay be filteras B5 FR&BMQ T'“Bﬁ"“tl?ﬁ??s“%?lm%' sK or fresewrbedance
with image filtering it&Sh B dieeontgbunit 12 et bORIG. 4Anto atem?98 ovbére it witrdeesstiecsst 104
t2)_5 | (gl bG 2% . A a(ne.,ammgmawsln;maxzo%d a;saﬁteumg&r&mnf]myﬁhgqﬁﬂm@shol d
inarized by the ont ral - uni i r ce witht t echni ques
descri bed above in coﬁﬁtr?te %zfibtﬂnéc:/?nnTohm%tlgF S%°HS%°%EPT(5%E?EFQ""3°.“ TFeYt s
not necessary t 8%bi naftrigied Yiseeogrdingtqsy Af stpnd2s, the conjre] upit 12fretricyied RS_2 paRS_S from
the verify inmage is hhdRER FIEH, dndati sp ISR RS U to RB_SHRLMe Aifyf Bge at their
verification control

- .30 t. step, 208,
| D- DATA such as the présrescgvrfgfmﬂ Een?{‘%%gﬁ%ﬁt e s L3ES u?)'raé Saip f%‘ﬁ? current

the user via input deRffig®oieREdr exanple, the user may enter their
personal identification Atstep 230, theaai] whitd2 denessbantas) versiicatioh hredsRGteRALS ONAl

e T g 188 AR RS sy g Ao
mat ched agai nst ot her™PHtTsAF2 8RS Sedt ftops 332rte Bathrauptrob pritH3 Iqcptestlipanogtdikely y 16,

I f no WO 99/ (i3 Biidst”) position for each RS in its respective secondary search area and moves each

RS to its respective best position. At step 232, the control unit 12 determines a set of RF

values for each of RS_2 to RS_5 by comparing each individual RS to all like-sized image

20 segments in their respective secondary verification area. For eachRS_2 to RS_5 a position

of a like-sized segment having a highest RF value in its respective secondary verification

area is then identified. At step 234, the control unit 12 sets each of the like sized segment

positions determined at step 232 as a best position for its respective RS. At step 236, the

control unit 12 moves each of the RS_2 to RS_5 to its respective best position over the

25 verify image. |

At step 238, the control unit 12 determines a total RF (hereinafter “TOTAL _RF”)

by comparing all pixels within the RS_1 to RS_$5 to all pixels in the verify image portion

overlaid by the current positions of the RS_1 to RS_5. This approach thus compares a

large portion of the original reference image represented by RS 1 to RS_5 to a large

30 portion of the verify image overlaid by a multi-segment global template consisting of the

area defined by the dynamically determined best match positions of the RS_1t0RS 5to

determine a summary RF representative of the similarity between the reference image and

the verify image. Because large image portions are compared and a global RF is obtained

therefrom in contrast to previously known systems, variations between the reference image



-14- match is found, the control unit 12 proceeds to step
212 where the verify inmage is rejected as a non-match and the
verificatio programis term nated, denying the us

to the secupzsggﬁggi or area. If a match is found at test Sﬁoi theég%ntrol
unit 12 proceeds to step 214 where it retrieves a REFFILE
associated with the | D DATA acquired at step 5 208. At step
216, the control unit 12 retrieves the RS 1 image fromthe REFFILE. At

step 218, the control unit 12 defines a verification search area over a

substantial portion of the verify imge. At step 220, the
control unit 12 calls a "Best Match Queue" (-Hereinafter " BMY'
subroutine) to determ ne at | east one_ possihble best match position on the
verify R writy mPes SY5B ARG StoErd 2 £t oG OB # SRS dmeropes fnerrt

I mge W th several splatemant oafi@erskévwing on the imag® scanner 14) v dirt (v the ithdge seapumct4
appar ent best- match E}%ﬁ* il Rhve 13 loym%@ctgx mmc&&ybﬁmmasﬁﬁg pmcme

purpose of the BMQ subroutine_is to determ ne nore of these
potential best match At test 240, ﬂ“’°Ti’8§’1“f‘1‘6?1§°"ipﬁ‘s()‘}’°d"‘eqTAf“eRFe'ﬁé‘BITé)Tt-ﬂ3‘E§ontroI
unit 12 to | aters asce@ettrmined ankterct3s (IG12) enqtherviseagigeted. K the TOTAL_RF is greater thine

correct position. the TOT THRES, the contxol umt 1b %@&&QB danse Mlﬁwtvj@ﬁy RhdS &Nt
i nvention, a first enbodi ifent of ubrqoutine i s shown

in FIG 5A and a selYfRf éﬁﬂ’Bﬁﬁ“ﬂ‘ﬁ“t’““(‘)’f’tﬁ?Wé %’S‘Wﬂ'ﬁﬂ‘ﬁ yerjigranted access to
shown in FIG B5B. the secure object or area. Otherwise the control uﬂefl’@rqscpngtottgst PiQ@hes A, t he

first enmbodi ment of haamﬁmlﬁmgmuw@ysu&mvm Rmsthelasmmﬁnpm QuEde. gont r ol
unit 12 begins the BM) subr e at%égsfe&:%oo anﬂ cee

optional step 382 whdferet ViR saoty me@é%mr?@ bt | mge
covered by the réfeves the nest\highest VE&IRFonluamatsasﬁdclﬂtﬁéfRﬁ@s@ﬂmﬁtqs éomdfe RS- 1

by a predeterm ned respQuEUR BndfuR teRims to step 224, Otherwise the CdA@S1 AR poRdeds th¥ep
FACTOR') sel ected as matter of design choice as an even nunber

preferably ranging fPfm 4 to 8. Findi ng one or nore best-match positions of

the RS I in It iy rjoted thetthefijentity yegficatiangysten 18 pksbe presenpinyeption may/ke| y
time and conputgion nﬁﬂélﬁddﬂlﬂ:g al @Bity of other fingerprint mmm@gm@naa&s rv&ﬂumnblon of

t he resol ution of both a% | fi cat [ ortlui?e:fagch area,ng ‘% ang ater mevm 25
verify image and the REf |'fsse‘i"f°x%‘3? ‘t'he RES “res Tecr®ase of
t he i mage an associgted REF FHE, thh idsntity, verificafienagysten Woprrmrésssﬁw wifed

proportional to the mRagpRiffobi0user scékitfR access during the venﬁcaumﬁ_gFMrm sequetialis e
best mat ch pOSI tions Fﬁcorﬁoﬁéﬁwﬁéﬂmﬁﬁé%ﬁ l%f rence aﬁe%ggzgc?gth%ll{é%Bs mthc

i mge. The |nage resof ution Is y reduce
nurmber of memoryl§jugtil sither pmgteh is Toypd eriiks ‘BT‘l"g‘FH‘é‘fd W%@@laﬁmmq o the
RESFACTOR i nt 0 a Si N@infyeBinyt@datchdd td thevbtained verif@ Pnage succEsertllyC Tiis hfdrich ¢afdlso MAGE.

chown whor e 1 ho. RES, PACTER § B fulndei®yilhdod b £ MBlhedt oopemape imape e, o

are c WHIYPWWWW‘!?F pR3ine alhyefespoe fpeeiprint arms@dafe@a alsw
resol ution i nage 530,enfarteineatdatabase.| f t he
25 Thus, while there have shown and described and pointed out fundamental novel

features of the invention as applied to preferred embodiments thereof, it will be understood
that various omissions and substitutions and changes in the form and details of the devices
and metbods illustrated, and in their operation, may be made by those skilled in the art
without departing from the spirit of the invention. For example, it is expressly intended

30 that all combinations of those elements and/or method steps which perform substantially
the same function in substantially the same way to achieve the same results are within the
scope of the invention. It is the intention, therefore, to be limited only as indicated by the
scope of the claims appended hereto.



magni t ude of the RES FACTOR was 8, all pixels al to al6 woul d be conbi ned
to form the single pixel bl. At the conclusion of the BM)Q
subrouti ne, wodw/dsoi fi cati on search area PCT/US98/14465

-15- . and RSI are restored to their original resolution at step
318. Steps 302 andW essential to the BMQ subroutine but
provi de an signifi ecrease_| he BMQ subrouti ne execution
time and required prg ' “m %ﬂ\ Returning now to FIG
SA, at step 304, the\t\ms“\‘“l defines an initial RS_1- 5

sized area as a first® i 4 cdtion reference segnent (hereinafter "VRS")

W th associ at ed coordinates in thé®%erification search area.
Preferably, the VRS is initially position a corner portion of
the verification search area, such as at an upper left portion. At step

306, the control uniWe<d®ernines a particular verification RF (hereinafter
"VER RF") val ue corresponding to the currently defined VRS by

conparing RS 1 to the currentl ' . . .t he
control unit 12 conpar e_s_l't he Qéﬁ§g!°€%gﬁ%%?ﬂtﬁrﬁ?géc/ﬁsétpﬁe@eﬁsx%‘gﬁg&géuﬁ& _
(herei naf t er " BMIHRESm=prising3fisst piyalitppdipizels and 3 sepqnd image ofthe piedefingdimagrarselptioByt | s
pref e(rjab![K sel ect ed o&ﬁﬁi’sﬂg(a}?ﬁ&hﬁﬂlﬁalheifm’tot Gbtebmifid ifthdim&Y0s ard shibstalialiAlhil _aaglo
exceeds e . . rg! Tl 0

where it stores the svwblﬁ%?wﬁmggﬁad es[gsxﬁfa%%ﬁ%ﬁg%e %hoé'f%’?' atter "BM
QUEUE") in the nenor§estess ¢ a descending 15 magni t ude order and where
the control unit 12 al so St or eJacatf@chefirddnaggor di nates of the

S ST 1 Vo gty Ll R A A A
subsequent execut i orfsuisfantiajpogion of the first image, @hereingach ofypefd refpyence fymplaes epdlesesst or ed
I n the descendi ng oraliffercaf pottiag) ol the fit® imagle control unit :

{(c) designating one reference template of said plurality of reference
templates as a primary reference template, and all other reference templates as secondary

15 reference templates;

(d) defining around each of said reference templates, a corresponding
individual first selection area centered on each reference template, each of said first
selection areas being larger than its respective reference template;

(e) determining a best position for each reference template within said

20 corresponding first selection area, wherein said best position of each reference template is
representative of a most unique portion of the first image within the respective first
selection arca, said most unique portions being of the same size as the respective reference
templates;

() moving each reference template to its corresponding best position;

25 : (g) storing, in the memory as a reference file, the most unique portion of
cach respective first selection area, wherein the most unique portion corresponding to said
primary reference template is designated as a primary reference segment and wherein each
most unique portion corresponding to a particular one of said plurality of said secondary
reference templates is designated as a plurality of said secondary reference segments;

30 (h) storing a set of coordinate positions of each of secondary reference
segments relative to said primary reference segment in said reference file in the memory;

(i) defining a reference area comprising the pixels of the first image
within said primary reference segment and said plurality of secondary reference segments;

(i) acquiring the second image;



12 then proceeds to test 312. 20 If, at test 308, it is
determ ned that the VER RF is not greater than the BM THRES, the
control uni twddmsdceeds to test 312 to detern ne whether PWy
defined VRS is the last unique RS 1-sized area in the verifiTation search

area. If the currently defined VRS is the ast uni \‘“I zed
area in the verification search area, thec q“

proceedsto test 314, otherwi se the control unit 12 p tep 3P2. 25
At test 314, the control unit 12 determ nes whet her the QJEUE s enpty.
Thi s may occur if none of the VER gg val ues exceeded the BM THRES
after nultiple executions of test 8. If the BM QUEUE i s not

enpty, the control unit 12 pr@sgafifis b ArsSdefbh afhSver a substantial portién of @k sédosa Ot her
hand, the BM QUEUE is enpty, at step 316, the control _unit 12 storeds t he

hi ghest VER RF and d®88ci ated VRS DoBFiaiheafen shif) eerciF & BeEemsy. #kn
proceeds 30 t 0 Siritfary3k@ence segment and said plurality of sefindaxy xeforefit Segmeritse Control

unit restores the resol uti onsn,cgj)f }Qﬁng\gg%ma%qéﬁraﬁeéﬁﬁﬁ%gﬁﬁmymfmw

portion of the verify imge_ a th and ends the

BVD S by but AL EgnseS g ssconipess b St A8 SRNAGE ARG

sel ects a new RS | - sla€éh ofis chmestrgatch between said primary reference segment and a like-sized portion

- 16- the VRe @Qcoﬁ@%ﬁp%ﬂr&n ﬁ@ﬂm-@i@ Jo&bﬁxsr@ﬁéﬂ@ﬁas@é{os%mﬁﬂ ect ed

at step 322 by sel ecting , 1-si zed area one pixel away fromthe
previ ously defined \IRGByr ea. Thus, after all RS_ 1-sized
areas in the verification i magxepeaitieainah@rienamfﬂ@dcsegmentatsaidaﬂmmﬁl%at es of

at least one pOﬁS' bl &&ﬁé&umd%kmi,ma; QB orARY referdasépRRROGEY sEiE soWmRRgy @l Ue 5
are stored in the BM QU
im accordance with said set of coordinate positions of each said secondary reference

segment relative to said primary reference segment;

(o) defining a plurality of second search arca templates, each second

search area template corresponding to each of said secondary reference segments, each
15 second search area template being centered on of each said corresponding secondary
reference segments;

(p) comparing each secondary reference segment with all secondary
reference segment-sized portions of the second image within its corresponding second
search area to determine a best match position for each secondary reference segment within

20 its corresponding second search area to obtain a plurality of best match portions of the
second image corresponding to said plurality of secondary reference segments;

(q) defining a verification area comprising pixels of the second image
within said closest match portion and said plurality of best-match portions; and

(r) comparing said reference area to said verification area to determine

25 a total response value, said total response value being indicative of the degree of similarity
between said reference area and said verification area.
2 ‘The method of claim 1, further comprising the step of:

(s) after said step (r) comparing said total response value to a

predetermined total threshold, and when said total response value exceeds said

30 predetermined total threshold, accepting the second image as substantially similar to the
first image, and otherwise rejecting the second image as being not substantially similar to
the first image.



Referring to exenplary FIG 10, an exenplary verification search area 532

i's : shown. VRS 534 is an initially defined VRS, VRS 536 is a
| at er - def i newoysuzemand VRS 538 is a last VRS in therasesitsy Y
verification search area 532. Referring—new.to FIG 5B,

t he second enbodi nent of the BMQ subroutine is lz/”/ é‘ own. The control

unit 12 begins the BMQ subroutine at step 400 an lyﬂ
optional step 402 where it reduces the resolution*o l t| on i mage

covered by the verification area and the resol uti'on® of S 1 by the
RESFACTOR such as descri bed above in connection with step 302
(FIG 5A). At step 404, the control unit 122%defines an initi aI RS
1-sized area as a first verifi atl e se he after "VRS")
with 15 associ at ed %oor e°§°|Fn ﬁl’e vertT 5’3%%‘“1%“’ F Saif gtep
Preferably, the VRS {(akbut piferp &Msm(b), filtering theffsgiimﬁgehe‘emm ataeas@mvénoqucandl on of
the verification seabdighnds @fatiobthdefias. at an upper |eft portion.

step 406, the control uni} determ F val ue orre onding to the
currently defined VRS by ¢ J rrpalsl n tp"agf‘ﬁmf’gl?f'ﬁg TR e&?%@b‘ %

At step 408, thé con@)wb@ﬁwd}‘@’@ibmlnsﬁeswzﬂltmematmm&dmeﬁMtch 20
tenporary buffer (hesigirigaibd @feshol®M TEMP") in the nenory 16 in a descendi ng

magni t ude order and allhsoﬂ?o ;ceame%ngm at ed CEOI‘dI{)&} es. of t he

currently defined VRS correspond FEE® i ned
at step 406. Thus, a@ W@wemﬂmkkﬁlm@sthmnémmdmwc at least signal ndMelRiclVP
during subsequent exmibthisOnsativhs hédifomst ep, al | VER RF val ues are stored in
t he degcendi ng of der n t test 410 e control unit
det er mi nes whetelﬁer t he 256 ﬂgc%?eﬁwg TR °s§§p?fhh(§’ )L que RS
1.sized area in the (&butPefEesaidsie ﬁ‘émmaﬂeaecond image in accofdfince With aquedefend |
defined VRS is the | bifdriztit #d®0l®S | - Si zed area in the verification search

area, the control unit 1 pro t.e e t he con troI uni t
12 proceeds to 27 ﬁggtﬁhod%f cﬁau'n? %emhsaldt spep fﬁ%ﬁl{zé%mais? frps

control unit 12 sel e‘tft‘g‘)f‘d‘ﬁl“g‘?fé%‘i“f@memn?\?ﬁ% ues and associ at ed 30 VRS
coordi nates fram BM TEMP and S1)0beéck #fRféhde Rentplir-sBdd sdil Rid soh@pad ke an
integer nunber sel eclgth As. @ nmatter of design choice. At step 414 the
control unit restores the resol utions of the verification search
area portion of the verify i mage af¥ dgfringgeorReponding second selectigmarep peatered on
RES_FACTOR, and endsa tefrendsid@phisisizaluics, s sadondiseloqlionlatdd beirfy larger Bpn shiliSoferdnbe
control uni{e,ﬁ],],g, §§chg,g;.s a new RS 1-sized area as the VRS and

returns to steri 406. e new VRS WO 99/ 04360
0 (B) comparing a set of pixels of said first plurality of pixels that

are enclosed by said reference template-size area to other sets of pixels of said first
plurality of pixels that are enclosed by each of a plurality of other reference template-sized
areas within said second search area to determine a plurality of response function values
for said reference template-sized area, each response function value of said plurality of
25 Tesponse function values being representative of, and proportional to, a degree of similarity
between said reference template-sized area and a different one of said plurality of other
reference template-sized areas, wherein a lower response function value is representative
of a low degree of similarity, and a higher response function value is representative of a
high degree of similarity, and wherein a maximum value of a response function is unity;
30 (C) determining a uniqueness factor of said reference template-
sized area in accordance with a following expression:
uniqueness factor = (1-RF_HIGH)
wherein RF_HIGH is a highest response function value of said plurality
of response function values; and



-17- may be selected at step 418. by selecting an RS _1-sized

area one pixel away fromthe previously defined VRS area.
Thus, after wblo#iSsel- si zed areas in the verification i nage PETASIN4465

exam ned, coordi nates of N possi bl e best match | ocations and
their correspondi ng VER RF val ues are stored i n the BMQUEUE.

After executing the BMQ subroutine descri bed in

descri bed in FIG 5B, the control m"ﬂmmll“ﬂﬁf, FI G 4A
to step 222 where it retrieves the first @.,s ghest)
VER- RF val ue and associ ated VRS coordi nat es %r om t he BM QUEUE.

At step 224, the control unit 12 positions the RS | over the verify i nmage

at the currently 10 retri %&&h B&pm&m;@ﬁkﬁ‘&mﬂ.&ms&@&em&gthe
control unit 12 retrieves RS 2 to he, REF FI LE, and

at step 228 posi ti onkhigsst suigugnegedicipr Wé’?“‘f“ﬁtéh ROSHGRFOF sf’ﬁﬁeéeéen%etm?ﬂl?é
respective pixel coordinaes ahemctndsﬂc}aus'l,@hednatdssp@MSCO(!F!I@theE)ePS

relative to the currgnt position of the RS 1.
At step 230, the control unit 12 defines, secondar EJC h‘catl on, ar eas
centered on 5 15 each of R&IerpigngRreirensFifaesholLBIg 547 é?ce?"l catl on

areas are preferabl yafollowggrexprission: t he respective RS 2 to RS 5.
At steps 232 to 236, the control u%&mé&nés%@m—tﬁeﬂmA&hWestacmﬂ,
(i.e. "best") position for each RS in its respecti earch area
and noves each RStoits W’é‘é‘ﬂbé?la\?é"dﬁg'g‘fﬁﬁg‘gg °“§c/)tar?§ At step
232, the control unit 12 et er¥ methodaf cleitn Spfurthefcomprising the steps of:  yval ues f or
each of RS 2 tolORS 5 by Cormar(wh&ueﬁm:aprtesl i) Bbitre sB&s&P(@l%teW&§towd

i mage nt si pt'hei ti vesecondaryver, lcationar

For eachRS_ 2 to RS 5 i’ﬁ%g’ dt"alB‘ﬁ Y one ok e‘g‘mg’wefggtégf“ek%% LT °§°é1°errt§tﬁs °l§aV| ng
a highest RF val ue i maliet chtaimsd proeit mxe(xxbcm&amwelem@tsﬂé)r?fefeme threshold

area is then identi fbﬁgsoﬁneggtegdge’g@)@hgd cont roI unit 12 sets each of the

| i ke sized segnent oy sag{ gﬁsw%ﬂe{% rm g)' }n_msgtsal méﬁgmga a best

position for its respective rol unit
12 noves each of5 theVﬂSIQSﬂ!ﬂthR@_csﬁlfwﬁetwe'spectl ve best position over the
25 verify inmage. 10, The method of claim 1, furth¥r cdutpBfingABSstepd 8t control unit

12 deternines a total RF (here ﬂé"iﬂl‘% step%A,gdgeef;rngd St?px(gl cquiring ﬁﬂ,QXuser

conparing all pixels W|th|nth s 1nthe verify
i mge portion additional idexgifying|dath epmpyjsing|sd Esa‘rsrpéﬁﬁ‘tnalﬁ‘éfg?ftcint?ﬁé"dbf“‘i he RS 1
to RS 5. This approach thus compastcing fid additional identifying dht8ilin) @nd@sdeiatiug saifl t he

original referepce i [RAG.J GRLAREGME il Nid RRerdhod fle BheTnciBry? | 2 g€
11. The method of claim 10, wherein said step (aa) comprises the step of
randomly selecting additional identifying data comprising said user’s personalidentification
code.
12. The method of claim 10, further comprising the steps oft
25 {cc) after said step (k) and before said step (1), acquiring a personal
identification code from a user seeking verification of the second image being substantially
similar to the first image; and
(dd) determining whether a match exists between said acquired personal
identification code and said personal identification code stored in said reference file in the
30 memory, and when a match exists proceeding to said step (1), and otherwise rejecting the
secand image as being not substantially similar to the first image and terminating the
comparing process.
13. The method of claim 10, wherein said additional identifying data further

comprises at least one of: said user’s personal information and an image of said user.



30 portion of the verify imge overlaid by a nulti-segnent gl obal
tenpl ate consisting of the area defined by the dynamcally
det er m ned bqgd ooissgh POSi tions of the RS_1 to RS PCTIUS 14465
determne a summary RF representative of the si mlarlty %8(1

ref erence i nage and the verify |mage Jwe Iarge\l\mage

portions are conpared and a global RF is obtained I t herefrom
in contrast to previously known systens, variations®b lm I/erence

I mage WD 99/ 04360

- 18- and the verify inmage such as those caused by a cut or
dirt on a finger, inproper finger -23-  pl acerrent or finger skew ng
on the image scanner 14, or dirt on r} scanner

itself, will have little 8 nouefed °8‘ﬁ‘“’t‘h “é?!‘biﬁ MFfﬁﬁswﬁ?}%fﬁg
process. predefined segment reddlutiv Sirth@4Gmprisinptheseps ol unit 12 conpares

the TOTAL RF to the TOT THRES (I_e)_rﬂer sald stcp ) adgq,gfg{erglﬁlggp ah, §h‘ggg Jch%ﬁmﬁéé' G 2)
or otherw se selected. _If tgg reater th t he

TOTTHRES, the cont r of*sdHiie © b‘F‘B‘Bé’é&% sé%“?lf?\'z\ﬂ?ér%“t“}@“'\‘?@ﬂ‘f‘?“ﬁerrage
S 5 aceepertty apredsinsd tesnhtiibmiattyr; mdni | ar to the reference inmge

and the user is granted accessyg Qﬁersaldstep (mgandbeforesgﬁséﬁﬁﬂﬁlﬁre&'%%tmge area.
O herwi se the control n|t éﬁf roceeds

det er m nes whet her t F&° ‘(‘,"l.‘l? P %ﬁ@&fﬁh‘“\?ﬁ?@?‘“ resolution of said prgpasy feferepdse

BMQUEUE. | f 10segnwntbhsld@md¢f'@mrcs\ﬁmﬁam not the |l ast one, the control
unit 12 proceeds to step 246 where it retrieves the nest

hi ghest VERRF val ue and i associ d VRS coordi nates fromthe

BM QUEUE and thgln retur nss'rl? 0 sTb&B“‘g of clajm 2, prhprein sajd sep (p), spmpyises fisistepsof
proceeds to step (g8)2¢bparing said primary reference segment with teach Pritvariy € d
that the identity vendgincAtgnieRt- sﬁyﬂeﬁmvﬁgaﬁiofw&m{lﬁm&hesllﬂm%'t QEARY be
15 i mpl ement ed |n9var|et of .ot her fr1hgi]gehr@r|nt mat chi ng _ap flcatlons
Wi t h i nor determined amount o est verification response valucs and said

associated coordinates of corresponding particular reference segment-sized areas, each
15 verification response value being representative of, and having a magnitude proportional
to, the degree of similarity between said primary reference segment and a corresponding
particular primary reference segment-sized area;
(bh) storing, in a best match quene in the memory, said predetermined
amount of highest verification response values in a descending order of magnitude and
20 storing said sets of associated coordinates of said particular primary referencesegment-sized
areas that each correspondh a particular verification response value of said predetermined
amo-nnt of highest verification response values;
wherein said step (n) comprises the steps of:
(ii) retrieving from said best match queue a set of associated coordinates
25 of a first primary reference segment-sized area corresponding to a highest verification
response value of said predetermined amount of highest verification response values;
(ii) positioning said primary reference segment at said retrieved set of
associated coordinates over said second image;
(kk) positioning said plurality of secondary reference segments over said
30 second image in accordance with said set of coordinate positions of each said secondary
reference segment; and
wherein said step (s) comprises the step of:
(11) comparing said total response value to a predeterminedtotal threshold,

and when said total response value exceeds said predetermined total threshold, accepting



nodi fications. For exanple, instead of obtaining a user's |DDATA and | ater
retrieving an associ ated RE_FILE,_the |dent|ty verification
system 10 cawoebgRky obtain a verify ge fHcarosas/Eass
seeking access during the verification stage and en sequentially

conpare the obtained verify image to all referer/M stored-in the
REF FILEs in the 20 menory 16 unti’l e Is found or
the user is rejected when the |ast reference @e i s not
mat ched to the obtainedverify inage successfully. This ITDdIfI i on can

al so be used in a | aw enforcenent application where a
suspect's verify fingerprint image is -24- automatically
sequential |l y mat ched, agai nst al | c e ma stored in a
| aw SrEP R sﬂ’éfngﬁl 1o dd ﬁgﬁ% °themsg$§en“tl°f'&ﬁ%°, whi | e
there have shown andn@@svﬂﬁebé#@mdwm@df apniary ERfIRAPRS PSR- SkRs\Atsp remains

features of the |nVQﬂtsi1@Besﬁ§aat§p@Je\keeQn-ﬁﬁngpﬁ&f Qid Bt BARORlEUTRNeSoft BRERES , it
wi Il be understood vari ous.om Ssi ons d"i‘nng Qit tutlons

and changes in the fcg?rﬁfaéﬁfi af adiés[t 5m?a§' reaf}rexicﬁsggncxfm size darea correspon
met hods il lustrated Veaﬁvdhqn#mmw;lu@pquwnmomofrm@t Wﬁm@gm Il ed

in the art values andrwmﬁﬁhguemdmpe,u tahd Whefwise Fjebth@ the Rilcdnll ima@d as bdie not

i nvention. For exarrpl I.S.. ex that all
conbi nati ons of thos® sgf'téa}r%’é ior t° ﬁ%f ﬁégfm"fmgmp%ﬂwv\ﬁngh"“ﬁgm?':or m
substantially 16. ﬂhem@aﬁefqlmé,twbmmlsww&@l eprmprisss thestaphef: sane
way to achi eve the same resul {BmPEdpibing Bdid) phirhi@y reference segment with ea&Cﬂﬂ&:j)f t he
L;Vteﬂtel on. 8 the %rrgltncgsnetéxln%&lﬁ Qezlgfvgxgrmétaftassgﬁagedaoo%qma%fmga%é(rst searc Qrgal. cat ed
-19- to detenmne a plurality of verification response values and said agjogigtedgoordinates of  \\p

claim corresponding particular reference segment-sized areas, each verification response value
being representative of, and having a magnitude proportional to, the degree of similarity
between said primary reference segment and a corresponding particular primary reference

15 segment-sized area;

(nn) comparing each verification response value of said plurality of
verification response values to a predetermined verificationresponse threshold, and storing,
in a best match queue in the memory, all verification response values that have exceeded
said predetermined verification response threshold in a descending order of magnitude and

20 storing said sets of associated coordinates of said particular primary referencesegment-sized
areas that cach comespond to a particular verification response exceeding said
predetermined verification response threshold, wherein when none of said plurality of
verification response values exceed said predetermined verification response threshold,
storing, in said best match queue in the memory, a highest verification response value and

25 a set of associated coordinates of a particular primary reference segment-sized areas
corresponding to said highest verification response value;

wherein said step (n) comprises the steps of:

(00) retrieving from said best match queue a set of associated coordinates
of a first primary reference segment-sized area corresponding to a highest verification

30 response value stored in said best match quene;

(pp) positioning said pnmary reference segment at said retrieved set of

associated coordinates over said second image;



1. A nmethod for conparing a first inmage of a predefined inage

resolution 5 conprising a first plurality of pixels and a second i mage
of the predegf, 55%1 j.mage resol ution conprising a sif_ggggm lity
of pixels tgwc)iet e?dr?i ne if the inmages are substantiatty simlar, s

said nethod being inplenented in a data processin ' menory,
conpri si ng the steps of: jlﬂmm’@“—! ““ﬁlﬂbw ring
gL I"Us al4

the first imge; 10 (b) d y of

adj acent reference tenpl ates positioned over a substantial portion
of the first image, wherein each of said reference tenpl ates encl oses

a different portion of the first image;,  -25- (c)

desi gnating one reference tegal ate of sai (‘jmgl ur al |(§% f ref erence .4
tenpl ates as a primry ref er HOROFHOR said glurality g sqopdapyF At R EP e R Ce

tenpl at es as secondadcyndlifbage in accorduet wittosaidaettobepotdanate gositions of each said secondary

(d) defining aroundreqeq&t;esgénmq reference tenplates, a correspondi ng

i ndividual first selection area centered on each reference tenplate, each

of said first sel ect PHFIEFA HEP B PAETRPYEP Fhan its respective
reference tenplate; (rr) comparing said total respofig) valhette ranpredetsgmined totalt

posi tion for each refgp JJQ&&h%Mdg&%éés%omivﬁlpé&Le%sgﬁdpxedetemﬁﬁ‘e@'idia@&mw ng

first selection area, wherein sal )osition of each reference tenpl ate
is r epr es erffospting e grrond magras subsanpialix simiiar tq thfirg fmag, andotierise WheR o
wi thin the respect i \aeledst dh&tnretrieved set of as@it@icbardinutes sfaPrimen referanerstgmantisigese

port ions bei ng of t%am &isgigbgs?ms ﬂEtﬁ?Qﬁ%g%n{s%{d%gﬁéh queue a set of
t enpl at es; f) novi ngegeach ref erence tenplate to

its correspond 16 gb eagspciﬁwpttrqixaﬁ? of pfirst primary reference ment-sized area corrwsm ¥4 n g, in
the nenory as a ref exghighesfviedifeatioh ivgpomse sdlucistated| incsaip best matah qudue, and retumning to each

espective first sel %ghw,rﬁ@omm;&émgemagemwu nd? SblthoRMly similar

correspondi ng to sai . rimary reference tenplate is designated as
a primry reference ‘%@@%W%ﬁﬂdg\ﬂé“?%‘?gﬁheéwgpmm nmost uni que portion
corresponding to a particular one of said plurality of said secondary

reference tenphates is dqgi Ntk pldckssthg Bstet dr o 7 a it ShaSeUOMPHRE ¥ first
ref erence Segnent S,

0. ) . - h) stor.ing.a. set of.
coordi nate positi onsp??‘B‘Tl“Ye“zSE‘ﬁds&f‘d%sé‘i%ﬂﬂéﬁ‘ﬁm?pé‘f‘%graé‘ﬁ)@édpsmmy oFpixels t%%’éfffﬁ‘ﬂi s
relative to said priifithe imape e sebstantiallyaigitensaid; systeedoniprisiag:er ence file in the
menory, scanning rdehnk £ @dqhifthg \8e Mistlafid B8 BREmAERA CONPri sing
the pixels of the first inage W thin said primary reference
segnent and said plurality of "SBFHEEF i FEPRAREE segnent s

(j) acquiring t2he second i nageontrolmeans, connectedto said scanning meansand said memory means,
operable for:
causing said scanning means to acquire the first image;
defining a plurality of adjacent reference temiplates positioned
over a substantial portion of the first image, wherein each of said reference templates
25 encloses a different portion of the first image;
designating one reference template of said plurality of reference
templates as a primary reference template, and all other reference templates as secondary
reference templates;
defining around eachof said referencetemplates, a corresponding
30 individual first selection area centered on each reference template, each of said first
selection areas being larger than its respective reference template;
determining a best position for each reference template within
said corresponding first selection area, wherein said best position of eachreferencetemplate

is representative of a most unique portion of the first image within the respective first



- 20- (k) defining a first search area over a
substantial portion of the second | mage; (D)

retrieving, éﬁ@%wd reference file in the menory, said peruses/iMagsTary
reference se At and said plurality of secondary reference segnents;

(m conparing said primary reference segnent with_all primary reference 5
segnent -si zed portions of the second inmage within said fiTst—search area to

determ ne a . location of a closestmatch'b | rimary
reference segnment and a |ike-sizedportion Wﬂl&éﬂ'm”mge
wherein said |ike-sized portion is designated as a*cl®os uiTEN I

portion; (n) posi®¥oning the prinmary ré&ference

segnent at said at |east one closest 10, . tch Locatio '
plurality of second#%@%@r%ﬁ&’é“g‘é@%ﬁ??“?ﬁ‘é?{%%sf sézé?:%tﬁf spcﬁaggefaaﬁed

I n accordance wth samgltaet of coordinate positions of each said secondary

ref erence segnent rel atiVglifh sRh JefténcdTRinglate &b Gfs QRRGpERELETBEAL ;
(o) defining a plurality of second search area tenplates, each second

search area tenpl at eP%B™ espondi ng to each of said secondary reference
segnents, each 35 second seastetingaincaid rempry ateens sep FFrmenfle theguesh of

each said correspondjp g&&&%@ X respective first selc@iof hr8d) G/Ber&E QEBIGH Sthique portion

(p) conparing each secondary reference s W secondar

| egnent th.all
ref erence segnent - si YEEPRYINE toofid RGmany feferenke. pplact f?a‘gs‘ V\tnec%’ﬁiarf’ﬂa ryfem‘_"c
correspondi Ng Secondsegment and whersie eaciciostimnisme pagtiod cqresspaRding t2 pesisplanppg ffsaid
position for each Se&m&‘)ﬁaﬂ &éoﬂ&@}ﬁﬁcﬁamysisﬁésfgmﬁaﬁglmﬁty of said keSondary

correspondi ng second search area to obtain a plurality of best match
portions of thet® references®®SMY | mage corresponding to said plurality of
secondary reference segnments; storing, in reference file in said memgqy meersi HsHPia

verification area CogpfdualePokitih eachQf sdchidar§ 26F6RCe JefHiRGE relative to said priindri N
said closest match portion and said plurality of best-match portions; and
(r) conparing said r FFEPERTEEY ea to said verification area to det erm ne 25
a total response value, said total defnnsamfwenceateyeomprsingge pixeli of te fistdmage t he

degree of sim | ity within said primaky) SdfeMAE degdRhtdnd sl FIGRINE 6F stbrfiary Refeetnceigthents;
verification area. causing said scanning means to acquire the second image;
defining a first search area over a substantial portion of the
second image;
retrieving, from said reference file in said memory means, said
20 primary reference segment and said plurality of secondary reference segments;
comparing said primary reference segment with all primary
reference segment-sized portions of the second image within said first search area to
determine a location of a closest match between said primary reference segment and a
like-sized portion of the second image, wherein said like-sized portion is designated as a
25 closest match portion;
positioning the primary reference segment at said at least one
closest match location and said plurality of secondary reference segments over said second
image in accordance with said set of coordinate positions of each said secondary reference
segment relative to said primary reference segment;
30 defining a plurality of second search area templates, each second
search area template corresponding to each of said secondary reference segments, each
second search area template being centered on of each said corresponding secondary

reference segments;



2. The nethod of claim1, further conprising the step of:
(s) after said step (r) conparing said total response value to a

predet erm ne‘g,0 %@ t hreshol d, and when said total response val ue exceeds
said 30 r? ® ermined total threshol d, acmhe‘m"ﬁ%ge as

sEbstantlglly srmlalrjtothe o _f:lrst |manmﬂm mlmrwrse Lej]ectlng
itrrgg?con i mge as being not substantially sim " "””"t e first

-21- 3. The net hod of claim 1 further corrprl si ng
the step of: (t) after said step (a) but before said step (b),
filtering the first inage to renove at | easd7-signal noise and

brightness variations therefrom - 4, The net hod of

claim1, further conprising the stewpgingeachspcondaryaeferengt sdgmaantyith alisecondary ( a)

but before said stepfe{emwséghaﬁ-gxkealp&qo& RE the 8&MAAmhdIREBin| ifd c@&e@ﬂ»ﬁ&iﬁgn&@onwth a
pr edefi ned nar | §at| 0 The

met hod of claim 1, fsl‘]?'fhﬁ'é??m oliis e %‘Fﬁ@‘ﬂ“ﬂ%?s‘g‘fnéﬁ °6°1““°‘(’\93’“§f°{°&‘i“=§§r*tﬁwglt"ép
(j) but before said itstcopesgording se¢ohd ssarthageattdebtairex pivrelity pfthget magh petimw of the | east

signal noise ang  second imagd¥oir@ithBHSS satdBietity (RRorddb}S Fefdrdnb Tk gn&l&s
6. The nmethod of clalmb, f%r@{:owﬁy Si n?k*t?he ste (w) after
said step (v) but beforel ﬂ‘é’f’gﬁ”’("ﬁ)”e B‘i“ﬁ&?‘?gz? éf‘ffH%"' Lt
i mge in accordance imageiwithinsriéclestst mech portion and said pligelitaef tesirathpdriivngshol d.
7. The nethod of cl a' m 1, wher @ddﬁaxﬁgisdxd%f@@ncé‘%Qeaﬂ&”s&!i‘%nfﬁ%l?ralé‘%é the
st eps of : éx or taach of said, reference terﬁp

Tesponse value, said total response value being indicative of the degree

10 of similarity between said reference area and said verification area; and
comparing said total response value to a predetermined total
threshold, and when said total response value exceeds said predetermined total threshold,
accepting the second image as substantially similar to the first image, and otherwise
rejecting the second image as being not substantially similar to the first image.
15



15 (1) for each reference tenplate-sized area in

said corresponding first search area:

(A) defini ng, 9({356r0espondi ng second sel ection area center edcPirses/14465 a
reference teﬁ%ﬁ% e-sized area, said jsegopnd selection area being |arger than
said reference tenpl ate-si zed area; 20

(B) conmparing a set of pixels of said first plurality of pixels that

are encl osed by said reference tenplate-size area to other sets of pixels
of said first plurality of pixels that are enclosed by each of a
plurality of other reference tenpl ate-sized areas within said
second search area to determne a plurality of response function val ues
for said reference tenpl ate-sized area, each response function val ue of
said plurality of 25 response function val ues being representative
of , .and proportional to, a degree of simlarity et ween said
reference tenpl ate-sized area and adifferent one of sai deplurality of

ot her ref erence tenpl ate-sjzed areas, wherein a ower response
function value is representative of a | ow degrege of simlarity,

and a hi gher response functi on ue is representat (we—9f a . high
degree of simlarity, and wherjein p nmaxi nrum val ue of a fesponse function is
unity; 30 uy (O detefr#dniing a uni queness
factor of said reference tenpl a§e- si zed pr®alin accordance with
a follow ng expression: iy a uni queness
factor = (1-RF H GH) 2 Wt dbn|RF HGH is a

hi ghest response function vaILegpf said pliurglity & of response
function val ues; and P =

| Q2p-

(2) storing the pesition of aj|refegrence té¢npliate-sifged grea having

a hi ghest uni queness factor as a best-mat¢h pgosition for said reference
tenpl ate. Q)

[

L

IMAGE SCANNER
CONTROL UNIT
3
. 4
MEMORY

14/
12/

10
16



8. The nethod of claim 7, wherein said step. (x) further conprises the

st eps of: 5 (3) determning a
reference threshold value in accordance with a foll ow ng

expr essi on: WO 99/04360 reference tREEYSWIMGGal ue =
RF_H GH + A(uni queness factor),

wherein Ais a predefined threshold €ofs®ant. 9. The

met hod of claim8, further conprising the steps of. 10

(y) after said step (e) and before said step (f), determning a total

t hreshol d valQwyg by one of: determ ning a weighted average of said reference
t hreshol d . val ues obtai ngd at sai g step (XX3)q) and determ rgng a
mean of sai dQDaference t hreshol &% Yal ues obt&ned at said $2ep

(x)(3); and (z) jafter said gtep (h) and bgefore
said step (1P~stor|ngvsa|d tot% thresho/d 15 /éal ue in sai d[

reference file in the nory 10, Thée method Hf claim
1, further conprising fhe stips of Q.aa) af {er
said step (a) and befqgre saifdSssdy|(j )=2a&uifing r@' uger

additional identifyrmgdgta r;ér.z;i ng2s& d use @sonal igetﬂrgu-l cafion
code; and -~ T X Sstpri 1g,_,'s‘a|g dpi ti g %
identifying data if, afd ass;gi'% Ng sg)(s 20 D:@ il pnal |&Ei{@ﬁy| ng
data with said ref ¢rgn&e |fil l@t‘%m_[ Cl— 285 | £ The
met hod of claim 10} W& din %i\ <lep a) Q:orrp'i‘s,@% 5t ep OE ‘E |J
randonl y sel ecting|addiy i onaﬁ*‘gi {ifYyiengs daf a :@Iginsi g sai Jusegp
personal identificgtion Sihaede|3 o O ol 2. _g'gaa"hm hod
of claim10, further—conprisj@actde st 2ps 8@ EQ

(cc) after said step (k) and <bef0'rE Sé (L ééaw ry ng
identification code froma u Kin icatian of the s Le

bei ng substantially simlar to the first image; and

identification code and said personal identification code stored ijn said

reference file in the 30 menory, and when a match exi sts proceediwg
to said step (1), and otherw se rejecting the ®© second i ngge as
bei ng not substantially simlar to the first inmage &d termnatin the/
conparing process. 13. The nethod of g¢laim 10,

wher ei n sai;g;additiong i dentifyging data @urther ogQpri ses at
| east one of+ said user's personal information and An inage o%%igﬂ ﬁl%r
/ EEE W
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- 23- 14. The nethod of claim11, wherein said 'pri mary

reference segnent is of a predefi ned segnent resolution, further
conpri si ng Havenies Of: (ee) afper/usmigaést ep (1)
and before said step (m, reducing the inage resol ution of the

second i mage and said segnent resol ugigngf said primary reference 5
segnent by a predefined resolution factor, and

(ff) after said step (n) and before said step (n) increasing the inage
resol ution of the second i mage and said segnent resolution of said primary
reference segnent by said predefined resolution factor. 10

15. The nmethod of claim2, wherein said step (m conprises the steps of:
(gg) conparing said primary reference segnent wth eachyprimry '
reference segnent-sized area having a set of @ssoci ated?coordi nages in said

first search area to determ ne a predeterm ned, anount hi ghest
verification response values and said Z/d associ gfed coordiggtes of
correspondi ng particul ar reference segnemt=5rzrpd areas, —gach
verification response val ue being representatiye of, gnd havfﬁdSé%nagnitude
proporti onal to, the degree] of piXlality Qgs%een s i mgry
reference segnent and a corr &pondi ng o' partigtal pri heflerence
segment - si zed ar ea; AN g & | (hh) Wt {ng, PrSahedt
match queue in the nemory, sarx i e d & 2afrount % 8igest
verification response val ues in di?g ofeeter dﬁjﬁa;ﬁffuggcaﬁdzto
storing said sets of associ atedcjo® dj natps Wf paid Q§nti:ula ﬁ&fﬁﬁr

. S ! .
ref erencesegnent --si zed thatégach co ﬂe%@o1d t)ﬁ@sggr ijcul ar
verification response val ue of s@aid predet g m hed ;06' i afguBt b
hi ghest verifjcation response v 2 & pher e@nBsati d st ep
(n) conprises the steps of: wili) @tgigvirgfrom
sai d best match queue a set of associ at ed—coordi nat-es—25 of—a—First
primary reference segnent-sized area corresponding to a hi ghest i
verification =2
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response val ue of said predeterm ned anount of highest verification

response val ues;

(jj) positioning said primry

reference segnent at said retrieved set of associ at ed ﬁ? rgli nat es
over sai d swooemo43soRgE; (kk) po%ch%/i?Ofﬁ sai d
plurality of secondary reference segnents over said 30 second i mage
in accordance with said set of coordtnht? positions of eachssaid secondary
ref erence , and wherei RCsa(d qtep (s)
conpri ses |tRe,st gp of - @9 T (1'l) conpari ng
sai dt ot al fespEg8Nns aprﬁdﬁt egm’ egt®t al k hreshol d, and when
said total -E%Qg v%J %e excelgggﬂs id p'b?gegerm ned t ot al thﬂeshol d,
accepting| ;7 § - S 0 8=
- 24- e Sy $egbEd |i mdg 8$L'5Hubst°g'na>i.al
i mage, and @th@ i s¢ ehEn |at, [l §agttdne,! &5 |
associ at ec §&r§' te§ 8 |a Qr(bhﬁrm refles eficg
in said be 'g% quBe, (retirkegi®d f riom gegd
associ ateq € § o cQLdifnatje BfEH filr StEP&irary referen
area corrgdsBo®dfng fo a ndxt [hBgBest| 5 E S5 Vverification
sai d preddtar@in : t’@gﬁest ver&f"cat | On response
and retunir@?o id sttep\(jjl), and Jot Herwse Kkejecting th
bei ng not — Iy Si.H|gl-—(—e—{—Je\fil‘St i mag
t he conparingj proc 16. QThe met hod
wher ei n sai 5t ep <M prigses tlle steps of: &
(mm conpaﬁ ng said ryreferghce segnment with eactRprimjy 10
ref erence Segfrent-sized area having a set of associated®coor ates in said
first search @rea - to-determ ne—a—pl uratyy of YerifAcaXion
response val ues aid sei d Jasqdogi at ed cdogdi nfat gsgof Logrgspondi ng.
particular reftere @gﬁﬁent -8iBeg farda®, dach ®erificati geg se val ue
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bei ng representative of,
of simlarity

and having a

magni t ude proportional to, the degree

between said primary reference segnent and a
correspondi Rgopedsbsocul ar primary reference 15

segent pcI/aSenM6Ea;

(nn) conparing each verification response value of said plurality of

verification response val ues to a pr
t hreshol d, and

verification r s,pc'é’zlse val ues tha have exceeded
verification r¢sg@se [threshol d

storing said s t%'gw g i

reference seg r& qd

Sd gr m nedverification response

al |
sai d predeterm ned
endi ng order of magnitude and 20
res of said particularprimry

t match queue in the nenory,

Rg’ t hat each correspond to a particul ar

E
verification r st@‘w% determ ned verification
response thres Gitlgr ul il ehurality of @
verification r =S|V e Bem'sa'db'reje erprned veri Nfcation

om .
response thres In sail t match queue in the

&iriavé riexh VE
and-asBocldated VR

menory, a high iff i cati of se val ue and 25 et of
associ at ed g‘oo feq\of a pa . ar primary reference se nt - si zed
ar eas rFesgording to {d hi ghest verlfg;catlon r eSponseg8val ue;
wherein sai ¢ st n) jcohpri ses tfie steps of: N
(00) retrieli ngfromdai & best maych queue a set associ at ed cogf di nates
of a first_prinarylrefer&ce segment-sjzed area Lorresponding t hi ghest
verifi catijons 3( response vajue sgored i d be¢st rratd:h; gudue;
(pp) positi(ﬁiirg Sﬁlg i mary refexence seg"rg.r&o;at-‘?.sald retig @ed set of
associ ateq &ordijnatesOver saif segoAd i mapgR o G W0| 98y &1360
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(qq) positioning said plurality of secondary reference segnents over said
second image in accordance with said set of coordinate positions of each
sai d secondar ref erence segnent; and

wher ei n sai dwét%’B“P%) conprises the step of: 5 PCT/US98/14465
(rr) conparing said total response value to a predeterm ned total

t hreshol d, @nd when said total responge/vgl ue exceeds d
total thregold accepting the second iQuape §5_sybst@nti alfl y
simlar to the first;)hmage, and ot herw se when © g-sa ol agt dne
unretrieved\set of asSsoci ated coordinates of a prinma r c8 Y

(L]
segnent - si : area renmains in said best t hﬂﬂeﬁe‘%%
retrieving} fEom sai est pgtch queue a set of 10 §§3§§08i t eq
coordi nate @f a firldt pri@ry reference segnent-sized ar@d c®rredpdndijng
to a S next highest verification response Malue stored in gaid

best match @?meue, and retyfning to Nsaid step (bp), and

ot herwi se fr & efting e cond i mage as being n& substantiakly sinflar

to the firjs€sijmge aphg termipating the co ri process. ~ 15

17. A procesp&ng gysfem for conpa/i first emg isfng a

first 1EU.é ity of pixels second i Mage ihg a

second p of R KEley t determn [ are

subst antli i | afee Bagd@gystem c )

scanni nd m@ms fpr afBERrERg[theSfirs cord | X

menory rneags.g or tor'l:% Lat and bnt r ol

nmeans, cqu sa§ ssanhi ngneans a menor ymean

oper abl 48 <= canni ng

neans tc%% thel Tirst_imge; - 2 5

defi ni nd & ity of pdjacent reference tem)Lafu’eg

over a s%):g portipn of the first inmhge, ErEi

referend® & 25 encl osesfa d Erg:g rtijon of} tane} first

imge; |8LT o £e8i8ndli ng one ref ence

t enpl at ¢Wig &ai p@raligy of reference 2 @ 2 t enpl at es |aR

primrylre nde tenplate, and all other [efef&n ez‘t'-el [ates as's ndary

ref er enc tes; S 88 3P| o defin

ar ound ddr ef er erﬁceterrpl ates, a coRespangrwgln: &30 W

i ndi vidual flirst selectijon area centered o eazg EN tenpl 4t e, Jeach
3

QL @
- =

ofRE.

E

of said firgt - sel@ction areps b r% €r than its
respective feferefce tenplate; © S Z?‘,
determ ni ngla besj positjion for/each referfenceltenplaté wthi'n
sai d correspondjfg first} sel ecfion area, A d sitigh of
eachrefe | at e i's represengative of ajnpst unique
portionfog Lhe flirst inggg V\?gtﬁin the respectivegfirs
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WO 99/ 04360 | - -26-
sel ection area, said nost unique portions being of the sane size as the

respective reference t enpl at es;

movi ng each W@p¥Madce tenplate to its correspondi ng best PCT/USIBI14465
posi tion; 5 7 7 9 storing, in said meppry
neans as a reference file, the nost uni que portion of gach

respective fji et segectlon area, wherein the nost unique portion
correspondi g-go sard primary Referendf)tenpl ate is designated as/é pri mary

~reference

segnent Sand mmu n each nost uni que_porti
correspondi g'go a particular pne of said © plufaligy of saild
secondar yr eflegkngcet enpl at esi s/ desi gnat@l as a pl uraNrty of | saia $agond ry
10 ref e ghick segnenfs: LL %}3% t orilng,
in reference I'Tlfe i Nsai Jlgnar@ry means, ~a set ' -g,luicggdl nat e
.. N . o .
positions of each of‘*seca‘qmﬁrg re¢f erence se ntsXrel ative t-ﬁs%gg prifary
reference segngnt; ~£9 - defRiEng 3 8
reference @rea conprisin §é2p¢ elsoof t €n g %.Lu S
within saild @imarl refef rmeg%gmmt o & \c§"
ref erence ts 2%y Cags8ng GaRd
scanni ng nes §o Acqui r gt ®eéEsegond i nage; © §a o
defining o §i¥: osparch pBel Svel a substant ortion of| t8a, D &
second i ne@®E 8 o Y retri eji@de, Ppgm smid
reference QI 2R Faid neprery—eans, said 20 pr r% %eﬁere ce
segnent a %l%ﬁ) urality ol secondary refererjce segnent sj >
conpari ng sgiéi_@rrj‘rrary refergnce segnment with gll primry
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B E -
S -
tex $3
® O —_— - D
S S 8 E
SSIE
8 NE5E2
S ¥ S 012 «:"Ll
m"a‘_&ll
! SR 1
-~ =9
© ® ¢ Sgo:
® S S2 £ @9 ® S
NS g ® =4 o
?8 S ScSp® b
“Eg = Es55%g
0l 19 Lo 885 F ]
x= L 2R %g ‘QISEEQ.S ©
E.Eﬁ > USSP A
BB o 2 uesS 598 < o
SExr o s = 15 l=Q08 £
oSN =G =529 N] =8
<. Eaq o@ O S Q s 3
S 8 8 E S @ W5
Q< SE @ © a
£




ref erence segnent-sized portions of the second image within said first

search area to determine a | ocation of a closest match

bet ween sai dwkydojgiidy ' €f erence segnent and a kbjlf - S

portion of the second i mage, wherein said |ike-sized portio @sgdéé? nat ed
as a 25 cl osest match portjon;

positioning the primary reference se ft9at said at |east one
closest match location and said plurality of segondary reference segnments

over said second N image in accord@nce with said set of
coordi nate posii\ions of each'®ai d secondary refgrence —
segnent relative'to said pringry reference segnemn; S 439:

search area tenpl atds, |eachh sedqond

defining a pl u:@'i ty o secon
search area te ate c@rresponding to each of said se¢opdary deference
segnments, each L sdcond search area tenplafe|b® g centered on
of each said correspond\ng seconyary . reference segnents; '
-27- I N 7 conparing each secondary reference
segnent with al | | secondar rief erence segnent-sized portions of the
second image within its cdyrespondi ng second Sear-eh to
determ ne a besti mat chpostt+oe for aach secondarly Qe egeﬁc% ;s'g;}nt W thin
| fib

its correspo;&el-i—nb—-s-ee—o-md—sear.ck areajto obtain a jplurhlit s mat
portions of the 5 secord |i mage lcorrespondi nPdo sai d el yral jjty of .
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determ ne a total response value, said total response val ue being

i ndi cative of the degree 10 of simlarity between said reference area
and sai d veryd doiakdoon area; and PCT/US98/14d65Par i ng
said total response value to a predeterm ned total t hreshol d, and

when said total response val ue exceegs /sgi d predeterm ned total threshold,
accepting the second i nage as substantially simlar to the first imge, and
ot herw se rejecting the second i nage as being not substantially
simlar to the first imge. 15
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