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AUTO-TUNING OF RULE WEIGHTS IN PROFILES

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application is an international application which claims the benefit of U.S.
Application No. 16/926,535, filed July 10, 2021, which is herein incorporated by reference in

its entirety for all purposes.

BACKGROUND

[0002] Resource providers may generate rules that are applied to access requests. The rules
can, for example, prevent fraudulent access from occurring. Over time, the resource provider
may generate hundreds or thousands of rules. For example, a rule can be generated for each

type of fraudulent access request.

[0003] A rules suggestion engine may suggest a profile of rules to a user for recognizing
fraudulent access requests. A classification system can use the rules to classify access

requests, for example by forming a profile score based on weights associated with the rules.

[0004] Typically, users may assign the weights manually, based on knowledge and
experience. Users may often guess at suitable values for the weights, which can lead to
inaccurate results, e.g. false negative or false positive classifications. Accordingly, there is a
need to optimize the weights automatically for each rule, and/or to optimize a profile score
automatically for the rules, so as to improve accuracy, ease of use, and consistency of

classification.
BRIEF SUMMARY

[0005] A rules suggestion engine can suggest a profile of classification rules to a
merchant for access requests. The rules can be used collectively to determine a profile score
in order to make an access decision for the access requests. Weights for rules in the rule
profile can be optimized using a cost function based on a training set of historical access
requests. The disclosed system can considerably improve the classification accuracy using

the rules (for example, by optimizing a probability of correct ranking).
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[0006] In an embodiment, an access system can receive a set of historical access requests
for a set of resources. Each of the set of historical access requests can comprise access data
identifying a resource of the set of resources and including requestor information of a
requesting entity and an outcome label regarding a validity of the access request. The system
can receive a rule profile comprising rules that are triggerable by the access data. The rule
profile can define a profile score based on weights of rules that are triggered for an access
request and can specify access classifications of providing access to the set of resources

managed by a resource computer based on the profile score.

[0007] The system can optimize, using the set of historical access requests, the weights for
the rules of the rule profile using a cost function that includes the access classifications of the
set of historical access requests obtained using the weights. The cost function can include
penalties for false positive classifications and false negative classifications relative to the
outcome labels. The system can receive one or more classification thresholds for the rule
profile from the resource computer or use a default threshold or other values determined

internal to the access system.

[0008] The system can receive a current access request including new access data
identifying a current resource and including current requestor information of a current
requesting entity. The system can compute a current profile score for the rule profile based
on the optimized weights. The system can use the one or more classification thresholds to
determine a current access classification for providing access to the current resource. The
system can process the current access request in accordance with the current access

classification to provide a specified access to the current resource.

[0009] Other embodiments are directed to systems, devices, and computer readable media

associated with the methods described herein.

[0010] A better understanding of the nature and advantages of exemplary embodiments
may be gained with reference to the following detailed description and the accompanying

drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1A shows a resource security system for authorizing access to resources, in
accordance with some example embodiments. FIG. 1B shows a system having a rules

suggestion engine, in accordance with some example embodiments.
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[0012] FIG. 2A shows an example computation of a profile score for a rules profile, in

accordance with some embodiments.

[0013] FIG. 2B shows an example presentation of a profile score for a rules profile, in

accordance with an embodiment.
[0014] FIG. 2C shows example rule actions, in accordance with an embodiment.
[0015] FIG. 3 shows an example receiver operating characteristic (ROC) curve.

[0016] FIG. 4 shows optimization of rule weights based on a cost function, in accordance

with embodiments of the present disclosure.

[0017] FIG. 5 shows example optimized rule weights, in accordance with embodiments of

the present disclosure.

[0018] FIG. 6 shows an example of optimized rule performance, in accordance with

embodiments of the present disclosure.

[0019] FIG. 7 is a flow diagram of a method for optimizing weights for a rule profile, in

accordance with embodiments of the present disclosure.

[0020] FIG. 8 is a flow diagram of a method for adding and deleting rules based on

stepwise regression, in accordance with embodiments of the present disclosure.

[0021] FIG. 9is a flow diagram of a method for adding and deleting rules based on a

decision tree, in accordance with embodiments of the present disclosure.

[0022] FIG. 10 is a high level block diagram of a computer system that may be used to

implement any of the entities or components described above.

TERMS

[0023] Prior to discussing embodiments of this disclosure, description of some terms may

be helpful in understanding the embodiments.

[0024] A “resource” generally refers to any asset that may be used or consumed. For
example, the resource may be computer resource (e.g., stored data or a networked computer
account), a physical resource (e.g., a tangible object or a physical location, such as a
building), or other electronic resource or communication between computers (e.g., a
communication signal corresponding to an account for performing a transaction). Some non-

limiting examples of a resource may include a good or service, a physical building, a

3



10

15

20

25

30

WO 2022/011181 PCT/US2021/040950

computer account or file, or a payment account. In some embodiments, a resource may refer

to a financial product, such as a loan or line of credit.

[0025] A “resource provider” may be an entity that can provide a resource such as goods,
services, information, and/or access, e.g., to a computer or a building. Examples of a resource
provider includes merchants, access devices, secure data access points, etc. A “merchant”
may typically be an entity that engages in transactions and can sell goods or services, or
provide access to goods or services. A resource provider may operate a computer to perform

operations, which can also be generically referred to as a “resource provider computer”.

[0026] The term “access request” generally refers to a request to access a resource. The
access request may be received from a requesting computer, a user device, or a resource
computer, for example. The access request may include authorization information, such as a
user name, account number, or password. The access request may also include and access
request parameters, such as an access request identifier, a resource identifier, a timestamp, a
date, a device or computer identifier, a geo-location, or any other suitable information. The
access request may be an “authorization request message,” which may be an electronic
message that requests authorization for an interaction. In some embodiments, an
authorization request message can be sent to an authorization computer and/or an issuer of a
payment card to request authorization for a transaction. According to some embodiments, an
authorization request message may comply with ISO 8583, a standard for systems that
exchange electronic transaction information associated with a payment made by a user using
a payment device or payment account. The authorization request message may include an
issuer account identifier that may be associated with a payment device or payment account.
An authorization request message may also comprise additional data elements corresponding
to “identification information™ or “user information™ including, by way of example only: a
service code, a CVV (card verification value), a dCVV (dynamic card verification value), a
PAN (primary account number or “account number”), an access token, a user identifier (e.g.,
user name), an expiration date, etc. An authorization request message may also comprise
“transaction information,” such as any information associated with a current transaction, such
as the transaction amount, merchant identifier, merchant location, acquirer bank identification
number (BIN), card acceptor ID, information identifying items being purchased, etc., as well
as any other information that may be utilized in identifying and/or determining whether to

authorize a transaction.
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[0027] The term “access data” or “authorization information” generally refers to
information about a user and/or a device that is making an access request for a resource. The
access data may be used to determine whether to grant the access request, e.g., as determined

by an access server or an authorizing entity (server).

[0028] An “access response” (e.g., an authorization response message”) may be a message
that responds to an access/authorization request. In some cases, it may be an electronic
message reply to an authorization request message generated by an issuing financial
institution or an authorization computer. The authorization response message may include,
by way of example only, one or more of the following status indicators: Approval —
transaction was approved; Decline — transaction was not approved; or Call Center — response
pending more information, merchant must call the toll-free authorization phone number. The
authorization response message may also include an authorization code, which may be a code
that a credit card issuing bank returns in response to an authorization request message in an
electronic message (either directly or through the transaction processing computer) to the
merchant's access device (e.g., POS equipment) that indicates approval of the transaction.

The code may serve as proof of authorization.

[0029] The term “access rule” (also just referred to as a rule) may include any procedure or
definition used to determine an access rule outcome for an access request based on certain
criteria. In some embodiments, the rule may comprise one or more rule conditions and an
associated rule outcome. A “rule condition” may specify a logical expression describing the
circumstances under which the outcome is determined for the rule. A condition of the access
rule may be involved by an access request parameter based on the parameter having a
specific parameter value, based on the parameter value being within a certain range, based on
the parameter value being above or below a threshold, or any combination thereof. An
“access rule” may include a fraud rule. Exemplary access rules may include thresholds
which may trigger such rules. For example, an exemplary access rule may be “flag for

review If there are more than 10 items in the order.”

[0030] An “access rule outcome” of an access rule may represent an outcome determined
by that rule based on one or more conditions of the rule and the parameters of the access

request. For example, an access rule may provide an access rule outcome of either

3 ¢ 99 <

“monitor,” “reject,” “accept,” or “review,” when its conditions are involved by an access

request.
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[0031] The term “access request outcome™ (also called “access decision™) may include any

determination of whether to grant access to the resource. The access request outcomes may

9 99 ¢

include “monitor,” “accept,” “reject,” or “review.” In some embodiments, an access request
outcome for an access request may be “reject” if any of the access rules have an access rule
outcome of “reject.” In some embodiments, an access request outcome for an access request
may be “accept” if any of the access rules have an access rule outcome of “accept,”
regardless of any outcome being “reject.” An access request outcome of “accept” may cause
the access request to be granted. An access request outcome of “reject” may cause the
access request to be denied. The “review” outcome may initiate a review process for the
access request. In various embodiments, other outcomes or other meanings of these

outcomes may be used.

[0032] The term “outcome label” may refer to an actual outcome of an access request, such
as a historical access request used as part of a training dataset. The outcome label might or
might not be consistent with the access request outcome (i.e., it might be fraud). Example
outcome labels are that the access request was valid (e.g., authentic request from suitable
user) or invalid (e.g., fraud/malicious). Information can be provided about whether the
outcome label and the access request outcome were consistent, e.g., both identified request as

valid or invalid. Differences can result in false positives or false negatives.

[0033] “Authentication™ or “authenticating” may be the process of proving or verifying
certain information, and/or verifying the identity of the source of that information. For
example, a user may provide authentication data that is unique or only known to the user to
prove the identity of the user. Examples of different types of authentication data may include
biometrics (e.g., fingerprint, palm print, face recognition, iris and/or retina recognition, voice
recognition, gait, or other human characteristics), passcode, PIN, answers to security

question(s), cryptographic response to challenge, human and/or device signature, etc.

[0034] A “user” may include an individual. In some embodiments, a user may be
associated with one or more personal accounts and/or mobile devices. The user may also be

referred to as a cardholder, account holder, or consumer.

[0035] A “historical transaction database™ can include a database for transaction data for
many accounts (e.g., over 1000, 10,000, 100,000, 1 million, or the like) and the transaction
data can be permanently stored in the database. If data is purged from the historical

transaction database, it can be purged after a long period of time (e.g., transactions over 1, 5,
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10 years old, etc.). The historical transaction database may utilize disk storage of the same
device as a cache, or local and/or disk storage of one or more devices that are remote with
respect to the device providing the cache. Generally, the historical transaction database may

utilize storage that is not as quickly accessed as the cache discussed herein.

[0036] A “risk score” may include a value associated with an amount of risk. In some
embodiments, a risk score may include an arbitrary designation or ranking that represents the
risk that a transaction may be fraudulent. The risk score may be represented by a number

(and any scale), a probability, or in any other relevant manner of conveying such information.

[0037] A “rule profile” may include a plurality of rules customized for a user. The
plurality of rules included in the rule profile may be used collectively to assess the risk of
access requests. In some examples, the rule profiles may be organized thematically, such that
the rules in a particular rule profile are collected based on themes or situations. Then a
respective user can access multiple rule profiles for different situations. For example, the
choice of a rule profile may be organized based on the type of access request for which the
rules are used to evaluate risk. A profile may refer to identifying information for different
types of access requests (e.g., transactions). Different types of access requests can include
different profiles. Further, profiles can include one or more rules that are associated with the
profile. A profile name can correspond to a type of access requests that often occurs for

resource providers.

[0038] An “authorizing entity”” may be an entity that authorizes a request. Examples of an
authorizing entity may be an issuer, a governmental agency, a document repository, an access
administrator, etc. An “issuer” may typically refer to a business entity (e.g., a bank) that
maintains an account for a user. An issuer may also issue payment credentials stored on a
user device, such as a cellular telephone, smart card, tablet, or laptop to the consumer. An
authorizing entity may operate a computer to perform operations, which can also be

generically referred to as an “authorizing entity computer”.

[0039] A “user device” may comprise any suitable electronic device that may be
transported and operated by a user, which may also provide remote communication
capabilities to a network. Examples of remote communication capabilities include using a
mobile phone (wireless) network, wireless data network (e.g. 3G, 4G or similar networks),
Wi-Fi, Wi-Max, or any other communication medium that may provide access to a network

such as the Internet or a private network. Examples of user devices include mobile phones
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(e.g. cellular phones), PDAs, tablet computers, net books, laptop computers, personal music
players, hand-held specialized readers, etc. Further examples of user devices include
wearable devices, such as smart watches, fitness bands, ankle bracelets, rings, earrings, etc.,
as well as automobiles with remote communication capabilities. A user device may comprise
any suitable hardware and software for performing such functions, and may also include
multiple devices or components (e.g. when a device has remote access to a network by
tethering to another device - i.e. using the other device as a modem — both devices taken

together may be considered a single user device).

[0040] An “access device” may be any suitable device that provides access to a remote
system. An access device may also be used for communicating with a resource provider
computer, an authorizing computer, or any other suitable system. An access device may
generally be located in any suitable location, such as at the location of a resource provider or
merchant. An access device may be in any suitable form. Some examples of access devices
include POS or point of sale devices (e.g., POS terminals), cellular phones, PDAs, personal
computers (PCs), table PCs, hand-held specialized readers, set-top boxes, electronic cash
registers (ECRs), automated teller machines (ATMs), virtual cash registers (VCRS), kiosks,
security systems, access systems, terminals, and the like. An access device may use any
suitable contact or contactless mode of operation to send or receive data from, or associated
with, a user communication device. In some embodiments, where an access device may
comprise a POS terminal, any suitable POS terminal may be used and may include a reader, a
processor, and a computer-readable medium. A reader may include any suitable contact or
contactless mode of operation. For example, exemplary card readers can include radio
frequency (RF) antennas, optical scanners, bar code readers, or magnetic stripe readers to
interact with a payment device and/or mobile device. Other examples of access devices
include devices (e.g., locks, gates, access control boxes, etc.,) that control physical access to
locations (e.g., venues, transit stations, homes, offices, buildings, etc.,) as well as software
devices that control access to data or information. In embodiments, the access device may be

configured to charge or recharge a user device via contact or contactless modes of operation.

[0041] A “server computer” may include a powerful computer or cluster of computers. For
example, the server computer can be a large mainframe, a minicomputer cluster, or a group of
servers functioning as a unit. In one example, the server computer may be a database server
coupled to a Web server. The server computer may be coupled to a database and may include

any hardware, software, other logic, or combination of the preceding for servicing the
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requests from one or more client computers. The server computer may comprise one or more
computational apparatuses and may use any of a variety of computing structures,

arrangements, and compilations for servicing the requests from one or more client computers.

[0042] A “memory” may be any suitable device or devices that may store electronic data.
A suitable memory may comprise a non-transitory computer readable medium that stores
instructions that can be executed by a processor to implement a desired method. Examples of
memories may comprise one or more memory chips, disk drives, etc. Such memories may

operate using any suitable electrical, optical, and/or magnetic mode of operation.

[0043] A “processor” may refer to any suitable data computation device or devices. A
processor may comprise one or more microprocessors working together to accomplish a
desired function. The processor may include a CPU that comprises at least one high-speed
data processor adequate to execute program components for executing user and/or system-
generated requests. The CPU may be a microprocessor such as AMD's Athlon, Duron and/or
Opteron; IBM and/or Motorola's PowerPC; IBM's and Sony's Cell processor; Intel's Celeron,

Itanium, Pentium, Xeon, and/or XScale; and/or the like processor(s).

[0044] The term “providing” may include sending, transmitting, making available on a web
page, for downloading, through an application, displaying or rendering, or any other suitable
method. In various embodiments of the invention, rule profiles, rule outcome frequencies,

and rule outcome disposition frequencies may be provided in any suitable manner.
DETAILED DESCRIPTION

[0045] A rules suggestion engine may suggest a profile of classification rules to a merchant
for access requests. The disclosed system can optimize weights for the profile of rules using
a cost function based on a training set of historical access requests. The system optimize the
weights using stepwise regression or other machine learning (ML) techniques. The system
can determine a profile score based on the optimized weights, for example by summing the
weights. The system can classify the profile score, e.g., using classification thresholds, which
may be done via machine learning (ML). The system can use a receiver operating
characteristic (ROC) analysis for various threshold values, enabling a user to select a suitable
threshold. The ROC can be used in the optimization as well, to determine weights that
provide optimal area under a curve for ROC. The system can further optimize by adding or

removing rules from the profile of rules.
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L RESOURCE SECURITY SYSTEM

[0046] A resource security system may be used to grant or deny access to resources. In
addition, the resource security system may implement access rules to reject access requests
having parameters indicative of fraud. For purposes of brevity, an access rule may also be
called a rule in the description. The resource security system may evaluate the performance
of the access rules based on reports of fraudulent access. The resource security system may
determine whether the rules are used and whether the rules continue to be applicable to the
system. If a rule is not used, then the resource security system can determine whether the

rule should be removed from the system.

[0047] A resource security system may receive requests to access aresource. The resource
security system may include an access server for determining an outcome for the access
request based on access rules. The access requests could include attempted transactions, and
the requestor information associated with the access requests could include a credit card
number, IP address, personal identification number (PIN), password, email address, shipping
address, etc. The resource security system may also include an access rule generation system
for generating and selecting the access rules. The resource security system is described in

further detail below.

[0048] FIG. 1A shows a resource security system 100 for authorizing access to resources,
in accordance with some example embodiments. The resource security system 100 may be
used to provide authorized users access to a resource while denying access to unauthorized
users. In addition, the resource security system 100 may be used to deny fraudulent access
requests that appear to be legitimate access requests of authorized users. The resource
security system 100 may implement access rules to identify fraudulent access requests based
on parameters of the access request. The access rules may be selected based on their

performance and their stability over time.

[0049] The resource security system 100 can include a resource computer 110. The
resource computer 110 may control access to a physical resource 118, such as a building or a
lockbox, or an electronic resource 116, such as a local computer account, digital files or
documents, a network database, an email inbox, a payment account, or a website login. The
resource computer 110 may be controlled by a resource computer user 111. In some
embodiments, the resource computer may be a webserver, an email server, or a server of an

account issuer. The resource computer 110 may receive an access request from a user 140

10
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via a user device 150 (e.g., a computer or a mobile phone) of the user 140. The resource
computer 110 may also receive the access request from the user 140 via a request computer
170 coupled with an access device 160 (e.g., a keypad or a terminal). In some embodiments,
the request computer 170 may be a service provider that is different from the resource

provider.

[0050] The access device 160 and the user device 150 may include a user input interface
such as a keypad, a keyboard, a finger print reader, a retina scanner, any other type of
biometric reader, a magnetic stripe reader, a chip card reader, a radio frequency identification
reader, or a wireless or contactless communication interface, for example. The user 140 may
input authorization information into the access device 160 or the user device 150 to access
the resource. The authorization information may include one or more of a user name, an
account number, a token, a password, a personal identification number, a signature, and a
digital certificate, for example. In response to receiving authorization information input by
the user 140, the user device 150 or the request computer 170 may send an access request to
the resource computer 110 along with one or more parameters of the access request. The

access request may include the authorization information provided by the user 140.

[0051] In one example, the user 140 may enter one or more of an account number, a
personal identification number, and password into the access device 160, to request access to
a physical resource (e.g., to open a locked security door in order to access a building or a
lockbox) and the request computer 170 may generate and send an access request to the
resource computer 110 to request access to the resource. In another example, the user 140
may operate the user device 150 to request that the resource computer 110 provide access to
the electronic resource 116 (e.g., a website or a file) that is hosted by the resource computer
110. In another example, the user device 150 may send an access request (e.g., an email) to
the resource computer 110 (e.g., an email server) in order to provide data to the electronic
resource 116 (e.g., deliver the email to an inbox). In another example, the user 140 may
provide an account number and/or a personal identification number to an access device 160 in

order to request access to a resource (e.g., a payment account) for conducting a transaction.

[0052] In some embodiments, the resource computer 110 may verify the authorization
information of the access request based on information stored at the request computer 170. In
other embodiments, the request computer 170 may verify the authorization information of the

access request based on information stored at the resource computer 110.

11
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[0053] The resource computer 110 may receive the request substantially in real-time (e.g.,
account for delays computer processing and electronic communication). Once the access
request is received, the resource computer 110 may determine parameters of the access
request. In some embodiments, the parameters may be provided by the user device 150 or the
request computer 170. For example, the parameters may include one or more of: a time that
the access request was received, a day of the week that the access request was received, the
source-location of the access request, the amount of resources requested, an identifier of the
resource being request, an identifier of the user 140, the access device 160, the user device
150, the request computer 170, a location of the user 140, the access device 160, the user
device 150, the request computer 170, an indication of when, where, or how the access
request is received by the resource computer 110, an indication of when, where, or how the
access request is sent by the user 140 or the user device 150, an indication of the requested
use of the electronic resource 116 or the physical resource 118, and an indication of the type,
status, amount, or form of the resource being requested. In other embodiments, the request

computer 170 or the access server 120 may determine the parameters of the access request.

[0054] While the access request may include proper authentication information, the
resource computer may send the parameters of the access request to the access server 120 in
order to determine whether the access request is fraudulent. The access server 120 may store
one or more access rules in an access rules library 122 for identifying a fraudulent access
request. Each of the access rules in the access rules library 122 may include one or more

conditions corresponding to one or more parameters of the access request.

[0055] The access server 120 may determine an access request outcome indicating whether
the access request should be accepted (e.g., access to the resource granted), rejected (e.g.,
access to the resource denied), or reviewed by comparing the access rules in the access rules
library 122 to the parameters of the access request as further described below. In some
embodiments, instead of determining an access request outcome, the access server 120 may
determine an evaluation score based on outcomes of the access rules. The evaluation score
may indicate the risk or likelihood of the access require being fraudulent. If the evaluation
score indicates that the access request is likely to be fraudulent, then the access server 120

may reject the access request.

[0056] The access server 120 may send the indication of the access request outcome to the

resource computer 110 (e.g., accept, reject, or review). In some embodiments, the access

12
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server 120 may send the evaluation score to the resource computer 110 instead. The resource
computer 110 may then grant or deny access to the resource based on the indication of the
access request outcome or based on the evaluation score. The resource computer 110 may

also initiate a review process for the access request.

[0057] In some embodiments, the access server 120 may be remotely accessed by a user.
The access server 120 may store data in a secure environment and implement user privileges
and user role management for accessing different types of stored data. For example, user
privileges may be set to enable users to perform one or more of the following operations:
view logs of received access request, view logs of access request outcomes, enable or disable
the execution of the access rules in the access rules library 122, update or modify the access
rules in the access rules library 122, change certain access request outcomes. Different

privileges may be set for different users.

[0058] The resource computer 110 may store access request information for each access
requests that it receives. The access request information may include the parameters of each
of the access requests. The access request information may also include an indication of the
access request outcome for the access request. The resource computer 110 may also store
validity information corresponding to each access request. The validity information for an
access request may be initially based on its access request outcome. The validity information
may be updated based on whether the access request is reported to be fraudulent. In some
embodiments, the access server 120 or the request computer 170 may store the access request

information and the validity information.

[0059] The access server 120 may include a janitor computer 180. The janitor computer
can be used to identify the rate of use of the access rules in the access rules library 122. The

Jjanitor computer can generate a report to assist a user in determining the usage rate of rules.

II. RULES SUGGESTION ENGINE

[0060] The disclosed system and methods may make use of a rules suggestion engine for
the purpose of suggesting a profile of classification rules for access requests to a merchant,
and subsequently may optimize weights for the suggested profile of rules, and compute a

profile score based on the optimized weights.
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A EXAMPLE SYSTEM

[0061] FIG. 1B shows an example system having a rules suggestion engine 15e according
to embodiments of the present disclosure. The system may be part of the resource security
system 100 of FIG. 1A. Further details of a rules suggestion engine are described further in
US Patent No. 8,645,250 B2, entitled “Rules Suggestion Engine,” which is herein
incorporated by reference in its entirety for all purposes. Rules suggestion engine 15e can
suggest a profile of classification rules for access requests to a merchant, and subsequently
may optimize weights for the suggested profile of rules, and compute a profile score based on

the optimized weights.

[0062] In this example, a plurality of merchants 17 and issuers 16 communicate with a
payment processing network 10 using a network interface 11. Payment processing network
10 also communicates with a central server computer 12 which includes a processor 13 and a
Computer Readable Medium (CRM) 14. A decision manager module 15 may be stored on
CRM 14 that provides fraud detection functionality to different users.

[0063] In an example, a rule suggestion engine 15e along with rules and profiles database
15a, fraud data database 15b, client profiles database 15¢c, and transaction data database 15d
(which may be a historical transactions database) are shown as part of decision manager
module 15. Decision manager module 15 is configured to generate fraud detection rules and
merchant profiles in a fraud detection system. Aspects of the decision manager module 15
are further explained in U.S. Patent No. 9,760,861, entitled “Fraud Detection System User
Interface." by B. Scott Boding and Cory H. Siddens, filed on April 27, 2012, which is herein

incorporated by reference in its entirety.

[0064] Merchants 17 may operate one or more client computers that are capable of
purchasing goods or services. In some examples, a user may be a merchant, an employee of

the merchant, or any other individual who has access to a client computer.

[0065] In atypical transaction, a consumer may purchase goods or services at a merchant
17. The merchant 17 may operate a Website running on a merchant server computer, and
may be an e-commerce merchant. The transaction order details for an order may be
transmitted to the central server computer 12 by the one or more merchants 17. The central
server computer 12 may process the transaction to determine if the order should be accepted

and processed, or rejected as being potentially fraudulent. If the central server computer 12
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determines that the order should be accepted, then the central server computer 12 may
communicate with one or more issuers 16 to obtain payment for the one or more merchants
17. If the central server computer 12 determines that the transaction is clearly fraudulent or
should be sent to a human reviewer to determine if the order should be accepted or rejected,
then the central server computer 12 may provide this information to the one or more

merchants 17 so that they may take the appropriate action.

[0066] For illustrative purposes, a certain number of components are shown in FIG. 1.
However, some examples may include more than one of each component. In addition, some
examples may include fewer than all of the components shown in FIG. 1. Also, although the
server computer 12 is shown as being outside of the merchants 17, it may be located within or

operated by the merchants 17 in other examples.

[0067] The rules and profiles database 15a contains different set of rules and profiles for
different merchants. Rules and profiles database 15a may contain core set of rules and rule
profiles specific to each merchant. New rules and profiles developed in response to fraud
patterns and in response to specific types of business needs can be stored on rules and profiles

database 15a as well.

[0068] The fraud data database 15b stores fraud data, e.g., statistics and desired transaction
attributes provided by merchants 17 and issuers 16. In one example, fraud data can be shared
between the merchants if it is consistent with privacy laws. For example, if merchant A is a
large electronics retailer and has a fraud profile A, it may be possible to share profile A or
aspects of profile A with a merchant B that is a small electronics retailer. Such retailers may
view fraud from substantially the same perspective and the profiles of such merchants may be

commonly used in some cases.

[0069] Different merchant profiles can be stored in the client profile database 15c¢.
Merchant profiles may include information about the merchant’s company, such as size of the

company, number of transactions per month, type of the company and such.

[0070] Transaction data database 15d contains historical transaction data from a merchant.
In another example, historical transaction data from other merchants may be used as well.
Historical transaction data may be used to generate custom rules for fraud detection based on
a user specified attribute. Transaction data may include data related to specific transactions,

and may include the type of goods or services purchased, the type of payment mechanism
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used, the quantity of goods or services purchased, the shipping address, the billing address,

and other information relating to ordering goods.

[0071] The default rule generator engine 15f can use data from the fraud data database 15b,
rules and profiles database 15a and/or client profiles database 15c, to generate a set of default
rules and profiles and to update previous rules and profiles. In some examples, each type of
business can have a different set of default profiles and rules. In an embodiment, the rule
generator engine 15f can use a decision tree to generate universal rules based on available

variables.

[0072] Because payment processing network 10 receives input from many types of
merchants 17, it can determine increased fraud patterns of particular like businesses as well
as current fraud techniques implemented by other businesses. With such information, the
rule suggestion engine 15e can assess the type of rules which may be beneficial to each type
of business based on a standard set of attributes and based on a specified attribute having a
correlation. Since each business differs from another, the rules can still be modified, if

desirable.

[0073] To modify fraud detection rules, each merchant 17 can login through a web portal
using a client computer to payment processing network 10 and set, remove, and modify rules.
The rules selected by each merchant 17 can be stored on the client profile database 15c.
Accordingly, each time a transaction is processed for a merchant by the payment processing

network 10, that merchant’s client profile can be utilized.

[0074] The rules suggestion engine 15e can operate in an any number of ways, depending
on the level of processing, input/feedback, and base client information provided to the
payment processing network 10 from both the merchants and other relevant sources, e.g.,
other card networks fraud reports, issuers, acquirers, etc. The rules suggestion engine 15e
can be utilized to generate a set of rules or one or more specific profiles for a user, such as a

merchant or other client.

B. RULE PROFILES

[0075] A “rule profile” may include a plurality of rules customized for a user, such as a
merchant. The rule profile may be designed to take into account the user’s particular or
segmented constraints, for example business constraints, acceptability of false positives and

negatives, or risk tolerance. A rule profile may also be referred to as a rule set. The plurality
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of rules included in the rule profile may be used collectively to assess the risk (e.g., risk
score) of access requests. For example, the rules in the rule profile that are triggered by a
respective access request can be summed with rule weights to obtain a profile score, as
described below, and the access request can then be classified based on the profile score. For
example, the profile score may indicate a likelihood or a risk of the access request being
fraudulent. In a typical embodiment, the rule profile may be obtained from the output of a

rule suggestion engine, such as rules suggestion engine 15e in the example of FIG. 1.

[0076] In some examples, a respective merchant can access multiple rule profiles for
different situations. The choice of a rule profile may be organized based on the type of
access request for which the rules are used to evaluate risk. Thus, an access request
belonging to a particular channel may be filtered and/or routed to a particular profile. In an
example, there may be channels for mail order, telephone order, and e-commerce, such that
when the system needs to evaluate the risk of an access request occurring in e-commerce, the
system may filter or route the access request to a particular rule profile for e-commerce.
Furthermore, if the rule suggestion engine is configured to handle a particular type or profile,
it may suggest rules to use for that type or profile. In another example, models may be

generated for an overall region, for example, the United States or European Union.

[0077] In some examples, not all the rules that are generated by the rule suggestion engine
are active. For example, the user may select which rules to activate, such as via a GUI input.
In another example, the active rules may be collected into a single rule profile. In some

embodiments, inactive rules can be aggregated, configured and/or tested in a collection.

C. COMPUTATION OF PROFILE SCORES

[0078] In an embodiment, the system uses the rules profile and rule weights to determine a
profile score for a given access request, based on which rules triggered for the access request.
The system can use the profile score in order to make an access decision for the access
request. For example, the profile score may indicate a likelihood or a risk of the access
request being fraudulent. In some embodiments, the system may make the access decision by

comparing the profile score to a threshold value.

[0079] FIG. 2A shows an example presentation of a profile score for a rules profile, in
accordance with an embodiment. In this example, a graphical user interface (GUI) 200 may

display a plurality of rules 205 and rule weights 210. The plurality of rules 205 may be
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referred to in the aggregate as a rules profile. Rule weights may also be referred to herein as
rule scores or point values. The rule weights 210 may be related to the rules 205, in that a

respective rule weight may correspond to a respective rule.

[0080] A respective rule can include an access request outcome, such as “monitor” 214,
“accept” 218, “review” 220, and “reject” 225. A user can select a box to specify an access
request outcome or action to be taken (monitor, accept, review, or reject) for each rule in
response to the rule being triggered. In particular, the outcome “monitor” 214 means that the
system tracks whether the corresponding rule has triggered. For example, the system may not
take any action in response to a rule with outcome “monitor” 214 rule being triggered, other
than storing a record indicating that the rule was triggered. By contrast, outcomes “accept”
218 and “reject” 225 may refer to accepting or rejecting the access request, respectively, and
“review” 220 may refer to reviewing additional details of the access request, for example by a
human reviewer or by an automated system. In some embodiments, historical training data
and/or stored statistics can be used to suggest the rule, e.g., based on whether rejecting the
access request would have caught fraud or whether the rule outcome would have been a false

positive. Rules can have monitor in combination with the other actions.

[0081] In some embodiments, an access request outcome for an access request may be
“reject” if any of the access rules have an access rule outcome of “reject.” In some
embodiments, an access request outcome for an access request may be “accept” if any of the
access rules have an access rule outcome of “accept,” regardless of any outcome being
“reject.” An access request outcome of “accept” may cause the access request to be granted.
An access request outcome of “reject” may cause the access request to be denied. The
“review’” outcome may initiate a review process for the access request. In various

embodiments, other outcomes or other meanings of these outcomes may be used.

[0082] Alternatively, in some embodiments, the weights of all the triggered rules may be
summed to compute a profile score, regardless of what action is specified by the rules. For
example, the disclosed system and methods for generating a recommendation may be utilized
together with, or in parallel with, the actions specified by the rules. Accordingly, in practice
a user may create a set of rules without assigning actions to the rules, thereby essentially
creating a statistical model. The disclosed system and methods may be particularly useful in
such a case, since the final action recommendation would be based solely on the profile

score, which in turn is based on the optimized rule weights.
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[0083] A user, such as a merchant, may obtain the rules, for example from a rules selection
engine, as described above. In some examples, a user may determine the rule weights, for
example based on knowledge, experience, or intuition about the respective rules’ predictive
power to classify access requests as valid or fraudulent. However, in embodiments, the
disclosed system and methods can instead optimize the rule weights 210 so as to optimize a
classification accuracy (for example, by optimizing a probability of correct ranking), as

described herein below.

[0084] In some embodiments, the rule weights 210 corresponding to rules 205 that are
triggered can be summed to determine a profile score. In an example, one way to do so is to
sum the respective rule weights, w;, multiplied by a respective binary value # indicating
whether a respective rule r; has triggered: S =% w: ti , where S is the profile score. Note that
the profile score should not be confused with the rule scores themselves, but rather is a sum
of the rule scores or weights 210. In various embodiments, the profile score S may be
computed in some other way based on the rule weights 210, for example as another function

of the rule weights 210, or may otherwise depend on the rule weights 210.

[0085] In some embodiments, the weights of all the triggered rules may be summed
regardless of what action is specified by the rules. For example, the disclosed system and
methods for generating a recommendation may be utilized together with, or in parallel with,
the actions specified by the rules. Accordingly, in practice a user may create a set of rules
without assigning actions to the rules, thereby essentially creating a statistical model. The
disclosed system and methods may be particularly useful in such a case, since the final action
recommendation would be based solely on the profile score, which in turn is based on the

optimized rule weights.

[0086] In an embodiment, the profile score may be used to determine an access response to
an access request, i.e. the system may determine whether to allow or reject an access request
based on the profile score. For example, the access response decision may be made based on
comparing the profile score against a threshold value. In another example, the system may
use one or more special rules in order to determine the access response based on the profile
score. For example, such a special rule may set a threshold value of the profile score for
accepting or rejecting the access request, and may optimize the threshold value similar to

optimizing the rule weights. Thus, by optimizing the rule weights 210, the disclosed system
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and methods can help ensure that the access responses are accurate. Accordingly, the rule

weights 210 can be important, and can help determine access responses.

[0087] In various embodiments, the access response decision may also be made based on
machine learning (ML) or neural network methods, or some function of the profile score, or
be based on the profile score in any other way, and is not limited by the present disclosure.
For example, the system may make use of decision trees to consider rules as features in a
model, and to build a rule-based model. In another example, the system may use a second
rule suggestion engine to determine more complex relationships among the profile score,
rules, and the decision. For instance, the second rule suggestion engine may determine that
when the profile score is greater than 35 and a specific combination of rules trigger, the
access response should be “reject.” The access response could also be based on the weights

of the triggered rules. In an embodiment, the weights would be part of the ML model.

[0088] In some embodiments, the system can also optimize the rule used to determine the
access response from the profile score. For example, the system can optimize the value of a
threshold used for comparison against the profile score when deciding what access response

to recommend.

[0089] FIG. 2B shows an example presentation of a profile score for a rules profile, in
accordance with an embodiment. In this example, a GUI 230 may display rules profile 235.
The system may use the profile score to determine an access response to an access request.
Actions for the different rules are provided as monitor 244, accept 250, review 240, and reject
255. For example, the system may decide to review rule 242 when triggered, and may decide
to monitor rule 246 when that rule is triggered. The order of the rules can specify a hierarchy,
with the first triggered rule specifying an action. In another example, the system may decide
to accept or to reject a respective rule. The system may determine these decisions based on

the respective profile scores associated with the rules, as described herein.

[0090] In some embodiments the user may choose a respective action associated with a
respective rule, for example by selecting boxes in GUI 230 as shown. However, in many
cases, in practice a user may create a set of rules without assigning actions to the rules,
thereby essentially creating a statistical model. The disclosed system and methods may be
particularly useful in such a case, since a final action recommendation would then be based

solely on the profile score, which in turn is based on the optimized rule weights.
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[0091] FIG. 2C shows example rule actions, in accordance with an embodiment. In this
example, a GUI 260 may display a plurality of rules 265. Rules 265 may be associated with
rule weights 270 and rule actions 275. As in the example of FIG. 2A, the system may
determine a profile score by adding the rule weights 270 for respective rules in the rules

profile 265 that are triggered in a respective access request.

[0092] For example, in a particular access request, suppose that rules “browser language
anomaly” 280, “browser session anomaly™ 285, and “cookies disabled” 290 have triggered.
The system may then determine the profile score is 45 by adding the rule weights 270
associated with these three triggered rules. Accordingly, the system may determine an action
of “monitor” in response to the access request, since rules 280, 285, and 290 all have

respective rule actions 275 of “monitor.”

[0093] In some embodiments, an access request outcome for an access request may be
“reject” if any of the access rules have an access rule outcome of “reject.” In some
embodiments, an access request outcome for an access request may be “accept” if any of the
access rules have an access rule outcome of “accept,” regardless of any outcome being
“reject.” An access request outcome of “accept” may cause the access request to be granted.
An access request outcome of “reject” may cause the access request to be denied. The
“review’ outcome may initiate a review process for the access request. In various

embodiments, other outcomes or other meanings of these outcomes may be used.

[0094] Alternatively, in some embodiments, the weights of all the triggered rules may be
summed to compute a profile score, regardless of what action is specified by the rules. For
example, the disclosed system and methods for generating a recommendation may be utilized
together with, or in parallel with, the actions specified by the rules. Accordingly, in practice
a user may create a set of rules without assigning actions to the rules, thereby essentially
creating a statistical model. The disclosed system and methods may be particularly useful in
such a case, since the final action recommendation would be based solely on the profile score
(e.g., by comparing to a classification threshold, as may be done via a machine learning

model), which in turn is based on the optimized rule weights.

[0095] In some implementations, for most of the single rules, their actions are set to be
“monitor”. The “monitor” status would not affect the access decision (access request
outcome), but the status can provide a way to see how and when the rule condition is

triggered, and use this knowledge to analyze its potential impact. Whereas, a group of rules
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can be used together to determine a profile score, which can be used to determine the access
decision, as described herein. In instances where a single rule leads to access approval or
decline, the corresponding conditions typically have strong indications for legitimate or fraud
behaviors. In such a case, their rule action “accept” or “reject” can override other decisions

generated by other rules, e.g., the decision determined using the profile score.

[0096] Typically, users may assign weights manually, based on knowledge and experience.
Users may often guess at suitable values for the weights, which can lead to inaccurate results,
e.g. false negative or false positive classifications. For example, a false negative for an
access request related to a transaction could be a subsequent chargeback. Accordingly, there
is a need to optimize the weights automatically for each rule, and/or to optimize a profile
score automatically for the rules, so as to improve accuracy, ease of use, and consistency of

classification.

III. OPTIMIZING WEIGHTS FOR A RULE PROFILE

[0097] The disclosed system and methods can optimize weights for some or all of the rules
in a rule profile. In an embodiment, a user can specify which rules in a rule profile to
optimize. In another embodiment, the system can automatically optimize the weights, based
on the output of the rules suggestion engine, without requiring user input. The disclosed
system and methods can use a cost function to optimize rule weights for a rule profile. For
example, the cost function may be proportional to the area under a receiver operating
characteristic (ROC) curve measuring the performance of a classifier. Optimizing the rule

weights may also be referred to as auto-tuning.

[0098] In some examples, the rule weights may be optimized more than once, or may be
updated due to changes. For example, if a user modifies a rule after its weight has already
been optimized, the weight may no longer be optimal for the modified rule. In such a case
the rule may need to be auto-tuned again. Additionally, the rules to be included in a profile

can be optimized along with their weights.

A. RECEIVER OPERATING CHARACTERISTIC CURVE
[0099] FIG. 3 shows an example receiver operating characteristic (ROC) curve 300. The
ROC curve 300 characterizes the validity and reliability of a given classifier, by plotting the

classifier’s true positive rate (TPR) 310 vs. its false positive rate (FPR) 320. TPR 310, also

referred to as sensitivity or probability of detection, specifies the probability that the classifier
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correctly classifies a fraudulent access request as fraudulent. FPR 320, specifies the
probability that the classifier erroneously classifies a non-fraudulent access request as
fraudulent. The FPR 320 is related to the true negative rate (TNR), or specificity or
selectivity, by FPR =1 - TNR.

[0100] Thus, by plotting a particular classifier’s TPR 310 vs. FPR 320, the ROC curve 300
provides information about that classifier indicating how well the classifier performs. In
particular, for a classifier that fails to discriminate between true and false positives, it is to be
expected that TPR 310 would be proportional to FPR 320. For example, if the classifier
indiscriminately ranked 15% of all access requests as fraudulent, then the expected value of
both the TPR 310 and FPR 320 would be 15%. Accordingly, for an indiscriminate classifier,
the ROC curve 300 would be a straight line with TPR = FPR. Conversely, if the classifier
successfully discriminates between true and false positives, the TPR 310 would be greater
than FPR 320, and hence ROC curve 300 would be concave downward, since TPR 310 is
bounded above by 1.

[0101] In this example, there are several curves 330-350 for different classifiers. For
example, each classifier may correspond to a profile score computed with a different set of
rule weights. In such an example, the system may classify a respective access request by
determining the value of each rule for that access request, computing the profile score as a
weighted sum of the rule values, and then comparing the resulting profile score to a
threshold. Each respective ROC curves 330-350 then represents the TPR and FPR of that
respective classification method, i.e. for that particular set of weights. In various
embodiments, the respective classifiers may be related in other ways, and are not limited by

the present disclosure.

[0102] The area under ROC curve 300 may be proportional to the probability of a classifier
correctly ranking two randomly chosen access requests relative to each other. This area is

also equivalent to the Wilcoxon test of ranks.

[0103] As another example, a model operational characteristic (MOC) curve can be used.
An MOC curve may display a number of operational characteristics of an input decision
model, including, but not limited to: detect rate; false positive ratio; maximum detectable
rate; minimum false positive ratio; profile score; random false positive ratio; random detect
rate; detection concentration; virtual detect rate, or any combination thereof. The operational

characteristics may be determined by evaluating the performance of a decision model on a set
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of training (historical) access requests and outcomes. Further details on MOC curves can be
found in U.S. Patent Publication No. 2020/0175388, which is incorporated by reference in its

entirety.

B. OPTIMIZING WEIGHTS OF A RULE PROFILE BASED ON A COST
FUNCTION

[0104] A cost function may be a penalty for a classification that is inaccurate or incorrect
relative to the actual validity of the access request, and may also be referred to as a loss
function. For example, the least-squares method of regression uses the sum of squares of
residuals as a cost function while optimizing the fit of the regression model parameters.
Least-squares may be used for linear regression. For classification, logistic regression can be
used to classify an access request as fraud or not. The classification can be binary or have
more than two possible outcomes. An example optimization for logistic regression can use a
maximum likelihood estimation function, which can optimize the weights to maximize the

probability of the observed outcomes.

[0105] The cost function may be evaluated for a training set of data, such as historical
access requests, based on data regarding the actual outcomes of the historical access requests.
For example, if a set of rule weights produced a recommendation (access request outcome) to
reject an access request that was actually valid (outcome label), this would be an incorrect
classification. However, a recommendation to reject an access request that actually was
fraudulent would be an accurate classification. The historical access requests could include
transactions, and the requestor information could include a credit card number, IP address,

personal identification number (PIN), password, email address, shipping address, etc.

[0106] In some embodiments, the system optimizes the rule weights by minimizing a cost
function, as described herein below. The optimization can occur via iterations that update the
weights so as to optimize the value of the cost function. For example, the system can use the
area under an ROC curve, such as the area under curve (AUC) for ROC curve 300 in the
example of FIG. 3 above, as a cost function while optimizing the weights for a rule profile.

The system can also use other cost functions.

[0107] FIG. 4 shows optimization 400 of rule weights 410 based on values 420 of a cost
function. In this example, a two-dimensional parameter space 410 represents weights 1 and

2, which are the weights corresponding to rules 1 and 2, respectively. This example is
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restricted to a two-dimensional weight space, corresponding to two rules, for ease of
illustration. However, in a typical embodiment, the disclosed system and methods may use
many more rules to determine a profile score, for example, a rule profile including several
dozen rules, 100 rules, or even more. Accordingly, the system may use any number of

weights and/or rules to determine a profile score, and is not limited by the present disclosure.

[0108] In this example, surface 420, representing values of a cost function 430, is plotted as
a function of the rule weights 410. For each point in the parameter space of weights 410,
representing an ordered set of weight values, the cost function 430 may be computed based
on those weight values. In this example, cost function 430 may be based on the area 440
under an ROC curve. As described above, area 440 may be proportional to the probability of
a classifier correctly ranking two randomly chosen access requests. Accordingly, cost
function 430 may be proportional to a measure of classification accuracy. The cost function
can be minimized or maximized, depending on how it is defined. In various embodiments,
cost function 430 may be a measure of classification accuracy other than the area under an

ROC curve, or may be any other cost function, and is not limited by the present disclosure.

[0109] The system can determine optimal values of the weights so as to optimize cost
function 430 (e.g., by maximizing the classification accuracy). The optimization may be
based on a training set of data, such as historical access requests. For example, the system
may compute the model based on the rule profile and a given set of trial weights for the rules.
Accordingly, the system can evaluate the cost function for those trial weights based on the

training data.

[0110] In this example, determining the optimal weights may be equivalent to searching
parameter space 410 for the point (or a set of points) at which cost function 430 is optimized.
Thus, the determined optimal weights may provide substantially, or approximately, optimal
classification for a given set of rules. For example, the classification may be optimal in the
sense of maximizing area 440 and/or maximizing the probability of correct ranking of access
requests when the profile scores are computed with the determined weights. Moreover, in
some examples, the determined optimal weights can provide an intuitive guide for the
reference of a user, such as a merchant, when creating a rules profile. In some embodiments,
the optimization of the cost function 430 and/or maximization of area 440 may be

approximate, and is not limited by the present disclosure.
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[0111] In an embodiment, the optimization may be performed by linear regression. As part
of the linear regression, a user may select a particular set of rules, such as a rule profile, to
optimize. In some embodiments, the linear regression can also add rules, and compute a new
accuracy in response to each added rule. This may be referred to as forward modification of
the rules profile. If the addition of a respective rule results in a sufficiently high increase in
accuracy (e.g., greater than a threshold), the rule can be kept. In an embodiment, the system
can also perform backwards modification of the rules profile by removing rules and

computing a new accuracy in response to each removal.

[0112] In another embodiment, the optimization may be performed by logistic regression.
As part of the logistic regression, a user may select a particular set of rules (e.g., as defined in
arule profile) to optimize. The logistic regression can also add rule(s) and compute a new
accuracy in response to each added rule. Such an addition may be referred to as forward
modification of the rules profile. If the addition of a respective rule results in a sufficiently
high increase in accuracy (e.g., greater than a threshold), the rule can be kept. The system
can also perform backwards modification of the rules profile by removing rule(s) and

computing a new accuracy in response to each removal.

[0113] In some embodiments, a profile score can instead be generated with a more complex
function, for example a neural network. In such examples, the system may not generate a
weighting that a user can use in creating a profile. Because users may still wish to retain
intuitive control or visibility (e.g., a merchant may wish for intuitive knowledge of the data
for business reasons), in some embodiments the system determines an importance index
instead of a weight for each rule. This optimization may also be done in a forward or

backward manner.

[0114] FIG. 5 shows example optimized rule weights, in accordance with embodiments of
the present disclosure. In this example, a rule profile 500 contains a set of rules 505, e.g. for
a particular merchant to determine whether to accept or reject access requests. Coefficients
510 represent optimized weights for the respective rules 505. In particular, coefficients 510
may result from or be an output of the optimization process, such as optimization 400 of the
example of FIG. 4. Importance indices 515 are normalized versions of coefficients 510, such

that the largest coefficient has an importance index of 100%.

[0115] Significance 520 provides a measure of the confidence level of the values of the

respective coefficients 510. Accordingly, significance 520 denotes how statistically
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significant the respective coefficients 510 and/or the respective importance indices 515 are.
In this example, significance 520 is provided as an ordinal ranking, but in various
embodiments, significance 520 may also be expressed as a confidence level, as a standard
error in coefficient 510, or as coefficient 510 divided by a standard error, and is not limited

by the present disclosure.

[0116] FIG. 6 shows an example of performance 600 of optimized rules in a trial, in
accordance with embodiments of the present disclosure. In this example, the detection rate
for fraudulent access requests is plotted versus a percentile of access requests ranked as
riskiest. The detection rate represents a percentage of all the fraudulent access requests
detected, which is a measure of the accuracy of classification. The independent variable in
this example, the percentile of access requests ranked as riskiest, represents a threshold for
classifying the access requests as fraudulent. For an ideal classifier, the detection rate for
fraudulent access requests would rise very steeply from zero to 100% as the percentile of

access requests increased from zero.

[0117] Of course, the classification results depend on the rule weights used, even holding
this threshold constant. Test result 610 illustrates the percentile of access requests ranked
based on rule weights optimized using the system and methods disclosed herein. For
comparison, test result 620 illustrates the percentile of access requests ranked based on un-

optimized rule weights.

[0118] In this example, optimized test result 610 performs significantly better at detecting
fraudulent access requests than does un-optimized test result 620. Specifically, for any given
percentile of riskiest access requests, optimized test result 610 provides a significantly higher
detection rate than does un-optimized test result 620. For example, for a 10% percentile of
riskiest access requests, optimized test result 610 provides about 15% higher detection rate
than un-optimized test result 620, and for a 20t percentile of riskiest access requests,

optimized test result 610 provides about 11% higher detection rate.

C. OTHER MACHINE LEARNING TECHNIQUES

[0119] In some embodiments, the system can use other types of machine learning (ML), for
example neural networks, to optimize the rule weights. The system may use a single neural
network, but the different rules may appear in different layers. Accordingly, at the final

results, the system can consolidate the weights in different layers into one weight, such that
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only one weight is output for each rule. For example, for a multilayer neural network, for
each rule, different layers may be written, but the system can consolidate all the weights into

one. In an embodiment, the weights would be part of the ML model.

D. ADDING/REMOVING RULES FROM RULE PROFILE

[0120] In addition to optimizing the respective rule weights for a given rule profile, in
some embodiments the system optimizes the collection of rules in the rule profile by adding
and/or removing rules. If a weighted sum of all the rules is used, the removal of a rule can be
accomplished by setting a rule weight to 0. The system can add and/or remove rules via
stepwise regression or a single process, such as using a decision tree. In some embodiments,
a user can add or remove rules and repeat the optimization of rule weights. Likewise, a user

can set constraints on the rules used, such as requiring certain rules to be used.

[0121] Accordingly, optimizing the weights for the rule profile can be based on stepwise
regression and/or logistic regression, a neural network, one or more decision trees, or other
machine learning technique. And, computing the profile score can use logistic regression, a

neural network, or one or more decision trees that include the optimized weights.

1. VIA STEPWISE REGRESSION

[0122] In some embodiments, the system can perform stepwise regression to add and/or
remove rules from the rule profile. In stepwise regression, each prospective rule to be added
or removed is considered in succession. In particular, stepwise regression can proceed by
forward stepwise regression, also referred to as forward selection, or by backward stepwise
regression, also referred to as backward elimination. In some cases, the stepwise regression
can proceed by a combination of forward and backward stepwise regression, such as by

bidirectional elimination.

[0123] In the case of forward stepwise regression, the system can consider each prospective
trial rule of a plurality of trial rules in succession, and determine the improvement to the
model performance if the prospective rule is added to the existing trial rule profile. If the
improvement to the model performance exceeds a threshold, the system can adopt the rule,
otherwise it does not adopt the rule. For example, the threshold may refer to a significance
level, and the system may adopt the rule if doing so causes a statistically significant

improvement in the model performance. In another example, the system may add the rule if
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adding it results in the most statistically significant improvement in the model performance
among all the prospective rules. In a third example, the system may adopt the prospective
rule if the resulting model performance improvement exceeds an absolute threshold, such as
10% or 15%. In a typical example, the system starts from an empty trial rule profile, and
considers each rule in succession as a prospective added rule. However, in some examples,
the system may start from an existing rule profile, such as a rule profile currently in use by a
merchant or other user, or from a set of rules selected by a user. In an embodiment, the

system may proceed to consider prospective rules in a random order.

[0124] In backward stepwise regression, the system can consider each rule successively,
and quantify the decline in the model performance if the prospective rule is removed from the
existing trial rule profile. If the decline in the model performance is less than a threshold, the
system can remove the rule, otherwise the system retains the rule in the rule profile. For
example, the threshold may refer to a significance level, and the system may remove the rule
if doing so causes a statistically insignificant decline in the model performance. In another
example, the system may remove the rule if removing it results in the least statistically
significant decline in the model performance among the rules of the existing trial rule profile.
In a third example, the system may remove the prospective rule if the resulting model
performance decline is less than an absolute threshold. In a typical example, the system starts
from a trial rule profile including all the prospective rules, and considers removing each
prospective rule in succession. However, in some examples, the system may start from an
existing rule profile, such as a rule profile currently in use by a merchant or other user, or
from a set of rules selected by a user. In an embodiment, the system may proceed to consider

prospective rules in a random order.

2. SINGLE PROCESS

[0125] In some embodiments, the system can use decision trees, such as random forests,
with gradient boosting for a core model. Such techniques may also be referred to as gradient
boosting or a Gradient Boosting Machine (GBM), and can be thought of as a network of
decision trees. With a decision tree, each rule used by a user may correspond to a respective
detector in the core model. A detector may be similar to a variable, or a rule without a
threshold. In an embodiment, the decision tree can be used to determine a set of detectors to

be optimized, corresponding to rules in a rule profile.
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[0126] In particular, the decision tree can provide an evaluation of how important a
respective detector is. For example, in a decision tree with gradient boosting, the same
detector may appear in multiple trees because it is generated in different ways, such as via
different training data, different parameters, or different seeds. Accordingly, the importance
of a respective detector may be estimated based on a frequency, or number of times, the
respective detector appears in different trees. The importance of a respective detector may be
further based on the depths of its level in each tree and a number of access requests. In this
way, the decision tree can provide a set of importance indices for each detector. A user can
then choose some number of the most important detectors, depending how many rules the

user wants and an appropriate tolerance level for the application.

IV. METHODS

[0127] Disclosed herein are methods to optimize weights for rule profiles. Specifically, the
system can determine optimal values of the weights so as to optimize a cost function (e.g., by
maximizing the classification accuracy). Determining the optimal weights may be equivalent
to searching the parameter space of rule weights for the point (or a set of points) at which a
cost function is optimized. Thus, the determined optimal weights may provide substantially,

or approximately, optimal classification for a given set of rules.

A. METHOD FOR OPTIMIZING RULE WEIGHTS

[0128] FIG. 7 is a flow diagram of a method 700 for optimizing weights for a rule profile,
in accordance with embodiments of the present disclosure. Method 700 may be performed in
a system such as central server 12 of the example of FIG. 1 or the computer system of the

example of FIG. 10.

[0129] At step 710, the system can receive a set of historical access requests for a set of
resources. Each of the set of historical access requests may comprise access data identifying
aresource of the set of resources and including requestor information of a requesting entity
and an outcome label regarding validity of the access request. The system can use the

historical access data as a training set for optimizing the weights in the rule profile.

[0130] Atstep 720, the system can receive a rule profile comprising rules. The rules can be
triggerable by characteristics of access requests, for example in the access data. The rule
profile defines a profile score based on weights of rules that are triggered for an access

request. The rule profile can specify access classifications of providing access to the set of
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resources managed by a resource computer based on the profile score. In various
embodiments, the rules in the rule profile may be obtained from a rule suggestion engine, be

part of a core model, be selected by a user, or be selected by the system.

[0131] At step 730, the system optionally can receive a user selection of rules to be
optimized. The rules can be received via any suitable interface, e.g., a graphical user interface

or via an application programming interface.

[0132] At step 740, the system can optimize weights for a rule profile using a cost function
and based on the training set of historical access requests. A respective optimized weight
may have a positive or negative sign. The cost function can include the access classifications
of the set of historical access requests obtained using the weights. The cost function can
further include penalties for false positive classifications and false negative classifications
relative to the outcome labels. For example, the cost function may be proportional to the area
under a Receiver Operating Characteristic (ROC) curve in ROC analysis, which in turn may
be proportional to the probability of a classifier correctly ranking two randomly chosen
access requests relative to each other. In various embodiments, optimizing the weights for
the rule profile is based on stepwise regression, logistic regression, neural networks, decision

trees with gradient boosting, and/or another machine learning method.

[0133] Atstep 750, the system can optionally receive one or more classification thresholds
for the rule profile from the resource computer. The classification threshold(s) can be
received via any suitable interface, e.g., a graphical user interface or via an application
programming interface. In some embodiments, the system can select an optimal threshold,
e.g., one that maximizes a sum of true positives and true negatives, or provides a lowest
number of false positives and false negatives. A classification threshold can be used to
determine which access request outcome applies, e.g., by discriminating between different

access request outcomes for different profile scores.

[0134] At step 760, the system can receive a current access request. The current access
request can include new access data identifying a current resource and including current
requestor information of a current requesting entity. In various embodiments, the request can
be received from a request computer (which may be an access device or the same as the

resource computer) or a user device.

[0135] Atstep 770, the system can compute a profile score for the rule profile based on the

optimized weights. In some embodiments, computing the profile score involves summing a
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respective value of a respective weight of the optimized weights for a respective rule that is
triggered in the rule profile by the current access request. Alternatively, computing the

profile score can use a neural network or decision trees that include the optimized weights.

[0136] At step 780, the system can use the one or more classification thresholds and the
current profile score to determine the current access classification for providing access to the
current resource. For example, the current profile score can be compared to a threshold to
determine a classification (e.g., if the profile score is higher than a threshold, then the
classification can be to “reject” the access request. As another example, the profile score and
threshold can be parameters in a machine learning model or be an intermediate result of the
machine learning model (e.g., logistic regression). Example classifications are provided
herein and are also referred to as access request outcomes. Other criteria may also be used to

determine the classification.

[0137] At step 790, the system can process the current access request in accordance with
the current access classification to provide a specified access to the current resource. For
example, with respect to FIG. 1A, access server 120 can provide instructions to resource

computer 110 to allow access to the resource, e.g., electronic resource 116.

[0138] Steps 710-750 may be repeated at any time, e.g., via a user interface that provides
the ability to build and configure rule profiles and profile scores. When a user determines to
update a profile score, the user can user the interface, e.g., to click and choose the
configurable parameters, such as one or more of: historic data time frame, pool of rules
(potentially specifying required rules and optional rules), number of final rules, optimizing
machine techniques to use, testing data time frame, etc. Then, the automation and
optimization process can run, and the final results can be delivered to a user, including which
rules/elements stay in the final model, the performance charts, and statistics comparing to

existing testing data.

B. METHODS FOR ADDING AND DELETING RULES

[0139] FIG. 8 is a flow diagram of a method 800 for adding and deleting rules based on
stepwise regression, in accordance with embodiments of the present disclosure. The system
may add rules via forward regression or remove rules via backward regression. This process

can occur using stepwise regression. In some embodiments, the system can perform a
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mixture of both, for example, by removing a first rule and adding a second rule, and is not

limited by the present disclosure.

[0140] At step 810, the system can add, to a trial rule profile, or remove, from the trial rule
profile, at least one prospective rule. In a typical example of forward regression, the system

starts from an empty trial rule profile, and considers each rule in succession as a prospective

added rule. Likewise, in a typical example of backward regression, the system starts from a

trial rule profile including all the prospective rules, and considers removing each prospective
rule in succession. However, in some examples, the system may start from an existing rule

profile, such as a rule profile currently in use by a merchant or other user.

[0141] At step 820, the system can compute an updated accuracy in response to the added
or removed prospective rule. The accuracy measurement can use metrics described herein,

e.g., the cost function, which may include an AUC of a ROC curve.

[0142] At step 830, the system can determine, based on the updated accuracy, whether to
keep the prospective rule. In the case of forward regression, if the improvement to the model
performance exceeds a threshold, the system can adopt the rule, otherwise it does not adopt
the rule. For example, the threshold may refer to a significance level, and the system may
adopt the rule if doing so causes a statistically significant improvement in the model
performance. In another example, the system may add the rule if adding it results in the most
statistically significant improvement in the model performance among all the prospective
rules. In a third example, the system may adopt the prospective rule if the resulting model

performance improvement exceeds an absolute threshold, such as 10% or 15%.

[0143] Likewise, in the case of backward regression, if the decline in the model
performance is less than a threshold, the system can remove the rule, otherwise the system
retains the rule in the rule profile. For example, the threshold may refer to a significance
level, and the system may remove the rule if doing so causes a statistically insignificant
decline in the model performance. In another example, the system may remove the rule if
removing it results in the least statistically significant decline in the model performance
among the rules of the existing trial rule profile. In a third example, the system may remove
the prospective rule if the resulting model performance decline is less than an absolute
threshold.
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[0144] FIG. 9is a flow diagram of a method 900 for adding and deleting rules based on
decision trees with gradient boosting, in accordance with embodiments of the present

disclosure.

[0145] At step 910, the system can use the decision trees to estimate the importance of a
respective detector (a rule) based on a frequency the respective detector appears in different
trees. In an example, the frequency may refer to a number of times the rule is triggered. For
example, in a decision tree with gradient boosting, the same detector may appear in multiple
trees because it is generated in different ways, such as via different training data, different

parameters, or different seeds.

[0146] At step 920, the system can use the decision trees to further estimate the importance
of the respective detector based on the depths of its level in each tree and a number of access
requests. In this way, the decision tree can provide a set of importance indices for each

detector.

[0147] At step 930, the system can receive a selection of a number N of the most important
detectors. For example, the system can receive the selection from a user interface. The

number N may be specified and the top N detectors may be selected.

[0148] At step 940, the system can adopt the number N of detectors based on the
importance estimates. These rules can then be used in a next round of optimizing the weights
and the result for N rules can be compared to other optimizations with other numbers of rules
(e.g., N-1 or N+1).

V. COMPUTER APPARATUS

[0149] FIG. 10 is a high level block diagram of a computer system that may be used to
implement any of the entities or components described above. The subsystems shown in
FIG. 10 are interconnected via a system bus 1075. Additional subsystems include a printer
1003, keyboard 1006, fixed disk 1007, and monitor 1009, which is coupled to display adapter
1004. Peripherals and input/output (I/0O) devices, which couple to I/O controller 1000, can be
connected to the computer system by any number of means known in the art, such as a serial
port. For example, serial port 1005 or external interface 1008 can be used to connect the
computer apparatus to a wide area network such as the Internet, a mouse input device, or a
scanner. The interconnection via system bus 1075 allows the central processor 1002 to

communicate with each subsystem and to control the execution of instructions from system
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memory 1001 or the fixed disk 1007, as well as the exchange of information between
subsystems. The system memory 1001 and/or the fixed disk may embody a computer-

readable medium.

[0150] Storage media and computer-readable media for containing code, or portions of
code, can include any appropriate media known or used in the art, including storage media
and communication media, such as but not limited to volatile and non-volatile, removable
and non-removable media implemented in any method or technology for storage and/or
transmission of information such as computer-readable instructions, data structures, program
modules, or other data, including RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disk (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, data
signals, data transmissions, or any other medium which can be used to store or transmit the
desired information and which can be accessed by the computer. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will appreciate other ways

and/or methods to implement the various embodiments.

[0151] The above description is illustrative and is not restrictive. Many variations of the
invention may become apparent to those skilled in the art upon review of the disclosure. The
scope of the invention may, therefore, be determined not with reference to the above
description, but instead may be determined with reference to the pending claims along with

their full scope or equivalents.

[0152] It may be understood that the present invention as described above can be
implemented in the form of control logic using computer software in a modular or integrated
manner. Based on the disclosure and teachings provided herein, a person of ordinary skill in
the art may know and appreciate other ways and/or methods to implement the present

invention using hardware and a combination of hardware and software.

[0153] Any of the software components or functions described in this application, may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C++ or Perl using, for example, conventional or object-
oriented techniques. The software code may be stored as a series of instructions, or
commands on a computer readable medium, such as a random access memory (RAM), a read
only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an optical

medium such as a CD-ROM. Any such computer readable medium may reside on or within a
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single computational apparatus, and may be present on or within different computational

apparatuses within a system or network.

[0154] One or more features from any embodiment may be combined with one or more

features of any other embodiment without departing from the scope of the invention.

[0155] A recitation of “a”, “an” or “the” is intended to mean “one or more™ unless

specifically indicated to the contrary.
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WHAT IS CLAIMED IS:

1. A method of configuring an access system for providing access to a
resource, the method comprising, performing by the access system:

receiving a set of historical access requests for a set of resources, each of the
set of historical access requests comprising access data identifying the resource of the set of
resources and including requestor information of a requesting entity and an outcome label
regarding a validity of the historical access request;

receiving a rule profile comprising rules that are triggerable by the access data,
the rule profile defining a profile score based on weights of rules that are triggered for an
access request and specifying access classifications of providing access to the set of resources
managed by a resource computer based on the profile score;

optimizing, using the set of historical access requests, the weights for the rules
of the rule profile using a cost function that includes the access classifications of the set of
historical access requests obtained using the weights, the cost function including penalties for
false positive classifications and false negative classifications relative to the outcome labels;

receiving a current access request including new access data identifying a
current resource and including current requestor information of a current requesting entity;

computing a current profile score for the rule profile based on the optimized
weights;

obtaining one or more classification thresholds for discriminating between
different access request outcomes;

using one or more classification thresholds and the current profile score to
determine a current access classification for providing access to the current resource; and

processing the current access request in accordance with the current access

classification to provide a specified access to the current resource.

2. The method of claim 1, wherein the one or more classification

thresholds for the rule profile are received from the resource computer.

3. The method of claim 1, wherein optimizing the weights for the rule
profile is based on stepwise regression and/or logistic regression, a neural network, one or

more decision trees, or other machine learning technique.
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4. The method of claim 1, further comprising receiving a user selection of

the rules to be optimized.

5. The method of claim 1, further comprising;
adding, to the rules, or removing, from the rules, at least one trial rule; and

computing an updated accuracy in response to the adding or removing.

6. The method of claim 5, further comprising considering a plurality of

trial rules in succession.

7. The method of claim 5, further comprising determining, based on the

updated accuracy, whether to keep the at least one trial rule.

8. The method of claim 7, wherein determining whether to keep the at

least one trial rule further comprises comparing the updated accuracy against a threshold.

9. The method of claim 1, wherein computing the profile score uses
logistic regression, a neural network, or one or more decision trees that include the optimized

weights.

10. The method of claim 1, wherein the cost function is used to obtain the
one or more classification thresholds after optimizing an area under a curve in a Receiver

Operating Characteristic (ROC) analysis.

11.  The method of claim 1, wherein computing the profile score further
comprises summing a respective value of a respective weight of the optimized weights for a

respective rule that is triggered.

12. An access system for providing access to a resource, the access system
comprising:
a processor; and
a non-transitory computer-readable medium coupled to the processor, the non-
transitory computer-readable medium comprising code executable by the processor to
perform a method comprising:
receiving a set of historical access requests for a set of resources, each of

the set of historical access requests comprising access data identifying the resource of the
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set of resources and including requestor information of a requesting entity and an
outcome label regarding a validity of the historical access request;

receiving a rule profile comprising rules that are triggerable by the access
data, the rule profile defining a profile score based on weights of rules that are triggered
for an access request and specifying access classifications of providing access to the set of
resources managed by a resource computer based on the profile score;

optimizing, using the set of historical access requests, the weights for the
rules of the rule profile using a cost function that includes the access classifications of the
set of historical access requests obtained using the weights, the cost function including
penalties for false positive classifications and false negative classifications relative to the
outcome labels;

receiving a current access request including new access data identifying a
current resource and including current requestor information of a current requesting
entity;

computing a current profile score for the rule profile based on the
optimized weights;

obtaining one or more classification thresholds for discriminating between
different access request outcomes;

using one or more classification thresholds and the current profile score to
determine a current access classification for providing access to the current resource; and

processing the current access request in accordance with the current access

classification to provide a specified access to the current resource.

13. The access system of claim 12, wherein optimizing the weights for the
rule profile is based on stepwise regression and/or logistic regression, a neural network, one

or more decision trees, or other machine learning technique.

14, The access system of claim 12, wherein the method further comprises:
adding, to the rules, or removing, from the rules, at least one trial rule; and

computing an updated accuracy in response to the adding or removing.

15.  The access system of claim 14, wherein the method further comprises

considering a plurality of trial rules in succession.
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16. The access system of claim 14, wherein the method further comprises

determining, based on the updated accuracy, whether to keep the at least one trial rule.

17. The access system of claim 16, wherein determining whether to keep
the at least one trial rule further comprises comparing the updated accuracy against a

threshold.

18. The access system of claim 12 wherein computing the profile score
uses logistic regression, a neural network, or one or more decision trees that include the

optimized weights.

19.  The access system of claim 12, wherein the cost function is used to
obtain the one or more classification thresholds after optimizing an area under a curve in a

Receiver Operating Characteristic (ROC) analysis.

20. The access system of claim 12, wherein computing the profile score
further comprises summing a respective value of a respective weight of the optimized

weights for a respective rule that is triggered.

40



