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-1- Title Substitution boxes 5 Field of the invention The present invention
relates to the arrangement of substitution boxes, some embodiments of
which are efficient in hardware and some embodiments of which are efficient
in software. 10 Background of the invention The present application claims
priority from our Australian provisionallpatent applications 2004905507 filed
o4 September 2004, 2004906543 filed on 16 November 2004,
20804dramibliled on 30 December 2004, 2004907374 filed on 31 December
2004, and 15 2005902136 filed on 29 April 2005. In this specification,
including the claims, the terms: "comprises' and "‘comprising' are used to
specify the presence of stated features, integers, steps or components but
dplemt(ﬂrﬂmmﬂmrpresence or addition of one 20 or more other features,
ers, ste nd mdex 0S tion' P, of g bit i is used to
S B B O D SR Bmenc
sﬁéﬁih@ét?éﬁ@tﬁ@lf@mﬂ Tvdpatiirgc prscasbodnds dohit ate BBeFentahdom'
agsttwdire pseudo-random’ processes including where the pseudo-random
process is either "keyed' or “seeded' with a constant or key material, and
where the source of randomness and the pseudo-random algorithm are
arbitrary. Any known pseudo-random number generator or a stream cipher

cpAde Ml BtthisResBese. 30 A reference in this specification to a
L[laﬁle ed document is not to be ta rﬁen as an a lission that the contents of
th

U RPLTE G P BN G Gk VTR RBIRER P ik ons
adneedEe ofithé présdenpsperifiediib 2002490 didélethart tiveNioxcenitiveP@atures

Oﬁwmti%deﬁ%@ﬁmﬁ%éﬁﬁf%’ sligge6ner Measet 30WdhelHTand
summ%ﬁv%s%)f some prewousd%/ ublished documents relating to this art.

DetthitioHs o s SO A R S Rusion were first publicly introduced by C.E.

Shannon in
In this specification, including the claims, the terms:
‘comprises’ and ‘comprising’ are used to specify the presence of stated features,
integers, steps or components but do not preclude the presence or addition of one
or more other features, integers, steps, components; and
‘index position’ P; of a bit i is used to indicate the position of bit i within the set of

a contiguous input bits.

In this specification the term ‘probabilistic process’ is used to indicate both ‘random’ and
‘pseudo-random’ processes including where the pseudo-random process is either ‘keyed’
or ‘seeded’ with a constant or key material, and where the source of randomness and the
pseudo-random algorithm are arbitrary. Any known pseudo-random number generator or

a stream cipher can be used for this purpose.

A reference in this specification to a published document is not to be taken as an
admission that the contents of that document are part of the common general knowledge of

the skilled addressee of the present specification.
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5 his paper "Communication Theory of Secrecy Systems' in 1949.
Substitution boxes (s-boxes) receive a digitally coded input and convert that
input into a differently coded digital output, thus providing confusion.
Permutation boxes (p-boxes) receive a digitally coded input and return the
same bits as output, unaltered in theirdalues 10 but permuted in order, thus
pFB\ﬂ@?fgﬂHﬁfH% ionenthe fagaIshehe bfeentiedernBs %%Nﬁ?&&?’a‘ﬁ?ﬁﬁrb‘?@p‘@?tw
wihendddlis sirgdesinianofssirgle it shapgsi ihdh eonpidie thiatiauacthis art.
function results in at least a two bit change in the output. It was introduced

as a required characteristic for substitution boxes by Horst 15 Feistel when
dBsEnyiABs e propttiesdst HisspMsrahire Riblsdy dprgasss @ompufdinnon in
Privaayepublishedivaeiantiis AnRoezn Yeledd8inNumgber 5 dated May
1973. This paper shows that a complete any-to-any substitution could not be
achieved for large s- boxes such as 128x128 due to technological limitations.
COHstglientRPTaE (AOANREEREYY  a Kt tolbreodafbiat BIdC YYSr S DA deiea]
sizeréfbrly o pre vidapatialcontusion andc3Rrpastial rifiugien apekiargeboxes)
P-boxes viere fglecied.to Interconnect the Oufy?tléltss of ihe Shoxes, foovide
further Gﬁ}fflf%ion?]as e Ea %y Shannon; The firs oqlleélf’BbC eceip erig’ VA
witehemtriglite drisiHbpstFevslolg TH&ublock cipher as disclosed in US patent
3,798,359 (Feistel) published 19 March 1974 uses a small 4x4 25

S st%uti n %OX n combination with permutation operations performed over
SRS ASHAIRS THE A S 65 SRR BRI GRRH T B o Hb ISR DR
comdnztahiango gictheSHpok estiznc b Oxesi@recaidedmst bowponeris dlangesh

Faistgldveoh sommaliar &eistel- Nanyerk,snbersanH ot aomiBeapiGorst

primitives. They are also used in the public 30 Data Encryption Standard
(DEES RIS LBE T et S PRIE S 085 BB EhiSBRCBERM 1dienBY Ts
May 497 publivbddESSciphgidbacanmaa\Wh 22sidkah®tandhrddMa@ 1973t i$his

nBLSW%HWs%%Q%MEé%%&%? SiPQKESWerRIaHS Y RRleGiad R gosure

their efficient hardware implementation using combinatorial logic while
pPRasERHTG AhpEHART Sy RAGTAMRS EAEL AR SRSt D dIiRORE A S
tibveesSvesuifastititian oparations phaibdxes atelyenprallyenei@aittvndiicn and

ANIRMSHSORSIANE 8 WAL 2% PYLNOL MRS iR addiLio %é‘&ﬂlﬁ&!&cﬁﬂﬂé‘ EBkes

exponentiation are often used instead of, or in conjunction wit
nBhPEmBEhE Ablsionshdiingid AYpeiAtRation 5 networks based on such

combination of arithmetic operations and non-arithmetic s-boxes
The first digital block cipher is widely attributed to Horst Feistel. The block cipher as
disclosed in US patent 3,798,359 (Feistel) published 19 March 1974 uses a small 4x4
substitution box in combination with permutation operations performed over 64 or 128

bits. The 4x4 s-boxes were designed to be implemented using combinatorial logic.

S-boxes and p-boxes are used as components of most Feistel-type or so-called Feistel
Network ciphers and other cryptographic primitives. They are also used in the public
Data Encryption Standard (DES) disclosed in the US patent 3,958,081 (Ehrsam, et al.)
published 18 May 1976. The DES cipher became a US Federal Standard in 1977. It is
noteworthy to highlight that the 6x4 s-boxes were carefully selected to ensure their
efficient hardware implementation using combinatorial logic while preserving important

cryptographic criteria not known to the public at that time.
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are efficient in word-based processor architectures. An example of this type
of construction is described in US patent 4,255,811 (Adler) published 10
March 1981 disclosing a cipher which uses arithmetic addition or subtraction
modulo 2, n-bit wide XOR, static n-bit permutations and n-bit key-dependent
rotation operations. Additional 10 constructions of similar nature are
described in US patent 4,982,429 (Takaragi, et al.) published 1 January
196dsannddn &pSrpriendtsboged 12 @a&aﬂ@gioeﬁrah)rﬁtjblisah&ﬁn?eﬁcpdsiieﬂa%ﬁs

ALME UG RTd BRI ORS 1%%‘3@1%{8% L%%Qeﬂlﬁ{%ﬁ dé’ rgf?éh%&%Sh

functions such as in the MD5 crypto nction as described in the
R@é@ﬁﬁ‘rﬂ%@é&h@?ﬂf&?ﬁ@%@ﬁw@ﬁmwﬁhmm THYEHySROH RIgaRE T PHERe is
naeigiificant publistiechresaaioh sMpeitutasiboxes(Pibexesinstiichbakes

et Bhihe.designars diseretion and. i mast.cages arg completgly linear or
are ran ome chosen. %) Feistel ﬁel%wor C|phers asé’mgf%&‘ g omb|n|ng
fuRetErCiPHedesaikatiie Whiters 4inexs In matreasklshetl W MerrdAtibutes
tQiIR%QH@&i&ﬁhe‘hﬂvﬁ?&ﬁ@@'@aﬁiﬁﬁ@lﬁ%ﬂ@lﬁbﬁ oliRERELAGPMRIU(EXDR)-with ide
nesfineerariimetic operation with, 3 hisher dffusion rate, canbe faypd
the so-catled |p er recommenéfecf%y ational’Soviet Bureau
StandardHnndd smationarscas siergrdpdtantss Broptd bl Hidtwetiont al. )
%M@ﬁ@géanh&&ﬁﬂg@rimmm%%&@ 3&@&&&%&@@&9%@%@4 1S,8i80
xampﬁﬁ of a cip heé usd&% V\iOI‘d baseo! rotation operation to a% %
iffUgion OF DIt HERIE SR S I BN N1t h AP LRI PIETS TS ‘Bt iR Hifcpash
eﬁmmuysdgﬁhgulmtmhMmslp@gmptuﬁédlﬂbé@gmmfa&fbgumﬂomtﬁmrmutation

EREEMHH%MEM%E‘%&HHEEP?S’Z&” A'faﬁﬁl@@’ﬁ?%ipﬁﬁ/% 30 Computers, Vol.
28, No. 10, 747 in 1979, by John B. Kam and George I. Davida. A

cryptographic transformation is "complete’ if each ciphertext bit depends on
allefrehie nplsigtéich i sy bA tighessatis fyinpgthetcgom pletarpssoeere rdiicis die el

'rhﬂ?ﬁe URiPRAIP MLt fe(iBrim (PRI a S Ak RRYERGY FR ARG L ko ke

comp leteness criterion requires MxN s-boxes to be ‘of the form such that N
ges of M-input single-output Boolean -4- functions must each take as
input the complete set of M input bits. In the 1982 paper "Are Big S-Boxes

Beskrer 1\%%&%1%994'515%‘?ﬁ%iﬂd%’%%?ﬁn@ﬁ% f&ﬁXBB%%atBE‘i&CsH{l%Rﬁg@t%&I is
s-boxes when the contents are chosen as a random permutatlon
linear in most cases and which contributes to the diffusion. An example of replacing the

linear combiner (XOR) with a non-linear arithmetic operation with a higher diffusion rate
can be found in the so-called GOST cipher recommended by the National Soviet Bureau
of Standards; Information Processing Systems; Cryptographic Protection; Cryptographic
Algorithm. GOST 28147-89, 1989. The GOST cipher is also an example of a cipher

using word-based rotation operation to achieve diffusion of bits between s-boxes.

The ‘completeness criterion’ is first explicitly defined in the paper ‘Structured Design of
Substitution-Permutation Encryption Networks’ published in IEEE Transactions on
Computers, Vol. 28, No. 10, 747 in 1979, by John B. Kam and George 1. Davida. A
cryptographic transformation is ‘complete’ if each ciphertext bit depends on all of the
plaintext bits. A cipher satisfying the completeness criterion is found in the US patent
4,275,265 (Davida, et al.) published 23 June 1981. The completeness criterion requires

MXxN s-boxes to be of the form such that N instances of M-input single-output Boolean
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5 of the set of all possible outputs. The paper concluded that preliminary work
seemed to show that a variety of desirable cryptographic properties are likely
to be found in such a randomly chosen s-box if the number of entries is large
enough. For instance less than one in 264 randomly generated reversible
6x6 s-boxes would contain an exploitable linearity. 10 The 1982 paper

 BYBHAMINSHS CHiTpiie AL LR B e BetRIG ST QRIS P Encryption  networks',
IEEE Proceedings, 129(5): 195-199 by F. Ayoub concluded that recent

r he i that,. u r.certai
e S e e R MSol080 e e
freaeT PO A RIARSHtsrate-hasa odierbersne paip are1Bes e at i tRaRC IHEHION
the perruipiinpissdisoselacterhabipadamsli@diser pkeyeidathe saswbingd to
network retains, with.a v high probability, the completeness property. That
e e e RIS A R TR Aa
pEPEpsHeEllewity BthamdBIvEERGIEE 6% BAURSANPUBktSASIISHIRE sat tpa

SHRAES I Rt IMASISKS MR8 SIS B E5iga:0f B 0¥e& PNk FloWvelster

a 1ge§‘1tE' Tavares, Department of Electrical Engineering, Queen's University,

Kings oh, Ont. Canada, published in LNCS no. 218, pp. 523--534 (1986), the
authors explicitly define the “strict 25 avalanche criterion' (SAC). The SAC

stﬁ&@ﬁ dpat, hr@tﬁamﬁﬁ& @&&gﬂ%@fk@@ﬁ&?p@h@ﬂgﬁip%?ﬂ@ﬁ&g{ el

exac one enever a sl e 1npu IS.complemented. IS thesIs

e b e A R el R e e

Skamhdghedduétioahpropérty Ladelaerthie sadailasinbepantaios' fulkeon can

pm%%]b&g?' %%d%%%%lﬁe&iQQ%&&B&QP@@H@HX&&MBH% g lunetiongdhat
the SAC, and comb t

satisfy ining them 4 at a time to produce 4x4 substitution

bORE LA B ARIHREH S (RBAN IR AL BRI AP SIF iR fh&uidofké e user
optiynizithg terelsearshvpndoesssyveigiecting High Bobdbaity firationgdimea

”?]%Bgr urphgn ok RIiligs ek RQHEEHREIRGhRtES in the earlier
steps. -5- This thesis highlighted how the cipher described in US patent
4,275,265 (Davida, et al.) did not meet the SAC and validated a potential

waakiissdmhb b what & athprevieusliidvdes aidedtiiiech biyeathBooksadmolaaoss for
also highlighted that it may be possible to convert a

In the masters thesis ‘On the Design of S-Boxes’ by A. F. Webster and S. E. Tavares,
Department of Electrical Engineering, Queen’s University, Kingston, Ont. Canada,
published in LNCS no. 218, pp. 523--534 (1986), the authors explicitly define the ‘strict
avalanche criterion” (SAC). The SAC states that each ciphertext output bit should change

with a probability of exactly one half whenever a single input bit is complemented.

This thesis describes the heuristic process used to select 4x4 s-boxes that satisfy the SAC
and an additional property ‘avalanche variable independence’. The process begins by
selecting all the potentially invertible 4x1 functions that satisfy the SAC, and combining
them 4 at a time to produce 4x4 substitution boxes. Additional heuristic techniques are
described in the thesis, like optimizing the search process by selecting 4x1 Boolean
functions from a limited number of families that produced ‘perfect’ s-boxes in the earlier

steps.
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5 construction that does not satisfy the SAC into a construction that does
satisfy the SAC by iterating the construction over several rounds. It is more
likely that this can be achieved where the construction is a substitution
permutation network where the permutation wiring is random. 10 The perfect
nonlinearity criterion for s-boxes was first described in the 1989 paper
"Nonlinearity Criteria for Cryptographic Functions." Advances in Cryptology --
ECHRAERY R Ih18h&Uih6R: thehautberbhdlaiet 8pdiStatfeitsads. (Daeiduthals

Sﬁﬂ!ﬁ%ﬁ%ﬁé&%@@ﬁ@&%‘fﬁ%ﬁwg& %%[l%ﬂx%ffﬁ?tés iy, ARd ré}ﬂévi“ %‘?‘o%en

much stronger requirement t 15 The 1992 paper On immunit

alsridiadiRnnihsheeSaihsiss Bterdigiicbisrhtn iyt baprspihitesonvert a
Proseasifichlteiteksss vk diisfyehe $ACLAR?: amfArddbhiiadis! eaM,fMamzsc by

describes methads of eneratln pract cal size s are |m
o T R o, A A By
Awgergth%sl&rwémb@ aﬁymaéggmdrergéﬁ@m ﬁ@twﬂéﬂé&r@;@é mw@lmgmg
iAo linear and differential cryptanalysis. US patent 6,031,911 (Adams,
et al.) published 29 February 2000 discloses heuristic techniques for
generating MxN s-boxes that satisfy SAC and other criteria rapidly in an 25
inBre preferiinordivesstysintitaord eeefmige esaibre dbeadibad A fie WEBpaneand S.
E: N_(%Yﬁé%ﬁty'ﬂﬁlf&m%@r gtlgaghlileﬁbl agad1@B§~ﬁ9m§;erﬁt$U@9zm0§gO\t/ﬁ)t "

s of pu em we cap conclude that the
o B SR e PSS, PO i G AN S e
nperHacithométicasihoxesiisn Bledivil§dsbetved it threéasth onl@cstrumg ht,

namelvseieatiansaideasonably large s-boxes with all possible outputs
randomly permuted, the generation of key-dependent s-boxes from s-boxes

that are known to be strong, and finding newer and stricter heuristic criteria
fdfmﬂwﬂngpées@aﬁxlmmmmogmphI&iymmpadiﬁhafoirfb@ﬂfsrmméélmptaﬂamte’s
G reRicRPIBolS: Al R au thEnetic ﬁel?%gﬁ;@f KOy &EU @QH&W”&&%&

s-boxes must at a -6- minimum ensure the completeness criterion Wlth high
p%Bﬁ&ﬁ@%ﬁ&@%@%ﬂ%ﬂﬁ?@mﬁ@Q’@éﬁ%ﬁfﬁlﬁ‘%’f?e&m gisetia

sdogpasalysis.

US patent 5,796,837 (Kim, et al.) published 18 August 1998 discloses a process for
generating practical size MxN s-boxes immune to linear and differential cryptanalysis. US
patent 6,031,911 (Adams, et al.) published 29 February 2000 discloses heuristic
techniques for generating MxN s-boxes that satisfy SAC and other criteria rapidly in an
incremental process (similar to techniques described by A. F. Webster and S. E. Tavares,

in the thesis ‘On the Design of S-Boxes’ referred to above).

From the preceding analysis of published material, we can conclude that the general
direction of non-arithmetic s-box research and the generation of non-arithmetic s-boxes is
divided between three schools of thought, namely selection of reasonably large s-boxes
with all possible outputs randomly permuted, the generation of key-dependent s-boxes
from s-boxes that are known to be strong, and finding newer and stricter heuristic criteria
for ensuring desirable cryptographic properties for fixed s-boxes. In all cases, the three

schools of non-arithmetic s-box generation are in agreement that s-boxes must at a
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- balanced MxI Boolean functions for s-box construction can be selected at 5
random; - MxN s-boxes can be built from random balanced Mx| Boolean
functions and then heuristically improved to satisfy SAC; - MxN s-boxes can
be selected by randomly permuting a fixed initial permutation; 10 - a single
round of a cryptographic substitution-fermutation (SP) network can be built
frEVRIBREGRTHE NG AR S5 Kas witbihighwiaktPiHBividually satisfies
the SAC while the SP network itself may not satisfy the SAC; and - while a

SRAIBRIACONS SRURIRLARIC RE e ATk ARAIEYUBl described, may
SP networ

not satisfy the SAC, the complete SI may satisty the SAC after 15
two or mor8¥apfsdbtlildratian fiREvary UasOS PRI Brader SR8 Dess stk

with ideal chadasteristics such as the highest achievable non-linearity, the

highest ?‘C%Y\?Q'l?oaégfe?r%g glegresand he faptest aghieyanle gvalanche
are chosen for a su stl%ultll(_)n-permu ation REtwork to approximate an
otherwise 2betekdiritisgibalipnraprsssibii iy §A Strong s-box. In software or in

word-basedRrpessses ancbieaties the.pawnilvp-Baaiaan fogicinparations
(AND, MOV - move/copy, NAND, NOR, NOT, OR, XNOR, XOR, etc.) are a

form of a s%eé{lél-lltﬁtsl?rlﬂjction-multiple-data (SIMD) operation executed over
strictly 25 strieglycohpdrdiietripoiganties fbsisitcorpersancenfiR somsitderaa be
BZ-E_it gene&ﬁ'}wmgapﬁee WAM@N ﬁﬁfqﬁkﬂ%@sslb&%&@ Mﬁﬁw@%{%@%ﬁﬁg&ebn&i
architecture, t 0 nstruction performs 32 individual bitwise
prtipmet i i s i
blocks, relealsilg S2ditsoohdutputnyOAMNXN B isoxek s b Bop [Eaeribed,

fur)ctions aﬁ@aﬂ[@@l%ﬁﬂi%f?%’eiﬁﬁ@ﬁﬂ@égn%i%fﬁﬁqﬁ%WBatﬁ%%f?&ﬁ@'59%@Qf?cr
suitable selection and arrangement of the primitive SIMD operations. An

example of EIDEBRFAESH G5USH Y ptography implementing 32 concurrent
software efficient two-to-one multiplexers is found in the cryptographic hash

fURGHRR MRSmidn SREHNPSLASHRRL CRARGISHSHE RIMER WSHYCHRNG %ﬁe eir
strict parallelism: each bit of each input register Qn&é affects the bit in the

Sa?ﬁg:w&qtmﬂﬁnméi%umigleﬁg Féagetvable algebraic degree and the fastest achievable

avalanche are chosen for a substitution-permutation network to approximate an otherwise

technologically impossible large strong s-box.

In software or in word-based processor architectures the primitive Boolean logic
operations (AND, MOV - move/copy, NAND, NOR, NOT, OR, XNOR, XOR, etc.) are a
form of a single-instruction-multiple-data (SIMD) operation executed over strictly
structured parallel N-bit wide inputs. For instance if we consider a 32-bit general purpose
processor such as the IBM Power PC or Intel x86 architecture, the Boolean AND
instruction performs 32 individual bitwise AND operations on the 64 bits of input supplied

in 32-bit wide register blocks, releasing 32 bits of output.

All MxN s-boxes and Mx1 Boolean functions are implemented in software either as look-
up tables or through a suitable selection and arrangement of the primitive SIMD
operations. An example of SIMD operation use in cryptography implementing 32
concurrent software efficient two-to-one multiplexers is found in the cryptographic hash

function MDS5.
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significant bit of each input register only affects the least significant bit of the
output, the 5 most significant bit of each input register only affects the most
significant bit of the output, etc. Such operations when iterated or grouped
together without use of (fixed or variable) rotation, byte swapping or other
(fixed or variable) permutation, substit(tion or arithmetic operations do not
allow each of the output bits to be affected by more than one bit of each of
thEaNnhittvaidﬁl'mputllraegsiﬁtseimfrﬁmemmrﬁxe@h@ts\taéiabdﬁctqiﬁﬁnaidnytea&mbit of

S‘é’%ﬁ‘?ﬁ%ﬁt% qlher, ?%%e%& REBRIS) dPét‘é‘Qﬁq uce%h '%{%Lf %{h € gubsfijution

or arit etl erat ons are require to Intr between
difHdise it (T saehinpy e sstRs Y st  she deesh atanibie i P rdipIeietput, the
aﬂpiie@tgaﬂ&;aﬁhﬁtfoﬂMm@ﬁegbgiqueswam@ﬂma wosds-kasedansbieaieres

erform bétwhse 15 erm tati eod erations r UII’ dto. ﬂtroduce
Ll'[ etcC. ch O erat cni era TOu out use o Xeda or

d| ion: - p- usueﬁly Implement edas 1o o ﬁp alb‘fves and combine
Mﬂﬁléwae@ﬂmmké@ BitoABE  GfRIBer @b@‘éﬂbﬁ@“&@% DRI GO STIRAHaRPT
Z&JA&I&&, opetatisheddnct 9w-ckey vieRendpnt hitwise tFtatien BPaciang as
sclc%sedhl (gtl'h have-r ferenced t20 Uﬁlga ent 4){2(?51,811 Adle(}tPUbgsthEd
1 lﬁ\ffarc é Wl &l)n NAERt rotation (%era ions ds disclose ygre
Pm@mmgl@mﬁsﬂ(f(mwevalpﬂbﬂﬁtMGﬂ@ Demen 9?9, bityivisebstdagiongAND

ORBIAONS SRS A VIR RIbYiIRE fRLALED RPEHREIGHS ba It RPENPHNDSS each
Eﬁaratlons su s.OR, XO or ADD o erations as 25 disclosed in US

RHaS8%8 g ELTHSAHR bR FaHRaEE B%&%B%}%SQ and in US patent
5 168,521 (Delaporte, et al.) published 1 December 1992; - permutation

'nﬁﬁ@‘ﬁﬁ%&%@%@&ﬁﬁ&@?@u@&%@@ﬂﬁﬂa@@%ﬂé&u@@to%%%@ﬂ@%se
operations in cipher design’ é)gh y B. Lee, Z. J. Shi, Y.L. Yin, Ronald L.

RAEEE oD OBl B e TS AL AR AU R O S operations 30
described ip-boecpapenll i ffigienigperdutabbrinstrigstions dobfast satiwdiees;

Cryptograp%)éed%E%M%E%&#&Qéréﬁoﬁ?a%ﬁﬁml?ﬁo@%m;Bd%é—l%‘? gsal, or

such as BFLY qﬁ%gratlons described in "Arbitrary bit permutations in one or
two cyclespﬂ]?f Bidd %%llngs of the 15™ International Conference on
Applicationkssplepificl Sy dienis; draiviecparaanss Rietesdanshpabes 23E-24kbéd

June 2003 By £, SReI31511 (Adler) published 10 March 1981;

- data-dependent rotation operations as disclosed in US Patent 4,157,454
(Becker) published 5 June 1979;

- bitwise masking AND operations combined with bitwise rotation operations
and with combining operations such as OR, XOR, or ADD operations as
disclosed in US patent 4,888,798 (Earnest) published 19 December 1989, and
in US patent 5,168,521 (Delaporte, et al.) published 1 December 1992;

- permutation instructions such as Group Operations proposed in ‘On
permutation operations in cipher design’ by Ruby B. Lee, Z. J. Shi, Y.L. Yin,
Ronald L. Rivest, M. J. B. Robshaw, such as PPERM and CROSS operations
described in the paper ‘Efficient permutation instructions for fast software
cryptography’. IEEE Micro, 21(6):56-69, December 2001 by R.B Lee et al, or
such as BFLY operations described in ‘Arbitrary bit permutations in one or two
cycles’ in the Proceedings of the 15™ International Conference on Application-

Specific Systems, Architectures and Processors, pages 237-247, June 2003 by
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- word-based arithmetic operations (ADD, SUB, MUL, DIV) as found in GOST
standard 28147-89, published in 1989; - and the less common
byte-swapping, word-swapping and bit order reversal 5 operations; Static
bitwise permutation and expansion operations as described in the above
patents are_implemented in hardware3directly as wiring permutations without
use of addifion qb@rc circuitry regardless of their proposed or intended

software impbedrtentdtivithhytitaspiealiOnbitaise, SerB) WatiorDoperations in GOST
including s- kP f %lltw %%B%Ho d data- dependent and
SR il

key-depende r arbitraril chosen rotations and permutations are
.mp|ementéa%hﬁé‘%waf@@ﬂ+@ﬁea§wmwghwé ov mele aRd bifierdpras versal
look-up tabdgsradimsticing as described by Eli Biham in the paper A Fast New
DES Implementation in 15 Software, published 1997 results in multiple
cipher instances executed in parallel using only the primitive AND, OR, XOR,
NE BN sPRIGTRLA AR BOA S MBS HIG PBSEP Bt RS s SCABeg)En Hag abs o atents are

ahﬂy@niéﬁtédi@iﬂ@ﬁ%&a&k@t@a@MQ@@E;\HMM%\Q@M@@MB@H@H&M&W@&
Sixt urrgllﬁe Qst (()%[1 e?rr @gtgsne%es Bits 4@ ngﬁ%ygwsf rfaster ﬂlelgsﬁ%g
so?war n%pemen %J glng rec ererences eren%aﬂl BI'[V\X

ré@%@m@@é@@@@@bﬁms@cb@mm@%m w%m@wng@meee@éeﬁa

Qg eﬁiaﬂiﬁ%@kfﬁléﬁegihﬁbﬁeﬂuﬁeﬂédeﬁgégw%lmd ftyaﬂlﬁ@mons are
|m en eCIp er, ou n I uced performa
&%ﬁ% S LR AR (AR HMAE SR ATB PR RBOR oole.
algorithms) are probabilistic 25 algorithms that quickly find a good solution to

a@@@ﬁ@mﬁ@ d@éEﬁ%E%bA? Erqﬁalm HRhpapSolutian mymfmm&pgnon in

gtlma but is considered acceptable for intractable problems for which
fi

B % JBBALHLGH SrBroVThG tHIE B R G RRDI I B ErBRihiaIng

conipttaponallye &0k, XOR 0¥ thieBollwanrigghelursticnalgat ithms qarnbiens.
readily APPURSLER IBARECKE LANHLTIY: Ao P&%H@%‘EQHQQ{%%%Q%@{%@QH% thirty

permutations or Boolean 30 functions used in the preferred embodiments of

tHY AF ARy SHEF oG Rbehirearssh RiyPtogeadimesditdnsicisag hdised
meéastie mﬁmetahﬂyat(éwtmﬁ@dgemmmer@fe&dgafﬂlgmﬂthhnswiaamgme@eapmﬁ
Tapiwea é?é}nldtﬁu%l{ml?'{ﬂ% RGO é%é/egs’}@g&@&orhléﬂ& (%‘é&&e“{é'; %ﬁé'”g or

their hybrids and parallel variants. Suitable algorithms are cribed in: -9-
sequential execution latency time to implement a single cipher, but making up for the

reduced performance in volume.

Heuristic algorithms (some times also called approximation algorithms) are probabilistic
algorithms that quickly find a good solution to an otherwise intractable problem. Such a
solution may or may not be optimal, but is considered acceptable for intractable problems
for which finding a good solution or proving that any given solution is in fact optimal is
computationally infeasible. Any of the following heuristic algorithms can be readily
applied to improve randomly or pseudo-randomly chosen wiring permutations or Boolean
functions used in the preferred embodiments of the current invention judged by certain
cryptographic criteria used as a measure of quality: Genetic algorithms, Greedy
algorithms, Random Search, Tabu Search, Hill Climbing, Ant Colony Optimization,
Simulated Annealing or their hybrids and parallel variants. Suitable algorithms are

described in:
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Approximation Algorithms by Vijay V. Vazirani, Springer-Verlag, Heidelberg,
2001, ISBN: 3-540-65367-8. 5 Approximation Algorithms for NP-hard
Problems by D.S. Hochbaum, PWS Publishing Co, Boston, 1996, ISBN:
0-534-94968-1. Automated Cryptanalysis of Substitution Ciphers by W.S.
Forsyth and R. Safavi- Naini, published-in Cryptologia vol XVII, No 4, 1993,
pages 407-418 10 Automated Cryptanalysis of Transposition Ciphers by J.P.
Giddy angproxaadavi All@'mitmndalig hapyVT NeZz ol [Spieradovadl gy tlexdél belgo

4, 1994%’3\{0@%}9 3 |g§§g§|%n in the Design of Boolean Functions by John
Andrew 15 Clar Jeremy Jacob, published in Lecture Notes in Computer

Science 1841 Springer 2000, ISBN: 3-540-67742-9, pages 242-254.
Summagppfdhmﬂwami@aritm@m@mp REAEAIBIgN ©ND.8SHeckBhenREsENnt

inventio Ryl a multipl | I ut s-box which is
adaptedp 0 réc v%e a@%hﬁ?@%%@%ﬁ%ﬁm@%& #?péugt its 1l, 1Z to la, where a is
at least 4, and to output b contiguously numbered output bits Ol, 02, to Ob,
the S-boxmméismgpaﬁatpy@irgrasﬁms&tbamsm&ssgzmssporgamm Nhghyi-
has a myltiple-in ut Bogl fynctjo f2 toﬁ i ing the
relations Bbg?vbi/%uélﬁci rﬁ(ﬂ |p? mptcjltzas{}nld%t?hez! s?r%g?é o%etpu r:lagls
adapted to receive a set of input bits s1, s2, to s,respectively, each 30 such

set chosgndromd tmﬁwsmt% to-4he Sshiox @[ﬂ&@lagajrﬁnqlaa} andR, $Qrli-
bits res ctlvellg:b ﬁ rﬁ‘ é] of the umbers sglqg é? I‘i 2} 43 in the range
of 3 to (R2HY: BHAASI B S REMFh RIS L P! gfhid gger than a,
-10- and in which the b output bits of the s-box comprise the outputs of the c
BOOleanFWO—Stage Optimisation in the Design of Boolean Functions by John Andrew

Clark and Jeremy Jacob, published in Lecture Notes in Computer Science 1841

Springer 2000, ISBN: 3-540-67742-9, pages 242-254.

Summary of the invention
In contrast, according to one aspect the present invention provides a multiple-input
multiple-output s-box which is adapted:
to receive a contiguously numbered input bits /;, I; to I,, where a is at least
4, and
to output b contiguously numbered output bits O;, O, to Op,
the s-box comprising:
¢ primitive s-boxes sb;, sb; to sb,, each of which:
has a multiple-input single-output Boolean function f;, f>, to f.
defining the relationship between the multiple inputs and the single
output; and
is adapted to receive a set of input bits s, 52, to s, respectively, each
such set chosen from the a input bits to the s-box and containing s/;,
sl,, to sl. bits respectively, so that:
each of the numbers s/;, s, to sl is in the range of 3 to (a-
1); and

the sum of the numbers si;, sl, to sl. is larger than q,
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functions. According to another aspect, the present invention provides a
cryptographic process 5 which: receives a contiguously numbered input bits
11, Iz to la, where a is at least 4, and outputs b contiguously numbered
output bits 01, 02, to Ob, the process comprising: 10 c primitive s-box
operations sb1, sb2 to sb,, each of whith: has a multiple-input single-output
Boolearffdrit tighchthel Py disingiae Partomers Bensaistiethagifioriean
inputs afidldhensingle output; and is receives a set of input bits s1, s2, to
s,respectively, each such set 15 chosen from the a input bits to the
cryptographic function and containing s11, s12, to sl, bits respectively, so
tHEC4EE &F tHethRImIDEFS SEIPreen! tBVentigRIMEdesriga Bt P ic APCattd the
sumi@f: the numbers s11, s12, to sl, is larger than a, 20 and in which the b

output bits of the cryptographic function comprise the outputs of the ¢
Boolean funclok e S e T eSS i A s g esst 4
present inventi®d may be more readily understood, preferred embodiments

of it are descripgagJeyyefareneesto thastRwingsutowhishdigwes, 1, 2, 3 and 4
iIIustratt%hprocesses according to preferred embodiments of the present
invention.eféof)eesggﬂrﬁlt?gﬁlsn%f preferred embodiments of the invention Figure 1
illustrates a porpomsiva kéyscomdraarasdépehdentsitashieftivhigrermutation

network cipher accongdigg i @peefgried euehedimeiorfinairusntion, Hgure
1 can be implementﬁ? in hardware. directly as a circuit ﬁtrpiimulated ona.
the single

word-based architecflifd" ¢ UREH BLIGR P cPARS; byBY
embodiment illustratedtpsi;figdre 1 consists of five bits, 101, 102, 103, 104

and 105. The function 410 {lystiatesiaRialic §XRansionaidhe inpuLLPA.bY &

chosen from the a input bits to the cryptographic function and
containing s/;, sl,, to sl bits respectively, so that:
each of the numbers s/;, sl,, to sl is in the range of 3 to (a-
1); and
the sum of the numbers s/;, sl, to sl is larger than a,
and in which the b output bits of the cryptographic function comprise the outputs

of the ¢ Boolean functions.

Brief description of the drawings
In order that the present invention may be more readily understood, preferred
embodiments of it are described by reference to the drawings in which figures 1, 2, 3 and

4 illustrate processes according to preferred embodiments of the present invention.

Descriptions of preferred embodiments of the invention

Figure 1 illustrates a portion of a key-and-data-dependent substitution-permutation
network cipher according to a preferred embodiment of the invention. Figure 1 can be
implemented in hardware directly as a circuit or simulated on a word-based architecture as

shown below.
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factor of 3 which also serves as a permutation of the input bits. The function
120 contains 5 five instances of 3x1 substitution boxes, only three of which
(121, 122 and 123) are shown in figure 1. The output 130 consists of five
bits, 131, 132, 133, 134 and 135. The 3x1 s- box 123 takes a unique set of
three inputs from input 100, namely tHé bit 105 and the cyclic next two bits
104 and 103, generating a single bit output 135. The 3x1 s-box 122 takes a
umigLiaset 00 tiree énhodbiisnirohsthe:ihputid@o, Inemely tidibitbiQ41anditre
CYBHC H MK AYOAIS OB ADF1 A A %%%%"’.‘él&%%f#@%%%ﬁ?ﬂé@%ﬂ o380 b0
3x1 s-box 121 takes a unique set o?t_hree input bits from the input 100, '
nEFeR iR Bich Ol A et g dIfEHIERtOmMRS Bits s biftd Toufugetietdtfgentains
singlenbii i3k ubsaahion tarditondf theootpuicd 3R is produced3yyra shvlvn
s-box, where.each s- receives a.set of three. i its,from .ipput. 10
B T Tk o o A EHS 14145
chfimeh takieh anYiGin et of theedijwwaisan three i repiedy thaikid@alnéden of
th@dﬂ&fﬁ&%ﬁg @i{@q)OiLHﬁatimils,S ge@p@;@gaa,\lznrg&am aﬁq,mwbe’rﬂ@@f( icapsiste of
a non-linear three-input single-oytput Boolean function. In the err, :
o TS AL PR 1 R o o i e s O i vt
ingivatee His 203refdrEiRc ganaraibey a4 sioghebfoetripua LidiqlbetRrde-tput2] takes a
singlr:olisithRlaneatnon-dinan iBrelraN finctione The drefarigdeyclic next
emb dim%r%t of t e40urrent.inventio illustrated ?'G }g)géeﬁt#aﬁ re%uged
mﬁ‘ﬁﬂ%%& AahEy e SHpANRE dRAEBIEBHAI MY UGBS S48 of
the Lisprbd2és: Bopledn fubetionsein theh rebiondemdicatest byf thfevamse bitmflosr
?%ﬁﬁ%@%é%&h'&ﬂﬂﬁi%%mmwi Wi@ti%ﬁrde'ﬁ?éi’e Boglsandingtion
in region 120. In contrast all _traditional MxN substitution boxes must have full
WIRSTROR MYAALY MPSFOEMG 'Yy (e Es MBI RiRess criterion: the complete

M-to-1 Boolean function for every output bit must share all its M inputs with

af arhRn My Ral R AR URSHANSHEK NG SRR Al HDSRHIRCSE Aber 120

illustration the s-boxes 123, 122 and 121 are chosen to be two-to-one

AR OART B e BRE SN 94 U AP Alean dPain s debror ipiied for
eanhodiuliplékeriakingfibestindf bith¢ pheand 1 s(Bd5fuhtddnandlichil by

LIk LRSPRGHMEN A p dALID Rﬂﬁalﬁeqme@%fﬂ SELANSIBG: IR LRI, (RniDE

s-boxes 120 are drawn from the -12- input 100, and the s-boxes 120 are a
fdrRPIsRYERCH®Pendent permutation.

The preferred embodiment of the current invention illustrated on figure 1 has reduced
wiring redundancy compared with traditional MxN substitution boxes: each of the L-to-1
Boolean functions in the region indicated by reference number 120 has less than L inputs
in common with any other L-to-1 Boolean function in region 120. In contrast all
traditional MxN substitution boxes must have full wire redundancy in order to satisfy the
completeness criterion: the complete M-to-1 Boolean function for every output bit must

share all its M inputs with all other M-to-1 Boolean functions in the s-box.

For the purpose of illustration the s-boxes 123, 122 and 121 are chosen to be two-to-one
multiplexer functions where bits 119, 116 and 113 are the selector inputs for each
multiplexer taking the sets of bits {118, 117}, {115, 114} and {112, 111} respectively as

data inputs. Both the select and the data inputs to the s-boxes 120 are drawn from the
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In this way the embodiment of the invention that is illustrated in figure 1
includes a plurality of input bit expansion-permutation, multiplexer functions,
and output bit 5 permutation. It achieves a predetermined 1-to-L expansion of
input 100, a predetermined bitwise permutation of the expanded
intermediate state 110 and a key-andldata-dependent substitution 120
alHEVING and-the 5-Bersp @Sttt PR EparEREN St PREBTARE State 110
returning state 130 as output. 10 If the output 130 is fed back into the input
100 I Scfi : UGt . =i ' ister
T R R T
eRIbBHRNEHNBY thE SRR IrRAERNEH e Bt ST 186 18T dpd KBSt Pibut
1p&mitaadnfluenae afkbiisdRwentyelically 1@ ipanieth daempatheode pradenaihed
eﬁﬁ%‘vi@ét of the at?o%t$%‘Eh1e3e0 ondog; i yelic E’t'éf 1Py NG H9RL, 0 this, BXRMRIG
takes a minimum of two 15 rounds to achieve the requweléﬁﬁl?ﬂjsmn
corhpiétined30 webipning thatehecerttaispatieiiiecnuseib noimsdetestalsd Hits
ofuttpug 13Q ane expapted to be roughly uniform in a circuit implementing
the process. In contrast with the current invention, circuits implementing
substitution boxes based on arithmetic operations always 20 exhibit strongly
nbithgrvifoprt Cifticdeg&eieknire renpisd o penderitd dasthidasosh sigmificegitorbits
of anehain.af aarY.eRealinnSafaigu e Ailbstidtesa-pRtiRRehRabieRiven

variant of a key-and-data-dependent substitution-permutation network cipher
R LR AL L BB B D B e o W groat 100
irsrigie Tivef éiofos00 idintiies 26 bitsdot inphe, dEhendeiont 28dhibientifles
twap iU RitRLA D, a1t 8fiNBUE 252 The FRAQR2AQ;dntfies Hantysfiveo

bits of output. Region 211 identifies 20 bits of output dependent on twenty
fi\‘}‘é‘l’[’(‘}-sc}ﬂé‘%’-l%‘?(g? LRArSHEEBG AT FOBIS ST (1t will be appreciated that

only one of those twenty s-boxes, the s-box indicated by reference numeral

24 iBdllysirated:ndh ‘?@9 gy 'i@térﬁ%%g igp c%@g JHYRIRAE S B{ﬁp@ttmfm%m&&d

Region 223 illustrates five bits of the output dependent on a bijective

(VRS S 5 B BB G BRY P APPRISERETITS 82 BFAFRs Fivie GANEASHIAD 9F GEHERt
minligples) pﬂtﬁi@_@l@l&u@uh@@@@ﬁmﬁpﬂw@m 4 doregidm2d40 dpd@asas ahyas
ki Eﬁ%ﬁ%%!%ﬂﬁﬂn%@%§9t$£fﬁ(a%tﬂk¥ﬁe5}é?&é}§s%%ﬂm%?éﬁ: G2k ERSh ARAnt

from region 201 generating as output the first input bit to the linear combiner

(RORIXNBRPLGITHOPSFLions.

Figure 2 illustrates a portion of the bijective variant of a key-and-data-dependent
substitution-permutation network cipher process according to another preferred
embodiment of the current invention. The region 200 identifies 25 bits of input. The
region 201 identifies twenty-four bits to the left of input 252. The region 210 identifies
twenty-five bits of output. Region 211 identifies 20 bits of output dependent on twenty
five-to-one s-boxes as illustrated in region 240. (It will be appreciated that only one of
those twenty s-boxes, the s-box indicated by reference numeral 241, is illustrated in the
figure.) Region 221 illustrates five bits of the input. Region 223 illustrates five bits of the
output dependent on a bijective (reversible) 5x5 substitution-permutation 222 of the five

input bits 221.

Each multiple-input single-output Boolean function 241 in region 240 takes as input a
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generating bit 253 as output. Input bit 252 is the second of the two inputs into
251. For each of the linear combiners 251 in the region 250, the
corresponding Boolean function in 5 the region 240 must receive inputs only
from the region to the left of the second input bit into the combiner, which
region is marked on the illustration as!201. In the preferred embodiment of

trsedgivERR s SR ddsir s figard - Z3he pimithiddie-tiroHesdopslés
24dneisedgdndbersiehd lustraiad by wegioin2dQ-cobgist O OREXINORS 241in 280

ggn%%@ﬁlwawom P8R AL'&?U%% A e%'%ﬁ RL%JHQ & QuipUs anda,

five-to-one Boolean fu ction eflnlngt ere atlons etwee e input bits

aff i BethirapitonicEath Hathh E&Oﬁ@rﬁﬂmbea?cs@w@ama Mmfml%wn in

cheseriai panadan. Eighiecidilttistiatasa meriigetarvasd-bagedecond input bit
ke d-dat depe dent substituti 0y 15 er ut tlon netyxork according to a

prre}:/tf(gtrrl:le Oénn? n&rj’lmenﬁo?g[ fe }n\r/nearr] a grleg {ate’ %ﬂg is fifteen bits wide
partitioned into three words (or blocks, sub blocks or registers, depending on

the m@t@%@é]rmhmﬂﬂﬁﬂi%ﬂhe\ﬁﬁfgngﬂmiﬂﬂ%s‘ﬁfaﬁ:\éﬁohifﬁg&%h 8prakidive
4 and 325; wor 2 (o nS| s of f| e b|t 332 334 and.335; a

R e B o R B B L R g

ilhsoreted3R gtatl enetiapam dlvfm’fnﬂhatqugwéqemmtﬁ Sifputtivel ddizestatme

Tb@&em%&ﬁgnlmeﬁﬂﬁtgﬁléﬂaﬁeﬂsﬂ @é@ﬁﬁ@fmtm Haetions @y .one
S?ﬁE illustr The data state 365 is fifteen bits
p

ted i draw
L e B S S CHBE LB 71, 372 375,
374 and 375 word 367 consists of f|ve bits 381, 382, 383, 384 and 385:; and

WEGh 368 FARSIRIS. oY RIS 391a-BR2d383: a%%ﬁ%e?&ﬁdélﬂ SubblirtraiRd 3x1

substitution function 361 takes a unlque set of three InFutS consisting 30 of

oREBHIEEY SRR HHRS FOMEHR BRA EF LTI LTSS bt S B Bighalit Bt
bit 1332 fidewords3Lide aadidmebih@3hrerigindsing onkhHis®2A wkywarcSiters,

TH&;QJM%@%E%% PR AP @Sﬁ%%lﬁ)s'ﬂ@é?dl%‘i PEQHIPNLAERIBIWAH 365, 303,

For all fiftéen bits of the state 365 each of the 3x1 s-boxes in 360 exhibit a

unidfuesdtorvert 3ot rmpats Adesrhilig 13 the? abblve té A de #pbword 313
warntkibasé di keyiandidata; dapehtdienidsidistitution-permutation network cipher
according to a preferred embodiment of the invention illustrated in figure 3

provides a
The region 350 illustrates a static expansion permutation by a factor of 3 for the data state.

The region 360 illustrates 3x1 non-linear substitution box functions (only one of which is

illustrated in the drawing).

The data state 365 is fifteen bits partitioned into three words. Word 366 consists of five
bits 371, 372, 373, 374 and 375; word 367 consists of five bits 381, 382, 383, 384 and
385; and word 368 consists of five bits 391, 392, 393, 394 and 395.

The illustrated 3x1 substitution function 361 takes a unique set of three inputs, consisting
of one bit 352 originating from bit 344 of word 313, one bit 353 originating from bit 332
of word 312, and one bit 351 originating from bit 325 of word 311. The illustrated s-box
361 generates a single bit of output 385 in word 367.

For all fifteen bits of the state 365 each of the 3x1 s-boxes in 360 exhibit a unique set of
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5 direct mechanism for improvement of the cipher's software performance.
Figure 4 illustrates an example of a software implementation of the cipher
illustrated in figure 1 according to a preferred embodiment of the invention.
The process of figure 4 is executed on a processor with a word length of five
bits. Word 400 consists of five bits 101401, 402, 403, 404 and 405; word 410
cOPIEIEBUST frre it A heaPove emplal: and 415; word 430 consists of five
bits 431, 432, 433, 434 and 435; and word 470 consists of five bits 471, 472,

4R AT AT, W AR Runpded e arS oyl dyplication

into word 410, an . Nord 410 is statically permuted using a cyclic
reGEREt£19 I ras dse hedEneig Afftbam v BitiDY HEBIEd i dhss R dypiitidata
A3Ze A b cAldanthdibiparepennufted agleutpiirdlde ph2Brhaded 25 and 421
respectively. The output bits 421 through 425 are used as a single- word
input to 450. 20 Word 430 is statically permuted using a cyclic rotation 439
tdvigrgsHia et alghitieale obit 1 HeE bitelamenizigmg theagahes ghusyaed 44
andisS? AR eNEie e eeR A Ine At Hd mvdfdoand i sespectivaly 4 is
The output bits 441 thI’OLﬁgh 445 qre Lfie as ﬁt?in&}g'd\%f?éd in%;.ut to 4,[150 25

xecuted on QCESSOL.W1 word. length of five consists of f1ve bits
The region f%laeenﬁlfles a unc(illon%a ing RAree words o INput perrorming a

sé8 Lo 498 WHdIshddY TrasthddfionssisbOot bivsibiing ldf Wdkd baddd. pridnttide
E@Qﬁ&@d&éﬁﬁﬂlﬁ’t@%{m@@ﬁj%tﬂ n@sﬁ)am}g@'ﬂ%ﬁ%@@ﬁaﬂ?ﬁ 'tlht;s&cgl&egém ﬁvde
igure e e or , WOr S b, WOr a na wor
SR e LR T R ST
cdngisigiof ihew salatd IAputd 486d B and C consist of the data 30 inputs as

follows: D = (A AND B) OR ((NOT A) AND C) Region 481 visually illustrates
how bit 471 depends only on the inputs 401, 421 and 441, - 15 R?%?ions_ 482

thPSUgH 488 St b Hbeh 8 toP B2 thrstigh D78 Rl sphautivan).
Ifhitebyvere . desbiibenhis tseirpleta Ve BitAvitiiplementatidrofityet 422,

PIOGESSANIBIS z@f1f}¥§gééﬁva9a¥§édﬁtﬁﬂ%ﬁ%iéPﬂfr&.“gﬁ!bé@ 4 RQITL):fARe-
((NOT A) AND (A ROT 2)) In assembler pseudo code where general purpose
v HiieyierPRA is the input, RB and

Word 430 is statically permuted using a cyclic rotation 439 towards the most significant
bit by two bits. In this way bit 431, 432, 433, 434 and 435 are permuted as output 443,
444, 445, 441 and 442 respectively. The output bits 441 through 445 are used as a single-
word input to 450.

The region 450 identifies a function taking three words of input performing a sequence of
word-based instructions 460 consisting of word based primitive Boolean functions
implementing the multiplexer operations illustrated on figure 1. If we label word 400 as
A, word 420 as B, word 440 as C and word 470 as D we can express the five bit wide 2-
to-1 multiplexer, where A consists of the select inputs, and B and C consist of the data

inputs as follows:
D = (A AND B) OR ((NOT A) AND C)

Region 481 visually illustrates how bit 471 depends only on the inputs 401, 421 and 441.
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RC are temporary registers and RD is output, the same algorithm can be
trivially 10 implemented in six operations as follows: RB = RA rotate left 1
RC = RA and RB RA =not RA 15 RB = RB rotate left 1 RD = RA and RB
RD = RD or RC The above process illustrates how the permutation
oggrations can be cascaded and mov t 20 duplications operations can be
0

Hipre 4 Snas WaRHBTL B UF Jerlirandenoigidpr Sje tiohEosele A agespectively.

byte-swapping, look-up tables and binary masking operations are readily

AYAaRIE N SAIWALE REGES Q{érﬁiéowé%ngﬁn@%miﬁ%faﬁo f%@:? 201 & g
range of wiring permutations which can be expressed with a Short sequence
oPb ’déé%’s&%“?%%‘?ﬁ%ﬁéﬁ?thus achieving the required software performance

without degrading hardware 25 performance. In the preferred embodiments

ithout degrading hardy . d embodin
permuione ke indole Ta asHe STARHA Rattlis 100, 201 ana

310 to the expanded input bits 110, 240 and 350 respectively, as well as the

assigRnBN okl shevnsruchiis Mramdherpiipal tyoafatinlivetetapht, RB and
s-baoxes in 120, 240.and 36(91{ all the o%ﬁgls% bitglin 1%0 Zlqjgnd 365

are.te oraly registers an 1S Oltpu. 1t ca trrvia
respecﬁilve 59, IS gh en at random. Pnpo%her pre erré%rer%o Iments of'the

cumndaminyechtionx opeaiiotesraafalliring permutation is chosen using a
key-dependent pseudo -16- random process; the internal wiring permutation
is selected according {o.a mathematical formula; the internal wiring
permutation i %éﬂﬁtgtfggli]y refined to reduce redundancy in 5 the
single-r&¢hd BArmdtie-round polynomial relationships between input and
output bitg; thegdfptgrnal wiring permutation is limited according to the

maximum allowed wiring latency for hardware circuit optimization;
RB = RB rotate left’1

RD =RA and RB
RD =RD or RC

The above process illustrates how the permutation operations can be cascaded and move /
duplications operations can be optimized away without loss of generality. Other
operations such as byte-swapping, look-up tables and binary masking operations are
readily available in software processors allowing the technician to implement a wide range
of wiring permutations which can be expressed with a short sequence of processor
instructions thus achieving the required software performance without degrading hardware

performance.

In the preferred embodiments of the current invention illustrated on figures 1, 2 and 3 the

internal wiring permutations which include assignments of all the input bits 100, 201 and

310 to the expanded input bits 110, 240 and 350 respectively, as well as the assignment of
all the output bits from the plurality of primitive L-to-1 s-boxes in 120, 240 and 360 to all
the output bits in 130, 210 and 365 respectively, is chosen at random.

In other preferred embodiments of the current invention:

- the internal wiring permutation is chosen using a key-dependent pseudo-
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- inputs to 121, 122, 123, 241 and 361 are limited in distance from the
outputs 10 131, 134, 135, 253 and 385 respectively; - inputs to each
primitive L-to-1 s-box in regions 120, 240 and 360 are selected from the
same relative positions of input bits in regions 100, 201 and 310 regarding
each output bit in regions 130, 210 arl@ 365 respectively; - some of the
primitive L-f1408156%&$5n regions 120, 240 or 360 are adapted to 15 receive
one or a plutalityeofakeyriipasnmptits; is sctliffedant wiiope magkatiatictd
chosen forﬁ)%%mgound of the cipher operation - width of the output 130, 210
or 365 is different from the width of the input 100, 200 or 310 respectively; -

the internafYGiHRE e MHiRERS S WrE IR T re n trEtieth© Adis exdhipianpin
implementegt 3 glshari SepaniReabardptlhrhitioe La8nbikgenerakpuipasad
processor i(r)lsttrllljtctt)ﬁ)sns; - the internal wiring permutations are adapted to
incorporate B)?te-swépping and rotation sequencing as found in our
co-pendingRusteatdnvpieyiesonalagatantimpediestisdinoo4be 5gg M ife dltpy/ed
October 20Q#intittedyRetessvafane @b oprr@ratys; for Encoding a digital
signal; - a single Boglean functiqn.is u for all primitive L-to-1 s-boxes in
rogions” 1507450 O eb L o LA ST ST 1 B
primitive L-1611 E:bobdSs 343 radidbs 13pe2olyr 360; 30 - all Boolean

functions ugglfab hemsimitive -16-1 SHeRXE I JiR0ion18aAnd460 F-36RAE
different; - fome of the Beiolean functiong. use%.for_ the %Frim't%/)e Ig-to-]q1 10
s-boxes in FSYIINE BB 2 B PIRLCES HBEER g Oﬁéj- e pehakht
pseudo-ramdgmimperssyuphebshoiceiohB bileal) furclidns yseavidy;the

primitive L-{gqe %ﬂﬁé%ﬁﬁﬂtf@&pﬂﬁ r slﬁo%&%%é‘gl&{s 368, imbex @65%‘%&)‘@&?@
to reduce redundancy in the single- round or multiple-round polynomial

relationship &BREIS AU AN SLKSHiE "BA the original input variables
(or processodifégesters)izg @ars@thiivthie chosen for each round of the cipher operation

- width of the output 130, 210 or 365 is different from the width of the input 100,
200 or 310 respectively;

- the internal wiring permutations are limited to permutations which can be
implemented as a short sequence of 32-bit, 64-bit or 128-bit general purpose
processor instructions;

- the internal wiring permutations are adapted to incorporate byte-swapping and
rotation sequencing as found in our co-pending Australian provisional patent
application 2004905897, filed 13 October 2004, entitled Process of and
Apparatus for Encoding a digital signal,

- asingle Boolean function is used for all primitive L-to-1 s-boxes in regions
120, 240 or 360;

- aplurality of Boolean functions is used for the primitive L-to-1 s-boxes in
regions 120, 240 or 360;

- all Boolean functions used for the primitive L-to-1 s-boxes in regions 120, 240
or 360 are different;

- some of the Boolean functions used for the primitive L-to-1 s-boxes in regions
120, 240 or 360 are chosen using a key-dependent pseudo-random process;

- the choice of Boolean functions used for the primitive L-to-1 s-boxes in regions
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5 subsequent operations; - at least one or a plurality of the intermediate
variables (or processor registers) are used in the subsequent operations; -
only the intermediate variables (or processor registers) are used in the
subsequent operations. 10 - the method of applying s-boxes is also adapted
to incorporate bidirectional block chalding as found in our co-pending patent

applications2Ad&R A proRsarstsr Ap prfaddadeduessgBaducidy Bp snele-
November 2004 oanthiZpR500084! filechianrdAtilashiasyb20Q5n gt enditegh A
Method of ;Encoding a Signal; 15 International Patent Application
PCT/IB2005/001499 filed on 10 May 2005 and entitled Methods of Encoding
and Decodfidyihearimtehiiit var tiee e ABprcaRiois STy BEODSI00 18 7
filed on 10 MeyeRRAbogngientitled Process of and Apparatus for Encoding a

Signal; and__International Patent lication PCT/IB2005/001475 filed on 10
oy 2005 S0 Sh BN A NI o A KA S ey bR L S
in a HashirtePrgditivee fubpreieo?ReTARPPermutations and/or Boolean

functions usgd tRthrc-piRigriedagipROdIMaDLS bty B REdRNEMNtiPMepend
on the key mgterial called a “family' key, the hardware (RFID, ASIC etc.)

implementastﬂo%e%l*eélﬁgﬂegté?ﬁlﬁm remains efficient when 25 implemented as

fixed wiringlwithefhasbpapnltive Bbetears epcidapisd tamdyrppratadidirectional

DS 10 e 0k o 20, Lo s e o T S et e the iyt
its to the left o .combined with the linear rejati etw; e in

it 252 and the SO B4 BEGHBR AL SrS T BT 37 g 2o

bijective 30 (rewergiofe00pe dtioh aed@ddhessydiobfe hbicsidéBodlednd of

function in 2410r She dntefpal; Wiring permutation. -18- Claims: 1. A
multiple-input multiple-output s-box which is adapted: to receive a

contiguously nitiBErea3hbtiEHitsPAlH 98 1 Wk 08 Pk 4n AR d8tgY00

output b contigudustitlediMbéred gUipuidiis G, R otbr@Bata;
International Patent Application PCT/IB2005/001487 filed on 10 May 2005
and entitled Process of and Apparatus for Encoding a Signal; and
International Patent Application PCT/IB2005/001475 filed on 10 May 2005 and
entitled A Method of and Apparatus for Encoding a Signal in a Hashing Primitive.

If choice of wiring permutations and/or Boolean functions used in the preferred
embodiments of the current invention depend on the key material called a ‘family’ key, the
hardware (RFID, ASIC etc.) implementation of such a cipher remains efficient when

implemented as fixed wiring with fixed primitive Boolean logic.

Importantly, the unique limitation of choice of input bits to the primitive L-to-1 s-boxes
201 only to bits to the left of 252, combined with the linear relationship between the input
bit 252 and the output bit 253, operating as shown on figure 2, ensures bijective
(reversible) operation regardless of the choice of Boolean function in 241 or the internal

wiring permutation.
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the s-box comprising: ¢ primitive s-boxes sb1l, sb2 to sb,, each of which: has
a multiple-input single-output Boolean function f1, f2, toff defining the
relationship between the multiple inputs and the single 10 output; and is
adapted to receive a set of input bits s1, s2, to s,respectively, each such set
chosen from the a input bits to the s=d8x and containing s11, s12, to sl, bits
rdsl3#Btively, so that: each of the numbers s11, s12, to s, is in the range of 3
tal (a- 1A Ipuaidethe sunubiptbenpmbexs sdiicls khdgel:is larger than a, and
in which the b 1 bits of the s- f] : t t Bool
functions. 20 égiggrgﬁltlglcegflrtl%ﬁ?ﬁnﬁ%ﬁ% e-oﬁ%%%)g?éé%ﬂ?syéfg?%ej Fr%eaanl)(ls) (%r?gm
of the precediffg®®$aims, in which the b output bits of the s-box are the
outputs of the © puiitive tiaxedy JuAbrrdtipiepinpits myltipleoauput s-box

as clain'{EgI i_rll)(():)liacirrr]nlﬁis%which ais at least 25 16. 4. A multiple-input
muItipIe-ou%put s-bOX as tlaimed in claim 1, in which b is at least 16. 305. A
multiple-input ARIMIBIEDbpsRes Box as e intadhintcdiiehi, in which c is in the
ranglrje of 12 to l?] inﬁ'fUﬁiélﬁnﬁ}ltﬁ)miﬂﬁfﬁi@ﬂ%bﬂ}iﬂt@lﬁﬂ@hﬁﬂﬂ?&t&@ﬁ,ﬁ @aimed
in claim 1, in which fqr each i and ].fro t0 a, eac it of sets s; S].
Pave 0 35 - 16- mors T Al R A AR et
multiple-output s-boxa®wiainded in claim 1, in which at least two of the
numbers s11, s12, tgsslg@R e Sane- & hifpultinlesinpukmultiglecaWRLtach

s-box as claimed in claim 7, in which all of the . .
such set chosen from the a input bits to the s-box and containing s/;,
sly, to sl. bits respectively, so that:
each of the numbers s/;, s, to sl is in the range of 3 to (a-
1); and
the sum of the numbers si;, sl, to sl. is larger than q,

and in which the b output bits of the s-box comprise the outputs of the ¢ Boolean

functions.

2. A multiple-input multiple-output s-box as claimed in any one of the preceding

claims, in which the b output bits of the s-box are the outputs of the ¢ primitive s-

boxes.

3. A multiple-input multiple-output s-box as claimed in claim 1, in which a is at least
16.

4. A multiple-input multiple-output s-box as claimed in claim 1, in which b is at least
16.

5. A multiple-input multiple-output s-box as claimed in claim 1, in which c is in the

range of 12 to b inclusive.

6. A multiple-input multiple-output s-box as claimed in claim 1, in which for each i and

Jj from 1 to a, each pair of sets s; and s; have no
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numbers s11, s12, to sl, are the same. 9. A multiple-input multiple-output
s-box as claimed in claim 1, in which each set sl, 10 s2, to s, of input bits is
selected using a probabilistic process. 10. A multiple-input multiple-output
s-box as claimed in claim 1, in which at least one of the Boolean functions fl,
f2, to f, is generated using a probabili$#ic process. 15 11. A multiple-input
nmﬂ‘i'ﬁ@a&d{ﬁﬂfty@ Hox e iREMAclaim 1, in which at least one of the
functions f1, f2, to f, comprises a two-to-one multiplexer function. 12. A
nmiultipleAnpultipiedinphe-outp plesshiputasbolaamdediimed laiiaimin, whidhcbacke oft two
the funglians,{iniertof J8 2unigheBeglgan function. 20 13. A multiple-input
multiple-output s-box as cialmed in claim 12, in which the difference between
functions f1, 12, to f, is affine. 14. A multiple-input multiple-output s-box as
cltimedAmalaipielippruwvinidlipfeewperys-ib@bafr oliriedain td dmt g s ethafhst] linpuie
bits to eﬁﬁﬂb‘%[?ﬁlt' / 2’§(pgxa§ptﬂg ghasen from the input bits Il to I;; and the
relationship betwéen the input bit I, and the output bit is linear. 30 15. A
multiple-input multiple-output s-box as claimed in claim 14 in which a sub-set
obT=(a A)Ihxhusilﬂfeﬂm@ﬁaﬁlﬂfipléaﬁmﬂuta txhsiogithal bitsihintd | Tn @ecingidcht@ss;,
AT bijectiye mapp| u9b1 s"F?ecAé(m}él ple- %1’1“ 'E'BISCQ fput s-box as
claimedin claim 1, Fin W or every | to a, W ere Wis a
constant: the set of sl, |nput bits to the prlmltlve S- box sb, is chosen from the

inut bits rl(ultj@léiﬁhﬂljt andt@meutgiﬁtimhipmméaeﬂ dheninpuit kikibhandtieone

output bit. of the sb IS I 7 Amul e-input multi le -output s-box
D ik e e creab e 172 o i B BITIR . RIS QR S

the sets of input bits sI, s2,to Sc 10 respectively: in the contiguously
numberadsatigkinput Bitspidoiolr sthex bl daimdieatedim 1, in which at least one

of the functions fj, f>, to f, comprises a two-to-one multiplexer function.

12. A multiple-input multiple-output s-box as claimed in claim 1, in which each of the

functions fj, f>, to f, is a unique Boolean function.

13. A multiple-input multiple-output s-box as claimed in claim 12, in which the

difference between functions f, f>, to f; is affine.

14. A multiple-input multiple-output s-box as claimed in claim 1, in which for every i
from (c-a) to a:
the set of s/; input bits to each primitive s-box sb; is chosen from the input
bits I; to I;; and

the relationship between the input bit /; and the output bit is linear.

15. A multiple-input multiple-output s-box as claimed in claim 14 in which a sub-set
of T=(a-c) bits of the set of a bits I; to I,, being the bits I}, to Ir, are input to a TxT

bijective mapping.
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as being contiguous with the bit Il as well as with the bit I(a_p so that the
input bits 11, Iz to la, are considered as being a circular collection of bits; the
contiguously numbered set of input bits h, Iz to la is considered as 15
comprising a set of windows of bits wl to Wd, where d is in the range of 3 to
(c13) such that: each window has leadfing and trailing window boundaries

eAh of AWRIEHPEGIRYSFEL RierRHREhESDRY BrdaMgTd8iEBHTIA tHevdHpRdor every i
directiorrbetywen prumitivesybaxesoabaand sb,+1; and 20 in the contiguously

numbered set. o ouBH i Ols 02, I8.QRANEALOD i UERlEd) SRS o

contiguous with the bit Ol as well as w e bit Ob_| so that the output Dits

Ol, 02, to Ob, bife loon&iderdy as being a circular collection of bits; and for
each primitive tgchersbishipthewainshb 1o sh eit2oathe e putpuitsittdothae -box sb; is
primitive S'bO)iiﬁet:)kr comprise at least one bit from each of the at least two
windows of input Dits other than window wk. 18. A multiple-input
multiple-output s-box as claimed in claim 17, in which for each 30 primitive

sHoox sk afulepRt fyaGhing Wisspws whiaVdinee of differentsiagsh &9. A
multiple-input multipJe-output s-box as .claimed in claim 1, in which in
celecting T SISTE, 15 Qb oh B of B SHe P RHEBAS & 95+ t0 sc
respectiteepgcivehe contiguously numbered set of input bits 11, 1Z to la, the bit

lais treated 33 ag BEINGCARNAHRMRNIERANS Rk B8 Well, as Witk the Dik keedked
so that the -21- |g ut bits 1 , 1z to.la, are .conside Fd aslﬁteln acircula
colloction of bS8 SaNEOBLUR  RIE e e A B oz 88 Taeihe
considered asinponiptiding tdetanf contifualiss Windonsroflimpotlbitewdf fets;

Wd, where d ighin. SheRes AiRuadaldhSipingsanigqualambeied set
of output bits 01, 02, to Ob, the hit Ob is treated as being contiguous with the

bit 01 as well &S BRI GBI haitHY Butput Bits 615 B2id®e grd
considered as(bBingich ¢chgular collection of bits; and

each window has leading and trailing window boundaries each of
which boundaries increments by one bit position in the same
direction between primitive s-boxes sb; and sb;, ;; and
in the contiguously numbered set of output bits O;, O,, to Oy, the bit O is
treated as being contiguous with the bit O; as well as with the bit O;_; so
that the output bits O;, O3, to O, are considered as being a circular
collection of bits; and
for each primitive s-box sby in the set sb; to sb,:
the input bits into the primitive s-box sb; comprise at least one bit
from each of the at least two windows of input bits other than

window wy.

18. A multiple-input multiple-output s-box as claimed in claim 17, in which for each

primitive s-box sb; at least two of the windows w; to wy, are of different sizes.

19. A multiple-input multiple-output s-box as claimed in claim 1, in which in selecting
the sl;, sby, to sl. of input bits of the sets of input bits s;, 52, to s. respectively:
in the contiguously numbered set of input bits /;, I; to I, the bit I, is treated

as being contiguous with the bit /; as well as with the bit I, ; so that the
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the contiguously numbered set of output bits 01, 02, to Ob is considered as
10 comprising a set of contiguous windows of output bits w1 to wd; and for
each primitive s-box sbk of the sbl to sbc primitive s-boxes: the window of
output bits Wk comprises the output bit of that primitive s-box sbk; and the
input bits into the primitive s-box sbk ébmprise at least one bit 15 from each
of at least two RRHURWL /ofzifplat BRSUtHEFRAS RAitgosirgplar sellggtion of bits;
multiple-input theliiples ooy tnshbtalsselaimgaidbiclaing, 1o i) wbiekidbe sets of
input bits s1, s S, C. primiti t% t are c%ose c
heuristic 20 p?géﬁgézglé%r%%%rﬁﬁﬁgg%lré(@a‘%l gl%%;“%/%éfeﬁ% ctiﬁgscwcj)r ewrde’gkl ggrtesdﬁls .
to Pc of index P6smieaSFSrivifgat:bits drawn from a bits, each set Pl to Pc
respectively contadioglighdusisldinibesdCsaramhess: bok eaco,ofdlas, chersiesds
sets Pl to Pc of index posiionsll any e fual A2 S&RIFQNEAIN Eﬁ‘eeﬁ?t & 50
member in the Same POSILIOR, Swapping one of those ' members with an fAtex
position that ishstdbapiligtichily @héselp fbniresideed thddpgs pireslic;
iteratively for eagbcabthsr sigetad! to Pc of index positions: determining the

number of members that the set has jn ?o%’nmon 30 gith each of the otger I
ct O

. contiguous umbere outpyt bits O, O Op 1s.considered as
to Pc sets of indeX pO%LIltlong; or each two members P, and B bt ha e St

Pl to Pc of indexmpasinivnsetivdichaiguaws arivideary ofurwipet kishHméembersdn

common, rea@RaMGiitithé2-Ramhessiet B, Ryssingithe figaining (c-2)
sets of the ¢ sets PI rttﬁ Pc |géo thﬁ -22- order of the number of mgmbe s that
they have in commof"SWitRGSY ChSUBHP L L& BMPHE e () Wbl Wikt has

the minimum numberofiiiseméwrbers inccommon with P;; 5 selecting one
member that is Comfﬁfafiﬁﬁlmﬂéﬁ% fe %ﬁ%ﬁ’il@é s-box sby, comprise at least one bit

from each of at least two windows of input bits other than window

Wi.

20. A multiple-input multiple-output s-box as claimed in claim 1, in which the sets of
input bits s;, 52, to s to the ¢ primitive s-boxes sb; to sb, are chosen by a heuristic
process comprising:

probabilistically selecting ¢ ordered sets P; to P, of index positions for
input bits drawn from a bits, each set P; to P, respectively containing s/;,
sh», to sl. members;
for each of the ¢ ordered sets P; to P, of index positions, if any two such
sets contain the same member in the same position, swapping one of those
members with an index position that is probabilistically chosen from
another of the sets P; to P,;
iteratively for each of the c sets P; to P, of index positions:
determining the number of members that the set has in common
with each of the other P, to P, sets of index positions;
for each two members P; and Py of the ¢ sets P; to P, of index
positions that have an arbitrary number 7 of members in common,
rearranging (¢ + 1)/2 members of P; by:

sorting the remaining (c-2) sets of the c sets P, to P, into the



10

15

20

25

30

and swapping that selected member with one of the members of the set P,,,.
10 21. A circuit comprising a round function of a block cipher, stream cipher,
pseudo- random number generator or hash function, the cryptographic circuit
comprising at least one multiple-input multiple-output substitution box as
claimed in claim 1 in which circuit the¥®-is an unbroken arithmetic carry-logic
chain of the range zero up ¥R cidRRE 6IcaFRRSFER gy Bath/Eerigaon

input and the output of the atdeast 15 one multiple-input multiple-output

s-box. 22. A cryptographic roce; Sa‘é’éliaﬁ:fgér"].%%l}’ee%c?z??él&i%?H?i%ﬂ%‘%ﬁi‘@%(&%

input bits 11, 1z to la, where a Is atleast 20 outputs b contiguous
numbered output bits 01, 024D Bf ithBEroeEss eomiprtiih Eprimitive
s-box operations sbj, sb2 tgeshitingash plwbichhhascammubtiplediopet P; and Py
single-output Boolean func%ilcl) f1, f2, to fc defining the relationship between
the multiple inputs and the single 25 output; and receives a set of input bits
s, s2, to s, respectively, eAvAPSIhtkEsdersedmerobar e roRfRft tBraestisss of
cryptographic function and ggogd@aiming s11, s12, to slc bits respectively, so
that: each of the numbers s11, sit, to slc is in the range of 3 to (a- 30 1); and
the sum of the numbers s11, sit, to sic is larger than a, and in which the b
odiput bitsinfuttecenpprorg aphiaddnetiom cdmblisk dpbaoutiens aplhe pseudo-

Boolean fuiH b 3e A3 adOr SY RIQOFARMEDIRCES D B8 SHRINGEL Rk Sl P at
in whic th(ta b output pits of thels li)o_x are the[‘i (%.utguts of the %‘g{lwltlv s-box
operatiofis 94 REH RGP BpScLE Us sHBA R R4S 221 AT S i

at least w8iclbcircuit there is an unbroken arithmetic carry-logic chain of the range zero up
to and including 6 carry operations between the input and the output of the at least

one multiple-input multiple-output s-box.

22. A cryptographic process which:
receives a contiguously numbered input bits 1;, I, to 1,, where a is at least 4,
and
outputs b contiguously numbered output bits O;, Oz, to Oy,
the process comprising:
¢ primitive s-box operations sb;, sb; to sb., each of which:
has a multiple-input single-output Boolean function f;, f>, to f-
defining the relationship between the multiple inputs and the single
output; and
receives a set of input bits s;, s», to s, respectively, each such set
chosen from the a input bits to the cryptographic function and
containing s/;, sl,, to sl bits respectively, so that:
each of the numbers s/;, s, to sl is in the range of 3 to (a-
1); and
the sum of the numbers si;, sl, to sl. is larger than q,
and in which the b output bits of the cryptographic function comprise the outputs

of the ¢ Boolean functions.
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25. A cryptographic process as claimed in claim 22, in which b is at least 16.
26. A cryptographic process as claimed in claim 22, in which c is in the range
of 12 to b inclusive. 10 27. A cryptographic process as claimed in claim 22,

in which for each i and j from 1 to a, each pair of sets s, and sj have no more
than min(sl,, slj)-1 bits in common. 2823 cryptographic process as claimed in
ciaim 22} FXRIEHRR I RALE WA HHRCA B sl Mhidndedy Qjiratdief the s-
same. 28hxAueretogiaphit procpaman clatmedpitatians) 28, in which all of the
numbers s11, s12, to sl, are the same. 20 30. A cryptographic process as
claimed in claim 22, in which each set s1, sz, to Sc of input bits is selected
udihg a ProbEVELREIFRICESS. 23 £laANSS s biabhic Probisiy asatisatidd in claim
22, in which at least one of the Boolean functions f1, f2, tofc is generated
using & probanlisis process 29,384 SpISsAPHiGRIacess er dlafped in
claim 22'in Which BacH of the functions 1, { , to’fc comprises a two-to-one
multiplexer function. 33. A cryptographic process as claimed in claim 22 in
which eackhphébefunragieons{hs ddiddtm ldseouniguaiBoelean fisnatano St o
A Crypt%f&%‘ﬂ% process -box as claimed in claim 22, in which the difference
betweer fUnctions f1, f2, tofc is affine. -24- 35. A cryptographic process as
claimed in claim 22, in which for every i from (c-a) to a: the set of sl, input

bit$ to eaChBIERILIMESHRAX QREEAIAR St dshosen Kamh HIRaINPMDIEIM ©
l,; and the re ation%pip between the input bit |, and‘g’t&a %tpLE.bit is linear. 36.
fctva

A cryptdb AR R BracEEs S L SiMEE 1R U IDLE T SO AR EBPFpa-c)
bits of the set of a bits Il to la, being the bits Il, to IT, are input to a AT

bijgctivelQyPRRRIAL.: 3o SNRIQHERNIC RIRCESSARRIAMELIN @Y 2Rein

which for every 1 from (W+1) to
numbers sl;, s, to sl. are the same.

29. A cryptographic process as claimed in claim 28, in which all of the numbers s/;,

sl to sl. are the same.

30. A cryptographic process as claimed in claim 22, in which each set s, s>, to s, of

input bits is selected using a probabilistic process.

31. A cryptographic process as claimed in claim 22, in which at least one of the

Boolean functions f7, f>, to f is generated using a probabilistic process.

32. A cryptographic process as claimed in claim 22 in which each of the functions f;,

/>, to f. comprises a two-to-one multiplexer function.

33. A cryptographic process as claimed in claim 22 in which each of the functions f;,

/>, to f. is a unique Boolean function.

34. A cryptographic process -box as claimed in claim 22, in which the difference

between functions f7, f>, to f, is affine.
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a, where W is a constant: the set of sl, input bits to the primitive s-box
operation sb, is chosen from 15 the input bits It,_ w to |,; and the relationship
between the input bit I, and the output bit of the s-box sb, is linear. 38. A
cryptographic process as claimed in claim 22, in which in selecting the sll,
s12, to 20 sic of input bits of the sets?df-input bits sl, s2, to sc respectively: in
the contiguously numbered set of input bits h, 1z to la, the bit la is treated as
beig contigipaigsaphib phe-dit ikaminell asdnith teibitHah fose gt themi(pu) to
bits 11, jztola, are considered as being a circular collection of bits; the
contiguously numbered set of input bits h, 1z to la is considered as 25
comprising a B¢ SF\RiréddNsdTibite HortoPiRitiXhERO IR PR Ya iy oFes teom
(c13) such thafheiaght wikdew hasmieading and trailing window boundaries
each of whichboundaries Increments b a1 hilResition n (e same,
direction between primitiv S-bOX operations sb, and sb,+I; an 30" the
contiguously numbered set of output bits Ol, 02, to Ob, the bit Ob is treated
asdaeingxc‘c@mggﬁgﬁiwﬁwb@ @kﬁig@&i‘%ﬁélzﬂﬁﬂﬁlﬁﬁmﬁia{t?@bb_Jsi&Q)ﬂmaM];é%bits
output bits OI, 02, t re considered as being a circular tion. of bits;
and for EELR 80 KRR kit 8t S o B DRI Topur
bits intordappprimitive s-box operation sbk comprise at least one bit from each
of the at least two windows of input bits other than window Wk. 5 39. A
cryptogr phic§roc%ss as claimeFI in (aaim 38, in which for each ﬂimiti\gg )
sHox op&rRBSEBMSPEEY NG BHSE Witilotds Y s Wt Sior div i) ©
sizes. 40, yheryptograpinitaptocess as claimed in claim 22, in which in

selecting the §44 5§13 si0insluhiDRULLIR Afthessess SRRk DS Sthaa i5e

respectively: 1?1 in the contiguously numbered set of input bits Il, IZ to Ia, the
bit la is treated" G BERE dortigl6d8MWith the bit Il as well as with the bit la_|
so that the  the relationship between the input bit /; and the output bit of the s-box sb; is

linear.

38. A cryptographic process as claimed in claim 22, in which in selecting the sl;, si», to
sl. of input bits of the sets of input bits s,, 52, to s.respectively:
in the contiguously numbered set of input bits /;, I, to I, the bit I, is treated
as being contiguous with the bit /; as well as with the bit /(,.;) so that the
input bits [, I, to 1,, are considered as being a circular collection of bits;
the contiguously numbered set of input bits 1}, I, to I, is considered as
comprising a set of windows of bits w; to wy, where d is in the range of 3 to
(¢/3) such that:
each window has leading and trailing window boundaries each of
which boundaries increments by one bit position in the same
direction between primitive s-box operations sb; and sb;, ;; and
in the contiguously numbered set of output bits O;, O, to Oy, the bit Oy is
treated as being contiguous with the bit O; as well as with the bit O,.; so
that the output bits O;, O, to Oy, are considered as being a circular
collection of bits; and

for each primitive s-box operation sby in the set sb; to sb,:
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input bits Ii, 1z to la, are considered as being a circular collection of bits; the
contiguously numbered set of input bits Il, I1Z to la is considered as

comprising a set of contiguous windows of input bits w1l to Wd, where d is in
15 the range of 2 to (a13); in the contiguously numbered set of output bits 01,
Oz, to Ob, the bit Ob is treated as belig contiguous with the bit 01 as well as
with the bit 0(b-1) SONYARRYRELS HSURHRE DI IVES; REXOBCTAHO i SiofRsge least
being a circular colleggarix tlohitsschnd 3@ & conkiguanddy numibendssethet
output bits 01, 02, to IS. idered as comprising a set of contiguous
windows of output bi%@\?v?ilg&%gfvé'nd for each operation s-box sbk of the sbl

to sbc primitive s-box operations; the window of output bits Wk comprises

th outpCHIPORIARI PRTATE S SHUR bR SHE 25 e b B2 fhtBrtmdive s-box
primitives:hoxsik adsaprise af teastiodevbii ftom,eacbfafifitleasiivo
windows of input bits other than window Wk. 41. A process as claimed in
claim 22, when implemented on a general purpose 30 processor. 42. A
pfOcess/hs epsnsaehin RITRISAE SHINAICR thdnyhdralvBisipiselprtbe diot issh: to
word- basedirdhtd3tsAfphecessoamplaipied; iR claimegctihatyuses binary
masking o pe{lﬁ"tﬁl‘c%'ﬁ\{{%%%uﬁfh&’%ﬁ@%"&%‘é?@f?&%rﬂ%‘%% vhicp é“dﬁfﬁ%%}eated
least one of: static bitwiSe permutation operatlgns, ]key- ependent bitwise
permutation opePstisrEoaker et aide periiiehespitelise webristhtidn opdhalibps.

5 44. A processps slaimedibglait d3idhat dsesiRinadydinaskingcioperpimn
bitwise permutation operations ysed,t achieve at.Jeast one of: selecting the
members of t Rsd oy mage L AR TR 0T SRS
functions; whet@nhasHlaanemasrivigususseddovserforpyditeastone phesed is in

following: 10 sfatignbwisSerpermytation operations;
in the contiguously numbered set of output bits Oy, O,, to Oy, the bit Oy is
treated as being contiguous with the bit O as well as with the bit O.1) so
that the output bits O}, O,, to Oy, are considered as being a circular
collection of bits; and
the contiguously numbered set of output bits Oy, O, to Oy, is considered as
comprising a set of contiguous windows of output bits w; to w,; and
for each operation s-box sby, of the sb; to sb, primitive s-box operations:
the window of output bits wy comprises the output bit of that
primitive s-box sby; and
the input bits into the primitive s-box sb; comprise at least one bit

from each of at least two windows of input bits other than window

Wi
41. A process as claimed in claim 22, when implemented on a general purpose
processor.
42. A process as claimed in claim 41, in which the general purpose processor is word-
based.

43. A process as claimed in claims 42, that uses binary masking to perform bitwise
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key-dependent bitwise permutation opertions; and data-dependent bitwise
permutation operations. 45. A process as claimed in claim 44, in which the
bitwise permutation operations are 15 hardware assisted. 46. A process as
claimed in claim 45, in which the hardware assisted permutation operations
are chosen from the group consisting§fthe Group Operation (GRP), its
inverse PHBYAOGLRF HRVERC PO R 9) 2 PRERRE, ERBIGD RN e putation

operatiasigradOns, key-dependent bitwise permutation operations and data-dependent

bitwise permutation operations.

44. A process as claimed in claim 43, that uses binary masking to perform bitwise
permutation operations used t achieve at least one of:
selecting the members of the sets s;, $2, to s.;
permuting the outputs of ¢ Boolean functions;
where the binary masking is used to perform at least one of the following:
static bitwise permutation operations;
key-dependent bitwise permutation opertions; and

data-dependent bitwise permutation operations.

45. A process as claimed in claim 44, in which the bitwise permutation operations are

hardware assisted.

46. A process as claimed in claim 45, in which the hardware assisted permutation
operations are chosen from the group consisting of the Group Operation (GRP), its

inverse, the omega-flip network (OMFLIP), PPERM, CROSS and BFLY operations.



