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Title 

Substitution boxes 

 

 

Field of the invention  5 

The present invention relates to the arrangement of substitution boxes, some embodiments 

of which are efficient in hardware and some embodiments of which are efficient in 

software. 

 

 10 

Background of the invention  

The present application claims priority from our Australian provisional patent applications 

2004905507 filed on 24 September 2004, 2004906543 filed on 16 November 2004, 

2004907361 filed on 30 December 2004, 2004907374 filed on 31 December 2004, and 

2005902136 filed on 29 April 2005. 15 

 

In this specification, including the claims, the terms: 

‘comprises’ and ‘comprising’ are used to specify the presence of stated features, 

integers, steps or components but do not preclude the presence or addition of one 

or more other features, integers, steps, components; and 20 

‘index position’ Pi of a bit i is used to indicate the position of bit i within the set of 

a contiguous input bits. 

 

In this specification the term ‘probabilistic process’ is used to indicate both ‘random’ and 

‘pseudo-random’ processes including where the pseudo-random process is either ‘keyed’ 25 

or ‘seeded’ with a constant or key material, and where the source of randomness and the 

pseudo-random algorithm are arbitrary.  Any known pseudo-random number generator or 

a stream cipher can be used for this purpose. 

 

A reference in this specification to a published document is not to be taken as an 30 

admission that the contents of that document are part of the common general knowledge of 

the skilled addressee of the present specification. 

 

 

-1- Title Substitution boxes 5 Field of the invention The present invention
relates to the arrangement of substitution boxes, some embodiments  of
which are efficient in hardware and some embodiments of which are efficient
in  software. 10 Background of the invention The present application claims
priority from our Australian provisional patent applications  2004905507 filed
on 24 September 2004, 2004906543 filed on 16 November 2004,
2004907361 filed on 30 December 2004, 2004907374 filed on 31 December
2004, and 15 2005902136 filed on 29 April 2005. In this specification,
including the claims, the terms: `comprises' and `comprising' are used to
specify the presence of stated features,  integers, steps or components but
do not preclude the presence or addition of one  20 or more other features,
integers, steps, components; and `index position' P, of a bit i is used to
indicate the position of bit i within the set of  a contiguous input bits. In this
specification the term `probabilistic process' is used to indicate both `random'
and  25 `pseudo-random' processes including where the pseudo-random
process is either `keyed'  or `seeded' with a constant or key material, and
where the source of randomness and the  pseudo-random algorithm are
arbitrary. Any known pseudo-random number generator or  a stream cipher
can be used for this purpose. 30 A reference in this specification to a
published document is not to be taken as an  admission that the contents of
that document are part of the common general knowledge of  the skilled
addressee of the present specification. -2- In order that the inventive features
of our invention may be more readily discerned, we set  out the following
summary of some previously published documents relating to this art.
Definitions of confusion and diffusion were first publicly introduced by C.E.
Shannon in 
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In order that the inventive features of our invention may be more readily discerned, we set 

out the following summary of some previously published documents relating to this art. 

 

Definitions of confusion and diffusion were first publicly introduced by C.E. Shannon in 

his paper ‘Communication Theory of Secrecy Systems’ in 1949. 5 

 

Substitution boxes (s-boxes) receive a digitally coded input and convert that input into a 

differently coded digital output, thus providing confusion.  Permutation boxes (p-boxes) 

receive a digitally coded input and return the same bits as output, unaltered in their values 

but permuted in order, thus providing diffusion. 10 

 

The 'Avalanche effect' describes a cryptographic property where in its simplest form a 

single bit change in the input to the round function results in at least a two bit change in 

the output.  It was introduced as a required characteristic for substitution boxes by Horst 

Feistel when describing the properties of his cipher in ‘Cryptography and Computer 15 

Privacy’ published in Scientific American Vol.  228, Number 5 dated May 1973.  This 

paper shows that a complete any-to-any substitution could not be achieved for large s-

boxes such as 128x128 due to technological limitations.  Consequently the non-linear s-

boxes were selected of a very small practical size (4x4) to provide partial confusion and 

partial diffusion and large p-boxes were selected to interconnect the outputs of the s-boxes 20 

to provide further diffusion, as defined by Shannon. 

 

The first digital block cipher is widely attributed to Horst Feistel.  The block cipher as 

disclosed in US patent 3,798,359 (Feistel) published 19 March 1974 uses a small 4x4 

substitution box in combination with permutation operations performed over 64 or 128 25 

bits.  The 4x4 s-boxes were designed to be implemented using combinatorial logic. 

 

S-boxes and p-boxes are used as components of most Feistel-type or so-called Feistel 

Network ciphers and other cryptographic primitives.  They are also used in the public 

Data Encryption Standard (DES) disclosed in the US patent 3,958,081 (Ehrsam, et al.) 30 

published 18 May 1976.  The DES cipher became a US Federal Standard in 1977.  It is 

noteworthy to highlight that the 6x4 s-boxes were carefully selected to ensure their 

efficient hardware implementation using combinatorial logic while preserving important 

cryptographic criteria not known to the public at that time. 

5 his paper `Communication Theory of Secrecy Systems' in 1949.
Substitution boxes (s-boxes) receive a digitally coded input and convert that
input into a  differently coded digital output, thus providing confusion.
Permutation boxes (p-boxes)  receive a digitally coded input and return the
same bits as output, unaltered in their values  10 but permuted in order, thus
providing diffusion. The 'Avalanche effect' describes a cryptographic property
where in its simplest form a  single bit change in the input to the round
function results in at least a two bit change in  the output. It was introduced
as a required characteristic for substitution boxes by Horst 15 Feistel when
describing the properties of his cipher in `Cryptography and Computer
Privacy' published in Scientific American Vol. 228, Number 5 dated May
1973. This  paper shows that a complete any-to-any substitution could not be
achieved for large s- boxes such as 128x128 due to technological limitations.
Consequently the non-linear s- boxes were selected of a very small practical
size (4x4) to provide partial confusion and 20 partial diffusion and large
p-boxes were selected to interconnect the outputs of the s-boxes  to provide
further diffusion, as defined by Shannon. The first digital block cipher is
widely attributed to Horst Feistel. The block cipher as  disclosed in US patent
3,798,359 (Feistel) published 19 March 1974 uses a small 4x4  25
substitution box in combination with permutation operations performed over
64 or 128 bits. The 4x4 s-boxes were designed to be implemented using
combinatorial logic.  S-boxes and p-boxes are used as components of most
Feistel-type or so-called Feistel  Network ciphers and other cryptographic
primitives. They are also used in the public 30 Data Encryption Standard
(DES) disclosed in the US patent 3,958,081 (Ehrsam, et al.)  published 18
May 1976. The DES cipher became a US Federal Standard in 1977. It is
noteworthy to highlight that the 6x4 s-boxes were carefully selected to ensure
their  efficient hardware implementation using combinatorial logic while
preserving important  cryptographic criteria not known to the public at that
time. -3- Substitution operations of s-boxes are generally not arithmetic.
Arithmetic operations  such as, but not limited to, addition, multiplication and
exponentiation are often used  instead of, or in conjunction with
non-arithmetic s-boxes. Substitution-permutation 5 networks based on such
combination of arithmetic operations and non-arithmetic s-boxes  
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Substitution operations of s-boxes are generally not arithmetic.  Arithmetic operations 

such as, but not limited to, addition, multiplication and exponentiation are often used 

instead of, or in conjunction with non-arithmetic s-boxes.  Substitution-permutation 

networks based on such combination of arithmetic operations and non-arithmetic s-boxes 5 

are efficient in word-based processor architectures.  An example of this type of 

construction is described in US patent 4,255,811 (Adler) published 10 March 1981 

disclosing a cipher which uses arithmetic addition or subtraction modulo 2
n
, n-bit wide 

XOR, static n-bit permutations and n-bit key-dependent rotation operations.  Additional 

constructions of similar nature are described in US patent 4,982,429 (Takaragi, et al.) 10 

published 1 January 1991 and in US patent 5,103,479 (Takaragi, et al.) published 7 April 

1992.  Arithmetic word-based non-linear operations are used in cryptographic hash 

functions such as in the MD5 cryptographic hash function as described in the 

Recommendation for Comment 1321, April 1992 by Ron Rivest. 

 15 

There is no significant published research on permutation boxes (p-boxes), which are left 

at the designer’s discretion and in most cases are completely linear or are randomly 

chosen. 

 

Feistel Network ciphers also include a combining function in their structure which is 20 

linear in most cases and which contributes to the diffusion.  An example of replacing the 

linear combiner (XOR) with a non-linear arithmetic operation with a higher diffusion rate 

can be found in the so-called GOST cipher recommended by the National Soviet Bureau 

of Standards; Information Processing Systems; Cryptographic Protection;  Cryptographic 

Algorithm.  GOST 28147-89, 1989.  The GOST cipher is also an example of a cipher 25 

using word-based rotation operation to achieve diffusion of bits between s-boxes. 

 

The ‘completeness criterion’ is first explicitly defined in the paper ‘Structured Design of 

Substitution-Permutation Encryption Networks’ published in IEEE Transactions on 

Computers, Vol. 28, No. 10, 747 in 1979, by John B. Kam and George I. Davida.  A 30 

cryptographic transformation is ‘complete’ if each ciphertext bit depends on all of the 

plaintext bits.  A cipher satisfying the completeness criterion is found in the US patent 

4,275,265 (Davida, et al.) published 23 June 1981.  The completeness criterion requires 

MxN s-boxes to be of the form such that N instances of M-input single-output Boolean 

are efficient in word-based processor architectures. An example of this type
of  construction is described in US patent 4,255,811 (Adler) published 10
March 1981  disclosing a cipher which uses arithmetic addition or subtraction
modulo 2, n-bit wide  XOR, static n-bit permutations and n-bit key-dependent
rotation operations. Additional 10 constructions of similar nature are
described in US patent 4,982,429 (Takaragi, et al.)  published 1 January
1991 and in US patent 5,103,479 (Takaragi, et al.) published 7 April  1992.
Arithmetic word-based non-linear operations are used in cryptographic hash
functions such as in the MD5 cryptographic hash function as described in the
Recommendation for Comment 1321, April 1992 by Ron Rivest. 15 There is
no significant published research on permutation boxes (p-boxes), which are
left  at the designer's discretion and in most cases are completely linear or
are randomly  chosen. 20 Feistel Network ciphers also include a combining
function in their structure which is  linear in most cases and which contributes
to the diffusion. An example of replacing the  linear combiner (XOR) with a
non-linear arithmetic operation with a higher diffusion rate  can be found in
the so-called GOST cipher recommended by the National Soviet Bureau  of
Standards; Information Processing Systems; Cryptographic Protection;
Cryptographic 25 Algorithm. GOST 28147-89, 1989. The GOST cipher is also
an example of a cipher  using word-based rotation operation to achieve
diffusion of bits between s-boxes. The `completeness criterion' is first
explicitly defined in the paper `Structured Design of  Substitution-Permutation
Encryption Networks' published in IEEE Transactions on 30 Computers, Vol.
28, No. 10, 747 in 1979, by John B. Kam and George I. Davida. A
cryptographic transformation is `complete' if each ciphertext bit depends on
all of the  plaintext bits. A cipher satisfying the completeness criterion is found
in the US patent  4,275,265 (Davida, et al.) published 23 June 1981. The
completeness criterion requires  MxN s-boxes to be of the form such that N
instances of M-input single-output Boolean -4- functions must each take as
input the complete set of M input bits. In the 1982 paper `Are Big S-Boxes
Best', J. Gordon and H. Retkin explored the  cryptographic properties of
s-boxes when the contents are chosen as a random permutation  
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functions must each take as input the complete set of M input bits. 

 

In the 1982 paper ‘Are Big S-Boxes Best’, J. Gordon and H. Retkin explored the 

cryptographic properties of s-boxes when the contents are chosen as a random permutation 

of the set of all possible outputs.  The paper concluded that preliminary work seemed to 5 

show that a variety of desirable cryptographic properties are likely to be found in such a 

randomly chosen s-box if the number of entries is large enough.  For instance less than 

one in 2
64

 randomly generated reversible 6x6 s-boxes would contain an exploitable 

linearity. 

 10 

The 1982 paper ‘Probabilistic completeness of substitution-permutation encryption 

networks’, IEEE Proceedings, 129(5): 195-199 by F. Ayoub concluded that recent 

research at the time had shown that, under certain conditions, the substitution function can 

be designed by a random choice as a proof for their freedom from a deliberate trapdoor.  

The paper also described that, when the permutation is also selected at random, i.e. user 15 

keyed, the resulting network retains, with a very high probability, the completeness 

property.  That is, every output bit is a function of all input bits. 

 

We refer to the above two papers when allowing a random choice of Boolean functions for 

our Mx1 s-boxes. 20 

 

In the masters thesis ‘On the Design of S-Boxes’ by A. F. Webster and S. E. Tavares, 

Department of Electrical Engineering, Queen’s University, Kingston, Ont. Canada, 

published in LNCS no. 218, pp. 523--534 (1986), the authors explicitly define the ‘strict 

avalanche criterion’ (SAC).  The SAC states that each ciphertext output bit should change 25 

with a probability of exactly one half whenever a single input bit is complemented. 

 

This thesis describes the heuristic process used to select 4x4 s-boxes that satisfy the SAC 

and an additional property ‘avalanche variable independence’.  The process begins by 

selecting all the potentially invertible 4x1 functions that satisfy the SAC, and combining 30 

them 4 at a time to produce 4x4 substitution boxes.  Additional heuristic techniques are 

described in the thesis, like optimizing the search process by selecting 4x1 Boolean 

functions from a limited number of families that produced ‘perfect’ s-boxes in the earlier 

steps. 

5 of the set of all possible outputs. The paper concluded that preliminary work
seemed to show that a variety of desirable cryptographic properties are likely
to be found in such a  randomly chosen s-box if the number of entries is large
enough. For instance less than  one in 264 randomly generated reversible
6x6 s-boxes would contain an exploitable  linearity. 10 The 1982 paper
`Probabilistic completeness of substitution-permutation encryption  networks',
IEEE Proceedings, 129(5): 195-199 by F. Ayoub concluded that recent
research at the time had shown that, under certain conditions, the
substitution function can  be designed by a random choice as a proof for their
freedom from a deliberate trapdoor. 15 The paper also described that, when
the permutation is also selected at random, i.e. user  keyed, the resulting
network retains, with a very high probability, the completeness  property. That
is, every output bit is a function of all input bits. We refer to the above two
papers when allowing a random choice of Boolean functions for  20 our Mxl
s-boxes. In the masters thesis `On the Design of S-Boxes' by A. F. Webster
and S. E. Tavares,  Department of Electrical Engineering, Queen's University,
Kingston, Ont. Canada,  published in LNCS no. 218, pp. 523--534 (1986), the
authors explicitly define the `strict 25 avalanche criterion' (SAC). The SAC
states that each ciphertext output bit should change  with a probability of
exactly one half whenever a single input bit is complemented. This thesis
describes the heuristic process used to select 4x4 s-boxes that satisfy the
SAC  and an additional property `avalanche variable independence'. The
process begins by  30 selecting all the potentially invertible 4x1 functions that
satisfy the SAC, and combining them 4 at a time to produce 4x4 substitution
boxes. Additional heuristic techniques are  described in the thesis, like
optimizing the search process by selecting 4x1 Boolean  functions from a
limited number of families that produced `perfect' s-boxes in the earlier
steps. -5- This thesis highlighted how the cipher described in US patent
4,275,265 (Davida, et al.)  did not meet the SAC and validated a potential
weakness in DES that had previously been  identified by other researchers. It
also highlighted that it may be possible to convert a 
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This thesis highlighted how the cipher described in US patent 4,275,265 (Davida, et al.) 

did not meet the SAC and validated a potential weakness in DES that had previously been 

identified by other researchers.  It also highlighted that it may be possible to convert a 

construction that does not satisfy the SAC into a construction that does satisfy the SAC by 5 

iterating the construction over several rounds.  It is more likely that this can be achieved 

where the construction is a substitution permutation network where the permutation wiring 

is random. 

 

The perfect nonlinearity criterion for s-boxes was first described in the 1989 paper 10 

‘Nonlinearity Criteria for Cryptographic Functions.’ Advances in Cryptology -- 

EUROCRYPT '89.  549-562; the authors Meier and Staffelbach.  The authors state that the 

perfect nonlinearity criterion affects diffusion, and it is in fact a much stronger 

requirement than SAC. 

 15 

The 1992 paper ‘On immunity against Biham and Shamir’s Differential Cryptanalysis,’ 

Information Processing Letters, vol. 41, Feb. 14, 1992, pp 77-80 by Carlisle M. Adams 

describes methods of generating practical size s-boxes that are immune to differential 

cryptanalysis. 

 20 

US patent 5,796,837 (Kim, et al.) published 18 August 1998 discloses a process for 

generating practical size MxN s-boxes immune to linear and differential cryptanalysis.  US 

patent 6,031,911 (Adams, et al.) published 29 February 2000 discloses heuristic 

techniques for generating MxN s-boxes that satisfy SAC and other criteria rapidly in an 

incremental process (similar to techniques described by A. F. Webster and S. E. Tavares, 25 

in the thesis ‘On the Design of S-Boxes’ referred to above). 

 

From the preceding analysis of published material, we can conclude that the general 

direction of non-arithmetic s-box research and the generation of non-arithmetic s-boxes is 

divided between three schools of thought, namely selection of reasonably large s-boxes 30 

with all possible outputs randomly permuted, the generation of key-dependent s-boxes 

from s-boxes that are known to be strong, and finding newer and stricter heuristic criteria 

for ensuring desirable cryptographic properties for fixed s-boxes.  In all cases, the three 

schools of non-arithmetic s-box generation are in agreement that s-boxes must at a 

5 construction that does not satisfy the SAC into a construction that does
satisfy the SAC by  iterating the construction over several rounds. It is more
likely that this can be achieved  where the construction is a substitution
permutation network where the permutation wiring  is random. 10 The perfect
nonlinearity criterion for s-boxes was first described in the 1989 paper
`Nonlinearity Criteria for Cryptographic Functions.' Advances in Cryptology --
EUROCRYPT '89. 549-562; the authors Meier and Staffelbach. The authors
state that the  perfect nonlinearity criterion affects diffusion, and it is in fact a
much stronger  requirement than SAC. 15 The 1992 paper `On immunity
against Biham and Shamir's Differential Cryptanalysis,'  Information
Processing Letters, vol. 41, Feb. 14, 1992, pp 77-80 by Carlisle M. Adams
describes methods of generating practical size s-boxes that are immune to
differential  cryptanalysis. 20 US patent 5,796,837 (Kim, et al.) published 18
August 1998 discloses a process for  generating practical size MxN s-boxes
immune to linear and differential cryptanalysis. US  patent 6,031,911 (Adams,
et al.) published 29 February 2000 discloses heuristic  techniques for
generating MxN s-boxes that satisfy SAC and other criteria rapidly in an 25
incremental process (similar to techniques described by A. F. Webster and S.
E. Tavares,  in the thesis `On the Design of S-Boxes' referred to above).
From the preceding analysis of published material, we can conclude that the
general  direction of non-arithmetic s-box research and the generation of
non-arithmetic s-boxes is  30 divided between three schools of thought,
namely selection of reasonably large s-boxes with all possible outputs
randomly permuted, the generation of key-dependent s-boxes  from s-boxes
that are known to be strong, and finding newer and stricter heuristic criteria
for ensuring desirable cryptographic properties for fixed s-boxes. In all cases,
the three  schools of non-arithmetic s-box generation are in agreement that
s-boxes must at a -6- minimum ensure the completeness criterion with high
probability.  We note the following properties concerning non-arithmetic
s-boxes: 



 - 6 - 
minimum ensure the completeness criterion with high probability. 

 

We note the following properties concerning non-arithmetic s-boxes: 

- balanced Mx1 Boolean functions for s-box construction can be selected at 

random; 5 

- MxN s-boxes can be built from random balanced Mx1 Boolean functions and 

then heuristically improved to satisfy SAC; 

- MxN s-boxes can be selected by randomly permuting a fixed initial 

permutation; 

- a single round of a cryptographic substitution permutation (SP) network can be 10 

built from one or more unique MxN s-boxes each of which individually 

satisfies the SAC while the SP network itself may not satisfy the SAC; and 

- while a single round of a cryptographic SP network, as previously described, 

may not satisfy the SAC, the complete SP network may satisfy the SAC after 

two or more rounds of iteration; 15 

 

In every case small practical size s-boxes with ideal characteristics such as the highest 

achievable non-linearity, the highest achievable algebraic degree and the fastest achievable 

avalanche are chosen for a substitution-permutation network to approximate an otherwise 

technologically impossible large strong s-box. 20 

 

In software or in word-based processor architectures the primitive Boolean logic 

operations (AND, MOV - move/copy, NAND, NOR, NOT, OR, XNOR, XOR, etc.) are a 

form of a single-instruction-multiple-data (SIMD) operation executed over strictly 

structured parallel N-bit wide inputs.  For instance if we consider a 32-bit general purpose 25 

processor such as the IBM Power PC or Intel x86 architecture, the Boolean AND 

instruction performs 32 individual bitwise AND operations on the 64 bits of input supplied 

in 32-bit wide register blocks, releasing 32 bits of output. 

 

All MxN s-boxes and Mx1 Boolean functions are implemented in software either as look-30 

up tables or through a suitable selection and arrangement of the primitive SIMD 

operations.  An example of SIMD operation use in cryptography implementing 32 

concurrent software efficient two-to-one multiplexers is found in the cryptographic hash 

function MD5. 

- balanced Mxl Boolean functions for s-box construction can be selected at  5
random; - MxN s-boxes can be built from random balanced Mxl Boolean
functions and  then heuristically improved to satisfy SAC; - MxN s-boxes can
be selected by randomly permuting a fixed initial  permutation; 10 - a single
round of a cryptographic substitution permutation (SP) network can be  built
from one or more unique MxN s-boxes each of which individually  satisfies
the SAC while the SP network itself may not satisfy the SAC; and - while a
single round of a cryptographic SP network, as previously described,  may
not satisfy the SAC, the complete SP network may satisfy the SAC after  15
two or more rounds of iteration; In every case small practical size s-boxes
with ideal characteristics such as the highest  achievable non-linearity, the
highest achievable algebraic degree and the fastest achievable  avalanche
are chosen for a substitution-permutation network to approximate an
otherwise 20 technologically impossible large strong s-box. In software or in
word-based processor architectures the primitive Boolean logic  operations
(AND, MOV - move/copy, NAND, NOR, NOT, OR, XNOR, XOR, etc.) are a
form of a single-instruction-multiple-data (SIMD) operation executed over
strictly 25 structured parallel N-bit wide inputs. For instance if we consider a
32-bit general purpose  processor such as the IBM Power PC or Intel x86
architecture, the Boolean AND  instruction performs 32 individual bitwise
AND operations on the 64 bits of input supplied  in 32-bit wide register
blocks, releasing 32 bits of output. 30 All MxN s-boxes and Mxl Boolean
functions are implemented in software either as look- up tables or through a
suitable selection and arrangement of the primitive SIMD  operations. An
example of SIMD operation use in cryptography implementing 32  concurrent
software efficient two-to-one multiplexers is found in the cryptographic hash
function MDS. -7- The most distinct characteristic of SIMD instructions is their
strict parallelism: each bit of  each input register only affects the bit in the
same position in the output - the least  
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The most distinct characteristic of SIMD instructions is their strict parallelism: each bit of 

each input register only affects the bit in the same position in the output – the least 

significant bit of each input register only affects the least significant bit of the output, the 

most significant bit of each input register only affects the most significant bit of the 5 

output, etc.  Such operations when iterated or grouped together without use of (fixed or 

variable) rotation, byte swapping or other (fixed or variable) permutation, substitution or 

arithmetic operations do not allow each of the output bits to be affected by more than one 

bit of each of the N-bit wide input registers.  Therefore fixed or variable rotation, byte 

swapping or other (fixed or variable) bitwise permutation, bitwise substitution or 10 

arithmetic operations are required to introduce the diffusion between different bits of each 

input register which is essential for cryptographic applications. 

 

The following techniques are used in word-based architectures to perform bitwise 

permutation operations required to introduce bit diffusion: 15 

- p-boxes, usually implemented as look-up tables and combined with s-boxes; 

- fixed bitwise rotation operations as found in GOST standard 28147-89, 

published in 1989; 

- key-dependent bitwise rotation operations as disclosed in the above-referenced 

US patent 4,255,811 (Adler) published 10 March 1981; 20 

- data-dependent rotation operations as disclosed in US Patent 4,157,454 

(Becker) published 5 June 1979; 

- bitwise masking AND operations combined with bitwise rotation operations 

and with combining operations such as OR, XOR, or ADD operations as 

disclosed in US patent 4,888,798 (Earnest) published 19 December 1989, and 25 

in US patent 5,168,521 (Delaporte, et al.) published 1 December 1992; 

- permutation instructions such as Group Operations proposed in ‘On 

permutation operations in cipher design’ by Ruby B. Lee, Z. J. Shi, Y.L. Yin, 

Ronald L. Rivest, M. J. B. Robshaw, such as PPERM and CROSS operations 

described in the paper ‘Efficient permutation instructions for fast software 30 

cryptography’. IEEE Micro, 21(6):56-69, December 2001 by R.B Lee et al, or 

such as BFLY operations described in ‘Arbitrary bit permutations in one or two 

cycles’ in the Proceedings of the 15
th

 International Conference on Application-

Specific Systems, Architectures and Processors, pages 237-247, June 2003 by 

significant bit of each input register only affects the least significant bit of the
output, the 5 most significant bit of each input register only affects the most
significant bit of the  output, etc. Such operations when iterated or grouped
together without use of (fixed or  variable) rotation, byte swapping or other
(fixed or variable) permutation, substitution or  arithmetic operations do not
allow each of the output bits to be affected by more than one  bit of each of
the N-bit wide input registers. Therefore fixed or variable rotation, byte 10
swapping or other (fixed or variable) bitwise permutation, bitwise substitution
or  arithmetic operations are required to introduce the diffusion between
different bits of each  input register which is essential for cryptographic
applications. The following techniques are used in word-based architectures
to perform bitwise  15 permutation operations required to introduce bit
diffusion: - p-boxes, usually implemented as look-up tables and combined
with s-boxes;  - fixed bitwise rotation operations as found in GOST standard
28147-89,  published in 1989; - key-dependent bitwise rotation operations as
disclosed in the above-referenced  20 US patent 4,255,811 (Adler) published
10 March 1981; - data-dependent rotation operations as disclosed in US
Patent 4,157,454  (Becker) published 5 June 1979; - bitwise masking AND
operations combined with bitwise rotation operations  and with combining
operations such as OR, XOR, or ADD operations as 25 disclosed in US
patent 4,888,798 (Earnest) published 19 December 1989, and  in US patent
5,168,521 (Delaporte, et al.) published 1 December 1992; - permutation
instructions such as Group Operations proposed in `On  permutation
operations in cipher design' by Ruby B. Lee, Z. J. Shi, Y.L. Yin,  Ronald L.
Rivest, M. J. B. Robshaw, such as PPERM and CROSS operations 30
described in the paper `Efficient permutation instructions for fast software
cryptography'. IEEE Micro, 21(6):56-69, December 2001 by R.B Lee et al, or
such as BFLY operations described in `Arbitrary bit permutations in one or
two  cycles' in the Proceedings of the 15"' International Conference on
Application- Specific Systems, Architectures and Processors, pages 237-247,
June 2003 by Z. Shi et al.; 
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Z. Shi et al.; 

- word-based arithmetic operations (ADD, SUB, MUL, DIV) as found in GOST 

standard 28147-89, published in 1989; 

- and the less common byte-swapping, word-swapping and bit order reversal 

operations; 5 

 

Static bitwise permutation and expansion operations as described in the above patents are 

implemented in hardware directly as wiring permutations without use of additional logic 

circuitry regardless of their proposed or intended software implementation.  Dynamic 

bitwise permutation operations including s-boxes, arithmetic operations and data-10 

dependent and key-dependent (for arbitrarily chosen keys) rotations and permutations are 

implemented in hardware either as through use of Boolean logic or as look-up tables. 

 

Bit slicing as described by Eli Biham in the paper A Fast New DES Implementation in 

Software, published 1997 results in multiple cipher instances executed in parallel using 15 

only the primitive AND, OR, XOR, NOT Boolean logic functions and move operations.  

As we have shown above, bit slicing does not create interrelationships between the thirty 

two or sixty four different cipher instances.  Bit slicing allows for faster parallelised 

software implementations using direct references to different N-bit wide registers in place 

of bitwise permutations within a single processor register.  Bit slicing increases the 20 

sequential execution latency time to implement a single cipher, but making up for the 

reduced performance in volume. 

 

Heuristic algorithms (some times also called approximation algorithms) are probabilistic 

algorithms that quickly find a good solution to an otherwise intractable problem.  Such a 25 

solution may or may not be optimal, but is considered acceptable for intractable problems 

for which finding a good solution or proving that any given solution is in fact optimal is 

computationally infeasible.  Any of the following heuristic algorithms can be readily 

applied to improve randomly or pseudo-randomly chosen wiring permutations or Boolean 

functions used in the preferred embodiments of the current invention judged by certain 30 

cryptographic criteria used as a measure of quality: Genetic algorithms, Greedy 

algorithms, Random Search, Tabu Search, Hill Climbing, Ant Colony Optimization, 

Simulated Annealing or their hybrids and parallel variants.  Suitable algorithms are 

described in: 

- word-based arithmetic operations (ADD, SUB, MUL, DIV) as found in GOST
standard 28147-89, published in 1989; - and the less common
byte-swapping, word-swapping and bit order reversal  5 operations; Static
bitwise permutation and expansion operations as described in the above
patents are  implemented in hardware directly as wiring permutations without
use of additional logic  circuitry regardless of their proposed or intended
software implementation. Dynamic 10 bitwise permutation operations
including s-boxes, arithmetic operations and data- dependent and
key-dependent (for arbitrarily chosen keys) rotations and permutations are
implemented in hardware either as through use of Boolean logic or as
look-up tables. Bit slicing as described by Eli Biham in the paper A Fast New
DES Implementation in  15 Software, published 1997 results in multiple
cipher instances executed in parallel using  only the primitive AND, OR, XOR,
NOT Boolean logic functions and move operations.  As we have shown
above, bit slicing does not create interrelationships between the thirty  two or
sixty four different cipher instances. Bit slicing allows for faster parallelised
software implementations using direct references to different N-bit wide
registers in place 20 of bitwise permutations within a single processor
register. Bit slicing increases the  sequential execution latency time to
implement a single cipher, but making up for the  reduced performance in
volume. Heuristic algorithms (some times also called approximation
algorithms) are probabilistic  25 algorithms that quickly find a good solution to
an otherwise intractable problem. Such a  solution may or may not be
optimal, but is considered acceptable for intractable problems  for which
finding a good solution or proving that any given solution is in fact optimal is
computationally infeasible. Any of the following heuristic algorithms can be
readily  applied to improve randomly or pseudo-randomly chosen wiring
permutations or Boolean 30 functions used in the preferred embodiments of
the current invention judged by certain  cryptographic criteria used as a
measure of quality: Genetic algorithms, Greedy  algorithms, Random Search,
Tabu Search, Hill Climbing, Ant Colony Optimization,  Simulated Annealing or
their hybrids and parallel variants. Suitable algorithms are  described in: -9- 
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Approximation Algorithms by Vijay V. Vazirani, Springer-Verlag, Heidelberg, 

2001, ISBN: 3-540-65367-8. 

 

Approximation Algorithms for NP-hard Problems by D.S. Hochbaum, PWS 5 

Publishing Co, Boston, 1996, ISBN: 0-534-94968-1. 

 

Automated Cryptanalysis of Substitution Ciphers by W.S. Forsyth and R. Safavi-

Naini, published in Cryptologia vol XVII, No 4, 1993, pages 407–418 

 10 

Automated Cryptanalysis of Transposition Ciphers by J.P. Giddy and R. Safavi-

Naini, published in The Computer Journal vol XVII, No 4, 1994. 

 

Two-Stage Optimisation in the Design of Boolean Functions by John Andrew 

Clark and Jeremy Jacob, published in Lecture Notes in Computer Science 1841 15 

Springer 2000, ISBN: 3-540-67742-9, pages 242-254. 

 

Summary of the invention 

In contrast, according to one aspect the present invention provides a multiple-input 

multiple-output s-box which is adapted: 20 

to receive a contiguously numbered input bits I1, I2 to Ia, where a is at least 

4, and 

to output b contiguously numbered output bits O1, O2, to Ob, 

the s-box comprising: 

c primitive s-boxes sb1, sb2 to sbc, each of which: 25 

has a multiple-input single-output Boolean function f1, f2, to fc 

defining the relationship between the multiple inputs and the single 

output; and 

is adapted to receive a set of input bits s1, s2, to sc respectively, each 

such set chosen from the a input bits to the s-box and containing sl1, 30 

sl2, to slc bits respectively, so that: 

each of the numbers sl1, sl2, to slc is in the range of 3 to (a-

1); and 

the sum of the numbers sl1, sl2, to slc is larger than a, 

Approximation Algorithms by Vijay V. Vazirani, Springer-Verlag, Heidelberg,
2001, ISBN: 3-540-65367-8. 5 Approximation Algorithms for NP-hard
Problems by D.S. Hochbaum, PWS  Publishing Co, Boston, 1996, ISBN:
0-534-94968-1. Automated Cryptanalysis of Substitution Ciphers by W.S.
Forsyth and R. Safavi- Naini, published in Cryptologia vol XVII, No 4, 1993,
pages 407-418 10 Automated Cryptanalysis of Transposition Ciphers by J.P.
Giddy and R. Safavi- Naini, published in The Computer Journal vol XVII, No
4, 1994. Two-Stage Optimisation in the Design of Boolean Functions by John
Andrew  15 Clark and Jeremy Jacob, published in Lecture Notes in Computer
Science 1841  Springer 2000, ISBN: 3-540-67742-9, pages 242-254.
Summary of the invention In contrast, according to one aspect the present
invention provides a multiple-input  20 multiple-output s-box which is
adapted: to receive a contiguously numbered input bits Il, IZ to Ia, where a is
at least  4, and to output b contiguously numbered output bits OI, 02, to Ob,
the s-box comprising: 25 c primitive s-boxes sb1, sb2 to sb,, each of which:
has a multiple-input single-output Boolean function fl, f2, toff  defining the
relationship between the multiple inputs and the single  output; and is
adapted to receive a set of input bits s1, s2, to s,respectively, each  30 such
set chosen from the a input bits to the s-box and containing s11,  s12, to sl,
bits respectively, so that: each of the numbers s11, s12, to sl, is in the range
of 3 to (a- 1); and the sum of the numbers s11, s12, to sl, is larger than a,
-10- and in which the b output bits of the s-box comprise the outputs of the c
Boolean  
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and in which the b output bits of the s-box comprise the outputs of the c Boolean 

functions. 

 

According to another aspect, the present invention provides a cryptographic process 

which: 5 

receives a contiguously numbered input bits I1, I2 to Ia, where a is at least 4, 

and 

outputs b contiguously numbered output bits O1, O2, to Ob, 

the process comprising: 

c primitive s-box operations sb1, sb2 to sbc, each of which: 10 

has a multiple-input single-output Boolean function f1, f2, to fc 

defining the relationship between the multiple inputs and the single 

output; and 

is receives a set of input bits s1, s2, to sc respectively, each such set 

chosen from the a input bits to the cryptographic function and 15 

containing sl1, sl2, to slc bits respectively, so that: 

each of the numbers sl1, sl2, to slc is in the range of 3 to (a-

1); and 

the sum of the numbers sl1, sl2, to slc is larger than a, 

and in which the b output bits of the cryptographic function comprise the outputs 20 

of the c Boolean functions. 

 

 

Brief description of the drawings 

In order that the present invention may be more readily understood, preferred 25 

embodiments of it are described by reference to the drawings in which figures 1, 2, 3 and 

4 illustrate processes according to preferred embodiments of the present invention. 

 

 

Descriptions of preferred embodiments of the invention 30 

Figure 1 illustrates a portion of a key-and-data-dependent substitution-permutation 

network cipher according to a preferred embodiment of the invention.  Figure 1 can be 

implemented in hardware directly as a circuit or simulated on a word-based architecture as 

shown below. 

functions. According to another aspect, the present invention provides a
cryptographic process  5 which: receives a contiguously numbered input bits
I1, Iz to Ia, where a is at least 4,  and outputs b contiguously numbered
output bits 01, 02, to Ob,  the process comprising: 10 c primitive s-box
operations sb1, sb2 to sb,, each of which: has a multiple-input single-output
Boolean function f1, f2, toff  defining the relationship between the multiple
inputs and the single  output; and is receives a set of input bits s1, s2, to
s,respectively, each such set  15 chosen from the a input bits to the
cryptographic function and  containing s11, s12, to sl, bits respectively, so
that: each of the numbers s11, s12, to sl, is in the range of 3 to (a- 1); and the
sum of the numbers s11, s12, to sl, is larger than a, 20 and in which the b
output bits of the cryptographic function comprise the outputs  of the c
Boolean functions. Brief description of the drawings 25 In order that the
present invention may be more readily understood, preferred  embodiments
of it are described by reference to the drawings in which figures 1, 2, 3 and  4
illustrate processes according to preferred embodiments of the present
invention. 30 Descriptions of preferred embodiments of the invention Figure 1
illustrates a portion of a key-and-data-dependent substitution-permutation
network cipher according to a preferred embodiment of the invention. Figure
1 can be  implemented in hardware directly as a circuit or simulated on a
word-based architecture as  shown below. -11- The input 100 of the
embodiment illustrated on figure 1 consists of five bits, 101, 102,  103, 104
and 105. The function 110 illustrates a static expansion of the input 100 by a  
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The input 100 of the embodiment illustrated on figure 1 consists of five bits, 101, 102, 

103, 104 and 105.  The function 110 illustrates a static expansion of the input 100 by a 

factor of 3 which also serves as a permutation of the input bits.  The function 120 contains 

five instances of 3x1 substitution boxes, only three of which (121, 122 and 123) are shown 5 

in figure 1.  The output 130 consists of five bits, 131, 132, 133, 134 and 135.  The 3x1 s-

box 123 takes a unique set of three inputs from input 100, namely the bit 105 and the 

cyclic next two bits 104 and 103, generating a single bit output 135.  The 3x1 s-box 122 

takes a unique set of three input bits from the input 100, namely the bit 104 and the cyclic 

next two bits 103 and 102, generating a single bit output 134.  The 3x1 s-box 121 takes a 10 

unique set of three input bits from the input 100, namely the bit 101 and the cyclic next 

two bits 105 and 104, generating a single-bit output 131.  Each of the bits of the output 

130 is produced by a 3x1 s-box, where each s-box receives a set of three input bits from 

input 100, where each of the five sets of three input bits has no more than two bits in 

common with any other of the five sets of three input bits. 15 

 

Individually each of the plurality of s-box functions indicated by reference number 120 

consists of a non-linear three-input single-output Boolean function.  In the preferred 

embodiment illustrated in figure 1 each of the plurality of s-box functions indicated by 

reference number 120 performs a unique three-input single-output balanced non-linear 20 

Boolean function. 

 

The preferred embodiment of the current invention illustrated on figure 1 has reduced 

wiring redundancy compared with traditional MxN substitution boxes: each of the L-to-1 

Boolean functions in the region indicated by reference number 120 has less than L inputs 25 

in common with any other L-to-1 Boolean function in region 120.  In contrast all 

traditional MxN substitution boxes must have full wire redundancy in order to satisfy the 

completeness criterion: the complete M-to-1 Boolean function for every output bit must 

share all its M inputs with all other M-to-1 Boolean functions in the s-box. 

 30 

For the purpose of illustration the s-boxes 123, 122 and 121 are chosen to be two-to-one 

multiplexer functions where bits 119, 116 and 113 are the selector inputs for each 

multiplexer taking the sets of bits {118, 117}, {115, 114} and {112, 111} respectively as 

data inputs.  Both the select and the data inputs to the s-boxes 120 are drawn from the 

factor of 3 which also serves as a permutation of the input bits. The function
120 contains 5 five instances of 3x1 substitution boxes, only three of which
(121, 122 and 123) are shown  in figure 1. The output 130 consists of five
bits, 131, 132, 133, 134 and 135. The 3x1 s- box 123 takes a unique set of
three inputs from input 100, namely the bit 105 and the  cyclic next two bits
104 and 103, generating a single bit output 135. The 3x1 s-box 122  takes a
unique set of three input bits from the input 100, namely the bit 104 and the
cyclic 10 next two bits 103 and 102, generating a single bit output 134. The
3x1 s-box 121 takes a  unique set of three input bits from the input 100,
namely the bit 101 and the cyclic next  two bits 105 and 104, generating a
single-bit output 131. Each of the bits of the output  130 is produced by a 3x1
s-box, where each s-box receives a set of three input bits from  input 100,
where each of the five sets of three input bits has no more than two bits in 15
common with any other of the five sets of three input bits. Individually each of
the plurality of s-box functions indicated by reference number 120  consists of
a non-linear three-input single-output Boolean function. In the preferred
embodiment illustrated in figure 1 each of the plurality of s-box functions
indicated by 20 reference number 120 performs a unique three-input
single-output balanced non-linear  Boolean function. The preferred
embodiment of the current invention illustrated on figure 1 has reduced
wiring redundancy compared with traditional MxN substitution boxes: each of
the L-to-1  25 Boolean functions in the region indicated by reference number
120 has less than L inputs in common with any other L-to-1 Boolean function
in region 120. In contrast all  traditional MxN substitution boxes must have full
wire redundancy in order to satisfy the  completeness criterion: the complete
M-to-1 Boolean function for every output bit must  share all its M inputs with
all other M-to-1 Boolean functions in the s-box. 30 For the purpose of
illustration the s-boxes 123, 122 and 121 are chosen to be two-to-one
multiplexer functions where bits 119, 116 and 113 are the selector inputs for
each  multiplexer taking the sets of bits (118, 1171, (115, 1141 and (112,
1111 respectively as  data inputs. Both the select and the data inputs to the
s-boxes 120 are drawn from the -12- input 100, and the s-boxes 120 are a
form of data-dependent permutation. 
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input 100, and the s-boxes 120 are a form of data-dependent permutation. 

 

In this way the embodiment of the invention that is illustrated in figure 1 includes a 

plurality of input bit expansion-permutation, multiplexer functions,  and output bit 

permutation.  It achieves a predetermined 1-to-L expansion of input 100, a predetermined 5 

bitwise permutation of the expanded intermediate state 110 and a key-and-data-dependent 

substitution 120 achieving a L-to-1 compression of the expanded intermediate state 110 

returning state 130 as output. 

 

If the output 130 is fed back into the input 100, we would describe such a construction as 10 

‘a non-linear shift register with parallel feedback’ or ‘a parallel feedback NLFSR’.  In a 

preferred embodiment of the current invention the output of 130 is fed back as input 100.  

The influence of bits flows cyclically to the left due to the dependency of each bit of the 

output 130 on the two cyclic bits to the right.  In this example it takes a minimum of two 

rounds to achieve the required diffusion completeness. 15 

 

We note that the critical path wire latencies for each of the bits of output 130 are expected 

to be roughly uniform in a circuit implementing the process.  In contrast with the current 

invention, circuits implementing substitution boxes based on arithmetic operations always 

exhibit strongly non-uniform critical path wire latencies dependent on the most significant 20 

bit of a chain of carry operations. 

 

Figure 2 illustrates a portion of the bijective variant of a key-and-data-dependent 

substitution-permutation network cipher process according to another preferred 

embodiment of the current invention.  The region 200 identifies 25 bits of input.  The 25 

region 201 identifies twenty-four bits to the left of input 252.  The region 210 identifies 

twenty-five bits of output.  Region 211 identifies 20 bits of output dependent on twenty 

five-to-one s-boxes as illustrated in region 240.  (It will be appreciated that only one of 

those twenty s-boxes, the s-box indicated by reference numeral 241, is illustrated in the 

figure.)  Region 221 illustrates five bits of the input.  Region 223 illustrates five bits of the 30 

output dependent on a bijective (reversible) 5x5 substitution-permutation 222 of the five 

input bits 221. 

 

Each multiple-input single-output Boolean function 241 in region 240 takes as input a 

In this way the embodiment of the invention that is illustrated in figure 1
includes a  plurality of input bit expansion-permutation, multiplexer functions,
and output bit 5 permutation. It achieves a predetermined 1-to-L expansion of
input 100, a predetermined  bitwise permutation of the expanded
intermediate state 110 and a key-and-data-dependent  substitution 120
achieving a L-to-1 compression of the expanded intermediate state 110
returning state 130 as output. 10 If the output 130 is fed back into the input
100, we would describe such a construction as  `a non-linear shift register
with parallel feedback' or `a parallel feedback NLFSR'. In a  preferred
embodiment of the current invention the output of 130 is fed back as input
100.  The influence of bits flows cyclically to the left due to the dependency of
each bit of the  output 130 on the two cyclic bits to the right. In this example it
takes a minimum of two  15 rounds to achieve the required diffusion
completeness. We note that the critical path wire latencies for each of the bits
of output 130 are expected  to be roughly uniform in a circuit implementing
the process. In contrast with the current  invention, circuits implementing
substitution boxes based on arithmetic operations always 20 exhibit strongly
non-uniform critical path wire latencies dependent on the most significant  bit
of a chain of carry operations. Figure 2 illustrates a portion of the bijective
variant of a key-and-data-dependent  substitution-permutation network cipher
process according to another preferred 25 embodiment of the current
invention. The region 200 identifies 25 bits of input. The  region 201 identifies
twenty-four bits to the left of input 252. The region 210 identifies  twenty-five
bits of output. Region 211 identifies 20 bits of output dependent on twenty
five-to-one s-boxes as illustrated in region 240. (It will be appreciated that
only one of  those twenty s-boxes, the s-box indicated by reference numeral
241, is illustrated in the 30 figure.) Region 221 illustrates five bits of the input.
Region 223 illustrates five bits of the  output dependent on a bijective
(reversible) 5x5 substitution-permutation 222 of the five  input bits 221. Each
multiple-input single-output Boolean function 241 in region 240 takes as input
a - 13 predetermined set 230 of five bits such as 231, 232, 233, 234 and 235
from region 201  generating as output the first input bit to the linear combiner
(XOR/XNOR) 251 in 250  
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predetermined set 230 of five bits such as 231, 232, 233, 234 and 235 from region 201 

generating as output the first input bit to the linear combiner (XOR/XNOR) 251 in 250 

generating bit 253 as output.  Input bit 252 is the second of the two inputs into 251.  For 

each of the linear combiners 251 in the region 250, the corresponding Boolean function in 

the region 240 must receive inputs only from the region to the left of the second input bit 5 

into the combiner, which region is marked on the illustration as 201. 

 

In the preferred embodiment of the current invention illustrated on figure 2, the primitive 

five-to-one s-boxes 241 used in the step illustrated by region 240 consist of five inputs 221 

through 235 used in the step illustrated by region 230, a single output and a five-to-one 10 

Boolean function defining the relationship between the input bits and the output bit, and 

each balanced non-linear Boolean function 241 is chosen at random. 

 

Figure 3 illustrates a portion of a word-based key-and-data-dependent substitution-

permutation network according to a preferred embodiment of the invention.  The data state 15 

310 is fifteen bits wide partitioned into three words (or blocks, sub-blocks or registers, 

depending on the notation most convenient).  Word 311 consists of five bits 321, 322, 323, 

324 and 325; word 312 consists of five bits 331, 332, 333, 334 and 335; and word 313 

consists of five bits 341, 342, 343, 344 and 345. 

 20 

The region 350 illustrates a static expansion permutation by a factor of 3 for the data state.  

The region 360 illustrates 3x1 non-linear substitution box functions (only one of which is 

illustrated in the drawing). 

 

The data state 365 is fifteen bits partitioned into three words.  Word 366 consists of five 25 

bits 371, 372, 373, 374 and 375; word 367 consists of five bits 381, 382, 383, 384 and 

385; and word 368 consists of five bits 391, 392, 393, 394 and 395. 

 

The illustrated 3x1 substitution function 361 takes a unique set of three inputs, consisting 

of one bit 352 originating from bit 344 of word 313, one bit 353 originating from bit 332 30 

of word 312, and one bit 351 originating from bit 325 of word 311.  The illustrated s-box 

361 generates a single bit of output 385 in word 367. 

 

For all fifteen bits of the state 365 each of the 3x1 s-boxes in 360 exhibit a unique set of 

generating bit 253 as output. Input bit 252 is the second of the two inputs into
251. For  each of the linear combiners 251 in the region 250, the
corresponding Boolean function in 5 the region 240 must receive inputs only
from the region to the left of the second input bit  into the combiner, which
region is marked on the illustration as 201. In the preferred embodiment of
the current invention illustrated on figure 2, the primitive  five-to-one s-boxes
241 used in the step illustrated by region 240 consist of five inputs 221  10
through 235 used in the step illustrated by region 230, a single output and a
five-to-one Boolean function defining the relationship between the input bits
and the output bit, and  each balanced non-linear Boolean function 241 is
chosen at random. Figure 3 illustrates a portion of a word-based
key-and-data-dependent substitution 15 permutation network according to a
preferred embodiment of the invention. The data state  310 is fifteen bits wide
partitioned into three words (or blocks, sub-blocks or registers,  depending on
the notation most convenient). Word 311 consists of five bits 321, 322, 323,
324 and 325; word 312 consists of five bits 331, 332, 333, 334 and 335; and
word 313  consists of five bits 341, 342, 343, 344 and 345. 20 The region 350
illustrates a static expansion permutation by a factor of 3 for the data state.
The region 360 illustrates 3x1 non-linear substitution box functions (only one
of which is  illustrated in the drawing). 25 The data state 365 is fifteen bits
partitioned into three words. Word 366 consists of five  bits 371, 372, 373,
374 and 375; word 367 consists of five bits 381, 382, 383, 384 and  385; and
word 368 consists of five bits 391, 392, 393, 394 and 395. The illustrated 3x1
substitution function 361 takes a unique set of three inputs, consisting  30 of
one bit 352 originating from bit 344 of word 313, one bit 353 originating from
bit 332  of word 312, and one bit 351 originating from bit 325 of word 311.
The illustrated s-box  361 generates a single bit of output 385 in word 367.
For all fifteen bits of the state 365 each of the 3x1 s-boxes in 360 exhibit a
unique set of -14- four inputs according to the above template. The
word-based key-and-data-dependent substitution-permutation network cipher
according to a preferred embodiment of the invention illustrated in figure 3
provides a  
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four inputs according to the above template. 

 

The word-based key-and-data-dependent substitution-permutation network cipher 

according to a preferred embodiment of the invention illustrated in figure 3 provides a 

direct mechanism for improvement of the cipher’s software performance. 5 

 

Figure 4 illustrates an example of a software implementation of the cipher illustrated in 

figure 1 according to a preferred embodiment of the invention.  The process of figure 4 is 

executed on a processor with a word length of five bits.  Word 400 consists of five bits 

401, 402, 403, 404 and 405; word 410 consists of five bits 411, 412, 413, 414, and 415; 10 

word 430 consists of five bits 431, 432, 433, 434 and 435; and word 470 consists of five 

bits 471, 472, 473, 474 and 475.  Word 400 is expanded to three words through 

duplication into word 410, and 430. 

 

Word 410 is statically permuted using a cyclic rotation 419 towards the most significant 15 

bit by one bit.  In this way bits 411, 412, 413, 414 and 415 are permuted as output 422, 

423, 424, 425 and 421 respectively.  The output bits 421 through 425 are used as a single-

word input to 450. 

 

Word 430 is statically permuted using a cyclic rotation 439 towards the most significant 20 

bit by two bits.  In this way bit 431, 432, 433, 434 and 435 are permuted as output 443, 

444, 445, 441 and 442 respectively.  The output bits 441 through 445 are used as a single-

word input to 450. 

 

The region 450 identifies a function taking three words of input performing a sequence of 25 

word-based instructions 460 consisting of word based primitive Boolean functions 

implementing the multiplexer operations illustrated on figure 1.  If we label word 400 as 

A, word 420 as B, word 440 as C and word 470 as D we can express the five bit wide 2-

to-1 multiplexer, where A consists of the select inputs, and B and C consist of the data 

inputs as follows: 30 

 

 D = (A AND B) OR ((NOT A) AND C) 

 

Region 481 visually illustrates how bit 471 depends only on the inputs 401, 421 and 441.  

5 direct mechanism for improvement of the cipher's software performance.
Figure 4 illustrates an example of a software implementation of the cipher
illustrated in  figure 1 according to a preferred embodiment of the invention.
The process of figure 4 is  executed on a processor with a word length of five
bits. Word 400 consists of five bits 10 401, 402, 403, 404 and 405; word 410
consists of five bits 411, 412, 413, 414, and 415;  word 430 consists of five
bits 431, 432, 433, 434 and 435; and word 470 consists of five  bits 471, 472,
473, 474 and 475. Word 400 is expanded to three words through  duplication
into word 410, and 430. 15 Word 410 is statically permuted using a cyclic
rotation 419 towards the most significant  bit by one bit. In this way bits 411,
412, 413, 414 and 415 are permuted as output 422,  423, 424, 425 and 421
respectively. The output bits 421 through 425 are used as a single- word
input to 450. 20 Word 430 is statically permuted using a cyclic rotation 439
towards the most significant  bit by two bits. In this way bit 431, 432, 433, 434
and 435 are permuted as output 443,  444, 445, 441 and 442 respectively.
The output bits 441 through 445 are used as a single- word input to 450. 25
The region 450 identifies a function taking three words of input performing a
sequence of  word-based instructions 460 consisting of word based primitive
Boolean functions  implementing the multiplexer operations illustrated on
figure 1. If we label word 400 as  A, word 420 as B, word 440 as C and word
470 as D we can express the five bit wide 2- to-1 multiplexer, where A
consists of the select inputs, and B and C consist of the data 30 inputs as
follows: D = (A AND B) OR ((NOT A) AND C) Region 481 visually illustrates
how bit 471 depends only on the inputs 401, 421 and 441. - 15 Regions 482
through 485 illustrate the dependencies for bits 472 through 475 respectively.
If we were to describe the complete five bit wide implementation of the
process in terms  of five-bit variables A and D: 5 D = (A AND (A ROT 1)) OR
((NOT A) AND (A ROT 2)) In assembler pseudo code where general purpose
five-bit registers RA is the input, RB and  
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Regions 482 through 485 illustrate the dependencies for bits 472 through 475 respectively. 

 

If we were to describe the complete five bit wide implementation of the process in terms 

of five-bit variables A and D: 

 5 

 D = (A AND (A ROT 1)) OR ((NOT A) AND (A ROT 2)) 

 

In assembler pseudo code where general purpose five-bit registers RA is the input, RB and 

RC are temporary registers and RD is output, the same algorithm can be trivially 

implemented in six operations as follows: 10 

 

 RB = RA rotate left 1 

 RC = RA and RB 

 RA = not RA 

 RB = RB rotate left 1 15 

 RD = RA and RB 

 RD = RD or RC 

 

The above process illustrates how the permutation operations can be cascaded and move / 

duplications operations can be optimized away without loss of generality.  Other 20 

operations such as byte-swapping, look-up tables and binary masking operations are 

readily available in software processors allowing the technician to implement a wide range 

of wiring permutations which can be expressed with a short sequence of processor 

instructions thus achieving the required software performance without degrading hardware 

performance. 25 

 

In the preferred embodiments of the current invention illustrated on figures 1, 2 and 3 the 

internal wiring permutations which include assignments of all the input bits 100, 201 and 

310 to the expanded input bits 110, 240 and 350 respectively, as well as the assignment of 

all the output bits from the plurality of primitive L-to-1 s-boxes in 120, 240 and 360 to all 30 

the output bits in 130, 210 and 365 respectively, is chosen at random. 

 

In other preferred embodiments of the current invention: 

- the internal wiring permutation is chosen using a key-dependent pseudo-

RC are temporary registers and RD is output, the same algorithm can be
trivially 10 implemented in six operations as follows:  RB = RA rotate left 1
RC = RA and RB  RA = not RA 15 RB = RB rotate left 1  RD = RA and RB
RD = RD or RC The above process illustrates how the permutation
operations can be cascaded and move I  20 duplications operations can be
optimized away without loss of generality. Other  operations such as
byte-swapping, look-up tables and binary masking operations are  readily
available in software processors allowing the technician to implement a wide
range  of wiring permutations which can be expressed with a short sequence
of processor  instructions thus achieving the required software performance
without degrading hardware  25 performance. In the preferred embodiments
of the current invention illustrated on figures 1, 2 and 3 the  internal wiring
permutations which include assignments of all the input bits 100, 201 and
310 to the expanded input bits 110, 240 and 350 respectively, as well as the
assignment of 30 all the output bits from the plurality of primitive L-to-1
s-boxes in 120, 240 and 360 to all  the output bits in 130, 210 and 365
respectively, is chosen at random. In other preferred embodiments of the
current invention: - the internal wiring permutation is chosen using a
key-dependent pseudo -16- random process; the internal wiring permutation
is selected according to a mathematical  formula; the internal wiring
permutation is heuristically refined to reduce redundancy in  5 the
single-round or multiple-round polynomial relationships between input and
output bits; the internal wiring permutation is limited according to the
maximum allowed  wiring latency for hardware circuit optimization; 
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random process; 

- the internal wiring permutation is selected according to a mathematical 

formula; 

- the internal wiring permutation is heuristically refined to reduce redundancy in 

the single-round or multiple-round polynomial relationships between input and 5 

output bits; 

- the internal wiring permutation is limited according to the maximum allowed 

wiring latency for hardware circuit optimization; 

- inputs to 121, 122, 123, 241 and 361 are limited in distance from the outputs 

131, 134, 135, 253 and 385  respectively; 10 

- inputs to each primitive L-to-1 s-box in regions 120, 240 and 360 are selected 

from the same relative positions of input bits in regions 100, 201 and 310  

regarding each output bit in regions 130, 210 and 365 respectively; 

- some of the primitive L-to-1 s-boxes in regions 120, 240 or 360 are adapted to 

receive one or a plurality of key bits as inputs; 15 

- a different wiring permutation is chosen for each round of the cipher operation 

- width of the output 130, 210 or 365 is different from the width of the input 100, 

200 or 310 respectively; 

- the internal wiring permutations are limited to permutations which can be 

implemented as a short sequence of 32-bit, 64-bit or 128-bit general purpose 20 

processor instructions; 

- the internal wiring permutations are adapted to incorporate byte-swapping and 

rotation sequencing as found in our co-pending Australian provisional patent 

application 2004905897, filed 13 October 2004, entitled Process of and 

Apparatus for Encoding a digital signal; 25 

- a single Boolean function is used for all primitive L-to-1 s-boxes in regions 

120, 240 or 360; 

- a plurality of Boolean functions is used for the primitive L-to-1 s-boxes in 

regions 120, 240 or 360; 

- all Boolean functions used for the primitive L-to-1 s-boxes in regions 120, 240 30 

or 360 are different; 

- some of the Boolean functions used for the primitive L-to-1 s-boxes in regions 

120, 240 or 360 are chosen using a key-dependent pseudo-random process; 

- the choice of Boolean functions used for the primitive L-to-1 s-boxes in regions 

- inputs to 121, 122, 123, 241 and 361 are limited in distance from the
outputs  10 131, 134, 135, 253 and 385 respectively; - inputs to each
primitive L-to-1 s-box in regions 120, 240 and 360 are selected  from the
same relative positions of input bits in regions 100, 201 and 310  regarding
each output bit in regions 130, 210 and 365 respectively; - some of the
primitive L-to-1 s-boxes in regions 120, 240 or 360 are adapted to  15 receive
one or a plurality of key bits as inputs; - a different wiring permutation is
chosen for each round of the cipher operation  - width of the output 130, 210
or 365 is different from the width of the input 100,  200 or 310 respectively; -
the internal wiring permutations are limited to permutations which can be  20
implemented as a short sequence of 32-bit, 64-bit or 128-bit general purpose
processor instructions; - the internal wiring permutations are adapted to
incorporate byte-swapping and  rotation sequencing as found in our
co-pending Australian provisional patent  application 2004905897, filed 13
October 2004, entitled Process of and 25 Apparatus for Encoding a digital
signal; - a single Boolean function is used for all primitive L-to-1 s-boxes in
regions  120, 240 or 360; - a plurality of Boolean functions is used for the
primitive L-to-1 s-boxes in  regions 120, 240 or 360; 30 - all Boolean
functions used for the primitive L-to-1 s-boxes in regions 120, 240  or 360 are
different; - some of the Boolean functions used for the primitive L-to-1
s-boxes in regions  120, 240 or 360 are chosen using a key-dependent
pseudo-random process; - the choice of Boolean functions used for the
primitive L-to-1 s-boxes in regions - 17 120, 240 or 360 is heuristically refined
to reduce redundancy in the single- round or multiple-round polynomial
relationships between input and output  bits; - only the original input variables
(or processor registers) are used in the  
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120, 240 or 360 is heuristically refined to reduce redundancy in the single-

round or multiple-round polynomial relationships between input and output 

bits; 

- only the original input variables (or processor registers) are used in the 

subsequent operations; 5 

- at least one or a plurality of the intermediate variables (or processor registers) 

are used in the subsequent operations; 

- only the intermediate variables (or processor registers) are used in the 

subsequent operations. 

- the method of applying s-boxes is also adapted to incorporate bidirectional 10 

block chaining as found in our co-pending patent applications: 

 Australian provisional applications 2004906364 filed on 5 November 2004 

and 2005900087 filed on 10 January 2005, both entitled A Method of 

Encoding a Signal; 

International Patent Application PCT/IB2005/001499 filed on 10 May 2005 15 

and entitled Methods of Encoding and Decoding Data; 

International Patent Application PCT/IB2005/001487 filed on 10 May 2005 

and entitled Process of and Apparatus for Encoding a Signal; and 

International Patent Application PCT/IB2005/001475 filed on 10 May 2005 and 

entitled A Method of and Apparatus for Encoding a Signal in a Hashing Primitive. 20 

 

If choice of wiring permutations and/or Boolean functions used in the preferred 

embodiments of the current invention depend on the key material called a ‘family’ key, the 

hardware (RFID, ASIC etc.) implementation of such a cipher remains efficient when 

implemented as fixed wiring with fixed primitive Boolean logic. 25 

 

Importantly, the unique limitation of choice of input bits to the primitive L-to-1 s-boxes 

201 only to bits to the left of 252, combined with the linear relationship between the input 

bit 252 and the output bit 253, operating as shown on figure 2, ensures bijective 

(reversible) operation regardless of the choice of Boolean function in 241 or the internal 30 

wiring permutation. 

5 subsequent operations; - at least one or a plurality of the intermediate
variables (or processor registers)  are used in the subsequent operations; -
only the intermediate variables (or processor registers) are used in the
subsequent operations. 10 - the method of applying s-boxes is also adapted
to incorporate bidirectional  block chaining as found in our co-pending patent
applications: Australian provisional applications 2004906364 filed on 5
November 2004  and 2005900087 filed on 10 January 2005, both entitled A
Method of  Encoding a Signal; 15 International Patent Application
PCT/IB2005/001499 filed on 10 May 2005  and entitled Methods of Encoding
and Decoding Data; International Patent Application PCT/IB2005/001487
filed on 10 May 2005  and entitled Process of and Apparatus for Encoding a
Signal; and  International Patent Application PCT/IB2005/001475 filed on 10
May 2005 and 20 entitled A Method of and Apparatus for Encoding a Signal
in a Hashing Primitive.  If choice of wiring permutations and/or Boolean
functions used in the preferred  embodiments of the current invention depend
on the key material called a `family' key, the  hardware (RFID, ASIC etc.)
implementation of such a cipher remains efficient when 25 implemented as
fixed wiring with fixed primitive Boolean logic. Importantly, the unique
limitation of choice of input bits to the primitive L-to-1 s-boxes  201 only to
bits to the left of 252, combined with the linear relationship between the input
bit 252 and the output bit 253, operating as shown on figure 2, ensures
bijective 30 (reversible) operation regardless of the choice of Boolean
function in 241 or the internal  wiring permutation. -18- Claims: 1. A
multiple-input multiple-output s-box which is adapted: to receive a
contiguously numbered input bits I1, IZ to Ia, where a is at least  4, and 5 to
output b contiguously numbered output bits 01, 02, to Ob,  
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Claims: 

1. A multiple-input multiple-output s-box which is adapted: 

to receive a contiguously numbered input bits I1, I2 to Ia, where a is at least 

4, and 

to output b contiguously numbered output bits O1, O2, to Ob, 5 

the s-box comprising: 

c primitive s-boxes sb1, sb2 to sbc, each of which: 

has a multiple-input single-output Boolean function f1, f2, to fc 

defining the relationship between the multiple inputs and the single 

output; and 10 

is adapted to receive a set of input bits s1, s2, to sc respectively, each 

such set chosen from the a input bits to the s-box and containing sl1, 

sl2, to slc bits respectively, so that: 

each of the numbers sl1, sl2, to slc is in the range of 3 to (a-

1); and 15 

the sum of the numbers sl1, sl2, to slc is larger than a, 

and in which the b output bits of the s-box comprise the outputs of the c Boolean 

functions. 

 

2. A multiple-input multiple-output s-box as claimed in any one of the preceding 20 

claims, in which the b output bits of the s-box are the outputs of the c primitive s-

boxes. 

 

3. A multiple-input multiple-output s-box as claimed in claim 1, in which a is at least 

16. 25 

 

4. A multiple-input multiple-output s-box as claimed in claim 1, in which b is at least 

16. 

 

5. A multiple-input multiple-output s-box as claimed in claim 1, in which c is in the 30 

range of 12 to b inclusive. 

 

6. A multiple-input multiple-output s-box as claimed in claim 1, in which for each i and 

j from 1 to a, each pair of sets si and sj have no     

35 

the s-box comprising: c primitive s-boxes sb1, sb2 to sb,, each of which: has
a multiple-input single-output Boolean function f1, f2, toff  defining the
relationship between the multiple inputs and the single  10 output; and is
adapted to receive a set of input bits s1, s2, to s,respectively, each  such set
chosen from the a input bits to the s-box and containing s11,  s12, to sl, bits
respectively, so that: each of the numbers s11, s12, to sl, is in the range of 3
to (a- 15 1); and the sum of the numbers s11, s12, to sl, is larger than a, and
in which the b output bits of the s-box comprise the outputs of the c Boolean
functions. 20 2. A multiple-input multiple-output s-box as claimed in any one
of the preceding  claims, in which the b output bits of the s-box are the
outputs of the c primitive s- boxes. 3. A multiple-input multiple-output s-box
as claimed in claim 1, in which a is at least  25 16. 4. A multiple-input
multiple-output s-box as claimed in claim 1, in which b is at least  16. 30 5. A
multiple-input multiple-output s-box as claimed in claim 1, in which c is in the
range of 12 to b inclusive. 6. A multiple-input multiple-output s-box as claimed
in claim 1, in which for each i and  j from 1 to a, each pair of sets s; and sj
have no 35 - 19- more than min(sl,, slj)-l bits in common. 7. A multiple-input
multiple-output s-box as claimed in claim 1, in which at least two  of the
numbers s11, s12, to sl, are the same. 5 8. A multiple-input multiple-output
s-box as claimed in claim 7, in which all of the  
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more than min(sli, slj)–1 bits in common. 
 

7. A multiple-input multiple-output s-box as claimed in claim 1, in which at least two 

of the numbers sl1, sl2, to slc are the same. 

 5 

8. A multiple-input multiple-output s-box as claimed in claim 7, in which all of the 

numbers sl1, sl2, to slc are the same. 

 

9. A multiple-input multiple-output s-box as claimed in claim 1, in which each set s1, 

s2, to sc of input bits is selected using a probabilistic process. 10 

 

10. A multiple-input multiple-output s-box as claimed in claim 1, in which at least one 

of the Boolean functions f1, f2, to fc is generated using a probabilistic process. 

 

11. A multiple-input multiple-output s-box as claimed in claim 1, in which at least one 15 

of the functions f1, f2, to fc comprises a two-to-one multiplexer function. 

 

12. A multiple-input multiple-output s-box as claimed in claim 1, in which each of the 

functions f1, f2, to fc is a unique Boolean function. 

 20 

13. A multiple-input multiple-output s-box as claimed in claim 12, in which the 

difference between functions f1, f2, to fc is affine. 

 

14. A multiple-input multiple-output s-box as claimed in claim 1, in which for every i 

from (c-a) to a: 25 

the set of sli input bits to each primitive s-box sbi is chosen from the input 

bits I1 to Ii; and 

the relationship between the input bit Ii and the output bit is linear. 

 

15. A multiple-input multiple-output s-box as claimed in claim 14 in which a sub-set 30 

of T=(a-c) bits of the set of a bits I1 to Ia, being the bits I1, to IT, are input to a TxT 

bijective mapping. 

 

numbers s11, s12, to sl, are the same. 9. A multiple-input multiple-output
s-box as claimed in claim 1, in which each set sl,  10 s2, to s, of input bits is
selected using a probabilistic process. 10. A multiple-input multiple-output
s-box as claimed in claim 1, in which at least one  of the Boolean functions fl,
f2, to f, is generated using a probabilistic process. 15 11. A multiple-input
multiple-output s-box as claimed in claim 1, in which at least one  of the
functions f1, f2, to f, comprises a two-to-one multiplexer function. 12. A
multiple-input multiple-output s-box as claimed in claim 1, in which each of
the  functions f1, f2, to f, is a unique Boolean function. 20 13. A multiple-input
multiple-output s-box as claimed in claim 12, in which the  difference between
functions f1, f2, to f, is affine. 14. A multiple-input multiple-output s-box as
claimed in claim 1, in which for every i  25 from (c-a) to a: the set of sl, input
bits to each primitive s-box sb; is chosen from the input  bits II to I;; and the
relationship between the input bit I, and the output bit is linear. 30 15. A
multiple-input multiple-output s-box as claimed in claim 14 in which a sub-set
of T=(a-c) bits of the set of a bits II to Ia, being the bits I,, to IT, are input to a
AT  bijective mapping. -20- 16. A multiple-input multiple-output s-box as
claimed in claim 1, in which for every i from (W+1) to a, where W is a
constant: the set of sl, input bits to the primitive s-box sb, is chosen from the
input  bits I(,_yyt to I,; and 5 the relationship between the input bit I, and the
output bit of the s-box sb, is  linear. 17. A multiple-input multiple-output s-box
as claimed in claim 1 , in which in  selecting the sll, sit, to sl, of input bits of
the sets of input bits sl, s2, to Sc  10 respectively: in the contiguously
numbered set of input bits h, Iz to Ia, the bit Ia is treated  
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16. A multiple-input multiple-output s-box as claimed in claim 1, in which for every i 

from (W+1) to a, where W is a constant: 

the set of sli input bits to the primitive s-box sbi is chosen from the input 

bits I(i-W) to Ii; and 

the relationship between the input bit Ii and the output bit of the s-box sbi is 5 

linear. 

 

17. A multiple-input multiple-output s-box as claimed in claim 1 , in which in 

selecting the sl1, sl2, to slc of input bits of the sets of input bits s1, s2, to sc 

respectively: 10 

in the contiguously numbered set of input bits I1, I2 to Ia, the bit Ia is treated 

as being contiguous with the bit I1 as well as with the bit I(a-1) so that the 

input bits I1, I2 to Ia, are considered as being a circular collection of bits; 

the contiguously numbered set of input bits I1, I2 to Ia is considered as 

comprising a set of windows of bits w1 to wd, where d is in the range of 3 to 15 

(c/3) such that: 

each window has leading and trailing window boundaries each of 

which boundaries increments by one bit position in the same 

direction between primitive s-boxes sbi and sbi+1; and 

in the contiguously numbered set of output bits O1, O2, to Ob, the bit Ob is 20 

treated as being contiguous with the bit O1 as well as with the bit Ob-1 so 

that the output bits O1, O2, to Ob, are considered as being a circular 

collection of bits; and 

for each primitive s-box sbk in the set sb1 to sbc: 

the input bits into the primitive s-box sbk comprise at least one bit 25 

from each of the at least two windows of input bits other than 

window wk. 

 
18. A multiple-input multiple-output s-box as claimed in claim 17, in which for each 

primitive s-box sbi at least two of the windows w1 to wd, are of different sizes. 30 

 

19. A multiple-input multiple-output s-box as claimed in claim 1, in which in selecting 

the sl1, sl2, to slc of input bits of the sets of input bits s1, s2, to sc respectively: 

in the contiguously numbered set of input bits I1, I2 to Ia, the bit Ia is treated 

as being contiguous with the bit I1 as well as with the bit Ia-1 so that the 35 

as being contiguous with the bit Il as well as with the bit I(a_p so that the
input bits 11, Iz to Ia, are considered as being a circular collection of bits;  the
contiguously numbered set of input bits h, Iz to Ia is considered as 15
comprising a set of windows of bits wl to Wd, where d is in the range of 3 to
(c13) such that: each window has leading and trailing window boundaries
each of  which boundaries increments by one bit position in the same
direction between primitive s-boxes sb, and sb,+I; and 20 in the contiguously
numbered set of output bits OI, 02, to Ob, the bit Ob is  treated as being
contiguous with the bit OI as well as with the bit Ob_I so  that the output bits
OI, 02, to Ob, are considered as being a circular  collection of bits; and for
each primitive s-box sbk in the set sbl to sbc: 25 the input bits into the
primitive s-box sbk comprise at least one bit  from each of the at least two
windows of input bits other than  window wk. 18. A multiple-input
multiple-output s-box as claimed in claim 17, in which for each  30 primitive
s-box sb, at least two of the windows wl to Wd, are of different sizes. 19. A
multiple-input multiple-output s-box as claimed in claim 1, in which in
selecting  the sll, s12, to slc of input bits of the sets of input bits sl, s2, to sc
respectively: in the contiguously numbered set of input bits II, IZ to Ia, the bit
Ia is treated  35 as being contiguous with the bit II as well as with the bit Ia_I
so that the -21- input bits 1 , Iz to Ia, are considered as being a circular
collection of bits;  the contiguously numbered set of input bits Il, IZ to Ia is
considered as  comprising a set of contiguous windows of input bits w1 to
Wd, where d is in  the range of 2 to (a13); 5 in the contiguously numbered set
of output bits 01, 02, to Ob, the bit Ob is  treated as being contiguous with the
bit 01 as well as with the bit 0(b-1) SO  that the output bits 01, 02, to Ob, are
considered as being a circular  collection of bits; and 
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input bits I1, I2 to Ia, are considered as being a circular collection of bits; 

the contiguously numbered set of input bits I1, I2 to Ia is considered as 

comprising a set of contiguous windows of input bits w1 to wd, where d is in 

the range of 2 to (a/3); 

in the contiguously numbered set of output bits O1, O2, to Ob, the bit Ob is 5 

treated as being contiguous with the bit O1 as well as with the bit O(b-1) so 

that the output bits O1, O2, to Ob, are considered as being a circular 

collection of bits; and 

the contiguously numbered set of output bits O1, O2, to Ob is considered as 

comprising a set of contiguous windows of output bits w1 to wd; and 10 

for each primitive s-box sbk of the sb1 to sbc primitive s-boxes: 

the window of output bits wk comprises the output bit of that 

primitive s-box sbk; and 

the input bits into the primitive s-box sbk comprise at least one bit 

from each of at least two windows of input bits other than window 15 

wk. 

 

20. A multiple-input multiple-output s-box as claimed in claim 1, in which the sets of 

input bits s1, s2, to sc to the c primitive s-boxes sb1 to sbc are chosen by a heuristic 

process comprising: 20 

probabilistically selecting c ordered sets P1 to Pc of index positions for 

input bits drawn from a bits, each set P1 to Pc respectively containing sl1, 

sl2, to slc members; 

for each of the c ordered sets P1 to Pc of index positions, if any two such 

sets contain the same member in the same position, swapping one of those 25 

members with an index position that is probabilistically chosen from 

another of the sets P1 to Pc; 

iteratively for each of the c sets P1 to Pc of index positions: 

determining the number of members that the set has in common 

with each of the other P1 to Pc sets of index positions; 30 

for each two members Pi and Pk of the c sets P1 to Pc of index 

positions that have an arbitrary number t of members in common, 

rearranging (t + 1)/2 members of Pi by: 

sorting the remaining (c-2) sets of the c sets P1 to Pc into the 

the contiguously numbered set of output bits 01, 02, to Ob is considered as
10 comprising a set of contiguous windows of output bits w1 to wd; and for
each primitive s-box sbk of the sbl to sbc primitive s-boxes: the window of
output bits Wk comprises the output bit of that  primitive s-box sbk; and the
input bits into the primitive s-box sbk comprise at least one bit  15 from each
of at least two windows of input bits other than window  Wk. 20. A
multiple-input multiple-output s-box as claimed in claim 1, in which the sets of
input bits s1, sz, to s, to the c primitive s-boxes sbl to sbc are chosen by a
heuristic  20 process comprising: probabilistically selecting c ordered sets PI
to Pc of index positions for  input bits drawn from a bits, each set PI to Pc
respectively containing s11,  s12, to s1c members; for each of the c ordered
sets PI to Pc of index positions, if any two such  25 sets contain the same
member in the same position, swapping one of those  members with an index
position that is probabilistically chosen from  another of the sets PI to Pc;
iteratively for each of the c sets PI to Pc of index positions:  determining the
number of members that the set has in common  30 with each of the other PI
to Pc sets of index positions; for each two members P, and Pk of the c sets
PI to Pc of index  positions that have an arbitrary number t of members in
common,  rearranging (t + 1)/2 members of P, by: sorting the remaining (c-2)
sets of the c sets PI to Pc into the -22- order of the number of members that
they have in common  with P;; choosing a set P,,, from the (c-2) sets that has
the minimum  number of its members in common with P;; 5 selecting one
member that is common to the sets P, and Pk;  
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order of the number of members that they have in common 

with Pi; 

choosing a set Pm from the  (c-2) sets that has the minimum 

number of its members in common with Pi; 

selecting one member that is common to the sets Pi and Pk; 5 

and 

swapping that selected member with one of the members of 

the set Pm. 

 

21. A circuit comprising a round function of a block cipher, stream cipher, pseudo-10 

random number generator or hash function, the cryptographic circuit comprising at 

least one multiple-input multiple-output substitution box as claimed in claim 1 in 

which circuit there is an unbroken arithmetic carry-logic chain of the range zero up 

to and including 6 carry operations between the input and the output of the at least 

one multiple-input multiple-output s-box. 15 

 

22. A cryptographic process which: 

receives a contiguously numbered input bits I1, I2 to Ia, where a is at least 4, 

and 

outputs b contiguously numbered output bits O1, O2, to Ob, 20 

the process comprising: 

c primitive s-box operations sb1, sb2 to sbc, each of which: 

has a multiple-input single-output Boolean function f1, f2, to fc 

defining the relationship between the multiple inputs and the single 

output; and 25 

receives a set of input bits s1, s2, to sc respectively, each such set 

chosen from the a input bits to the cryptographic function and 

containing sl1, sl2, to slc bits respectively, so that: 

each of the numbers sl1, sl2, to slc is in the range of 3 to (a-

1); and 30 

the sum of the numbers sl1, sl2, to slc is larger than a, 

and in which the b output bits of the cryptographic function comprise the outputs 

of the c Boolean functions. 

 

and swapping that selected member with one of the members of  the set P,,,.
10 21. A circuit comprising a round function of a block cipher, stream cipher,
pseudo- random number generator or hash function, the cryptographic circuit
comprising at  least one multiple-input multiple-output substitution box as
claimed in claim 1 in  which circuit there is an unbroken arithmetic carry-logic
chain of the range zero up  to and including 6 carry operations between the
input and the output of the at least 15 one multiple-input multiple-output
s-box.  22. A cryptographic process which: receives a contiguously numbered
input bits I1, Iz to Ia, where a is at least 4,  and 20 outputs b contiguously
numbered output bits 01, 02, to Ob,  the process comprising: c primitive
s-box operations sbj, sb2 to sbc, each of which: has a multiple-input
single-output Boolean function f1, f2, to fc  defining the relationship between
the multiple inputs and the single  25 output; and receives a set of input bits
s1, s2, to s, respectively, each such set  chosen from the a input bits to the
cryptographic function and  containing s11, s12, to slc bits respectively, so
that: each of the numbers s11, sit, to s1c is in the range of 3 to (a- 30 1); and
the sum of the numbers s11, sit, to s1c is larger than a, and in which the b
output bits of the cryptographic function comprise the outputs  of the c
Boolean functions. -23- 23. A cryptographic process as claimed in claim 22,
in which the b output bits of the s box are the outputs of the c primitive s-box
operations. 24. A cryptographic process as claimed in claim 22, in which a is
at least 16.  5 
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23. A cryptographic process as claimed in claim 22, in which the b output bits of the s-

box are the outputs of the c primitive s-box operations. 

 

24. A cryptographic process as claimed in claim 22, in which a is at least 16. 

 5 

25. A cryptographic process as claimed in claim 22, in which b is at least 16. 

 

26. A cryptographic process as claimed in claim 22, in which c is in the range of 12 to 

b inclusive. 

 10 

27. A cryptographic process as claimed in claim 22, in which for each i and j from 1 to 

a, each pair of sets si and sj have no more than min(sli, slj)–1 bits in common. 

 

28. A cryptographic process as claimed in claim 22, in which at least two of the 

numbers sl1, sl2, to slc are the same. 15 

 

29. A cryptographic process as claimed in claim 28, in which all of the numbers sl1, 

sl2, to slc are the same. 

 

30. A cryptographic process as claimed in claim 22, in which each set s1, s2, to sc of 20 

input bits is selected using a probabilistic process. 

 

31. A cryptographic process as claimed in claim 22, in which at least one of the 

Boolean functions f1, f2, to fc is generated using a probabilistic process. 

 25 

32. A cryptographic process as claimed in claim 22 in which each of the functions f1, 

f2, to fc comprises a two-to-one multiplexer function. 

 

33. A cryptographic process as claimed in claim 22 in which each of the functions f1, 

f2, to fc is a unique Boolean function. 30 

 

34. A cryptographic process -box as claimed in claim 22, in which the difference 

between functions f1, f2, to fc is affine. 

 

25. A cryptographic process as claimed in claim 22, in which b is at least 16.
26. A cryptographic process as claimed in claim 22, in which c is in the range
of 12 to  b inclusive. 10 27. A cryptographic process as claimed in claim 22,
in which for each i and j from 1 to  a, each pair of sets s, and sj have no more
than min(sl,, slj)-1 bits in common. 28. A cryptographic process as claimed in
claim 22, in which at least two of the  15 numbers s11, s12, to sl, are the
same. 29. A cryptographic process as claimed in claim 28, in which all of the
numbers s11,  s12, to sl, are the same. 20 30. A cryptographic process as
claimed in claim 22, in which each set s1, sz, to Sc of  input bits is selected
using a probabilistic process. 31. A cryptographic process as claimed in claim
22, in which at least one of the  Boolean functions f1, f2, tofc is generated
using a probabilistic process. 25 32. A cryptographic process as claimed in
claim 22 in which each of the functions f1,  f2, to fc comprises a two-to-one
multiplexer function. 33. A cryptographic process as claimed in claim 22 in
which each of the functions f1,  30 f2, to fc is a unique Boolean function. 34.
A cryptographic process -box as claimed in claim 22, in which the difference
between functions f1, f2, tofc is affine. -24- 35. A cryptographic process as
claimed in claim 22, in which for every i from (c-a) to  a: the set of sl, input
bits to each primitive s-box operation sb, is chosen from  5 the input bits II to
I,; and the relationship between the input bit I, and the output bit is linear. 36.
A cryptographic process as claimed in claim 35 in which a sub-set of T=(a-c)
bits  of the set of a bits II to Ia, being the bits II, to IT, are input to a AT
bijective 10 mapping. 37. A cryptographic process as claimed in any 22, in
which for every i from (W+1) to  
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35. A cryptographic process as claimed in claim 22, in which for every i from (c-a) to 

a: 

the set of sli input bits to each primitive s-box operation sbi is chosen from 

the input bits I1 to Ii; and 5 

the relationship between the input bit Ii and the output bit is linear. 

 

36. A cryptographic process as claimed in claim 35 in which a sub-set of T=(a-c) bits 

of the set of a bits I1 to Ia, being the bits I1, to IT, are input to a TxT bijective 

mapping. 10 

 

37. A cryptographic process as claimed in any 22, in which for every i from (W+1) to 

a, where W is a constant: 

the set of sli input bits to the primitive s-box operation sbi is chosen from 

the input bits I(i-W) to Ii; and 15 

the relationship between the input bit Ii and the output bit of the s-box sbi is 

linear. 

 

38. A cryptographic process as claimed in claim 22, in which in selecting the sl1, sl2, to 

slc of input bits of the sets of input bits s1, s2, to sc respectively: 20 

in the contiguously numbered set of input bits I1, I2 to Ia, the bit Ia is treated 

as being contiguous with the bit I1 as well as with the bit I(a-1) so that the 

input bits I1, I2 to Ia, are considered as being a circular collection of bits; 

the contiguously numbered set of input bits I1, I2 to Ia is considered as 

comprising a set of windows of bits w1 to wd, where d is in the range of 3 to 25 

(c/3) such that: 

each window has leading and trailing window boundaries each of 

which boundaries increments by one bit position in the same 

direction between primitive s-box operations sbi and sbi+1; and 

in the contiguously numbered set of output bits O1, O2, to Ob, the bit Ob is 30 

treated as being contiguous with the bit O1 as well as with the bit Ob-1 so 

that the output bits O1, O2, to Ob, are considered as being a circular 

collection of bits; and 

for each primitive s-box operation sbk in the set sb1 to sbc: 

a, where W is a constant: the set of sl, input bits to the primitive s-box
operation sb, is chosen from  15 the input bits It,_w to I,; and the relationship
between the input bit I, and the output bit of the s-box sb, is  linear. 38. A
cryptographic process as claimed in claim 22, in which in selecting the sll,
s12, to  20 sic of input bits of the sets of input bits sl, s2, to sc respectively: in
the contiguously numbered set of input bits h, Iz to Ia, the bit Ia is treated  as
being contiguous with the bit Il as well as with the bit I(a_p so that the  input
bits 11, Iz to Ia, are considered as being a circular collection of bits;  the
contiguously numbered set of input bits h, Iz to Ia is considered as 25
comprising a set of windows of bits wl to Wd, where d is in the range of 3 to
(c13) such that: each window has leading and trailing window boundaries
each of  which boundaries increments by one bit position in the same
direction between primitive s-box operations sb, and sb,+I; and 30 in the
contiguously numbered set of output bits OI, 02, to Ob, the bit Ob is  treated
as being contiguous with the bit OI as well as with the bit Ob_I so  that the
output bits OI, 02, to Ob, are considered as being a circular  collection of bits;
and for each primitive s-box operation sbk in the set sbl to sbc: -25- the input
bits into the primitive s-box operation sbk comprise at least  one bit from each
of the at least two windows of input bits other  than window Wk. 5 39. A
cryptographic process as claimed in claim 38, in which for each primitive
s-box  operation sb, at least two of the windows w1 to Wd, are of different
sizes. 40. A cryptographic process as claimed in claim 22, in which in
selecting the s11, s12, to  sl, of input bits of the sets of input bits s1, s2, to sc
respectively: 10 in the contiguously numbered set of input bits Il, IZ to Ia, the
bit Ia is treated  as being contiguous with the bit II as well as with the bit Ia_I
so that the  
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the input bits into the primitive s-box operation sbk comprise at least 

one bit from each of the at least two windows of input bits other 

than window wk. 

 
39. A cryptographic process as claimed in claim 38, in which for each primitive s-box 5 

operation sbi at least two of the windows w1 to wd, are of different sizes. 

 

40. A cryptographic process as claimed in claim 22, in which in selecting the sl1, sl2, to 

slc of input bits of the sets of input bits s1, s2, to sc respectively: 

in the contiguously numbered set of input bits I1, I2 to Ia, the bit Ia is treated 10 

as being contiguous with the bit I1 as well as with the bit Ia-1 so that the 

input bits I1, I2 to Ia, are considered as being a circular collection of bits; 

the contiguously numbered set of input bits I1, I2 to Ia is considered as 

comprising a set of contiguous windows of input bits w1 to wd, where d is in 

the range of 2 to (a/3); 15 

in the contiguously numbered set of output bits O1, O2, to Ob, the bit Ob is 

treated as being contiguous with the bit O1 as well as with the bit O(b-1) so 

that the output bits O1, O2, to Ob, are considered as being a circular 

collection of bits; and 

the contiguously numbered set of output bits O1, O2, to Ob is considered as 20 

comprising a set of contiguous windows of output bits w1 to wd; and 

for each  operation s-box sbk of the sb1 to sbc primitive s-box operations: 

the window of output bits wk comprises the output bit of that 

primitive s-box sbk; and 

the input bits into the primitive s-box sbk comprise at least one bit 25 

from each of at least two windows of input bits other than window 

wk. 

 
41. A process as claimed in claim 22, when implemented on a general purpose 

processor. 30 

 
42. A process as claimed in claim 41, in which the general purpose processor is word-

based. 

 

43. A process as claimed in claims 42, that uses binary masking to perform bitwise 35 

input bits Ii, Iz to Ia, are considered as being a circular collection of bits;  the
contiguously numbered set of input bits Il, IZ to Ia is considered as
comprising a set of contiguous windows of input bits w1 to Wd, where d is in
15 the range of 2 to (a13); in the contiguously numbered set of output bits 01,
Oz, to Ob, the bit Ob is  treated as being contiguous with the bit 01 as well as
with the bit 0(b-1) SO  that the output bits 01, 02, to Ob, are considered as
being a circular  collection of bits; and 20 the contiguously numbered set of
output bits 01, 02, to Ob is considered as  comprising a set of contiguous
windows of output bits w1 to wd; and for each operation s-box sbk of the sbl
to sbc primitive s-box operations:  the window of output bits Wk comprises
the output bit of that  primitive s-box sbk; and 25 the input bits into the
primitive s-box sbk comprise at least one bit  from each of at least two
windows of input bits other than window  Wk. 41. A process as claimed in
claim 22, when implemented on a general purpose  30 processor. 42. A
process as claimed in claim 41, in which the general purpose processor is
word- based. 35 43. A process as claimed in claims 42, that uses binary
masking to perform bitwise -26- permutation operations which comprise at
least one of: static bitwise permutation  operations, key-dependent bitwise
permutation operations and data-dependent  bitwise permutation operations.
5 44. A process as claimed in claim 43, that uses binary masking to perform
bitwise  permutation operations used t achieve at least one of: selecting the
members of the sets s1, s2, to Sc;  permuting the outputs of c Boolean
functions; where the binary masking is used to perform at least one of the
following:  10 static bitwise permutation operations; 
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permutation operations which comprise at least one of: static bitwise permutation 

operations, key-dependent bitwise permutation operations and data-dependent 

bitwise permutation operations. 

 
44. A process as claimed in claim 43, that uses binary masking to perform bitwise 5 

permutation operations used t achieve at least one of: 

selecting the members of the sets s1, s2, to sc; 

permuting the outputs of c Boolean functions;  

where the binary masking is used to perform at least one of the following: 

static bitwise permutation operations; 10 

key-dependent bitwise permutation opertions; and 

data-dependent bitwise permutation operations. 

 

45. A process as claimed in claim 44, in which the bitwise permutation operations are 

hardware assisted. 15 

 

46. A process as claimed in claim 45, in which the hardware assisted permutation 

operations are chosen from the group consisting of the Group Operation (GRP), its 

inverse, the omega-flip network (OMFLIP), PPERM, CROSS and BFLY operations.  

 20 

 

 

key-dependent bitwise permutation opertions; and  data-dependent bitwise
permutation operations. 45. A process as claimed in claim 44, in which the
bitwise permutation operations are  15 hardware assisted. 46. A process as
claimed in claim 45, in which the hardware assisted permutation  operations
are chosen from the group consisting of the Group Operation (GRP), its
inverse, the omega-flip network (OMFLIP), PPERM, CROSS and BFLY
operations.  20 


