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REPORTI NG OF BOOT BLOCK CONTENTS 5 1. Field This invention relates to the
field of wlabaorecurity. In particular, the invention rel BCPESN019325
apparatus and nethod for protecting information and accurately reporting
this information within an electronic system 10 2. Background Personal
conput er s FRRTEICTION ORBGOT BEDGHD ATA SN AMCAURAEE BEPORIINGOFBHAPdnents to

store prograns and data. These g GPERegent s include random access
menory (RAM, read-only nenory %ﬁéﬁgﬁjang menory devices that are | ocated

external to the PC (e.g., hard disk or a floppy disk). To |load an
operating systemon a PC, it is necessary 15 to initialize or "boot" the PC
by Ioaging and, execptjjng boot code. Because the PC typically is unable to
access externaa'devrtes until after it is booted, the boot code is stored
internal 'y wi tRhisinvietidagelatey i thafiglgt of datRemitm mporeiinularshe maention store t he
boot code. i y thid S

obt ai ned f oHds ‘t%r?g %Wgﬂﬁ‘d&%%@dﬂ gfieihfhf aPacciably Spaae bl 8,

| ocat e Badiformation withintamelecBouie eysfetBl OS), (ii) | oad the BI OS for execution,
and (iii) pass control to the BICS. In addition, current platform

devel opnents nmay now require the boot block to report each step of the
boot pPPocess t& a hBgcligrered device referred to as a "trusted platform

modul e” (TPM . pDefdaDEdni¥erd ST®H§EI§QnCIMPf5k 2 af {iope Aoz, the TPM

records the operations of the boot process for 25 subsequent verification
by a chal [testgismregiams andelaso Jhesgsipsass sompengnis dnslugs radpmacesds MYHPY  poses a

nunber of r(gjk%?{jﬁé%ﬁgﬁg ‘ﬁl%moF}Q?ROMfé} AR BrembRRlcbed thitlaRCKcatxebrPYs Meed to

reliably e Steps ‘of the boot process to the TPM Thus, to ensure
reliabl e tPCaashaprdshiskanadlogey ¢ist Ae lasd 3h optrefing sygsem @n 2P Gk Bl§NeCeiV r e dat a

processi ng, fitGkd Gabbid Yhe PT B B8ding ShdRREABREHES ¥odO WediRE thePer at i ONS
typically is unable to access external devices until after it is booted, the boot code is stored
internally within the PC.

Typically, a ROM component is used to store the boot code. This boot code,
normally referred to as “boot block,” is obtained from the ROM and executed. The boot

20  block is coded to (i) locate Basic Input/Output System (BIOS), (ii) load the BIOS for
execution, and (iii) pass control to the BIOS. In addition, current platform developments
“may now require the boot block to report each step of the boot process to a hardware
device referred to as a “trusted platform module” (TPM). Defined by the Trusted
Computing Platform Alliance, the TPM records the operations of the boot process for
25  subsequent verification by a challenger that the boot process occurred as expected. This
poses a number of disadvantages.

For example, the boot block would now need to reliably report the steps of the boot
process to the TPM. Thus, to ensure reliable transfer of this data, the boot block would
likely require data processing functionality in order to perform cryptographic operations

30 on the data before submission to the TPM.

Additionally, this communication protocol between the boot block and the TPM
would be trustworthy only if the boot block is unchangeable. However, this protocol is
unable to detect modifications to information regarding the boot process originating from

the boot block or replacement of the ROM itself.
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| nf or mation Wi By 73 of LEAITIADEALSYBEADE YRRl Hrigheol Tically, the
invention conprises the act of binding the TPMto a boot block nmenory

devi ce. This bFigratyis apkreplamymbedimpgiof e Apweliart iBestrating tie pparaiogh

crypt ogr aramig inWRARAh S Fhe pBlfoANSF £iffe TPM to accurately report the identity
of the boot ‘(T,ock w thout ‘reliance on any intervening devices. Herein,
certain details are set forth in order to provide a thorough understandi ng
of 20 the present invention. It pgseppatient to a person of ordinary skill
in the art, however, that  the present invention may be practiced through
many enbodi nmentl8e prepsf inyvertion relpisseto ap ppRagatysAnd nethpd L neptetisci rcui ts are not

set forth ji@naRlbaiahd AduRfdkelopdBn SR iffoHARA SaHT dn dlectronic system. More

15  specifically, the invention comprises the act of binding the TPM to a boot block memory

device. This binding, which may be physical or logically through cryptographic
mechanisms, allows the TPM to accurately repart the identity of the boot block without
reliance on any intervening devices.
Herein, certain details are set forth in order to provide a thorough understanding of
20  the present invention. It is apparent to a person of ordinary skill in the art, however, that
the present invention may be practiced through many embodiments other that those
illustrated. Well-known circuits are not set forth in detail in order to avoid unnecessarily
obscuring the present invention.
In the following description, certain terminology is used to discuss features of the
25  present invention. For example, a “platform” includes any product that performs
operations for subsequent analysis and verification of the platform’s boot process.
Examples of the platform include, but are not limited or restricted to a computer (e.g.,
desktop, a laptop, a server, a workstation, a personal digital assistant or other hand-held,
etc.); communication equipment (e.g., wireless handset, facsimile, etc.); a television set-
30 top box and the like. A “link” is broadly defined as one or more information-carrying
mediums such as electrical wire, optical fiber, cable, trace, or even a wireless channel

using infrared, radio frequency (RF), or any other wireless signaling mechanism.
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It is contenplated in'sonme cases, a 1.1 conversion of the original
i nf or gt | o 2 iayore 1 fbemRlpyiagthe Ressent invagiangs mogvar dha plagprmp A fIMBFi§eshl ock
di agr am of, @éebdot yﬁ)t b &lehitRy @m@mmmﬁ)@o cafsyaelahﬁetni&y md@e enploying the
pr esent |nvent|on is shown. The platform 100 conprj se
input/output control hub (ICH) 140, and a packaged integrate c1rcu1t (IC) device 150
which initiates and monitors the boot process of the platform 100. The packaged IC
device 150 features a boot block memory unit 220 and a trusted platform module 230 as
20  described in Figure 2.
As shown in Figure 1, the processor 110 represents a central processing unit of any
type of architecture, such as complex instruction set computers (CISC), reduced
instruction set computers (RISC), very long instruction word (VLIW), or a hybrid
architecture. In one embodiment, the processor 110 is compatible with the Intel®
25  Architecture (IA) processor, such as the JA-32 and the IA-64. Of course, in an alternative
embodiment, the processor 110 may include multiple processing units coupled together
over a common host bus 105.
Coupled to the processor 110 via the host bus 105, the MCH 120 may be integrated
into a chipset that provides control and configuration of memory and input/output devices
30  such as the system memory 130 and the ICH 140. The system memory 130 stores system
code and data. The system memory 130 is typically implemented with dynamic random

access memory (DRAM) or static random access memory (SRAM).



a processor 110, a nenory control hub (MCH) 120, a system nenory 130, an
I nput/out put control hub (I1CH) 140, and a packaged integrated circuit (10Q
devi ce 1300 ombdigh initiates and nonitors the boot processrpof/usieropisat f or m
100. The packaged IC device 150 features a boot block nenory unit 220 and
a trusted platformnodule 230 as 20 described in Figure 2. As shown in
Figure 1, the Jihod@dddp meyelse bpinteseatadintg achipsstatgethenarespirag framithe of any

type of angpt 1%%'[(;nfor§1‘1f6'ﬁﬁ§uo%9”% %H%vdgc Eﬁ@ﬁtlh@ﬁ;ﬁ‘éﬁs SARHiGiSns( O SO) ,

reduced instructi set uters g Instruction word

(VLIW, orwith thy prakageddCclgyice ilivieling 100 Pﬁés%%déHrﬂéﬁtsupppﬁ% processor 110 is
conpat i bl ecomrﬁdﬂlctah@nsl\%ihedo(rfp))n%% BLpiBd foeo%ev fifks(shéd) asodr%ggg&arm@%ﬁﬂﬂas the

| A-32 and the |A- course, in an alternative I ment

proces®or Interpoprspt (HGJ) brsat y selepted fiptusaeys(sien §6 meethsrts SMplz2d 00 3z her  over
a conmon hgsy aPHﬁluét%tarQ%l‘HoAr%ﬂltécﬁlré @§A%£C§§ﬁfi’lérs§1]5‘3rlé(1'§hsgj figst bus 105,

the MCH 120 mmay I'ntegrat e Into hi pset rovi des ‘control and

confi gur atﬁné‘ihebl?us ﬁé‘?ﬁﬁ"y‘?d&w&h 3 ﬁﬁ@ﬁﬁkﬁﬁ%@tu@éhﬁné@ﬁe bE@)SIB@WOa@i the system
menory 130 and gegusChi I;é&teﬁme@wtﬁ dYRIBRH Xc &@&chsfsgrn% b'é)éﬁltpi%%& pde and

data. The systemnenory 130 i's typical I mpl ement ed w ¢ nam c random
%e dey

access nerfofiferenpmbpdigientihan ﬁif@cmt&ﬁ@mﬁea eamienihe paqkagrdNg degeand 02/ 03196

PCT/ USQL/ 1R32% emm@yeh%hﬂfﬂtﬁemwd smup%héﬂ% alRialeM WP @ichi pset toget her
or separate fromthe MCH 120 to performl/ unctions. As shown, the ICH

140 suppordbodigentiisitenackass thappro cttsﬁ@%l&@g@géi&lm@@em%@teﬂwh\;hea link 160.
Al so, the fhfdiloddfly SEBPACI 340.cOMMUNi cations with conmponents coupled to other
| i nks such as a Peripheral Component 5 |nterconnect (PCI])&bus at any

sel ected fr equ&?&ymegetod”lgur% aﬁ@wféwffmbﬂﬁlwem of ¢ty neraged Kt device 1ais) ndust ry
St andar d Apghh. t 6 pHcRagell FANeVRIES150 Boistebfedr R8¢ infdgrdiiScilchifBlaced  anot her

bus configured with a different architecture than those briefly nentioned.

O couPse, Within p grogesHyepaskagedfo sucles thiC paskags gt iridsteayPidng amsmorble pe

enpl oyed idaughter card and the like. For this embodiment, the packaged IC device 150 comprises a
single integrated circuit 210 featuring a boot block memory unit 220 in communication
with a trusted platform module (TPM) 230 over a link 240. This single integrated circuit
implementation increases the difficulty in monitoring communications between the boot

20  block memory unit 220 and the TPM 230. Of course, although not shown, it is
contemplated that the boot block memory unit 220 and the TPM 230 may be implemented
as separate integrated circuits:

As shown, the boot block memory unit 220 provides both boot services 250 during
initialization and boot information to the TPM 230. For example, the “boot services” may

25  include a root of trust such as a boot block code executed at the start of the initialization
process of the platform 100 to locate, load and pass control to the BIOS for example.
However, it is contemplated, however, that the entire BIOS may be substituted for the boot
block code described above. The “boot information” may be an image of the boot block
code or multiple sub-images that collectively represent the boot block code, which is used

30  to monitor the boot process.

Referring now to Figure 3, an exemplary embodiment of the TPM 230 of Figure 2
is shown. The TPM 230 comprises an input/output (I/O) interface 300, a processor 310,

and memory 320 (e.g., volatile and/or non~volatile). Herein, the processor 310 is
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The TPM 230 further responds to inquiry requests from a challenger. A

“challenger” may be any electronic device within the platform or even external to the
platform. The “inquiry request” may be in the form of a challenge message, namely

20 information encrypted with keying material (e.g., a public key of TPM, symmetric key,
etc.) accessible by the TPM 230. In response, the TPM 230 provides TPM services such
as a digital signature featuring the boot block identifier 330, keying material, certificates
and the like.

Referring to Figure 4, a flowchart illustrating the operations during initialization of

25  the platform 100 of Figure 1 is shown. Initially, the packaged IC device is directly
attached to a substrate of a platform by soldering for example (block 400). If the packaged
IC device is coupied to a socket, a logical binding should exist between the socket and the
packaged IC device. During initialization, the boot block memory unit loads and records
its boot block identifier into memory of the TPM (block 410). Next, the boot block

30  memory unit locates and loads the BIOS for execution (block 420). The BIOS (or a
representation thereof) is provided to the TPM and a BIOS identifier is recorded (blocks
430 and 440). Thereafter, the BIOS loads its extensions and the OS Loader and provides

these extensions and OS Loader (or representations thereof) to the TPM for recordation,

5
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packaged | C device. During initialization, the boot block nmenory unit | oads
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invention. 6 WO 02/03196 PCT/US01/19325 CLAIMS What is clainmed is: 1. An
integrated circuit device conprising: a package; 5 a trusted platform

modul e cover ed,by t?ﬁ 18%%&?6%90’1 cxﬁF&iev RO} %réﬁ?iﬂgﬁrﬁstwfél tfi r}@l

comruni cati on mnth uste orm nodul e and cover

t he package,
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3. The integrated circuit device of claim 1, wherein the boot information

includes an image of a boot block code.

4. The integrated circuit device of claim 1, wherein the trusted platform

module includes a processor and a memory.

15 5. The integrated circuit device of claim 4, wherein the trusted platform

module performs a hash operation on the boot information to produce a boot block

identifier for storage within the memory.

6. The integrated circuit device of claim 5, wherein the boot block memory
unit locates a basic input/output system (BIOS) and loads the BIOS into the trusted
20  platform module.

7. The integrated circuit device of claim 6, wherein the trusted platform
module performs a hash operation on the BIOS to produce a BIOS identifier for storage

within the memory.
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integrated circuit device of claim®6, wherein the trusted platform nodul e
perfornms a hash operation on the BIOS to produce a BIOS identifier for
storage withi . t heTimentsgsated 2irnt @:21c0 31 dainPEWhoSith 982&l plgforMhe i nt egr at ed

clroul s dovldR Rl ﬁ;%sﬁo?em@hq{ﬂgt@m&ﬁ & @sggaaém BRAM:GRRy Torme a

hash operation ‘on a S extension to produce
an extensu@mhﬁddhtﬂ@ug¢wﬁbntmﬂnmmgg Wi t hin the menory. 9. The integrated
circuit device of claim4, wherein the trusted platform5 nodul e perforns a
hash operation on an Operating System (OS) | oader to produce an OS

identifier forigtor AGRatihthRbMplidiey: menory. 10. A platform conprising: a
processor;
a processor;
an input/output control hub coupled to the processor; and
10 an integrated circuit device coupled to the input/output control hub, the integrated
circuit device including
a package,
a trusted platform module covered by the package, and
a boot block memory unit in communication with the trusted platform module and
15  covered by the package, the boot block memory unit to provide boot information to the

trusted platform module.

11. The platform of claim 10, wherein the trusted platform module and the boot
block memory unit of the integrated circuit device are employed on a single integrated

circuit.

20 12.  The platform of claim 10, wherein the boot information provided by the
boot block memory unit of the integrated circuit device includes an image of a boot block

code.

13.  The platform of claim 10, wherein the trusted platform module of the

integrated circuit device includes an internal memory.



an input/output control hub coupled to the processor; and 10 an integrated
circuit device coupled to the input/output control hub, the integrated
circuit aeobvesipeicl uding a package, a trusted pl atform noBOar/@saowesrsed by

t he package, and a boot bl ock nmenory unit in comrunication with the trusted
pl atform nodul e and 15 covered by the package, the boot block nmenory unit
to provide boot information to the trusted platformnodule. 11. The

pl atform of claim 10, rein the trusted platform nodul e and the boot

bl ock nmemory uhft o?h@dﬂ%tfqrﬁ‘toé(j]raﬁlﬂé%l“éie’feéh‘ihﬁtrt!%?ﬂ@%t AP S on a single

i ntegrat e(ilnteg}hté@bhk&mt d@Qicd Berfol&a Biisﬁtof)&éﬂ'ﬂlﬂ:fn thd BdolinEStmanbietodrstiubde boot
i nformation pro oot, bl ock nenory unit of the integrated

circuit d&gptddogk dgq“ﬂgérsfoéﬁo@ﬁeaﬁ’éh‘fbfhedmﬁré‘ﬁltm%‘ll code. 13. The pl atform of

claim 10, wherein the trusted platform nodul e of the integrated circuit
device includes an internal nmenory. 8 WO 02/03196 PCT/US01/19325 14. The
pl at f or m of cl &.m 1Bhe plabormiof claime 14, mbsteguthp bext bockmepwt witoff thehe | nt egr at ed

circui d%@ste@a;{u%rmwé‘ Jash Qa@f%ngsuvagtﬂ y%tﬂg @m ah o RAITRY Bﬂﬁ‘s to produce

a boot bl'o er or stora rnal menory. 15. The
pIatforn1mﬁodkanmwm@MﬁhhmnmdMebﬁ@ebmgﬂmbi@nkﬁdem@my unit of the 5
integrated circuit device |locates a basic input/output system (BIOS) and

| oads the BIOS into the trusted platformnodule of the integrated circuit

device. 16. Theepl affosmdh dflc@lnﬁrﬂ§5vhe¥@ﬁ?ﬂh§trﬂsté atfdrshefilddratd or m nodul e
of the integrated circuit devi ctel%ﬁ%er ornms a hash op eratlon on the BIOS to

produce a iEegeed pigayitdeyice perfasms g hash ogeratign o the BHeS ﬁorW@uﬁ%P Bi%or y

identifier for storage within the internal memory.

10 17.  The platform of claim 13, wherein the trusted platform module of the
integrated circuit device performs a hash operation on a basic input/output system (BIOS)

extension to produce an extension identifier for storage within the internal memory.

18.  The platform of claim 13, wherein the trusted platform module of the
integrated circuit device performs a hash operation on an Operating System (OS) loader to

15  produce an OS identifier for storage within the internal memory.

19. A method comprising:
extracting boot information by a trusted platform module from a unit located
within a same integrated circuit package as the trusted platform module;
producing an identifier based on the boot information by the trusted platform
20 module; and

recording the identifier within memory of the trusted platform module.

20.  The method of claim 19 further comprising:
receiving an inquiry request; and

providing the boot information in response to the inquiry request.



10 17. The platformof claim 13, wherein the trusted platform nodule of the
integrated circuit device perfornms a hash operation on a basic i nput/output
syst em ( Bv@®)/031ext ensi on to produce an extension identifi PeTAUSI/ B2 age
within the internal menory. 18. The platform of claim 13, wherein the
trusted platformnodule of the integrated circuit device perfornms a hash
operation on an Qperating System (0OS) | oader to 15 produce an OS

identifier for storage within the internal penory. 19. A method conpri sing:
extracting bootli nf Bsaethesholiieing 10 ferdhenePI8i™8or m nodul e from a unit

located Wodafthgla BasicARButiotipBiyseRdBIOS)CUi t package as the trusted platform
nodul e; producing an i1 dentifier based on the boot information by the

trusted plPEVdRgihe BRORGKRIGE FustehplABGReAUy the i dentifier within menory of

the trust eerfBinithd HhdbhEpetetich on BOBIOSIR pﬁ&rub@aing ﬁi'e@é(ijf_[ﬁr;la%dl;] ur E) her
conprising; recelving. an_lnquiry request; a provi dj ng the boot

i nf or mat | 6??@&“‘?&‘93%%“@& P ERe Oﬁqﬁﬁﬂﬁ?ﬁ‘r‘% form nepdiNg 02/ 03196

PCT/ US01/ 19325 21. The nethod of claim 19 further conprising: |locating a
basi c i nput/output system (BICS); providing the BIOS to the trusted

pl at f or m nodul &2. pethonehodofzldiadh foger eammisingh t he BIOS to produce a BI OS

identifier; an‘ljoca%_sa&?c{?igﬁﬁgé {}%ﬁﬁl)@%%ioqg&“ fier in nmenory of the trusted

pl at f or m nodul e. arm 21 further conprising: |locating
an operating sysaing@sPS|lomldeto thegrusted glatigrm nodds, | oader to the trusted

pl at f or m nodul g; F ] 1&&9 j tosproduce a
| oader identi f?cérrf(?%ér[r% mfggge?%t{r&?%gt he§ Fo%gegg? 8‘:3 8%3%? iI@grﬁgﬂmﬁ{a’ﬁgC}y of the
trust dd pl at f osteringthelleader identifier in memory of the trusted platform module.

23. A software module loaded in internal memory for execution by a trusted
platform module of a platform, the software module comprising:
code to extract boot information from a memory located within a same integrated
circuit package as the trusted platform module; and
15 code to produce an identifier based on the boot information and record the

identifier within the internal memory of the trusted platform module.

24.  The software module of claim 23 further comprising:
code to detect an inquiry request; and
code to output the boot information from the integrated circuit package in response

20  to the inquiry request.

25.  The software module of claim 23 further comprising:

code to locate a basic input/output system (BIOS) and to provide the BIOS to the
trusted platform module;

code to perform a hash operation on the BIOS to produce a BIOS identifier; and

25 code to store the BIOS identifier within the internal memory of the trusted platform

module.

10



23. A software nodule |oaded in internal nenory for execution by a trusted
pl atform nodul e of a platform the software nodul e conprising: code to
extract Woov20npormati on froma nenory |located within a spOPUSH/®Eat ed
circuit package as the trusted platform nodul e; and 15 code to produce an
identifier based on the boot information and record the identifier within
the internal nenory of the trusted platformnodule. 24. The software nodul e
of claim23 further_conprising; code to detect an inquiry request; and
code to out put 26he BBOIOTIFIROMS i AR SAfHHiEr $aRREI&t ed circuit package in
response 20 t @odd8 ldcaflh oYerb@BUOstm (85) loddeg sof tware nodul e of claim 23
further conprisinpg:. cod 0 cate basi ¢ jnput/o ut system (BIOGS) and
to provide thec%:Pe&prYIq%ﬁ'téeOJ‘F?‘iﬁg‘?réﬂﬁ'ﬁlt‘%ﬂft%?{ﬂ&%ﬁﬂl?}P‘gbgcode to performa hash
operation on tkedeRbP&féh Diiaek usegatdonBh @ OSIiRAldrftd ploducdmdoatier idedidiet;0 store

t he BI identifier wwthin the internal nmenory of the trusted platform
nodul e” 13™AD 02/ 03196 PCT/US01/ 19325 26. The software modul e of claim 23
further conpri sbdtdo sedke loaddradeatiBerarithdPBE aitdrig nfenfreof thbhstddoader ; code to
provide th g | o dﬁ:r to the trusted platform nodul e; code to performa
hash oper TS e OS | oader to produce a |oader identifier; 5 and code
to store the loader identifier wwthin the internal nenory of the trusted

pl atform nodul e. 11
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