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UPDATI NG A NONVERPTPE vevory FI ELD OF THE | NVENTI ON Wéﬁ"@"ﬁsﬁ?s
invention relates to the field of conputer systens. In particular, .

this invention is drawn to nmethod and apparatus for updating a nonvol atile
menory. BACKGROUND OF THE | NVENTI ON Initialization of a
conput er system ("booting") is performed upon power -up of the conputer
system or hardware or software reset operations. In one boot schene the

processor is designed to read aMEEIOBISCANINABPARATIESBOR | ocation when the
processor is reset qQr powered A AN 6 m ry | ocation
stores a pointer or an addres r to a nenory

address of the begiEp OF THE DNYERPION r ap routi nes. The pointer or
address is referred to as a boot vector. The boot vector defaults

to an address in a norihisiiventioneakates ts tudfield ofcmandystaim e particuldzOM) .
For software resets, however, the boot vector point to a random
access menory (RAIiS inyentionis drame mnvtbpdtameappara%fmrqugtmg@gmwelable
bootstrap | oader and typically stores other initialization - routines
such as the powernﬁﬁ“géstemtest (POST). The device storing the

boot strap | oader ﬁﬂ%ﬁéﬁéﬁl@ ﬂzﬁimw%tion procedures is referred to
as t he boot d tile menory may al so include
routines for COW“Hﬁﬁﬂﬁ:thﬂo%E&nF&wts&% EUbosted " BSpérformed uter
system In sone conputer systens these routines are coI | ectively
referred to as thpo®esip of the cdmpumr Systemtor Bpadwane(BIsGBvard tuseBifeBatiorevi des
a comon interface so that tware executi ngo on the processor can
communi cate with Irh?ﬁglpqutsgmme the processor is designed to read apre-determmed

memory location when the processor is reset or powered up. The |
pre-determined memory location stores a pointer or an address which directs
the processor to a memory address of the beginning of the bootstrap
routines. The pointer or address is referred to as a boot vector.

The boot vector defaults to an address in a nonvolatile memory such
as fead-only memory (ROM). For software resets, however, the boot vector
may point to a random éccess memory (RAM) location. The nonvolatile
memory stores the bootstrap loader and typically stores other initialization
routines such as the power on system test (POST). The device storing the
bootstrap loader and other minimal initialization procedures is referred to as
the boot device.

The nonvolatile memory may also include routines for
communicating with input/output devices in the computer system. In some
computer systems these routines are collectively referred to as the Basic
Input Output System (BIOS). The BIOS provides a common interface so that

software executing on the processor can communicate with input/output
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PCT/ US99/ 15530w0 oo0716£Vi ces such as the keyboard, nouse, nonygraspd/ssvass

menory storage devi ce, and ot her peripheral devices. ROM based
storage techniques for the boot code and BIOS tend to be inflexible with

tt di f t The, B i ded h '
Crrors or bl i mieaiet SHLARIDE KRR AP o RS pyess ST Siee oo
devices. In order Q,%e’r’rm B%'F&P&%é& @éw ot code, the ROM cont ai ni ng

the BI OGS nust be replaced y require partially di sassenbling the

conputer system.to gaROMbaesdstbfagehtechiiiddes FoEthBBYbt codendBIOS tehdgslt to
replace if it is sol.der nounted. ROMs, progranmabl e read only
menory (PROMV), arbe infledbleiwith rgspect tp mughificationl é‘hleeBé@Smb\;adﬂdmth’ém (EPRC]VB)
represent various types of nonvol at| I eﬁfem conduct or, menyri es.

el ectrical ly era$ysies mayhaye pHArQhe il B}Mﬂ%&&ﬁgﬁa’@kmégﬁrBW%P ) i s

of 1 ash menory FSFPOEEH ARG A 3&‘5%8‘%&% U905 S o tody e ROM, o ¢
flexibility in h%ﬂtéu%%g%ﬂgﬁiwmlﬁ%e isr}ﬁaﬂe(aﬁue&arﬁﬁfy be updat ed

by runni ng a program ths el 1T mnating e nee l'ace
No provision is tdigiss@hblingital doddpifterf syitenp elagdin gedebetdibe ROMIThe ROM.t sel f,

however. If the boot code nust begin at a pre-determ ned address, t hen
the updated boot qubedtfﬁculstcaxeplmlftlhesg nmeuded.on as the current
versi on of the boot c Thus an dat e, operati on Wbeffe tlvel
overwite the current J BRstmmAklegead only qrempry( Sadrelertn

code. If a power 0% @'ﬁ?ﬁl n tten,
both the current IJV ggi | onggl%% %ﬁg&& q’dé‘?gﬂ&g co%%%rae%&?)tgva%goﬁl d gf%éc(fwéf
unusable. If the ﬂl@x@bl&@@ﬁeﬁﬁoﬁ&i&é%@ﬁon%@ epﬁméleéeﬁﬂw&tasmm and is
typically rendered i noperable.
2 WO 00/ 07 ii¥6grammable read only memory (“flash memory”) is a type of
PCT/ US99/ 15530
rewritable nonvolatile semiconductor memory.
The use of flash memory for storing the BIOS and boot code
permits greater flexibility in handling updates. For example, the BIOS
can be updated by running a program thus eliminating the need to
replace ROMs.
No provision is typically available for updating the boot code
itself, however. If the boot code must begin at a pre-determined address,
then the updated boot code must start at the same location as the current
version of the boot code. Thus an update operation would effectively
overwrite the current version of the boot code with the updated boot
code. If a power loss occurs before the updated boot code can be written,
both the current version and the updated boot code may be rendered

unusable. If the boot code is corrupted, the system cannot boot and is

typically rendered inoperable.



A passive solution to this problemis sinply to provide no ready means
of updati ng th?Otb Bh060de. As long as no physical inpedi ment peruddbesssit s
nodi fication of the range of nenory containing the boot code, however,
the conputer systemis exposed to a risk of intentional or " inadvertent
nodi fication of the boot code. | nadvetf\t ent ér int en*t I onal nodi fication

may result in renderi AyPRISYESOMARTER thisdabient is synpi tomsavide notgadp) ati | e
. | b . L ent . oot |
T oty the podfears (R upldafle B badilolle Phs tdng TPl Infpedioedt TP 19

version of the bafbv&adenddifiéHRnVfERE ratige 3P Bfifelitihg the b&S1QBEE M NY
attenpt. If a power _failure occurred during an aftenpted update to the

boot code then bdidwévee, the dompdtdrisgstenvis egpadedrto afriskivé itentional orcode nay be
corrupted. Thus the conputer nmay be rendered inoperable  until the
nonvol ati | e menoripadeerpanf smadificafiongs|the bept code. Inadvertemtpstintentionghni que

of the- rewr | abl GURGIFONSH Fig TEHbR g eRes tEomputer b Pl HigRE S cannot
be erased or nodif] : C 30 . | . L.ns. the boot
code but not the rﬁn?éla@%ﬁg h&"&édﬁ%géﬁgg Bven 1sfo %k%rdg@leéysa F%‘tb@éaﬁ%dat e the
BI OS5 with either a%t&@ﬁm{%efoqw HRCKRA cBde, there i@n@?{'&}iﬁbhlfoﬂ e the

y

nonvol atil e nmenory, but 1he boot code is not readi nodi fied with

ei ther sol ution. preeicus~essibrpof the bootheodedn ¢ne stemt of apeanswdcessful updat e code
that is automatically used whenever the BIOS is corrupted. The speci al

updat e code requeRRogrammingatternpt. Jf a power failuze ¢ uring anatiemptedhvi ng a

f the BICS h | be updat ed h
el um The speciSealp Buine Hooheons Banbam HRHE S iy rmlottor haa0F

mechani smfor re [aTo i § rpl?@gdpqg the MMVRARY b %Mj
A net hod of updaﬂ%%e@ﬁ]c des tﬁsé Setcggt}'é%f W”B?i %re%aoéggato a Aﬁé‘
sel ected portion witilahefoiedlatilelReriryis phipsicalligrepldcedst portion associ at ed

Another technique designed to prevent corruption of the boot code
is to have some portion of the rewritable nonvolatile memory locked so
that its contents cannot be erased or modified. The locked portion
typically contains the boot code but not the BIOS. Thus BIOS update
software is able to update the BIOS with either a completely unlocked or
a partially locked nonvolatile memory, but the boot code is not readily
modified with either solution. The locked portion may even store special
update code that is automatically used whenever the BIOS is corrupted.
The special update code requests the user to provide some storage
medium having a copy of the BIOS so that the BIOS can be updated from
the storage medium. The special update code, however, does not provide
any mechanism for replacing the boot code.

SUMMARY OF THE INVENTION |
A method of updating code includes the step of writing code to a

selected portion of a nonvolatile memory having a first portion associated
3
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PCT/ US99/ 15530wo sore7to6t h a first range of addresses and a se@uTdgIeIsson
associated with a second range of addresses, wherein the sel ected
portion is the second portion. A block selector is toggled to swap

addr esses of the Lk adting: oPEARALAAHWRond URKBI ISR L) L3l  2n0° Of

t
addr esses reference tsahe secoen portion of atiTe nmenory and the
second range of agdbf®sae of adaf‘é‘s@és,e%@f]éiﬁ&llefse[eﬁecmlqmrﬁbﬂEs_ @k sBeneel atil e

menory. An appar atus using the bl ock sel'ector includes a
processor that . portioni tA bloelsseledionis toggled fcavat addmpsses détle fidshatd addr ess.
An address decoder accesses the first block in response to the

pre-det erm ned adwcerd portionsyjvhereiththefirstiange pbaddressea seferenice the segonde. The
addr ess decoder accesse t.he second bl.ock in, respopse.to the
pr e- det er m ned adﬂ?‘%’gg‘%‘?@ﬁ"?lﬁ € memopy %%‘E%@F%@Tdoﬁanﬁggpﬁ Lres¥%8d val ue.
Anot her net hod i g&%k&gﬁée&@%:&g%g '&flofx‘?Sr?Jo\f%tﬂgn?é& dress from a

§ ec e'a

processor. The addreéss is I N accordance wth a first value of a

group selector to a@%aﬁiﬂaﬁﬁuﬂ@ﬂﬁlﬂ&@ewcﬁﬁﬁdﬁ&&@#ﬂfc@ss@f‘&mr‘vm atile
menory associated with a rst range of addresses, whereln a second .

group of at | eastinitietedd bodt sefjueranaoh pre-detenmiredyaddsesas facaddress W th a
second range of addresses. The group selector is toggled to a second
val ue, wherein t hdeddesaccessagthe firstblogk inmespongete thepresdatermingd edgressd t he

1S ng the oroup SBRERIESpeR pther Bas Afbrle Bre adarean decpchlotRies
Besoci at bs a 11 1ot angs Pt eet e AR pre iferyined BN RRRTRES] ot
one bl ock of nonvilbat sdlecteEhay 3/scetd falgecond range of addresses
Another method includes the step of receiving an address from a
processor. The address is decoded in accordance with a first value of a
group selector to access a first group of at least one block of nonvolatile
memory associated with a first range of addresses, wherein a second
group of at least one block of nonvolatile memory is associated with a
second range of addresses. The group selector is toggled to a second
value, wherein the first range is associated with the second group and the
second range is associated with the first group.
An apparatus using the group selector includes a nonvolatile
memory having a plurality of blocks and an address decoder. The
address decoder associates a first range of addresses with a first group of
at least one block of nonvolatile memory and a second range of addresses
with a second group of at least one block of nonvolatile memory if the
group selector has a first value. The address decoder associates the first
range with the second group and the second range with the first group if

the group selector has a second value.
4



with a second group of at |east one bl ock of nonvolatile nmenory if the
group sel ector I rst value. The address decoder associ | st
range with théwgi@gﬁaégroup and the second range with the fiﬂé d%%ﬁ%ééf
the group sel ector has a second val ue. : .
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PCT/ US99/ 15530 Other fegtures ane advardagesrad theipresentdaverdion wil be esent
invention will be apparent fromthe acconpanyi ng drawi ngs, and fromthe
det ai | ed descﬁ%%%?% § YCPBIRANEE) ?Wﬁgs%ﬂ%msgséa%ﬂvﬁm OF THE
DRAW NGS .. d Cljll'hgmp&}ea?]?&;owweq%i_ onis illustrated by way of exanple
and not i m ta%sl_o% I'n e Ti1gures of the acconpanying drawings, in
which |ike " b OERS mﬁk@%é}?%%ﬂ@g&gnts and in which

Figure 1 illustr ; gram Figure 2
illustrates bulk, asynigresadtinventins i§m&hfeug§:ldv¥y of exatslelsRd ipgnvol atil e
menori es. Figure 3 illustrates one enbodi'nment of apparatus to
enabl e updat ilhgitatien hoibie fignaes sfithe ackompanytngdratiags, in sthidoliks econd
portions of the nonvol atile nenory. ~ Figure 4 illustrates a
met hod of decodi rgfexemies indicate sinaidarlements and in whi¢h:a val ue of. t he bl ock
sel ector. Fir,f_gure 5.llustrates a net hoc‘:ﬂof apdati ng boot code
stored in the norveg: ] Hlustrales p gomputer system plpek diagramy " st rates a

tabl e of bl ock sel ect g4 I ggﬁ&r' | . . Figure 7
il lustrates the smpp?ﬁ%'y%fi&?ﬁ%&%%%e‘cﬁké?l I'e ﬁg%irl?/%dsygggman

resses in
accordance w th tylgcked nthvolatléthelhdieds. sel ector. Figure 8
illustrates the swappi ng of nmenory addresses for groups of bl ocks of

nonvol atil e menory i n Riguerdilinsteates dhe einbodimhers of Appargtusitp enablesel ect or .
updating the boot code stored in one of the first and second portions of
the nonvolatile memory.

Figure 4 illustrates a method of decoding addresses in accordance
with a value of the block selector.

Figure 5 illustrates a method of updating boot code stored in the
nonvolatile memory.

Figure 6 illustrates a table of block selector values and
descriptions..

Figure 7 illustrates the swapping of the nonvolatile memary
addresses in accordance with the value of the block selector.

Figure 8 illustrates the swapping of memory addresses for groups
of blocks of nonvolatile memory in accordance with the value of a group

selector.

DETAILED DESCRIPTION
Figure 1 illustrates a computer system architecture. The computer

system 100 includes processor 110. Input devices such as mouse 120 and

5



DETAI LED DESCRI PTI ON Figure 1 illustrates a conputer system

ar chi t ect ur e. wheweasgput er system 100 i ncl udes processor pdtAs9srsssat

devi ces such as nouse 120 and ' ) ) - -5
WO 00/ 07106

PCT/ US99/ 15530 ke rd 1 permt. th r 1o input datg.to conputer
system 100. }(ﬁfb&aﬁ’g%@ﬂ“&é‘ﬁ é{sggloolynppg83%38%%1?3?3&&8%@%ed to an
output device 1y, Hﬁ%‘}ij&% iRk Yy 1O M ELhrov ¥Rl lah QhthRC random
access menory f?F\’A 1%%{ \Aﬁiech_yi S ge by Stel%re_ pr oces?sor .thoné\'/bg atile
nass data st aidos displap240.7Qomputidegistem 100tiAiladey ngdentacad data even -
when the conmputer systemis powered down. |In one enbodi nent nonvolatile
mass storage devimemdary{RAMEV60aviich isomsedibarthe prodeagod. dNonvelatilemasot her

enbodi ment nonvol atil e nmass storage device 170 is a solid state_disk
drive. Muse 1209a%esierage devise l7(HAeG R refiipPragipmsantgtnta gygp when

T oo o8 B el RS i R Pl B SRR e
such as bus 150. mags storage devike!178'id ARleOo-AlechRRicAUIPY USive S He hdihbs
per formed upon power-up of the conmputer system or hardware or software

reset operati onsembodifiént nonvelititknasdtoralgh depico tEGBar solid stasdggked to read
a pre-determ ned mam)gyil | ocati on when the processor is reset or powered
ouse

Addvieyboasd 480.d0AM Hleboot deyicetl8l, and an addr ess

whi ch directs the pr.ocessor to me addr.e of the, beginning of the

bootstrap routi nggr_xvc?latﬂem%ssﬁgﬂrﬁg%élexgge”ﬁ;@yoqrg§)g:1pa§f§?mppg§apgelgs a boot

et ol 1 O CERGe AR processor 1 tFirbGREn ¥REbPO LRGSR BAGbIRY oo 180
such as bus 150.

up. The pre-det ednivae

Initialization of the computer system is performed upon power-up
of the computer system or hardware or software reset operations. In one
embodiment, the processor 1s designed to read a pre-determined memory
location when the processor is reset or powered up. The pre-determined
memory location stores a pointer or an address which directs the
processor to a memory address of the beginning of the bootstrap routines.
The pointer or address is referred to as a boot vector. In one embodiment,
the boot vector references boot device 180 by default.

In one embodiment, boot device 180 is nonvolatile memory such as
flash electrically erasable programmable read only memory (“flash
EEPROM” or “flash memory”). The use of flash memory for storing the
boot code and the BIOS permits greater flexibility in handling system
modification or BIOS updates. The nonvolatile memory can be updated
by running a program thus eliminating the need to replace ROMs.

Flash memory cells cannot be rewritten with new data without

first erasing them, with the exception that any flash memory cell in an
6



In one enbodi nent, boot device 180 is nonvol atil e menory such as flash
electrically ergsahle programmable read only nmenory ("flash Jgé)gg or
"flash menory"J. @fb%wﬁse of flash menory for storing the bl())%qt%go e'3gm_d
the BIOCS permts greater flexibility in handling system nmodi fi'cati on or
Bl OS updates. The nonvol atile nmenory can be updated by running a program
thus el im nating emsedstatedicen bepirogranRaed.. Generally, flash niéraety cellserematel | s
cannot be rewitten. w t;h new tag‘ivvithout . firs ergg} ngeé.hem with the
exception that arpdiyigupllygrasaile. Elash memgries are typically subdivided into one

6 WO 00/ 07106 T : . .

PCT/ Us99/ 15530 - OF m@reindividpalis.erasable Blocks An enfie Plock must pe srased iny

menory cells are Sifer & bOghy Edli@ithih BdIG, Bradilr8 8fla BRITRIOE FRsIRT ©

typi cal Iy subdi vi edri%?lg one}y or nore 1 ndi \faiidtﬁal I?/ er asagl?se bl ocks. An
entire bl ock FYUStn:JQﬁlcﬁr?aéiedllithe cellsavititih thobRicR36 a prerdeRbhindd Wdldet Bg bl ock.
Erasure of a block of tlash nmenory sets all the cells within the bl ock
to a pre-detern nexhveation, anByrased flasbreeB dg ¢conwsideserd torhesstoring a vialueedfi “11's
considered to be storin val ue of "1" . Flash EEPROM cel | s are
typically single Fhah?ﬁgB@M ﬁ%ﬁ"‘[ﬂﬁ%ﬁ%’ sipgle deapsistorapenaoryacells endfg0i shed
fromtwo-transi stgr EEP cell ' S ock .erasable.
Figure 2 illust ra@leug%g ‘is,?%\{/"g‘i“? i of\flz%gglg%?%/ Sﬁtﬁrﬁ%@ﬁa%gs% 1§hmay also
asymmetrical |y bl pekrekeffzhbleecture 220 for storing the bootstrap

routi nes, paraneter data, and BIOS. The single or "bul k" bl ock

architecture 210 nust Figufad illpstrates adiriyié bloek hadhitgctuep210rahared. Thus
the bootstrap | oader, the BIGS, and conputer system specific parameter
i nformation are e@sarmeweﬂyblqckedm@tscw&Oféammgéhebmtgtrnnt ion is

P el RORkE ARl S50 S SRRl o, T,
2 g™ o ARG 20 AL R R AR LANE ORI RS

bl ocks in ac CeHediydedirapl Iohdéd1the'BIOS, bﬂ&c&hp&ﬁar@fstérh%rbéiﬁb tdRetepader,

BI CS, and par anet er dat a. Asymretri cal blocked architecture

220 provi des sepairdoxmatiorcdre erased every time the BIOS or parameter information is
modified. o

The bootstrap loader, BIOS, and parameter data can be placed in
separate blocks in order to permit independent modification. An
asymmetrical blocking architecture is designed to accommodate storage
of the bootstrap loader, BIOS, and parameter data in separate blocks in
accordance with the relative sizes of the bootstrap loader, BIOS, and
parameter data.

Asymmetrical blocked architecture 220 provides separate blocks
for bootstrap routines, parameter data, and BIOS. The bootstrap routines
are stored in boot block 222. Boot block 222 may also be referred to as
startup block 222. Parameter data is stored in blocks 224 and 226. BIOS is
stored in blocks 228 and 229. Thus the bootstrap routines, parameter

data, and BIOS are treated as objects which can be independently
7
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for bootstrap routines, paraneter data, and BIOS. The bootstrap routines
are stored i n wobnBbo&Ck 222. Boot bl ock 222 may al so be ref egraded/ssas
startup block 222. Paraneter data is stored in blocks 224 and 226. BIOS is
stored in blocks 228 and 229. Thus the bootstrap routines, paraneter

data, and Bl OS a;}'g%éirﬁggtb?rdplggng g‘le%(l: gr{spl\{\ifr]giccaﬁiy%srlin%?bforclﬁgpﬁ{]e eon(}tlb)fock

7 WO 00/ 07 s | | . € bootb
may BPY hbtfdaiVoBled®18ek érft iBWSdiGRddon. di Stinct bl ocks.
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The boot bl ock may be a hardware-|ocked block to prevent its

nodi fication. ) The updatd jpidasss for singleantiasyminegticalyrloc@dnmet ri cal |y
bl ocked architectures is typically not a reliable process. If a power
failure occurs . architachwresisitjipically note reliablecprecess.clf grpsyeet faidgreanedutsef ore a
bl ock has been conp) etely reprogramred, the ut er system may. not be
able to propme?%%@h%\e%fé& aFﬁB’%‘SﬂFEﬁtaélgg’Fanrﬁébﬁ‘? SRgFbe

m ssing or I nval iid. ' : | ngl e.block .
architecture, a pC8 r1 e} 553 ﬁ%%‘w’mepéoﬁﬁ%u%f sé}%s?eﬁgrgﬁy:‘rg@%gﬁ?%ﬁ Because
the flash menory ﬁpdgéxgi' kdtot BEcalb@fRtonterBEHOME bRRK My BPRIGERHER, the

boot strap | oader "an her initialization routi nes may not-.be avail abl e
upon power up. invalid. The asymmetrically bl ocked architecture permts
i ndependent |y updating the BIOS or paraneter data w thout erasing the

startup bl ock becaWith respegtstprihe singledtlock anghitestungr @ ppwer ks graydbet o
bl ooks. The  doRATEERRAY P aeBREn beseyee Bl Tach hertoy Bosuiat os paged
bl ocke. e noeq ore bR Eprfnflel fistodied PR el ORRCRAARbBRTT) )
of predeterm ned Ruéfes magr%ui,é 8¢ailabld ﬁlbc;}gpmglt‘gsi menory within the boot
devi ce. These
The asymmetrically blocked architecture permits independently

updating the BIOS or parameter data without erasing the startup block

because the asymmetrical architecture is designed to accommodate

storing BIOS, parameter data, and the boot code in separate blocks. The

device is blocked so that objects such as bootstrap routines, parameter

data, and BIOS can be placed in separately erasable blocks. The need to

place all the objects within a nonvolatile memory of predetermined size

requires limiting wasted memory within the boot device. These

constraints result in a nonvolatile memory having different-sized blocks.

The size and number of blocks may need to change as computer systems

become more sophisticated. The block sizes of the asymmetrically

blocked flash, however, are determined when the nonvolatile memory is

fabricated. Thus the asymmetrically blocked architecture tends to be

inflexible with respect to expansion or contraction of the startup block,

parameter information, and BIOS.



constraints result in a nonvolatile menory having different-sized bl ocks.
The size and Nyl P! ocks may need to change as conputer syft§dhss3o
beconme nore sophisticated. The bl ock sizes of the asymetrically

bl ocked flash, however, are determ ned when the nonvolatile nenory is

IS i R AR

par amet er infor
3 WD 00/ 0 g%gﬂtet@rr&tﬁka%mt exceed the block size determined at the time of

PCT/ US99/ 15530 _ fabrication. Inflidiford Betuse thCarRRltedtRESE dbélgﬁifd tosthieced in
size and thus paranet er data cannot exceed the bl ock 3ize determned at

the tinme of f adprecitittypes oflinfoadaiibn dm eadhelslacis any lercess atentcxytwitieini
designed to store specific types of information in each block, any
excess Menory Wi tblpnksswastbdoskcesssymgmeﬂun@@%@s alseam%bemtscdne Bl OS

bl ock cannot be used ause e ther be I uring a
Bl OS updat e. Thuub pse the ?J]'S'F%Wﬁhé‘?ﬁ? W&ﬁ%é% $! ocked
flash architectur \ f i vi dual

bl ocks. ﬁ%agg %%ar na?&@d otf %ﬁ%&&#ﬂﬂ] ggsl%%ﬁ |af:&{}§yﬁ%\goc ked
architectures is yfidisdas lihdfdd t3RADSYe BPMRARAIVidiMYblddRks.CONj UNCT i ON -
with a symretrically bl ocked architecture 230. The FMM "virtualizes"

bl ock boundaries so thah attemiative ¢ te toilk end aspminetridadly tiscketl it resides in

its own bl ock For applications external to the FMM this permts
handl i ng carshifectureslis tocuse wﬁqshdn@maegmam (FMMMpimyoonpaictighocks t hey

and data in aﬁ%&av%%%%ﬁﬁgﬁﬁﬁkﬁksiﬁg%ws oL el ans | "o

nmodi fication,

| ndependent |y of plﬁym cuﬁldﬁf%\cébqgé égﬂﬁ%@é&?@ m%%gétggaaﬁglg%gfd

Menory manager i SoWuteddForiapp hcahoﬁ@@kﬂeﬁ@enlt@mdw%ﬁ%r&&@haﬁdmgbun et
al. entitled "Method of Perform ng Reliable Updates in a Symetri cal |y
Bl ocked Nonvol at i t}estoredlvb;m’rWWithwhrggadBpfthtr physical blasks geey/esidetimor ur e”
filed on Apl’l| 6, 1997. gure 3 il]Justrates cirguitry for

updat i ng i nf or mat fRAR- éf‘%f?é‘él"fﬁlaﬁmg fumpﬂq;@yy CF¥°‘%H%\§SBP§@1€t% Bself is

DTSN Y | 00k RS BT e o oA i gl o0k

referenced conte nﬁﬁw‘i@éé %eé’n@éﬁﬁﬁ’n@n§ ¥Ejeas Atependently of physical block -
boundaries. One example of a flash memory manager is described in
application no. 08/834,930 of Hasbun, et al. entitled “Method of
Performing Reliable Updates in a Symmetrically Blocked Nonvolatile
Memory having a Bifurcated Storage Architecture” filed on April 6, 1997.

Figure 3 illustrates circuitry for updating information stored in a
block even if the block itself is permanently locked. Nonvolatile memory
340 has a pluralify of blocks 342-350. The locked block itself may not be
modifiable, but the referenced contents may be updated by swapping
addresses with another unlocked block of the same size. This may be
particularly useful for updating the boot code stored in a physically
locked block. The circuitry is applicable regardless of the blocking
9



addresses wi th anot her unl ocked bl ock of the sane size. This may be

particul arly uaefodh7ib®r updating the boot code stored in a phyIngadisso
| ocked bl ock. The circuitry is applicable regardless of the b]ocking

9 WO 00/ 07106
PCT/ US99/ 15530 .architecture (e. g. et I | [..as trical) of
the nonvol atile ar&“ﬁ%%exl?’gl’ﬁy%lﬁéegréﬂag%ﬁ%é" [ ,e%ﬁgp\a}ggltg?rél@y%@&y 340 is

symetrical ly megdg%.kﬁﬂoné an@cmiﬁllehe &i&ﬁ%m&ﬁfeﬂgm@ts sgﬂﬁf{é}h 1;1;1 e

menory 340 is ymmetrical ly bl ocked. rocessor 33

request s i nf or matblockesl dhad alferrtativa ehibodien donesiatileinemory 3u0riyol ati | e
menory 340 by providing addresses to address decoder 320. Addr ess
decoder 320 then asyouselwisallyblogkedsol atil e nmenory according to t he

mappi ng of the addresses to t nonvol atil e nenory. . Bl ock

sel ector 310 serves a r&@?ﬁ?ﬁ%lmﬁf‘ﬁtﬁ %ﬂ&d@wg@%eééewﬂcs%addressmn one
enbodi nent, bl ock_ s Q. si.ngl.e bit.of a.reqgister. pendi ng
upon the val ue Ofnqxﬁg?agilggrke%i‘%rygy §¥ P§%fiﬁ}51ae&(g8% Ig%’éosa«%gg%soéercoder 3@30

sel ects either bl gqlr3¢dedeP 398 thed 4dcedSesithe n@ﬁ@‘blﬂﬁletiﬂéﬁl?g Q’EBrd.LE %o

nonvol atile nmenory 340 may be asymmetrically bl ocked as ng as ocks

342 and 344 have theengfping aflithecrkiaddses toithe agaveolatikkahénofye. 9., sanme si ze
bl ocks) . I n one enbodi nent, the block selector 310, address
decoder 320, and Heeksaleaton A0 senves gs 34onirelinput igjaddiressidecoderdo.

lati | devi ce, ' t.. the block select 310,
addr ose. decodor dpgne embodiEett b PalertEs S0 IR e PHRLSTRESR o san
i nt ted ci [ | e , th
| ntegratea ci rcu'ﬁesgégfdé?%gpon the ‘éalgé)éf @1@%13@4 slég%c@é‘ 336,%%8&&%@&%%@ €

addr ess decoder as I rst range resses w ock 342
and a second ran%ocﬁele%@@i&ﬁﬁBﬁ)ckMZ or block 344 as the active boot block. The

nonvolatile memory 340 may be asymmetrically blocked as long as blocks
342 and 344 have the same addressable storage capacity (e.g., same size
blocks).

In one embodiment, the block selector 310, address decoder 320,
and nonvolatile memory 340 reside within the same nonvolatile memory
device. In one embodiment, the block selector 310, address decoder 320,
and nonvolatile memory 340 reside on a same integrated circuit die.

For one value of the block selector, the address decoder associates
a first range of addresses with block 342 and a second range of addresses
with block 344. For another value of the block selector, the address
decoder associates the first range 6f addresses with block 344 and the
second range of addresses with block 342. Thus the address decoder

effectively swaps references to blocks 342 and 344 depending upon the
value of the block selector. In one embodiment, the swapping or
remapping technique only affects a subset of the plurality of blocks in the

nonvolatile memory so that the address mapping to the other blocks
10



with bl ock 344. For "another value of the block selector, the address
‘decoder associates the first range of addresses with block 344 and the
second range oVO2BHB&ses with bl ock 342. Thus the address dddgdeyry/15530
ef fectively swaps references to bl ocks 342 and 344 dependi ng upon -t he
val ue of the bl ock selector. In one enbodinent, the swapping or

remappi ng t echni Graghadid t&m@\faf\ﬁsd.msiﬂébéﬁmpfe,fHé&:lzﬁ\ikLHe%c'teraMeMsﬁﬁ‘cks in the
nonvol atil e nmenory so that the address mapping to the other bl ocks

10 WO 00/ 0 7@t on the mapping of addresses for blocks 346-350.

PCT/ US99/ 15530 r emai ns_unchanged. _Thus[ﬂ[lor ‘géanaéﬂ%, t he bl ock

sel ector val ue has no Figure &ijlpgizatey, pperationesshe dddessderodes duringa boob ks
346- 350.

6550 oo semB L R G RT e HhOE R SR
vector). Step 420jotermiiRh RHHHSICKNHE b0k BIIR BaBd bl Bdithe Bl K. based

on the value of t ect or. sel ector
val ue i ndi cat es Ihlaekseledtar}2) i s sel ected as the active boot bl ock
t hen processing continues with step 430. For a first range of addresses

(associ ated with the HbthePodcsedartor valee thelicadesiblock 1 (i isselecedtadhd i r st
range of addresses to_access hl ock 342, A second _rﬁn e of addresses
wi || access bl ockactiyg boot block then prpgessimg gopbipues Wit B?@c@osgpéé@éﬁ val ue

i ndi cat bl ock 2 (344) i | ect ed t t beot, bl k, th
bt ocessi ng cont | T8 i pidispees (pBated Wil didind Bhoco Rl astad ' 11T,
range of addr esseéaﬁﬂata&mp}aagg oB4ddresses :tdli‘ﬁéc‘ae?s%leék biock sadad r%‘ﬂges .

address in the second range of addresses w be decoded to acc

bl ock 342. Thus teéfggldreges Well uedesisbloék 84 bl ock sel ector effectively
remaps or swaps addresses for bl ocks 342 and 344. | f the bl ocks

t hensel ves are not phyléihoardver|the klogk selnetar value indicates block (34 ds can be
toggled to permt daji ng and subsequently bootin . fromeither, the
first or second tag e@ﬁ'@""eﬁ‘?ﬂfgﬂ‘?f’g‘nh}g‘tm@‘:ﬁf”ﬁ‘gl@r‘m“%‘f"&gﬁfﬁp 449

i mpl ted i iql . t bl ock
| npl ement ed in ”;’?X@hg%‘dfggg‘ﬁﬂg{&‘ A BORHER df Qaaregéagltgag%gg block ggo oc

sel ection is maintal ned nex oot “sequence. odi nent ,
the bl ock sel ect ojsi@i of bik342 AAnkeddess e thedsepbral Ritge of adarHRSQRAVENT

uni nt ended sel ection of another block as the boot bl ock.
be decoded to access block 342. Thus toggling the value of the block
selector effectively remaps or swaps addresses for blocks 342 and 344.

If the blocks themselves are not physically locked, then the block
selector can be toggled to permit updating and subsequently booting
from either the first or second blocks. In one embodiment, the block
selector is implemented in nonvolatile memory to ensure that the proper
boot block selection is maintained for the next boot sequence. In one
embodiment, the block selector 310 itself can be locked to prevent
subsequent unintended selection of another block as the boot block.

Figure 5 illustrates a method of updating boot code using the block
selector. The processor is booted with boot code stored in a first portion

(block) of the nonvolatile memory in step 510. The new boot code can be

written to a second portion (block) of the nonvolatile memory in step 520.
' 11



Figure 5 illustrates a nethod of updating boot code using the bl ock

sel ector. The Rpesasd"’ 1 s booted with boot code stored in apldrnsboseso i on
(bl ock) of the nonvolatile nenory in step 510. The new boot code can be
witten to a second portion (block) of the nonvolatile nenory in step 520.

11 VO 00/ 0710 . .
PCT/ US99/ 15530 eablqﬂi'eseé?%?ﬂés togeled 9P PRypifebaddtsssiRieneRs betueeddr ess

ref erences betwe . ] %? . o, | ‘QI ) of
the nonvol atile ﬁttﬂ?nf)lﬁtéol}ﬁog :ﬂﬁl&étsgp ﬁuﬁgm@fl@?ﬁ se de}g{ogartﬁgclan ‘gr%ocked
in step 540 to prgYRM530. Theblsiksklettbr cOBE Idtlte®in §tB8 5100 RFHrevBAECT OT .
Locki ng al so prevent | nadvertent updating of the currently selected

boot bl ock. The . puraiesivedtoggling of the hlbeksdlector -lnekinghlsapevenpt 550 using the
boot code stored in_the second portion (bl ock) of the nonvolatile
nmenory as i ndi catiBadygrtentaipghingof the cursrently selected boot block. Theprdsessex

ot oper boot. bl §ck%ﬁg”t‘iF%E%@%%ﬂE%?'@%@b%g‘iﬁéf (5P iges i the SE{]P%{dhéhe
b1 ook sel oetor ad oaf PR Rbavd e ol e S ARAY WEERK 1" o <ol et

a different bl ockefdRfort he next boot sequence. I n one enbodi nent,
a locking feature is provided for the bl ock sel ector to ensure that
undesi rabl e toggli ng &hettieckdetectorseh betimplaipegediot nonvolatile memdiydol ocki ng

feature al so serves as_a verification neans _for_ power . |l oss recovery.
The | ocki ng f eat Esurgihabtheiprpperkaet blpckds selegted uponyre-application ofpower

lati | h th block i N '
Val e, Al tor nat 1S oRe Rt stdeneraers BRrBatn B SRk Bkl el
I ndi cat or. | rblBégél selEIROM dBRbd. THEs Mle®ibckSRleRfr ®n b@@dﬁ%{? i@t the

sel ect ed boot ock I's locked to prevent updates In ance with
the val ue of the a diffeidratiockebettieatext boot sequence. Pref erably, a bl ock ot her

than the bl ock used to boot the conputer

In one embodiment, a locking feature is provided for the block
selector to ensure that undesirable toggling of the block selector does not
occur. The locking feature also serves as a verification means for power
loss recovery. The locking feature may be implemented as a single bit in
the nonvolatile memory such that the block selector is actually a two bit
value. Alternatively, the block selector itself serves as the lock indicator.
In this embodiment, the block selector indicates that the selected boot
block is locked to prevent updates in accordance with the value of the
block selector.

Preferably, a block other than the block used to boot the computer
for the current session is chosen for updates to ensure that the user is able
to properly boot in a subsequent session. Thus for example, the user
should update boot code in a second block if booting from a first block in

the current session. Thus if power loss occurs during updates. to the boot

code in the second block, the processor can use the code in the first block
12



for the current session is chosen for updates to ensure that the user is

abl e to properly boot in a subsequent session. Thus for

user : shoulaagﬂﬂaﬁﬁ boot code in a second block if -booting ¢?0n1a ?ﬁr t
bl ock in the current session. Thus if power 1o0ss occurs during
updates. to the boot code in the second bl ock, the processor can use

t he code in the ftobeothThedocking feature merely prevents updatmg the block selected 12
WO 00/ 07106 b
PCT/ US99/ 15530  t©oPoRtdT¥8ot . The | ocking feature merely pr event s updating

the bl ock sel ect ed éqgggﬂ sft{a?éé‘atablteeloofblocﬁ's Et%rg?]hll% fd e PS8

tabl e 610 of bl ock selée r va I ONS be taken
dependi ng upon mﬁ&&&{sﬂxaewme@e&éﬁaep&dm g@ﬁtwmartha Prodedsdrds i S about

to be perforned. If the block seI tor has a value of "1", then
a first block of bbetingoranapdateds absuttebeperformedbe used to retrieve the
boot code during the boot sequence. The second bl ock is avail able for

updating, but the fi rsﬁtbeblqck|selectorha@@r(ehuetq£” -éhema figidlackof the t he

bl ock selector has a e ) he nd bl.oc I e ed
to'ret?i eve the b%BPV\é@Hg O%Wgeb‘ﬁ‘iﬂtoré‘n%‘@cfﬁ%ﬁe% t cofg ‘“EWI Bf’gik i s
ocked 10 prevent oypdalgor Ul ch eI by PR AT BERID

updat es. appar a us ned

with the Pri oodkeH th peévting ggaafbb |atf tRalblokR §elb'&8f had¥ Palfe Bpr'@e%ipdat e
node as descrl bed in"U S. Patent No. 5,579,522 of Chri steson et al.

entitled " Dy néhe sechind bladkatrilll be Mdﬂoyetﬂpdaﬂebdmtaodbdmingthébmﬁem
For exanple, during the boot process a verification step nay be

per formed on the bewcgeﬂbeﬁecend&h%(stﬁgd Beprsveniyrdates, hgt theditsbde

stored there. tg%é(sel tg PI ocC 1s code is deternmined to be valid,
then the boot seq g4 LR %est he code in the sel ected bl ock.

et ormma-i ' ordor t o FhY Ehidiedd I8Larb AREE Rlaticlik g bbAgkL RIUAIR T e

performed in order to force t e user ‘to update the rst

bl ock. Al ternatlvgirwan&d&hqﬁeﬁ&efpﬁmebeemmefbrEé date Photyasver si on of -
t he boot code residing in the unsel ected bl ock , the bl ock that would

be selected if thelebtrimd indl).Echatentide. 3928 of ’@ﬁolv,e:t al eptitledn, if the

I | ock’ .
sel ected bl ock’s b%%rgiaﬁgg Ie\Ton— ollapllv(fjl\/[lercrj\o%E U%%ta{eulg a (qomputer System.”

For example, during the boot process a verification step may be
performed on the block selected for booting before executing the code
stored there. If the selected block’s boot code is determined to be valid,
then the boot sequence can continue using the code in the selected block.
If the boot code is not valid, then a special limited boot sequence may be
performed in order to force the user to update the boot code in the first
block. Alternatively, the processor can be booted from an older version of
the boot code residing in the unselected block (i.e., the block that would
be selected if the block selector was toggled) after verification, if the
selected block’s boot code was invalid or corrupted.

The examples presented above have been presented specifically

with respect to selecting one of two boot blocks. Application of the block
' 13



-The exanpl es presented above have been presented specifically W th

respect to sel ne of two boot bl ocks. Appli catlon of
A 3’% [}d{@goso bEFUSIAGKS0

PCT/ US99/ 15530 swapping is not limted to boot blocks or single

bl ocks. A group sel ector anal ogous to the bl ock sel ector may be used
to swap groups ofs“@mﬂéﬁlsnf’f#ﬁm?dﬁP erblogksrsingle kl qu%tAcgﬁeumﬁe}e%or

Fi 8 illustrat f f( bl ock
1 atcor dance. w ERARE SR bbIGA R for i The Beis sHlapHOHBg of re or. s ot o
one or nore bl OCIiﬁore'%ﬁo&‘l@%&{%?t}Ea?\ﬁﬁst‘Mntelﬁl&le si ngl e bl ocks, the

swappi ng of one group w th anot group may be applied to groups ot her

than the group cont ai [Figigre8NBuftfés SWpPing d08fess felérefX@ B Eroups of & OUPS A
(830) and B (840) each contain nore than one bl ock. The operation of

the decoder in addorksdanaecoxdarcetwith gvalme cfelgroupseledor. A ganap oggus to the
operation of the decoder in accordance with the bl ock sel ect or
il lustrated in Ficgnsiesofrneny moreblocks ASW”[‘hG@WﬁhﬂF?eS% blpksithet or has

a first value, a first ragrg% addr.esses vviII e d cg&ed to reference
Group A and a seCSHFPn groupwgﬂb BB P B OE5°TRY er ence

G oup B as illustg Mxhégﬁugcongﬁggg%g ot’?ﬁ&éi@"l%fﬁli%h rstf’ 810. When

t he group selector as a owever range of

addresses will| beGsrpedeB30pand B (846] dchrioatth are BrarshdBlecis engnd range of
addresses w || be decoded to reference Goup A as illustrated by the
mappi ng of nonvolcauterafmme&tbeylecoderBmccordanceW1ththe‘gneumaiwowg of one group

bl ocke. Wt hi i a 2eBEHS thihe Speryionatdha Recedshin GOTATys Hadt AR T
ocks in a

il lustrated by Gr ped groups, however, do not need
to be contiguous ?%B%émﬂl?angdmﬁgum?ﬁus\%)oup A need not be contiguous

with Goup B as '||USt’I’h%E%éﬂ%hegrougﬂe@é&@rl&saﬁﬁ@t@ﬁﬁ@‘ieﬁrs g@
configured, for exanple, to swa 830) and Group (850) rather

. than conti guous gidehesses’wiihte Beco“ﬂlaé to reference Group A and a second range of

14 addresses will be decoded to reference Group B as illustrated by the
mapping of nonvolatile memory 810. When the group selector has a
second value, however, the first range of addresses will be decoded to
reference Group B and the second range of addresses will be decoded to
reference Group A as illustrated by the mapping of nonvolatile memory
820.

The swapping of one group with another group need not be
limited to swapping contiguous groups of blocks. Within a group, the
blocks are contiguously addressed as illustrated by Groﬁps Aand B. The
swapped groups, however, do not need to be contiguous to each other.
Thus Group A need not be contiguous with Group B as illustrated in
Figure 8. The decoder could be configured, for example, to swap Group

A (830) and Group C (850) rather than contiguous groups A and B. The

14
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PCT/ US99/ 15530 swapped groups, however, should be confi ave
the sane VO848 ndi ng nunber and sized bl ocks. &E&{@&P/@%ﬂ‘
precedi ng detail ed description, the invention is described - w'th

reference to specific exenplary enbodi nents thereof. Various

modi fi cati ons andswhppgkgronpyieowaee, shoeldbeoconifigooed tokeperthe sgmér om

the broader spirit and scope of the jnvention as set forth in the clains.
The speci fi cati oncerrespandingnygnbgrandsized blpgéf-y, to be regarded, in an

PCTI USo0/ 15530 | CLRHEPreceaingigtifed 62 ption, the inventign X dekepiped .
conprising the st : ser b digthn 2l ected
portion of a nonvoI air?f%mn%%Fveaﬁc ex@a@?ﬁg%b%r st Q%glr%félog'n%aaglgggi ated with

a first range of aldifG$ens ahdRanges mW@d@ﬂf&ét@ﬂvﬁ&&R@e@%ﬁ&%"lﬁbﬁ a

second range of addresses, wherein the sel ected portion is e second
portion; and the broadér)spiritt aglgicope ofithel invdntion ascsebforthointhaplasmdr esses of
the first and second portiagns, wherein the first _range of addresses
reference the sec®hespecifigagipniapd dspwingsase.acrerdinglyip pesegardrd iBarond range
of addresses gﬁlfg_rgnce é‘he first portion of nonvolatile nmenory.

2. The net hod DRSEREVETahe thanared Bty 8898 t he step of booting a

15



processor using boot code stored at a pre-determined |ocation withi'n the
nonvol atil e fo¥oRgé Or e step a), wherein the predeterm ned dcgamod/fBso
references the first portion in accordance with the block sel ector.

3. The met hod of claim2 further conprising the step of: ’ c)
rebooting the proCEAIMS after step b), wherein the pre-determ ned

| ocati on references the second portion in accordance with t he bl ock
sel ector. 4AWhat #halaimegdhisd of clai m 1 wherein the nonvol atile nenory
is a flash el ectri I ble read only nenory.

5. The met hod of’ cl algﬁnh%%\%ﬁé?@?’%g%ﬁgg%ﬁt e first and second

portions conprises a block of the (?onvol tile meno

ry.
16 WO 00/ 07106 @) writing code to a selected portion o¥anonvolati1e memory

PCT/ US99/ 15530 . . . The nmethod.of claim1 further conprising the
ctep ot T ockRBALS EoRaRet s Wik a figfhaRgd ot MidStes s

conpri sing. second porlbPa808iRfed With alsBéon %ﬁ%@f%&ssé&%ﬁé}gﬁ b @
pre-determ ned address; a bl ock sel ector; a

nonvol ati | e menor seléaad portor is tisd seamtld peivaglatd ock; and an
address decoder, wherein the address decoder accesses the first bl ock

in response to the préeet ertoggling ablock selegtheto swap dddresses of Betfust dmab a
first value, wherein the address decoder accesses.the second bl ock in
response to the p?"é&@%é’}oﬁﬁl W g‘?%?EWHQ?BSWS§5F%%F%%ecanéecond

portion of nonvolatile memory and the second range of addresses
reference the first portion of nonvolatile memory.

2. The method of claim 1 further comprising the step of booting a
processor using boot code stored at a pre-determined location within the
nonvolatile memory before step a), wherein the pre-determined location

references the first portion in accordance with the block selector.

3. The method of claim 2 further comprising the step of:
c) rebooting the processor after step b), wherein the
pre-determined location references the second portion in accordance with

the block selector.

4. The method of claim 1 wherein the nonvolatile memory is a flash

electrically erasable programmable read only memory.

5. The method of claim 1 wherein each of the first and second

portions comprises a block of the nonvolatile memory.

16

* [+ L M s *



val ue 8. The apparatus of claim?7 wherein at |east one of the

first and second bl ocks stores boot code. 9. Th s of
claim 7 wherei %P5t one of the first and second bl %((::l?;s&?‘g]aﬁg%bcked

to prevent nodification. 10. The apparatus of claim 7 wherein the
bl ock selector is |ockable to- prevent subsequent nodification of a

bl ock sel ector val ue. 11. A nmet hod conprising the steps of:

a) recei ving an address from a processor; b) decodi ng t he
address in accordance with a first value of a group sel ector to access

a_first aroup of at Ieast ope,black qfe NEOVOL ALLLE e step of

PCT/ US99/ 15530 . :q[?lsoci ated with a first range of addresses,
wherein a second lﬁcrkomu%ﬂleﬁsgi%%? east one bl ock of nonvolatile nenory is

associated with a;,secq&dalglgd}g@,scomprgﬁl addr esses; and C)
toggling the group selector to a sécond value, wherein the first range

i s associ ated w th thea precessor thavinitiztesia bbet sequenve at apye deermdiswbaddress;
with the first group. 12. The nethod of claim 11 wherein one of the
first and second grougdPlockselecitt udes a bl ock storing boot code.

a nonvolatile memory having a first and second block; and

an address decoder, wherein the address decoder accesses the first
block in response to the pre-determined address when the block selector has
a first value, wherein the address decoder accesses the second block in
response to the pre-determined address when the block selector has a second

© value

8. The apparatus of claim 7 wherein at least one of the first and second

blocks stores boot code.

9. . The apparatus of claim 7 wherein at least one of the first and second
blocks is locked to prevent modification. -

10.  The apparatus of claim 7 wherein the block selector is lockable to

prevent subsequent modification of a block selector value.

11. A method comprising the steps of:
a) receiving an address from a processor;
b) decoding the address in accordance with a first value of a

group selector to access a first group of at least one block of nonvolatile

17
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13. The nethod of claim 11l wherein the first and second groups each

conpri ses a siwgb&lombOCK- 14. The nmethod of claim 11 wheiesdnsse
first and second groups each conprises a plurality of blocks.. 15.
The nethod of claim 11 wherein the first and second groups are

contiguous groups of nonvolatile nmenory. 16. The nethod of claim1l
wherein the first and second groups are non- cont i guous groups of

nonvol atil e nmenory. 17. An apparatus conprising: a

nonvol atil e nenory having a plurality of bl ocks; a group

38} 8(7“18[3; and . memory associated with a first range of addresses, wherein'fsecond groip

PCT/ US99/ 15530 . of at least one block ofitoravatiitite fnegf9 deissodaet adith @ sédondaiaage
sel ector and the nonvol atile menory, wherein the address decoder

associ ates a fir sif addmepsesylandddr esses with a first group of at |east

one bl ock of nonvol atl e rrem)ry and a secon range .of addresses with a
second group of at t ofRssing e&OW?S‘?FF%t"PIaéEC‘m V%ﬁﬁ\%ﬂﬂp thedirgf oup

sel ector has a fig Sl'ge Yl USeiath Gif @etsggon%dgrroﬁg nd$he4&hna range is associated

with the first group.

12.  The method of claim 11 wherein one of the first and second groups

includes a block storing boot code.

13.  The method of claim 11 wherein the first and second groups each

comprises a single block.

14.  The method of claim 11 wherein the first and second groups each

comprises a plurality of blocks.

15.  The method of claim 11 wherein the first and second groups are

contiguous groups of nonvolatile memory.

16.  Themethod of claim 11 wherein the first and second groups are

non-contiguous groups of nonvolatile memory.

17. An apparatus comprising:
a nonvolatile memory .having a plurality of blocks;

a group selector; and

18
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associates the first range with the second group and the second range wth
the first group if the group selector has a second val ue. 18. ﬁpe
appar atus of cVPME wherein at | east one of the first and S&ECGRISS

groups includes a block storing boot code. - 19. The appar at us of
claim 17 wherein each of the first and second groups conprises a single
bl ock. 20. The apparatus of claim 17 wherein each of the first and
second groups conprises a plurality of bl ocks. 21. The
apparatus of claim 17 wherein the first and second groups are

contiguous groups of nonvol atil e nenor The apparatus of claim
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llgc kabl'e to prevept; et -Gl §H3¥ least one block of nonvolatile memory and a second

range of addresses with a second group of at least one block of nonvolatile
memory if the group selector has a first value, wherein the address decoder
associates the first range with the second group and the second range with

the first group if the group selector has a second value.

18.  The apparatus of claim 17 wherein at least one of the first and second

groups includes a block storing boot code.

19.  The apparatus of claim 17 wherein each of the first and second groups

comprises a single block.

20. The apparatus of claim 17 wherein each of the first and second groups
comprises a plurality of blocks.

21.  The apparatus of claim 17 wherein the first and second groups are

contiguous groups of nonvolatile memory.

22.  Theapparatus of claim 17 wherein the first and second groups are

non-contiguous groups of nonvolatile memory

23.  Theapparatus of claim 17 wherein at least one of the first and second

groups of the nonvolatile memory is lockable to prevent modifications.

19,

il \\\l\\ ] \\l\\ I \\l\



