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SYSTEM FOR AND METHOD OF

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

PATA ENCODING AND/OR DECODING USING NEURAL NETWORKS

PRIORITY CLAIM

(00G1]  The present gpplication claims the priority benefit of U.S. Provisional

Patent Application No. $2/679,308, filed June 1, 2018.
BACKGROUND

0002 Guideway mounted vehicles mclude communication train based control
{(CTBC) systems to receive movement instructions from wayside mounted devices
adjacent to a guideway. The CTBC systems are used to determine a location and a
speed of the guideway mounted vehicle. The CTBC systems determine the location
and speed by interrogating iransponders positioned along the guideway. The CTBC
systems report the determined location and speed 1o a centralized control system or
to a de-centralized control system through the wayside mounted devices. The
centralized or de-centralized control sysitem stores the location and speed
immformation for guideway mounted vehicles within a control zone. Based on this
stored location and speed imformation, the centralized or de-centralized control
system generates movement mstructions for the guideway mounted vehicles. When
communication between the guideway mounted vehicle and the centralized or de-
centralized control system is interrupted, the guideway mounted vehicle is braked to
a stop (o await 38 manual driver to conirol the guideway mounted vehicle.
Communication inferrupiion occurs not only when a communication system ceases {o

function, but also when the communication sysiem {ransmits incorrect information or
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wihen the CTBC rejects an instruction due {o incorrect sequencing or corruption of

the instruction.

[0003] Kobusiness and/or  integrity of instruction communication 1S a

consideration in controlling guideway mounted vehicles.
BRIEF DESCRIPTION OF THE DRAWINGS

0004] One or more embodunents are illustrated by way of example, and not by
bmuitation, m the figures of the accompanying drawings, wherein elements having the same
reference numeral designations represent like elements throughout. I is emphasized that, in
accordance with standard practice in the industry various features may not be drawn to scale
and are used for llustration purposes only. In fact, the dimensions of the various features

the drawings may be arbitrarily mcreased or reduced for clarity of discussion.

LY Fig. 1 1s a diggram of g system, in accordance with one or more embodiments.
LY Fig. 2 1s a diggram of g system, in accordance with one or more embodiments.
FO0G7 ] Fig. 3A 1s flow chart of a method, in accordance with one or more embodiments.
G008 Fig. 38 1s flow chart of a2 method, in accordance with ong or more embodiments.

{0009 Fig. 4 1s a block diagram of a computing platform, in accordance with one or more

embodiments.

DETAILED DESCRIPTION

(0816]  The following disclosure provides many different embodiments, or
examples, for implementing different feafures of the provided subject matter.
specific examples of components and arrangements arce described below {o simphity
the present disclosure. These are, of course, merely examples and are not intended

to be limiting. For exampie, the formation or position of a first feature over or on a
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second feature in the description that follows may include embodiments in which the
first and second features are formed or positioned in direct contact, and may also
imclude embodiments in which additional features may be formed or positioned
between the first and second features, such that the first and second features may not
be in direct contact. In addition, the present disclosure may repeat reference
numerals and/or letters in the variocus examples. This repetition is for the purpose of
sirpplicity and clarity and does not mn itself dictate g relationship between the various

embodiments and/or configurations discussed.

(0011] Further, spatiglly relative terms, such as “beneath,” “below,” “lower,”
“above,” “upper” and the like, may be used herein for ease of description {o describe
one ¢lement or feature’s relationship {0 another element{s) or feature{s) as itllusirated
in the figures. The spatially relative terms are intended to encompass different
orientations of an apparatus, object in use or operalion, or objects scanned in a three
dimensional space, in addition to the orientation thereof depicted in the figures. The
apparatus may be otherwise oriented {rotated 90 degrees or at other orientations) and
the spatially relative descriptors used herein may likewise be interpreted

accordingly.

6612 In some embodiments, a guideway 18 a track, rail, roadway, cable, series of
reflectors, series of signs, a visible or invisible path, a projecied path, a laser-guided
path, a8 global positioning system {GPS)-directed path, an object-studded path or
other suitable format of guide, path, track, road or the like on which, over which,

below which, beside which, or along which a vehicle is caused (o travel.

(301i3] in some cmbodiments, a vehicle travelling along a guideway captures data
from markers, such as signs, arranged along the guideway, decodes the capiured

data, and uses the decoded data to conirol the travel of the vehicle., Various factors
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may atfect how the data are captured which eventually may affect accuracy and/or
mtegrity of the decoded data. To ensure that the captured data are correctly
decoded, an encoder that encodes the data embedded in 3 marker to be captured and
a decoder that decodes the captured data are a pair of neural network encoder-decoder
frained together with an environmental filter. The environmental filter combines the
data encoded by the encoder with at least one randomized image before the encoded
data are decoded by the decoder. The al least one randomized image represenis one or
more environmental conditions under which data embedded in markers may be
captured in the real world. Because the encoder and decoder have been frained by
machine learning {o operate in real world conditions, robustness and/or accuracy

and/or integrity of the data encoding-~decoding 18/are improved.

0014} Fig. 1 15 a diagram of a system 100, in accordance with one or more embodiments.
The system 100 1mplements g traming phase m some embodiments. The system 100
comprises a neural network encoder 110, an environmental filter 120, and a neural network
decoder 130. For simplicity, “neural network encoder” and “neural network decoder” are
referred fo herecin as “encoder” and “decoder,” respectively. In some embodiments, the
encoder 110, environmental filter 120 and decoder 130 is/are implemented in at least one
processor or computing platform as described with respect to Fig. 4. In at least one
embodiment, the encoder 113, envirommental filter 120 and decoder 130 are implemented in a
Graphics Processing Umit {(GPU)} clusier gs is common i the neural network machine
learnmmg field. In at least one embodiment, existing machine learning libranies includmg, but not

iimited to, Pytorch or Tensortiow are used for the tramning phase.

(0015] The encoder 110 and the decoder 130 are a pair of neural network
encoder-decoder. A neural network, or artificial neural network (ANN), meludes one

or more computing platforms performing machine learning to solve problems in a
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manner similar to a biological brain, e.g., 2 human brain. To do so, the neural
network includes a plurality of nodes, or artificial neurons, connected together to
simulate neurons in g biological brain, Nodes of a3 neural network are arranged in
layers. A signal fravels from an mput layer through multipie lavers of the neursl
network 1o an output layer. As the signal travels through the neural network, the signal
is modified by weights of the nodes and/or weights of connections among the nodes.
The weights are adjusted as learning or {raming procesds in the neural network
Exampies of neural networks mclude, buf are not himited fo, recurrent neural network,
muitilaver perceptron, convoiutional neural network etc. In one or more embodimenis described
heremn, the encoder 110 and decoder 130 are implemented as a convolutional neural network.
For example, the encoder 110 1s a deconvolution neural network encoder and the decoder 130 15
a convoiution neural network decoder.  Other fypes of neural networks are within the scopes of

various embodimenis,

(G0i6] In 3 training process, the encoder 110 learns to encode mput data io
generate encoded data. The decoder 130, on the other hand, learns to decode
encoded data to generate decoded data that, as the learning proceeds, increasingly
matches the mput data supplied to the encoder 110, In an ideal world, the encoded
data output by the encoder 110 would be directly received, unmodified or
substantially unmodified, by the decoder 130 for decoding. However, in the real
world, the encoded data cutput by the encoder 110 are subject to modifications by a
various factors before being decoded by the decoder 130. For example, as descnibed
herem with respect to Fig. 2, the encoded data are embedded in a8 marker 270, such as a
sign along a guideway 2648, and then captured by, e.g., a sensor 232 on a vehicle 230
travelling along the guideway 260, before being decoded by the decoder 130/230.

Various factors existing at or around the data capturing by the sensor aifect how the
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data are captured. Such factors mciude, but are not lnuted to, relative distance and/or
orientation between the marker and the sensor, reflectance, glare and/or other phvsical, optical
and/or electromagnetic properties of the marker, equipment error, noise, mterference, day/night
lighting conditions, reduced visibility due {o partial obstruction of the marker caused by
dirt, paint, mud or any other obstruction on the marker or on the vehicle's windshield, reduced
visibility due to curved guideway with line-of-sight constrainis {e.g., tunnel walls...),
adverse weather conditions such gs ram, waley, fog, cloud, eic. The factors that affect capturing
of encoded data by a sensor m the real world are referred fo herem as “environmental

conditions.”

0017) To simulate environmental conditions m the framing process of the encoder 110 and
the decoder 130, the environmental filter 120 is provided between the encoder 110 and
environmental filter 128. In some embodiments, the environmental filter 120 is
configured as al least one node or layer between the encoder 110 and the decoder 130.
The connection of the encoder 110 1o the environmental filter 120 and then fo the
decoder 130 creates a neural network in which the encoder 110, the enpvironmental

filter 120 and the decoder 130 are {rained together.

(30i8]  The encoder 114 1s contigured to encode mnput data 112 fo generate encoded data 114
from the input data 112. The environmental filter 120 s communicably connected with the
encoder 110 1o receive the encoded data 114, The environmental filter 120 is
configured to combine the encoded data 114 with at least one randomized image 140,
e.g.. by an overlapping operation 126 of the environmental filter 120, {o generate signature
data 128 corresponding to the mput data 112. The decoder 130 i1s configured to be
trained together with the encoder 110 and the environmental filter 120 to decode the

signature data 128 {0 generate decoded data 132 corresponding to the mput data 1172,
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(001%] in at least one embodiment, the environmental filter 120 further includes a
randomized filter kernel 122 configured to perform at least one randomized image
transformation, €.g., by & convohutlion operation 124, on the encoded data 114, In the example
configuration in Fig. 1, the convolution operation 124 15 performed on the encoded data 114
before the overlapping operation 126. However, other configurations are within the scopes of
various embodiments. For example, m at least one embodiment, the convolution operation 124
is performed after the overlapping operation 126, or the convolution operation 124 and the
overlapping operation 126 are periormed concurrently on the encoded data 114. In at least one
embodiment, the convolution operation 124 mcludes a deep convolutional neural network
architectore with many nodes and operation in both depth and widith. The combination of the at
least one randomized mmage 140 mto the encoded data 114 and/or the at least one randomized
image transformation of the encoded data 114 by the randomized filter kernel 122 m the traming
of the encoder 110 and decoder 130 simulate various environmental conditions under which the
encoder 110 and decoder 130, when trained, will be operaie in the real world, In some
emmbodiments, the environmental filter 120 15 configured to simulate harsh detection conditions
for the decoder 130 to detect the encoded data embedded m a2 marker. Such condifions, m at
least one embodiment, represent the toughest detection conditions possible for the decoder 130

{0 detect and decode the encoded data embedded 1 the marker.

[00620] 2 The input data 112 fed to the encoder 110 imclude data to be transmitied,
through successive encoding and decoding, to an intended receiving device at an
output of the decoder 130. In some embodimenis, the mput data 1127 mclude data
infended for a vehicle on which the decoder 130 is installed. For example, the mput
data 112 include a fixed length daia string with imformation including, bul not limited to,
geographical coordinates, duwection of travel, speed lmmts, temporary restrictions efc. for

controlling the vehicle.
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(00211  The encoder 110 learns to encode the mput data 112, for example, via
successive deconvolution and depooling layers of the neural network, to obtfain the
encoded data 114, In at least one embodiment, the mpul data 112 in the form of a fixed
iength data string are encoded {0 obtam the encoded data 114 in the form of a fixed size
image with multiple pixels, such as a QR code. OUther configurations are within the
scopes of various embodiments. For example, the encoded data 114 are not necessardy m the
form of a 2D mage, and include any form of data that are embeddabie n a marker as descrbed

herem.

30221 The encoded data 114 are passed through the environmental filier 120
which applies at least one randomized transformation, ¢.g., at the convolufion operation
124, to the encoded data 114 and/or combines the encoded data 114 with the at least
one randomized image 140, e.g., at the overlappmg operation 126, The result is the signature
data 128 which, m at least one embodiment, mclude a simulated harsh environment image with
information of the encoded data 114 but in a form that 15 more difficuit to detect and decode due
to the sumulafion of one or more environmental conditions impacted by the at least one
randomized transformation gt the convolution operation 124 and/or at least one randomized
inage 140 at the overlapping operation 126. Examples of transiormations performed at the
convoiution operation 124 mciude, but are not limited 1o, distortion, skew, rescaling, rebalance,
normalization, and egualization. (ther itransiormations are within the scopes of various
embodiments. In the overlapping operation 126, the encoded data 114 are superimposed on the
at least one randomized mmage 140. This s an example of how the encoded data 114 are
combmed with the at least one randomized image 140. Other dais combining technigues for
merging or modifying the encoded data 114 with data of the at leasi one randomized image 140

are within the scopes of various embodiments.
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[ U2} in some embodiments, the at ieast one randomuzed unage 140 includes 3 pluraity of
images 140 one or more of which 1s/are randomly chosen to be combined with each encoded
data 114 passing through the environmental filter 120. In the example configuration in
Fig. 1, the images 140 are stored i at least one computer readable storage medium outside the
environmental filter 120, and are supplicd to the environmental filter 120, e.g., via a3 network or
an inpui/output (VO) interface. Other arrangements in which at least one of the mmages 140 is
stored miemally n the environmental filler 120 are within the scopes of varous embodiments.
The mnages 140 melude simulated mmages and/or images of real world scenes {hat model or

capture one or more effects of environmental conditions to be impacied on the encoded data 114.

3024 The mmages 140 mclude at least data i the same domain m which a sensor
configured to capiure data for the decoder 130 afier training operates. For example, when the
sensor 1s a camera operaiing in the visual/visible domain of the electromagnetic spectrum, the
images 140 inchuge at least data m the visual/visible domam. When the sensor 1s configured {0
capture data i a non-visual domain, such as near mivared (NIR), far mirared (FIK), Light
Detection And Rangmg (LIDAR), radar, or radio frequency (RF), the mmages 140 mclude at
least data in the same non-visual domain, such as NIR, FIR, LIDAR, radar, or RFE, respectively.
In at least one embodiment, the images 140 include data i multiple domams {0 {rain the encoder

110 and decoder 130 {0 operate with mulitiple sensors in multipie domains.

[ BOZS] In gt least one embodiment where the sensor operates in the visual, NiR or FiK
domam, the tmages 140 mclude noises m the visual, NIK or FIR domamm, respectively. Such
noises mchude, but are not bmited to, reflectance or other physical, opfical and/or
clectromagnetic properties of the marker, partial obstruction, visibility, weather conditions such

as ran, water, fog, lighting, cloud gic.
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LEAY in ai least one embodiment where the sensor nciudes a LIDAR scanner, the images
140 mclude simulaied LIDAR environmental noise artifacts includmg, but not hmied o,
distortion, scan errors, water, fog, noise motion, etc. In af least one LIDAR embodiment, the
environmental hilter 120 provides a LIDAR scan simulabion where unigue signatures visible m
LIDAR are overlayed onto a 4D (x, v, z, mtensity) LIDAR scan map exposed to simuiated
environmental noise artifacts. In real world operations and/or online framing as described with
respect to Fig. 2, a 4D sign (or marker) 18 used to communicate the unique signatures (o a

vehicie with the LIDAR scanner via voxels drawn on the sign wihich 1s either active o1 passive.

G027 In at least one embodiment where the sensor inchides a radar that obtaimns a 413 scan
map of the environment, the images 140 include simulated noises mchiding, but not Linuted to,
magnetic inferference, farget ghosting, noise motion, efc. Some radar embodimenis operate
similarly to the described LIDAR embodiments where the radar is a scanning radar, e.g., Active
Electronmically dcanned Array (ABESA), and obtams a 40 scan map of the environment. Other

radar configurations are within the scopes o various embodiments.

28] in at least one embodiment where the sensor meludes an RE fransceiver or radio, the
images 140 mclude, but are not himited to, RF noises and mierference. In at least one RF
embodiment, 1-way or 2-way communication across a radio channel is emploved where the
sensor is an R transceiver on the vehicle, and a marker or sign includes a communication
antenng that generates the encoded data in the form of RF signals. For example, 8 bidirectional
anfenna 15 provided as the sign, and another bidirectional antenna 1s provided as part of the RY
transceiver on the vehicle. The generaled and captured encoded data mclude RF signals m
accordance with a bidirectional commumication protocol. In at least one embodunent, m
addition {0 communication guality, the communication speed is also a metric m the objective

function {0 be optimized. As m the other described embodiments, 3 realistic environmental

10
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simiiation i1s performed by the environmental filter 120 to distort the encoded data in the RE
signals by overlaying onto the realisfic channel traffic. In atf least one embodiment, the channel
traffic is recorded beforshand in the operational area of inlerest and used in the environmenial
sitnuigtor 120 io optimize the communication protocol for the expected clectromagnetism in the

environment.

3029 The signature data 128 output from the environmental filter 120 are fed fo the
decoder 130 which learns to extract and decode the encoded data 114, despiie the simulated
environmental conditions caused by the at least one randomized image 140, to attempt to
reconstruct the input data 112, The decoded daia 132 output by the decoder 130 are compared (o
the mmput data 112 io obtain a reconstruction error. In at least one embodiment, the
reconsiruction error 1s evaluaied by a loss funciion. An objective of the training is {o munimize
the loss function. For example, error values are calculated for nodes of the output layer of the
decoder 130 where the decoded data 132 are outpul. The error values are then back~-propagated
from the output laver of the decoder 130, through other layers of the neural network including
the decoder 130, environmental filier 120 and encoder 110, to the mput laver of the encoder 110
where the mput data 112 were recetved. The error values are used to calculate the gradient of
the loss function. The gradient of the loss funciion 18 used m an optimyization glgonthm {o
update or adjust the weighis of the nodes in the neural network, in an atiempt 0 minimize the
ioss funciion. By passing g large number of sets of mput data (also referred o herein as mput
tramming data) through the encoder 110, and randomly applymg various fransformations and/or
randomly combining various environmental condition simulation images by the environmental
fitter 120, a large number of seis of decoded data {(also referred to herein as decoded framning
data) are generated by the decoder 130. The back-propagation and optimization process is
performed multiple times for cormresponding pawrs of mput tramnmg data and decoded framing

gata to find the oplimal solution for the encoder to generate the encoded data to be

11
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embedded 1in a8 marker, and for the decoder o decode the encoded data captured {from
the marker. In at least one embodiment, the solufion is an “end-to-¢nd” optimization of
the encoder, environmental filter and decoder, rather than a local optimization of
cach componeni. When the training of the encoder 110 and decoder 130 together with the
environmental filter 120 is considered completed, the trained pair of encoder and decoder is
deployed for real world operations. The above described leammg technique with end-to-end
optimization and back-propagation 15 an example. Other learning technigues are within the

scopes of various embodiments.

{LIR] Fig. 2 is a diagram of a system 200, in accordance with ong or more
embodiments. In some embodiments, the system 200 inchides a traimed pair of encoder
and decoder in real world operations. In at least one embodiment described herein, the sysiem
200 mmplements an online tiraining phase for fine-tuning a pair of encoder and

decoder that has been trained offline, for example, by the system 100,

3031 In 3 real world operation amrangement in accordance with some embodiments, the
systemn 200 comprises a frained encoder 210 and a tramed decoder 230, In at least one
embodiment, the tramned encoder 210 and the framed decoder 230 correspond to the encoder 110
and the decoder 130, respectively, that have been tramed together with the environmental filier
120 m the system 100 of Fig. 1. The trained decoder 230 is deployved on a vehicle 250
configured (o travel along a guideway 260. The tramed encoder 210 encodes imput daia
mnfended for the vehicle 230 mnto encoded data which are embedded m at least one marker 270

arranged along the guideway 260.

3032} The vehicle 250 mchudes a sensor 252, a compubting platiorm 254 and an
acceleration and braking system 256. The sensor 232 is configured 1o capture the data encoded

by the tramned encoder 210 and embedded m the least one marker 270 along the guideway 260.

12
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in at least one embodiment, the sensor 252 18 g camera operating i the visual/visible domam of
the electromagnetic spectrum. In some embodiments, the sensor 252 is configured 1o capture
daia in 4 non-visual domain, such as NIR, FIR, LIDAR, radar, or R¥. Examples of the sensor
252 mchde, but are not hmated 1o, NIR sensor/camera, FIR sensor/camera, LIDAR scanner,
radar scanner and RY fransceiver. The type and/or operating domam of the sensor 2527 is/are
selected based on the type of the least one marker 270 from which the sensor 252 s configured

to capture data.

33 The computing platform 254 is coupled 1o the sensor 252, for example, through an
/0 mierface. The computing platform 254 inchudes hardware, or a combimation of hardware
and software. In at least one embodiment, the computing platform 254 corresponds to a
computing piatform described with respect to Fig. 4. The trained decoder 230 is implemented
on the computing platiorm 254. In the example configuration i Fig. 2, a vehicle on-board
controlier {VOBC) 258 and a position estumgtor 237 are also mmplemented on the computing
piattorm 254, Other configurations are within the scopes of various embodiments. For
example, the VOBC 258 1s suplemented on a different computing platform from the computing

platform 254 of the trained decoder 230, and/or the postiion estimator 257 s omitted.

(034 The acceleration and braking system 256 18 coupled to the VOBC 238 o be
controlied by the VOBC 258, In an example configuration, the acceleration and braking system
256 includes an engine or an eleciric motor for moving and accelerating the vehicle 250, and a
break for decelerating and stopping the vehicle 250. Other movements of the vehicle 250 are
also eftected by the acceleration and braking system 256 i various embodimments. Kor example,
i embodunents where steering of the vehicle 250 (e.g., a road vehicle} 1s possible, the
acceleration and brakmg system 256 also mchudes a steering mechanism for steering the vehicle

234,

13
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LEIRRY The sensor 252 15 configured to capture encoded data generated by the frained
encoder 210 and embedded in the least one marker 270 mnstalled along the guideway 260. The
trained decoder 230 is configured to decode the encoded dala caplured by the sensor 252 to
generate decoded data corresponding 1o the mpwd data encoded mnto the encoded data by the
tramed encoder 210, The YVOBC 258 1s configured to control the vehicle 250, through the
acceleration and brakmg system 256, based on the decoded data supplied from the trained
decoger 230, Because the tramed decoder 230 has been trained by machine learmmmg together
with the trammed encoder 210 t0 operate m various environmental conditions sunuiated by the
environmental filter 120, the input data intended for the vehicle 250 and encoded by the trained
encoder 210 15 accurately decoded by the trained decoder 230 and the vehicle 250 15 therefore

precisely controlled.

[ 3O36] In at least one embodiment where the position estimator 257 15 provided, the
decoded data output by the tramed decoder 230 are supphied to the posthion estimator 2357 which
processes the decoded data and provides an accurate position of the vemcle 250 1o the VOBU
258 for precise control of the vehicle 250. In at least one embodiment, the postion estunator
237 obtaing the position of the vehicle 250 based on data fed from an external sensor miterface
259, m addition (o the decoded data supplied by the traimned decoder 230. For example, the
position estimator 237 s based on a unscented Kalman Filier (KEF) which uses one or more types
of sensors inchiding, but not kmited to, (3) low cost mertial measurement unt (ML, (b)
commercial off-the-shelf (COTS) radar and {(¢) landmark. A landmark example configuration is
described herem. The landmark, which is fied fo a unigue geographical location on the map is
used 1o intialize the posifion at “cold start.” The guideway map is represenied with g diagraph
{e.2., a neiwork of nodes and edges) with the position determined in terms of edge identifier and
the offset (from a node). This s stmilar o a fechnology i which the edges are “straight” lines.

In reality, the edges are 31D curved lines and therefore the edges’ 3D curvature 1s represented by

14
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cubic splines, 1e., beiween two edges support points are determined and a cubic sphine
represents the 3D curvalure between support points pairs. Neighbouring splines i each support
point are set to satisly equality of the spline value, s first derivative and second derivative.
Once the position 18 mitiglized, the position 18 ¢stimaied {(e.g., by a prediction} using the IMU 3D
specific force and angular speed measuremenis. The predicted position 1S constramned to the
spline. This examplie configuration is a unigue to ratlways as the train is constramed {o the rails.
Then, the speed measurements (from the sensor, such as a radar) and location miormation (from

the landmark) are used to updaie the predicted position.

G037 As described herein, the trained encoder 210 encodes mmput data mtended for the
vehicle 250 mto encoded data which are embedded m at least one marker 270. The mput data
intended for the vehicle 250 mnclude, but are not limiled o, landmark reterence location in ferms
of I} or geographical coordinates, direction of travel, speed limils, temporary restrictions eic.
In at least one embodiment, to ensure the mtegrity of the decoded dala, an integniy signature
such as, but not limited to, a checksum, CRC, M4, M{3 or MID6 crypiographic hash function
is embedded m the input data supplied o the {framed encoder 210. The decoded daia ouiput by
the trained decoder 230 will include a data portion corresponding to the input data intended for
the vehicle 230, and 3 cryplographic hash. The tramned decoder 230 or the VORC 238 of the
vehicle 250 will verity the data stream integrity by comparing the cryptographic hash included
it the decoded data with a crypiographic hash calculated from the conient of the data portion of

the decoded data.

3038 The encoded data generated by the framed encoder 210 are embedded m the least
one marker 270 which mcludes a static sign 272 (also referred fo herem as passive sign or static
marker) and/or a digifized sign 274 (also referred to herein as active sign or vaniable marker).

The static sign 272 is a sign m which the encoded data are permanently embedded, for example,

13
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by printing, painting, moiding, or by a fixed physical configuration such as size, shape or patiern
of the sign’s portion where the encoded data are embedded. In other words, the static sign 272 15

not configured {o dynamically change or updals the embedded encoded data.

339 In contrast, the digitized sign 274 is configured o change or update the embedded
encoded data. For example, the encoded data embedded m the digitized sign 274 are changeable
clectrically, i.e., by an electric signal, although other configurations are within the scopes of
various embodiments. In the example configuration in Fig. 2, the digifized sign 274 has an
antenng 276 communicable with a corresponding antenna 286 of a wayside controller 280
arranged near or along the guideway 260, For example, the antenna 276 and antenng 286 are
antennas of Long Range Wide Area Network (LoRA-WAN) radios. The wayside controller 280
includes hardware, or a combmation of hardware and software. In at least one embodiment, the
wayside confrolier 280 corresponds fo a computing platform described with respect to Fig. 4.
The waysige controlier 280 mcludes the trammed encoder 210 and an ncident reporier 284, For
example, the moident reporter 284 wmcludes a wired or wireless communication circunt
communicable with a traffic control center to receive therefrom updated traffic mformation or
command, e.g., mformation about incidents ghead or temporary speed restrictions. The updated
traflic information or commangd received by the incident reporier 284 1s supphied as updated
mput data to the trained encoder 210. The trained encoder 210 generates updated encoded data
from the updated mput data, and the wayside controller 280 transmits the updated encoded data
vig the antenna 286 and antenna 276 to the digitized sign 274, The digitized sign 274 update the
cncoded data embedded therein, ¢.g., by showing the updated encoded data on a display, for
example, an (Intemet of Things) IoT LED display that is reprogrammable in real-time from the

wayside controller 280 to display the updated mformation.
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30401 in at least one embodiment, both sign types, e.8., a static sign 272 and a digifized
sign 274, are used to display the same encoded data, to allow for redundant data transmission

beyond the described use of wayside radios.

F3041 ] The above description is an exampie, and other configurations are within the scopes
of varous embodiments. For c¢xample, multiple mstances of the tramed encoder 210 are
arranged along the guideway 260 m multiple wayside controllers 280 to update mulfiple
gigitized signs 274, while another msiance of the frammed encoder 210 is mstalied m a
manufacturing faciity {not shown)} where static signs 272 are made. In at least one embodiment,
the wayside controlier 230 is communicated by a wire or cable with the digitized sign 274, or the
wayside controller 280 1s a handheld device that s pluggable mnto the digitized sign 274 o

update the embedded data.

[B042] In an online traming arrangement 1 accordance with some cmbodiments, the system
200 comprises an offime-trained encoder 110 instead of the frained encoder 210, and an offline-
trained decoder 130 mnstead of the tramned decoder 230,  Other components of the system 200

are the same as or similar to those described i the real world operation arrangement.

F3O43] The offtine-trained encoder 110 and offlme-tramed decoder 130 have been tramned
together with the environmental filler 120 m the system 100 as described with respect to Fig. 1.
The traming phase i the system 100 15 referred to, m at least one embodiment, as offline
traming, because the encoder 110 and decoder 130 are frammed with environmental condition
simulation provided by the environmental filter 120, without involving real world data capturing
using a sensor.  In some embodiments, the leaming result of the offline tramming 18 acceplable,
and the oifiine~-tramed encoder 114 and ofiime-frammed decoder 130 are deploved as the tramed
encoder 210 and frained decoder 230, respectively, for real world operations. In at least one

embodiment, the leaming resull of the offhine framning s further mnproved or fine-tuned by the
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onlinme training phase n the system 200, in which the ofiline-tramed encoder 110 and offline-
trained decoder 130 are coniinued o be trained but with real world data capturing through the

sensor 252, instead of the simulation provided by the environmental filter 120,

[3044] In an example of the online {raining phase, the oilfline-trained encoder 110 and
offline-trained decoder 130 are rvan m real-time with at least one active sign, such as the digitized
sign 274. In at least one embodiment, at least one passive sign, such as the static sign 272, 18
used. The encoder 110 generates encoded data {o be embedded m the active or passive sign, and
the decoder 130 decodes data captured by the sensor 252 (e.g., a camera, a LIDAR or radar
scanner, or an R radio/transceiver) to compute the reconsiruction error as in the offline tramning
phase. The error gradient 15 back-propagated through the decoder 130 as m the offline {raining
phase. However, unitke m the offiine trainng phase, # 18 not back-propagated through the
environment since the environmental model is not completely known. Therefore, supervised
leaming for the encoder 110 15 not periormed m some embodimenis. In at least one
embodiment, remforcement ieaming 1s performed nstead for the encoder 1140, without gradient
information from the objective or the decoded data, but with an addifional award/penally metric
communicated from the vehicle 230, e.g., from the computing platform 254 which runs the
decoder 130 and compuies the error. The encoder 110 18 then tramned with this additional
award/penalty metric. In some embodimenis, since the encoder 110 and decoder 130 are already
mostly trained in the offline {raming phase, the onling fraining phase s simply a fine-tyning for
the exact operational environment m the real world, and as such the learning rates are set very
low for the online fraiming phase. Afier the online trawmng phase, the encoder 110 and decoder
130 are considered as the trained encoder 210 and tramed decoder 230, respectively, and are

ready for real worlkd operations.
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(0045] Compared to alternative approaches, such as KFID or QR encoding, one or
more of the following advantages are achievable in al least one embodiment: {1 ) Robust
and reliable sign signature (encoded data) decoding in real-time raitlway or road
vehicle environment, {2} Kobust and religble sign signature decoding without
classification of the detected sign, {3) Sign signature crypiographic hash verification
in real-time railway or road vehicle environment, (4} Sign signature cryptographic
nash verification without classification of the detected sign, {(3) Kobust, reliable and
accurate {(+/- 10cm) estimation of the range 10 the sign mm reai-fime railway or road
vehicle environment, (6} Robust, reliable and accurate (+/- 10cm) estimation of the
range to the sign without classification of the detected sign, {7} Fully secure data

encryption embedded 1o the system through the use of deep neural networks.

[0346]  In an example, alternative approaches for sign detection, classification and
decoding, mchde barcode or QR decoding typically based on ad~hoc computer vision
aigorithms with relatively poor reliability typically far lower than 90% accuracy
even when working under ideal condiiions. Under harsh environmental conditions
such as weather, lighting, visibility, etc. barcode or QR decoding algorithms will
have a significantly poorer success rate. Barcode or QR decoding algorithms do not
estimate the range to the sign and do not address secure data transmission issues.
Barcode or QR decoding algorithms are designed for the consumer market or storage
facility applications and not for encoded data {signature} decoding by a system
installed on a vehicie moving at high speed on the guideway in harsh environmental
condifions with long-range reliably detection capability. These disadvantages are

resolved by the approaches described herein with respect o one or more embodimentis.
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(0047]  In another exampie, alternative approaches inciude RFID tags used to track
vehicles through transmitting IDs {0 a train’s RFID reader when the train drives over
the RFID tag. This technology suffers from one or more of poor accuracy, high ¢cost,
nigh false negative detection and m some cases reguire external power which may be
difficuit to route over long tracks. (ther potential issues include high insiallation
and maintenance cost, high false negative and high false positive because of a lack
of unique identitiers. In contrast, the approaches described herein with respect (0 one or
more embodimenis permit encoded data (signature) embedded in a sign t{o be
decoded in a much more cosi etfeciive manner than using fraditional localization
techniques such as RFID tag or loop crossover technologies. Reasons include, but are
not mited o, (a) the on-board sensor and computing platform cost 1s less than the
cost of the REFID reader and 1fs associated computer, and (b} less trackside
infrastructure is needed and with much lower life cycle cost (less mainienance).
From the operation view poini, the approaches described herem with respect {0 one or
more embodiments provide the sign detection range that 1s longer than the RFID tag

or loop crossover detection range and with more accurate {lower} position error.

(048]  Specifically, mn some embodiments, once trained, cither offline or both offline
and online, the framned encoder is configured to optimally encode input data to output
encoded data in the form of g robust, unique and secure paitern {signature}, and the

traimed decoder 1s configured {o optimally decode the paitern (signature}.

[30349] In some embodiments, 8 sensor operating in the visual specirum domain or
in 8 non-visual spectrum domain captures the encoded data embedded 1n a sign to
output captured data im the form of 2I3/3D pixels matrix {¢.g., where the sensor

inciudes a camera) or 3D/400 point cloud data {(e.g., where the sensor includes a
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LIDAR or radar scanner}. The decoder has already been frained together with the
encoder to decode the encoded data in various harsh environmental conditions {such
as different orientation or relative position between the sensor and the sign, different
visibility conditions due to weather or lighting, partial "observability”™ of the
encoded data on the sign because of dirt, paint, mud or any other obstruction on the
sign or on the vehicle's windshield interfering with the decoded data detection).
Therefore, it 1s possible in at least one embodiment for the decoder to extiract the
encoded data fvom the sign, without relyving on any detection algorithms. This is
robust to real-world conditions and 1s computationally far simpler than alternative
methods, such as QR encoding. For example, QR encoding relies on the 3 finders at
the corners of a sign to detect that the sign 1s actually a QR sign. The {rained
decoder in accordance with some embodiments is configured to decode the data

encoded by a paired, trained encoder, without dependency on such information.

(G033 In some embodiments, since convolutional neural nelworks gre easily
generalizable, general purpose GPU computing (GPGPU)Y methods are usable o
greatly accelerate decoding, far surpassing the speed of barcode decoding from

IMages.

0031] In some embodiments, since the iraiming farget 15 the opiimal
encoding/decoding of data {or secured data transfer, when an RF transceiver {(radio)
is used as a sensor, the throughput of the link 1s optimal in the context of data

decoding.

(0052]  In some embodunents, the miegrity of the data encoding/decoding is mnproved, for
example, by incorporating an miegrity signature such as a checksum or a cryptographic hash

function in the input data 10 be encoded.
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100531 In some embodiments, the tramned decoder, also referred to herein as real-fime
decoder, 18 deployed on a low power embedded computing platform with
heterogengous computing support, such as but not imited to an NVIDIA Jetson TXZ,
In ai least one embodiment, this arrangement is advantageous in that no, or only
minimal, change is required to be made to the existing hardware of a vehicle,

sspecially its VOBC.

[3054] In some embodiments, because the encoded data (signature) embedded mn a
sign are generated and decoded using neural network techniques, it s improbable {o
generate fake signs or decode exisiing signs  without having physical
encoder/decoder which are complex systems with millions of parameters that is very
difficuit to reproduce. Security of the mput data intended for a vehicle 1s therefore

enhanced.

3055  Although an intended practical application of one or more of the described
embodiments i1s CBTC systems with the capability of the on-board system, including a
trained decoder, to accurately localize the vehicle on the guideway with sufficiently
low probability of false positive and false negative localization, other practical
applications are within the scopes of various embodiments. In at least one embodiment, further
practical applications include highly reliable, encrypted data transmission. For example,
a neural network encoder/decoder pair is {rained together with an environmental
filter to learn the optimal f{ransmission seguences for highly reliable data
transmission in heavy electromagnetic field (EMK) environments over an RF

channel.

[0036] 2 Fig. 3A 1s flow chart of a3 method 300A, m accordance with one or more

embodiments. In al least one embodiment, the left-side part of the {low chart in Fig. 3A
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imclude operations in an oifiine training as described with respect {0 the system 160 m Fig.
1, and the right-side part of the flow chart in Fig, 3A include operations in a real world operation

as described with respect to the system 200 in Fig, 2.

(0037  As indicaied at loop operation 310, the method 300A includes operations
312, 316, 318 and 320 which are repeatedly performed for each of a phurality of mput
traming data and/or cach of a plurahity of environment simulations. For example, operations
312, 316, 318 and 320 arc performed for each set of mput {raming data 112 mput 1o the

encoder 110 and ecach environment simulation applied by the environmental filter 120,

I0088] At operation 312, encoded training data are generaled by an encoder in
training. For example, a set of encoded {ramning data 114 is generated by the encoder

110 from a set of mput tramung data 112 mput thereto.

[B03%] At operation 316, training signature data are generated by an environmental
filter. For example, the environmental filter 120 applies al least one environment simulation to
the set of encoded training data 114 generated by the cncoder 110, to obtain a
corresponding set of {raining signature data 128. The set of i{raining signature data

28 includes the set of encoded training data 114, buif in a form more difficult o
detect or decode due to the at least one environment simulation applied by the environmental
filter 120. In at least one embodiment, the at least one environment simulation applied by the
environmental filter 120 includes at least one randomized image 140 superimposed on the set of
encoded tramning data 114. In at leasi one embodiment, the at least one environment simulation
applied by the envivonmental filter 120 further mcludes include one or more randomized image

transtormations.,
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(006031 At operation 318, decoded training data are generated by a decoder in
training. For example, 8 set of decoded training data 132 is generated by the
decoder 130 from the set of training signature data 128 input thereto from the

environmental fiiter 120,

[0061] At operation 320, the encoder in tramning and the decoder in training are
optimized. For example, an end-to-end optimuzation and back-propagation process 18 applied
to learn an optimal solution to encode and decode data under simulated environmental

conditions.

(30621 When the optimal solution fo encode and decode data under simulated
environmental conditions has been oblained after a large number of iterations of
operations 312, 316, 318 and 320, the loop operation 310 i1s terminated and the
encoder 110 and decoder 130 are comsidered trained. The process proceeds to next

operation 350.

IB063] At operation 350, the trammed encoder and decoder are deploved. For
example, the tramed encoder 1s deployved as an encoder 210 {0 a wayside coniroller 280 fo
update in real-time a corresponding digitized sign 274. Additionally or alfernatively,
another mstance of the tramned encoder 18 deploved to 2 manufacturing facility {not shown)
where a stafic sign 272 1s made. On the other hand, the trammed decoder 230 18 deploved on a

vehicle 250.

({G064] At operation 352, encoded data {(signature) are generated by the ftramned

encoder 210 from mput data intended for the vehicle 230.

10063] Al operation 354, the generated encoded data (signature) are embedded in

One or more markers. For example, the encoded data generated by the framned encoder 21{
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in the wayside controtler 280 are transmitted to the digitized sign 274 and embedded, e.g.,
displaved, 1 the digitized sign 274 in a changeable manner. Additionally or alternatively, the
encoded data generated by another mstance of the trained encoder deploved at a
mmanufachomg facility are embegded m the stalic sign 272 in 3 permanent manner, The siatic
sign 272 and/or digitized sign 274 is/are arranged along a guideway 260 of the vehicle 250 to

be captured and decoded.

(3066] At operation 356, the embedded encoded data (signature) are capiured by a
sensor on the vehicle. For example, a sensor 232 on the vehicle 250 ¢captures the embedded
encoded data from the static sign 272 and/or digitized sign 274, and output the captured dala o

the tramed decoder 230 on board the vehicle 250.

[B067] At operation 358, decoded data are generated by the tramed decoder 230 by
decoding the captured data output by the sensor 252. Because the trained encoder 210
and the frammed decoder 230 have been trained together by machine learning under
various simuliated environmental conditions, the decoded data oufput by the trained decoder

234 match the nput data imput to the tramed encoder 210, with low probability of errors.

[B068] At operation 360, the vehicle is conirolled based on the decoded data are
generated by the trained decoder. For example, a VOBC 258 of the vehucle 250 receives
the decoded data, which essentiaily maich the mput data mitended for the vehicle 250, and then
conirols movement of the vehicle 250 based on the decoded data through an acceleration and
braking system 256 of the vehicle 250, One or more advantages achievable in the system

100 and/or system 200 1s/are also achievable in the method 300A.

[ B86%) 2 Fig. 3B i1s flow chart of 8 method 3008, in accordance with one or more

embodiments. In at least one embodiment, the left-side part of the flow chart 1n Fig. 3B
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imnclude operations in an online training as described with respect to the system 200 m Fig,
2, and the right-side part of the flow chart in Fig, 38 mclude operations m a real world operation

as also described with respect to the system 200 in Fig. 2.

[0070]  As indicated at reference numeral A in Fig. 3B, the method 300B includes,
before operation 322, an offline training sumilar to that described with respect to

operations 310, 312, 316, 318 and 320 1n Fig. 3A.

(0871] At operation 322, the offline-irained pair of encoder 110 and decoder 130 is
deployed for online fraining, for example, in 38 manner similar {o the deployment

gescribed with respect {0 operation 330,

10072] As mdicated at loop operation 330, the online-training in the method 3008
inciudes operations 332, 334, 336, 338 and 340 which are repeatedly performed for each
of a plurality of further input training data and/or each of a plurality of real world environment
conditions. For example, operations 332, 334, 336, 338 and 340 are performed for each
set of further mmput traming data mput to the offline-trained encoder 110 and each real

world environment condition that affect data capfuring by the sensor 252.

(B073] 2 At opergtions 332, 334, 336 and 338, further encoded training data are
generated by the offline-trained encoder 110 from a set of further imput training dala,
embedded in a8 marker 270, captured by the sensor 252 and decoded by the decoder 130 in
manner similar to how encoded data are generated, embedded, captured and decoded
in the real world operation described with respect to operations 332, 334, 356 and 358 m

Fig. 3A, respeciively.
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(0074] At operation 340, the offiine-trained encoder 110 and the offline-trained
decoder 130 are optimized or fine-funed, for example, as described with respect {o the

online {raining in the system 200.

(0075 When the optimal solution to encode and decode data m the online fraining has
been obtained or hine-tuned after a mumber of iterations of operations 332, 334, 336, 338
and 340, the loop operattion 330 1s terminated and the encoder 110 and decoder 130
are considered itrained, both offiine and omniline. The process proceeds to the real
world operation as described with respect to Fig. 3A, at operations 350, 352, 354, 356, 358
and 360. One or more advantages achievable in the system 100 and/or system 200

is/are aiso achievable in the method 3008.

HO076] The described methods mclude example operations, but they are not necessarily
reguired to be performed in the order shown. Operations may be added, replaced, changed
order, and/or ehiminated as appropriate, in accordance with the spirit and scope of
embodiments of the disclosure. Embodiments that combine different features and/or different
embodiments are within the scope of the disclosure and will be apparent (o those of ordinary

skill in the art after reviewmg thas disclosure.

3077 Fig. 4 18 a block diggram of a computing platform 400, o accordance with one or
more embodiments. In some embodiments, one or more of the encoder 110, environmenial
filter 120, decoder 130, trained encoder 210, trained decoder 230, computing platform 254,
YOBC 258, wayside conirolier 280 i1s/are unplemented as onc or more computing platiorm(s)

400,

G078 The computing platform 400 mcludes a spectlic-purpose hardware processor 402
and a non-transitory, computer readable storage medium 404 storing computer program code

433 and/or data 405. The computer readable storage medium 404 is also encoded with

27



WO 2019/229728 PCT/IB2019/054595

mstructions 407 for interfacing with the vehicle 250. The processor 402 is elecirically
coupled o the computer readable storage medium 404 via a bus 408. The processor 402 is
also elecirically coupled to an I/0 inferface 410 by the bus 408, A network interface 412 is
elecirically connected to the processor 402 vig the bus 408, The network mierface 412 is
connected to a network 414, so that the processor 402 and/or the computer readable storage

medium 404 1s/are connectable to external elemenis and/or systems via the network 414.

0791 In some embodiments, the processor 4082 1s a ceniral processing unit {CPU), a
multi-processor, & distnibuted processing system, an application specific integrated circuit

(ASIC), and/or g suitable hardware processing unit.

FO0RG] In some embodiments, the processor 402 1s configured to execute the compuier
program code 403 and/or access the data 405 stored in the computer readable storage medium
404 m order to cause the computing platform 400 to perform as one or more components of
the system 100 and/or system 200, and/or 1o perform 8 portion or all of the operations as

described in the method 300A and/or method 300B.

081 in some cmbodiments, the processor 402 is hard-wired {e.g8., as an ASIC) o cause
the computing platform 400 to perform as one or more components of the system 100 and/or

system 200, and/or to perform a portion or all of the operations as described in the method

IQ0A and/or method 3008,

0082} In some embodunents, the computer readable storage medmm 404 i3 an
clectronic, magnetic, optical, clectromagnetic, mnfrared, and/or a senmuiconductor system {or
apparatus or device). For example, the computer readable storage medium 404 mcludes a
semiconductior or solid-state memory, a magnetic tape, a removable computer diskette, a
random access memory (RAM), a read-only memory (ROM), a rigid magnetic disk, and/or an

optical disk. In some embodiments using optical disks, the computer readable storage
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medium 404 includes g compact disk-read only memory (CI-ROM), a compact disk-

read/write (CD-R/W), and/or a digital video disc (BVD).

[G083] in some embodiments, the /O interface 410 1s coupled o external circuifry. In
some embodiments, the VO imlerface 410 inchudes a keyboard, keypad, mouse, trackbali,
trackpad, and/or cursor direction kevs for conmununicating information and commands 1o

processor 4402,

084 ] in some embodiments, the network mterface 412 allows the computing platiorm
430 to communicate with network 414, {o which one or more other computing platiorms are
connected. The network inderface 412 immcludes wireless network interfaces such as
BLUETOOTH, WIFL WIMAX, GPRS, or WCDMA: or wired network mterface such as
ETHERNET, USB, or IEEE-1394. In some embodiments, the method 300A and/or method
300 is/are implemented in two or more computing platforms 400, and various executable
mstructions and/or dala are exchanged between different compuling platiorms 400 via the

network 414.

08S] By being configured to execcute some or all of functionalities and/or operations
described wih respect to Figs. 1, 2, 3A and 3B, the computing platiorm 400 enables the
realization of ong or more advantages and/or effects described with respect to Figs. 1, 2, 3A

and 3B.

O086] In some embodiments, a system comprises a newural network encoder, an
environmental filier and a neural network decoder. The neural network encoder is configured
to generate encoded data from inpui data. The environmental filter is communicably
connected with the encoder and configured to combine the encoded data with at least one

randomized image to generate signature data corresponding to the mput data. The neural
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network decoder is configured to be tramed together with the encoder and the environmental

filter to decode the signature data to generate decoded data corresponding to the mput data.

{tEG T In some embodiments, a system comprises, on g vehicle configured to move along
a guideway, a sensor, a trained neural network decoder, and a controller. The sensor is
configured to capture encoded data embedded 1 2 marker mstalled along the guideway. The
decoder is configured to decode the encoded data captured by the sensor to generate decoded
data corresponding to mput data encoded into the encoded data by a trained neural network
encoder. The coniroller is configured to conirpl the vehicle based on the decoded data. The
decoder and the encoder have been tramed fogether with an environmental filier. The
environmental filler combined encoded {raining data generated by the encoder in {raining
with a plurality of randomized tmages {0 generate {raining signature data to be decoded by

the decoder in fraining.

OR8] In a3 method m accordance with some embodiments, a neural network encoder, 8
neural network decoder, and an environmental filter are frained together. In the traming, the
encoder generates a phurality of sets of encoded training data corresponding to a plurality of
seis of mput traming data, the environmental filter combines randomized mages m & non-
visual domain with the plurality of sets of encoded traming data to generate a plurality of seis
of training signature daia, and the decoder decodes the pluralidy of sets of training signature
data to generale a plurality of sets of decoded training data. The encoder and the decoder are
optimized based on the plurality of sets of mput training data, the randomized images, and the
pluraiity of sets of decoded traming data.

3089 it will be readily seen by one of ordinary skill in the art that the disclosed
embodiments fulfill one or more of the advantages set forth above. After reading the
foregoing specification, one of ordinary skill will be able to affect various changes,

substitutions of equivalents and various other embodiments as broadly disclosed herein, 18
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therefore infended that the protection granted hereon be himtled only by the definstion

contained in the appended claims and equivalenis thereof.
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WHAT IS CLAIMED IS:
1. A system, comprising:

a neural network encoder configured to generate encoded data from input data;
an environmental filter communicably connected with the encoder and configured to
combine the encoded data with at least one randomized image to generate signature data
corresponding to the input data; and
a neural network decoder configured to be trained together with the encoder and the
environmental filter to decode the signature data to generate decoded data corresponding to
the input data, wherein
the at least one randomized image includes non-visual domain data representing
at least one real-world condition under which the encoded data is to be captured before
decoding.
2. The system of claim 1, wherein
the non-visual domain data include at least one of near infrared (NIR) noises, far
infrared (FIR) noises, Light Detection And Ranging (LIDAR) noises, radar noises, or
radio frequency (RF) noises.
3. The system of claim 1, wherein
the environmental filter is further configured to apply at least one randomized image
transformation to the encoded data.
4, The system of claim 3, wherein
the at least one randomized image transformation includes at least one of distortion,
skew, rescaling, rebalance, normalization, or equalization.
5. The system of claim 3, wherein
the encoder is a deconvolution neural network encoder, and

the decoder is a convolution neural network decoder.
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6. A system, comprising:

a sensor on a vehicle configured to move along a guideway, the sensor configured to
capture encoded data embedded in a marker installed along the guideway;

a trained neural network decoder on the vehicle, the decoder configured to decode the
encoded data captured by the sensor to generate decoded data corresponding to input data encoded
into the encoded data by a trained neural network encoder; and

a controller on the vehicle, the controller configured to control the vehicle based on the
decoded data,

wherein the decoder and the encoder have been trained together with an environmental filter
which combined encoded training data generated by the encoder in training with at least one
randomized image to generate training signature data to be decoded by the decoder in training, and

wherein the at least one randomized image includes non-visual domain data representing at
least one real-world condition under which the encoded data is to be captured before decoding.

7. The system of claim 6, wherein

the sensor includes at least one of a near infrared (NIR) camera, a far infrared (FIR)
camera, a Light Detection And Ranging (LIDAR) scanner, a radar scanner, or a radio frequency
(RF) transceiver.

8. The system of claim 6, further comprising the encoder configured to be trained
online with the decoder, wherein

the encoder is configured to encode input training data into encoded training data to be
embedded in a marker and captured by the sensor,

the decoder is configured to decode the encoded training data captured by the sensor to
generate decoded training data, and

the encoder and the decoder are configured to be fine-tuned based on the input
training data and the decoded training data.

9. The system of claim 6, further comprising:
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the marker which is a variable marker in which the embedded encoded data is
electrically variable.
10. The system of claim 9, further comprising:
a wayside controller communicably connected with the variable marker,
wherein the wayside controller comprises the encoder configured to
generate encoded updated data in response to updated data intended for the
vehicle and received at the wayside controller, and
communicate the encoded updated data to the variable marker to embed the
encoded updated data therein.
11. The system of claim 6, further comprising:
the marker which is a static marker having the encoded data permanently embedded
therein.
12. A method, comprising:
training a neural network encoder, a neural network decoder, and an environmental filter
together, said training comprising:
generating, by the encoder, a plurality of sets of encoded training data
corresponding to a plurality of sets of input training data,
combining, by the environmental filter, randomized images in a non-visual domain
with the plurality of sets of encoded training data to generate a plurality of sets of training signature
data, wherein the randomized images in the non-visual domain represent a real-world condition under
which encoded data generated by the encoder is to be captured for decoding by the decoder,
decoding, by the decoder, the plurality of sets of training signature data to
generate a plurality of sets of decoded training data, and
optimizing the encoder and the decoder based on the plurality of sets of input
training data, the randomized images, and the plurality of sets of decoded training data.

13. The method of claim 12, further comprising,
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after said training which is offline training,
online training the offline-trained encoder and the offline-trained decoder
together, said online training comprising:
deploying the offline-trained decoder on a vehicle;
capturing, by a sensor on the vehicle, further encoded training data
embedded in a marker along a route of the vehicle, the further encoded training data
generated by the offline-trained encoder from further input training data;
decoding, by the offline-trained decoder, the further encoded training data to
generate further decoded training data; and
fine-tuning the offline-trained encoder and the offline-trained decoder based
on the further input training data and the further decoded training data.
14. The method of claim 13, wherein
the sensor is configured to capture data in the non-visual domain, and
the encoded data generated by the encoder is to be captured, in the non-visual domain,

by the sensor for decoding by the decoder.
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15. The method of claim 12, further comprising:
deploying the trained decoder on a vehicle;
capturing, by a sensor on the vehicle, encoded data embedded in a marker along a
route of the vehicle, the encoded data generated by the trained encoder from input data;
decoding, by the trained decoder, the encoded data to generate decoded data

corresponding to the input data; and

controlling the vehicle based on the decoded data.

16. The method of claim 15, further comprising:

embedding the encoded data into the marker in an electrically changeable manner.

17. The method of claim 16, further comprising:

in response to updated data intended for the vehicle, generating, by the trained
encoder, encoded updated data from the updated data; and

communicating the encoded updated data to the marker to embed the encoded updated
data therein.

18. The method of claim 15, further comprising:

permanently embedding the encoded data into the marker.

19. The method of claim 15, wherein

the input data includes input information for controlling the vehicle, and an
integrity signature of the input information, and

the decoded data includes decoded information corresponding to the input
information, and a decoded integrity signature corresponding to the integrity signature of
the input information,

the method further comprising verifying data integrity based on the decoded

integrity signature and an integrity signature calculated from the decoded information.
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