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BACKGROUND OF THE INVENTION

Field of The Invention

The present invention relates generally to monitoring a remote site. More
particularly, the present invention is directed to monitoring a remote site by providing real time
transmission of outputs from a plurality of digital and/or analog multistate sensors which detect
intrusion and/or fire or other environmental or other parameter, and communicate this
information in an efficient, and effective format.

Background Information

Existing intrusion detection systems and their respective monitoring stations
typically provide binary off/on alert information to the user. Known security systems employ
binary status detection devices due to the availability and low cost of these sensors, and report
only active (versus inactive) alarm status information. For example, an indicator, such as a lamp

or audible output, is on when a particular sensor is tripped, and is off when the sensor is reset.



generates |large quantities of data that cannot be easily transmtted to
renote nonitoring sites in real tinme, these systens have not achieved the
wi de sprewo oamgsiassoci ated with binary off/on systens. Spstdrsesi4iat supply
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mul tiple sensors in a nonitored space, only resolve alert information to a
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i nformation such as the precise location of a potential intruder, is not
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information, the use of binary on/off jndicators prohibits a ability to
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resolve the current |ocation of the intruder, |n addition, known binary

of f /psepestySretaetianandourgllisnt e keowpaidhdrangmitdive pudip and/peydeq data | genui ne)
or false. Wien police arrive on the scene of a building where an al arm was
tri fesvet,begaudoa tayge Rurobenali sidee sunvbidlandeznametas iy eelonbyrcoftairglaibiiyd, httey are
blind to what is inside the building. Substantial tine and noney is

ex peptadtes Mriayiangtipod daea thetspnmd be eadihrigmsmittedes semadé mbaiteringaditas ims. | n
situations where the alarns are valid, the police do not know this for

cer t8iiMime, d2de SARenREhdvE KBNachievEdIh Wi8Esprddityse @sdoeiatel veittbihdrgliofifornot  knowi ng
where the subject(s) mght be. 2 WD 03/096152 PCT/ US03/ 14143 The sane

dravg&g,gﬁglg. exists for fire nonitoring and surveillance systens. Although
firealarmsystens are often tied directly into the local fire conpany, the
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sector, or zone, of the building under surveillance. Thus, information such as the precise |
location of a potential intruder, is not provided for responding police officers. More importantly,
even when a large number of sensors is used to increase the resolution of alert information, the
use of binary on/off indicators prohibits any ability to track an intruder’s movement through the
building and yet still be able to resolve the current location of the intruder.
In addition, known binary off/on systems cannot distinguish whether an alarm is
real (i.e., genuine) or false. When police arrive on the scene of a building where an alarm was
tripped, they do not know whether the alarm is real or false and they are blind to what is inside
the building. Substantial time and money is expended in having police respond to large numbers
of false alarms. In situations where the alarms are valid, the police do not know this for certain,

and can be taken by surprise. They enter the building not knowing where the subject(s) might

be.



a renote site, whereby the false/real alarns can be accurately
di stingui shed, and whereby novenent of intruders or fire, or changes in an
envi r onmewpab/oeg15nt her paraneter, can be reliably trackegCuhisoz1aus | |
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di sti ngui shed, and which can identify and track the precise |ocation of an
al ar fire compexevhichrsceivessnd raseends to temlarmr i ng capabi l i ties such as
intrusion/fire detection and tracking capabilities, can be inplenented

t hr ough t he us&coofdingily} it stoatdebe deslirabde rppovide asysmamland miethofl dorenavhiocihgper m t s
information to be transmtted using standard network protocols froma
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comuni cati on networks, such as the Internet. A wireless network can al so
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The tergt] V\g 03/ 096152 PCT/%EOS%}4143 security panel, as used in this
specfieSdat PEivY TPIROPEI8 PR IS ¥y of panels that are in communication
wi th sensors, and capable of providing information to a nonitoring system
These may include, but SUM NiQF THE INVENHAN for nonitoring security
information (intruders, broken wi ndows, and the like), fire or tenperature
i nformation, tTie pesestingentivh is Hizentedaoprewiding systems and methods for remotely

monitoring sites to provide real time information which can readily permit false alarms to be
distinguished, and which can identify and track the precise location of an alarm. In exemplary
embodiments, monitoring capabilities such as intrusion/fire detection and tracking capabilities,
can be implemented through the use of multistate indicators in a novel interface which permits
information to be transmitted using standard network protocols from a remote site to a
monitoring station in real-time over preexisting communication networks, such as the Internet.

A wireless network can also be established using browser encapsulated communication programs
(for example, active X control, Java applets, and so forth) to transmit data packets which comply
with any standard wireless local area network protocol. Communications can thereby be
established between a web server embedded in a centrally located host monitoring station and a
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separate security panel deployed in each of the buildings to be remotely monitored. The term



ot her contam nants in the air, water pressure, wnd velocity, magnitude of
force, signal integrity, bit error rate, location of various physical
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that gives the nonitoring authority (user) the ability to identify the
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The network can be used to provide the primary visual alarm status reporting that
gives the monitoring authority (user) the ability to identify the precise location of an
intrusion/fire, and to distinguish false alarms. Multiple state, or multistate, indications are
provided to represent a sensor. For example, each sensor can be identified as being: (1) currently
in alarm; (2) currently in alarm and acknowledged by a monitor; (3) recently in alarm; (4) not in
alarm; (5) disabled; or (6) a non-reporting alarm. With these multistate indications, the
movements of an intruder or fire can be tracked, and yet the precise location of the intruder/fire
can still be identified. This additional tracking ability gives police/firemen a tactical advantage
at the scene as they know the location of the subject/fire and can track any subsequent

movements as they close to make the arrest and/or fight the fire.



information to the user in tracking the evolution of a paranmeter at the
noni tored space. In still another enbodi nent of the present invention, a
det ect i orwoasiog@ds2 such as a radio frequency identificati @T(USRFI41) device
i s used to tragkantduditlonelambodiméntpanlipll garimdtaed magbe plovideesub@pda
consequently, those carrying thenm) within the space. CGenerally speaking,
exenpbR kMg Ted | 6® AlmQtatd SraaRlABRhgd AMRthien are directed to a method
and apparatus for nonitoring a space, the apparatus conprising: a security

panel | ocat edpal;;t &3P Godifehd a%%d@ééh@fx%g}es ?zt\ffop?)rfrgtleoén 1Feas|r?jglté/ of

sensors; and a nonitoring system for r rea i T OF Tatd on

regar di t he ace fromthe securi.t anel over net wor usi ng a network
b ot B P Lol e AR Ut R e it SR e S8R0 TS PHOIER BEBET o i opl ay
said _infaormation as nultistate outputs associated with each of said

pl ur Afqrmpligh (S8R UsFTIN Tpcking s cyRlHEeN Gf 3 PArANEIET MARemeniied mekes, an
apparatus is provided for nonitoring a space conprising: a security panel

| ocat ed at t helnsyflcmothghembodimentiod thanjesepsingentionos detestionvevige,rsaetl astd ne

i nformation regardi ng the space fromthe security panel over a network,

sai dradorfrequencygdsytsicaton (REFIAT)dpvice gs eselite track the fazatiort of pobirtallle dnytetifafeor mat i on
that distinguishes false alarns fromactual alarns. Exenplary enbodi nents

pr ovdedtces Pt @dsdgnémtiy)Hios© Carryiim theml) whthirethe sggar di ng the status of sensors
associated with point alarns included in the space being nonitored. The

graphi cal di spGaerflfy ipahighgTRkéBplafAmMRAIRERY bIRE pRSerd iiVeafidk £RIdeR¢ted
representation of network-to- site-to-point status using a plurality of

i e
b Y R LA R 1 oL et B 0058, 0L

cel lul ar | ephone network and/ Qr yia paging.service in real-tine
Al t ﬁaetcgltvg}gorgali tnﬁgﬁ? ormation regard?ngt esp;?ce%l'o the security panel over a network

using a network protocol, said monitoring system including a graphic interface to display said
information as multistate outputs associated with each of said plurality of sensors.

In accordance with alternate embodiments, an apparatus is provided for
monitoring a space comprising: a security panel located at the space; and a monitoring system
for receiving real time information regarding the space from the security panel over a network,
said monitoring system including a graphic interface to display information that distinguishes
false alarms from actual alarms.

Exemplary embodiments provide updated information, in real time, regarding the
status of sensors associated with point alarms included in the space being monitored. The
graphical display of information can be provided as a hierarchical representation of network-to-

site-to-point status using a plurality of tiered screen displays. The supervisory monitoring



al so include security measures, such as the pseudo-random zi ng of port
access to the network to secure command and control conmunications. BRI EF
DESCRI PTIVON 0®B96iFE DRAW NGS Ot her obj ects and advant ages @CTiuses/priesent

| NVeRtkatanivk oRRaRsRa DA raRRiRAbuted RohMMHR Skl i8dudile e nd ! n
read?ng the detailed description of theoplr ef erred elnbg 1| %ren g %@?el n

I'kqoqhsnw&fs&q&e&@ta@&? 9'80% at e8P ¥ad 4 mdéf%nﬁl%?% Bif rﬁﬁﬂoge’gb Reln G 1

shows’ an exenpl ary gra I CS reen vi e a secur y panel” web

Spedis %W&Eh%vhé@e&%ﬁ%ﬁfog e SRR By L og o P et g noi

st at ;, % shows a general overvi ew of comrunl cations transpired

bet nm?la secwagf rpeasptss putibpssthe prqudo-sandeniizing of portenspwIie Hiegiehrork o

exenpl ary system bl ock diagram FIG 4 shows a detail ed diagram of an
exersgbuie yompnd aahpantel coramynisetp@syi sory nonitoring system FIG 5 shows a
detail ed di agram of an exenplary renote conputer; FIG 6 shows a detailed
di agram of an exenpBRIEFRESCRIPTHONGOF THE BRAWINGSs a det ail ed di agram of
an exenpl ary nobile conputer; FIG 8 shows an exenpl ary display screen,;

FIG 9 shows ethemdbidcys admauaitans o0the phakieEavention wﬁl@ﬁé&fo‘nﬁe\’m&%ﬁ@{:aré{ﬂd t he
host conputer; WO 03/096152 PCT/ US03/ 14143 FIG 10 shows exenpl ary

comy m&a&mg&ﬁ it WR RPok RAdIAE e deRIRH S cridton bhte ?F‘e@{-&l &%&%&ﬁs FIG 11
shows exenpl ary conmuni cations between the security panel and t
wherein like elements have been designated by like numerals, and wherein:
FIG. 1 shows an exemplary graphics screen viewed through a security panel web
page, wherein the graphics display contains a floorplan layout, with special icons overlaid on a .
bitmap to identify sensor points and their status;
FIG. 2 shows general overview of communications transpired between four
basic subsystems;
FIG. 3 show basic components of an exemplary system block diagram,;
FIG. 4 shows a detailed diagram of an exemplary host computer in a supervisory
monitoring system;
FIG. 5 shows a detailed diagram of an exemplary remote computer;
FIG. 6 shows a detailed diagram of an exemplary security panel;
FIG. 7 shows a detailed diagram of an exemplary mobile computer;
FIG. 8 shows an exemplary display screen;

FIG. 9 shows exemplary communications between the security panel and the host

computer;



remote conputer; FIG 12 shows exenplary comruni cati ons between the
security panel and the nobile conputer; FIG 13 shows an exenplary
gr aphi calwoapiogdison of an arrangenent of sensors | ocat edPar/isoypase; and

FIG 14 shows | ar raphi cal .depiction o space, . subdivided into
t wo subspaces,ﬁg{d ﬁ?:s Islﬁxéggllag’g%on?%‘érgf%%néﬁ Fifen %S%Pglcogg’?%@‘?fp?lﬁe t Wo
subspaces. DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS 1.
FuncteR£rmMPefvi ew Bef ore describing details of a systemfor inplenenting
an exenpl ary enbodi ment of the invention, an overview of the invention

wi || be provi dég. Ussheyssnemplrengaimamynieatiops Between the seauripapinshandiihe i s

provi ded at a supervisory nonitoring system s graphical user interface in
accaedatrecemputely t he present invention. Referring to FIG 1, the graphical
user interface provides a screen display 100 of a particular floor plan

102 in a buil diigg1DsHoRG eRBApladf @inth@icdtidhk beivesh thaRetudity pirePar@ahect i on. I n
the FIG 1 exanple, a web browser included in the supervisory nonitoring

SystdBilexoffipaRi-ayi ng a building floor plan 102 for an el ementary school
with its alarm points, and illustrates a two-person intrusion in progress.

In this black/whi i, L i . s i ircl 104.
oo bl ack or v &1Gs §uloR % s plaRPudbificdtQkpictith & ARl iR b Enllrk O B8 L
al ar,m Th%&%é?‘%éf%‘jf# led circles 110, 112, 114 and 116 show alarns in a

| at é?%&m that is, they were recently in alarmbut, are not now
inalarm 7 3/096152 PCT/ US03/ 14143 . Thus, at |east fhrege different
states (for Z&é&pi‘g?hOWStmieﬁe’BPI&Wn?aéEE%rq‘FP‘{j't“?‘hoéal Bec S le?peléFoa?’Vr?) are
associated with the sensor |ocated at each alarmpoint in the FIG 1
f | oskpIpasest with RFID devices located at the portal between the two subspaces.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

1. Functional Overview

Before describing details of a system for implementing an exemplary embodiment
of the invention, an overview of the invention will be provided using one exemplary display of
information that is provicied at a supervisory monitoring system’s graphical user interface in
accordance with the present invention. Referring to FIG. 1, the graphical user interface provides
a screen display 100 of a particular floor plan 102 in a building being monitored for intrusion
and/or fire detection. In the FIG. 1 example, a web browser included in the supervisory
monitoring system is displaying a building floor plan 102 for an elementary school with its alarm
points, and illustrates a two-person intrusion in progress. In this black/white rendition, points not
in alarm are white circles 104. Two black circles 106, 108 indicate two points that are in
simultaneous alarm. The gray filled circles 110, 112, 114 and 116 show alarms in a latched

condition; that is, they were recently in alarm but, are not now in alarm.



provide a nmultistate indication for each alarm point at the user interface.
O course, those skilled in the art will appreciate that any nunber of
st at es cawola/opri6¥i ded, such as additional states to repPesdrso3/isiaper abl e

or disabled alppm meaafﬁreeﬁl@ffereeﬁagméseofo@aaegﬁie n&EfngEﬁﬁ_rﬂep&g Iy LRREeSpect to

an exenplary enbodi ment, six such states c be used er can apply
patt r f a

conJ%Fﬂo%L %gk éh%%‘% |sp géwg%daﬁgmﬁiﬁg£%gh§ﬂ]&,F?éféﬁ%”@éat%erein
as an "event tand an t he nat u e of the

ce,." se V.

i nt rRI8Y! ﬁarrsyu%tﬁ.wedm“ﬁaf rrfédaﬁ‘éﬁag}m 31158 it ST et SRS AnciF SEHEd can bo
r eadi I}\l/ di stingui shed from genw ne alarns (that is, actual intrusions

and/ 8rthe art walj appregiate fihpmenummberef states G by praws@lsa@w agditionalstatestper vi sory
nmoni toring system s graphical user interface can be positioned next to a
par tieprghent iriparairiepwidmabled alarmpoits ks examipliet dsonidl bealesaripeg wiithtrespeétap nat i on.
This alarm point information can identify the type of sensor situated at
t he @l axemppoy Binbodiarene sixrsptiestatgs emsbdusedkage det ector, snoke detector, and
so forth) and the room nunber or area can be identified. The FIG 1 event

slice associ at'pgk Wt dknagply\att¥rnl dischifEin&RAABroReH MigudRedréRhRdod bhakrm i s, a
snapshot in tine of a condition nonitored at the graphical user |nterface)

can Dgnd eah&i&leg%l%dldea By tHeGidgty) @YW BRI B, Rferddied hareﬁﬁsfaﬁn%nk on 110

represents a door sensor that has recently been in alarmand I s now out of

o et TR RS O e RSP A L OSSR A 155,
c) T}}%lelir%[ s(t:a es, ?ﬂsé glér(x)nnsscar]i %e reagqy:c]i gngula{eﬁst?% germﬁrlleoaril det(t%CE grasctl}arl.I the same
intrusions and/or fires). For example, a mouse cursor associated with the supervisory monitoring
system’s graphical user interface can be positioned next to a particular alarm point icon to access‘
additional alarm point information. This alarm point information can identify the type of sensor
situated at the alarm point (for example, glass breakage detector, smoke detector, and so forth)
and the room number or area can be identified.
The FIG. 1 event slice associated with activity in the space being monitored (that
is, a snapshot in time of a condition monitored at the graphical user interface), can be interpreted
in the following manner:
a) The latch condition 110 represents a door sensor that has recently been in
alarm and is now out of alarm;
b) The latch condition 112 represents a motion detector that was recently in

alarm and is now out of alarm;



state as latch condition 112; these conditions informthe user of two
separate tracks (i.e., paths) of an intruder (or spread of a fire); d) The
two poi ntwoldd961iD8 are in sinultaneous alarm By positiomCagisohiei14house
cursor at eacfe; of tRESRIPYNRIRns § 18 At Bl6 CHRs IR LRABh BBl DRLIn 1RGSR/ POI Nt'S
are, for exanple, notion detectors in Roo 3 and 19 of the school,
respectively. An an Si;S RS n i i_ndLC t hat an
i ntrusion occurred s%key Sﬂ%td??rorll (}lndggzr’ t}%g%gcinﬁgiﬁgﬁ"ce}?&er?glreequgtoﬁhg%st t wo
i ntruders, one going left it he rth hall and the other —going right down
the East hall. TheS %?Hﬁ/‘ﬁ{g’rﬁﬂ?'c@ﬁt O?ﬁ%fn“i”ﬂ%r(f’ﬁmrﬁﬁﬁde‘?@ fgarFE currently in
Rooms 3 and 19. An ACTIVITY icon 118 can be selected_to review details of
al | tinme eventd)dat &heéwo paiats, 106a] QF #re posimultanseps dlpmg, By ppsiieunpihe, t he
exact times for the break-in and the tinme frame of the intrusion for use
by the user and/or niamse enfarat esabtf thdRe abints, the usgrdan dstetroing et flegg 1 di spl ay
can be continuously received by the supervisory nonitoring systemover a
conmmuni cat i on net wpblnts &edbr &sngile, Intdtnrdetet fokiarRueins annidrifcied schopinet wor k,
for the purpose of subsequent tracking. The supervisory nmonitoring system
can include a host g@ennerr, configured with an enbedded web server, that
acts as the principal nonitoring station for any nunber of security/fire
or other alar G ¥ difpla RS B SERYENiSn 8Rdrtpsated in
one or nore d%%ﬂsgsspaceagpg%} ng ’E%%l tored. Renote bréwser sfr fixed and
nobil e, .can al be 1in i |HH%S i I fire,
pri \féc’(nédg%rc itﬁfg tlﬁaﬁ%argtaﬁgegstnt{g%?? orl F\SQX@%%@F% kn@%?“%mggéﬁgf‘g@h%ﬁﬂ usi on
det ection, tracki and, subj ect logatjo e .acc | i shed . in accordance
W ¢ EOBaR: Py R e Rihe e B RaleS TP R AR SR b T RSB
technol ogies in 9 WO 03/096152 PCT/ US03/ 14143 | X

and 19. An ACTIVITY icon 118 can be selected to review details of all time event data for eachi

alarm point including, for example, the exact times for the break-in and the time frame of the
intrusion for use by the user and/or law enforcement.

Real-time updates to the FIG. 1 display can be continuously received by the
supervisory monitoring system over a communication network, such as an Internet/Ethernet
communication network, for the purpose of subsequent tracking. The supervisory monitoring
system can include a host computer, configured with an embedded web server, that acts as the
principal monitoring station for any number of security/fire or other alarm panels equipped with
embedded web servers and located in one or more distinct spaces being monitored. Remote
browsers, fixed and mobile, can also be linked into the system from authorized police, fire,
private security and other monitoring departments or agencies.

Intrusion detection, tracking and subject location are accomplished in accordance

with exemplary embodiments of the present invention using known sensor technologies in



conjunction wth a novel notification process. For exanple, the al arm point
state conditions can be categorized into six fundanentally different
states: AvpaBfvsisurrently in an alarm state; A point curr@ariysos/mian al arm

st at@njuabtbrekhewbed getdfibyioa prawekd dar elerisle the Bl@AR Pbiny sthid condiAb@Ican St at e,
but unacknow edged as a current alarmp A point not in an alarmstate; A

poi %&a&%&ﬁ%ﬁnt’@%@@ﬁﬂhﬁﬂéﬂtﬁw difBftnt Hal@N-reporting point. The |ast two

states, disabled and non-reporting (or fail), represent inoperable point

conditions. T %) re@g&hp&rﬁe%? =Tols glgﬁ%gggent conditions provide the

nmoni t ori ng operator ear ndi cation of which points are actively set

into alarm thejr sinmultaneity.(nmultiple points of, intrusion), and which
al arns have bQZ)n r St B %Prfeﬂhg”é%?l@mgftatﬁi e Wlﬁﬂiﬁegh’ye?rrﬁom scurrently
in alarm Each of the point conditions is represented on the screen

di splay by a udl qué P%‘Bgﬁe‘?e‘ﬁldr’rﬁ?ﬁPH&“§F§£F@8“‘&H’&CI€¥9I“6@‘1§E6?S R &Rt 8lesni ti on.
| noper abl e point conditions appear unobtrusive. They do not distract the
operator frorfy ealA poipenailimpmslampstatesend a cl ear notification that these
points are not contributing to the security nonitoring process. \Wen a
poi nt al ar m i {5ackropdietiherhaspetrhdisshigband sory nonitoring station, the
icon for that alarm point can be changed to appear less alerting (for
exanpl e, change) f r doheén-fepbing@imr (such as, red) to a second col or (such
as, yellow)), allowing the operator to focus on new activity rather than

the door that MadashaedsthRs diBRA-and AEnA&PRrtind! (BF 1Hil) Geftdent inof&HabIaBRRRT S

clearly visible, but not di st ur bi ng in color and shape. An icon that is

al ar g Rgiohl 180k ALeiBAN SIE,d SRAESAHNS Evitk ATl Upelithatiow edged)

indication of which points are actively set into alarm, their simultaneity (multiple points of
intrusion), and which alarms have been recently in a state of alarm but which are not currently in |
alarm. Each of the point conditions is represented on the screen display by a unique icon,
combining shape and color for easy rgcognition.

Inoperable point conditions appear unobtrusive. They do not distract the operator
from real-time alarms, but send a clear notification that these points are not contributing to the
security monitoring process. When a point alarm is acknowledged by the supervisory
monitoring station, the icon for that alarm point can be changed to appear less alerting (for
example, change from a first color (such as, red) to a second color (such as, yellow)), allowing
the operator to focus on new activity rather than the door that had been left open. The non-
alarming point icon appears clearly visible, but not disturbing in color and shape. An icon that is

alarming in color and shape represents the alarming point (unacknowledged).

10



VWhile increasing the | evel of information displayed on the screen, the
icons act as easily-discernible synbols without cluttering the screen and
conf usi ngwol/oeqér at or. The increased | evel of informati @cTdiSsplayed

provides the apgilatefeadiRPltS 16%1 bEHAGHHASH ERFlaPERSPME 8creln, tRULSdsRE Eas
intruders, the ability to discern a falsely-triggered alarm (isol ated

| ar ging.: 3 | eqit] he i "tgacki ng” of
i et RGeS e PP IR e B T 2B RE 4 Bor, TR, e

anal.ysi s real.-tinme.changes .in alarmstates to discri.mpate between false
ond Rl Sk forEra R TR AT R Rt IR s or o
fire. Generally speaki n?, a hierarchical gp roach can be used to_pinpoint
al armultiplsiaridesn ieaAbt Ry Itistea 2 Hseleingges ripolated fIAFHRRIRSHY fTP@ ngs)
being nonitored. For exanple, a high |evel display can include a |arge
geogr lapitimatd alarme and thedvisiahtraskingd ef thaudiaetitiiyo ridie nadnighing puibphityt(ises bei ng
noni tored. Where any alarmin a given facility is tripped, the user can be
not idah elekni applytyattéringinalysis éd redl-tmleazangBy imadarmmglateh® disormunate betveert falsci ity
and clicking, a detailed floorplan such as that shown in FIG 1 can be

pr ovind@@niife hlaeng)S6d to Atk noiRatert Sfun)intiier bosprewg easirem can di spl ay an
indication at the nonitoring site's web browser within, for exanple, 1-4

seconds from @E@xeﬁaﬁl%péhkﬁ%ﬂﬁﬁferir@lﬁ@élﬁgpﬁhcﬂéﬁ beRBEEto fafidisk ki tored is
tripped into an alafmcondition. A nouse click on the icon representing the

faci doh ol ' NatpR 8ftctdhs bRIGHEY Beink HonRbRUS §6r di sPl ay, a
fl ooJrOh%%gthg#%%: E%E%sz(ﬁa asm':}%S Eetét S% IEP G di$y? ?lg tohe actual facility's
securit anel .comuter that. dis I | pQi included in the
F ot P Bn A SRR RY aht Pt B 200 B B Ruan el b AR 0T i B AR
conditions are  typicall %S | ayed in 1-4 seconds fromthe tine an alarm
o ot danues hringRontrd WSy Alapn it 7 et FA s PRt 18 Hon t or | ng
authority can contact |ocal |aw_enforcement or other agencies that then
di r ewtifigd inethe highrlevel disolion S mYving fercnisakiortbatifacility and cigking s defailed g
visualization of alarmconditions using, for exanple, a renote browser
| oc aflaiplan such as that shown in FIG. 1 can be provided to the user.
The supervisory monitoring system can display an indication at the monitoring
site’s web browser within, for example, 1-4 seconds from the time a sensor located at the space
being monitored is tripped into an alarm condition. A mouse click on the icon representing the
facility in alarm directs the system to retrieve, for browser display, a floor plan schematic (such
as that of FIG. 1) from the actual facility’s security panel computer that displays all alarm points
included in the facility and their current states. Subsequent changes in alarm point conditions are
typically displayed in 1-4 seconds from the time an alarm is triggered in the facility.
Upon confirmation of activity, the monitoring authority can contact local law

enforcement or other agencies that then direct an emergency response by hyperlinking to this

same building visualization of alarm conditions using, for example, a remote browser located at

11



WO 03/ 096152 PCT/ US03/ 14143 the police/fire or other dispatch center.
Respondi ng personnel at the scene can al so access this visual display of
al arm comaotosomasby |inking to that facility's security pacglusohnauyh a

Wi T eligsilick/AN dHhdpachlce@Br RRFARSA Fr&Hnbl 2 WReIOMUNL Gald oM br oadcast
instructions. For exanple, browser encapsul ated conmuni cati ons prograns

L% 9 S LR B O BB SRR Ui
B L i A S A P20,

encapsul ated browser co ni cati gn protocols to spawn real -tinme updates of
chan§&¥MR!f PV eer SNEAPSYIRSH FORMURICALIoNSPIRETANE 8% daqlive dasanirobdava applsts: or i ng
site's web browser. Again, the visual display can be a building floor plan
over laad & frthhcandwrisedeByiclicking an R MAR icon| 130 rmapsi showingriitseisons Ratheer n
analysis can be used to discrimnate a genuine alarmfroma false one and
t o t fadkytdrenyg ptheahaps (sach asadoniplete flood plives qfohe faeilitf)icarbe displeysl. at t he scene
can access the visual display of alarmconditions through a |ocal wreless
LAN hub utili zimigs frenieriforiagadleVthé gfsems canisainy walel enbafstted®eveser such as
protocols conformng with the | EEE 802. 11 protocol standard, and browser
enc apsmhhRekionCE19dBIs ¢& bpah 1REIOEHH & IFdasdd OF cRehga€ Inl (1@ alarmiQPoldiPthat sl@va appl ets
and so forth. Thus, electronic security and fire alarm protection can be
provi I,: ] : o i hedi st i +waand which
prov idgggyWW%élg (;Q,?,(F:Q e‘%lrérrl]l%&g%cf lt? ’irg?&eeg?? %t&z’r I%S\%\a;mﬁt '}11]@ V?Stélgﬂr@%ql 0 rllj ¢ ? he-scene

i nfo ] (o] [ : )/ jve fir i ghting.
Encapining ol RisPRle il RoBgh AR Tng BHRL i bl ors Pook b e
conditi on f securit

S and/or fire alarmpoints in a renole pyrotected

f aci Pr st dispiminate s derufieciat o Ape Cn A P &aek the taiend oF Bl Steat 1 on' s
web browser and/or on renote, authorjzed browsers. On-the-scene wreless
connéd&e Rlies; fisefighisrs at the serae damjecesdborigna displayiof alarmcenditirsibioyeh ani t s
where these units connect into the live visualization to tract the
i nt r kel ¢igglessrL AN diab utilizing conventional wireless communication protocols, such as

protocols conforming with the IEEE 802.11 protocol standard, and browser encapsulated

communication programs such as active X control, Java applets and so forth.

Thus, electronic security and fire alarm protection can be provided which permits

real emergencies to be distinguished, and which provides law enforcement and fire fighters with

real-time on-the-scene information for arrest-in-progress and/or effective fire fighting.

Encapsulated browser communication programs are used so that real-time conditions of security

and/or fire alarm points in a remote protected facility can be displayed on a central supervisory

monitoring station’s web browser and/or on remote, authorized browsers.

On-the-scene wireless connectivity can also be used by responding police/fire

response units where these units connect into the live visualization to tract the intruder(s) or fight

12



12, WD 03/096152 PCT/ US03/ 14143 the fire. In security, fire, and any other
noni toring, enbedded naps accessed via the MAPS icon 120 assist in getting
response wWoiB®Iget ckly to the scene. Once on the scene, pe@Crasoyifiszers,

firefth@lifeen$ secfity ifkgand esPOMsEmpEifsaaN@hbaidad Aapestedsheyviiteuslaipzatspn of
alarmactivity through a wreless interface of a renote browser residing

on a 1'2@5&‘,5\%26& REp e uhideq ety & ﬂHB's@ené.e@ﬂE% BNthegﬁg%g?&QQBﬁic@}sﬁg an

enbedde erver. I n accordance with exenpl ary nments, a unique

co i ion I [ -onal Wi r .otocol ., such as
the. 05 @14rS e Bt 868§ BERAFA oy KRR PRl R0 RU S BRen One.
Exenpl.ary enbadi nents can provide.interactive reportjng of facilit,

Secur TS TNTEERAL FETDECRUEHT FOIReRIG RPLRSETBEEREdpE puliine S securily

| nt er net/ Et hernet communi cations Link. The four subsystens are: (1)
Securhang) cpatamingm anbsded weld syery &2 a9oprdanes VER sxemplarytemibedingmts, adi vi dual
sensors and reports their state to the requesting host, renpte and nobile
conpumigue cemhrnsatiorsprofvbbeiebinestcopuesionalarirdess psesdedl suph assthel €0hbst
renmote and nobile users detailed information on the site. (2) Host
Conputiedlesd brasocol beiis¢reapsuliedbrghvsarvommbmitdédnsaeb server interface, provides
a real-tinme display of a regional map depicting the location of all the

sites W thin &xs@plary éniboiinents sapdvide ehterastivd rdportik BEfacilig®karityubsyst ens
used to renotely nonitor the sites can gain access to the security panel

at  eagRmstidnDehMAYS BALR NS stehR BN A miveRt/BAtenet AohRfRlcair@WRRr Thot er f ace

provi des the host conputer operator access to the sane detail ed

four subsystems are:
(D Security Panel
This subsystem directly monitors the status of individual sensors and
reports their state to the requesting host, remote and mobile computer
subsystems. Embedded web pages can be used to provide host, remote

and mobile users detailed information on the site.

2) Host Computer

This subsystem, through an embedded web server interface, provides a
real-time display of a regional map depicting the location of all the sites
within a security network and their status. Other remote subsystems used
to remotely monitor the sites can gain access to the security panel at each
site through the host computer web page. A local browser interface
provides the host computer operator access to the same detailed

information. Browser-encapsulated communications programs operating

13



i nformati on. Browser-encapsul ated comruni cati ons prograns operating 13 WO
03/ 096152 PCT/ US03/14143 w thin the host maintain real-tine status of the
si tes/ al awmopope1ss and continually update the display scr@®@emusp3)41Renot e

Conput er Thi s subsysi@MRHeaSEaRainhealIREdIRd o PRb sR&IASM Widihhiy t he host
conput er through, for exanple, an Internet browser program which displays

a map of the area %Eﬁt%aﬁ.ggpéc@f%’%|d§8%§'%&tee§’t atus. Using the nouse, a site

can be selected to view Its status. Upon selection, the
renot e subsystem can be directly connected via a hyperlink to an enbedded
web server le in ghe %eﬁurittg panel. Simlar to the host conputer, the
screen updat es™’of R 8|mB‘6|‘ht status is nmaintained through a

br owser - encapsul ated. co i cations,progr Mobi | e. uter The nobile
conputer can gain M@%&H ?fcfsées[tlkfge@gﬁ@({gﬂe‘{e@ﬁgﬂfb?’ﬁ‘lﬂg@% c’SEto t he
security panel through a wrel etss LAN, once it js within the  operating
range. "Broadcast SYCRBEEIHrQyes, Oéﬁ’éﬁﬂﬂl%,mgﬂ@FVb{’@a’sﬁdﬁRgﬁ@* wRisfich can be
decrypted by the nobile conputer) can be sent by the security panel and be
used to instruct tHEPHYBRIMEPESHeATRS sitsdand heicpaent|siatusg dlsegshe meussecuri ty
panel's web server through an Internet browser program Once connected to
the security panel awebcpubgeselacted torwisiM the deteripefi itsrstdtug. dfomcelectéan, tiser at e
| i ke the renote conputer. 2. General Communi cations Overvi ew

remote subsystem can be directly connected via a hyperlink to an

embedded web server within the security panel. Similar to the host

computer, the screen updates of site and point status is maintained through

a browser-encapsulated communications program.

(4)  Mobile Computer

The mobile computer can gain connectivity to the ethernet network local
to the security panel through a wireless LAN, once it ‘is within the
operating range. “Broadcast packets” (for example, encrypted packets
which can be decrypted by the mobile computer) can be sent by the
security panel and be used to instruct the mobile computer how to directly
access the security panel’s web server through an Internet browser
program. Once connected to the security panel web page, the mobile

computer interface can operate like the remote computer.

2. General Communications Overview

14



14 WO 03/096152 PCT/ US03/ 14143 Communi cati ons between the various
subsystens are represented in FIG 2. Standard browser and web server tools
are conbiwedsmpdi2 uni que graphi cs and communi cation progPaemUSHy14fs ect
real -time per f@ommnogieatidns bugleentie vaabudaubdystaidare Fdptese@ed iroMiGies a gener al
overview of the communi cations that transpire between the four basic

subsgist RFBbroliét andSyet( skrved tdd®Sdre EQAPHES itBAiqué rapdick BAPEAnARABMIRr 204,
(3) security panel (s) 206; and (4) nobile conputer 208. Communi cati ons

bet vetah0%, 0954 1 ARLAEAAZ, AR RSN RNel () are represented as

i ons arrows 1 ndicating the direction of information

fl ow. For exa e, fol.l ow ng a powerup dication fro the .security panel,
and'a connect 105 BYrLAtSHaRRrd REETRY Br bRSeF PR ran OB ey Rl
enbedded ~web page, fi]Jes regarding site information (such_as fl oorplan)
and Lgf' g?“ﬁ?%%‘%f‘ﬁ’égﬁt?ff’ﬁirthﬁt‘?’éﬁ) a@’é’ﬁtc ‘g‘gr?toz't&??ﬁﬁn?f8§?mp‘§?h%q4éﬁ3)pr ot ocol s
can be followed wth respect to comuni cati ons between the renmaining

subsseswrépanatishAriiapd(4)onebilscompuisr 26% GommupisaRRsdetER thafivst he renot e
conputer 204 are represented as conmuni cations 212. Direct comrunications
bet weerputdn 802 pedrihesequitp pirel(s P0d repnesented as eguminigatppas 81 9,5y itRgE Ve e
represented as communi cations 214. Finally, direct conmunications between
t he iadicatingttie paertionaf dhibheativalilowe Kuorpatple, hilowingeyposseurt @dicason from
conmmuni cations 216. Those skilled in the art will appreciate that the

i nf Oﬂhgﬁéchﬁgz faneNah EREGEREE b Ye hbdis 1Y@l bdWseEQTHY SicGaty faRs Pahittdded
illustrated in FIG 2 are by way of exanple only, and that comruni cations

fro r‘%v%g%”@g?ﬁegmﬁrg% Qle ihRAEmARI (sRESIs TR HAZY 2hE AR RAWR ihfrfihden Ancan be

provi spe to any other one of the four basic groups shown, in

oY BEAED 8t ol okl Sh e W S S SSRLAN sl 1

H ut%g ;eer‘}la%im;g Qublzsly/&emg. Woymu%ﬁ:aggnsscl{elt&)ge% the lt'xct]st Com l?tgl:[Z oanﬁ'tl%S r'em%felz' A

computer 204 are represented as communications 212. Direct communications between the
remote computer 204 and the security panel(s) 206 are represented as communications 214.
Finally, direct communications between the security panel and the mobile computer are
represented as communications 216.

Those skilled in the art will appreciate that the information flow represented by
the various communications paths illustrated in FIG. 2 are by way of example only, and that
communications from any one or more of the four basic subsystems shown in FIG. 2 can be
provided with respect to any other one of the four basic groups shown, in any manner desired by

. the user. More detailed discussions of the specific communication paths in accordance with the

exemplary embodiment illustrated in FIG. 2 will be described with respect to FIGs. 9-12.
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15 WO 03/096152 PCT/ US03/ 14143 However, for a general understanding of the
basi ¢ comruni cations, a brief overview w ||l be provided with respect to
FIG 2. AsoiBlgasrzrated in FIG 2, nost intersubsystem conwamiusas/iaans are

i ni tHowever, By 2 gonelluhdgstandinnofahé basiatorhmisieadins by KT OVeRIcOON AINGe( SUCh as
M crosoft's Internet Expl orer, or Netscape) in accordance with an

exerﬁpg\g&éﬁ gg@mpt@qt is represented in FIG 2 as an "Internet
Br owser " he browser is directed to a specific site address (both the

host _comput egtsetggsttateed 298412 tt%(os?ﬁﬂ%ub%%%erﬁ%ﬁfn%%%a PO Rl (1P

addresses), t rowser  sof to connec ort at the EP

The e erver at th resse iter ni zes t he
conﬁé%%uﬂrlaaaggren&?n%ﬂ%emer P RSt S FReR alniefe FEEE
information (contained, for exanple, in a HTM. file). Once transferred t he
br omﬁcaefafltW&ianswlthsant%%tlwee%quﬁeemmrstr@tvreméedvrml’ﬁﬁn B HTML fi | e.
Wthin the file are references to a graphics file to be displayed and a
comiln¢roet Bromsensr dghembhe bropeserig éﬁ@@té‘g to 4 gpecifiesiie pddress (both thedtost | ocal | y
avai l abl e, the browser software requests the transfer of the files fromthe
hos tcompbtes end/tae secunsy panehark ngsigrted Nhtetrea potaol (IPpiddecsskes), Hid Bowsénce recei ved
(and locally saved), the browser software displays and executes the files

as dbfreaictteMptsttd ottt tofthd port dthbe OF adudése s Thé biBedlied pleBgetlesftive as the
bi t map background that the site and point status icons are witten on,

Ser iiigsRa sité 8dd8kniséshe! SornBetir6ledt & ROpdrh dRRdsOlol thflsRPledBlpage The
communi cati ons program perforns both the real-tinme comrmunicati ons bet ween

the iSRRG ERaA08 HPERRAION R Th, St H%&&%Sthe\ﬁp&%t%w

Connunlca lons revea nge I'n or site status t e screen icons
e M aﬁ‘fﬂﬁnékper e e RSB onal
Comgrjar;)lh?c%ttjllg tnosbendeisgigyelas gg%gm?nsungcggonsnsrgérgﬁf to be executed. If these files are not

locally available, the browser software requests the transfer of the files from the host web server,

using a hypertext transfer protocol (HTTP). Once received (and locally saved), the browser

software displays and executes the files as directed by the HTML file.

The graphics files displayed serve as the bitmap background that the site and

point status icons are written on, serving as visual status indicators to the monitoring operator.

The communications program performs both the real-time communications between the

subsystems and the painting of the status icons. When the communications reveal a change in

point or site status, the screen icons are repainted to reflect the new conditions. These browser-

encapsulated communication programs enable real-time performance over conventional

communications networks such as the Internet.

3. System Overview
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3. System Overview 16 WO 03/096152 PCT/ US03/ 14143 FIG 3 depicts a general
system bl ock di agram of an exenplary security system conprised of the
security wenelosadss, the host conputer 202, the renote compardrso20443t he

bi | Ofki . ' 2. .Th i
b, SO ol PR b b R

ity) being
it d, i t t | nt t t t. t k
T 2L e PR A B b e RS By 2B 05 b o o

connectivity for the nobile conputer 208 via a wireless LAN 306. The host
conptRrBputenZD8e anl anyeptionaliwirgless LAy in p@2- sbha sseyyity panel iy igstaldgdwighindha o t he
sane Internet or Ethernet network 308 to which the security panel is

at t agfedl(thatis thepliseat bHabit) deing0donswredpend ispemhdnentlpennnhetedtosan Intearey as it
can access the sanme Internet or Ethernet network 310 to which the host
conpoit Bthemeathett bk Hdc Uik twirebss Blib a022cantHednhalibd(ap erfioikiytsite @ pdovidp, and so
forth). The nobile conputer 208 nust be within the coverage area of the

Wi I et@msctiviy BitihelnohileeemPuleNPOSHE Urwitdlesh AN 368/ EThelHISt cothfuedress cAN 306.
The security panel 206 nonitors the status of sensors 314 installed within

the udmgialed ﬁ%&r&sr%%éd foMg ¥4 @isdﬁhﬁeétémﬁhegéa%%ehmﬁ&t 8PEAL E&wémrtﬁc hanges

state, a PO US Tnessage is sent to e host conputer 202. The host

RN STATUS ¢ computer 202 1
R v e o e e U A
Al bi | t t t ted t h it
pamelOP b iR PGS e SR GRS S ROREN b Lo BFE B reRe Rl ad cons. o
FI'G. g Y Pk e i PRGBS GHE DI RO Gmi ORost

conput er . ‘
must be within the coverage area of the wireless LAN hub to access the security panel over the

wireless LAN 306.

The security panel 206 monitors the status of sensors 314 installed within the
monitored facility via data links 312. When an enabled sensor changes state, a POINT STATUS
message is sent to the host computer 202. The host computer, usually monitored by an operator,
repaints the icons shown on its display screen to reflect the updated condition of the security
panel. Any mobile computer or remote computer currently connected to the security panel
reporting the changed point condition can also repaint the icons on their own display after the
next status query response.

a. Host Computer

FIG. 4 details hardware and software components of an exemplary host computer
202. The CPU motherboard 402 for example, (e.g., based on Intel processor, such as 80486,
Pentium VIVIIL, or any other processor) is a conventional personal computer that will support

any desired network operating system 414, such as any 32-bit operating system including, but
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202. The CPU not herboard 402 for exanple, (e.g., based on Intel processor,
such as 80486, PentiumUI/IIll, or any other processor) is a conventional
per sonal wormpt@s2that will support any desired network @oeFnsvs/ng4dystem

414, nSUch;aBoafy MigoQift N? eaetti & ySié it BN ADG Y mdMérbdafd 6152
PCT/ 6803/ 114123 not limte ?hg M crosof t E#P%g} ati ?\gzsg\f)@t %rgn(ug% An

exer) %,gfx RSCE! BB Wb g& s o 204 REAEFRARE 1 BhRGESL o ORI cC 07

I nte acing w ntern net K ard di sk

406 C e | up |nfor n stor d and nouse
208 SRk é?*@&@% 99%@%@552%%@ o HREPT 48 Lty A SEdi g Svon
nonitor can be attached via an analog or digital video graphics

appl FO4ES Bifscapdeatiaasd fefropsrajerdnigriaes: s’})ﬁ'é?laﬁ’rﬁuﬁh as arhgV (¥ TPROAERMBE Syst em
414 can be installed in a standard manner, along with the Internet Browser
sof t whacdeaicleagaalogor digitalvideo gramfeqzsrﬁ@ph@tpn@p@t 4] Gafoy awesugl dsplay wrot. udi ng
version 5.0 or greater) available from M crosoft Corp. An enbedded web
ser v&he BI00pearatines$ wtdned1 4 smdie ingalldden a Maodard afahngresleng adithwedinsenater or t he
GoAhead web server). A local cache directory 418 is installed with web

page BssHpyeokd i a0 packagel P8 stdH g Igteareh Eplbidr €y Viersion, (ROIdMME erdlBPS D or
encapsul ated communi cations prograns, |local data files and any ot her

desi gRetekydvallaBi &8 MRroJo8 TS, ERMbe8dedV & sebved aﬁ@is At RS

apd
sof t war e ‘conponents of the renote conputer 204. The CPU not herboard 502
(e. ngcx%é‘éngerQ al O«%ﬁke&é&%‘%ﬁé@&Ah %@ér&%%locﬁ%ﬁ:ﬁyﬁ}éc{dﬁﬂé ly or any
ot her proce convent|ona personal” conput er that support the

desite

ol UBFAHEE o R R Oéﬁrggfélf I Bt R Bt T

not her board w | | feature 8 ?ﬁ? dat er communi cations 506 with
o | BB nsEr R ok Gota AT SRS AGFT lrfélwforg@éom hard disk 508
will support infornation storage. A keyboard and nouse 510 will provide
oper at or b. Remote Computer

FIG. 5 details hardware and software components of the remote computer 204.
The CPU motherboard 502 (e.g., based on Intel processor, such as 80486, Pentium II/III, or any
other processor) is a conventional personal computer that will support the desired network
operating system 504, such as any 32-bit operating system, including but not limited to the
Microsoft NT Operating System 20. The motherboard will feature, or accommodate Ethernet
communications 506 with an Internet or Ethernet network via Ethernet port 506. A hard disk
508 will support information storage. A keyboard and mouse 510 will provide operator
interface. An SVGA monitor can be attached via port 512 for a visual display unit. The
operating system 504 is installed in a standard manner, along with an Internet Browser software
package, such as "Internet Explorer” package 514. A local cache directory 516 is installed with

web page support tools: supporting graphic files (for example, individual room layouts,
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interface. An SVGA nonitor can be attached via port 512 for a visual
display unit. The operating system504 is installed in a standard manner,
al ong wi twoan/opa15er net Browser software package, such as PCirnises/ngy3

EXpl @4 8h anDEKALUEY éflﬁkumést&@qaémg@mﬁs_odéo&ﬁfn&aydéalﬁleg,senkﬁb%h@_lelded with web

page support tools: supporting graphic files (for exanple, individual room

| ayo 1 0 4143 fl oorpl ans, side view of

mul t(iLgnz %?‘ga‘mgégf‘{ %&égﬁ%gg%{#gr% , local data files, encapsul ated

conmuni cat i ons pro%eams, l,-;md | ocal data files. c. Security Panel FIG 6
a9t

detai | s hardwate amfC V3P conmponents of the Security Panel 207. The

CPU not her board 6 .¢g.,, based op Intel processor. such_as 486, Pentium
OLUIT o anyf 1CopRtls liiteBBod S Bvar GmoBhecocne SerbnareL dbutts ¢ nat

wi |l _support the desired network operating system 604 such_as any 32-bit
oper QP VrigetBgraeaeht0? 69-8aPasgd o lntelspcepsar; suelyag 48ALentiney G+ orRTY Oper at i ng
System 20. The notherboard will feature, or accommbdat e Ethernet
conmethérpaodessns) isiatdenventionaiaersenalgompuise thab wilhatpport khevdesired rswvoadt port 606.
A hard disk 608 w |l support information storage. The operating system can
be i spraingegstemn A4stanaang 32eringreratiAg syyterd avwdudingypat ndsllimiedbe dded web

server 610 is installed (such as those available from GoAhead software). A

mai NVEERBESACRTICYRriing ByatemGiR Tie mbtherbbard walllfeatre, drakeuhhmeddtoBmkrrdat a fil es.
Conmuni cati ons protocols, such as RS485 conmuni cations protocols 614, are

SUPPQrhrRfhnit Rionk AGih! dntiRlefhet BNPMBINEARdrRBK Wik EthetREpSIEHGANT & hagieigiogogcont rol | er
and ot her access devi ces. supporting inputs, video capture boards 616

As
and dj i CH NN ar : .620. d
. . tiff %‘a@ﬂﬂ%@ 421ddnA a stABAY nliReB20. d.
Mobi fllelf %g) O%tlrgir)ﬁ%}t@h Sgr t f?lill%sog%%el @P war e ana so%dt vvgrse corrpone%t s of the
Mobi J\&ﬁn&o%/rgpc%%le fatible embedded web server 610 is installed (such as those available from
P

GoAhead software). A main application program 612 is also installed, including local data files.

Communications protocols, such as RS485 communications protocols 614, are supported to

facilitate communications with the sensors, sensor controller and other access devices. As

supporting inputs, video capture boards 616 and direct digital I/O boards 618 can be added to the

local bus 620.

d. Mobile Computer

FIG. 7 details the hardware and software cémponents of the Mobile computer
208. The CPU motherboard 702 (e.g., based on Intel 80486, Pentium I/IVIIL, or any other
processor) is a conventional laptop computer that will support the desired network operating
system 704, such as any 32-bit operating system including, but not limited to the Microsoft NT
Operating System 20. Add-on boards can be installed to interoperate with, for example, [EEE
802.11 Ethernet communications 706, compatible with the installed wireless hub 302 (shown in

FIG. 3). A hard disk 708 is installed to support information storage. An integral keyboard and
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208. The CPU not herboard 702 (e.g., based on Intel 80486, Pentium U Ul I I

or any other processor) is a conventional |aptop conputer that wll
support twe odmsiitsed network operating system 704, such a®cCarnso3 s t

oper abusty7 19y:s¢ emachedfondbargior uerfavet Al displhgdudtoastdneS WE A a@Swtdonr 7100er at i ng
System 20. Add-on boards can be installed to interoperate with, for

examptBhed BEE vis8Pdidplay i€ RS opfeitin @yﬁ&’h'cﬁ)r%e %@ﬁlle@ﬁx@ﬁﬁddﬁkﬁmﬂﬁeh the
installed wireless hub 302 (shown in FIG 3). A hard disk 708 is installed

to s r 096152
PCT) %@8%&%fﬁ%ﬂtgﬁ%fs%@vi%%éﬁg‘%ﬁ#f?ﬁ%éﬂi&ﬁ%ﬁﬂb st rE S ol ay.
such_as. an SVGA ni 712 is tached. . f sual display unit. The
operé?rflﬂﬁgé)y%rt%?ﬁlf%g Kieea) Rised etiSnly 0 tSued i Runfndinde spodReilr i any

I nt ernet browser émare package 714 Eg | nt er net ExPIorer (for
exanﬁipeomng@r@% Coringjyidyglapym | un&ﬁpore ﬁél%‘?%%w try!gti s i nstal | ed
with web page support tools: supporting graphic files (i.e. individual

r 0o nfalcél;ﬁbmlg so fardor lprad data fHes encapauiated comimunicatQss\prodras, |ami yocabdfig so

forth), local data files, encapsul ated conmuni cati ons prograns, and | ocal
dataﬁh&iles. e. Screen Di splay FIG 8 details screen display graphic
conponents. These conponents are common to the screens available to the
host conput er, e.r eno§cestODsplagr and nobil e conputer users. These display
conponents are made avail abl e through, for exanple, the use of standard
browser technoFiayg,deeiiic apsen dispidy grappiti compdadns. elttks¢ egthpdrieiB aeoMUNi cat i ons
progranms. When the browser software initializes, it generates the w ndow

f r amgy883n Nthk RerestsHhidabl SR 0he MBI Bomblker, Rérhyre eémaﬁkéf S/RSAshid toaipaedded web
page within the host conputer or security panel, an HIM fileis

trangdar r'ﬁ{éseé%%ﬁltg% Q%riﬁﬁ}e'ﬁ%l\ére gh@a\‘a?la@le t?{ﬁél'g @&Eextaﬁ’ipfénth?%é‘gfsé&rﬂltaﬁp graphi c

I mage splaye This fi presents exanpl e, :a

regi Q%@Jserntg osohg%\l, gn%g;')slullaté/d grap ALL clla?{' and real-time communications programs. When

the browser software initializes, it generates the window frame 802 on the display 800. When
the browser addresses an embedded web page within the host computer or security panel, an
HTML file is transferred. Within the HTML file is a reference to an encapsulated graphic image
file 804 to be displayed. This file represents, for example, a regional map, the facility floorplan,
or an individual room layout. Also referenced in the HTML file is the execution of an
encapsulated communications program 806. This communications program is spawned and
operates in tandem with the browser software, maintaining real-time communications with the
site containing the embedded web page.

The communications software queries and monitors the condition of the
panel/point status of the remote sites. Upon initialization, and as new status is received, the
communications program "paints" new icons 806 atop the graphics display, the icons

representing the location and status of the depicted site/point.
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or an individual roomlayout. Also referenced in the HTM. file is the
execution of an encapsul ated communi cati ons program 806. This
comuni cawomasqsngram i s spawned and operates in tandempartusos/ha4br onser

sof tware, mai NfaintxBhpl ﬁémbéd‘fﬁleﬁo EAE Y6 8 sOIS réhrebntdd®y tBE Icng PNt @i ni ng
t he enbedded web page. e comuni cations software queries and nonitors the

Condl éf&d@gt 01}105%61 ﬁ%/bﬂph&tac@o@h{a%eﬁf éﬁ)n@CWEEE@Eﬁ /}" CZ?I ons program

I niti as new st at us e|rve

"pai nts” ons 8 t he i CcS d esenting
he @Miwaﬁﬁte%a T Eea lsPE P e yef?%fg?/%l ?ﬂ%ﬁ%{@%@%%
PCT/ USQ3/ 14143 I n an exe Iar enbodi nent , r] re are six state
" opr GeeHistarssnting AarEnd ) NORMARARpKBIeT: & HEminCADIS ABLED (aevsice
acknow edged), (2) ACKNOALEDGED (ACK D) ALARM (point/site in alarm and
ac kndmkdd@emdb@ Beguppinysitomit resppnding) TRewrhfferanisaes 4lloot e moniteringecent | y
inalarnm, (4) NORMAL (point/site not in alarm, (5) DI SABLED (point/site
di sabdeed) daerthifcdihe Eddrént(@apo reckntdbtation of an admusiod) prgyide Teesmalidtioroént st at es
allow the nmonitoring user to determne the current and recent |ocation of
an i pfultifie pointsPIf @ithididnt & tHé sbitity taatdually discririnbiel Hetvecepdéditimatefand nt r usi on,
and the ability to visually discrimnate between |legitimte and

fal sgligery- {rig%&%a @b AN o Ini GEBHS &t th ASwAFRE G oinpEndHed #0 Ekadere@nponent s
are transferred using standardized data packets of any known network
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RATE OF CHANGE ALARM, indicating a rate-of-change alarm state. These alarm states are
described below.

In another embodiment, the value of an environmental or other parameter (such as
temperature) throughout a space may be graphically depicted, for example using a chromagraph.
This embodiment is described below.

In an embodiment of the present invention described below in which the location
of portable interface devices is tracked, icons may be provided to indicate the presence of a
portable interface device, such as an RFID tag, within a particular subspace. In addition, a
particular coloring of an icon may be provided to indicate the detection by a corresponding
sensor of a particular type of portable interface device.

4. System Communications

a. " Security Panel-Host Communications
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tenperature) throughout a space may be graphically depicted, for exanple
using a chromagraph. This enbodinent is described below In an enbodi nent
of the prweaniilnventi on descri bed bel ow in which the | oc&Cirarso3/ofi4port abl e

interface devigesgideialis dek@thmitfisndBetwhs: RE QLB hE] ZOBdJnG Alehokhe
presence of a portable interface device, such as’an RFID tag, wthin a

parteg%ﬂ Oz%gg 86 fhe Atpﬁ %gh%'fﬁgwexagle@%ﬁt péﬁ%ﬁ s&gkgfpb&w M%a-agc‘%% may be

provi cate etection by a corresponding se

partjc rtable interface device. m Cormmuni cati ons a.
SecuPi e f TR BB S QT B D ST Hoche e oseE TS Pl G o
details the communications between: the security panel 206 and the host
conpﬂgéﬁTibSZTAIH§ REQEEADFPT dategigm t8ragowreyity PARels dcigpeatsd fglwere sends a
Power Up Message 902 to its designated host conputer 1P address. On regul ar
i nt etegeivea raspensh geeket B0pindisptes ém%s hest cPEPUFHISTNT DSREQUESTIcATNsdiakagr am t 0
each security panel. A repeated failure to receive a response packet 906
i ndi lemtfe$edtand tith écdnds tipdadedp UWaen teheaived byethp Anstlcompmernhis aidseags is logdged has
failed and its icon is updated. Wen received by the host conputer, this
Mes Siafea ioSall dAGORE. WhnGnitiallp éddagih@tcaminiuntoativiiewith thetst@lrity paiey aigd gt
communi cations with the security panel, the host conputer sends a PO NT

STAT&&&EQ&E&E a%ft&mps’mmmutsm@@ed the WEtuki '\&ﬁlel niThdiiedh istidtsetus has been

determned, all icons are represented with an icon (such as a
circ N I siteis
o o i b AP O mIP RE Bl

oo g o S ST PO B R L 12,
con drle%){'eggntedv\\blth a FAIL icon.

The successful receipt of the POINT STATUS response packet 910 causes the
host computer to repaint the screen icons to represent their current determined condition. When
an enabled point status has changed, the security panel sends a POINT STATUS message 912 to
its designated host computer IP address. Upon its receipt, the host computer repaints the icons to
represent the current status. In another embodiment, the host computer repaints the chromagraph
or other depiction of the space to represent the states or values of an environmental or other
parameter throughout the space.

When a monitoring operator at the host computer wants to acknowledge an
annunciated alarm condition, an ALARM ACK packet 50 is sent to the security panel, along
with a reference to the alarm being acknowledged. When received by the security panel, the

condition of the point is updated and a new POINT STATUS message 916 is sent back to the

host computer. Again, the receipt of this packet causes the host computer to repaint the icons on
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an enabl ed point status has changed, the security panel sends a PO NT
STATUS nessage 912 to its designated host conputer |IP address. Upon its
recei pt, wbhasloas2 conputer repaints the icons to represemRCTIUSe3/c41n3 ent

st at tie.sclen. aH i@ oniesTingiperutdr, wankero isableaqyspit] gobup 8PgdintsSortaR@nedrsaeagr aph
or other depiction of the space to represent the states or values of an

envi Lo RATAMAID [OA BRIHBEssa A 1REE&H: (doRfaRHAD lask RGerSRACHT tHRBMt &rfPNi t ori ng
operator at the host conputer wants to acknow edge an annunci at’'ed al arm

rat t | |
wi 1 B Bl AP RRECT g Bk SortA BB it b BB 0

Lt |, the. diti f. the .paqi .S updat ed and ew PO NT
STaToS LR Gear60) s SELI bS5 PP bt by BGPLE RGBS AR r ocei pi

of this packet causes the host computer to repaint the icons on 22 WO

03/ 09&emeLRly/AuStsr dapiation fifhe spare@hthesereemdispldli t or i ng operator wants to
di sable a point, group of points, or an entire site, an ALARM DI SABLE
message 918 i sb-sent R¢meotstGomputy-BoshrioRiprietr Eoompmidations he poi nt array).
When received by the security panel, the point conditiongs) is(are)

modi fi ed and aFl§eWOREIaNT corgmumogions HsEpen Yroremoteseompuisy 206 apbifis dost| t s
recei pt by the host conputer repaints the icons, chronograph, or other
depi compuierdf02t Wéhegyrhe esnmote tdrepwer wsenwthegtbastactto tRResmotiBty system, it

Comput er - Host - Conput er Communi cations FIG 10 details comruni cations

bet wegRuich & corapmitte brompet Ritwatpaakiretdnd chmskts t6 digiuteenet 30Bthedben the renote
conput'er user wi shes to attach to the security system it executes a

conpatiBhie el anealet Sefvicaa:sviRa kS |iANg, eANRAFdwird, and S8 fdrh).cWheh oOr
Et hernet networ e.g., Internet Service Provider (ISP) dial-up, |ocal

k (
har dx\ét{v%{_yoc%gﬁeg%%t}%%g) diret¥A8fe ﬁx%%visé/ﬁb Y PUARMRSEGs thk ESst‘é%ft?lgutg} &g bhe

br owser ress of the host conputer, seeking connect” to the

host cgn%ga% le h%s%/\@o?npsu ér)é%ebjéglov%f 1002.

When accessed, the embedded web server software downloads the HTML file
1004 that defines the host and/or security panel web page(s). The HTML file includes the
reference of a graphics file. If the current version of the file does not locally exist, the remote
computer browser makes a request 1006 for the HTTP transfer of the graphics file from the host
computer. Once received from the host computer in transfer 1008, the graphics file is locally
stored (in cache directory) and is displayed on the browser screen. The HTML file then instructs
the execution of a communications program. Again, if the current version of the file does not
locally exist, the remote computer browser requests the HTTP transfer of the file from the host
computer via request 1010.

Once received from the host computer in transfer 1012, the communications
program file is locally stored and immediately executed at step 101.4. This program runs in

tandem with the existing browser software and does not prevent or hinder any normal browser
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When accessed, the enbedded web server software downl oads the HTM. file
1004 that defines the host and/or security panel web page(s). The HTM. file
i ncl udes wbha3s/op@afer ence of a graphics file. If the currentcrarsss/ofnddf the

file,drs. DAte e, the RridinicdiBas probREEbe R MINBRuAQWRREL sBRIERS:, @ I equest
1006 for the HITP transfer of the graphics file fromthe host conputer.

Once i ] fren Lcs file is
P R At R Sy e S s T S e
screen. The HTNH file theﬂqinstruct§ ggﬁtexecutioq of ﬁﬁco ni_cations

or ogl SRTETAGAT NS 11T FERYISEaFMEATCSTra T BIF- 61 HETH Ier aBRs TRETePRIE STy exi st
the renote conput.er browser requests the HTTP transfer of the file fromthe
host &€ Eepapiiedie lxﬁlaats? Hif RNt s OftAe 8iteS e LL RRALRET ERbREimsat. tipthrerpadtrler i n
transfer 1012, the communications programfile is locally stored and

i mreeH depistign ek tie §pacg inrepamnégs. Mhen tha ramote erypulan usanseldcks the waneht gt h t he

exi sting browser software and does not prevent or hinder any normal browser
23 Wor a4t ©884i5 2hPTPMISOBiddiel@n imotediaiely hypenlink otthe Fealidrashef thesstemedat i ons
program begi ns a continuous polling sequence, requesting the status of the
var i sudsrifyaast] (Sdrnesting ta theetieaided 108 Gervatfveirhih ke paaeiitiBiepa02®Ngd pr ogr am
recei ves the response status nessages 1018, all the icons overlaying the

gr aphérfetmTehfihicatiohs WRRAdPARE ihQ hReCaintlat QA WeERed MBlespedto tHee sites.
I n anot her enbodi nent, the chromagraph or depiction of the space is

repaj ‘Mggﬁ t enote conputer user selects the icon of a site for
nnreh%g?%??, t gﬁgreba)ser software can immedi ately hyperlink to the IP

address of the_ sel e[g%{g? ei%ggﬁg%%%%&%gﬁgﬁgggcti ng to the enbedded web

server within Yhe pa perform comuni cations with the

pane L1 3 TR |3 B P BE SR R o

security panel 206. The remote computer gains access to the security panel through the host
computer via a ﬁyperlink connection. When selected, the browser is directed to the [P address of
the security panel, seeking to connect to the security panel' s embedded web page 1102. When
accessed, the embedded web server software downloads the HTML file 1104 that defines the
security panel's web page. The HTML file includes the reference of a graphics file. If the
current version of the file does not locally exist, the remote computer browser requests the HTTP
transfer of the graphics file 1106 from the security panel. Once received from the security panel
in response 1108, the graphics file is locally stored (in cache directory) and is displayed on the
browser screen. The HTML file then instructs the execution of a communications program.
Again, if the current version of the file does not locally exist, the remote computer browser
makes a request 1110 for the HTTP transfer of the file from the security panel. Once received

from the security panel in response 1112, the communications program file is locally stored and
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FIG 11 details the conmunications between the renote conputer 204 and the
security panel 206. The renote conputer gains access to the security panel
t hrough twe ohosd152 conput er via a hyperlink connection. WhecTdshyciiesl, t he

br Omediaelgie&@&ﬁ&ﬂatth tihenis :Br@,dgﬁ S iﬁ’iandErﬂ%viﬁ?ﬁHEiiEﬁ’ngp%\ﬁ@Ler s§@eklng 10

connect to the security panel's enbedded web page 1102 en accessed, the

enbedded web s HTML file 1104 that defines the
secu%%tcg’eﬁg%teqrg‘ée\ég\érbﬁgéégr\gﬁ;%ﬂrg%l\%h%g f?ctetnlﬁxcl udes the reference of a
graphics file. If the current version of %#% file does noHrIocaII exi st
the renote conpliceiartfdoile SPTMIHGITALY HRFAMPHBINS A CQpUEHS B} IP%%eqa?%ﬁhi cs
file 1106 fromthe security panel. Once received fromthe security panel

i n regpRsHEe thestus afifbe yargykpeigtsyip a siaisirequgst ) 16+ dfhen the GomuBHetiant ect or y)
and is displayed on the browser screen. The HTM. file then instructs the
ex ecprogam wsteigesdbermsponsgisiabisgngssaggs & 8, alAgs inonsi dvetléingothe igeaphioy e¢te¢ron of
the file does not locally exist,~the renote conputer browser nakes a

r equas trephintéd fodnditdte thdlchitehtr staved @fthepoihtse If aheehdrreampodinenselouri ty panel .
Once received fromthe security panel in response 1112, the communi cati ons

Pr ogéembirhsh biSoth@CRblcYios bohedpaRsds Aaided03/ 096152 PCT/ US03/ 14143
i mredi ately executed at 1114. I‘1’hi s programruns in tandemw th the existing

browser sof twage ang g9&seiielty PARY EBInRhidatipgier any normal browser
activity. Once started, the comrunications program begins a conti nuous

pol I'i ng sequeng;, 12BANS SéhRdnichors batwtsn He hbiKie@hipats 200k Be Vi @ a status
request -1116. When the comruni cations programreceives the response status

nessglegﬁxgtggpéagﬁoé}! ek BGophiE Q%Blggg;dgf%mgacms ugﬁa]@gsuggig,t phPRueALe | epait gte ed

to i e current sta e points. i ment,

RS A S B S0 8 HIE PSRl 308 SO AEhaiblea e et veer

the rrlré)t&i()rlkeinglg%g} beurt n%? Em?t?g toter)]((lasting cellular telephone networks. The mobile computeri
browser software is executed, referencing a locally held web page 1202. The HTML file
references both a graphics display file 1204 and an encapsulated communication§ program 1206
(which 'is already installed in the mobile computer). After the screen is painted with the graphics
image, the communications program is executed at 1208. When accessing the monitored site by
a wireless interface other than the wireless LAN, the execution after this point is identical to the
remote-securit}.l pahel communications. Otherwise, the program may continue to search via the
wireless interface card for a broadcast packet containing an address, such as an encrypted IP
address, of the local security panel. Once the BROADCAST ADDRESS message 1210 is
received by the mobile computer communications program, the address is decrypted and the
browser is directed (hyperlinked 1212) to the IP address of the security panel. Execution after

this point is identical to the remote-security panel communications, and reference is made to the

description of FIG. 9 regarding the connection activities.
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security panel 207. The nobile conmputer 208 gains access to the security
panel through a wireless |ocal area network, enabled by the wrel ess LAN
hub 302 awd/oa9@ny avail abl e wirel ess network including, Pat/uses/141e3rited to

exi sting cell Uhahothel GRORIRRRU WY dSsent ihwergrbgi, éeﬁs&gggl&%deoba&%ﬁﬁsl sof tware

is executed, referencing a locally held we age 1 The HT e
references.b phi i y -file 04 n_encapsul at ed
comuntias e pRad AR baR Y T ket B R B ot 1

conputer)., After the screen | s painted with the graphics i e, .the

C oA ETEH 85 Sy gaRArtal CLg e AR OGO ST BRETAES THIE Wb o ed
site by a wireless interface other than the wireless LAN, the execution

af t eparRetsr. pPiederm garameist isdegant bropdly to propptPasSEVideirtnge i Ralamesimibial cat i ons.
O herw se, the program may continue to search via the wreless interface
car deandre naedsured iy asensoncRaremeterstinéIndey futtare addireiss] tosampemsiran encrypted | P
address, of the local security panel. Once the BROADCAST ADDRESS nessage
1210cdnsentragior b ediduy chéigicai® (Bukk ac cnmbiisablegases)in ti@hir ONSsgviegs, amert he
address is decrypted and the browser is directed (hyperlinked 1212) to the

| P asldésans wd ¥di6ciSeabhitide PARREe, siaXBIGHTeEAY @bit@kror F4MsSn ReInMHunicatidgtent i cal

to the renote-security panel communi cations, and reference is nade to the

des cibiQine Fachiltids sBol KIMEAbMEL ddBfs CBAREd SitRAIF YalidRSnechani¥ip 03/ 096152

b
PCT/ USO03/ 14143 I n anot her enbodi nent” of the present | nvention, sensors are

D OVARtls QB HRNShPESI AN Balahl IR RAG DAL LR B JTORL bR ThESe

sensors are able to pro e nitorrn an envir onfre
ot her parageter and proyi %? signal s i.ndi cating a value of .the ar aneter.
The Dl pars REeBEtT Barbs dEeppBah Fodioenhesntotminiialen withghe o "5 anct er s
that can be neasured by a sensor.,ParanEters include, but are not |limted
to, TeEWpYPants.@s desrbehiborei Bhempodiments ob thepassertdpeention,dhe seSURiyRsASk,i bl e
gases) in the air or elsewhere, water pressure, wind velocity, nmagnitude
of fwewiors degtagts dfitheyariony semsors; for examenle.ytpodlingihe samsemiatregilongme

intervals, such as 1.5 seconds, or other intervals appropriate to the space and parameter being

monitored.

In an embodiment of the present invention, the security panel is in communication

with a supervisory monitoring system, which, as described above, can include a host computer

configured with an embedded web server. The supervisory monitoring system is provided with a

visual display to graphically represent the status of the various sensors. For example, in the case

of temperature sensors, the visual display of the supervisory monitoring system may represent

numerically the latest reported temperature at each of the temperature sensors. In addition,

various alarm states, as described below, may be represented, such as by differently colored

icons or by other representations as discussed below and as apparent to one of skill in the art in

view of this specification.
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transm ssions facilities such as fiber-optic cables, geonetric position of
various nechani cal devices such as val ves and any ot her paraneter that may
be measurwo os/0ed152 hat a state or change in state of the pararses/efi4day be
det erm ned. Ea@hnait®aimdns of the @ed¥BmtriheatibONhybdchriganelris pRigems&ridr i ty
panel s, as described above. In enbodi nents of the present invention, the

SeCUfdntNn BANG mARPréRESmidee vahual Helicativd BearVasi Ao raRNSAbwing amigxamel e, by
polling the sensors at regular time intervals, such as 1.§ seconds, or

ot he{#{)ejsg&lﬁrél fb'u%?rﬁﬂﬁée%g&h?ﬁn‘a ateret-J}?chiiP%Ctﬁﬁgﬂéldpﬁ{ ﬁggés%%fla%‘e&gity ‘S‘%%i tored. In

an enbodi nen resent 1nventio e securit anel 1S

communj.cation Lth, a.superyviso nitoring sys wWhich, as scri bed
abovgat 158?%%@%%’ 1 ¢ tlrt?f)“;ﬁg‘%lflntggBw&gaé‘aywtlfrﬁ%%%@é%%ﬁﬁse b server.
The supervisory monitoring systemis provided with a visual display to
gr aptensess PRA i élif wdusof theAramEergieaurady Wg Ferspexsesds grscdesamined &idire, i n
the case of tenperature sensors, the visual display of the supervisory
noni ensrthreghalg.ghe pachaly raaplvadldnterprefithetrstataind 3/highend alesst Thefrsutigdanel
tenperature at each of the tenperature sensors. In addition, various

al ar wilkthet peoyvidesa rdalstime bafl igdtednotniiatibe sigegte s emwngdringsistermmdivgting
differently colored icons or by other representations as di scussed bel ow
and @8 sapathent if thediigh-afd 4l dtaten ThE moaitbringstatitinamayothed prosideeci fi cat i on.
26 WD 03/096152 PCT/ US03/ 14143 In an enbodi nent of the present invention

the sepMEdlrdprERAkiohdf &%?Q{s@m?ﬁﬁe highCRatafiri 08 sO¢h AAYyusE bea phtihned

val ués indicative of at |least one of the follow ng: a high-end threshold,

al 03’8'1@38' iéogrrﬁpsrp%hg{lg ﬁ@@e&ofﬁ%%—%ﬁ%@lﬁﬂﬂ@ta‘é‘r eshold. In the case of a

secur | pane I'S progra a high-end threshold, the security

pane] e oG5 b b O PRl "

;P;? he%kgl’g. itgtgaglglﬁg %E%@%%&%lter%éalsugeg E? rtkpers%%sc}r ri]s tessst a%;[t e osw-ée‘ngI  gh-end
threshold, then the security panel will interpret that as a low-end alarm state, and provide a real-
time, self initiated notification signal to the monitoring system indicating that the sensor has
entered a ‘low-end alarm state. As with the high-end alarm state, this may be graphically
represented on a visual display of the monitoring system, such as by a colored icon.

The security panel may be programmed with a predetermined rate-of-change
threshold; A rate-of-change threshold is a predetermined amount which the parameter may
change in a specified period of time. For example, in the context of temperature sensors, the rate
of change threshold may be 5 degrees in 5 minutes. Thus, the security panel will monitor the
measurements by the sensor over a period of time. If the rate at which the measured parameter is
changing exceeds the rate-of;change threshold, then the security panel will interpret this as a

rate-of-change alarm state, and provide a real-time, self initiated notification signal to the

27



will then provide a real-tinme self, initiated notification signal to a
nonitoring systemindicating the sensor that is in the high-end alarm
state. Thwormppdls2zi ng station may then provide a graphi c2CTrEsps/egent ati on
of t BenS@NEysich bR att gHRateREl setlsad s Shett®) thé HEdlo RshalYe Miafn Shied TR ti cul ar
colored icon representing the sensor in high-end alarmstate. Simlarly,

t he i i i.ne d
S St £ S TR S R
t han tlhe l.ow-end threshold, then the security panel will interpret that as
a | of? 858 'A% rm state, and provide a real- time, self initiated
notification sjignal, to the nonitoring systemindjcating that the sensor has
entered a | ow E‘rﬁi‘ogleéi”ﬁf’%‘ﬁ’é‘te%t. Og&ge RicERt fq’(éntl’ﬂ"ghp}é‘r‘igltélog?%%rﬁé’feechatt?ﬁ s may
be graphically represented on a visual display of the nonitoring system
suchata&gripys preggsp@rinefl mewitpringtecatioauef a spapaiedie menyjtorss. phodpseheddboia h a
predeterm ned rate-of-change threshold. A rate-of-change threshold is a

pr edtess sensurs nemUordn enviroiimental qyattEmparmetenynd ploaidg eignalsandiprtiogftheed peri od
of time. For exanple, in the context of tenperature sensors, the rate of

changsué 6f s badatheted Yo HeechritlgghelesAs the Stard ofuliessensof Rtisngek rerespmsd ot y panel
wll nmonitor the neasurenents by the sensor over a period of tinme. If the

r at ectithgtdthGhe VAIee HEAS irﬁﬂell@ﬁbﬁﬂ%hﬁbsdr@d,_tlﬁ'b%ﬁ@it??a@{%ﬁféﬁovﬁd&elf _
rat e- of -change threshold, then the security panel will interpret this as a

rat e : i Iy thS i deaat ed
B R R S S e A RS U

Syst ?e@s%ﬁé%ﬁtae%}l%gdimg{ t ehs%cm?rﬁgi,%el A% o‘ﬁp; e@&@ge g{é\‘jrle:{slgféfé %1%%}1%&%6 al'arm

state. e graphica represen ay of the
ARG RS LR TR N SRR R T L AL S
e eXampla, 1n the 6a%6 of 1emperatuss sonsore, the security pancl may be programmedenly fo. 0 oC' ' 0%

provide a notification signal if the change in temperature is greater than 1°F. In another

embodiment, the security panel may be programmed to provide a notification signal after a

predetermined period of time, or at predetermined intervals after an initial notification signal

triggered by a high-end, low-end, rate-of-change or other alarm.

In such embodiments, the monitoring system is provided with a visual display that

represents the space being monitored as a chromagraph. A chromagraph is a representation by

which different colors or shadings are used to represent different values of the parameter

measured by a sensor.

| As an example of an embodiment of the present invention providing a

chromagraph, a system in which the parameter measured is temperature will now be described.

However, it would be understood by one skilled in the art that this is by way of example only and
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t hese sensors nonitor an environnental or other paraneter and provide
signals indicating the value of the paraneter to a security panel. As the
state of wbas®erisor changes in response to changes in thecralsogi14afi3t he

par afet Sheel RShHERS Wk Sther bASmMEREMNES Yo RRASCNE] tholt QML ASBbe ol NI ti at ed

real time notification sighals to a nonitoring systemindicating the new
state,of the s I n [ 1Ly e i|l..only
prov?eta%rsttl?‘f’é a?eekél?%i%lrintahesa& cﬁ%pﬁ%ﬂaﬁtgb rewdéu %%tb{ag P%Cgﬁéééﬁg's{rgtﬁ% fJX“la}r{:ﬁ)lehteheevent of a
change in the_sensor that excee redetermned v e, For X le, in
he CResrnt EapRrar b BBAtGrE! by RufbRRRERLY Batsl Tl yrisuhi uF ied only
to provide a notification signal if the change in tenperature is greater
t hanarangemenpt igsformen Flenbbdi Megmperatigessaeasyied Py thmensaragrei®° riogr ammed t o
provide a notification signal after a predeterm ned period of tinme, or at
pr edensrmli3A&P0° it fer seabor 1302 £30°dnfor pensoral 303.010°fH foasénser Kil0gnard 80F Fifgger ed by
a high-end, |owend, rate-of-change or other alarm In such enbodi nents,

t he gensort 1605 NThesy Séreperatare hoayi bdadpresenteddyvissigal pacticaipdr aplot hathadinepr esent s

t he space being nonitored as a chromagraph. A chronmagraph is a

repr &?ﬁé@}%&{dﬁr@‘m tve teidpiefaburdli thf &ladiple &@l 6618d Bdpr&BABIFTS bREE colf@ekptRertepr esent
different values of the paraneter neasured by a sensor. As an exanpl e of

an e j . @i¥e i nvention providing a chromagraph, a system
MWﬁlt&Bulﬁhgpr%eﬁ?

in palr aneter measured is tenperature will now be descri bed. .
way of ex'a;p:“‘éﬂg%@%%%ﬂ%?%%égﬁ%%f E%%f?%&%?fﬁﬁ‘%ﬁ éﬂﬁ%f?ﬂg%ié”eéb': ’
DoV Eear B EPL el B b RH o IR e B 3D bR Tk ST el o thi 5

specification. In this exanple, the tenperature of a space is being
noni EBWSERYG changg of ddmpRr Ahtw & cgglﬁ?@,ags,unﬁéqattaﬁp%@ﬁvquggp thIEHP%a“"%PF angement

is shown in FIG 13. The tenperatures neasured by the sensors are 80 F for
sensor 1301 to sensor 1302, the temperature gradually increases from 80° F to 90° F. For

example, it may be assumed that halfway between the two sensors the temperature is 85° F. The
exact algorithm by which these intermediate values are determined is not critical to the present
invention and various algorithms may be used in different contexts. For example, one such
algorithm may estimate a temperature at a point based on the inverse square of the distance
between the point and the nearest sensor. In an embodiment, the chromagraphic representation
indicates gradual differences in temperature by use of a gradual change in shading. This
process may be repeated for the entire space so that a complete, or nearly complete, visual
representation is provided of the values for the temperature or other parameter throughout the
space being monitored. . Such a depiction may provide valuable information to users of the
present invention. For example, such a depiction may reveal that a fire has occurred in a

particular part of a building and that there are other parts of the building that may be safely
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sensor 1301, 90 F for sensor 1302, 80 F for sensor 1303, 70 F for sensor
1304, and 80 F for sensor 1305. These tenperatures may be represented by
usi ng a papotisoediar col or or shadings correspondi ng to thecrdarsp®rasure, for

exanpr{tgre?w‘ggér%gég}ﬁ ! %?%E\Gthﬁ%xgmgl?g %}E‘K ]@%%rg rﬁ%ﬂ"é\?e%‘f’% sgt%gd b ?‘&gud

whi t ecou 70F. chroma r the tire space can be derived
by uséng. tlﬁe inlfcprmati on from the sensors 1301 through 1305. For exanpl e,
bet weER SSATBI® $301 and 1302, there is a tenperature change of 10 F.
Thus, it could be assuned E%t as .one noves fromthe | ocatio sensor

of
1301 to sensorNPHEPPIIMeS plthp BFSeN ARy SRR (UF (AOTHEPR ASENSMIEBAE o 90 F.
For exanple, it may be assumed that hal fway between the two sensors the
t enpeispleyededy smesitqTingMystemdneluding oav el menhmghilgtderises, Nedeasipstseratedi at e
val ues are determned is not critical to the present invention and various
al gocorhputers rauyipire wislewinelessi¢dnirenepdtioncapabilitess, Used by fiaefighters orezadels
algorithmnmay estimate a tenperature at a point based on the inverse square

of t hateiaBloabther rebpdnse persbiirl pothsy traved td the spuea i fdkpsBa $din aldrh. a&s the
enbodi ment, the chromagraphic representation .indicates gradual differences

I Nt QIHREH Rltdl Balk iH$EspBhiscAo Pariehiendr-valua RE ded instha dioRbored Rpsce, tRERCESS may be
repeated for the entire space so that a conplete, or nearly conplete,

vi supls or{sspréerséﬁ@r ﬂ%ﬂé@%’&érhg{ ﬁiefd'rﬂﬁﬁorpﬁx r{gQFreXl@tlirHE.sanB%n hdR1 E&% uje or

ot her paraneter t ughout t space being nonitored. . Such a depiction

may reg, riagﬁ é%%lgl’ﬁgogl'ﬁr i(f' %%éeﬁéxj a(lagretsé?ﬁlé@lgrg?obgér? :il'ltég &F%;exeeﬁetﬂé al-hr%/el.rﬂt i gn. For

exa S cti vea occurred in

parti.cular part of a building and that there are ather parts of the

Do | o s olpfin S Pnhes DTL IS TBRT e & AR b el o
approach the fire. In another exanple, such a picture may reveal the spread
of afled aeirnag firorplices Fromiccand sgaisonmental fegens nempedigrentsiod srRsesAt i nventi on,

this information is transmtted to and o '
invention provide each team with mobile monitoring capabilities displaying the same

information, including changes about the alarm situation, in near real time. These teams thus
have the ability to develop a plan and coordinate their planned actions as they travel to the
monitored site, thus improving the timeliness and effectiveness of their response and enhancing
their own safety. |

In some circumstances, relevant sensors may not be located in certain portions of
the overall space being monitored. In these circumstances, it may be difficult to represent the
value of the relevant parameter at that portion of the space. In an embodiment of the present
invention, it is assumed that the value of the parameter being represented at that portion of the
space is equal to a mean value of the temperature measured by the sensors. [n embodiments of
the present invention, extreme sensor measurements, such as those that may be expected during a

fire, would not be included in the calculation of a mean temperature value for the entire space.
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di spl ayed by a nonitoring systemincluding one or nore nobile devices, such
as personal conputers equi pped with w rel ess comruni cati on capabilities,
used by fwoeBiogdisers or hazardous materials or other respomasopensdnnel as
they fihavekid a3t facSRB6Emad bE SRRONSEY! @ iAdlcat %{Qan/é?%@xm% £ tates

change i'n response to paramneter-vafué changes in the nitored space, these

resp e r's el,. receiv i i in near.real -ti and-can
deveﬁj(}%erégeglfcfdgg grgéffl&g'gl e Eh eS/ep ¥ %@@% Pg %H%Elég%r%l%? ?tol ?%aélogf) APy H%{aa ressi ng
the problemthat tri g%ered the alarm In. situations where an alarm

r equiSPE8T 5SS hRIREDS 255,APRYERY [BIVEEY %@hﬁ speciiGhlinas a large fire or chenical
fire requiring fire, police, rescue and environnental teams -- enbodi ments
of the present [n mpikasembadisegy piile smeent iRvERIION. @IFYFOWIMay beomptided that
capabilities displaying the same information, including changes about the
al ar milews ainser omtradkrandgdentifie te pepple in Tpatculapaispach ussublpaces ¢fre ability to
devel op a plan and coordinate their planned actions as they travel to the
moni tnoongidredispace. T endratps dstediPnisheerh iigpoivided tnchnithgedfeagtmorenesieé t heir
response and enhancing their own safety. In sone circunstances, relevant

Sens QfitsrfiteYeViets Nehd Suiadl BétwieBn SidkpaRESN(sREH i 1@BMs Of othbN&M¥& hakd) isRRCE bei ng
nonitored. In these circunstances, it may be difficult to represent the

val ugy,ot rl?%ilﬂg {ﬂ&h@i@nt}z IR GhireRls nhdacPREViIERInAhd I{Qﬁxgﬁ?ﬁ&s add? an

enbodi e the presen invention, it is assune e val ue of the

P AL S0 B WL BRSO SR el ARIRNLEAD: Slord NE ke SRR RN R fH AL 1 © 2

mean va erature neasure e Sensors. nents of
the present jnventi extrene sensor asurenents,.,such .as those that may
be e PBETET LTS g RETPiFFter RRorE R gt S eIt ooV ST RE A S f on of
mean tenperature value for the entire space. 30 WD 03/096152 PCT/ US03/ 14143
Thus CAFYNEPeEssive Barmagiie siromipHemenfs Hacikagedtipilayents hat KaRwdte a nean of
approximately 800 F. Qher nethods for estimating and representing
par astsceemagiietie signals pmdttad tortbe REIR rezderc dnah embogdiment using a radiolocation

transceiver, the portable interface device may be a radiolocation transmitter.

In an embodiment of the present invention, two RFID readers are provided, one

on each side of a portal between two subspaces, or other entrance or exit.  Alternatively, one

RFID reader may be provided so long as it is able to distinguish between a portabie interface

device on one side of the portal from a portable interface device on the other side of the portal.

In any event, the RFID devices are configured to determine which subspace a portable interface

device has left (and which has been entered) based on the sequence of activation of the RFID

reader(s) or other detection that a portable interface device has left one subspace and entered

another subspace.

For example, FIG. 14 shows a space divided into subspaces 1401 and 1402.

These subspaces are separated by boundary 1403 through which portal 1404 has been provided.
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sensor is not present are apparent in view of this specification. In
anot her enbodi nent of the present invention, a system may be provided that
al l ows a weas/0p@strack and identify the people in a parti eararsoyugpace or

subspaassREID seadsHNHORNSHcSPATEsubsPac 4B @ljacent delisdriabNa S¢6EERFIS provi ded
including one or nore a wreless interface devices at the portal between

subspages 1ﬁ§6‘ Q?lo@&eﬂ prm)s&fce Qhdresd;stehi Rare p6eaS ) )whéh 4 %&b%ﬂ@ﬁa@ I ng

moni tored. EXanples of wreless interface devices inc RFI'D readers and

radi gf varn Si nscei.v as

cnown G (2l ot 4 B EEINRYE R Elh n%%@?s%%ﬁﬁn bts e dal iSRS 7

i nter . rovi ded u carr SS har nmoni c

ol r oD g DSl Selsft B reirRe of B phrde fufficamties e s RED f2eT
electronagnetlc Si na s emtted gy t he RFID reader. In _an enbodi nent using
a radit8p-othis |1r5%°atqs hatdhepertable intgeagroiavias| (and the perae earneng dehasapovse a
radi ol ocation transmtter. In an enbodi nent of the present invention, two
RFI D froangibspacarl 40 hraospibapage 140% Therreesaechwil bietrusf fop mowemerit fivat subspacewo
subspaces, or other entrance or exit. Alternatively, one RFID reader may

be prid02 teatbspmct dAQl.as it is able to distinguish between a portable
interface device on one side of the portal froma portable interface

device on the o heemboditenf ofttiepdsent Alventidn)) a 3&iriey %1 rep&ies tREICERYiSlENH Cces
are configured to determ ne which subspace a portable interface device has

lef t chasbridBicGhichase B @R B §EkoPaEBINON) RS EAHBRGeOkitaf the/@hion of

t he RFI reader(s) or ot her det ection t%at a portabl'e interface device has

| e LA oG B RGN FU AL Ty, 14 Shovs
TRt A i R R AN T R
subs p g %r 140{1%3? g-‘tg'ce%mpp% thtIPIGa moblfe%lom;pu?er Saeé\%?srégssgi: Ialln%ve could arrive at the

space in response to a fire alarm with information on the number of people in each room or other

subspace within the space. Such information may be of particular importance in the rescue

effort. For example, rescue personnel would know in advance whether, in a building that is on

fire, there were people in a particular room so that the rescue personnél could direct their efforts

to where they were actually needed.

In addition to determining the number of people in a given area, in a preferred
embodiment, the system of the present invention can determine the number of particular types or
classifications of people in a given area. For example, a firefighter can be provided with a

portable interface device that indicates her status as firefighter; similarly, employees of a

business can be provided with a portable interface device that indicates this status.
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reader, 1406, is located in subspace 1402 adjacent to the portal. Wen a
portable interface device (such as a card carried by an individual)
crosses fwomssetispace 1401 to subspace 1402, RFID 1405 wPCir/uses/ean3 t he

presence of then pabsdbletsiontiRIprasest idestition, b RFD ddBRRHAS @nREdE lheader
1406. This indicates that the portable interface device (and the person

carr kg E%mp@iém%@mfbw MhSHD SRR ) %aﬂé? nﬁztﬁ%m&eere;ﬁ% selﬂ?litira?eﬁer se

will be tr novenent from subspace 402 t 0 "subspace 140 n an

enbodinent. of . th resent .i ny i ri anel reports the |ocation
of  SaiRcisR e ¥ FAhund S 8hon B KA SslbulR®Exr pYRRLT 8 Vari ous
subspaces wthin the space, and.can be ogramed to keep.track of -- and
r eporPTaBRATHP LRAP iR e spagsieins Pepiiprt) g?@rlor@ﬁm yisel display b%&npl e - -

t he nunber of people in each subspace. Thus, for exanple, in the case of a
fi r e MORPTIRGFYSHR B12Y PERNIGHREranied] reprassBiatian ebihs armber ofdndividuals eerchbove,
could arrive at the space in response to a fire alarmw th information on
t he meambevithof thp epgiedeing recndtorado dilmisonaypbhey a nsmbkeh mprasenthtion, bhey tgace. Such
information may be of particular inportance in the rescue effort. For
exanppgroprigs auabpesfiomsdbcavedlih dadhmovmi Mardvancie widedl ldesplayicould represesit ng t hat
ison fire, there were people in a particular roomso that the rescue

Per s ey §pe 606thér dlissRedtioh Bethe vafibwy ihividuals Wi edcheyorietich AdyWaldred needed.
In addition to determ ning the nunber of people in a given area, in a

pr ef gnQfkd i@é’ﬂ%q{?&i@?cﬂf% firAEn; BIRS i@&&ﬁdi%%%ﬁ&%&ﬁ&n;iefb‘.’)ed?fsin%]?/%?ﬁ t&hfd 6 M ne
the nunber of particular types or classifications of people’in a given

- . Yy . . i 1 2 terf
o 2 uP s SebhloH PAeBR D BB BB A gt e ace
Chi s CSREPeh SRS DR o e PS4 [ CHB IR AR B e pr esent

invention, the RFID readers are connected to a. ..
member was approaching a group of employees in a burning building and could use that

information to determine whether another rescue team member should be directed to the same
group or to another group of employees further away from the fire.

It will be appreciated by those skilled in the art that the present invention can be
embodied in other specific forms without departing from the spirit or essential characteristics
thereof. TheApresently disclosed embodiments are therefore considered in all respects to be
illustrative and not restricted. The scope of the invention is indicated by the appended claims
rather than the foregoing description and all changes that come within the meaning and range

and equivalence thereof are intended to be embraced therein.
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security panel, which is described above. The security panel may provide
real time self initiated notification signhals to a nonitoring system when
t he RFI D wernsmp@ast ndi cate a change in the arrangenent of pegamsbs 143 hi n t he
space bei ng noWHaolselaindds:t i onal |y, a visual display at the nonitoring
system may provide a graphical representation of the nunber of individuals

in each sysReMoMdolltdridd EspaPaesmpBating: noni tored. This may be by a nunerical
representation, or by the appropriate nunber of icons |ocated in each

room Nor ot e gk 6 SALAL QUL SRIPRA IRE L XRR or gL er

cl assfication e various indrvi ine
col orgd .1con (Sr ed i cflons 'tndi cati n% firemen; blue icons indicating
pol i YOS thgfen ?r‘érco'é'lg’rﬁ?‘{/ Ogyonior BARBISIET: ot her depi ction of the breakdown

of individuals by the various types or classifications. Thus, for exanple,
a rescue YOERE B ssRABEanelgs cenfigyswt toaeceive inpaRatjon fiom the sepsor regardiag r escue
team nenber was approaching a group of enployees in a burning building and
coul @valgeof hatarametest nat i on to det ermi ne whet her anot her rescue team nenber
shoul d be directed to the same group or to another group of enpl oyees

further awhgrefrtberséchatyf panel is bonfigurdd tbedempifiy acalamestateyronhthegralpi | 1 ed in the
art that the present invention can be enbodied in other specific forns

Wi t hetisisd@par 4 high alar@ndtdwhepine vhlue bf 8eparincidr ekbREas bREehiasd higher eof .
The presently disclosed enbodi nents are therefore considered in all

I espesd thrdsBolREa lok A1bSt et vHRn AN oftBShdrhmbefis 158 thaf GOREIMmiARg | nvention

is indicated by the appended claims rather than the foregoing description
e T i s R e S S A S ST
cecuP e pairarCTREt b 2T RE BB B 0 Cecur  ty panel in’ communi cati on
wth a Se\?vﬁgr[ein the security panel is configured to automatically transmit to a monitoring station

information responsive to the alarm state.

2. The system of claim 1, further comprising a graphical user interface configured to display an

icon responsive to the alarm state.

3. The system of claim 1, further comprising a graphical user interface configured to display the

value of the parameter.

4. A system for monitoring a space having a plurality of sensors, each of the plurality of sensors

located at a predetermined monitoring location comprising:
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wherein the sensor is configured to nonitor a paraneter; wherein the
security panel is configured to receive information fromthe sensor

regar di ngwoa3wadise of the paranmeter; wherein the securityPoanso3/iHg43

conf i gur ednfonitbdegdyisfeyn amfigh@tino sdcaive afrea mntehvelfgnicibed n6@fGish kizgalof a hi gh
al arm state when the val ue of the paraneter exceeds a predeterm ned high-
end {Hai@8AOkE Ahare IOPHVVQ:LI@-E)M phraiBteVhRBsUr&ED Y SlelsT tRS plLRGHPH RARLEnd S | €SS

than a predeterm ned owend threshol d; and a rate-of-change alarmstate

IR R B S R S A T N

automatically transmi to a nonitorin tation, information responsive to
r he  HRtlefibe g ates SopdR R Al a5 WA AR EP g R E R cal
user interface confjgured to display an icon responsive to the alarm state.
3. Tﬁaé‘%sc’gélieeth@ﬁtycqflégWPis',' further conprising a graphical user interface

configured to display the value of the paraneter. 4. A systemfor
nonitoring a space having a plurality of sensors, each of the plurality of
sensors | ocated at a predeterm ned nonitoring |ocation conprising: 34 WO
03/ 096 A5 stPATUSOBItdrig/4Bspace maying oplurelity yEieasors; each ofithepluradity eCenwes a r eal
tinme self initiated notification signal indicating a change of a value of a
par alvetted anepedetethibed mositaingtlbeatiph domptitiyg:of sensors; and a graphic
interface configured to display information in real tinme responsive to the

si gnal , mhﬂbﬁngmeﬁf@mhgsrehmé pickive @ redltiafeagIraphaedhbificitisRbigys t he val ue
of the paraneter neasured by each of the plurality of sensors.” 5. A system

for mRMatiRg b BfkrRe 3PRCAuLEY PaReRl W Gl drheHlua Bl sensoft@aiy Of the plurality

of sensors

a graphic interface configured to display information in real time responsive to the signal,
wherein the graphic interface chromagraphically displays changes in the value of the parameter
measured by each of the plurality of sensors.

6. The system of claims 1, 4 or 5, wherein the parameter comprises temperature.
7. The system of claims 1, 4 or 5, wherein the parameter comprises concentration of a chemical.
8. The system of claims 1, 4 or 5, wherein the parameter comprises water pressure.

9. The system of claims 1, 4 or 5, wherein the parameter comprises wind velocity.

10. The system of claims 1, 4, or 5, wherein the parameter comprises magnitude of force.
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| ocated at a predeterm ned nonitoring | ocation conprising: a nonitoring
systemconfigured to receive a real tine self initiated notification signal
i ndi cati ngoasobanye of a val ue of a paraneter at one of treTaiSos/adisy of
sensqrs; hiCyi : L QU i ay,.-information in real
e h ot Of QREL AU, AESAE R DR ACED bRl e p Rl TR

chrorraﬁﬂ_‘g hi ﬁal k%di.spl)l ays. .(Ehanges in the value of the paraneter neasured
by ed® iGfan B fagi ensors. 6. The systemof claims 1, 4 or 5,
wherein the paraneter conprises tenperature. 7. The systemof clains 1, 4
or 5, wherein the paranmeter conprises concentration of a chemcal. 8. The
systemof clains 1, 4 or 5, wherein the paraneter conprises water pressure.
9. THe. dystsesternpf elpimists 41or 54 whereB) theperamieter torepygs itetrer ratoimpr | ses Wi nd
velocity. 10. The systemof clainms 1, 4, or 5, wherein the paraneter
conprbsesunimagon traxdenissiord facitiey. 35 WO 03/ 096152 PCT/ US03/ 14143 11. The
systemof clains 1, 4 or 5, wherein the paraneter conprises signal
integrity in a comunication transmssion facility. 12. The system of
clainms 1, 4 or 5, wherein the paraneter conprises bit error rate in a
comyni q@k sflerh bAAGMSSE 4Qf 5T bl the pdrdmetb frdfoafls 8BeOherlcHoSBiot of 4 OF O
wherein the paraneter indicates a geonetric position of a physi ca? obj ect.
14. . of clainms 4 or 5, wherein the graphic interface, responsive
to t;%?s%a?fééjgméf the paraneter neasured by each of the plurality of
sensors, chromagraphically displays estimated values of the paraneter

t hroughout the space. 15. An apparatus for nonitoring a space, wherein the
Spacei4f: %ﬂgrs;/s%eerr? o? cll;ilmrss orsgi?avskpe?e%? thaeng(xj'ap ic i%?ec agecf rgs%tgrsls%?ect%’thg \(f)zHEersl osflthneg'

parameter measured by each of the plurality of sensors, chromagraphically displays estimated

values of the parameter throughout the space.

15.  An apparatus for monitoring a space, wherein the space comprises a first subspace and a
second subspace, comprising:

a security panel located at the space; and .

a detection system, in communication with the security panel, configured to detect the
movement of a portable interface device from the first subspace to the second subspace;

wherein the security panel provides a real time self initiated notification signal to a
monitoring system responsive to the detection by the detection system of the movement of the

portable interface device from the first subspace to the second subspace.

16. The apparatus of claim 15, wherein the detection system comprises an RFID reader.
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a security panel located at the space; and a detection system in

comuni cation with the security panel, configured to detect the novenent
of a portwblos/opaiser f ace device fromthe first subspace toPcraSs®canz
subspace; wherein the security panel provides a real tine self initiated
notification si gnal to a nonitoring system responsive to the detection by

t he t t|on e of .th ort.abl fac device from
t he ?lf °Phpe [n ok lﬁewg%rgl&tgng{]%cslﬁgceﬁexﬁégm?ﬂ%esé‘gﬁétr S ¢l ai m 15,
wher Egn t he dete Lff)tl on system conpri se n REI.D reader. 36 WO 03/096152

PCT/ 6@9‘%&&@& SPaEReAi g 1ot reg eé ofted n g segoad subsREcedet ect i on syst em
conprises a first RFID reader | ocated in a first subspace, and a second

RFI D reader |located in a second subspace. 18. The apparatus of claim 15,
further conprising a graphic interface configured to display the | ocation

of th& P dppbtatsiofickirhdsefudben cenprisingesgrapiseintenfat eonfipuiddito dispian tisd gnal .

19. The apparatus of claim 15, further conprising a graphic interface

conf joguticchfitige shirtiplediitetficd daviicel if spodst ngthemetifieg@hisippapf the portable
interface device. 20. The apparatus of claim 19, wherein the icon is color
coded to indicate a type of portable interface device. 21. The apparatus of
claim15, wherein the detection system conprises a radiol ocation

t l.g
.L?Q??’22%%3’%88%%58%%?.122‘%2‘%@%‘%?89’“ FEPropARg Sl GRBRAIAR, 15

wh t rf di ol t

{1 anhh ARG ey Ot Bl DR B iR 8RR "2 cpace comprising: a security

panel |ocated at the space; and

20. The apparatus of claim 19, wherein the icon is color coded to indicate a type of portable

interface device.

21. The apparatus of claim 15, wherein the detection system comprises a radiolocation

transceiver.
- 22. The apparatus of claim 15, wherein the portable interface device comprise an RFID card.

23. The apparatus of claim 15, wherein the portable interface device comprises a radiolocation

transmitter.

24. An apparatus for monitoring a space comprising:

a security panel located at the space; and
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37 WD 03/096152 PCT/ US03/ 14143 a detection system in comunication with
the security panel, configured to detect the novenent of a portable

i nt er f acewoasiog@sirom out si de the space to inside the spaeeTarsds/i4iasn

i nsi de t hgdapaa sySteyinsdodemiientiDRaE S thebeliftypahbie c&iTaikddi 1 dPRGhe Pr OVi des
afirst real tinme self initiated notification signal to a nonitoring

syst%e&gﬁwﬁipsﬁameuﬁ@rmetdk%e ¥l Esi S Shdc R SRk BHE %Bcém ement of

the portable interface device fromoutside the space to 1 nside the space

and nd_real ti. |f...initiated notification to the nonitoring
systg‘r%ﬁigglgepsgﬁ%?@é’u%%&?ﬁgg%?gf’ecti on by the detection system of the novenent
of the po\%abl e interface device féx%tmri si de space t o outside the

. he.
space. 25VNSTRE BRREHEY RANGEPIRYIGRSA ‘EPEF?{% ’t“ﬁéa‘?jje@‘étﬁcﬁtéﬁ? sgne o

conprises_an RFID reader. 26. The apparatus of claim 24 further conprising
a gr BRIt RYSiemAEasiNg tQydatestion by dhasstepyion pystemp ehthearovstentef theor t abl e
interface device in response to the first self initiated notification

si gnadrtablerinteTiace dgyies e sutsideshaspacow ifiside thespaerapd iaseoogd aea) tiogelseld
interface configured to display an icon indicating the |ocation of the

por t afifiated mitifichidmetodby noeritordy sydtem ragpoasia¢ testhe fletettionbythe detbeaionisystedfie i con
is color coded to indicate a type of portable interface device. 29. The

appabathe ofementaf thedbrtabRanRtficd duvicdgions iiside the/adNotsididd the Spade.
radi ol ocati on transcei ver. 38 WO 03/096152 PCT/ US03/ 14143 30. The

apparatus of claim 24, wherein the portable interface device conprise an
RFI D card. 31. The apparatus of claim 24, wherein the portable interface

devi 5§ fl?er%lbhxsaﬁﬁ ot cfa?xﬂizgl \959115&0:& Iiét@&ﬁ)gis%t%'comprises an RFID reader.

26. The apparatus of claim 24 further comprising a graphic interface configured to display the

location of the portable interface device in response to the first self initiated notification signal.

27. The apparatus of claim 24 further comprising a graphic interface configured to display an

icon indicating the location of the portable interface device.

28. The apparatus of claim 27, wherein the icon is color coded to indicate a type of portable

interface device.

29. The apparatus of claim 24, wherein the detection system comprises a radiolocation

transceiver.
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30. The apparatus of claim 24, wherein the portable interface device comprise an RFID card.

31. The apparatus of claim 24, wherein the portable interface device comprises a radiolocation

transmitter.
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