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BLOCKCHAIN-BASED USER ELEMENT
AUTHORIZATION METHODS AND APPARATUSES

TECHNICAL FIELD

[0001] This specification relates to the field of computer applications, and in

particular, to blockchain-based user element authentication methods and apparatuses.

BACKGROUND

[0002] User element authentication usually means that a specific user element
authentication authority determines whether several user elements including privacy
information that are provided by a user match the specific user element authentication
authority, to determine authenticity of an identity of an object indicated by the several
user elements. However, in actual application scenarios, a large quantity of user
element providers, user element authentication result users, and user element
authentication authorities may co-exist. Therefore, it is difficult for the user to quickly
identify a proper authentication authority to complete a user element authentication
process.

[0003] In a related technology, a role of a mediator can be added to the
above-mentioned interaction scenario. A user sends a to-be-authenticated user element
to the mediator without being concerned about a subsequent procedure. An
authentication authority obtains the to-be-authenticated user element from the
mediator, and returns a corresponding user element authentication result, without a
need to directly contact a user element provider and an authentication result user.
However, in this solution, the user needs to send a user element including privacy data
to the mediator, leading to unnecessary disclosure of privacy information. Therefore, a
user element authentication solution in which both high efficiency and high security

are considered is urgently needed in the industry.
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SUMMARY

[0004] In view of this, this specification discloses blockchain-based user element
authentication methods and apparatuses.

[0005] According to a first aspect of the embodiments of this specification, a
blockchain-based user element authentication method is disclosed, and is applied to a
node device in a blockchain. A smart contract used to manage a user element
authentication procedure is deployed in the blockchain, and the method includes:
receiving a smart contract invocation transaction, where the smart contract invocation
transaction includes an encrypted, to-be-authenticated user element that is provided by
a user client and that is used to determine authenticity of a user identity; in response to
the smart contract invocation transaction, invoking encryption conversion logic in the
smart contract, decrypting the encrypted to-be-authenticated user element in a trusted
computing environment on the node device, and further performing secondary
encryption processing on a decrypted, to-be-authenticated user element, where a
decryption key corresponding to the secondary encryption processing is maintained
by a user element authentication authority, so that the user element authentication
authority obtains a to-be-authenticated user element obtained after secondary
encryption processing, decrypts the to-be-authenticated user element based on the
decryption key, and performs user element authentication based on the decrypted,
to-be-authenticated user element; and obtaining an authentication result submitted by
the user element authentication authority to the smart contract for the
to-be-authenticated user element, and storing the authentication result in a distributed
ledger of the blockchain, so that an authentication result user connected to the
blockchain obtains the authentication result from the distributed ledger of the
blockchain, and determines, based on the authentication result, authenticity of a user
identity provided by the user client.

[0006] According to a second aspect of the embodiments of this specification, a
blockchain-based user element authentication apparatus is disclosed, and is applied to
a node device in the blockchain. A smart contract used to manage a user element
authentication procedure is deployed in the blockchain, and the apparatus includes: a
receiving module, configured to receive a smart contract invocation transaction,
where the smart contract invocation transaction includes an encrypted

to-be-authenticated user element that is provided by a user client and that is used to
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determine authenticity of a user identity; an authentication module, configured to: in
response to the smart contract invocation transaction, invoke encryption conversion
logic in the smart contract, decrypt the encrypted to-be-authenticated user element in a
trusted computing environment on the node device, and further perform secondary
encryption processing on a decrypted to-be-authenticated user element, where a
decryption key corresponding to the secondary encryption processing is maintained
by a user element authentication authority, so that the user element authentication
authority obtains a to-be-authenticated user element obtained after secondary
encryption processing, decrypts the to-be-authenticated user element based on the
decryption key, and performs user element authentication based on the decrypted
to-be-authenticated user element; and a storage module, configured to: obtain an
authentication result submitted by the user element authentication authority to the
smart contract for the to-be-authenticated user element, and store the authentication
result in a distributed ledger of the blockchain, so that an authentication result user
connected to the blockchain obtains the authentication result from the distributed
ledger of the blockchain, and determines, based on the authentication result,
authenticity of a user identity provided by the user client.

[0007] In the above-mentioned technical solution, the wuser client, the
authentication authority, and the authentication result user do not need to
independently communicate a service or establish a connection, but can complete an
entire service procedure of user element authentication by interacting with the
blockchain. Therefore, operation efficiency of a user element authentication service
can be significantly improved. In addition, a process in which the blockchain node
performs encryption conversion on the to-be-authenticated user element is completed
in the trusted execution environment. Therefore, in this solution, in principle, the node
device in the blockchain cannot obtain the to-be-authenticated user element in a
plaintext form, thereby ensuring that privacy information in the to-be-authenticated
user element of the user is not disclosed, and improving security of the user element

authentication service.

BRIEF DESCRIPTION OF DRAWINGS

[0008] The accompanying drawings here are incorporated into this specification,

constitute a part of this specification, illustrate embodiments that conform to this
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specification, and are used to explain principles together with this specification.
[0009] FIG. 1 is an example diagram illustrating a blockchain-based user element
authentication scenario, according to this specification;

[0010] FIG. 2 is a schematic diagram illustrating a process of creating and
invoking the smart contract, according to this specification;

[0011] FIG. 3 is an example diagram illustrating a procedure of the
blockchain-based user element authentication method, according to this specification;
[0012] FIG. 4 is an example diagram illustrating a structure of the
blockchain-based user element authentication apparatus, according to this
specification; and

[0013] FIG. 5 is an example diagram illustrating a structure of the computer

device, according to this specification.

DESCRIPTION OF EMBODIMENTS

[0014] To make a person skilled in the art better understand the technical solutions
in one or more embodiments of this specification, the following clearly and
comprehensively describes the technical solutions in the one or more embodiments of
this specification with reference to the accompanying drawings in the one or more
embodiments of this specification. Clearly, the described embodiments are merely
some rather than all of the embodiments. All other embodiments obtained by a person
of ordinary skill in the art based on one or more embodiments of this specification
without creative efforts shall fall within the protection scope of this specification.
[0015] When the following descriptions relate to the accompanying drawings,
unless specified otherwise, the same numbers in different accompanying drawings
represent the same or similar elements. Implementations described in the following
example embodiments do not represent all implementations consistent with this
specification. On the contrary, the embodiments are merely examples of systems and
methods that are described in the appended claims in details and consistent with some
aspects of this specification.

[0016] The terms used in this specification are merely for illustrating specific
embodiments, and are not intended to limit this specification. The terms "a" and "the"
of singular forms used in this specification and the appended claims are also intended

to include plural forms, unless otherwise specified in the context clearly. It should be
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further understood that the term "and/or" used in this specification indicates and
includes any or all possible combinations of one or more associated listed items.
[0017] It should be understood that although terms "first", "second", "third", etc.
may be used in this specification to describe various types of information, the
information is not limited to the terms. These terms are merely used to differentiate
between information of the same type. For example, without departing from the scope
of this specification, first information can also be referred to as second information,
and similarly, the second information can be referred to as the first information.
Depending on the context, for example, the word "if" used here can be explained as
"while", "when", or "in response to determining".

[0018] User element authentication usually means that a specific user element
authentication authority determines whether several pieces of user element
information including privacy information that are provided by a user match the
specific user element authentication authority, to determine authenticity of an identity
of an object indicated by the several pieces of user element information. For example,
a citizen can provide information such as a name, an identification card number, and
an address, to prove an identity of the citizen. A merchant can provide information
such as a name and a license number of a business individual, to prove an identity of
the business individual. Usually, an individual such as a communication operator, a
public security network database, a bank database, or a business administration
database that can store a correspondence between user elements can serve as the user
element authentication authority to provide a user element authentication service.
However, in actual application scenarios, a large quantity of user element providers,
user element authentication result users, and user element authentication authorities
may co-exist. Therefore, it is difficult for the user to quickly identify a proper
authentication authority to complete a user element authentication process.

[0019] In a related technology, a role of a mediator can be added to the
above-mentioned interaction scenario. A user only needs to send a to-be-authenticated
user element to the mediator without being concerned about a subsequent procedure.
An authentication authority only needs to obtain the to-be-authenticated user element
from the mediator, and returns a corresponding user element authentication result,
without a need to directly contact a user element provider and an authentication result
user. In this solution, execution efficiency of a user element authentication service can

be greatly improved, and user experience can be greatly improved. However, in this
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solution, the user needs to send a user element including privacy data to the mediator,
leading to unnecessary disclosure of privacy information. Usually, because a higher
degree of privacy of user element information provided by the user means that it is
more difficult for an identity forger to obtain and spoof the user element information,
a user element authentication result is more reliable. Therefore, to ensure a final effect
of user element authentication, the user cannot reduce a degree of privacy of a user
element to reduce disclosure of the privacy information. Therefore, a user element
authentication solution in which both high efficiency and high security are considered
is urgently needed in the industry.

[0020] Based on this, this specification discloses a technical solution in which a
user element authentication procedure is managed by using a smart contract executed
in a trusted execution environment in a blockchain.

[0021] In an implementation, FIG. 1 is an example diagram illustrating a
blockchain-based user element authentication scenario, according to this specification.
In this example, a blockchain serves as a mediator in a user element authentication
scenario, and the above-mentioned user client, user element authentication authority,
and authentication result user do not need to independently communicate a service or
establish a connection. In addition, in this example, from the user client to the
blockchain, and then to the wuser element authentication authority, a
to-be-authenticated user element can be encrypted in a whole process, and a smart
contract in the blockchain completes conversion in an encrypted form in a trusted
execution environment (TEE).

[0022] In the above-mentioned technical solution, the user client, the user element
authentication authority, and the authentication result user do not need to
independently communicate a service or establish a connection, but can complete an
entire service procedure of user element authentication by interacting with the
blockchain. Therefore, operation efficiency of a user element authentication service
can be significantly improved. In addition, a process in which a blockchain node
performs encryption conversion on the to-be-authenticated user element is completed
in the trusted execution environment. Therefore, in this solution, in principle, the node
device in the blockchain cannot obtain the to-be-authenticated user element in a
plaintext form, thereby ensuring that privacy information in the to-be-authenticated
user element of the user is not disclosed, and improving security of the user element

authentication service.
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[0023] Blockchains are usually classified into three types: a public blockchain, a
private blockchain, and a consortium blockchain. In addition, there can be a
combination of the above-mentioned plurality of types such as a combination of a
private blockchain and a consortium blockchain, and a combination of a consortium
blockchain and a public blockchain.

[0024] Public blockchains have the highest degree of decentralization. Bitcoin and
Ethereum are representatives of the public blockchain. A participant (also referred to
as a node in the blockchain) joining the public blockchain can read a data record in
the blockchain, participate in a transaction, contend for accounting permission of a
new block, etc. In addition, each node can freely join or exit a network, and perform a
related operation.

[0025] On the contrary, for private blockchains, write permission of the network is
controlled by a certain organization or authority, and data read permission is specified
by the organization. In short, the private blockchain can be a weakly centralized
system. In the private blockchain, a node is strictly limited, and there is a small
quantity of nodes. This type of blockchain is more suitable for internal use of a
specific authority.

[0026] Consortium blockchains fall between public and private blockchains and
can achieve “partial decentralization.” Each node in the consortium blockchain
usually has a corresponding entity authority or organization. The node is authorized to
join the network and form a stakeholder alliance, to jointly maintain operation of the
blockchain.

[0027] Based on a basic characteristic of the blockchain, the blockchain usually
includes several blocks. Timestamps corresponding to creation moments of the blocks
are respectively recorded in the blocks, and all the blocks form a time-ordered data
chain strictly following the timestamps recorded in the blocks.

[0028] Real data generated by a physical world can be created into a standard
transaction format supported by the blockchain, and then published to the blockchain,
and the node device in the blockchain performs consensus processing on a received
transaction. After a consensus is reached, the transaction is packaged into a block by
the node device that serves as an accounting node in the blockchain, and is stored
persistently in the blockchain.

[0029] In actual applications, each of the public blockchain, the private

blockchain, and the consortium blockchain may provide a function of the smart
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contract. The smart contract in the blockchain is a contract whose execution can be
triggered by a transaction in the blockchain. The smart contract can be described in a
form of code.

[0030] Ethereum is used as an example. A user is supported to create and invoke
some complex logic in an FEthereum network. Ethereum is a programmable
blockchain, and a core of Ethereum is an Ethereum virtual machine (EVM). Each
Ethereum node can run the EVM. The EVM is a Turing-complete virtual machine,
and various complex logic can be implemented through the EVM. The smart contract
published and invoked by the user in Ethereum is run on the EVM. In fact, the EVM
directly runs virtual machine code (virtual machine bytecode, briefly referred to as
"bytecode" below). Therefore, the smart contract deployed on the blockchain can be
bytecode.

[0031] FIG. 2 is a schematic diagram illustrating creation of a smart contract and
invocation of the smart contract. As shown in FIG. 2, creating a smart contract in
Ethereum includes processes such as writing the smart contract, changing the smart
contract to bytecode, and deploying the bytecode in the blockchain. Invoking the
smart contract in Ethereum is initiating a transaction directed to an address of the
smart contract. An EVM of each node can execute the transaction, and run smart
contract code in a virtual machine of each node in an Ethernet network in a distributed
method.

[0032] The following describes this specification by using a specific embodiment
and with reference to a specific application scenario.

[0033] FIG. 3 is an example diagram illustrating a procedure of the
blockchain-based user element authentication method, according to this specification.
The method can be applied to a node device in a blockchain. A smart contract used to
manage a user element authentication procedure is deployed in the blockchain, and
the method can include the following steps: S301: Receive a smart contract invocation
transaction, where the smart contract invocation transaction includes an encrypted
to-be-authenticated user element that is provided by a user client and that is used to
determine authenticity of a user identity. S302: In response to the smart contract
invocation transaction, invoke encryption conversion logic in the smart contract,
decrypt the encrypted to-be-authenticated user element in a trusted computing
environment on the node device, and further perform secondary encryption processing

on a decrypted to-be-authenticated user element, where a decryption key
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corresponding to the secondary encryption processing is maintained by a user element
authentication authority, so that the user element authentication authority obtains a
to-be-authenticated user element obtained after secondary encryption processing,
decrypts the to-be-authenticated user element based on the decryption key, and
performs user element authentication based on the decrypted to-be-authenticated user
element. S303: Obtain an authentication result submitted by the user element
authentication authority to the smart contract for the to-be-authenticated user element,
and store the authentication result in a distributed ledger of the blockchain, so that an
authentication result user connected to the blockchain obtains the authentication result
from the distributed ledger of the blockchain, and determines, based on the
authentication result, authenticity of a user identity provided by the user client.

[0034] The blockchain can include a blockchain in any form. As mentioned above,
a public blockchain has a higher degree of decentralization. This means that the public
blockchain is more reliable, but has lower execution efficiency. On the contrary, a
private blockchain has a small scale and a limited range, usually has higher execution
efficiency, but is less reliable than a large-scale public blockchain. Therefore, a person
skilled in the art can independently select and complete specific blockchain creation
based on a specific service need and various forms of features of blockchains.
Implementations are not further limited in this specification.

[0035] The user client can include any software and hardware that can provide the
above-mentioned related functions. For example, the user client can be a dedicated
hardware client, an independently designed software client, an applet based on
another application, a web page with an interaction capability, etc. A person skilled in
the art can complete a specific development design based on a specific service need
and with reference to a related technical document. Implementations are not further
limited in this specification.

[0036] The user element can include any user element used for user element
authentication. It can be understood that a specific type of the user element
authentication authority can match the to-be-authenticated user element. For example,
if the to-be-authenticated user element includes a name and an identification card
number of a user, the corresponding user element authentication authority can be a
related authority that stores a correspondence between a name and an identification
card number of the user, for example, a public security network. For another example,

if the to-be-authenticated user element includes a company name and a business
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license number of a merchant, the corresponding user element authentication authority
can be an authority that stores a correspondence between a company name and a
business license number, for example, a business administration department. A person
skilled in the art can independently select an application scenario and a user element
type based on a specific need. Details do not need to be enumerated in this
specification.

[0037] In a shown implementation, the to-be-authenticated user element can be
identity information of the user. Because the user usually pays more attention to
protecting privacy data of the user, when identity information related to privacy needs
to be used as the to-be-authenticated user element, user element authentication is
performed based on the above-mentioned solution, to eliminate a possibility that a
"mediator" grabs identity information and privacy is disclosed.

[0038] In a shown implementation, the identity information of the user can
include the name, the identification card number, and a mobile phone number of the
user. Corresponding to the identity information, the user element authentication
authority can be a mobile phone operator. For example, if a user Zhang San needs to
perform an account opening service in a bank, the user needs to provide a name, an
identification card number, and a mobile phone number of the user to the bank, and
complete user element authentication based on the name, the identification card
number, and the mobile phone number. Usually, a correspondence among the three
user elements can be stored in a database of a mobile phone operator. Therefore, the
mobile phone operator can serve as a user element authentication authority of current
user element authentication. It can be understood that, user element authentication
performed based on the mobile phone operator is only a common implementation
form of user element authentication, and should not be considered as an improper
limitation on the solution of this specification.

[0039] In this specification, the node device in the blockchain can first receive the
smart contract invocation transaction from the user client. The smart contract
invocation transaction can include the encrypted to-be-authenticated user element that
is used to determine the authenticity of the user identity. As described above, a
pre-deployed smart contract in the blockchain can be invoked by using a transaction,
and data needed for executing the smart contract can be carried in the invocation
transaction, to complete information exchange. Because it needs to be ensured that the

to-be-authenticated user element is not disclosed, the node device in the blockchain
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cannot directly read a plaintext of the to-be-authenticated user element. Therefore, in
the smart contract invocation transaction, the to-be-authenticated user element can be
a ciphertext obtained by the user client through encryption. It can be understood that,
the smart contract invocation transaction can be directly initiated by the client, or can
be indirectly initiated by another server, a forwarding platform, etc. For example, to
ensure running efficiency and security of the blockchain, it can be set that only a
specific server has permission to initiate the smart contract invocation transaction to
the blockchain. In this case, the user client can first send a ciphertext of the
to-be-authenticated user element to a server that has permission, and then the server
generates a corresponding smart contract invocation transaction, and sends the smart
contract invocation transaction to the blockchain.

[0040] In a shown implementation, the node device can be connected to the server.
In this environment, the user client can add the ciphertext of the to-be-authenticated
user element to a user element authentication request, and send the user element
authentication request to the server. The server creates the smart contract invocation
transaction based on the encrypted to-be-authenticated user element, and sends the
smart contract invocation transaction to the node device connected to the server. This
design can further develop functions such as design permission control and fee
calculation on the server, to adapt to a more complex service environment need.
Implementations are not further limited in this specification. A person skilled in the art
can complete a specific design with reference to a related technical document.

[0041] In this specification, the node device can invoke the encryption conversion
logic in the smart contract in response to the smart contract invocation transaction,
and decrypt the encrypted to-be-authenticated user element in the trusted computing
environment on the node device. Because the trusted computing environment is in an
unobservable black box state for the outside, even if the above-mentioned decryption
process is completed in the trusted computing environment, privacy data in the
to-be-authenticated user element is not disclosed. After decryption is completed,
secondary encryption processing can be further performed on the decrypted
to-be-authenticated user element. A decryption key corresponding to the second
encryption processing can be maintained by the user element authentication authority.
For example, the above-mentioned two times of encryption and decryption can be
performed in an asymmetric encryption method. It is assumed that the trusted

computing environment on the node device maintains a private key Al, a
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corresponding public key A2 is held by the user client, the user element authentication
authority can hold a private key B1, and a corresponding public key B2 is held by the
trusted computing environment on the node device. When the above-mentioned
solution is implemented, the user client can encrypt the to-be-authenticated user
element by using the public key A2, and send the to-be-authenticated user element to
the node device in a form of a smart contract invocation transaction. The user client
can complete a first time of decryption by using the maintained private key Al in the
trusted computing environment on the node device, and perform secondary encryption
on the decrypted to-be-authenticated user element by using the public key B2, to
obtain a to-be-authenticated user element that is obtained after the second encryption
processing and that can only be decrypted by a user element authentication authority
that holds the private key B1.

[0042] It can be understood that, the above-mentioned key use process is only a
feasible example, and a specific password mechanism can be selected and designed
based on a specific service need. Implementations are not further limited in this
specification.

[0043] In this specification, the node device can execute the above-mentioned
secondary encryption processing process, so that the user element authentication
authority obtains the to-be-authenticated user element obtained after secondary
encryption processing, decrypts the to-be-authenticated user element based on the
decryption key, and performs user element authentication based on the decrypted
to-be-authenticated user element. Specifically, because the node device in the
blockchain plays a role of a mediator in the above-mentioned service scenario, when a
quantity of users initiating user element authentication and a quantity of user element
authentication authorities are large, a corresponding user element authentication
authority can be allocated, based on a predetermined matching mechanism, to the user
initiating user element authentication, to ensure smooth execution of a user element
authentication service. Specifically, a method of selecting the user element
authentication authority can be based on a type of the to-be-authenticated user
element. For example, for a to-be-authenticated user element related to a mobile
number, a mobile phone operator can be identified as a to-be-authenticated user
element authentication authority; and for a to-be-authenticated user element related to
a bank card number, a bank can be identified as a corresponding user element

authentication authority. It can be understood that, although content of the
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to-be-authenticated user element can be encrypted, the type of the to-be-authenticated
user element can be identified by predetermining a flag bit or attaching a label.
Therefore, a person skilled in the art can independently design, based on a specific
need, the method of selecting the user element authentication authority.

[0044] In a shown implementation, the smart contract invocation transaction can
further include an identifier of a target user element authentication authority specified
by the user client. In this case, it can be designed that only the target user element
authentication authority can decrypt the to-be-authenticated user element obtained
after the node device performs secondary encryption. Therefore, after the smart
contract invocation transaction is received, a predetermined encryption key table can
be queried to obtain a secondary encryption key corresponding to the target user
element authentication authority. When secondary encryption processing is performed
on the decrypted to-be-authenticated user element, the determined secondary
encryption key corresponding to the target user element authentication authority can
be used. Correspondingly, when the user element authentication authority obtains the
to-be-authenticated user element obtained after secondary encryption processing,
performs secondary decryption on the to-be-authenticated user element, and performs
user element authentication based on the to-be-authenticated user element obtained
after decryption, it can be directly specified that the target user element authentication
authority corresponding to the identifier obtains the to-be-authenticated user element
obtained after secondary encryption processing, performs secondary decryption on the
to-be-authenticated user element, and performs user element authentication based on
the to-be-authenticated user element obtained after decryption.

[0045] It can be understood that, a method in which the user element
authentication authority generates a user element authentication result based on the
to-be-authenticated user element, for example, querying a database storing a
correspondence of the to-be-authenticated user element, does not need to be
specifically limited in this specification. A person skilled in the art can independently
determine an implementation based on a specific implementation environment and a
related need.

[0046] In this specification, after the user element authentication authority
completes user element authentication, the node device obtains an authentication
result submitted by the user element authentication authority to the smart contract for

the to-be-authenticated user element, and stores the authentication result in a
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distributed ledger of the blockchain, so that an authentication result user connected to
the blockchain obtains the authentication result from the distributed ledger of the
blockchain, and determines, based on the authentication result, authenticity of a user
identity provided by the user client. Specifically, as described above, the blockchain
plays a role of a mediator in a service scenario of user element authentication.
Therefore, the user element authentication result generated by the user element
authentication authority can be sent to the authentication result user by using the
blockchain. It can be understood that the authentication result user can be the user. For
example, the user can obtain, by using the above-mentioned user element
authentication process, an authentication success certificate provided by the user
element authentication authority for a certain group of to-be-authenticated user
elements, so that the user can directly and independently hold the certificate to
process another service that needs to ensure that user element authentication succeeds.
[0047] In a shown implementation, a specific method in which the authentication
result user obtains the authentication result from the distributed ledger of the
blockchain can be as follows: The node device stores the authentication result in the
distributed ledger of the blockchain, and generates a result return event corresponding
to the authentication result. Then, in response to the result return event, the server
obtains the authentication result from the distributed ledger of the blockchain, and
sends the authentication result to the authentication result user.

[0048] It can be understood that, the above-mentioned method in which the server
performs forwarding is only a feasible example of returning the authentication result.
The authentication result user can alternatively directly obtain the authentication
result from the distributed ledger of the blockchain in response to the result return
event, or directly fetch the authentication result from newly added content of the
distributed ledger of the blockchain based on predetermined identification logic. In
addition, in this process, privacy of the authentication result can be further improved
in an encryption method. Therefore, a person skilled in the art can independently
design, based on a specific need, a specific form in which the user element
authentication authority sends the authentication result to the authentication result
user by using the blockchain. Implementations are not further limited in this
specification.

[0049] The above-mentioned content is all embodiments of the blockchain-based

user element authentication method in this specification. This specification further
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provides an embodiment of a corresponding blockchain-based user element
authentication apparatus as follows: This specification provides a blockchain-based
user element authentication apparatus. An example of a structure of the
blockchain-based user element authentication apparatus is shown in FIG. 4. The
apparatus can be applied to a node device in a blockchain. A smart contract used to
manage a user element authentication procedure is deployed in the blockchain, and
the apparatus includes: a receiving module 401, configured to receive a smart contract
invocation transaction, where the smart contract invocation transaction includes an
encrypted to-be-authenticated user element that is provided by a user client and that is
used to determine authenticity of a user identity; an authentication module 402,
configured to: in response to the smart contract invocation transaction, invoke
encryption conversion logic in the smart contract, decrypt the encrypted
to-be-authenticated user element in a trusted computing environment on the node
device, and further perform secondary encryption processing on a decrypted
to-be-authenticated user element, where a decryption key corresponding to the
secondary encryption processing is maintained by a user element authentication
authority, so that the wuser element authentication authority obtains a
to-be-authenticated user element obtained after secondary encryption processing,
decrypts the to-be-authenticated user element based on the decryption key, and
performs user element authentication based on the decrypted to-be-authenticated user
element; and a storage module 403, configured to: obtain an authentication result
submitted by the user element authentication authority to the smart contract for the
to-be-authenticated user element, and store the authentication result in a distributed
ledger of the blockchain, so that an authentication result user connected to the
blockchain obtains the authentication result from the distributed ledger of the
blockchain, and determines, based on the authentication result, authenticity of a user
identity provided by the user client.

[0050] In a shown implementation, the node device can be connected to a server.
In this environment, the user client can add a ciphertext of the to-be-authenticated
user element to a user element authentication request, and send the user element
authentication request to the server. The server creates the smart contract invocation
transaction based on the encrypted to-be-authenticated user element, and sends the
smart contract invocation transaction to the node device connected to the server. This

design can further develop functions such as design permission control and fee
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calculation on the server, to adapt to a more complex service environment need.
Implementations are not further limited in this specification. A person skilled in the art
can complete a specific design with reference to a related technical document.

[0051] In a shown implementation, the smart contract invocation transaction can
further include an identifier of a target user element authentication authority specified
by the user client. In this case, the target user element authentication authority can
decrypt the to-be-authenticated user element obtained after the node device performs
secondary encryption. Therefore, the apparatus can further include a querying module.
After the smart contract invocation transaction is received, the module can query a
predetermined encryption key table to obtain a secondary encryption key
corresponding to the target user element authentication authority. When the
authentication module 402 performs secondary encryption processing on the
decrypted to-be-authenticated wuser element, the secondary encryption key
corresponding to the target user element authentication authority can be used.
Correspondingly, when the user element authentication authority obtains the
to-be-authenticated user element obtained after secondary encryption processing,
performs secondary decryption on the to-be-authenticated user element, and performs
user element authentication based on the to-be-authenticated user element obtained
after decryption, the conversion module 402 can directly specify that the target user
element authentication authority corresponding to the identifier obtains the
to-be-authenticated user element obtained after secondary encryption processing,
performs secondary decryption on the to-be-authenticated user element, and performs
user element authentication based on the to-be-authenticated user element obtained
after decryption.

[0052] In a shown implementation, a specific method in which the storage module
403 enables the authentication result user to obtain the authentication result from the
distributed ledger of the blockchain can be as follows: The storage module 403 stores
the authentication result in the distributed ledger of the blockchain, and generates a
result return event corresponding to the authentication result. Then, in response to the
result return event, the server obtains the authentication result from the distributed
ledger of the blockchain, and sends the authentication result to the authentication
result user.

[0053] It can be understood that, the above-mentioned method in which the server

performs forwarding is only a feasible example of returning the authentication result.
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The authentication result user can alternatively directly obtain the authentication
result from the distributed ledger of the blockchain in response to the result return
event, or directly fetch the authentication result from newly added content of the
distributed ledger of the blockchain based on predetermined identification logic. In
addition, in this process, privacy of the authentication result can be further improved
in an encryption method. Therefore, a person skilled in the art can independently
design, based on a specific need, a specific form in which the user element
authentication authority sends the authentication result to the authentication result
user by using the blockchain. Implementations are not further limited in this
specification.

[0054] In a shown implementation, the to-be-authenticated user element can be
identity information of the user. Because the user usually pays more attention to
protecting privacy data of the user, when identity information related to privacy needs
to be used as the to-be-authenticated user element, user element authentication is
performed based on the above-mentioned solution, to eliminate a possibility that a
"mediator" grabs identity information and privacy is disclosed.

[0055] In a shown implementation, the identity information of the user can
include the name, the identification card number, and a mobile phone number of the
user. Corresponding to the identity information, the user element authentication
authority can be a mobile phone operator. For example, if a user Zhang San needs to
perform an account opening service in a bank, the user needs to provide a name, an
identification card number, and a mobile phone number of the user to the bank, and
complete user element authentication based on the name, the identification card
number, and the mobile phone number. Usually, a correspondence among the three
user elements can be stored in a database of a mobile phone operator. Therefore, the
mobile phone operator can serve as a user element authentication authority of current
user element authentication. It can be understood that, user element authentication
performed based on the mobile phone operator is only a common implementation
form of user element authentication, and should not be considered as an improper
limitation on the solution of this specification.

[0056] An embodiment of this specification further provides a computer device.
The computer device includes at least a memory, a processor, and a computer program
that is stored in the memory and that can run on the processor. When the processor

executes the program, the blockchain-based user element authentication method is
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implemented.

[0057] FIG. 5 is a schematic diagram illustrating a more specific hardware
structure of a computing device, according to an embodiment of this specification.
The device can include a processor 1010, a memory 1020, an input/output interface
1030, a communication interface 1040, and a bus 1050. The processor 1010, the
memory 1020, the input/output interface 1030, and the communication interface 1040
are communicatively connected to each other within the device through the bus 1050.
[0058] The processor 1010 can be implemented in a form of a general-purpose
central processing unit (CPU), a microprocessor, an application-specific integrated
circuit (ASIC), one or more integrated circuits, etc., and is configured to execute a
related program, to implement the technical solutions provided in the embodiments of
this specification.

[0059] The memory 1020 can be implemented in a form of a read-only memory
(ROM), a random access memory (RAM), a static storage device, a dynamic storage
device, etc. The memory 1020 can store an operating system and another application
program. When the technical solutions provided in the embodiments of this
specification are implemented by software or firmware, related program code is stored
in the memory 1020, and invoked and executed by the processor 1010.

[0060] The input/output interface 1030 is configured to connect an input/output
module to implement information input and output. The input/output module can be
configured as a component in the device (not shown in the figure), or can be
externally connected to the device to provide a corresponding function. The input
device can include a keyboard, a mouse, a touchscreen, a microphone, various sensors,
etc., and the output device can include a display, a speaker, a vibrator, an indicator,
etc.

[0061] The communication interface 1040 1is configured to connect a
communication module (not shown in the figure) to implement communication and
interaction between the device and another device. The communication module can
implement communication in a wired method (for example, a USB or a network cable)
or in a wireless method (for example, a mobile network, Wi-Fi, or Bluetooth).

[0062] The bus 1050 includes a path to transmit information between various
components (for example, the processor 1010, the memory 1020, the input/output
interface 1030, and the communication interface 1040) of the device.

[0063] It is worthwhile to note that, although only the processor 1010, the

18



10

15

20

25

30

memory 1020, the input/output interface 1030, the communication interface 1040, and
the bus 1050 are shown in the device, in an actual implementation process, the device
can further include another component that is necessary for normal operation. In
addition, a person skilled in the art can understand that, the device can include only
the component that is necessary for implementing the solutions in the embodiments of
this specification, and does not necessarily include all the components shown in the
figure.

[0064] An embodiment of this specification further provides a computer-readable
storage medium. The computer-readable storage medium stores a computer program,
and when the program is executed by a processor, the blockchain-based user element
authentication method is implemented.

[0065] The computer-readable medium includes persistent, non-persistent,
movable, and unmovable media that can store information by using any method or
technology. The information can be a computer-readable instruction, a data structure,
a program module, or other data. Examples of the computer storage medium include
but are not limited to a phase change random access memory (PRAM), a static
random access memory (SRAM), a dynamic random access memory (DRAM),
another type of random access memory (RAM), a read-only memory (ROM), an
electrically erasable programmable read-only memory (EEPROM), a flash memory or
another memory technology, a compact disc read-only memory (CD-ROM), a digital
versatile disc (DVD) or another optical storage, a cassette magnetic tape, a magnetic
tape/magnetic disk storage, another magnetic storage device, or any other
non-transmission medium. The computer storage medium can be configured to store
information that can be accessed by a computing device. Based on the definition in
this specification, the computer-readable medium does not include transitory media
such as a modulated data signal and carrier.

[0066] It can be seen from the descriptions of the implementations that, a person
skilled in the art can clearly understand that the embodiments of this specification can
be implemented by using software and a necessary general hardware platform. Based
on such an understanding, the technical solutions in the embodiments of this
specification essentially or the part contributing to the existing technology can be
implemented in a form of a software product. The computer software product can be
stored in a storage medium, for example, a ROM/RAM, a magnetic disk, or an optical

disc, and includes some instructions for instructing a computer device (which can be a

19



10

15

20

25

30

personal computer, a server, a network device, etc.) to perform the method described
in the embodiments of this specification or in some parts of the embodiments.

[0067] The system, apparatus, module, or unit illustrated in the embodiments can
be specifically implemented by using a computer chip or an entity, or can be
implemented by using a product having a certain function. A typical implementation
device is a computer, and a specific form of the computer can be a personal computer,
a laptop computer, a cellular phone, a camera phone, a smartphone, a personal digital
assistant, a media player, a navigation device, an email sending and receiving device,
a game console, a tablet computer, a wearable device, or any combination of several
of these devices.

[0068] The embodiments in this specification are described in a progressive way.
For same or similar parts of the embodiments, references can be made to the
embodiments mutually. Each embodiment focuses on a difference from other
embodiments. In particular, the apparatus embodiments are basically similar to the
method embodiments, and therefore are described briefly. For related parts, references
can be made to related descriptions in the method embodiments. The described
apparatus embodiments are merely examples. The modules described as separate parts
can or do not have to be physically separate. During implementation of the solutions
in the embodiments of this specification, functions of the modules can be
implemented in one or more pieces of software and/or hardware. Some or all of the
modules can be selected based on an actual need to implement the solutions of the
embodiments. A person of ordinary skill in the art can understand and implement the
embodiments without creative efforts.

[0069] The above-mentioned descriptions are merely specific implementations of
the embodiments of this specification. It is worthwhile to note that a person of
ordinary skill in the art can further make some improvements or polishing without
departing from the principle of the embodiments of this specification, and the
improvements or polishing shall fall within the protection scope of the embodiments

of this specification.
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CLAIMS

What is claimed is:

1. A blockchain-based user element authentication method, applied to a node
device in a blockchain, wherein a smart contract used to manage a user element
authentication procedure is deployed in the blockchain, and the method comprises:

receiving a smart contract invocation transaction, wherein the smart contract
invocation transaction comprises an encrypted to-be-authenticated user element that is
provided by a user client and that is used to determine authenticity of a user identity;

in response to the smart contract invocation transaction, invoking encryption
conversion logic in the smart contract, decrypting the encrypted to-be-authenticated
user element in a trusted computing environment on the node device, and further
performing secondary encryption processing on a decrypted to-be-authenticated user
element, wherein a decryption key corresponding to the secondary encryption
processing is maintained by a user element authentication authority, so that the user
element authentication authority obtains a to-be-authenticated user element obtained
after secondary encryption processing, decrypts the to-be-authenticated user element
based on the decryption key, and performs user element authentication based on the
decrypted to-be-authenticated user element; and

obtaining an authentication result submitted by the user element authentication
authority to the smart contract for the to-be-authenticated user element, and storing
the authentication result in a distributed ledger of the blockchain, so that an
authentication result user connected to the blockchain obtains the authentication result
from the distributed ledger of the blockchain, and determines, based on the
authentication result, authenticity of a user identity provided by the user client.

2. The method according to claim 1, wherein the node device is connected to a
server; and

the smart contract invocation transaction comprises a smart contract invocation
transaction created by the server in response to a user element authentication request
sent by the user client and based on the encrypted to-be-authenticated user element
carried in the user element authentication request.

3. The method according to claim 2, wherein the storing the authentication result
in a distributed ledger of the blockchain, so that an authentication result user

connected to the blockchain obtains the authentication result from the distributed
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ledger of the blockchain comprises:

storing the authentication result in the distributed ledger of the blockchain, and
generating a result return event corresponding to the authentication result, so that the
server obtains the authentication result from the distributed ledger of the blockchain in
response to the result return event, and sends the authentication result to the
authentication result user connected to the blockchain.

4. The method according to claim 1, wherein the smart contract invocation
transaction further comprises an identifier of a target user element authentication
authority specified by the user client; and

after the receiving the smart contract invocation transaction, the method further
comprises: querying a predetermined encryption key table to determine a secondary
encryption key corresponding to the target user element authentication authority; and
the performing secondary encryption processing on a decrypted to-be-authenticated
user element, wherein a decryption key corresponding to the secondary encryption
processing is maintained by a user element authentication authority, so that the user
element authentication authority obtains a to-be-authenticated user element obtained
after secondary encryption processing, decrypts the to-be-authenticated user element
based on the decryption key, and performs user element authentication based on the
decrypted to-be-authenticated user element comprises:

performing  secondary  encryption  processing on the  decrypted
to-be-authenticated user element based on the determined secondary encryption key,
wherein the decryption key corresponding to the secondary encryption processing is
maintained by the target user element authentication authority, so that the target user
element authentication authority obtains the to-be-authenticated user element obtained
after secondary encryption processing, decrypts the to-be-authenticated user element
based on the decryption key, and performs user element authentication based on the
decrypted to-be-authenticated user element.

5. The method according to claim 1, wherein the to-be-authenticated user
element comprises identity information of a user.

6. The method according to claim 5, wherein

the identity information of the user comprises a name, an identification card
number, and a mobile phone number of the user, and the user element authentication
authority comprises a mobile phone operator.

7. A blockchain-based user element authentication apparatus, applied to a node
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device in a blockchain, wherein a smart contract used to manage a user element
authentication procedure is deployed in the blockchain, and the apparatus comprises:

a receiving module, configured to receive a smart contract invocation transaction,
wherein the smart contract invocation transaction comprises an encrypted
to-be-authenticated user element that is provided by a user client and that is used to
determine authenticity of a user identity;

an authentication module, configured to: in response to the smart contract
invocation transaction, invoke encryption conversion logic in the smart contract,
decrypt the encrypted to-be-authenticated user element in a trusted computing
environment on the node device, and further perform secondary encryption processing
on a decrypted to-be-authenticated user element, wherein a decryption key
corresponding to the secondary encryption processing is maintained by a user element
authentication authority, so that the user element authentication authority obtains a
to-be-authenticated user element obtained after secondary encryption processing,
decrypts the to-be-authenticated user element based on the decryption key, and
performs user element authentication based on the decrypted to-be-authenticated user
clement; and

a storage module, configured to: obtain an authentication result submitted by the
user element authentication authority to the smart contract for the to-be-authenticated
user element, and store the authentication result in a distributed ledger of the
blockchain, so that an authentication result user connected to the blockchain obtains
the authentication result from the distributed ledger of the blockchain, and determines,
based on the authentication result, authenticity of a user identity provided by the user
client.

8. The apparatus according to claim 7, wherein the node device is connected to a
server; and

the smart contract invocation transaction comprises a smart contract invocation
transaction created by the server in response to a user element authentication request
sent by the user client and based on the encrypted to-be-authenticated user element
carried in the user element authentication request.

9. The apparatus according to claim 8, wherein the storage module is further
configured to:

store the authentication result in the distributed ledger of the blockchain, and

generate a result return event corresponding to the authentication result, so that the
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server obtains the authentication result from the distributed ledger of the blockchain in
response to the result return event, and sends the authentication result to the
authentication result user connected to the blockchain.

10. The apparatus according to claim 7, wherein the smart contract invocation
transaction further comprises an identifier of a target user element authentication
authority specified by the user client; and

the apparatus further comprises: a querying module, configured to query a
predetermined encryption key table to determine a secondary encryption key
corresponding to the target user element authentication authority; and

the authentication module is further configured to:

perform secondary encryption processing on the decrypted to-be-authenticated
user element based on the determined secondary encryption key, wherein the
decryption key corresponding to the secondary encryption processing is maintained
by the target user element authentication authority, so that the target user element
authentication authority obtains the to-be-authenticated user element obtained after
secondary encryption processing, decrypts the to-be-authenticated user element based
on the decryption key, and performs user element authentication based on the
decrypted to-be-authenticated user element.

11. The apparatus according to claim 7, wherein the to-be-authenticated user
element comprises identity information of a user.

12. The apparatus according to claim 11, wherein

the identity information of the user comprises a name, an identification card
number, and a mobile phone number of the user, and the user element authentication
authority comprises a mobile phone operator.

13. A computer device, wherein the computer device comprises at least a
memory, a processor, and a computer program that is stored in the memory and that
can run on the processor, and when the processor executes the program, the method

according to any one of claims 1 to 6 is implemented.
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