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[ 0001] The present invention generally relates to
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particul ar y to secgt::(P (gotlat on of a population of
RFID tags. Backgro t%iﬂ In an RFID system
an RFID reader interrogates one or nore RFID tags for
i nformati on. The RFID reader may be required to
di sti ngui sh between and comunicate with a |arge
nunber of different RFID tags within a given
comuni cati on Bagg andJOtfeﬂHeﬂmmmmmue
identification nu identifies each tag. It is
i nportant that the RFI D reader is capable of quickly
and accurately reading the identification (I1D) nunber
associated with each tag. In order to interrogate a
Figldof thednegntipng, . typically, the reader broadcasts the
identification nunber of the tag, in a bit-by-bit

fashi on, and the tag responds. [0003] However, such
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taghl st ance of m | es. Thus, when the reader broadcasts a
conplete tag I D nunber, an undesired third party can
receive this broadcast, and collect this transmtted

B#dRground’Aus, an undesired third party can obtain the
identification nunber of the tag in this manner.

[0004] In a second security problem an undesired

[0002] thind apeREDD S@feni, 0AI REID feag@dhterrogiteRbhdof avee RFIID tiags
broadcasting the identification nunber of a tag i n
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tag. It is important that the RFID reader is capable of quickly and accurately

reading the identification (ID) number associated with each tag. In order to
interrogate a particular tag, typically, the reader broadcasts the identification
number of the tag, in a bit-by-bit fashion, and the tag responds.

10003} However, such RFID systems can suffer from security problems. In a first
security problem, a signal transmitted from the reader to a tag may travel a long
distance, such as a distance of miles. Thus, when the reader broadcasts a
complete tag ID number, an undesired third party can receive this broadcast, and
collect this transmitted data. Thus, an undesired third party cén obtain the
identification number of the fag in this manner.

[0004) In a second security problem, an undesired third party can fool or “spoof”

an RFID reader into broadcasting the identification number of a tag in order to



the reader to cause bit collisions that thereby cause
the reader to broadcast the identification nunber
Ww2dog/03§6@D05] Thus, what is needed is a way of PCT/US2003/034036
communi cating with tags on an open-air comuni cation
channel , while protectingztag data, such as the tag
identification nunber. Biief Summary O The I nvention
[ 0006] The present invention provides for secure
comuni cations (i.e,, .negotiations) between readers
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cotmmmenication ehaiel, veilpoproteting: tag daéa, spel a9 B¢ tap idpngiration
fgr the secure negotiations. [0008] For exanple, a
fod of secure negoti ati on of a popul ation of RFID
tags is inplemented so that a conplete tag nunber is
not transmtted. r the ai The steps in the nethod
can i ncl ude tﬁgegéeq@m%%{%egﬁg?%@?ﬁg a binary tree
algorithmto identify an RFID tag in a popul ati on of
RFIDs tags; (2) receiving bits fromone or nore of
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[0008] i denlfdrfey(amhb, Relethodang sbqurgnegotiatior}/ ofa populati%n of RFID tags
is implemented so that' a complete tag number is not transmitted over the air. The
steps in the method can include the following: (1) operating a binary tree
algorithm to identify an RFID tag in a population of RFIDs tags; (2) receiving bits
ﬁom one or more of said population of said RFID tags during said binary tree
algorithm; and (3) echoing said received bits back to said population of RFID tags

only at forks in said binary tree algorithm.
[0009] In another aspect, a method of secure negotiation of a population of RFID
| tags is implemented so that a binary traversal is performed that contains no

application data. The steps in the method can include the following: (1)
generating a key to identify an RFID tag of the population of RFID tags, wherein



popul ati on of RFIDs tags; and (3) receiving bits from
the RFID tag during the binary tree algorithm [0010]

wo pooan3saspect, the generating step includes theCHUS®O8034036
sel ecting a nunber from a sequence of nunbers to use
as the key. [0011] In anather aspect, the generating
step includes the step of using a randonmy generated
nunber as the key. [0012] In another aspect, the
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operation, a series of bits are received from the reader, and the tag responds to

each bit of the series of bits with a corresponding bit of the second bit pattern.
The tag is thereby singulated, using the second bit pattern of the second key.

[0014] In aspects, the second bit pattern can be read from storage in the tag.

[0015] In another aspect, the bit values for each bit of the second bit pattern can
be randomly generated during operation of the tag. In an aspect, the randomly
generated second bit pattern can then be stored. _

[0016] In another aspect, a second binary traversal operation can be engaged with
the reader. During the second binary traversal operation, the tag can respond with
the stored second bit pattern, or can respond with a newly randomly generated

second bit pattern.



[00171 In anot her aspect of the present invention, a
radi o frequency identification (RFID) tag is

walemansdsed. The tag includes an antenna, a nodedEUSI003/@34036
first storage, and a second storage. The nodul ator is
coupled to the antenna. Thg.nodul ator is configured
to backscatter nodulate bits received fromthe antenna
with response bits. The first storage stores a first
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0011 DL, BRBRO bl sl RIS 405 g
(RIED) e ibidbsopibtd.eThe {ai itcludes et amennd @ yoduliddr, 8 Gies sedge,
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transmtted by the tag in a response to the reader as
chﬂ‘%‘{]@éew-bit pattern is generated. 100191 In
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of tags to cause tags to respond to a binary traversal operation with a second bit -
pattern. A substantially constant signal is transmitted to the population of tags. A
plurality of bits of the second bit pattern are received from a first tag during
transmission of the substantially constant signal. The transmission of the
substantially constant signal to the population of tags is terminated by the reader

to stop the first tag from transmitting further bits of the second bit pattern. A



-5 substantially constant signal can be repeatedly
transmtted to the tags, and termnated, in order to
wo emeisss4addi tional pluralities of bits from tker/D52083/034036
tag. [0020] In another aspect of the present
I nvention, frequency hoppgpg t echni ques and/ or spread
spectrum techni ques can be used by the reader to
i nprove security. [0021] These and ot her objects,
gdvag@ﬁges and features will becone readily apparent
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an embodiment of the present invention.

[0025] FIG. 3A is a block diagram of an illustrative tag according to an
embodiment of the present invention.
[0026] FIG. 3B illustrates an example unique tag identification number.

[0027] FIG. 4 is a state diagram illustrating various operating states of an RFID
tag, according to an embodiment of the present invention. '

[0028] FIG. 5 shows a flowchart providing example steps for a reader to
communicate with a population of RFID tags with improved security using bit

scrolling, according to an example embodiment of the present invention.



bet ween a reader and tag, according to an exanple
enbodi nent of the present invention. [0030] FIG 7
WG bmwessam exanpl e tag that includes a second SPOI/E§®03/034036

el enent for storing the bit pattern of a second key,

according to an enbodi nent. of the present invention.

[0031] FIG 8 shows an eigrfpl e tag that includes a

random bit pattern generator, according to an exanple

enbodi nent of the present invention. [0032] FIGS. 9A
[0029] and RIG. Gtsbows lacsigrtad diagram genreiening A ephmplst eopymiimeation

ag to 0 nicate w.th a RFID reader wth inproved
bR 96t 10 gt et et exemulE Giiogiingng ot Jhf giesent
inesmAedl ments of the present invention. [0033] FIGS. 10A
and 10B show fl owcharts providi ng exanple steps for a
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reference number identifies the drawing in which the reference number first

appears.

Detailed Description Of The Invention

Tag Interrogation Environment

[0035] Before describing the present invention in detail, it may be helpful to
describe an example environment in which the invention may be implemented.
This example environment is shown for illustrative purposes, and the present

invention is not limited to this environment. FIG. 1 illustrates an environment



enbodi nents of the present invention, a population of
tags 120 may include any nunber of tags 102. In sone
wenrdaasseent s, a very |arge nunbers of tags 102r@BYS2008034036
i ncluded in a popul ation of tags 120, including
hundr eds, thousands, or even nore. [0036] Exenplary
envi ronnent 100 al so i nctiéides one or nore readers 104.
These readers 104 nmay operate i ndependently or may be
coupl ed together to forma reader network, as shown
100 wHer€Gon@or horeeREHD tdgreadery 104 cosumestatalwith snexemplary
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PCT/ US2003/ 034036 -8 [0038] FIG 2 is a block diagram
to Fieregse BRLRPFBSRFI D syst em 200 provi di ng
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s 102, according to an
between a reader 104 and the tags 102 according to one or more interrogation

protocols. An exemplary interrogation protocol is the binary tree traversal
protocol described below. Signals 110 and 112 are wireless signals, such as radio
frequency (RF) transmissions. Upon receiving a signal 110, a tag 102 may
produce a responding signal 112 by alternatively reflecting and absorbing portions
of signal 110 according to a time-based pattern or frequency. This technique for
alternatively absorbing and reflecting signal 110 is referred to herein as
backscatter modulation. The present invention is also applicable to RFID tags

that communicate in other ways.



enbodi nent of the present invention. RFID system 200
i ncludes a user application domain 290, a network of
wo eadosss44.04a-n, and one or nore tags 102. NOPET/URRD3/034036
the invention is applicable to a single reader, as
well as to a plurality of ¢ readers coupled in a
network, as shown in FIG 2. Hence, although "reader"
is often referred to herein, it should be understood

100381 ol o By Bl iR Y o R ARG vsiers QP revidiog
coﬁnmﬁﬁéa&xbﬁé%&@ve&?gﬁé &%b&r}é:aciegso P akPBs 16248EordfiE to an

conmuni cates W t 2 via one of nore antenna(e)
entbbdimeht vef ithet 3prezsﬁanta mvemmm c oRFIY usyateino 1260 aineludes a user

sl Aot 2, SCRRRUESaPBRu TR odlpre i g 102

N((t@ {itht the BMRIONS applidan1d IP4l king ierfeﬁréeta!a QbellPasab R Rurality of
nbodi nent, reader 104b is cou and controls a

readsfrs tqipedein. a petwotle iap Skoven uaFICgv% H@ncch agh@mhe“rremn’oér

a a e t d.t n
o ARG, R L5y HRTHE s IR i
appﬁmmTWaﬁ@ mnﬂfai:adtefeawmﬁrargf caﬁﬁgemm a.{ R&ded Usen
application donain 290 may include one or nore user
qr@alalpqgtﬁgn User applications may conmunicate with
one ’
o 00 By TRl Vi T R

216n ervarmby exftaa:gsxnaasﬁnﬁgmammearasa@ailml i Foat éxemptéo maian
For e

ergdirpe Tredst Dgaicar e dBRLSroront B ty kS T htefndes edgef
anfénhhs PRADRGE CintdrRtheP ¥x RGNS BRBodikiehd, ?éﬁdenIMBEis e&i

art(s), the present invention can be inplenented on a
and@pnmly agfultiplaxksy Apmaktlpt%nisalm fpragkgaten emb(?rlof antennas

103 TPt o Wi RO SRR e BN RO Dgn
acEéx@noaﬁelaSgr@até}hﬂﬁibeﬂbmte&hﬁh@f a tag 102, accordi ng to

an exanpl e. enbodi nent of the present invention, Tag
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ant
communications network or data link. A reader may receive requests regarding

one or more tags 102 from the user application domain 290. For example, an
application may request a reader 104 to interrogate a population of tags.

[0041] As will be appreciated by persons skilled in the relevant art(s), the present
invention can be implemented on a variety of reader platforms and reader network

configurations.



storage section 330 may i nclude one or nore nenory

el ements as required by a particular application.
w®ai0a/0346¢+ age section 330 stores information uBedUR3003/034036

tag 102 to communicate with reader 104. In an

enbodi nent, information stpred in data storage nodul e

330 includes a storage el enent 332. [0043] In

accordance with such an enbodi nent, each tag 102 is

identifi by _a ey, which is typically a unique
i de ’@FW@gyﬁ%ﬁmﬁﬁﬁﬁéPﬁ The bit pattern of the wunique
tag identification nunber nay be permanently stored or
may be tenporarily stored in storage el ement 332 of
dat a st ordgEtedQVeEY{ew30. FIG 3B depicts an exanpl e
of the layout of a unique tag identification nunber
350. _Each .unique tag identification nunber 350 has
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docunent, the enbedded tag identification nunber é%o
102storeofrenynachte withsreader 1049 Injadeombodirgenti mformattbe stored in

0044] RF.interface. portion 310 ether with one or
d#&ﬁ(}%raé%ﬂlogﬁ]{égﬁhe‘\%& 2 S¥°r5?‘%§ve| %%eéltggg‘i -di recti onal
[0043] COMMMNicEdhRRSWIth b&dtf &€ embbditents aake tag 042 iRfddntitied bace
portion 310 receives RF si_tgna_l s fromreader 104
keyh mdhighhisatyPiealy (as yniguss idgatificaperommber e $he B pattgHRPE the
:Nt.0.d] qj Lt or ' ol Lot c QN
s st T 5L RRE (R T 0 pRmifinlt’ BEACAT B BAEY '
tempbaritgastored iaysidregeselement 72 ofsdagmstbmgt aedienridOei Kiéd 3B

RN AN s By IR AT A T LU
urir'@%ggg fRhlifitatioRinusbef 330 R ABEIRY A fdentifGiET bité 35¥dnd

I'ved fromreader 104 to respond with information
ertay deteatiar cakigdits 3684 5pr Stamipte, nachhimgne3d2gidenyiiation ndmber

| ogi c, a. .. and/or ..ot h h :
mgp feveot BrRECEE o0k it RN BifsoercibE Pl e Bbisgion
cddeCRAMES HeIBaY MeeréRhionihtion SYapsiicabler @ dtfer tag

_interface portion 310, State nmchine )
identification number lengths and error detection code lengths. Throughout this

[0042]

document, the embedded tag identification number 350 is referred to as the tag
identification number.

[0044] RF interface portion 310, together with one or more tag antennas 345,
provides a bi-directional communications interface with reader 104. RF interface
portion 310 receives RF signals from reader 104 through antenna(s) 345 and
demodulates the signals into digital information symbols. RF interface portion
310 includes a modulator 340 that modulates digital information symbols into RF

signals to be received and interpreted by reader 104. For example, modulator 340



320 al so accesses information in data storage section
330 as needed. In an enbodinment, state machine 320 is
wo opkesssmt ed with digital circuitry, such as POQUS2003/034036
gates. Further details regarding state machine 320 are
provided belowwith refergnce to FIG 4. Operational
States of a Tag [0046] Tag 102 can exi st in various
operating states. Each of these operating states
describes g node. of operation f tag 102. Upon the
e, pRekerEr OS2 PiTAte @ﬁt%t,hefé% sigBal Eesfived st feadsy

10418 TepBRe HRRTAbHAStiGH 1 &b 01 A0t her . For exanpl e,

upon occurrence of an event, tag 102 can transition
[0045] fronStaepmeshime 8R@r iy ninchtdat dogic,Wai processot,hend/or other

coglihnth Atk control e Dogid s dag 105" Sl Graonine A Regier
ddmiodulbeedciafRinaabn Skl Hom RE §SEFiceoRfich 31 Stafd Bactid

the event. [0047]  Events can be triggered by detection
326X alsoleeesiay nifmiaiiomani datd stordge giertiore 33@ ras ie¢dedyy In an

assa of . a def.] per.i od of  ti or. by.a .
BB, Fois”phlind 30 B8 gibfeabich T dhéiel Fiuis sughess
lom¢adapds £ Fuftheredetdils Tegdrin g dextdmatltic 3HBAE peyaddd bel oM SHEY

dormant _event, and a data "NULL." [0048] . FIG 4

refarengs e BKGe & vari ous operating states in a state
di agram for tag 102, according to an enbodi nent of
the present invention. In FIG 4, each operating
st at&pqrgtl@ﬁbmteagfaﬂ"agva| , and transitions between
operating states are shown as connections between the
ovals. The transitions are annotated with text that
[0046] descFagbd? sarc g¥ipleBpEHRHIUS PPEAEAE Stalgs 20Th) ol3des operating

oGRS AR B Pl

eveh@1&igt100 1kan $Mansition rof éae dperalingSeatPay hricthbrarFos kriesle,
and transitions are presented . by way of exanple only.
UPAIACEMERSE oharievent. &g K <8 tspeitian fiall aprgpeas operating state,

whicRStht IgB&%ﬁlﬁ% aag (}Bétqgghéi Ry Qﬁﬁﬁgﬁg“ﬁgﬁ HeSeveAilodfirs, to
enpl oyed” wi t hout departing fromthe spirit and scope
a oéw bperatprgesaatasidintaed by the dofBIO}iof hEtheiprasentsipatating state
o[lmant state 402. During dormant state 402, tag 102
andthe event.

[0047] Events can be triggered by detection of edges in the transmission from
reader 104, by passage of a defined period of time, or by a combination of both
edge detection and time passage. Examples of events include master reset event,
master dormant event, and a data “NULL.”

[0048] FIG. 4 illustrates various operating states in a state diagram for tag 102,
according to an embodiment of the present invention. In FIG. 4, each operating
state is shown as an oval, and transitions between operating states are shown as

connections between the ovals. The transitions are annotated with text that

describes a corresponding event.



| argely inactive. Therefore, power is conserved while
a tag 102 is in dormant state 402. Tag 102 enters
wa@leronmste4st at e upon powering up, after recei ptPof/US2003/034036

mast er dormant event, and at other tines described

bel ow. [0051] As shovvn |n11FIG 4, tag 102 transitions
fromdormant state 402 to  cali bratl on state 404 upon

a master reset event 452. In an enbodi nent, tag 102

can only transition to caljibration state 40

from .
[0049]  gor FhatPagaespbs hetow (dgscaibg; the pperatigg Siates ﬁ‘ﬁ%ﬁ@r respechiye
S | St t
it Hgmth FIGLED thise dhriuldr Qe dnd “fa%%lﬁgfﬁd% Prfented
by Gadysef dxampki dnly nAdﬂrtmnaUmdmitntnaSVabperat@msz]es Itmnsmons
calihration, state 404 q?;" Ilzes ti?‘lf
and rapsitiqr gausing "‘Xﬁmsé‘ﬁ’b@& %‘?ye i vethogt Eﬁ%ﬁ“}% og‘t &Pt

o B?ﬁm %edf ihlerdtioh. generate | ogical synmbols "0,
ané ébpe e]pQ gy 1ha?/e not yet been defined. Instead, in

[0050] cal |Tﬂm£kstotate41§ atdagmard 3tatgd0% dPuringLderoers tate 3, tag 102 is

tio cedur e and a dat
S B E. TR OB BPT Ao BT b PG 5rioB 102 ip dormant
statd\ 40D VaSigt G ciets IddeRAM digte Mipbi ippivering Q) hﬂéron'ecelpt of a

cali bratl on pul ses fromreader 104 defined herein as
masthg domant sYent.¢id @hethen tisgepseribe é’ﬁk’é‘f fic timngis

[0051] pr o‘ﬂdsa?ﬁjo rﬁ’é@ €498, L{ANG! s'xt%seff&flt &onn%h{"sia?ef 2 to

ratron-procedure involves tag 1
caﬁm&dm/ btag 404I vpoplsemasitareset| eventatS2orinznl mdnﬁq:mmag 102

d 104. Dat i brat | t t
U B A e AT AR I Y R R L
onf @ﬂﬁgteﬁ%getteb&xt 439 will 23R lin AfraSHOWM bR dohfant4tatd 482, 1H2

transition fromcalibration state 404 to dormant
altstrmteeanﬂﬁﬁhmqmm ottiee cvantumay: pase Gansifions fom doygpnt stptean

0s2) 2"t sroria S gt e RS BRARR B ohiifer SRERDL P B

enSBoABRER JindalibAgion Qtite HO4, 18X 0D WAL noh g&mrﬂﬁb@c:ﬂﬁ;@mbols
oscillator calibration si %nal s are defined

“0pUers /el $ asftheyghave nok gt been delined Bistend, ‘nrcaHbagion S 4, tag 102
4/ 03
pef ogn Q5 %@cglsatc{) %fﬂ%%ﬁgrg fi oLl Ig?d iddta Q {or i e Lpa?&:dﬁ{'g S

el ve e sign |cant y uneq not
osbilfatdir ncatibratiex [pecdeddrer mvgbrenftag @AY traceiving enyﬂupbeescdm}or

caﬁgm?lgﬂé{a@g fn sepden i oS PR &5 e nation el SVHEE
fl‘ﬁ:etuﬁjﬁ%‘:@%%\*ﬂledo%la&@ﬁége Gﬁsitﬁhaévbﬁ’tﬁ ®im@al{ the data

bration procedures, event
ca11brat10n procedure involves tag 102 recelvmg multlple data calibration pulses

from reader 104. Data calibration results in the definition of data symbols used in
communication between the reader and the tag.

[0053] As shown in FIG. 4, tag 102 may transition from calibration state 404 to
dormant state 402 upon the occurrence of an event 454. In an embodiment, event
454 is defined by the reception of a signal that is not representative of timing
signals expected by tag 102. For example, in an embodiment, oscillator

calibration signals are defined as 8 pulses of equal length. If the oscillator



occurs. [0054] After successful conpletion of the
oscillator calibration procedure, which results in a

wo pved3sssci | | ator, and the data calibration prpcEUS2083/034036
which results in defined data synbols, tag 102
expects to receive definegydata synbols fromthe
reader 104. The data syrrbol s are defined as data "0,"
data "1," and data "NULL." Master reset and master

t t nd g
e AN apBFS FspaEt budte 1 e SN repiT gnefise 85 fowpitp an
x?eae@sraﬁ oF ORRYRS, | @R Phlséd enasalbe béo’ifsid@fédpﬁﬂﬁﬁéj%ﬁﬁmg
ag 102 receives a data element fromthe reader. In a

oqgu@er&ercécan@moﬁﬂif’e nHeneen evheattag 402 rrecmves signalssthatgdee not
t _of Q" . dat a
b P SRRy RSB oP b PRl sl Byem 4

ogtigt e 406. Receipt of a logical "NULL" directs tag 102
enter the tree start state 408, skipping gl obal

to
[0054] rmdeAﬁ?ra‘t“éC%@@ corpplgtioneeiethg osglatgr calihation) progpdugs; which
repi 4 GUE SRR, S el ORI Rt WP e in
defimyd dotacssymbatie tagcd2 caqbdctesms r@:bivet(hﬁﬂed data symqbgls |fevim dre
ve ags th have ous been read.
repitelfE - THecEi Vol S SiGEY 5 ade Pectas (g b
Wﬁt.uapfas@r Feo&tfand R eF a&%afnk @%nt§ Iﬁaf y@dﬁr Qtnan time, and are
eval uation, if the confirned read flag has een ‘set

inpnec&atelyim@neg@diaﬁgr Qqqaltriﬂghe tag has already been
[0055] r ead}\ﬁer sug?mgi%l é l tnI o%ﬁ’e ca lb{aQIOIqta[)?(gCtegl%r%% 8%49(?2 re!:éives

t he ‘confir 'S No

a H4taBRinidnDfidmithe gdaakral Inﬂiqdefe&%ﬁ efilbadignchf)Ghe ddiaslentd)it is a
sending a logical "1," the reader can read only those

singlg dity Hiar examplentseeipbeha legiepl “POdate)clament direstp i HEnto,

er 0 nf P R} e 306 MBI L YIAF LSS, 580 hog 0 10,

ergat the et etamOﬁate 1488, ddpbingglobpl modn statet 406e sTlsie recipt of a
bi nary, ir tion int ters in a spe

logieBR Y o ULy aties R S Semec el L Gpdidied by e

cAMARAEY reRNN18F BU! ) Lt @b Ivedy, ahé RBadeFREH adeeEs afiStags in a
recei ved dynam cally from'reader 104, prograns a

pm@tmndﬂoag@o dagstthal hm nremuzbydmems@mﬂowever receipt of a

093/,034
ogdl, o Po e R 2 ey B ol SR ) e e an
evh@fatiogdf th%g:onﬁﬂﬁlﬁit ﬂe@dl ﬁégﬁ@baseen ket (@e, piaiadhgrat teftag he

al?eragysl }e)gén rleg(}/)etrz]itg |1851 traltljs?tflgnr; etc()j dggltlja%t state 402. If the confirmed read
flag is not set, tag 102 transitions to global mode set state 406. Thus, by sending a
logical “1,” the reader can read only those tags that have not been read.

[0056] In an embodiment, tag 102 receives a sequence of bits from reader 104
when in global mode set state 406. When in global mode set state 406, tag 102
accepts and stores serial binary information into registers in a specific predefined
order. Global modes are configured in a binary (on or off) configuration. Each

bit, as received dynamically from reader 104, programs a register associated with



i ncl ude nodul ator divisor control, backscatter
harnmonics limter control, and backscatter power

wo egdloadeas control. [00571 Modul ator divisor cpOt/US1003/034036
node controls the frequency in which nodul ator 340 of
the tag will nodul ate backscatter. In an enbodi nent of
the present invention, thls node is based on an
initial frequency of 2.5 Mz for a data "0" and 3.75

: MHz for a data "1." Alternatively, other initia
.a rhadeq (Fhe aegistec@asdoeiatadseith aslrmmmd:ixbeitsaqmntremngtdeﬂnémytag

ersons skilled in the t t t
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reduces the effective emssions fromthe tag on
baéksemeepowesregbl@mcomtmlfundament al s. Backscatter power

I t t nt of . .
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to the tag descri bed above, in an

| pr@mtduvemélnn,, thss moedy i3 based epan yrital frReieRsy of Mz fer a data
e f :
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usé¢ g wald Yspmsciard ibymseﬂendosklmdalan Itiecrateivait agt(s)! Beckscatter
corresponding bit _in the serie
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%@ag ljpitar@oder when 6‘F‘P1§F¥e§teéai‘m1?§e r SR ﬁé%aaﬁcetltﬁé
Uiy lfﬁﬁﬁﬁgﬁ%@ﬁdeg Ghof ffe@t?vet @ﬂﬁmo% oM tRE tag on
ot erwi se defined. Future nodes may be defined and
freggenagseabove thwﬁmdmnemals n Bdokscsﬁqumm Jeguddtothcangiol trieds e

| t be def d
g LR 1§ PO | HoTDy e Cptazenish PeBngy of
médhativhtthatad Heeied b% G AldnniRERRePd BE tdgd accept i ng

the first bit in the sequence. In this way, gI obal
[0058] nDdeASs@SFmbﬂjisab&Wé ig an\eaptiodishent.za9g 102 geceiyes s modeh fz0m
\ I e e
RS (P2inffe AR S BRI P mBRECH SR} by f'in
thé\l@éleest babits. N Eus ahttsg hedoigiigese Bivhdmoda by the tlagation asfl thes
gl obal command . from a _reader, .instead of gl oba

c%a&nﬂwg&nﬁattheoﬁ?nemb@x dibgoeder ghmedssiindhe sexies picbifsgan
e 9 R QA By OF ol GRITR Yo Mryi
defihedbaFutnedesdes maydutedefhod and assned © erenltitsiin thesagichca)D

%OO /811388‘36(4;1;111 ::|1:l>tce:Iréa 1vglo%3/c% 1?18(? Qon fh]é4ﬂy.” In an embodiment, the

tag will default (power on reset) to the bit value “0” for all modes prior to
accepting the first bit in the sequence. In this way, global mode settings are a
variable amount of bits. Global modes may be completely omitted in operation if
all default values are acceptable for operation.

' [0059] Note that in an alternative embodiment, a tag receives a global command
from a reader, instead of global mode information. For example, when in a
particular state, tag 102 can receive a global command from reader 104. Instead

of a bit for each mode (as for global modes), reader 104 transmits an N-bit length



gl obal command to tag 102. For exanple, the gl obal
command can be 8 bits in |ength, which would provide
wo 0004258449 0ssi bl e conmands. The comands can bBCT/US2003/034036
configured to cause tag 10~ to perform any operation
descri bed el sewhere herein, or otherw se known.
[0060] Tag 102 transiti oné to tree start state 408
upon receipt of a logical "NULL" data el enent. During
tree start state 408, tag 102 expects a command from
gloea demmib@d to tag 102. f Bornexample, deet global ooimankdreairbe 8 bits in
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tree travers tate or tree start . state For
togRighpIULe Stﬁfsgﬁ%oin ﬂ@wﬁg?ewﬁ%elgtt oftaclogical fNHLrL ﬁé‘éb‘)l
ddeb ANEIRRY thé"st%eeoft?% I(%m%ek‘ﬁ?t%@ss‘c ul negotiation of

its tag identification nunb In nute state 412, tag

[0061] 102 Wherei Qmmtmgt m ftrfzstmtnawdair sm@:4 Alpjovay er(02 Wwhaesmitn its

tate es .no r es to
oY faiort imberin sea it 1 0P 2prdva 5 Hiay RaYeR] protge) that
erlablegltda@&Noadd Q@lck@' ifteR8pdté ﬁgb}ﬁﬂaﬁ(ﬁﬂiﬁ 8ds 120" ABexample of
~ identification nunber. ] After a successful

abiégaﬂaa@rﬁémr@f)cqltlsdqsa’gbfrddmlnwf| cati on number, tag 102
oo6z) ransjg 1'09@1§ayféfgépntxﬁtg@ta{erﬁ\éﬁfo%*regh%iﬁﬁ%t%tet@#g R R

star state upon recei

starte 0% errMamﬁlestagd@s syl enkee @0ite sthiel 2ifform ﬁé¢ ﬁmeeﬁl when
102 receives a "NULL" symnpol _at, the t

aﬁea PPYCEETIU MCBAHGOR. of Fisitid gien%mndwgtbsn Innpee state,
412 12 @atRceifks data Er%&%&&’éii 104 O SWARE Wi din haQ sti€ 412,

enteérs dornmant node 4 This transiti on represents’a
tag 302 ipravedes meadspeinsesatg r&a}i&r 1P4.i dhus,tmoute rstate 412y diseblantag
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[0063] by tAfer’ £86tREssful negotiation of its tag identification number, tag 102
transitions from tree traversal state 410 to command start state 414 upon receipt of
a “NULL” symbol from reader 104. A successful negotiation is indicated when
tag 102 receives a “NULL” symbol at the tag identification length. During
command start mode 414, if a data “0” is received from reader 104, tag 102 enters
dormant mode 402. This transition represents a confirmed read of tag 102. Prior
to entering dormant state, tag 102 sets the confirmed read flag. This flag then

indicates that the tag has been confirmed read by the reader.



WD 2004/ 038644 PCT/ US2003/ 034036 -15 [0064] Wen in
command start state 414, if a data "1" is received
wo comiosssader 104, tag 102 enters comrand st at BCHLS2003/084036
an enbodi.ment, receipt of a logical "NULL" synbol
does not effect the state of tag 102 in command start
state 414. [00011 Note thkt- duri ng tree traversal
operations, one or nore tags 102 may be active and in
tree traversal state 410, or tenporarily inactive and
[0064] in Wihea intcotmmandlRart Ataye 414)af atdagsl’hiatredeived foemnreader
roc ed (i.e., nfirmed read) wi.ll be in nt
108138 303 gntetsiskirbancs Bave Alg. Jbimcn v grloisamesls fgical
“NULIL sRRBYE dieks ﬁﬂt Gfect hRG8telGQad MHOMIBninRl s?drf state 414,
instructions. This neans that” upon receipt of
[0001]  cer Notathat g treeatraagsahldpbrademse on¢ e mdre tagssltOrZLmay be
tate. Thu does

ot i, B e lah et el B gt iporiiedha R age

41PeTAY Hherf 148§ tHabMave saemsprasesk@is(s eda@bodfifrfedread) @lQ bBiik
l ength explicit instructions) to need to be

donnm§faé¢ # &@@ldesak%rfgay ﬁ@lmléelytaidﬂ@ss Fl@rﬁlélmplaéon of
4.
syﬁh&&l wmig will dﬁ’t&irmh@ﬂletlﬁsttdcﬁm Bi@d tup&t ﬁk eupﬂcﬁﬁ statec Tllms, a
"NULL" is received at the tthe traversal
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in ghenravstsakseoaresportigigaindhe ifsnisfication aumbersiength, thamery (g in
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not geieed 10the thhff the ffawchl corespshdingfo melldermlﬁeatinﬂ mumﬂem
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reader 104 to initiate features and functions
stader 434 pagomanané stateh416 and bises ohmere tagsleret inf¢ted andainamute
sugﬁgssful binary tree traversal. Tag 102 may
ition from

[0065] When operating in command state 416, tag 102 receives a command from -

reader 104. The command consists of multiple bits. In an embodiment of the
present invention, the command is 8 bits in length, although in other
embodiments, the command can have other lengths. Command state 416 allows
reader 104 to initiate features and functions on a tag, after the tag has been
identified via a successful binary tree traversal. Tag 102 may transition from
command state 416 to command mute state 418 upon occurrence of an event 468.

In an embodiment, event 468 is defined as the detection of communications errors



command state 416 to conmand nute state 418 upon
occurrence of an event 468. In an enbodi nent, event
wae@4iossedef i ned as the detection of conmuni cat PONES2003/034036
errors WO 2004/ 038644 PCT/ US2003/.034036 -16 within a
- command .or a request forjg@n unknown or disabl ed
function. Tag 102 retur ns to command start state 414
upon recei pt of a logical "NULL" synbol from the
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thﬂ&%dﬁron1connand nmute state 418 upon recei pt of a
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f.requenci freque d.the

YR FBHAGTILY! FOHERY, Attt frabgtmeqts et 10058y
bd 3EGid&Pth oﬁieWa&@QﬁWwﬁ&ﬁm@onCQﬁt@ﬁt‘IdiPhiay%ey defined as

conmmuni cate a data 0. For exanple, it is
canmpumitations byanultinle tmumessmnann dhe game érreemﬂncm tdmg, and/or

B T SR P P Bt P s
trirféﬁﬂﬁ[b‘h@ Thus, in an example binary traversal algonthm one bit of
information is negotiated at a time between the reader 104 and the current
population of tags 102 that the reader is addressing.

[0068] Each tag response is defined by two frequencies, one frequency for a data
“0”, and the other frequency for a data “1”. In such a manner, many tags can
simultaneously and non-destructively communicate a data 0. For example, it is
not important that the reader cannot differentiate a single data 0 from multiple
data 0's, just that there exists a data 0. Alternatively, for example, a tag response
may be defined by two time periods, one time period for “0”, and the other for
w»



may be defined by two tinme periods, one tine period
for "0", and the other for "1" WD 2004/ 038644
wEROMsse03/ 034036 -17 [00691 In an enbodi meneCT/UR®03/034036

binary tree traversal process elinmnates tags from

conmuni cation until only qne tag with a uni que nunber

is isolated and verified. "'As descri bed above, each

level in the binary tree represents a bit position in

the _tag |dent|f|cat|on nunber. As the reader proceeds
[0069] ¢ hr ks srabrAimenty the) kigarly dyeei traversakproresa ejimtinates, tags from

diiﬁlJ 0 f .ta t.0 r enai.n

cdhRioh R ity e che FiOPHIRI RlteiRs if Bfe et FRgRa

As describedt aboMegeachdee innthe lsigne tesetreprestints Hbit posmon in the
n a signal to cause the tags to

ation of bits
tag, é&onﬂgﬁa lﬂ“rf&i‘“ﬁ:betrr f\?éh% gqaderagroc%pélg dppghinedss wand femels) in
thIE ggﬁﬂt ?I&i‘ ét[ (?ie%%rhgsl}l%ét Iof H%bﬁpcfp'rufggl e?q tho dJﬁStF il active and a
sulpkrit offf ther poputation of tags o gamyactwe eTh@refadd:ﬂ iy senHCUut a b1t or

oo af o i T K B ot e 4 By oy, o

detaiedtdbate.| ane tﬁ%@ﬂhe@res@on@{ﬂth rtﬁé"ﬁks@ bR thEir iddBFiCation
that did not 0 inactive. This process

nuggheri e Jeadgh e cterf:@nrr@adgnclsbnaedt of the;elnmxym t8 azlﬂllow
For3Renplk, (hRrERENGR el I 0P RGeS0 afrosd el

transinits g 07 ditt iTags th?.ihnast SPRIOC @R DitCreftain HedSe; LtHéée'thfIthﬁd not

~_reader hes a node.in the last |evel of the binar y
Wil L agtiyer Y PROCES] CAMies Whara dhe Tesdar aelosis oan@f the 0"
an@ldym e
e PR 5 bihal) (6E % hafdlaRE ohBER b Sxtibl, 157 i,
ofrthe ¢ag pdmHateoni will gommaetive. nThisi pracass tcortimies amer g/l reader
A t hodol 0 and eperal | nmupi ¢at i on
reff e St 468 55 deiE P PRt 26 Grrul awqea@g
isdlticAC & dRmGRLYh. I M lﬁd'B RIEbQdiHend réﬂeatte@ehnm e la m the
i nvention, see U S atent No. 6,002, 544, en |1g
p@éﬁ%ﬁf@ﬁ%mn@ﬁqﬂ for Electronic | nvent ory" whi ch i's
i nc [ rence in its.ent , an
[0070] i heqiog Qxﬁcg%ﬁr%ogﬁz[tﬁm%ogé/ g%1 E’g? gmz rﬁd &?tf&(’é’[%ﬁcééfs fmcg

mmcgenexfallyhc@hmhﬁlcatmpbmééﬁ afl BB efagéreheEa JopuRtibn iof
Rﬂjt) entirety: Appljcation Ser. No. 09/323,206, filed
@89 In acsgulance,with ap gmbodijagng of ecprrasnhiyention, see U.S.

PalhE NJ. V062,343V RRERED Sysfint QLA MethD§ K6 EMtronic Inventory”

which is incorporated herein by reference in its entirety, and the following co-

pending U.S. Patent Applications, each of which is incorporated by reference
herein in its entirety: Application Ser. No. 09/323,206, filed June 1, 1999, entitled
"System and Method for Electronic Inventory," Attomey Docket No.
1689.0010001; Application Ser. No. 10/072,885, filed February 12, 2002, entitled
"Method, System and Apparatus for Binary Traversal of a Tag Population,"
Attorney Docket No. 1689.0210001; and Application Ser. No. 10/073,000, filed



1689. 0010001; Application Ser. No. 10/072,885, filed
February 12, 2002, entitled "Method, System and

wa\ppanstews for Binary Traversal of a Tag Popul BCT/082003/034036

Attorney Docket No. 1689.0210001; and Application Ser.

No. 10/073,000, filed WO 2004/ 038644 PCT/ US2003/ 034036

- 18 February 12, 2002, et tl ed "Met hod, System and

Apparatus for Communicating wth a RFID Tag

Popul ation,” Attorney Docket No. 1689.0260000. Exanpl e
Febrrixgdi2yen0% entitled EMPthed eRystdnmand tApparaf30fét Cofiimeunicating

Jpresent_in enlon, ovi des for e..C ni cations
wiflia TFID THEBRRAPoTASOrBEY Retket Nan ehcs O%ﬁﬁfiﬁ‘ags
According to the present invention, reader can
conmuni cate wit S on an open-air cormunl cation
Exé‘ﬁﬁﬁrféﬁ""%?‘l"é"fﬂ’@%g ARt P¥eNteBt a, such as tag
identification nunbers, secure. [0072] According to
enbodi nents of the present invention, binary traversal
[0071]  a| gdhet BREsents JRYEDHEN dREWIdeS e dORbBIRE CARMMBELGRIANT | G-

ne o%&ﬁ{)ﬁ)sg b%ﬁ#e%rreﬁ&‘}é‘ %ﬁd té}%”@@éo‘f&h HSthg%}é%?tr‘lnC&ﬁﬁﬁr 2

_ or exanple conventl i nar
reddenyedr aimaligie wWithngsaon be opadait icemintunidatiay chﬁmélo whilbe

secur e negot i on 07 odi nents of the present

kegning 381431 15 a&%ﬂ?ﬂ%‘%ﬁ‘%‘lﬁ% WEEHICr eader s and tags
[0072] Wi t I cboRarY &l e%ﬁ)%kifdlénl(s %Teché*gﬁ%ehp%e'nﬂoﬁiebﬁhﬂy blvdr e
subsections below Inplied Enbodi ment s [ 0074]

algacithonsi smgh tas dascrbrdoatavencambet medified stenprovideefor i sopure

d.scroll™ sed rov de for ved
coR SRR T e teaterm AT 1o Jio% BeRblen  coBtengRAIG Y
trek ﬁ@sersa%cg@hdhﬂgaﬂ@embdmeem)@dvm%r thasé@ge nepotigidns.” by
transmtting nultiple response bits during a single

[0073] r espFathodimen %erthep pmwueaw@gﬂ% dorr egpapuniqaggnse Hgvsen

I L e LR

bek@ch partici pati ng tag scrol I s multiple response bits
in series to the reader. The reader nonitors the
scrolling series of response bits from the tag(s),
and Inlpliet SiroR Entfodimdémes t er m nat e the response of the
tag(s). The reader can term nate the response of the
tag(s) by ending the substantially
[0074] According to an embodiment of the present invention, an “implied scroll”

is used to provide for improved security during communications between readers
and tags. According to this embodiment, a tag “scrolls” by transmitting multiple
response bits during a single response interval provided by the reader, instead of
the normal single bit response. The reader transmits a substantially constant
output signal during which each participating tag scrolls multiple response bits in
series to the reader. The reader monitors the scrolling series of response bits from
the tag(s), and determines when to terminate the response of the tag(s). The
reader can terminate the response of the tag(s) by ending the substantially
constant output signal. After ending the response of the tag(s), the reader can

transmit one or more subsequent substantially constant output signals to cause



constant output signal. After ending the response of

the tag(s), the reader can transmt one or nore
waabgespsent substantially constant output si gnedBUSI03/034036

cause WD 2004/ 038644 PCT/ US2003/ 034036 -19 .further

bit scrolling, and/or .can conmence the interchange of

single bits with the tag{®%) through a binary

traversal operation. [0075] In an enbodi nent, tags can

"scroll™ or transmt serial streanms of bits to the
furttees @étrsciollings apd/os €anf conanere¥ the mterchmaperafsingle bits weith the

fromthe reader, such as.,a command bit string. In an

tagks)ithropgh 2 bwaprEySTeboReratoRgs can be caused to scrol |

[007s] bi tgnarpeﬁlt?@dlfrﬁﬂtdﬁg s B¥n ‘as@rdllﬂmr n‘ﬁ@g@i‘ﬁpgtr%. sldtBits to the

reader. For exanple, in an odi nent a1erthetag

reatdeairsrespmsa td |ansdxphas pomsand |rd:qe1vtetie&¢mghevvaéaﬂsr fsoch as a
forward Ilnk

cogind P stritg. . i on, SuEBHR et LES bt bE RRiska e sl

b1t§ Q8 &‘tﬁ@fgaa&os;t 'aﬁ Liﬁi;bﬁeﬂ’ Q\Aﬁﬁnafnﬁqm thé %&&ad For fRbmbRNGE an
han a SpeCI i nterval t he tag can recognl ze this

endvgdmﬁnt, @BEt the ttagdmmnta atft;strrmnmlet, ithestagaveits forespaanbis

b|t ack.to,the a The ont nue t
JPAfaa i Y PoDPHE R nd Bepdef E 3Rk SR0EhSes iy
sulbmmanys cérieant/aghtin@eRSpdveg dion (g redter €RTlbhded ehis a spREIfEr
gnal fromthe reader. In_this manner, a tag can

mtgrmab Ithe t3gicen secospize dhis @s an implicit FOTAIRRG (Q nmﬂkar?elrts next
A reégﬂﬁ%r e fﬂabg Mo the Tehdi, T ‘?ﬂg%% chi CofinusC iR nhd dafhed e

enhance security 1 n Vvarious ways. For exanple
.response! Hifshgclatd thesedder aniohg aptle thg keeps aedcwevmg ﬁms:ramﬁhmﬂs

froma.t oth ader  for ever rea mtted
poiset S i b o 18 T 1o 168 LSO GBS to &
rezi@l@i/\@[thouttfﬁkﬁﬁa? iR enirerdiatidekadepr Unwant ed third

parties to detect. Because fewer reader bits are

[0076] tr a@smlhnge@anohprmsqg te @nhﬂnbcsseouh@rm GHiQu$ BAKS. Emgmmple
wer bi t hat easi er .t
Scﬁﬁwﬁgwcﬁm SR Bl iR G A, B o o Bl ox
adef Bangmitte@dar B@aumargnbns aR! @andliffed@atRO MR bo@er,
RFI D tags with inproved security, using bit

the§@ bdff [arenfprderclen paw agfed ghirdnpastiesntel deteckh Stsr#hsa dower ltem.er
bitg Rl R P Boroffl, e o8 o R SRR bty

thatateesamnttoatete(cs) based on the follow ng discussion. The
[0077] st e‘ﬁGOf s'lzlows a ﬂowghart 500 providing example steps for a reader to

communicate with a population of RFID tags with improved security, using bit
scrolling, according to an example embodiment of the present invention. Other
structural and operational embodiments will be apparent to persons skilled in the
relevant art(s) based on the following discussion. The steps of FIG. 5 are
described in detail below, with reference to FIG. 6. FIG. 6 shows a signal
diagram 600 representing an example communication between a reader and tag,

according to an example embodiment of the present invention.



described in detail below, with reference to FIG 6.
FIG 6 shows a signal diagram 600 representing an
we@xanpsss4Lomuni cati on between a reader and t apgCT/US2003/034036
according to an exanpl e enbodi nent of the present
i nvention. WO 2004/ 038644 PCT/ US2003/ 034036 -20
[0078] Flowchart 500 begi’ﬁ@'vvith step 502. In step
502, a first bit is transmtted to the popul ation of
tags. For exanple, the first bit can be transmtted by
[0078] t he Flowctohet S00cbegingiwithastbp 662.y It steyy 502 al firsiobsit isatrankmiteady
t within i nary travers r exanpl Fl. G
& Roeth &5 G Fbr ek SiSteeRacirstbi cap e ramaman wtisy
reddler (CBEMH a bldary G@ve@eawmlcﬁn ot ahy Git v@ﬂmﬁ h'bﬁIa:% t&a@e?ed al 'ﬁ‘e%

602 is rgsr esent ed l ow signal transm
For eexdmplef d1iGs |§e‘lhOfWIScaqo exalmde dfirstt reader FIOrGOIZI ﬂrmnmtsam bye a

ref PR chlif o880, B DA rkdoBF B, ob Rttt R0 o

méﬂaﬁ‘ﬂﬂaﬁﬁﬁiﬁed efyC the[ RAd&] folr Nspedifip pedidd of ﬁmbst BoY {IRkstritive
constant signal is transmtted to thedoo pul ati on of

PUrREyes, theos Wrbtralﬁgu'éwobmthie feadean FG. § is shtnyemintIpgicaly

rovi ded by the reader, shown
fog{smgﬂ St anti ff‘%%%’gt é’ﬁt signal portion 604. [0080]

[0079] In sInesn:pS@@ a substantiaily donstaht digia istransmitcei toatle populatidn
irst_ta in trans sion of the substantially .
of thre B kg i e B o & SHOVIEHA CPRSBIRE opplis

prswa&i by &8 rea%s,p@ﬁwn asssugmﬁ%omta&tmgna drfisease 606a
(shown in nodul ati'ng substanti ally const ant

[0080] si gdal St@mﬁ@ﬁ,oﬁ xﬂmzahw off bitsr are peived fim & firgstegnduging

GBS B R w5 RRCSnld 3 b8 i
6, i fdf wgt&mg@ itl shalvineds fiRE RigVieRtbnie 660G BhoWhlin HIG! $tas

reader bit 602. As shown in FIG 6, the tag waits a
megating; gubsiaptiallh censiart BgBd Horden 6Péswishdhreg ewcles of a

f.
respioh bAcREEARETRARERNT P8 inbtandd A B ioIEE 6063 1€h 3B
redpoasd aftp tag sipringls b(ﬂar;etrgé\éam_ll_ ﬁﬂﬁ?r)accmrlhg ;&ezﬁ?ﬁ bitpfirst reader
) ngd t r e tag.. makes i S response
iGHEE T BstHEVD R G0 BB ERS FomEPHE B Pk fiehrom
redPRh&inY Wit ﬁvst%g ?esﬁb‘ﬁ%%%@@& (&!flom w&&@gﬁé&e Pbint). After

portion 604. In a kew se manner r expi ratl on of
Spaaﬁe tioednispat 6$8ace)qpnm th¢ tatgeﬁ&pahdﬁ(isb scnotie) walg a next bit,

sec('o p%gdrséslgonse 6O6§Cr"ﬂlle| tc'an ¥nmaf(es this respgrps%t ue tob 1mpt]{eﬁd

command from the reader, which merely maintains substantially constant signal

portion 604. In a likewise manner, after expiration of a second specific time
interval 608b, the tag responds (i.e., scrolls) with still another bit, third tag
response 606c. Once again, the tag makes this response due to the implied
command from the reader, which merely maintains substantially constant signal
portion 604.

[0081] In step 508, transmission of the substantially constant signal to the

population of tags is terminated to end transmission of the plurality of bits from



response 606c. Once again, the tag nmakes this response
due to the inplied conmand fromthe reader, which
woreooelossemmi Nt ai Nns substantial ly constant si gnaPCT/US2003/034036
portion 604. [0081] In step 508, transm ssion of the
substantially constant si %nal to the popul ation of
tags is termnated to end2iransm ssion of the
plurality of bits from WD 2004/ 038644
PCT/ US2003/ 034036 -21 the first tag. For exanple, as
ths Hiremntagh Fd)xGexaﬁ‘npl@ udssthomtn &l FIG.cnaibsfahtisllygoastant signal
pOrtl@F 604 éerm naé ed at pqoint 610. Thus,  since
PoIion A lsstseewtr: a% POHRE G0 SFhpsd singsanother sprsticetip fnterval
ol Jat h
CRTURE R0, AT phaach Shpe ”?ﬁpf??@a@% ST pGHCISL B B
urslerstdnids rthis cast the dspbied eointand toAftore Iscrotlingt oﬁlﬁspdrise bits.

eader ranspit a ext eader ect
ARGE DS HiD oo ¢ Bl Safit nepdep OGP of difeet the
(?Ju[h'&bﬁ of ta@@ dowf ShRhé AR the Whard @ree qg&ae %Bﬁﬁna&laa&%

nction. [0082] In an enbodinment, the |ength of an

anyrptlegryeddes C‘tlmat atag waits before m)dul ating a
nextyr a 0 be set.
[0082] van%u%rc'glggé 3 tl%exgl b él Cei g‘f VPR E‘?fvléel

m6&8atirgna be(t pdsspaﬁsegﬁtajm trJo thatreadeh €art ls’r?egset i driduB atalyy, €F o,
an interval 608 can be defined in a

exappile the/legatl 1of Jhs ntervah 608 «ign e Breprogrammed dator thripg.
Aft&ﬁﬁﬁ\%gﬁ €5n lifkebVa€ doBYcHbeN8e gr f 130 a1n£r&gsr8¥ﬂlhr§'fﬁ%}io%n
I mpli ed ’scrol | procedure can use u ance
selueree yransmittee froml the ofaderatg thentey klan:lmg)omerati%mr exanple, a
' | engt h. of ti Le edt erforma trave sal
[0083] o "BiFhy afy o mj‘ F‘%FOI{ rP§?°<§’ , Ofth bgnt %‘i’iﬁo ‘Pnced
: tr@ve?da[&adﬂfag popuyfioas! Foraexaﬁaﬁea 1éi3th $f1tAAS Bghird {ospe'flfonn a
nodes in bi nary tree where thé reader ‘knows t
bm@wﬁratvn@al @n barr uced. Beringfhecs, uf art mqulmentf dmmg :hbnaw
o] ar of her
w355 B b R 1 AT S e aer
kﬂo@@(iﬁdit b’oﬂﬂ&ie\fe':’: allithh brnchaf of thd 'trek oROHEEDde are populated
simul taneously from t%% , then the reader ca

with tagsn afeothpreniades,dhe resgler pamaliaw thenges) e sorplh éwts If the
‘gdéret‘éﬁe?vm&}b «gF IE}l’t F&Po%'ey §EXul{35@6{E[?ﬁﬁbma{a 4 %@h the
ecause

Inary tree fork w | i nary Frees are
rehderqae ieriynaptheseloll yoparsmittidg adit thid directsewhiblabirangh the

bllngrry eavrfl:ysgpe{ th(i)gc blbnlatt'ystrsee “Birk” will take. Because binary trees are

I

[¢]

frequently sparsely populated, an ID number having a large number of bits (e.g.,
such as 80 bits) can be isolated by the reader only having to transmit much fewer
bits (e.g., 3 or 4 bits) to resolve bit collisions/forks in the b1nary tree, and scrolling
through the remaining nodes of the binary tree.

[0084] Note that in an embodiment, a reader may have a limit on how many bits it
will allow to scroll continuously before terminating the current bit scroll. For
example, the number of scroll bits may be limited in order to keep the reader and

tags synchronized. In another example, the number of scroll bits may be limited



such as 80 bits) can be isolated by the reader only
having to transmt nuch fewer bits (e.g., 3 or 4
wbpdoa)3gea4 r esol ve bit collisions/forks in the PCTEE3003/034036
tree, and scrolling through the remaining nodes of
the binary tree. [0084] Note that in an enbodi nent, a
reader may have a linit o how many bits it will
allow to scroll continuously before term nating the
current bit scroll. For exanple, the nunber of scrol
$0 bhg§dd‘rﬁtyt dumfiiserthé eontimmoay sighaltfeork ekprdabier with@eter 3ipglals
tags, synchroni zed. In another exapple, the nunber of
thag Gﬁ’é be Set by aFagdepsurh a3 3 Basterest G1enak g4 A hus, for example,

sciottd inkk ?%‘Q)Q:% o to I%gee%Qh}o% gﬁﬁ e Bh, 1900 Sl 4 G time.
ader

conti nuous signa Fomthe 1 w th other signals
- Fot bmexampie 186 betelibx mhnybea, scedlihey 10 bitecdt aaﬁnawﬂhstilbonly espire

3] 10t L PebreBh Ghhe PP SR eResbioRSSh BOBY e otegiera T

sp@ediu‘é 9p a F3har® Ntrsvedap! o%et%gofi" (twhlei% B 8 hits Sk UrbAdadst)l O

atinme wll stil require that around 12
Fupthexreore, iof thishmanprnthaiieg Hbeaumb@esd@raéqepf mom sdeectrfecamien,
t.hus edjng up a binary traversal operation (where
“ngﬁlregéhgcf?q.# Yare broadcast). Furthermore, in this
manner, the tag I D nunbers are kept nore secret from
an undesired third par Fr equency Hoppi ng and
Spr éﬁeﬂtsp@chnWEﬁ%gp ﬁ%ﬁ;&? ¢EmEgscri bed above,
it is possible for an unmanted third party to fool or
"spoof' a reader into revealing conplete tag ID
[0085] nuni¥ey describeal abowanit el podsibie formrdrwan&ml dlirdl]mrt'ytto dool or
,false ta Lesponse to ca se blﬁ? ISI and us.
SPAEL @ TeplET IRSIAEFING COMBIR PUmDES o rd

a?t?' dah $afbmit B4 W@ Rsphst b CRusB it Jo1AGER éﬁ%sthué Rfcdinks

omthe reader, and sends out fal se response signals
rearer ta pimsmlt htssstOtrgsolm the eoliisigat be upwanted tlnmhmrﬂymecelves

) FRER o ey ey A BB P el Sy SR S tIE Gomes; e

pi€sRltbcthdrdie PPRISIAID Mimbddé HEthY tdg RPulalifR 86 iveRensigihime,
that transmt at ultra hi h frequenci es (UHF) can use

the upwarfed feiyd PHEHPIU PefsRUly efeﬁ pufmthgpprrtsadas pepulation

]mrg te mul ti path nulls and interference from other
reader Thus, an unwanted third party attenpting to

[0086] s pod{eadeﬂgl%]hdft) transmit at ultra high frequencies (UHF) can use a frequency

hopping spread spectrum approach to mitigate multi path nulls and interference
from other readers. Thus, an unwanted third party attempting to spoof a RFID
system will have to follow along with the reader fréquency hops. If the reader
uses a pseudo-random hop sequence, it may be relatively easy for the unwanted
third party to follow the reader frequency hops. If the reader uses a true random
frequency hop sequence, it is difficult, if not impossible for the unwanted third
party to follow the frequency hops. If there are many readers operating
simultaneously to negotiate populations of tags, then any one channel, or any

sequence of channels that the unwanted third party may select, will contain a



systemw || have to follow along wth the reader
frequency hops. |If the reader uses a pseudo-random
whop4smssguence, it may be relatively easy for tPer/US2003/034036
unwanted third party to follow the reader frequency
hops. If the reader uses a true random frequency hop
sequence, it is difficult23if not inpossible for the
unwanted third party to fol | ow t he frequency hops. If
there are many readers operating simnultaneously to
rambgoiritezﬂeavmg pii irbinpiete ote Hata.s Thid)¢he anyandetethird arte will

eln¥ sequence oé“ ]P]pannel s.that the unwanted third
be;vaalf bneaing Hemkin rgasppa sealpests@zmne
[0087] PCT/PQ§?@‘?§/ ?ﬁégg’ﬁlat d@s%eflﬁgﬂﬁﬁ saugty ﬁﬁ‘ﬁs@tgﬁ one o a, few

inconplete tree data , e unwant ed part
readetsl, th@eandmablfmqu@lcexhommchniqaww@f oot berfasrmwhustonIn rana
a *e anmount of ti . %008 For RFLD ?s%l.?teqs
o RRVIST B QERPRYERL et 1908 GY FRBRRT g difect
se&tﬁ?ﬂcé SAERT pecthli® sigafld Fa pE SEHRI b JMBeAt SR Hirgttepydaliing
not be as robust. I1n an enbodi nent, to provide an

sequApeoisaandoys t Similaslyrie Hivdpgs am unwariedihirdpadiyreould listen in
S e S M ferred.

B R O e e

spSbfid tagf the exacttspreatimgSequichce MIBNbERndvH byl tlﬁmﬁﬁ\yamautlhﬁd

listen in on the reader transni ssion .
payty bgfarethe; tfﬂ@fmwslpﬁ o th adesanepopived %? unwte%wér&fpagy

will3Host ﬁlﬁg S))é wciﬁ’%r i be?lz[?g &f‘elzﬂ}{/%f atiifé?m R{I@e

unwant e e tran Ssion of
ever #dbe uhwarrtecbmlmmy'ﬁae mmmrtheetbaddm trmhsqnwstoyls and tpluckly

t t at. .
rqP i e Flic i Bt S cplstd B e, pPadiioR sy
likely prdvaRithe/ réadér &6 ieVprdabliRigtRadfwaktbA NSl P&ty Sp cﬁﬂﬁ
quickly transmt a nodulated replica, the phase shi

signalipreptetly Apa resulipthg spoafimgignal will be spreacceyey amlévrebmd
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[0088] Spoqﬁleﬁg;oaixlgsrxwd dwpénkhrigemstme padicoMe Emﬂxtwldﬁhd&ﬁﬂﬁquédﬁm
a true tag response, and will be ignored, [0088] In
hoprigdraRdem diregi sRaNEcs FPETIC SRECTAR. 19T A M ¥ids fnpueach san be

usE@fbgﬁg%ﬁE?&HﬁWa RRRRLNY, random direct sequence
;

spectrum r a hybrid approach can be wused to
provi de robust data protection. Binary Traversal

Enb qﬁh@%&e\f’éaﬁ BRIbaneRt &ﬁdu?ﬁpﬁ%aﬁon Data

[0089] In another embodiment of the present invention, a binary tree traversal
provides for improved security. According to the present embodiment, a binary
number of a tag, other than the tag identification number, is used for negotiating a
binary traversal. Furthermore, this binary number, or “second key,” contains no
application data. In other words, the binary number returned to the reader by the
tag does not contain information that can be correlated with, or can be used to

identify the object to which the tag is associated. By not transmitting application



[0089] In another enbodi ment of the present invention,
a binary tree traversal provides for inproved

weemuwosseys According to the present enbodi ment PCEUS2003/034036

bi nary nunber of a tag, other than the tag

i dentification nunber, is_used for negotiating a

bi nary traversal. Further%’re this binary nunber, or

"second key," contains no application data. In other

words, the binary nunber returned to the reader by the
dataaty tHoesadenia teg singitlatiom (i, niselatdon Oﬁasingh:ntag)sby the reader

correl at.e

caf BF i vty oaiflained P SR Eocticah Ao telgenm o which

thé {28 1§ Mtdchéd) Iinddpid ddaArt e Re W1 200/ oF %ﬁﬁf‘}ﬂfnumbers can be used
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{'0f mati on about the itemto which the tag is
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r st at are to In a
lartge aumblof aems ) moudingdven txﬂhommmfdtmsfmrl@nlde p D&gotidtag

agged ite er a .period of.tine. Thij
supiEf oS8 8 ARG Crcoe AnigHPS ek B relafgglone”
peﬁggr‘ggﬁﬁeof items, including even trilli ons of itens

wor | dwi de. Negotiating such a large nunber of bits
[0091]  r equiivpesally, drowqygr @maqtmh@srsadf;am ncawep@h ef peweralgyandang

roffifd e teh p QB bt BLERoE st SRk mB af g e
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further bits than the minimum may be used for various reasons, such as for error
correction, etc.

[0092] According to the present invention, a reader singulates a tag using the bit
pattern of a second key. Subsequently, the tag can transmit to the reader its
relatively lengthy idenﬁﬁcation number or item key (e.g., ePC or similar) (i.e.,
first key), which often contains information about the item the tag is attached to.
However, this transmission only has to be done once, as the two keys can be

associated in the reader or the host system for future identification. Thus, in such



accommodat e tag uni queness within the reader field. In
enbodi nents, however, further bits than the m ni mum

worenn4lossewsed for various reasons, such as for BCT/082003/034036

correction, etc. [0092] According to the present

i nvention, a reader singulates a tag using the bit

pattern of a second key. Subsequently, the tag can

transmt to the reader its relatively |engthy

i dentification nunber or itemkey (e.g., ePC or
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length as or I,onggr than the first kgj}é. FIG 7 shows
bltana%%?rp |Ascorgingrtpoan exemplenembpiiment oo thsnpresan imygation,
70, L0 i : ec
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m} 5@3‘?}%‘3 of atagﬁmg_L mp@eéﬁﬁbmeﬁémctﬁff PeRyationfdpgs. For
instY&Nd Mexpetidg ppmaiad of 1245850NY BiVol & HEPERLIUR an
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I cerr o, - ' h s
SRERREN el Yalihi i PP S, b 46 G Ros PRy, HL o
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[0094] det epMARY dxadipld ErablsHnSHS Oe Qbcohll iy EBRYe tﬂf’n‘i)'i:%rllr%ﬂ?eﬁ as

not isolate a tag, then a second poftion o
folewend key can be negotiated, and so on until

[0095] I sol 6\t)| 0Nz %{mp&}e setq%gncleshugn teg 'A ﬁgst tag is assigned a binary number

1 as the second key, a second tag is assigned a binary number 2 as the second key,
and so on. These numbers could be assigned when the tags are manufactured, or
at any time later. Such a number could be stored in storage 702, such as shown in
FIG. 7, for example. However, second keys assigned in the manner may yield
information about the tags if detected by an unwanted third party. This is because
a range of numbers assigned to a particular population of tags may be known
(e.g., by the unwanted third party) to have been produced in a certain date range,

or sold for a specific purpose. Thus, knowing such information about the tags,



[0094] In further exanple enbodi nents, the second key
can be inplenented as follows: [0095] (A) A sinple
WG eguosssed nunmber: A first tag is assigned a bi Per/ys2003/034036
nunber 1 as the second key, a second tag is assigned
a binary nunber 2 as the second key, and so on. These
nunbers coul d be assi gnet?@hen the tags are
manufactured, or at any tine later. Such a nunber
could be stored in storage 702, such as shown in FIG
and hatiog detemied. théiomenbers, ass‘goemob Keywgabyi egnesdrdpipixtghen
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[0097]  ent AYate thabiths ses@ne key [fan P58 gneshivebe & eHSéIMSﬂ -12adom
} MBeforalily, (BE ?&Bn@ﬁ‘ﬁésy‘lts ass? eﬁréem f th 1stn§19-gglqelated

obj ect's present thi's solution is better at
wikiethpibitgpattm ofdbe fiist keyof Fortexampleg thersecondtiely eap be sisigned
a bit pattern that includes bits corresponding to a location on the wafer in which
the integrated circuit chip of the RFID tag was formed. For example, the bit
pattern could include bits indicating an X-Y location of the chip on the wafer, or a
number of the chip in the wafer. The bit pattern could further include a unique
‘number corresponding to the particular wafer from the chip was removed, to
further correlate the second key with the wafer. In another example, the bit
pattern of the second key can include bits corresponding to a time stamp, such as

a time that the tag was manufactured, a time that the chip was produced, or other

relevant time stamp. In another example, the bit pattern of the second key could



all ow ng an unwanted third party to determ ne the

nunber of itens present. [0097] Note that the second
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nunber. Preferably, the second key is assigned a bit

pattern that is non-correlated wth the bit pattern

of the first key. For exafpfe, the second key can be
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examl e, the eco%ke Id include bits of the
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cyclic redundancy check (CRC) processed bits relat ed
eaghy tinfgethe pgpulatiel of tags t%nqut;@te@@e@ddr@s,s@ddn [ginay atrayersal

orffai5h. B use GRSHS 00 AY8Y LD LR ANGINS! SHATRlen

e second’ key COU accor I'mg to

witsilsdii avgeve 8€tnd |kdy frishtitted Qiytmtygrwpllss toA R Yie & OibdRh, i ttb Qﬁ
of these  bit patterns can be used in the second key,
exatigagiem hat dppengnad mgain p‘éi’tﬂ? & pYvs jsecond keyesiThuy in

e Ja%ggﬁl (tﬂe n%@%ﬁ%nll&’ E%Sfb@%ﬁ?%ﬂetemﬁg&f%? 1rPIhe

nam ca generate ers or eac
emhddahentelfﬁB)edwcribairabo&ecure agai nst eavesdr oppi ng and

n this enbadi nen t he sec nd key .can be
[0099] cha?thl SHEWS {3MEX p*a%ﬂ% ithat ige! %Fgéf dom number

g8AR)r| 8f @dnddm aBleirReeRd gbibrtoP §12! yac%ﬁi&%r $8! an example
operati on. Because of this, an, out si de eavesdr oppi ng

emghogtinaent cafuthe present ementhm elthan embrsimeetc oadoRedit pattern
getmrar%posr’rgotzt %g t3:¥1er%tet & gan%&%l InffSber Brbit” Sz\ﬁlt r111 $P e rseéondak

having a known fixed length, or alternatively, can generate a random number of
any length, as dictated by the reader. Thus, in some embodiments, tags can have
a flexible bit length second key, as determined by the reader. In this manner, the
reader can cause the tag to respond with any numbers of bits, including bits the
'1s, 10s, 100s, 1000s, and any other length ranges, until the reader decides to
request no further bits.

[0100] Furthermore, in an embodiment, the second key generated by random bit

pattern generator 802 can be stored in a second storage element 804, when



existing itemthat is being read again with a new
second key. Thus, in this enbodi nent, the nunber of
WO t@am3gpresent cannot be readily determ ned, aBCT/NS100&034036
enbodi nent of (B) described above. [0099] FIG 8 shows
an exanple tag 800 that includes a random nunber
generator or random bit 'p%ﬁt ern generator 802,
according to an exanple enbodi nent of the present
i nvention. In an enbodi nent, random bit pattern
preyemter Atternai®a:2y, darangenbxr@:henta theasedomd keyrizenotostored t and is
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in such an enbodi nent, second storage el
usse4the seqvoe sgrosd eney, theSgader aan emnsmu memmmsnall $efhd ta:ghe n

trransmts a.different s [
waighfidng FREY '@ g e AER S A RE L b e et e e
redtiRf iraidngitti®N@E Hirst/ Xy tol HO €ag, @6 duAng AMdehl Pbbyehiversal.
generator can be used for random bit pattern generator

Thegoonly jthe repponty ah thestag] uphots a Dagknepfiaraype rewpnseogiill
her type of randombit pattern generator
co&ﬁfnetﬁe{i?sr tkey. ‘'sons skilled in the relevant art(s).
[0102] [O10hk aﬁptoraald eH () shovh sulvegevarat problimal Fyr ganpilq tvtn
nunber is tha% in order for the reader. to know what
negoUAWNg YSIRE iAsbikt 0B APPERICH.afHolr 2% dhdi RYIPhdres eedsEsal,

1nf6ﬁ¥1at1&nhiﬁ thd fifs® ke}kﬁyes%uﬁlﬂebrtoﬁ&am the ?eardglaﬁians Ve Ghel

because the tag ‘was alreddy Isolated wusing the secure
@ seﬁmmtdldm}() whieh rseamdbtivelymigh povemed clamcir(nanﬁgh powheis

requn%d to activate the passive tag). Such a signal may be easily eavesdropped

upon from a fairly long distance (hundreds of feet). After repeated scans of a tag
population by readers, random noise, or inserted noise (spoofing), can eventually
cause all or a significant portion of the first keys of the tags to be transmitted on
the forward link. However, in an embodiment, the present invention provides that
the first key is not transmitted by the reader in the forward link. Instead, fhe
second key, which can be much shorter than the first key, and can be devoid of
item related information (i.e., is non-correlated to the attached object), is

transmitted by the reader in the forward link. If desired, the reader can then have



[0103]

[0104]

transmt the first key (e.g., identification nunber)
to the reader, rather than the reader transmtting
wo bws/0sseust key to the tag, as during a nor nal POI/TISA093/034036

traversal. Thus, only the response of the tag, such
as a backscatter type ressgnse, will contain the
first key. [0102] The appfoach of (C) above sol ves

several problens. For exanple, when negotiating using
a bit to bit approach, such as in a binary tree
the siagelateditag transmctrltﬂilisbkﬁyi in thhatkward” kisk (i.s, tag to reader).
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blfd. By resolvisd tag reads based on m1mma1 number of bits according to the

present invention, the speed of performance is increased on tags that need

~ continued monitoring, such as in an automated inventory system. Higher system

[0105]

performance can result in faster overall inventory scans, which can detect
inventory changes faster.

Item level information that is of security concern (i.e., first key

. information) is not transmitted as part of the tag negotiation process of the present

invention because a non-correlated second key is instead used.



key). Once the reader has obtained the first key from
the tag, the reader can address the tag using the
w@emansBesshorter, key, until a new second key PGI/US2003/034036
generated by the tag. In enbodinents, the reader can
send a coomand to the tag to respond wth a new
second key. Alternativel 0+ he tag can al ways respond
with a newly generated second key, or can respond
with a newly generated second key after every N
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byP F st bif SRURCT Othdr Sructdrdl! §d bSfatidral @bBEInMls Wil et

transmttied as part of the tag negotiation process of
athlenip ne sgansons i skekdetk iimnthb exstayent art%d nbaserd rast dhe dfolewdad

key .is .instead VWO 2004/ 038644 US2003/ 034036
-disoyigsipm 1 Bie steps ﬁ‘gg?/%ﬁﬁea%@gﬂjg . gée%a%gee éé"nt i nvention

[0108] ”C'MQ\?chmBégﬁlstvﬁﬁx @apabi.| it step 902, nefst dtleast one bit is
identification nunbers securely, froma reader
reteivetsfrom/the craderasthe first afdeast pubit sanses theriag forespopd to a

.Static application S n tH;
bigH R, RSO Dt S FL O gh R HBE B AP R
béf(&ﬂ/y ?Mﬁk& L:Sx)lllsﬁl@@d)m tgf bi]gm cduse nig'tls _ftdt> mpbmwﬁt:mhe secofiil key.,

irs eys) private from conpetitqrs or_ other
Thiswamamelint fig # staigdrapsitign by thedag. oF P%ef Ba %&?6@%“1 ghange.

f1owgh 0 JPhiaYhd] |G li§Rhehgdd WithadetRader,
[0109] comv“r\fli}n?% tgz)qwat I%E?‘%r%a er W th ir%p%ygv_e(lj segur?tey,
whéreir tilé g respoads during the binary traversal operation with the second bit

pattern. Thus, as described above, the tag communicates with the reader,
responding to the reader with bits of the second key. The tag can be singulated in
this manner.

[0110] Steps 906, 908, 910, and 912 are optional, according to further example
embodiments of the present invention.

[0111] In step 906, at least one bit is received from the reader to cause the first
tag to transmit its identification number. For example, as described above, once
the tag is singulated, the reader may desire to read the identification number, first

key, of the tag, in order to identify the object to which the tag is attached. Thus,



exanpl e enbodi ment of the present invention. In the
exanpl e of flowchart 900, the exanple tag stores an
WO deawsdercat i on nunber (i.e., a first key) whiBOT/S2003/034036
defined by a first bit pattern. O her structural and
oper ati onal enbodi nents ']I[I be apparent to persons
skilled in the relevant aft{s) based on the foll ow ng
di scussion. The steps of FIG 9A are described in
detail below. [0108] Flowchart 900 begins with step
theg@ader ican ysegyd0echanishtp sausaithd @gde respendowith bigs of the first
kerecei ved fromthe reader. The first at |east one bit
¥auses the tag to respond to a binary traversal

[0112] opelRbiep 908 théidenEREMOA nimberid tragdniittedhe first at
| east one bit can be any bit or conbination of bits

[0113] (o dmstee ?]e(béi eqgnmar snteceiveth fiore theeteadas. kEgr. exampiles as
des%?i‘%e&l 3or f % tﬁ ?a%% Sn%n{}%@ltﬁ p&d%’rymsyﬁei r@gd %%m%cf] Rt

ag a Inary
tag r@veaxeaite oraey abpemuons thagapedtay tis bh;exbleeaﬁer such any
wherein the ta g responds during the binary traversal
COBFNAPETIIQR BhAGSARd Ll sMders hereipar OgieRVIsTKERV- a s
[0114] des%btgﬁ@léttﬁéls mindfd AWebflgrun Cat €2 W th the reader,

responding to t e reader wt blts of the second key.
[0115] The Fﬁ@g9B ahowe exsinmyle btapsefbr istep A Asnshowann tHeGhilddiment

. I

[0116] i nventiep™14] Q1ddds dMi§liERcONEd fidin tRAIdePNFoPétaniple, as
received fromthe reader to cause the first tag to

desaripad abave; the reaflentragsmitatbits o hakdger . For exanpl e, as
[0117] des er&%gyﬁgo%gch Y Gr tfng' ese{glg@ og ]&9 ?51?&%& {oh %‘wth a

rea tsire to fead t i on nunbeé

cofredpdhdink &yt ofithe kdtond @, pattérmo rfdﬁ'rexhlﬁpleﬁ&lﬁttaé yorhﬂiwes each
object. to which the tag i s attached. Thu
recgiisd) big gy tiscrevspe (upeBitsdebit of the g’y é%f@esi lsan(oa da

t f
el GRS NEhS CRHHRS epdifiched iy WRHRADRbluorBld G'?
secundikey). | 1§ thayamaeh, thetdg tratbiis) the nextbipf ﬂff()s,ecmddmmmnd
is receiv d fromthe reader

0118] o dR PR SORAIHE SR (a0 eyl e S1RqTIeR 8 heiit of the
sedHAGSR patidh d eSddr fPorh StoFARETHR {1 tﬁ% eFoﬂe%ﬁmbfé ﬁ?é%ﬁiﬂig% @A Ye

operation that the tag is ca such any
second storage element 702 or 804, which stores the second key.

[0119] In another embodiment, step 904 can include the step where the next bit of
the second bit pattern is randomly generated. For example, the bit values can be
generated by a random bit pattern generator, such as random bit pattern generator
802 shown in FIG. 8. The generated bit values can be stored in storage 804, or
alternatively, are not stored, but are immediately transmitted by the tag to the

reader in response to the binary traversal operation. Thus, in a subsequent binary

traversal operation, the tag would newly generate each bit of the second bit

pattern.



[0120]

[0121]

[0122]

[0123]

[0124]
[0125]
[0126]
[0127]

[0128]
[0129]

command/ oper ati on as descri bed el sewhere herein, or

ot herwi se known. [0114] In step 912, the conmand is
wex@asosssadd [ 0115] FI G 9B shows exanpl e steps POT/US106p034036

904. As shown in the enbodinent of FIG 9B, step 904

can include steps 914 and 916. [0116] In step 914, a

series of bits is received?fromthe reader. For

exanpl e, as described above, the reader transmts

bits to the tag. [0117] In step 916, each bit of the

ser i H§. dDAhpws iadlaveshp i @@ providing bxample stepefop andider to
bit aof the secon‘ﬂ bi t ern. F%tr. examl e, the tag,.
COUPHIErUS ValchPORE tagh P EPTOYed,fepyydty, according

tolanBdXafiplel @hbddithelof thtCprbaft veMidH) dnkBY exMplk Bf flowchart
al ternative enbodi nent's, conpares each received bit

1600t isachh tagnef theppapulstion hnf tagsy storess@ comespkrding itléntifivetjon

t t ransni t.s.t next hit of the secon
BB R B Ry AR ety by B, "BHEF S
arilt GReratfeaseerhbwliments wailtbeGipphriest toSessid sRilfed AAthE Fdleviahit
read fromstorage in the tag. For exagl@gAthe storage

ari(ghbased on ghesfolowing digsassion steppofoy] agp degeribed in
. the second key. [0119] In another enbodi nent,
deiélg%qu‘& can include the step where the next bit of

t he Blewolmait b0 hegirsevith step 16G02d dirbtep J60E raafireht 1828t one bit

. exanple,. the bit yal ues. can be enerated by a random

s g4nsigiieclon g R I6R, Ofs'eth tSarEntiginiirespead @ binary

trBRAAI 8pRhtior3H#h AREMWAAIY Fatfeim. The H}% &0 gér%@{ et Pid be any

val ues can be stored in 'storage 804,
bippn combanatipal of bits toecansst tags torrespond withghesdcomdkiéyat el y
transmtt by.the tag to the. reader in,response t
t o e £t Y Pl R ehref obfion Sretormi I SRBUEE acfe
‘talofNtiepoplilafiviesStags. oper ati on, the tag would newy
generate _each bit of the second bit attern. WO

2004¥torB 5900, BE98.UBEOHE/Comeopsional3 acqapdipg to Huther 1gxample
erﬁﬁ?&lgﬁelﬂsgkﬁl PRk ifdfoRr Ovi ding exanpl e steps for a

reader to conmmunicate with a popul ation of RFID tags
Wi t hinistgpr kD06 cthe Giedtitdgtiy caded ar thnsgit itsdd@nifext@simenber.
enbodi ment_of _th esent inventjon. |In the exanple of
f 1 owrsiEpt 1 OO%O‘BB ,‘d%é‘glﬁ‘ﬁ‘“f’ﬁ&“ﬁ*’ert Methe Bpsti tagiis mseiyed.t ags

" oI L RPN (SO hon B R g 2

Ot helfIGs t110kc shovesl example steps for step 904, according to an example
embodiment of the present invention. As shown in the embodiment of FIG. 10B,
step 1004 can include steps 1012 and 1014.

In step 1012, a series of bits is transmitted to the population of tags.

In step 1014, a corresponding bit of the second bit pattern is received from
the first tag in response to each bit of the series of bits. Note that many tags of the
population of tags may be responding to bits of the series of bits transmitted by
the reader. However, eventually, only a single tag will respond, becoming the

singulated tag.



and operational enbodinents will be apparent to
persons skilled in the relevant art(s) based on the
wo edokostsemy di scussion. The steps of FIG 10A aP@r/US2003/034036
described in detail below [0121] Flowchart 1000
begins with step 1002. In_step 1002, a first at |east
one bit is transnitted t3the popul ation of tags to
cause tags to respond to a binary traversal operation
with a second bit pattern. The first at |east one bit
[0130] can Ibmnaembodiﬁtntorincsmmil@ﬂﬁl; ithmrcmﬂebh‘bnsnlits eqmedttdrmgmd
tQ respond with the 0122] I n step, 1004,
nugbE igw aF&F %PmBlﬁeF R ew ﬁ’é'{s e apf%iegepﬁawfi 1 bea
suf"ﬁc‘iéﬁ to ligenty thES WAk |aa$dn9rﬁm9£atfoﬁg§m éQﬁ?Ztﬁ]a reddePS For
6, 1008, and 1010 are optional, % ding to
exampbh es demlupd eboegrifodiegetiats 1624 tthg, riloeblmam reqained Gor.

012 st 0 t ed t .
et P geer ekt A0 s fore HiG Taae seids ogpie.
N0 Qat ih enbodBRétE, | Kowever) thetd e ho Amit B the rnathﬁef bils a

recei ved. [0126] I n step 1010, a conmmand

readenmelfitanerait in theseries ofi bits, ivglugding 1n fthests, 10y 100{ e ¥900s

exanpl e steps for step 904, according
Oft%gg‘é%%gl%%a\éaé‘nbodi ment of the present invention. As

[0131] shoWor exarhpie, @rthe exanmple méreﬁhﬁag%@ulatlsﬁ R lude®402paags,
include steps 1012 and 10Q14. [0128] In _step 1012, a
1658 b clioe a% therlpagst i fhecacand l%earefob%wa%& i Fifisoip this

exsegﬁ‘; tHeQd 2tk cbdHHBmt A5 bitsdo ‘EREI Rﬂé 4 ?ag? toRbver R

ohd bit pattern I s recelved f st tag in
thisespopke theoreadar lrobldt tra:fsnmmkwslethaaswd:htsblfusm predetermiveet

t ags the .. popul.ation.of ta eres ondi ng
nglofBet 855 T4 b Sap RREET oushie ok R T ringe!
Alﬁ&ﬁﬁ%g HRYVRYRIer RMEBEsia! doY trarRBliY bAs Sd8EibRalt ﬁgmﬂnls to

respon beconm ng the singulated tag. WO 2004/ 038644

Slmﬂaﬁwszwgnmmnemssvl{emmy arencepiguradotei rrvatflexible bit
1e%ﬁnsg%)gpglée?se%qutla§(e§eader transmts a predeterm ned

For exanpl e, the nunber of bits nmay be
predeterm ned to be sufficient to identify tags

nication range of the reader. For
exa%‘lnger g@%?ﬁl{%bed above, to negotiate 1024 tags,
10 bits are required for
[0132] The systems and methods described above for improved security during
RFID negotiations can be combined in any manner, as desired for a particular
application. For example, in an embodiment, a reader may negotiate a population
of tags. The tags may be instructed by the reader to respond with a second bit
pattern during the negotiation that is not correlated with their identification
number (e.g., their EPC number). The reader may negotiate the population of
tags using a binary traversal. Once the reader singulates a tag, the reader can use
the implied scroll function to cause the tag to send its identification number to the
reader. Thus, this embodiment provides enhanced security because a non-

correlated number is negotiated, and because the tag identification number is sent



uni queness. Thus, the reader may transmt 10 or nore
bits in the series of bits. Note that in enbodi nents,
whowewssosd there is no limt on the nunber of bPCEHUS2003/034036
reader may transmt in the series of bits, including .
in the 1s, 10s, 100s, and 1000s of bits, to singulate
a tag. [0131] For exarrple3 in the exanple where the
tag popul ation includes 1024 tags, 16 bits may be
chosen as the length of the second key for the tags.
to THeusader on tthd ‘ébaclewandb Ihak \tvlileh lsalaWer powed. Furtharsere} sutkh a
bi tollkel S|n ﬁ‘ wever, in this
r@%%ﬁﬁp 8f a {4 af g c 'S SRBHEAI0RmbeR sn Qe ery
ragify ¢ tBéc§us@Qﬁ1ﬁ%§ eﬁamﬁféd sti3f! a ?&\a&r ddeaBy &Endnit édegefs ldhd
tify a single tag withih communication ran
thekbfoes thattag/ddes not haverte aduirfona;ged,dbc uctcntlﬁcatmrrmmuer bf ths
addi ti onal..to 16 bit singulate a tag, in
o 50 D TR e TR et TR BB halort 1S5KPRIF
entvoaunéxﬁ neé B fafrtrahbigit S8 ciamﬁlsﬁibn nusiBer €6r GEHRAHIFRRGh)
[0132] The systens and net hods descri bed above for
durlng anvapliescrel] thyeedineniysteRbpb comgunicatipeneancagauiduring
ab1 nbl n %jsaln any manner, as desired for a particul ar
B TN, For exan‘pl e, i n an enbodi nent, a reader
[0133] may Fugiged dondtdnationd phithetendodintdntd dgsribelerdingee didywiltin

|nstructed by the reader to respond wi.th a second bit
the, sqope apd gpirt 9§ therressal BveaitangAs PRRld hesundorsteqsh biepersaag
(e.g., their EPC
Skﬁ%ﬁ%%?Gsk%%%g?gggé?ﬁﬂgsgﬁggg I at énthe popul ati on of
tags using a binary traversal. Once the reader
C&kﬂﬁ ates a tag, the reader can use the inplied
SCro function to cause the tag to send its
|dent|fication nunber to the reader. Thus, this
01341 SO O AL SR SER RS TR
abbokg it $HouIIBEd ﬁx[demtrddethatl theyskdvie BAEh PEHI4iHtEB 8§%y of example
PCT/U82003/034036 4 to the reader og»é backmard
only, 3rd nghligifatiqn. | Em}liﬁﬁe%rentﬁernerﬁepﬁﬁlﬁ gyt rglevant

tha! %P?Eh%e@fm ?orh?gnd a8 C8E Bk Rhad¥ thefden W?tﬁo&t departin

Identification nunber can occur very rapidly. BecauSe
fratoithegpitinend sgipe ed the mokhtiona Thusi¢he bisedthramtl scopmeinthe

Prr RUgHn PAMCBLAT PR by G R Fefbur o cXipary

embodiments, but should be defined only in accordance with the following claims

and their equivalents.



tag can be scrolled to the reader very rapidly. For
i nstance, in an exanple enbodinent, the tag can
WO e@a®sseti4 i ts i dentification nunber (or other PCT/US2003/034036
information) during an inplied scroll three tines
faster than connunication§ can occur during a binary
traversal. [0133] Further Tonbi nati ons of the
enbodi nents described herein are also within the
scope and spirit of the present invention, as would be
WﬁMﬂEH%@bAEWE?I§Ersons skilled in the relevant art(s)
fromthe teachings herein. Conclusion [0134] Wile

vari ous enbodi ments of the present invention have been
1. des &k imetinvd faronadio frequshayuidentifationdRIdDy tag to lwantunipte

hav en .presente way of exanpl.e ..onl .and npt
wiflh RS FOAEE FBeth e s Sbef Eortespomyts WBRut P pugbr,
whédi@n 1R ig¥@iHcadért nubbedicompribRUSirs RNE@SH, BothPrdngand

detail can be nmade therein wthout departing fromthe

spi (Bx anecesdpe fiost at Ieest ope bit fiognthe Tader, tocheseshetagin

c r 1NV ' .d not be

refiie FEEB B0 B BleER R v S BB e

enbqd) merehgagityin Shinary draberssi@peracion withhd ieadecinckidinge

with the following clains .and their equivalents. WO
thogiepsy ¥38644 PCT/ US2003/ 034036 - 35 WHAT IS CLAIMED I S:

1. A et f@d f Qbcchif@fliGick P BICRGH diieRid dgation

(RFID) tag to commihicate wth a RFID reader, wherein

the tag 92pr esesponding esgawhditod thedkenes dfibttatwitha nunber ,

wherei.n the .ddentifjcation nunber conprises a first
COREFPORLng r‘tr?,fﬂ?:eosr?ﬁ?rfdsl?lﬁﬂgt TH) receiving a first at

| east one bit fromthe reader to cause the tag to

respond to a binar% traversal operation with a second
2.bi t Pwtmethed of dyimeh gehgravy step (t compaess: t r aver sal

operatj.o i I Lncl udi the steps of:

(1) r?‘%edgg @?‘ﬁ%&gﬁﬁﬁﬁaﬁégﬁd%%tg gag? ?%%gtwl%e reader, and
(2) responding to each bit of the series of bits with
a corresponding bit of the second bit pattern.

3. The method of claim 1, wherein step (b) comprises:

randomly generating a bit value for each bit of the second bit pattern.

4, The method of claim 3, further comprising:

(c) storing the second bit pattern.

5. The method of claim 4, further comprising:
(d) engaging in a second binary traversal operation with the reader,
including the steps of:
(1)  receiving a second series of bits from the reader, and
(2)  responding to each bit of the series of bits with a

corresponding bit of the stored second bit pattern.



2. The nmethod of claim1l, wherein step (b) conprises:
readi ng the second bit pattern fromstorage in the
WO 294/038844 The net hod of claim 1, wherein step $d1/US2003/034036
conprises: randomy generating a bit value for each
bit of the second bit pattern. 4. The nmethod of claim-
3, further conpri sing: (C§6stori ng the second bit
pattern. 5. The nethod of claim4, further conprising:
(d) engaging in a second binary traversal operation
6.wi t Themecthaslbafedaim 3, dgthedicomgptisirg:st eps of 1 (1)
receiving a second serjes of bits fromthe reader, and
(2) s pEneheiE g SSoH Hinery Gevermd operNEs wah ths teeddy ¢
m@udiﬁ%ﬁ{ g@gging bit of the stored second bit pattern.
WO 2004/ 038644 PCT/ US2003/ 034036 -36 6. The nethod of
cl ai m 3, (Hur t meoeivingpeécond sgries of bishiomithgreaderaargiecond
bi nary traversal operatia i t he reader,.. including
the st epdDor . TeppRBEE R (A ol the B’ G ROung Spt
randoly igberite@Bigvaluand (2) responding to each bit of the
series of bits with a second randomy generated bit
value. 7. The method of claim 1, further conpri sing:
(c) VA - i.1: fromthe reader to
7'caus]reh%?ﬁééﬂﬂq(%sc?&gagﬁhe?%%ﬁérﬁn%’ its identification
nunifey ; aediving attleanesme bit from thé ecadeanichisealad figntag to
nunber... 8_ The nethod of claim1, further conprising:
tra{lé‘)mtr‘téd‘é‘inyﬁﬁﬂloé”@&h‘?ﬁﬁ&gfromthe reader; and (d)

exeqyy i F‘Qrahﬁﬁitﬁﬁggﬁé%ntiﬁcatﬁnfrﬁﬁ{ber.f requency
identification (RFID) tag, conprising: an antenna,
8. The method of claim 1, further comprising:
(c) receiving a command from the reader; and

(d)  executing the command.

9. A radio frequency identification (RFID) tag, comprising:

an antenna,

a modulator coupled to said antenna, wherein said modulator is configured
to backscatter modulate bits received from said antenna with response bits;

a first storage that stores a first bit pattern that defines an identification
number; and

a second storage that stores a second bit pattern that does not include bits
identifying an item with which the RFID tag is associated;

wherein a first bit combination received from a reader causes said tag to
respond to a binary traversal with the first bit pattern; and

wherein a second bit combination received from the reader causes said tag

to respond to a binary traversal with the second bit pattern.



a nodul ator coupled to said antenna, wherein said
nmodul ator is configured to backscatter nodul ate bits
wo emeiosssad f r om sai d antenna with response bit sSPCEHUS100%034036
storage that stores a first bit pattern that defines
an identification nunber;_and a second storage that
stores a second bit patteﬂrthat does not include bits
identifying an itemwith which the RFID tag is
associ ated; wherein a first bit conbination received
10f r orifihe RIdRdeg ofclaive?, wairein said steond bitqyatteni is @ randoinrtat y
raversal with the first bit pattern; and wherein a
PaBETond bit conbination received fromthe reader causes
said tag to respond to a binary traversal with the
second bit pattern. WO 2004/ 038644 PCT/ US2003/ 034036
11. 37 The REfRdagpf dhaimm i), dtrther gpmposingher ei n sai d second

o b R B B SR B O 20

generator that generates said second bit pattern. 12.
The RFID tag of claim 11, wherein said random bit
1293t tTheREJE{az af daim b yerain said pandspy bif patigm gepgratorhe

Dt AGEiaekdl M9, wherein said second bit pattern
coll%?hg%sn-g)grrg ated with said first bit pattern. .14.

The RFID tag of claim9, wherein said second bit

pattern is a fixed bit attern. .. The RFID tag  of
Edpt S b o A T R S
wilPshEARPBHEbAgh 0 @ | ocation on wafer for an integrated

circuit chip of the RFID tag. 16. The RFID tag of

claim9, wherein said second bit pattern includes bits

14575 THRGETR) Pl b TRl RHiseco b alvRbiRa A B

pafent i on of the first bit pattern.

15.  The RFID tag of claim 9, wherein said second bit pattern includes bits
corresponding to a location on wafer for an integrated circuit chip of the RFID

tag.

16.  The RFID tag of claim 9, wherein said second bit pattern includes bits

corresponding to a time stamp.

17.  The RFID tag of claim 9, wherein said second bit pattern includes a
portion of the first bit pattern.

18. The RFID tag of claim 9, wherein said second bit pattern includes hashed
bits from the first bit pattern.



18. The RFID tag of claim9, wherein said second bit
pattern includes hashed bits fromthe first bit

W@ adoie8ss44 WO 2004/ 038644 PCT/ US2003/ 034036 - 3BC1/DS2003/034036
method for a radio frequency identification (RFID) tag
to communicate wth a RE]D reader, wherein the tag
stores a correspondi ng identificati on nunber,
conprising: (a) receiving a first at |east one bit
fromthe reader to cause the tag to respond to a

19bi ndy pethod fagragadio dregnerncyddentifichiion (RED) (ag)to eorgmghieatei n

wifh ek Hatl N ERp BBty ¥ rlleepondi BERIRien gy,
compAfhg:he reader, and (2) responding to each bit of the

series of bits with a randonjé generated bit of the
key (2)20. reseiving aofirst atdeashene bitiEami the raaderda cpue ) tag &,

c I .Si:nQ; ; | ator coupled to said
resg§%%nailﬁ%¥&a2&ﬁ£&§?%ﬂ§%gﬁﬁhgage &’ is configured to
backb)cat efgagifipdt ladtimarp trasersat operdtion withthesehdbrantlading

W th response bits; a storage that stores a bit
the;densefn that defines an identification nunber; and a

random bi{fy pa : : t sai d
second bi(p pa%étcgfrvnqh;ggae{/\bﬁgsé%ﬂga |rﬂgétaﬂgg(i§e? Eglgn‘oi nation
recei ved () onrapombuieio exchibi of theisdri¢sanf bite withsyrandbnoly a
bi nar¥.tr versal with the first bit pattern; and
genrated H(’ga‘fj?%nd bit combination received fromthe
reader causes said tag to respond to a binary
traversal with bits generated by said_random bit
20pat theradio fgequencitidentifeatiopn(RIED) g, FommpEsingidi o f r equency
i dent i f{'eggg_i on (RFID) reader to conmunicate with a
popl?flgfll on’of RFID tags, wherein each tag stores a
cor raep¢iulton@upde ié sdid aaenrty) wheriresaid mbéuleionistdoafigured

to I@gq%gqt;z{ﬁfglr g]gghlllgtg bri]tlsJ rrretzz:%irveg oﬁrgpr)nr Isa?c(le gntngal vsrn%ﬁ regfl)gnsg %itté;e .
a storage that stores a bit pattern that defines an identification number; and
arandom bit pattern generator that generates said second bit pattern;
wherein a first bit combination received from a reader causes said tag to
respond to a binary traversal with the first bit pattern; and
wherein a second bit combination received from the reader causes said tag

to respond to a binary traversal with bits generated by said random bit pattern

generator.

21. A method for a radio frequency identification (RFID) reader to
communicate with a population of RFID tags, wherein each tag stores a
corresponding identification number, wherein the identification number comprises
a first bit pattern, comprising:

(a) transmitting a first at least one bit to the population of tags to cause

tags to respond to a binary traversal operation with a second bit pattern;



(a) transmtting a first at |least one bit to the

popul ation of tags to cause tags to respond to a
wRovanyseti4 aver sal operation with a second bit Per/U82003/034036

WD 2004/ 038644 PCT/ US2003/ 034036 -39 (b) performng a

bi nary traversal operation to singulate a first tag of

t he popul ati on of tags, i3t udi ng the step of (1)

transmtting a series of bits to the popul ati on of

tags, and (2) receiving a corresponding bit of the

sec@b)d biperfomiihg b bidaryotnavetdaboperatiin tb amgulate £8R01AgSf L O

each bit of the sgries of bjts. 22. The nmethod of.

thepopulation of fags.npdpdipg st Hg: (c) after step (b)),

causi ng fi : Lk R ' IFi L@n
nunber. 396 Thlttreax?f:Errrlté.}%tﬁ%dat oP %ﬁglﬁm %%J@g?%ﬁgébﬂagé}tah&’
conpri si 1f2) ( cdcenfinigen catespor(ding bit ofthe sédohd biy pattero fiwend
for execution by the. first .tag. .24. The net hod of

thecﬁ?réYWgé‘lfeSWFég?Pcpﬁgoggﬁsége ‘?ﬂmzsts i ncl udes a nunber
of bits predetermned to be sufficient to identify
tags within a comuni cation range of the reader,

- 22wherTbiemethaiof(claim@dnpiriheeeomprisimss i t ti ng t he
P o0 B e RN

nubentification (RFID) systemthe includes at |east
one RFID reader that conmmunicates with a popul ati on of
RFID tags, wherein each RFID tag stores a

corr [ Jher, conpri sing:
23geng?l§?€é%géd;&kéé§ﬁ?g’ﬁg@%”$€p an RFID tag of the
poptiat i afiendtedfBl),Dranangiting abanmand fdrex&eayion bg shenfixist
include bits identifying an itemw th which the RFID
1% ag is associated; operating a binary tree al gorithm
to at least identify the RFID tag in the population
of RFIDs tags; and receiving bits of the generated key
24f r orfibiemectRi & daig 2duwihergin the s¢riasaf pits inchdesnid gembertof

bits predetermined to be sufficient to identify tags within a communication range
of the reader, wherein step (1) comprises:

transmitting the predetermined number of bits to the population of tags.

25. A method in a radio frequency identification (RFID) system the includes
at least one RFID reader that communicates with a population of RFID tags,
wherein each RFID tag stores a corrésponding identification nurhbef, comprising:

genei‘ating a key to identify an RFID tag of the population of RFID tags,
wherein the key does not include bits identifyinﬂg an item with which the RFID tag
is associated;

operating a binary tree algorithm to at least identify the RFID tag in the
population of RFIDs tags; and

receiving bits of the generated key from the RFID tag during the binary
tree algorithm.



WD 2004/ 038644 PCT/ US2003/ 034036 -40 26. The net hod
of claim 25, wherein said generating step includes the
wGeb@p/osdes4 sel ecting a nunber from a sequence BET/US2003/034036

nunbers to use as the key. 27. The nethod of claim 25,
wherein said generating step includes the step of:

usi ng a randomy generatéﬂohunber as the key. 28. The

nmet hod of claim25, wherein said generating step ,

i ncludes the step of. dynam cally generating a nunber
prior to each traversal of the population of RFID

ta to use, as .t.he key. 29. A nethod for, adj o

261 - ochheeSf e e ey s eneraigatnn ol th e o
Wi t heRePAhdhb@ o a Bjubhd A humMeR t6iufe £ABL kLAY _
stores a corresponding identification nunber,” wherein

the identification nunmber includes a first bit

attern 0 ihsing. (a).transmtting a.fi.rst at |east

2 e e G RETaR sttt SP0 BB shetbads it e
I es AR A randoilypRhdtafed AUMRbELAs tAPREAL i on with a second
bit pattern; (b) perform ng a binary traversal

operation to singulate a first tag of - the popul ati on
of t : j T4 - iall .

28 orif b of GBREFS, Wi s YBREARE oo E0ATAln ot
pl ural i t ydynmivallg geherhtimg fi mshbdpigrigpatbt each tfaversalt 6f the
first t during transm ssion of the substantially

popBiztion At RETL fags to uss as fiifke¥et hod of claim 29, further
conprising: (e) termnating transm ssion of the
substantially constant signal to the population of

2% agsA neetlerddior & hedlid freqteneyaglentifocatipn gREI)reddegtof ur t her

‘bits .of t first .bit ern.. WO 2004/ 038644
coBe s AR o 50580k GIRED LG eloh st Pdee Pk a0,
coktésdnaingGaE¥Ticatiditnunitel, Whakeinthd ideMericatis®a@aber includes a
substantially constant signal to the

first bit pattern, comprising:

(a) transmitting a first at least one bit to the population of tags to cause
tags to respond to a binary traversal operation with a second bit pattern;

(b)  performing a binary traversal operation to singulate a first tag of
the population of tags;

(c) transmitting a substantially constant signal to the population of
tags; and

(d)  receiving a plurality of bits of the first bit pattern from the first tag

during transmission of the substantially constant signal.

30.  The method of claim 29, further comprising:
(e)  terminating transmission of the substantially constant signal to the
'population of tags to stop the first tag from transmitting further bits of the first bit

pattern.



popul ati on of tags; (g) receiving a second plurality

of bits of the first bit pattern fromthe first tag
wa@lpoongses ansmi ssi on of the second substanti al PET/US2003/034036

constant signal; and (h) term nating transm ssion of

t he second substantially constant signal to the

popul ation of tags to stoﬁlthe first tag from

transmtting further bits of the first bit pattern.

32. The nethod of claim 31, further conprising: (i)
31Ir ep€Hie methed efdai@f 30, finthet compridisgquent substantially

constant signal.s. 33. A nethod in a radio frequency

i derfd} f i dEAPPBHIPEREpesPNd jubistan '%lfeecqqq@ph%@sal tothe| east
po%gﬁlﬁgg[,gaggader that comuni cates with a popul ation of

FID tags,  wherein each RFID tag stores a

cor r(gk porreéangng deexonfl ipbmalityof hitsbfthe fiesd bjipagérn dion( thy:

ti bit to.jdenti RE] D t f t
R AP R et hEEond SRR FRlbronB e ahy
i nclmyle RedSinhtaRNtdnkiissdn 3 tHelse0ndl dubstiktiabl} cbigant RF! D
tag 1's associated; (b) operating a binary tree

sigriafyter the hepulationt ofitegsdo ston éhet fifsytag HeonREMBNtKing funther higs
| af | f RFIDs tags; (c) receiving the generated
Ofgﬁfﬂ?s?%lh?%}ﬁegn‘wl D tag during the binary

tree
algorithm and (d) repeating steps (a)-(c) until the
RFID tag is singulated. - 34. A nethod for a radio .
3% r eqthsrpsthediebglaim Thdugher comprgingieader to communi cate

with: i | in. .
St ord b ¥eblafthl Sep0c0 B I0R AuBERel b RUtiaRO L0 sgmats.
the identification nunber includes a first bit
attern,, canprisirng: WO 2004/.038644 / US2003/ 034036
335 KPR Gde Bguehcy Fegf Bion AREIDIGwaeR e frslucks
at RABUWRIRFID rehdek RS cbBmEARERs yﬁtﬁgﬁnﬁbfﬂaﬁ&? i! %g?t or n:

bi nary traversal operation with the first
whiasginteaenB D tagstpres aseasessponding ilgntifisat oramimisir groaiprisong:
the (gf)pu | g%%lér% mgo efi bit ttc? %I;ltif?’r.’ll(ljl RFID tag of the population of RFID
tags, wherein the bit does not include bits identifying an item with which the
RFID tag is associated,;
(b) operating a binary tree algorithm to at least identify the RFID tag
in the population of RFIDs tags;
(©) recetving the generated bit from the RFID tag during the binary
tree algorithm; and

(d)  repeating steps (a)-(c) until the RFID tag is singulated.

34. A method for a radio frequency identification (RFID) reader to
communicate with a population of RFID tags, wherein each tag stores a
corresponding identification number, wherein the identification number includes a

first bit pattern, comprising:



(c)' receiving a plurality of bits of the first bit

pattern froma first tag during transm ssion of the
wagndngiassisd al | y constant signal. 35. The net hodpof/usioas/ns4036

34, further conprising: (d), termnating transm ssion

of the substantially constant signal to the

popul ation of tags to stoﬂ)zthe first tag from

transmtting further bits of the first bit pattern.

(a)  transmitting a first at least one bit to the population of tags to cause
tags to respond to a binary traversal operation with the first bit pattern;

(b)  transmitting a substantially constant signal to the population of
tags; and _

(c)  receiving a plurality of bits of the first bit pattern from a first tag

during transmission of the substantially constant signal.

35.  The method of claim 34, further comprising:
(d). terminating transmission of the substantially constant signal to the
population of tags to stop the first tag from transmitting further bits of the first bit

pattern.



