A SECURE MEDI A STORAGE DEVI CE AND METHOD OF SECURI NG
MEDI A STORAGE DEVI CES The present invention rel ates
to a secure nedia storage 5 device and a nethod of
securing media on a storage device. The invention has
particul ar application, but not exclusive
application, to securing images provided by a digital
still canera and a digital surveillance canera
wi t hout significant change to the architecture of
those 10 devices. Background of the Invention The
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tampering after being captured by the imaging devices. For
example, digital images can be easily tampered with if the

20 storage card falls into the wrong hands. This means the
rightful owner cannot claim that the photograph is the

true original copy or that it is taken from his or her

camera at a particular day and time.

25 In addition, emerging real-time video streaming for
instant media access on the Internet also poses a big
problem. The advantage of sending a lower volume of data
per time unit across a network (bit-rate), using MPEG-4
standard is prone to theft and piracy of digital video

30 media, resulting in difficulties in owner identification.

Cryptography has been widely known as a very popular
scheme for protecting digital multimedia data. However,
these traditional protection mechanisms, such as

35 encryption, are no longer sufficient because when the
digital content is decrypted, protection offered by

encryption no longer exists. In recent years, from the




digital content is decrypted, protection offered by
encryption no longer exists. In recent years, fromthe
2 viewpoint of protecting the copyright of digitized
mul ti medi a data such as image and video, the digital
wat er mar k t echnol ogy has been investigated as a

conpl enentary technology. 5 Digital Wtermarking

evol ved from a technology term known as digital
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20 To solve this problem, there are a few ways that such
security algorithms can be employed on existing imaging
devices. A commonly used method is to integrate the
security algorithms, in the form of a firmware, into an
existing imaging device’s firmware, which could reside on

25 an intelligent programmable device such as ARM (Advanced
RISC Machine) or a DSP (Digital Signal Processor) core. In
the case of a digital camera, the security algorithms can
be integrated into the firmware, just after an image has
been processed by the hardware accelerator engines on the

30 digital camera, such as CCD processing and AE/AF/AWR

processing, and before it has been saved onto the storage

card.

Another technique is to design the security algorithms in
35 the form of a hardware ASIC (Application-Specific

Integrated Circuit) chip and integrate it into existing

imaging devices’ hardware architecture. This chip would be




30 digital camera, such as CCD processing and

AE/ AF/ AWE processing, and before it has been saved
onto the storage card. Another technique is to design
the security algorithnms in 35 the formof a hardware
ASI C (Application-Specific Integrated Circuit) chip
and integrate it into existing inmaging devices'

har dware architecture. This chip would be 3 operated
just like any other hardware engines in the imaging
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20
Summary of the Invention
The objeat of the invention is to provide a device and
method which overcomes the above drawbacks.

25 The invention may bhe said to reside in a secure media
storage device for an imaging device, comprising:
an interface for receiving digitél data;
a mexory for storing the digital data and for
allowing read out of the digital data; and
30 a security layer integrated onte the storage
device for cmbedding security data ontce the digital data
to snable verification of the integrity of the digital
data and to provide an output at the time of read out of
the digital data to produce an image, which indicates that
35 the digital data has not been alterad.

Thus, the digital data can be secured and verification of
the integrity data provided at the time of readout by the
enbedded security data, Thus, in the example of imaging
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d of one oxr more of an

25 The security data may ke comprise
and a date

media device identification, a time stamp

stamp.

The security algeorithm may alsd comprise a oryptographic
30 algorithnm,

'Thg cryptography algorithm may comprise a digital
signature algorithm, The secuzrity algorithm may also
comprise & message digest algoxrithm.

35 .
Other forms of security algorithms may also be used.

In one embodiment of the invention the memory comprises &
flash memory controlled by a memory controller. The memoxry




i npl enmenting a security algorithm The security
algorithmmay be digital watermarking. 25 The security
data nay be conprised of one or nore of ‘an nedia
device identification, a tine stanp and a date stanp.
The security algorithmnmay al so conprise a
cryptographic 30 algorithm The cryptography
algorithmmy conprise a digital signature algorithm
The security algorithmnmay al so conprise a nessage

di gest algorithm 35 other Totfs of security
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The invention still further provides a digital mediz

device having a secure media storage device as described
20 ° above, for exauple a digital imaging daevice.

The invention may also be gaid to reside in a method of
securing digital data, comprising:

receiving digital data onto a atorage device!

25 storing the digital data on the gtorage device

and allowing readout of the digital data;

providing a security layer integrated onto the
storage device to embed security data onto the digital
data to enable verification of the integrity of the

30 digital data; and '
providing an output from the storage device and

the time of read out of the digital data £from the memory
to produce an image, which indicates that the digital data

has not been alterad.




20 above, for exanple a digital imaging device, The
invention may also be said to reside in a nethod of
securing digital data, conprising: receiving digital
data onto a storage device; 25 storing the digital
data on the storage device and allow ng readout of
the digital data; providing a security |ayer
integrated onto the storage device to enbed security
data onto the digital data_.tg enable verification of
the integrity of the 30 digital data; and providing an
output fromthe storage device and the tine of read
out of the digital data fromthe nmenor tocRJoguce an
i nngeefewrkdly thei st WhiRYShETPHtaf AT "had not
beegi1gbtemedd. - 6 Preferably the security |ayer
conprises a security algorithm 5 The security
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of amgdiatidevi ce identification and tine and date
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The cryptographic algorithm may be a digital signature
15 algorithm and/or a message digest algorithm.

Other forms of security algorithms may also be used.

In one embodiment of the invention the memory comprises a
20 flash memory controlled by a memory controller. The memory

need not be specifically flash but any forms of memory,

which includes the memory that sits on a 2.5 inch hard

disk or even latest Solid State disk.

25 In one specific embodiment, the security algorithm may

further comprise a digital signature algorithm.

The digital signature algorithm may comprise hashing part
of the digital data to provide a fingerprint and employs
30 private key encryption so that the entire signature forms
part of a watermark bit stream watermarked onto the
digital data. Thus, the watermark is decrypted by a
public key so the decrypted hashed fingerprint is compared
to the hash fingerprint of the digital data to determine
35 whether the image is valid or has been tampered with and

is therefore invalid.




whi ch includes the nenory that sits on a 2.5 inch hard
disk or even |atest Solid State disk. 25 In one

speci fic enbodi ment, the security algorithm my
further conprise a digital signature algorithm The
digital signature algorithmmay conprise hashing part
of the digital data to provide a fingerprint and

enpl oys 30 private key encryption so that the entire
signature forns part of a watfrmark bit stream

wat er marked onto the digital data. Thus, the
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15 Figure 5 is a drawing showing how verification is

provided to a user.
Figure 6 is a block diagram of a USB token; and

Figure 7 is a flow chart.

20 Detailed Description of the Preferred Embodiments

Figure 1 illustrates a prior art security technique as
deseribed above which has a CCD module 10, a processing
section 12 for processing data captured by the CCD module,
AE/AF/AWB processing module 14, a memory controller 16 and

25 a memory card 20. A processor 22 is provided for
controlling the modules 12, 14 and 16 and also an internal
memory 24 and an image codec 26. 1In this device, security
algorithms in the form of firmware are integrated into the
device firmware. The security algorithms can be

30 integrated into the firmware just after an image has been
processed by the hardware accelerator engines in the

module 14 and before it has been saved on the memory card

20.

35 Figure 2 shows an embodiment of the invention incorporated
into an image device 30 which may be a digital camera,

digital video camera, or the like. The device 30 includes




Figure 7 is a flow chart. 20 Detail ed Description

( . of
the Preferred Enbodiments Figure 1 iIIustra?es a
prior art security technique as described above which
has a CCD nodul e 10, a processing section 12 for
processing data captured by the CCD nodule, AE AF/ AVB
processing nodule 14, a nenory controller 16 and 25 a
menory card 20. A processor 22 is provided for
controlling the nodules 12,_1¢t .and 16 and al so an
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' for storage in a flash memory 44 under the control of a
memory controller 46. The security controller verifies
20 the imaging device 30 as an authorised imaging device and
will then secure the digital data using the onboard
security algorithms within the security controller 42 and
save the secured digital data in the flash memory 44.

25 Figure 6 shows an example workflow of a Secure USB token
634. The security controller 642 verifies the imaging
device 30 as an authorized imaging device. It then reads
the digital data residing inside the imaging device and
secures the digital data using the onboard security

30 algorithms within the security controller 642. The memory

controller 646 then saves the secured digital data in the

flash memory 644.

The security algorithms used by the controller 42 may

35 include robust digital watermarking which could include
details such as the imaging devices ID, time and date
stamp to provide ownership at a later date, cryptography




USE or a wireless interface. 15 Figure 3 shows an
exanpl e workfl ow of the Secure Media Card 34. Digital
data captured by the inmaging device is provided by an
interface 40 to the security controller 42 for
storage in a flash nenory 44 under the control of a
menory controller 46. The security controller verifies
20 the imaging device 30 as an authorised imaging
device and w |l then secure pthe digital data using
the onboard security algorithns within the security
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20 stored onto the flash memory 44.

Figure 4 is a block diagram showing how the digital
signatures are employed to protect the digital data. Part
of the data which is hashed at step 401 is encrypted at

25 step 402 from the digital data represented at block 403.
The encrypted data is watermarked at step 404. The same
fingerprint is obtained at step 404 and the encrypted
fingerprint at step 402 is decrypted at step 406 to
determine if the hashed fingerprint at step 405 and the

30 decrypted hashed fingerprint at step 406 are equal as per
step 407. If so, the data is valid and has not been

compromised. If not, the data is invalid and has been

compromised.

35 TWhen an image is displayed which has been secured in
accordance with the preferred embodiment of the invention,

a window may open or box may be displayed which verifies




10 of fragile watermarking detects if there has been
any change nmade on the digital content stored on the
card 34. To further secure the watermarking

algorithm digital signature algorithns could be

i ncorporated. For exanple, 15 if digital data which
forms an image is to be protected, part of the data
is first hashed to obtain a fingerprint, followed by
private key encryption for authentication. The entire
S|gnature woul d formpart of the watermark bit stream
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St ela466 & exrmyideda’dn festospep deyice { R{:ﬁ;e a1 data
1S vl &Qcame&a& RAE HesRgeCaapt i 72Od. Tlﬁe n@tgltﬁﬁedata

dat §§I issgl QYS lw:.t%ng.v\g xqq;a al§ W}ﬂmg@danéﬁt\&t@ﬂ M0 in

b
acc dﬂrh?aﬁe’eb‘?ﬁ t9f the ﬁF%‘fa@Fr éavg??%oé?“ﬁ‘gr e {]a%er point in
I NV edibneq nthe asadurddawdaty igperadr 750X nery tb@ HFEFIRY dgvice

}’m' Car};dver kﬁéd ~6b0ast Bl dibethiBgechas not been
anpere as shown in Figure 5. For exanple, the

Idi splay on a digital camera 30 may supply
ver i fieC ambbam&Pattionhof nidiec &tee‘-érl't:ilﬁ FeatHger n%‘gets’l‘?a§ orage

been, wat.eaRl kedh1aRdsPs&uki iR st hatSgiaenni Withatthon idaging

and t1ne and
device. On ;nﬁ¥%%gef££ﬂﬁéy1|&8&§tes would be envisaged

and necessary on the imaging device. Moxre importantly,

20 +the overall performance of the image device would not be
affected by the securing of the data in accordance with
the preferred embodiments of the invention. This
additional security feature on a storage media card would
provide trusted and reliable evidence for many law

25 enforcement applications such as police investigations of
a crime, accident insurance claims, digital content

distribution and proof of ownership.

Since modifications within the spirit and scope of the

30 invention may readily be effected by persons skilled
within the art, it is to be understood that this invention
is not limited to the particular embodiment described by

way of example hereinabove.

35 For example, the same technique can be applied to other
forms of media such as sound files. For example, the
technique could be used to verify recordings made with a




that the image has not been tanpered. This nethod 700
is summarised in Figure 7. A security layer is

provi ded on a storage device 710. Digital data 10 is
received at the storage device 720. The digital data
is secured with a security algorithm 730 and stored
740 in the nenber of the storage device. At sone
|ater point in tine, the secured data is read 750
fromthe storage device and merdfied 760 as the
digital data. 15 The inplenentation of the security
fea@ggggafnkggygdggﬁrggﬁiceqedia devi ce al |l ows seanl ess
integration with the inmaging device. Only m nor
firmvare updates woul d be envi saged. and necessary on
t he Tnmihe ngladew wbichbied lowpshd aift FPe BESEHE Ber al |
per fRisapnseidf dehend nﬁg&ndeuh ¢ eespitd whete behe abhteted

y the securir Aol I e Wit lheckbe
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i nvésti gations of ent _iyasyr anc r
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19 NGRatades i Datvorouwi ¢rifiodimpats p?fr |’Ctheaﬁ6V§%B’pj’é’ ‘of the
30 invention may readily be effected by persons
skilled wthin the art, it is to be understood that
this invention is not Iinited to the particul ar

enbodi nent descri bed by way of exanpl e hereinabove.
35 For exanple, the same technique can be applied to
other fornms of nedia such as sound files. For

exanpl e, the technique could be used to verify
recordings made with a - 11 - digital recording

devi ce.




In the clainms which follow and in the precedi ng
description of the invention, except where the context
5 requires otherw se due to express | anguage or
necessary inplication, the word "conprise", or

vari ations such as "conprises" or "conprising", is
used in an inclusive sense, i.e. to specify the
presence of the stated features but not to preclude
the presence or addition of further 10 features in
various enbodi nents of the id¢ention. - 12 - Cains A
secure nedi a storage device for an i mging device,
conpid §iAg; 5 an interface for receiving digital data;
a menory for storing the digital data and for

al | owi ng read out t | Digk 3l ol @b a; arantaginge devicry
| ayert i nt%egﬁgﬁ?léedmggi% %Eg%?grgge devi ce for
enbedwRySEFirity data onto the digital. da ;10 to
ermbl e verifi eatinoacdics he* i’i’i’f’@bﬁ”tg?d’_é?lﬁ e&%ﬁ:gj tal
data and to proweyafPr0EEPEIRTaEle r?}é/rg%% F= r8ad” out
of t mqqg_,g%tragd dafact chpr ethridel adrtinage  whi ch

indi cates that, _ihe:digitak dakardas aoto bbenstalreered.
15 2. A secure %d%nsts(gc@ggtyd%ﬂgeoﬁé el AR dedl data
cl ai nfav eevhEr 8P THe" secur | Uy .l ayer;  conpriyses: & tal
de0i cke fearbly FEFEHEAET Y °F §-T AV %‘?”a, orifhm 3, A
secur éatedhd Bt BreRjeedey | TEPYS 2 § ?ré:dg? PFEF M “50
wher eiie tdagisaCcustd oapxalvick R iizage dWhifyindicates that
wat er pRg kisBot=12Lged iHabMo bedn SACuEel.Medi a Sstor age
device as clained in any one of clains 1 to 3,

wherein the security data_is i o250 GNGAr
ToFe B & RRHFH AR LA LT Lo e n ST

wherein the security layer comprlses & device for
inplementing a security algorithm.

3. A secure media storage device ag claimed in elaim 2,
70 wherein the security algorithm is a digital watermarking
algorithm,

4. A secure media storage device as claimed in any one of
olaims 1 to 3, wherein the gecurity data is comprised of
25 one or moﬁe of: ;
a media device identification!
a time stamp; and
a date gtanp.

30 5. A seourity media storage device as elaimed in any one
of clajms 2 to 4, wherein the security algorithn comprises

a cryptographic algorithm.

8. A security media storage device as claimed in claim 5,
35 wherein the cryptographic algorithm comprises a digital
sigunature algoxrithm.




a time stanp; and a date stanp. 30 5. A security
nedla storage device as clained in any one of clains
2 to 4, wherein the security algorithmconprises a
cryptographic algorithm 6. A security nedia storage
device as clainmed in claims, 35 wherein the
cryptographic algorithmconprises a digital signature
algorithm -13- 7. A security nedia storage device as
clainmed in any one of clains-1liie 6, wherein the
security algorithmconprises a nessage di gest
al gorithm H s%cuA@eﬁaaiaI ¥ t BB A 15 4Q0aGE cd.%!ib&z@& i@Sany one

cl ai med :é g aﬂ,}’ 9”90 GOf wﬁ? ea.gsth]é tsgch g’h @twet:ompr:.ses

devi ce Security |thm

conpri s%?eﬁsg%cﬁi‘?ﬁf ﬁ??ﬁ’Pﬁ“er 9. A security media
storage device as clainmed in claim2, 10 wherein the
secut i t¥. al Jorctivhycoapid sesrayedigiical as silghnedirig any one
al gori témeibiyes di gb t78l whé@AAl thee aat-0e! EbAMnpteARidiShNghe
hashi ngsakt vk bbe hIbddl-1 08 3 Lo-RLQY dftdorier.

fingerprint and enploying private key encryption so

that the entire signature forns part of a watermark
bit streamASRATERNBPREY “GRtP ﬁ%""dﬁegia’f Aladged im glaim 2,

di git al “hesain @eveerébnpliosr Hgmacomrdres redilgital
st or agesigertee: adgotidhme dhendayitabnegabtoldialBodita 9.

20 11. Angiegiingl nawding gaw ce @s &laiaRddvl ¢b z.rgv-lge s

conpr i &;@ge@pnqltgﬂaagmbmg_wgp&m& %e %mé}ﬁu
secur| ng, dlgnrg S{Jlat cofrggml S| Qg ceiv dn
S R &G | n

dat ont 3 §a‘fﬁ$g‘aﬁ$gti’ Ftream

% a storage 8T ¢S
datd on™t ﬁ’ém%"tkﬁfla‘ﬁg‘"d*é’iﬁ GE9itald 9aFt oni ng readout of
t he d| gital data; providing a security |ayer

I nt egr atfed PMtgitdlemedia device comprising a secure media

storage device as claimed in any one of claims 1 ta 9.

20 11. A digital media device as oclaimed in olaim 10
cowprising a digital imaging device,

12. A method of securing digital data, comprising:
recelving digital data onte a gtorage device;
25 storing the digital data on the storage device
and allewing readout of the digital data;
providing a security layer integrated onto the
storage device to ambed security data onto the digital
data to enable verification of the inteqrity of the
30 digital data; and
providing an output from the storage device and
the time of read out of the digital data from the memary

to produce an image, which indicates that the digital data
has not been altered. '
35 )

14. A method as claimed in claim 12, wherein the saecurity
layer comprises a sequrity algorithm.




storage device to enbed security data onto the digital
data to enable verification of the integrity of the 30
digital data; and providing an output fromthe storage
device and the tinme of read out of the digital data
fromthe nmenory to produce an inmage, which indicates
that the digital data has not been altered. 35 14. A
nmethod as clainmed in claim12, wherein the security

| ayer conprises a security algqpithm - 14 14. A
nmethod. as clainmed in claim 13, wherein the security
algorithmis a digital watermarking algorithm 5 15. A

nmet hod as clained in any one of_cl ai 2 to . )
wher ei A4t hé S8ER% 8y HaEEeT 7 BHM &gg w%‘far ﬁé]tg‘rs et

of | asdmeiirbdeld cedigidrdi Farponrda2t99RE *Bfamp; and

a date stanp. 10 16. A nethod as clained in claim

13, ghasei n LBensealr dilned@l GObhY HNCOMLLIRS 12 to 14,
cryptoggaphic.al géychgm abfa i AcHBNA0s a5 Ghal B dold of:

claim 13, wherein the securit 15 al. gorithm conprises
a digital signa?dfgugléﬁ?F?HW%nféﬁﬁat%%Phod as cl ai med
in claim17, wherePR #HEPdi §ttal  signature al gorithm
conpri ses hashi agdarar stofe-t he digital data to provide
a fiongerprint and enpl oys private key 20 encryption so
that the.em nbendd gBadiHiRed OfB10A] W3 0fuRre VRl @MBEdurity

bi't stregmnaleLamKeds Ao dhg. dhgid 8l Hatan.

17., A method as elaimed in claim 13, wherein the security
15 . algorithm comprises a digital signature algorithm.

18. A method as claimed in .claim 17, whevein the digital
signature algorithm comprises hashing part of the digital
data to provide a fingerprint and employs private kay

20 encryption so that the entire signature forms part of a
watermark bit stream watermarked onte the digital data.




