10

15

20

25

1 English Translation for PCT/JP2004/005881 SPECIFICATION 5
AUTHENTICATED DEVICE, AUTHENTICATING DEVICE AND
AUTHENTICATING METHOD Technical Field The present invention
relates to an authenticated device or an authenticating device. 10
Alternatively, the present invention relates to an authenticating method for
performing an authengiesitibrarsétivecty tiE dlithendicatsgadevice and the
authenticated device. Background Art When a user enjoys a certain
service, identification (authentication) is performed to 15 identify whether
the user is a valid user qualified to enjoy the service, and key sharing is
performed for cryptographic cogimunivationi@ne type of cryptographic
algorithm is used in cryptographic communication, and authentication and
key sharing cannot be performed between devices implementing different
algorithms. Further, there is a reference describing a communication

system whatéinapluralty o 2@ proecals fereynoaaphiciesegiogy
application can be employed (JP 10-304333). Additionally, there are

references describing Asnhnalagiesutiizingrepivedityef algorithms
(JP2000-1 5 1 57 8, JP5-227152). As stated above, conventionally, one

kind of cryptographic algorithm has been used in cryptographic

communication, therefore, when the algorithm is found to be vulnerable
Te2mtiFRIoken, or when security (safety) with data encryption cannot be

held due to leakage 2 of keys or the like, a securer algorithm etc. is to be

implenealest. #eHGhP:eRES, i MaxuhrARSH thatdilerent AGRHINMS ARE device.
implemented by devices, and there has been a problem
Alternatively, the present invention relates to an authenticating method for performing an

authentication between the authenticating device and the authenticated device.

Background Art

When a user enjoys a certain service, identification (authentication} is performed to
identify whether the user is a valid user qualified to enjoy the service, and key sharing is
performed for cryptographic communication.  One type of crypto graphic algorithm is
used in eryptographic communication, and authentication and key sharing cannot be
performed between devices implementing different algorithms.

Further, there is a reference describing a communication system wherein a plurality of
protocols for cryptographic technology application can be employed (IP10-304333).

Additionally, there are references describing technologies utilizing a plurality of
algorithms (JP2000-151578, JP5-227152). |

As stated above, conventionally, one kind of cryptographic algorithm has been used
i cryptographic communication, therefore, when the algorithm is found to be vulnerable

or is broken, or when security (safety) with data encryption cannot be held due to leakage
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in that authentication and key sharing cannot be performed between such
devices implementing different algorithms, as referred to above. Also,
since different 5 cryptographic algorithms are provided by each
manufacturer or the like for a market etc., there has been a problem in
that authentication and key sharing cannot be performed between
of kees/ivabdriipte meating sigshitlifferenialgddthmdervatedvelnthere hasdeemnay
a problem in that when the security (safety) is not being maintained any
happaoiibpedséagre mbigatithmastonbeinpledrientedias naeratinaehatieyg,a problem
which 1.0 may result in a case where the existent systems and devices
in tHa¢eothenticnisabiadieinpleimeniing absew:flgeethrotateAdditiapallys
there has been a problem in that even if a more sophisticated algorithm is
imp konvetdevistieléntthigdulihres, theralgatiihm tanrot bgapplird &rthedevice
which has been used. 15 It is an object of the present invention to resolve

cryppoghiphis SpchtRsdmpassibilitd oy esiarhimec.asthentication g4e Qarket etc.,
difference of installed algorithms. It is another object of the present

therinheriiien topadblenaiBySiemans @AW 68X £6 AN OPSIANISENERNRED
an algorithm has been made unusable due to breaking of the algorithm or

betvibenlike:i2Q mitheentiis anctherabigclQfthe.Rresent invention to reduce
the risk of decrease in security due to breaking of the algorithm or the

likeo doy @IOWENG 2aSYlaN BREhR:HEYiIER(QHEMANVANERIG FAMALIRNANYH e
it is another object of the present invention to reduce the chances of

maiitaid HEGHIEON feeingnesinmed oy aVRSHRRRIBY Sler-ARShIR NBIEVE hich

the security. 25 3 Disclosure of the Invention
may result in a case where the existent systems and devices become unusable by

implementing a new algorithm etc.

Additionally, there has been a problem in that even if a more sophisticated algorithm
is to be devised in the future, the algorithm cannot be applied to the device which has been
used.

It 1s an object of the present invention to resolve problems such as impossibility to
perform the authentication due to difference of installed algorithms.

It is another object of the present invention to allow a system and a device to remain
operable even when an algorithm has been made unusable due to breaking of the algorithm
or the like.

Further, it 1s another object of the present invention to reduce the risk of decrease n
security due to breaking of the algorithm or the like, by allowing a system and a device to
remain workable.

Additionally, it is another object of the present invention to reduce the chances of

invalid decryption being performed by eavesdropping etc., and to improve the security.



In a first aspect of the invention, there is provided an authenticated device
comprising: a memory unit to store at least one algorithm identifier and at
least one encryption key identifier in3such a manner that one algorithm
identifier and one encryption key identifier are paired as one profile; a

Disclasaresofithindpueitiontransmit, to an authenticating device, the at least one
algorithm identifier and the at least one encryption key identifier stored by
the mBrsiorgpaditinthsucaean her¢hapond &g aritimthenafter denitbo pemprising:
encryption key identifier are paired as one profile; a receiving unit to :

a memegeivet homrthe Rathenticitimgluewieatifiqurestrbiessatgerihmryndentifipidentifier
and a prescribed encryption key identifier paired as a prescribed profile

in suckedevtevhdrahat amoagdtithat 1dasi immeadgonitremcigentfidesndaiidiat aghired as
one encryption key identifier transmitted by the transmitting unit; and an

one paotite ndicaticmitoge ssin ganitteparfornuarashthécticaticdepeocdss witkeast one
the authentication device, based on the prescribed algorithm identifier

algoritimad ideepiies anid elct ein beyption kayrideikfissspaitadias thegresatibedmory unit in
profile received by the receiving unit. 4 In a second aspect of the

such dnvendgnhihere idguovisedan Axithadivatedcgeitioa kempasiiig: ampaiedyas one
unit to store at least one algorithm identifier, at least one encryption key

profilédentifiedymaduatilaastesr Qrafie identifidicigidenthdetieast era@tbitliealgorithm
whereby one algorithm identifier among the at least one algorithm

identifttentitier pac-apelancryption keyideektdiesareng dhe-atidastpngle selected from
encryption key identifier are paired; a transmitting unit to " transmit the at

amonie@st ane-psofilpddeptifignstriadinyrthadnemaeryiemnit thareastheiCaENddentifier
device; a receiving unit to receive, from the authenticating device, a

transtifiegCRethorefienidantfieniselectat tamamenbihprotieast onatPidferform an
identifier transmitted by the transmitting unit; and an authentication

autheRMEARSSIREHEENS (Q ReREMhAMAHIALIMCIHOROropess Mt'ﬂ]@‘%rescribed algorithm
authenticating device, based on a prescribed algorithm identifier and a

identiREBSEIINGS pRRCHRIPE KB IRNifET RAKEE-Q:RRI &S BRDBRRIMIR profile received
identified by the prescribed profile

by the receiving unit.



identifier received by the receiving unit. In a third aspect of the invention,
there is provided an authenticated deyvice comprising: a memory unit to
store at least one algorithm identifier, at least one encryption key

identifier, and a version identifier to identify a version indicating a set in .
s haaﬁ%@ﬁ#e?sﬂ%{ e'88t 18 foHREY ﬂbeﬁ?aislelggt"bc??@d adffotinticated device
corresponding to the at least one algorithm identifier; a transmitting unitto |
COmPHSRENTHTHTE B SIBH it 'StHELBG RSO HitTo dieast one encryption
_authenticating device; a receiving unit to receive, from the authenticating
key idggliider anAdstoskana gariinidartitine i rasiby AlilgsPas Paskifpudereby one
‘algorithm_ selected from among the at least one algarithm forming the set '
algorihcideniifgrirenoassitls iab it By MHeERR RIS AaRsmtRSEBYon key
.. _the transmitting unit; and an authentication processing unit to perform an
identifiek unpiadih PrisesseRGigRERE O ERTiddentie itk PRa-E okanitting unit to
prescribed algorithm identifier received by the receiving unitandona
trans @@riB*e%%&%tmﬁﬁééy%@rﬁﬁrestﬁaﬁiﬂegswim STBASE B doaffoAhanticating
_ identifier. 5 In a fourth aspect of the invention, there is provided an
devicgith EpRfdRigg Wel ik SRIpPrisiigia hic AiBRERIfRtG StEpNIae I chdtreyfaibed profile
algorithm identifier and at least one encryption key identifier in such a
identifiggnpdeetst SHTalgBYREN ek naffideashdobf e ABIYpibmtIGEy idensnatedeby the
paired as one profile; a receiving unit to receive at least one algorithm
transtidéhivifienisr i dele asthsndcation privts keye danptfepdrSmaanautienticaton process
device; a selecting unit to select a prescribed algorithm identifier and a
with theesutitsaticetiog grviedkdiaigdmifier poeitadiesd algorebonbéenprufilestoradescribed
by the memory unit from among the at least one algorithm identifier and
encry e atkieasandienpayrsdobyke pidentifist peeBivaddyithed fecahdngesmibed profile
when the at least one algorithm identifier and the at least one encryption
identikey nelemtifibbydioreet by eumiémory unit in such a manner that one
algorithm identifier and one encryption key identifier are paired as one
priafile gkisd ampery the dideastamtionlgbatbmdidentifidecaneh authenticated device

comprising: a memory unit to store at least one algorithm identifier, at least one encryption
key identifier, and a version identifier to identify a version indicating a set in such a manner
that one set is formed from at least one algorithm corresponding to the at least one algorithm
identifier; a transmitting unit to transmit the version identifier stored by the memory unit to
an authenticating device; a receiving unit to receive, from the authenticating device, a
prescribed algorithm identifier corresponding to a prescribed algorithm selected from among
the at least one algorithm forming the set indicated by the version identified by the version
identifier transmitted by the transmitiing unit; and an authentication processing unit to
perform an authentication process with the authenticating device, based on the prescribed
algorithm 1identifier received by the receiving unit and on a prescribed encryption key

identifier paired with the prescribed algorithm identifier.



the at least one encryption key identifier received by the receiving unit; a
transmitting unit to transmit the prescribed algorithm identifier and the
prescribed encryption key identifier paired as the prescribed profile
selected by the selecting unit to the authenticated device; and .an . . .
B RGeSl B ol URRHAE T, Srobbgtige devic
the authenticated device, based on the prescribed algorithm identifier gnd
TN M D e e U R
transmitted by the transmitting unit. |n a fifth aspect of the ipvention, there |
encryplt oﬁg‘féfe‘geé‘%é‘ﬁftﬁ%ﬁﬂﬁ thi HaRAtS %o?ﬁﬁﬁfﬁ?é‘.t%‘éﬁ% Bt to %o ragyPion
. least_one algorithm identifier, at least one encryption key identifier, and at .
key 1488%%38%?&8%@%@?1%’& REOTE iy SR Sl BPoiENReTEbs TN algoritm
) .algorithm identifier among the at least. gne algorithm identifier and one .
identi B ARdhidn 988y ORfe PRATSP HARORY i fien SRS ARSIy ARdffiff pelecting
. are paired; a receiving unjt to receive at least one profile identifier from an
unit ta&%%ﬁ&iéatﬁé%ﬁ%‘?ﬁée,a SRR Wl eR R iR isaaryRoe key identifier
. identifier stored by the memory unit from among the at least one profile
paired gah fidFsEERIce PERRestarsiv iy tRitmmmenstang: fexret amensdife at least one
Jidentifier stored by the 5a memory unit exist among the at least one o
algorighprildsahittiapddisibdenst orRe reReivitig iy A alHisRitaRR) (aRithip the receiving
_transmit the prescribed profile identifier selected by the selecting unitto
unit, yen theahteateengelreithpuidentiisicndcHion fradcyrgunpiiopkeoidentifier
an authentication process with the authenticated device, based on a
storedoba JbrIBENRIGO HINh dephifiemaneh Upleserible eharygaanlieyideprifiepcryption
paired by a prescribed profile identified by the prescribed profile identifier
key ideafidienitesel pyimseay ansrpiginty wristenang shernbkpecoot tednventidantifier and
there is provided an authenticating device comprising: a memory unit to
the atdgase endeasranmalkeyitdentidientitiesivat Ibashomecenorgptivh adegnsmitting unit to
identifier, and a version identifier to identify a version indicating a set in
transigijckha prapmédred algorithm identifier and the prescribed encryption key identifier

paired as the prescribed profile selected by the selecting unit to the authenticated device; and
an authentication processing unit to perform an authentication process with the authenticated
device, based on the prescribed algorithm identifier and the prescribed encryption key
identifier paired as the prescribed profile transmitted by the transmitting unit.

In a fifth aspect of the invention, there is provided an authenticating device
comprising: a memory unit to store at least one algorithm identifier, at least one encryption
key identifier, and at least one profile identifier to identify at least one profile whereby one
algorithm identifier among the at least one algorithm identifier and one encryption key
identifier among the at least one encryption key identifier are paired; a receiving unit to
receive at least one profile identifier from an authenticated device; a selecting unit to select a
preseribed profile identifier stored by the memory unit from among the at least one profile

identifier received by the receiving unit, when the at least one profile identifier stored by the



that one set is formed from at least one algorithm corresponding to the at

least one algorithm identifier; a receiving unit to receive a version

identifier from an authenticated device; a selecting unit to select a

prescribed algorithm corresponding to a prescribed algorithm identifier

stored by the memory unit from amorig the at least one algorithm forming

the set indicated by the version identified by the version identifier

received by the receiving unit, when the at least one algorithm

corresponding to the at least one algorithm identifier stored by the | _
meMAeiRd g iEEEE RO tAY APRRE ISR dIaBEREtRATEI g HResEretving umit; a

indicated by the versjon identified by the version identifier received by the .
transrpditiag irfRitraR sk SARRTRYURRY B tfHlRddTR IR dsEi A Mg ShtrrHe unit o

identifier corresponding to the prescribed algorithm selected by the o
the authratigaty iSRS tha AR ETTRSRERIHODI CEOGHTEIAH WiitHerR/E AR an authentication

processing unit to perform an authentication process with the
proceg iRttt deniishdsyioh thesesrdsefbairatybrthAgetmpeidentifier and a

transmitted by the transmitting unit and on a_grescribed_ encryption key _
prescifhsAter YRl psdk it ent e Beripd 8Yafgigas ORI PRFER 1¢€m1ge§é%mﬁ prescribed

aspect of the invention, there is provided an authenticating method
profileifapriBrigransmiticitigtedrnamatingaititated device storing at least one

algorithm identifier and at least one encryption key identifier in such a

manner that one algorithm identifier and one encryption key identifier are

paired as one profile, the at least one algorithm identifier and the at least

one encryption key identifier stored by the authenticated device;

receiving, at an authenticating device storing at least one algorithm

identifier and at least one encryption key identifier in such a manner that

one algorithm identifier and one encryption key identifierare paired as one

profile, the at least one algorithm identifier and the at least one encryption

key identifier transmitted from the authenticated device; selecting, at the

authenticating device, a prescribed algorithm identifier and a prescribed

encryption key identifier paired as a prescribed profile stored by the

authenticating device from among the at



least one algorithm identifier and the at least one encryption key identifier
received, when the at least one algorithm identifier and the at least one
encryption key identifier stored by the authenticating device in such a
manner that one algorithm identifier and one encryption key identifier are
p?ired as one rot{ile Fxt'ft among the at least one al&%.rithm id&ntifcier and devi
the &t RSt SR EhcHyption REVIaeRifer recgived: ransmitting . rom the ¢V
authenticating device, the gjreicribed algqoritk{ﬁgnid ntitfiFr andithe "
ComPITRSe T B BREHBHO I KEY TaBniifST PafrE % the 1%?%&6%&5 SNl encryption
. selected to,the authenticated device; and recejving, at the authenticated
ey Qe Ot AN SRR G G L e TS B8 AR thetay mammer

and the prescrihed encryption key identifier paired.as the prescribed .
it 0 BT T s e BPELEE SRE AR SHLR ar Shhritm

. .least one encryptiaon key identifier transmitted; and_performing an .

identiLigkh anffCaHORG HeS HtheeR tYFéSéﬁznhéﬁﬁeﬁﬁﬁgfr&&iaa AiAcated device: a
authenticated device, based on the prescribed alggrithm identifier and the |

selectifedibda éﬁkﬂ@}pﬁoﬁrﬁwfkf@nﬁi%?ﬂﬁgne%@%ﬂ%“ﬁi«%%c%édpﬁ?a‘rﬂvéﬂ.%alﬁpﬂﬂlm

i .example embodiments, there is provided an authenticating method |

identifiey S BYiFRE MAATRRRIIRG SteBHETAHE M, S B AR BB he st

__ storing at least one algarithm identifier and at least one encryption key .

indicaigdrlifidhery dpiduidentBstify dBvicersing IderHE eI RN & fEgpe unit,
and the at least one encryption key identifier stored; a first receiving ste

when h¢ et dRastREcatieRistheneaTE Eniie rhidthensttegsitbppeidentifier stored
encryption key identifier transmitted from the authenticated device by the

by thejmemans wiryistamonste stisevitrutialpedtiee oring thprraingiegted by the

_algorithm identifiers and a plurality of encryption key identifiers; a o ‘

versiogeldesinosidy thsEfsspmidpiAgtHERtCAH Ny dBYiERScH Pre ssifbadransmitting unit
algorithm identifier and a prescribed encryption key identifier to be stored

to trapyniife thethesededgadrvidenfrodentifonepinespending dndhilgursapped algorithm
identifier and the at least one encryption key identifier

selected by the selecting unit to the authenticated device; and an authentication processing

unit to perform an authentication process with the authenticated device, based on the
prescribed algorithm identifier transmitted by the transmitting unit and on a prescribed

encryption key identifier paired with the prescribed algorithm identifier.



received by the receiving step, when at least one of the plurality of
algorithm 8 identifiers and at least oze of the plurality of encryption key
identifiers stored by the authenticating device exist among the at least
one algorithm identifier.and the at.least one .encryptjon key identifier .
A8 59 e SR i CABHO I < B S B S method
the prescribed algorithm identifier and the prescribed,encryption key ,
compr ik PGSR by R et BRI YHE iSRRIk dayEegoritom
) .the authenticated device; a,second recejying,step to receive the .
ldeﬂtlﬁ}é 5&?@6 RRACRAERIEr KRl SR BHECibSteBrit JHBH KBy icsgploric
. ransmitted by the second transmitting step, from the authenticating
identiferiARd AL ATEY HRALESE ficaR At et QR oR Bite gt stepst one
.to perform an authentication process between the authenticating device
algorithyy idenufimichieal dedibenp saea itk syridaniiiy sigfsrthmtie antimaticated
. and the prescribed encryption key identifier received by the second
devicqaresringstab ahaheniieiiag seicsr toaing ehlicnt ansraleoptamdeentifier and at
authenticating method comprising: transmitting, from an authenticated
least ofisRCEIBHAY ke YelsPERe dRycHtRn Tenchatea sHaprtBRcptidickapd one
identifier, and at least one profile identifier to identify at least one profile
encrypiieerkey GBI PATaG A RBE Ay the at lassoepalaribhimdentifier and the
identifier and one encryption key identifier among the at least one
at leagugshsryREgndentiisptidie pansaitae Grmabednehprifiriadelsufre: selecting, at
stored by the authenticated device; receiving, at an authenticating device
the aulhsrtgeanie devisge aRjorriihsdodadfidnmaidentifiohandnenyistionbréyencryption key
identifier, and at least one profile identifier to identify at least one profile
identifigrareingdoe ntgevithed riehlifistowmd byghheubitichone ddgoritim among the at
identifier and one encryption key identifier among the at least one
least @rcplgtighikaddaehtfienditbepailed! the antepstionkayrofietiftenefigred. when the
transmitted from the authenticated device; selecting, at the authenticating
at leasieviceglgopthuciitvad profiledidentfidrastared bycthptautheptidatiifedeviced by the
from among the at least one :
authenticating device in such a manner that one algorithm identifier and one encryption key

identifier are paired as one profile exist among the at least one algorithm identifier and the at
least one encryption key identifier received; transmitting, from the authenticating device, the
prescribed algorithm identifier and the prescribed encryption key identifier paired as the
prescribed profile selected to the authenticated device; and receiving, at the authenticated
device, from the authenticating device, the prescribed algorithm identifier and the prescribed
encryption key identifier paired as the prescribed profile selected from among the at least one
algorithm identifier and the at Jeast one encryption key identifier transmitted; and performing
an authentication process between the authenticating device and the authenticated device,
based on the prescribed algorithm identifier and the prescribed encryption key identifier

paired as the prescribed profile.



profile identifier received, when the at least one profile identifier stored by
the authenticating device exist amogg the at least one profile identifier
received; transmitting, from the 8a adthenticating device, the prescribed
profile identifier selected to the authenticated device; and receiving, at the
authenticated device, from the authenticating device, the prescribed

e (et Eeﬂq&%% % au&ﬁ&% %Eﬁ@rﬁ‘io%‘ﬂ%é’%%@ﬁo‘é’% li8h:

transmitted; and per ormlnga entication process between t

a ﬁrsﬁ#’&ﬁ%&%@%@eﬁr 'ﬁ%n%&qd%&‘%%ﬁgfﬁ@?%@?ﬁ'&%c?@‘%‘% dr3cast one

prescribe dentifier a encryption key i dentrer

algon%ﬁ?ge ﬁ 1&(3&%? gt%ﬁ%fggclcdﬁr q(%)p }/dg ?i%ejgrag a tﬁe??ca{m 'efxlf?ce the

In a ninth aspect o e inventi ere IS provi an authenticatl

at 1ea§9ast 1 r%??fﬁgr %&91{{ 7t Erﬂﬁé”aq 11am a0 en%rg‘f@%ceﬁ ﬁ%’%ﬁeesé?&gg a

rithm at Ieast one en ptlon entifier, and a
ABsionenisriaddent aversan, AIGAINgR S BSNATANSLy one

one se east one alg m correspo
encr e[aSt 1&9&0{3 MAenifiorsile yersion. Eé'c?r KR e {ransmiting
cate evice; receiving, at an. au |ca ng ce storing a

aI orlthm |dent|f|er at Ie n k ntlfler an
step, ??e?%&‘:‘]‘.% % mﬁ) |den?|Fy0m\1/%rsPon E}%aflcat %% |rc1(ﬁ'}s§luchers anda%%rahty of
e set | ttormed from. at least one algorithm correspondlng to the at

encryl% I%Ok TILE

He'a gor]t?wrﬁ identifier, the version identifier transmltted from the

aew@W%%mﬁﬂwwm e AR et
AIGOHthm correspondin oaprescrab &ar“gorﬁh?'rp ifier Stored By the et
authen |c tin VIC tge t least ope algori forming the
and aéjé TNdicats % &ver Egﬁnl % b€E10 S e?rg?oanu % fier e %‘el\/%é: rom
e at Ieas onel%go ith

% pon othe at Ie st St one

amonglgorﬁ Shitifte e%os%red en{héeléu ?é‘ I%% devi cém&?sf Sxédt%lgfﬁ
I ithm  f tind tified b

e SRR AR ot 1 e e et o

device, the prescrlbed algorlthm identifier



corresponding to the prescribed algorithm selected to the authenticated

device; and receiving, at the authenticated device, from the authenticating

device, the prescribed algorithm identifier 8b corresponding to the

prescribed algorithm selected from among the_at least one algori_thm 3
idenfURRING D95t J6RRD B t0R VSRR BRBITIRY B syRrsioRddsnier

transmitted; and performing an authentication process between th

- iGati i g,‘t}t;e thenticated .devic ed on the

T T S e
encry}éj%%?{['lgéy ﬁ%ﬁﬁﬂe‘ﬁ%&%@e@%%Sﬁ{ébﬁl%tal&%whm |gent|f|er. Brief Description

the Drawings IS a diagram describifg a'structure of an

OISO BT S o

flowchart describing ating according
iment. Fia. 3 is a diagram describing, an.example of a.frame of. |
P v D L R YRR s e

. rame. of o nication information.2. Fig. 5 is a diagram describi :
e T T S e B SR Mo

: diagram.describi n example of a, frame of communjcation information 9 .
dent A B RS e ks pomiting
identifiers. . algorithms, and individual keys installed on the communication
Step. gjgl\ﬂgéezad%hgll e f&geivsl(?’ %é%%l l&glsl?éﬁ?}l%&gadgl‘élg?ﬂ identifiers,

T KL M —
authe A A S R D, Y R BRI, 10 B S SF o e O e orithum
identifier and the prescribed encryption key identifier received by the second receiving step.

In an eighth aspect of the invention, there is provided an authenticating method
comprising: transmitting, from an authenticated device storing at least one algorithm
identifier, at least one encryption key identifier, and at least one profile identifier to identify
at least one profile whereby one algorithm identifier among the at least one algorithm
identifier and one encryption key identifier among the at least one encryption key identifier
are paired, the at least one profile identifier stored by the authenticated device; receiving, at
an authenticating device storing at least one algorithm identifier, at least one encryption key
identifier, and at least one profile identifier to identify at least one profile whereby one
algorithm identifier among the at least one algorithm identifier and one encryption key
identifier among the at least one encryption key identifier are paired, the at least one profile
identifier transmitted from the authenticated device; selecting, at the authenticating device, a
prescribed profile identifier stored by the authenticating device from among the at least one

profile identifier received, when the at least one profile identifier stored by the authenticating

device exist among the at least one profile identifier received; transmitting, from the



Fig. 10 is a flowchart describing an authenticating method according to the
second embodiment. 10 Fig. 11 is a flowchart describing an
authenticating method according to &4hird embodiment. Fig. 12 is a
flowchart describing an authenticating method according to a fourth
embodiment. Fig. 13 is a flowchart describing an authenticating method
according to a fifth 15 embodiment. Fig. 14 is a hardware configuration ]
authenfiaaing, d9}ete REOPETHBRAMBIE for SR P Dt tHe nieritigRenticated device;
Embodiment 1. 20 Fig, 1 is a diagram describing a structure of an _
and repeiviicatits sydheriiseksrdlrgee tetirkee fatiparieviger thsepreseribed
authentication system includes a communication device 100 asan
profile, jlsaiticatislp eledidEoah darsibfudic Atish aevieerfbo sngifier transmitied; and
authenticated device. The communication device 100 includes an
perforgpinghpm atthendi cinmpisieatidirtrsacbeimy hentaamedaideacindihi agbenticated
control unit 130, a selecting unit 160 and an 25 authentication processing
device,haseggorr pPrasaitbemhidanshprdderiling e 2 Pochseibeibsnerypticackeyindentifier
unit 111 and a transmitting unit 112. The authentication processing unit
pairedi g a ipretsrabs hnrefiteypeifiseoer Sermyaseti bedmrafitmidentifismber
generating unit 150, an individual key generating unit 170, a temporary
kdy gemirbririghesit 98Chaniavehbaticabiery datprdvidade ratirgthaittit8Orananethod
an authenticating data 2 checking unit 195. The 5 communication device
compgoghclsaeidingntéiona 201 awdheotnadichtidreprooesging Umis? ke aalgorithm
memory unit 220, a control unit 230 and an authentication processing unit
identifige 4T igastonsnsueization kepddesiiipunin® a0 imsiod édeatideetvindeoiify a version
211 and a transmitting unit
indicating a set in such a manner that one set is formed from at least one algorithm

corresponding to the at least one algorithm identifier, the version identifier stored by the
authenticated device; receiving, at an authenticating device storing at least one algorithm
identifier, at least one encryption key identifier, and a version identifier to identify a version
indicating a set in such a manner that one set is formed from at least one algorithm
corresponding to the at least one algorithm identifier, the version identifier transmitted from
the authenticated device; selecting, at the authenticating device, a prescribed algorithm
corresponding to a prescribed algorithm identifier stored by the authenticating device from
among the at least one algorithm forming the set indicated by the version identified by the
version identifier received, when the at least one algorithm corresponding to the at least one
algorithm identifier stored by the authenticating device exist among the at least one algorithm
forming the set indicated by the version identified by the version identifier received;
transmitting, from the authenticating device, the prescribed algorithm identifier
corresponding to the prescribed algorithm selected to the authenticated device; and receiving,

at the authenticated device, from the authenticating device, the prescribed algorithm identifier



212. The authentication processing unit 296 includes an. encryption

processing unit 240, a random number generating unit 250, a temporary

key generating unit 280, an 10 authe%ticating data 1 checking unit 290

and an authenticating data 2 generating unit 295. The first embodiment

describes a case wherein wireless communication is performed between

the communication device 100 and the communication device 200 via the
coTrespRAHRR L B AEPOBACHARRNEIIRIH G st e aniPsi@sdeast one algorithm

.conununication, and wire communication can be performed instead. For
formigg thepie! ipsicabssinichs eenirjuidmiiod byrihe varsiamoilentifics Tausmitied: and

roadside device at a store side, and the communication device 200 as an
perforg 1A FUBHE A RERTERS §Wﬁ@@h€%€]@é@éﬁﬁ@ﬂ' g awllendiohy orthenticated

_ drive-through etc. Fig. 2 is a flowchart describing the authenticating

devicendise a8cHrdiRgeastihedsiadecsitise ditpeific2 0umhemenporscaihied 20cryption key
] stores at least one algorithm identifier, at least one encryption key
identifysmesdardbaiopreseiibedrabaghaiidewifissh algorithm identifier of at

least one algorithm identifier. Further, the memory unit 120 stores at least

one profile identifier to identify at least one profile whereby one algorithm

identifier of at least one algorithm identifier and one encryption key
Brief jgessufidionfofttheaBramiagmcryption key identifier are 25 paired with each

other. 11 The memory unit 220 stores at least one algorithm identifier, at

leBit drie @diagistivdckeytitenifiencalgonflamsutberesptndingtoreastording to a

algorithm identifier of at least one algorithm identifier, individual keys
first epntigdientndevices as encryption keys corresponding to each encryption

key identifier of at least one encryption key identifier, and a device unique

5 FigmBets Rufthexhtie desnitny gnit 220! stotiest aideastiode sigadthm to the first

identifier and at least one encryption key identifier in such a manner that
embodmeeatgorithm identifier and one

Fig. 3 is a diagram describing an example of a frame of communication information 1.
Fig. 4 is a diagram describing an example of a frame of communication information 2.
Iig. 5 is a diagram describing an example of a frame of communication information 3.

Iig. 6 is a diagram describing an example of a frame of communication information
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encryption key identifier are paired as one profile, and at least one profile
identifier to identify profiles. It is only necessary that at least one of the
communication devices 100 and 200 1@ contains a plurality of pairs of one
algorithm identifier and one encryption key identifier. In S201 (Step 201)
as a part of authentication processing steps, the random number

4. generating unit 150 generates a random number 1. In S202 (Step 202), as
a transmitting step, the transmitting unit 112 transmits the random
nutniger Isgehezatedibyctienangoniinuridoati fienesatingtivnittbQlastifiers,
communication 15 information 1 to the communication device 200. For

algitmpieindhetivadvehiehs aauifipd drvite thenpaminitvicatiordamicad00 is
detected by the communication device 100 with a detecting unit not '
shdign nithelfiguasdthe ranshitingwidtddicaeseisihefandeifiers, and
number 1 to the communication device 200. The communication device

algtRfnes uesidideyn ttocoationitadiey ddentfieuang:an algorithm identifier)
held by the communication 20 device 200 by transmitting the random

nuiriges s dhgeanimdnisationstafornationplAatba cHRMUNCAI ording to a
device 200. In other words, the communication information 1 is request

sedofel mabotid@tne communication device 200. In 5203, as a receiving step,
the receiving unit 211 receives the random number | as the

colrig UniGatian wnfpirabigibiransnittach ydhetrRNENItNG (i 14 2nd B&ond

25 communication device 200 determines that the key information (the
enkepigentifier and the 12 algorithm identifier) held by the communication

device 200 is requested by the communication device 100 by receiving

therrantiomisakand adhbrgealyingniniicalie MRt as AR Pl tgd

authentication processing steps, the random number generating unit 250
enfoaertes a random number 2. 5 In 5205, as a transmitting step (a first
transmitting step), the transmitting unit 212

Fig. 12 is a flowchart describing an authenticating method according to a fourth .
embodiment.

Fig. 13 is a flowchart describing an authenticating method according to a fifth
embodiment.

Fig. 14 is a hardware configuration diagram.

Preferred Embodiments for Carrying Out the Invention
Embodiment 1.

Fig. 1 is a diagram describing a structure of an authentication system according to the
first embodiment. In Fig. 1, the authentic:ation system mcludes a communication device
100 as an authenticating device and a corrununicétion device 200 as an authenticated
device. The communication device 100 includes an antenna 101, a communication
processing unit 110, a memory unit 120, a control unit 130, a selecting unit 160 and an

authentication processing unit 196. The communication processing unit 110 includes a
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transmits as communication information 2, at least one algorithm identifier,
at least one encryption key identifier and the device unique number
stored by the memory unit 220, and thg random number 2 generated by
the random number generation unit 250 to the communication device 200
as the authenticating device. Now, one algorithm identifier 10 and one
TECRIH Pivn! kb identiaayaiEnsawat idd-a sEhgaptbertinesidaowprotile. titel 96
. communication information 2 contains data of the random number 2, the
incldgreEn suiiBLipRTBErs NG HoinbEL ofthd profilesbahgchdsiting saines0, an
number as the sets of one algorithm identifier and one encryption key
ndjgeglibey pofieidatifie s dfahengamenkeyigenasthe unirh®éraof thdenticating
profiles, and the algorithm identifiers and the encryption key identifiers 15
datpdiaersting wrofilee ddmtifiediopteatihofshe bebfitidentifie 5. FuFtker,
each of the profile identifiers, the algorithm identifiers and the encryption
corReyickahiifietsvia Y ascthdeyprofilesiidedtified byneamhiatiteppoofiteing unit 210,
identifiers are such data that the identifiers are mutually correspondent. In
a nsumrthaitradgnaittingrohih2 22 trand mitsudé¢hacatmmueisstignideVvios. 100he
as the authenticating device, at least one algorithm identifier 20 and at
corfeastionigoeMeogptongkeyitidehtificndtoreckbyithe meMotyaudis 220smigugh it
manner that one algorithm identifier and one encryption key identifier are
21 airBkasithaetproliie pho S206; asic2BCrivindstepAR HiRideeebingistemit 240,
the receiving unit 111 receives, from the communication device 200 as
a rahdoauthenticaiad devicenthesopmmupinatioReinferiation A o3@ining the
random number 2, the device unique number, the number of 25 the

autprofilesivghietuis theckampeniupsbendsiheigaisiaileadhone giafileing unit 295.
identifier of the same 13 number as the number of the profiles, and at

Thddast enbealiganithdasidifierand atleast poRsLsnmiNekey ideatifiened
corresponding to each of the profile identifiers of at least one profile

betidemtifiercdmBSAGL aasmadselectiog siephwhanmaieasiban algoriiba the

identifier and at least one
antennas 101 and 201.  However, it is not restricted to wireless communication, and wire
communication can be performed instead.  For example, it is possible to configure the
communication device 100 as a roadside device at a store side, and the communication
device 200 as an on-board device at a vehicle side in ETC (Electronic Toll Collection) or
drive-through etc.

Fig. 2 is a flowchart describing the authenticating method according to the first
embodiment.

The memory unit 120 stores at least one algorithm identifier, at least one encryption
key identifier and algorithms corresponding to each algorithm identifier of at least one
algorithm identifier.  Further, the memory unit 120 stores at least one profile identifier to
identify at Jeast one profile whereby one algorithm identifier of at least one algorithm

identifier and one encryption key identifier of at least one encryption key identifier are

paired with each other.
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5 encryption key identifier stored by the memory unit 120 exist among at
least one algorithm identifier and at least one encryption key identifier
received by the receiving unit 111, thetiselecting unit 160 selects a
prescribed algorithm identifier and a prescribed encryption key identifier
to_be stored by the memory unit 120 from among at least one algorithm
idHBFmaR Wifeket SREFRACKAT OBy ahtEr it BdeyttRre encryption
receiving unit 11.1. In other words, 10 when at least one profile identifier
keysidstifiny mheoRiEmd AP TRTPIDBSISIs i ndRg rihiB derBilist picHIlsaletttffier
received by the receiving unit 111, the selecting unit 160 selects a
alg%%ié%%i@%émg ErYS BB fadipyapeaRIvoRION Ky 2o ARoNding to
among at least one profile identifier received by the receiving unit 111. By
cacheethgAn& praden i phafileastentifioertadqsrker isagifity svithardevice unique
identifier and the prescribed encryption key identifier 15 paired as a profile
nurdshtifiEdrHiethbip reasaabenprofibsigerrifideasieose lelerudthit ndaytiier and at least
possible, for example, to simply select the algorithm identifier and the

onceensiption key idgerfiseincusinoniesiited bydsdgedtecisientifilcatiome

devices 100 and 200, or to select the algorithm identifier and the
encayRipgptisty kisptdientfiepaioed arony pvemida dydostkaie neammfilmideatidier to

devices 100 and 200 after having deleted the algorithm identifier and the
dentifentedifstion key identifier whose security has become insufficient due to

code-breaking etc. In the first embodiment, again, the algorithm identifier

artl ithenbnesyptiory kbyt ieldmifiemcofrdspomaing o the geesorbéd prdflgo

identifier are selected by selecting the prescribed profile identifier. In
consROBaay e idrt dithies adthentigativmpidaedsingreteps ceipdividuglideyifier.

generating 25 unit 170 generates an individual key held by the '

comAitiHidatian 2ddyice 000 ad antlieht entoyptian depg eirpspbaadingdm thenber

prescribed encryption key identifier selected by the selecting unit 160,
gengaged omithie d evisealed guentiombemihaghe communication information 2

by using a hash value, for example.

In 5202 (Step 202), as a transmitting step, the transmitting unit 112 transmits the

random number 1 generated by the random number generating unit 150 as communication
mformation 1 to the communication device 200. For example, when a vehicle equipped
with the communication device 200 is detected by the communication device 100 with a
detecting unit not shown in the figures, the transmitting unit 112 transmits the random
number 1 to the communication device 200.  The communication device 100 requests key
information (a key identifier and an algorithm identifier) held by the communication
device 200 by transmitting the random number 1 as the communication information | to
the communication device 200. In other words, the communication mformation 1 is request
information to the communication device 200.

In 5203, as a receiving step, the receiving unit 211 receives the random number I as
the communication information | transmitted by the transmitting unit 112.  The

communication device 200 determines that the key information (the key identifier and the
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In S209 as a part of the authentication processing steps, the temporary
key generating 5 unit 180, by using an algorithm corresponding to the
prescribed algorithm identifier selectac by the selecting unit 160, encrypts
the random numbers 1 and 2 with the individual key generated by the

indjvidual k nerating unit 170 as the encryption key corresponding to
R i men e e L e A
rocessing unit 140, and generates a temporary key as one example of an
CO’@%‘B&&?&% élsymfo‘ Hor D FrsYiRad bR BrdeE s SuIAbSD ] Ot Akeaqsaiting thit 211.
authentication processing steps, the authenticating data 1 generating unit
198 JeheraiePathRE Hirc RHhEHA A By SREFIRtiTIENth dhw oldon parlst the
random number 2 with the temporary key generated by the temporary key
EenGEH IS HRY tnflieawtalsy rieadeanebeheryption processing unit 140. 15
In 5211, as a transmitting step (a second transmitting step), the -
traRSIHRIA Briferspittinmhesnte: Bsicommuicattrrinfomaionigitbanit 212
prescribed algorithm identifier and the prescribed encryption key identifier
ransBlEs RSB IHE KAl HY VIR B2 the levtrespelglirthiprdsatifiedplefite one
identifier selected by the selecting unit, and the authenticating data 1
enchayiornksy isprhbesanbiscdaineg dataue yenbratit ity 90 nertibey unit 220,
communication device 20 200 as the authenticated device. In 5212, the
and eaividgamembar reahrsated dytbeumbmomication Tviermationsd, 256 to the
prescribed algorithm identifier, the prescribed encryption key identifier
congapitatiokoinviamiitbratieastoneicigogithmiddentifier.and. A deasinGientifier
encryption key identifier, the profile identifier corresponding to the
andgreaserpsntg dethide ddistifier pritkdves presoribedebednsryptiolfikey The
identifier, and the authenticating data I, transmitted by the transmitting unit
conypuipgstifrp i ithenebenmd micaticnldevic et 06rds thevaulibeltiteting ide viggue
In other words, the receiving unit 211 receives the prescribed algorithm
numgen fifie pewbethel phe seribled which is the same number as the sets of one algorithm

identifier and one encryption key identifier, profile identifiers of the same number as the
number of the profiles, and the algorithm identifiers and the encryption key identifiers
paired as the profiles identified by each of the profile identifiers. Further, each of the
profile identifiers, the algorithm identifiers and the encryption key wdentifiers paired as the
profiles identified by each of the profile identifiers are such data that the identifiers are
mutually correspondent.  In sum, the transmitting unit 212 transmits to the
communication device 100 as the authenticating device, at least one algorithm identifier
and at least one encryption key identifier stored by the memory unit 220 m such a manner
that one algorithm identifier and one encryption key identifier are paired as one profile,
In 5206, as a receiving step (a first receiving step), the receiving unit 111 receives,
from the communication device 200 as the authenticated device, the communication
mformation 2 containing the random number 2, the device unique number, the number of

the profiles which is the same number as the sets, at least one profile identifier of the same
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encryption key identifier paired as the prescribed profile from among at
least one algorithm identifier and at least one encryption key identifier,
transmitted by the transmitting unit 21235 from the communication device
100 as the authenticating device. In S213 as a part of the authentication
processing steps, the encryption processing unit 240 confirms the profile
nurpbeh AR b oRBet Ay theraten iy ahlest prardeaiEhpradurtisg and at least one
encryption key identifier and the prescribed algorithm identifier
encERR RO pronrnRp trisrch o shs 2rafilgddeifiersiafiat least one
authentication processing steps, the temporary key generating unit 280,
proge idswéfigs algorithm corresponding to the prescribed algorithm identifier
received by the receiving unit 211 and confirmed by the encryption
prEtedBingumitchating siepypréanatrisadomeneasisishsicdandi Benvitil thideast one
individual key stored by the memory unit 220 by means of the encryption
enchypties dinyyident Pe0stare geribraresthe teihJafaeyikeynasig Stdpesexarmiterithm
of an encryption key for authentication process. In this way, the
idegsisrndiealivnt devicesrsRlpans PRk abtedvshayelthessaivieg unit 111, the
temporary keys. The individual key stored in the memory unit 220 is
sclegsingrendd oY wigeher atisgrinedrigbatuivdienifto thatdptheiitdiviehalieyn key
generating unit 170, and. is stored in the memory unit 220 in advance by
idenjghiey todmetared iy Suchasan WGicERd Mvibenihe tenmparanckdysr2Braidentifier
generated by the temporary key generating units 180 and 280, encryption
andigiplerforomednwitiptine kemnploraifideyscindthdproseatcnibpdinnertt . Instedel, words,
decryption may be performed, since it is only necessary that the
whegh drtic atingediécd anidichet@authenticatecndeyicet fedaraxthensamer least one
process. In 5215, as a part of the authentication processing steps, the
prodilsthésmtidatimer diakal by2bectveeking umit P90 decniptsithersindrypteticts a
authenticating data 1 received as the 16 communication information 3 by
preshebatpividg weitt 8kt witle therterhpaiatydeaygenaratddiom among at least one

profile identifier received by the receiving unit 111. By selecting the prescribed profile
identifier, the prescribed algorithm identifier and the prescribed encryption key identifier
paired as a profile identified by the prescribed profile identifier are selected. It may be
possible, for example, to simply select the algorithm identifier and the encryption key
identifier commonly owned by both the communication devices 100 and 200, or to select
the algorithm identifier and the ehcryption key identifier commonly owned by both the
communication devices 100 and 200 after having deleted the algorithm identifier and the
encryption key identifier whose security has become insufficient due to code-breaking etc.
In the first embodiment, again, the algorithm identifier and the encryption key identifier
corresponding to the prescribed profile identifier are selected by selecting the prescribed
profile identifier.

In 8208 as a part of the authentication processing steps, the individual key generating

unit 170 generates an individual key held by the communication device 200 as an
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by the temporary key generating unit 280, by the means of the encryption
processing unit 240. In S21 6, as a part of the authentication processing
steps, the authenticating data | 5 chegking unit 290 checks whether data
of the decrypted authenticating data 1 is the whole or part of the random
number 2 transmitted from the communication device 200 to the

encrEBhom iificatisespieddes 100 hef s dded shtherdeerypradeatitesitatimgby the
data 1 is the whole or part of the random number 2, it is shown that the

seledgraminicdtidndol enalzudesisicatione prodessrisiparfonmentqtopeiiyowithtion 2
the communication device 100, not with a fraudulent 10 attacker. That is

by usngayhashevdisectioresditipdeauthentication process between the
communication device 100 and. the communication device 200 is proved
tdrhe28fcoespiut. o fril8 20 Thasicapantwb tees At heptication mpocassioy generating
steps, the authenticating data 2 generating unit 295 generates

unit 48thénticaingnddimidty eaonsptinditheohelgrescpidedafi faeithanidentifier
number | with the temporary key generated by the temporary key

seleged brafiegalaitikbu2@0, ddy means: ofshereioenptiaR-prQcassNg iunih240.
In S218, as a transmitting step of a part of the authentication processing

indivdteps ktyez dnanseditinthe nidRAAibarspischeiauthentitatnthdatrdption key
generated by the authenticating data 2 generating unit 295 as

corregromdinpicating prtecritatiomdriptihe leonieniitalion dexise r 1020y ion
S219, as a receiving step of a part of the authentication processing steps,

proct3eingeceilving umil birkracel esdhaaythenisatine:daald ésath@cryption key
communication information 4 from the communication device 200. In

for «B8RAas 3P efsthe authentication processing steps, the authenticating
data 2 checking unit 195 decrypts the encrypted authenticating data 2
recsivey by dhartectiving@uaitibh brasdhsconmunicatinnieimations 1
4, with the temporary key generated by the 17

generating unit 190 generates authenticating data 1 by encrypting the whole or part of the

random number 2 with the temporary key generated by the temporary key generating unit
180, by means of the encryption processing unit 140,

In §211, as a transmitting step (a second transmitting step), the transmitting unit 112
transmits, as communication information 3, the prescribed algorithm identifier and the
prescribed encryption key identifier selected by the selecting unit 160, the corresponding
prescribed profile identifier selected by the selecting wﬁt, and the authenticating data 1
generated by the authenticating data 1 generating unit 190, to the communication device
200 as the authenticated device.

In §212, the receiving unit 211 receives, as the communication information 3, the
prescribed algorithm identifier, the prescribed encryption key identifier selected from
among at least one algorithm identifier and at least one encryption key identifier, the
profile identifier corresponding to the prescribed algorithm identifier and the prescribed

encryption key identifier, and the authenticating data 1, transmitted by the transmitting unit
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temporary key generating unit 180, by means of the encryption processing

unit 140. In S221, as a part of the authentication processing steps, the

authenticating data 2 checking unit 195 checks whether data of the

decrypted authenticating data 2 is the whole or part of the random

number | transmitted from the communication device 100 to the 5
212 Brimidsisamam g 2oy heh ah ehe eethpasidatinthénticatinipdabavisrds, the

the whole or part of the random number 1, it is shown that the
receigm@unicHtloderesdhauttrsatibad ofgopidoe séeid iferfordnidd propetydyith

the communication device 200, not with a fraudulent attacker. That is to
encEmtich&oitidandirectioeds thehaptiveatiivatiprofio fess betweanltaet one algorithm

communication device 100 and the communication device 200 is proved
identifive subetksfilon®shsrsited lahodentiferauthenticatiby frocassiheiweenit 212

the communication device 100 and the communication device 200 is
froffirfishecipandithSreattsicthE)damthenightioicdenicdeiQ0 and the

communication device 200 communicate with each other data encrypted

with SEhe3 tera paranf Key suthanelyisequnity sitbeteaiais ensuirbnrigh3ding

a diagram describing an example of a frame of the communication 15
unit 2fiatiomd the frigfid, itkatdmractiicatipntinfectration dnt@tRIAE®Ehe

header and data of the random number 1. Fig. 4 is a diagram describing
pregmibxchenpliepofoa kanideafithe sammunieativrdiniasmatiomaht 2R Bdrigsghnding

the communication information 2 contains a header, data of the random
to thepbéicAdhefitevice unique number (device unique No.), the number of

the profiles (No. of profiles), the profile identifiers such as Profile

1,ln Bedfleas dpidentificachotiheioprafilesandstossatporihipodentifigienerating

(algorithm IDs) and the encryption key identifiers (key IDs) corresponding
unit@&Rncly ofitheapraffileridentiiistsptnfige & the slaterisrapdizatAadnseeh

a manner that the correspondent relation among each of the profile
recdtledtiierse andiving unit 211 and confirmed by the encryption processing unit 240,

encrypts the random numbers 1 and 2 with the individual key stored by the memory unit
220 by means of the encryption processing unit 240, and generates the temporary key as
one example of an encryption key for authentication process.  In this way, the
communication devices 100 and 200 are able to share the same temporary keys. The
individual key stored in the memory unit 220 is generated by a generating method
equivalent to that in the individual key generating unit 170, and is stored in the memory
unit 220 in advance by using some means such as an IC card.  When the temporary keys
are generated by the temporary key generating units 180 and 280, encryption is performed
with the temporary keys in the present embodiment.  Instead, decryption may be
performed, since it is only necessary that the authenticating device and the authenticated
device perform the same process.

In 8215, as a part of the authentication processing steps, the authenticating data |

checking unit 290 decrypts the encrypted authenticating data | received as the
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18 the algorithm identifiers and the encryption key identifiers
corresponding to each of the profile identifiers is recognizable. Fig. 5 is a
diagram describing an example of a frggme of the communication
information 3. 5 In Fig. 5, the communication information 3 contains a
header, Profile k as the prescribed profile identifier to identify the
coTpBEiEiEd profileatior Stbd e cligiutivhrmiiddntifieh (alg trithma kang therated
- encryption key identifier (key ID) corresponding to the prescribed profile
by (e ifiperamidetieenshasntoating@aty thdmEmssfttte dateyisionganizasininunit
such a manner that the corresponding relation among the prescribed
24(grofile identifier, 10 the algorithm identifier and the encryption key
identifier corresponding to the prescribed profile identifier is recognizable.
Fify 825G diagratrod dscrbihgidmexample:afingfrarpe didheathenticating data |
communication information 4. In Fig. 6, the communication information 4
chechmtainst 2 Yeeldtekandchthie:adte ofidatiog ripredtathehigaiing dheiagame whole
describing the algorithm identifiers, the encryption key identifiers, the

or [aigarftim s:adehtheninishyizl uainkeyedostaliechonrdhenammunigation drevisehe
200 side. In Fig. 7, at the communication device 200 side, the memory

conunitri@fistotesican 0algolittim ddensifigr (B)apeamenaiption: 6k 1 is the whole
identifier (ID) of a profile xx, an algorithm- 20 x corresponding to the

or gt idehtiieyang aniinditidwal tkey(cosespanding e authentication
encryption key identifier; an algorithm identifier and an encryption key

proigentifisstfrmedrpfilperly aitialooitimunseitesrondieg o thealgerthMudulent
identifier, and an individual key y corresponding to the encryption key

attailemtifidihat iandsan algoditaonidestifierand ancRReRIQRKR-IdeRtfier of
a profile zz, an algorithm z corresponding to the algorithm
conununication device 100 and the communication device 200 is proved to be successful.

In 8217, as a part of the authenticatioﬁ processing steps, the authenticating data 2
generating unit 295 generates authenticating data 2 by encrypting the whole or part of the
random number 1 with the temporary key generated by the temporary key generating unit
280, by means of the encryption processing unit 240.

In 5218, as a transmitting step of a part of the authentication processing steps, the
transmitting unit 212 transmits the authenticating data 2 generated by the authenticating
data 2 generating unit 295 as communication information 4 to the communication device
160.

In 5219, as a receiving step of a part of the authentication processing steps, the
receiving unit 111 receives the authenticating data 2 as the communication information 4
from the communication device 200.

In 8220, as a part of the authentication processing steps, the authenticating data 2

checking unit 195 decrypts the encrypted authenticating data 2 received by the receiving

unit 111 as the communication information 4, with the temporary key generated by the
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25 identifier, and an individual key z corresponding to the encryption key
identifier. That is, 19 they are installed (implemented) on the
communication device 200. Fig. 8 is g giagram describing the algorithm
identifiers, the encryption key identifiers and the algorithms installed on
the communication device 100 side. In Fig. 8, at the communication
temMpRISEk D G g IHEURME Ak DTiCARD Gtthe snaryPSiciguRigsAlidemtifid A YID)
and an encryption key identifier (ID) of a profile aa, and an algorithm 1
chrrddpbrifiag ﬂfééﬂg@ihmﬁiwéﬁﬂm@mﬁ@@@mﬁﬁh@l@nﬂmm@r@mm 2
encryption key identifier of a profile bb, and an algorithm 2 corresponding
cheqbsipgaraigbfitheddeniiiicr dadn o bidatlporithtad detisfivic st atateory oshole
key identifier of a profile cc, and an algorithm n corresponding to the
or pafyofithariadatifieenbhat isatbeyitted installstcaoriimplemee®)oithe the
communication device 100. As stated above, the authentication
comproeegtinydenit @ 260pe ri¥hers thredaatigiat catibentpracesdaith ithde whole or
communication device 100 as the authenticating device, based on the
partpréderibedaigoritinr identifidoandtthe theesombediendyftio thkeycdaniifieon
received by the receiving unit 211. More specifically, the authentication
progurocegsingromit 28 geneidiebcSthateipdrarekey a60the endtlyptivniltelgnt
for authentication process by using the algorithm corresponding to the
attagrescribied algostgnhicetitdietiracaived ty theheceiving prit2kbeandeththe
encryption key corresponding to the prescribed encryption key identifier
comrageivathhyletliec b it ghenit ramahperfoimisthe: a0thsniteatonoise eessessful.
with the communication device 100 as the authenticating device by using
thesgertedatioch to nhp araheiya tistipeoe agrsptioac2 Qhkey famanihenticaion 100
process. In other words, the authentication processing unit 296 generates
and the tempmacytkeydasitee endyptidrdeyforatthenticatiommpreeessidaydevice
using the algorithm corresponding to the prescribed algorithm identifier
100 and the enaryplicnikeceaw espondingtoctie prgsesesiepciyptionkeyed with
identifier received by the receiving unit
the temporary keys, thereby security of the data is ensured.

Fig. 3 1s a diagram describing an example of a frame of the communication
information 1.

In Fig. 3, the communication information 1 contains a header and data of the réndom
number 1.

“ Fig. 4 1s a diagram describing an example of a frame of the communication
information 2.

In Fig. 4, the communication information 2 contains a header, data of the random
number 2, the device unique number (device unique No.), the number of the profiles (No.
of profiles), the profile identifiers such as Profile I,.. Profile n to identify each of the
profiles, and the algorithm identifiers (algorithm IDs) and the encryption key identifiers
(key IDs) corresponding to each of the profile identifiers. In Fig. 4, the data is organized

in such a manner that the correspondent relation among each of the profile identifiers, and
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211, the prescribed algorithm identifier and the prescribed encryption key
identifier being 25 paired as the prescribed profile, and performs the
authentication process with the 20 autlgenticating device by using the
generated temporary key as the encryption key for authentication
process. On the other hand, the authentication processing unit 196
the serthe ddenttiaAtid he spratias kit em poureraisingdoicechod the
as the authenticated device, based on the 5 prescribed algorithm identifier
profilpyidcatiiersdsiped ehewision key identifier transmitted by the
transmitting unit 112. More specifically, the authentication processing unit
1962 genthatisgiie dempbizgykeyaampihe bnéryption teycfonmutiatiteation
__process by using the algorithm corresponding to the prescribed algorithm
miogmAtiABransmitted by the transmitting unit 112, and with the encryption
key corresponding to the prescribed 10 encryption key identifier
tranditedtby avanrarismivtngioniativn, heonpenforrheatie, Ruotfie hticatien
process with the communication device 200 as the authenticated device
prepy sl ahile glentifee idampidydhe kessashirbreofily ptiontddytifonlgorithm
authentication process. In other words, the authentication processing unit
idengey 6 peatdotHe)temdpbeanyckaytias iy idnotijiptidre kel foo authendicgtiorthe
process, by using the algorithm corresponding to the 15 prescribed
prestgoridhprodiendiel feancatiet enanyintivicdéy cbrespohaliig. t6, e guesierirgshized
encryption key identifier transmitted by the transmitting unit 112, the
in sprbstrbedealgotithmeddestifietiag defhsopreserilpationerypbion keyiid ik,
being paired as the prescribed profile identified by the prescribed profile
theidgntifien, aledtperfonchéhthenathtentikeyiateprifice sedtho i authesticatedbed
device by using the generated temporary key as the encryption key for 20
prodilstidmtidationtpeogezsbEhe control unit 130 controls each unit of the
communication device 100. The control unit 230 in turn controls each unit
offthee eomningicati desdelvice 206 ahide of a frame of the communication

information 4.

In Fig. 6, the communication information 4 contains a header and the authenticating
data 2.

Fig. 7 is a diagram describing the algorithm identifiers, the encryption key identifiers,
the algorithms and the individual keys installed on the communication device 200 side.

In Flg 7, at the communication device 200 side, the memory unit 220 stores: an
algorithm identifier (ID) and an encryption key identifier (ID) of a profile xx, an algorithm
x corresponding to the algorithm identifier, and an individual key x corresponding to the
encryption key identifier; an algorithm identifier and an encryption key identifier of a
profile yy, an algorithm y corresponding to the algorithm identifier, and an individual keyy
corresponding to the encryption key identifier; ... and an algorithm identifier and an
encryption key identifier of a profile zz, an algorithm z corresponding to the algorithm

identifier, and an individual key z corresponding to the encryption key identifier. That is,
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memory unit 120 stores data generated in the process performed in each
unit of the communication device 100. The memory unit 220 in turn stores
data generated in the 25 process perfgsmed in each unit of the
communication device 200. 21 When the communication device 100 is
configured as a roadside device at a store side, and the communication
they ardBshDshEmR GReBshracbeoataWHtn sietddn 200C, drive-through
etc., for example, the above-mentioned steps are recapitulated as follows.
Fifdg thés diasiamdescdineiths stevsitionidattfiershthonmboarhddeicélketyfiers
information 5 (a key identifier and an algorithm identifier) held by the
andofhen geaidavidestTiirsihontbeormboanidévicderanstiisil.the information
concerning the key held by itself to the roadside device. Next, the
robitEigeSdevibe seteptnitatioadng tHi kelejnformatiory nedel&dstheskeyn
information coincides with the algorithm identifier and the key identifier
alggraiio iditselfend®) rodhatifies paonkbpatentiévicdof tie algdtithm and an
identifier and the key identifier selected. Thereafter, the roadside device
algeinidinhé omabseroddeyiodipesfgonitineiderttibnt catios diheh tierkE shating
by using common keys corresponding to the algorithm identifier and the
enckaytidlekdfieteooinofilypouiie tihyithdeachi pthimyAscatatepoabpercthie: filsbrithm
embodiment handles a plurality of algorithms used for 15 cryptographic
idemsdfmunicétion lgodtenattes fiae systermta yenaiReresabie cyen pheee cc,
an algorithm is made unusable due to breaking or the like by using
andamother dhgorittmyegpehtingedube the fiskotidecienseTRasegunity feadQalled
breaking of the algorithm and the like. Additionally, the first embodiment
(imphakestétipossibie tareshiceithedeuimnbeo®f times an identical algorithm is
used by fully utilizing a plurality of the algorithms, therefore, it is 20
erfabiedead desuce!theuchaneednf preaking:tosieloeritm bysunastirzedtion
attacker, and to improve the security. Further, a newly devised algorithm
process bethndtaledvanitioation device 100 as the authenticating device, based on the

prescribed algorithm identifier and the prescribed encryption key identifier received by the
recetving unit 211.  More specifically, the authentication processing unit 296 generates
the temporary key as the encryption key for authentication process by using the algorithm

corresponding to the prescribed algorithm identifier received by the receiving unit 211 and

the encryption key corresponding to the prescribed encryption key identifier received by

the receiving unit, and performs the authentication process with the communication device
160 as the authenticating device by using the generated temporary key as the encryption
key for authentication process. In other words, the authentication processing unit 296
generates the temporary key as the encryption key for authentication process, by using the
algorithm corresponding to the prescribed algorithm identifier and the encryption key
corresponding to the prescribed encryption key identifier received by the receiving unit
211, the prescribed algorithm identifier and the prescribed encryption key identifier being

paired as the prescribed profile, and performs the authentication process with the
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communication devices, therefore, it is possible to facilitate application of
the newly devised algorithm. When at least one of the communication
devices 100 and 200 contains a pluratity of the sets of one algorithm
identifier and one key identifier, options 25 are available, therefore such
an effect mentioned above can be achieved. Meanwhile, in 22 the first

authepiiaiaslit e Lo s dhe SearAIRd LePRUSr b keyartHis aRiisdion bl

200 contains a plurality of the sets of one algorithm identifier and one
au“&‘?&‘ﬁ%‘ﬁ&d’%&?&entifier. However, according to the present invention, the
authentication can be performed when at least one set of one algorithm

ideRthe cdia bl cherwhsnticalicadntiersbicush b esioresits dethwitivation

each other. Therefore, a plurality of the sets need not be contained in at
ProgesivéhdhsrapEaEvictiionoy derI2000sahe dlycotieatust dnaigpdbasoniairibd

in each device. Further, since each device may contain only one set, the
presgiiftisritlsatiHgidanienees impresshedorasmtiow ényidtenafieb sapplitiad by

to the conventional art wherein only one encryption algorithm is used. 10
the franpoiimentl. Big. olozedisgpifinelie skeibirbeatatatiolupecotsing unit 196

authentication system according to the second emquir_nent, In Fig. 9, the
gengiiathe Hirckaiar processisg inin o tinithe e bmmuhivdidonodguine 20y 15ing the

includes an authenticating data 1 generating unit 291 further to the
algasghfiguratiarodbertoctdic ipresigriiedrdobrivhnh el athéepaatsnfthe by the

configuration is the same as in Fig. 1. Fig. 10 is a flowchart describing an
trangauiargtioaitin g nett odthaboinnytticthsecondsmibioditmeht. fFrigelif:is

the same as Fig. 2 except that S215 and S216 of Fig. 2 are each replaced
encPhgik§10est dicd Ban6ited by the transmitting unit 112, and performs the
authentication process with the communication device 200 as the authenticated device by
using the generated temporary key as the encryption key for authentication process. In
other words, the authentication processing unit 196 generates the temporary key as the
encryption key for authentication process, by using the algorithm corresponding to the
prescribed algorithm identifier and the encryption key corresponding to the prescribed
eneryption key identifier transmitted by the transmitting unit 112, the prescribed algorithm
identifier and the prescribed encryptibn key identifier being paired as the prescribed profile
identified by the prescribed profile identifier, and performs the authentication process with
the authenticated device by using the generated temporary key as the encryption key for
authentication process.

The control unit 130 controls each unit of the communication device 100.  The

control unit 230 in turn controls each unit of the communication device 200. The
memory unit 120 stores data generated in the process performed in each unit of the

communication device 100. The memory unit 220 in turn stores data generated in the

process performed i each unit of the communication device 200.
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In S 1015 as a part of the authentication processing steps, the
authenticating data 1 generating unit 291 generates the authenticating
data | by encrypting the whole or partgf the random number 2 with the
temporary key generated by the temporary key generating unit 280 by
means of the encryption processing unit 240. 25 In S 1016 as a part of the
alHentibatiomprocessimydsteps, Itk iauthdigivating datadsRB@ dhveeking store side,
unit 290 checks whether the encrypted authenticating data | received as
andtHe commuoratiotevifordtitiones by-tenkdeivirgumitehicle sidd khETC,
authenticating data 1 generated by the authenticating data 1 generating
driveribi2@lceincifie sxitmplackhetitervdfnihajoaoihdide with- @aphiher ait fsllows.
shown that the communication for authentication 5 process is performed
pridipeishevitha die ccdavive picaticroaesdgect B0 onbt withhaafihdedientey information
attacker. That is to say, one direction of the authentication process
(a kegtidesifithendampighichtiodaeries ::ddbant: 200nsapiaketto be
successful. By the configuration as stated above, the effect similar to that
inThenfitat embosiné@nticearnhaachie Ve intOmakecineetBa £aeikpaH:ef by
the configuration according to the third embodiment is similar to that of
itseHig theFrigaddiidsdavil@awvchart describing the authenticating method
according to the third 15 embodiment. Fig. I1 is similar to Fig. 2 except

thatR202 and S2O80fdkig:l2cclordh axishintmidelInfinthadhireertaode key

went, the configuration is such that the communication device 200
infolfRaEoN ot EeAk pication e matign 24edthe RIS HRYIERIL and

100 as the authenticating side, even when the communication device 100
not{ias Metdransmitteeitoe f the algorithm identifier and the key identifier selected.
Thereatter, the roadside device and the on-board device perform the authentication
and the key sharing by using common keys corresponding to the algorithm identifier and
the key identifier commonly owned with each other.

As stated above, the first embodiment handles a plurality of algorithms used for

cryptographic communication, and enables the system to remain operable even when an

algorithm is made unusable due to breaking or the like by using another algorithm, and to

reduce the risk of decrease in security due to breaking of the algorithm and the like.
Additionally, the first embodirent makes it possible to reduce the number of times an
identical algorithm is used by fully utilizing a plurality of the algorithms, therefore, it is
enabled to reduce the chances of breaking the algorithm by unauthorized attacker, and to
mprove the security. Further, a newly devised algorithm can be mstalled on.the
communication devices, therefore, it is possible to facilitate application of the newly
devised algortthm. When at least one of the communication devices 100 and 200
contains a plurality of the sets of one algorithm identifier and one key identifier, options

are available, therefore such an effect mentioned above can be achieved. Meanwhile, in
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20 communication information 1 to the communication device 200. By
omitting such steps, authentication flow can be performed at a faster
pace. By the configuration as stated ghove, the effect similar to that in the
first embodiment can be achieved. 25 Embodiment 4. 24 Each part of the
configuration according to the fourth embodiment is similar to Fig. 1. Fig.
the figstismtfiolvetrdrticie seribing theuguiive ntidatin g methibd dodoeslingf) tath200
fourth embodiment. Fig. 12 is similar to Fig. 2 except that 5205, 5206,
conBR0 3, BRblitpnd (B2 i&0b Fige2areitbrmedtactduiil 51208:r53206ko1 RIdMtifier.
51211 and 5121.2. In the fourth embodiment, the memory unit 220 further
HostoresaacoedsignddbafiescD) viemidentily avkesi@adiodicaiibg pedotid when at
manner that one set is formed from at least one algorithm corresponding

least@ad keast one Ajgeiilinmiddantdienstortnthg memetyidinitilad® ineddindevice
further stores a version identifier (ID) to identify a 10 version of a set in

coirBii’ avithasankibthat orensalfis-donrpaafiien atleaskoredlgoit Wintained in at
corresponding to at least one algorithm identifier stored. For example, a

leasversion detedifiee DY@ HRISIoN indsoalyeiiceddentifics suppentseabh R&oe.
as an algorithm. A version identified by a version 2 supports DES and

FurMi Ti¥cazaalodeitimmad daisipnoideniiedbyhe ¥arsinnaenrons PES rding
MISTY, Camellia.and AES 15 as algorithms. In S1205 as a transmitting

to tiéQRRAIrBVERNSMIEHTE: eMedns HRNSMING HAILALZhIFBRAINIBAS encryption
communication information 2-1, at least one algorithm identifier, at least
algoRfiBmEReR¢ption key identifier and the device unique number stored by the
memory unit 220, the random number 2 generated by the random
number generating unit 250, and further, the

Embodiment 2.

Fig. 9 is a diagram describing a structure of an authentication system according to the
second embodiment.

In Fig. 9, the authentication processing unit 296 in the communication device 200
mcludes an authenticating data 1 generating unit 291 further to the configuration described
in Fig. 1. Each of the other parts of the configuration is the same as in Fig. 1.

Fig. 10 is a flowchart describing an authenticating method according to the second
embodiment.

Fig. 10 is the same as Fig. 2 except that S215 and 8216 of Fig. 2 are each replaced
with S1015 and S1016.

In S1015 as a part of the authentication processing steps, the authenticating data 1
generating unit 291 generates the authenticating data 1 by encrypting the whole ér part of
the random number 2 with the temporary key generated by the temporary key generating
unit 280 by means of the encryption processing unit 240,

In 51016 as a part of the authentication processing steps, the authenticating data 1
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20 version identifier stored by the memory unit 220, to the communication
device 100 as the authenticating device. In S 1206 as a receiving step (a
first receiving step), the receiving unit,311 receives, from the
communication device 200 as the authenticated device, the
communication information 2-1 containing the random number 2, the
chedlaniceninigi e imgksbehethemibercot thet @baprbfitesathicHas: thecseine as the
number as the sets of one algorithm identifier and one 25 encryption key
conigemiifitivainiastione piofitbedendifime afithe Hame! nhindaehieasidhenguimadr
of the profiles, at least one algorithm identifier and at least one encryption

- genkeyeidlbptifie nudomespandigatd easkrofthamrabieschdtitcaghenehydide If

identifier, and a prescribed version identifier. 5 In S 1207 as a selecting
thestepoideanithtdedst tre &lfosiibwn stenatoycinemnemary fnitulZedstsin
the set indicated by a version identified by the prescribed version identifier

procesei/pedyitie peesiving iihithd tothesetacingienitel 60, sRleaisha: fraudulent
prescribed algorithm identifier corresponding to an algorithm to be stored

attablyethe Moy wijt da0dientthe sekeingieatachbyihro@sivaidentified by
the prescribed version identifier received by the 10 receiving unit 111.

coniitheidhencmiorunioation teyiseRAREUPRERsesdran old version and all
the algorithms indicated by the old version have security problems, for

ermnmpieJifispassibie daderaoate dhe-mrek Afneray hantication-Aresesdiment
without selecting any algorithms. On the other hand, when at least one

can 8lggsithRedisable for the authentication process exists, it is possible to
perform the rest of the authentication process by using a 15 usable
algorithm. By using the version identifier, it is possible to detect from the
version identifier whether a usable algorithm is installed on the

Emis&iiMpication device 200. In S 1211 as a transmitting step (a second
transmitting step), the transmitting unit 112 transmits, as communication

infaematianBile hamressibed aloaHim identifierseleatatht is similar to that of

Fig. 1.

Fig. 11 is a flowchart describing the authenticating method according to the third
embodiment.

Fig. 11 is similar to Fig. 2 except that 8202 and S203 of Fig. 2 do not exist in Fig. 11.

In the third embodiment, the configuration is such that the communication device 200
transmits the communication information 2 to the communication device 100 as the
authenticating side, even when the communication device 100 has not transmitted the
communication information 1 to the communication device 200. By omitting such steps,
authentication flow can be performed at a faster pace.

By the configuration as stated above, the effect similar to that in the first embodiment

can be achieved.

Embodiment 4.
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by the selecting unit 160 and. the authenticating data 1 generated by the
authenticating data 20 1 generating unit 190, to the communication device
200 as the authenticated device. In S3212 as a receiving step, the
receiving unit 211 receives, as the communication information 3-1, the
prescribed algorithm identifier corresponding to the prescribed algorithm
sdlaekairi o bntongarisast serdigerithhesiorst! bylibdimamisyiihit to Fig. 1.
220, which forms the set indicated by the version identified by the version
idBitiflérisghliotielas desbribiicaiing dhtatictransmitied by dhelingnsniittifogrth
unit 212 from the communication 26 device 100 as the authenticating
emlalifsentThe authentication processing unit 296 thereafter generates the
encryption key for authentication process by using the prescribe algorithm
cdrgdgondinglao thEipréseribpdtialgsRitinSten i raaivadby3he of Fig. 2 are
receiving unit 211, and the prescribed encryption key 5 corresponding to
repldvedorasfithedse S¢ A& &Y, isEntifiendairetwith the prescribed
algorithm identifier, and performs the authentication process with the

authdnticatihgdibvitiemeny, tsingathergenaraediemesy plivaskeyefolon identifier (ID)
authentication process. The authentication processing unit 196 similarly

to ideneyatestienandiypiigmisey ifos authentcation RFORESSIRE YRINY MRt one
algorithm corresponding to the prescribed algorithm 10 identifier

algdrahsmitteshipynthestranseitinghu i dithmnd:thaangnyadion key
corresponding to the prescribed encryption key identifier paired with the
pfHscribethalgeiithpo ientifief-angd AEOENS HSAHABNECAIPPIAERSS a
with the authenticated device by using the generated encryption key for

versniihehitigatiosuptocasmnk addition & heeHratReardingtodb e irslihm
embodiment, it is also possible to 15 eliminate an old version having

corigssgoiithyr prokie mssbynh glcondigy iatiamasstated above. In the fourth
embodiment, the selecting unit 160 selects the prescribed algorithm

identifiesnplweversidisaisaipassiblodhalihe seleeAshya L8O TUSkts only
selects the
DES as an algorithm. A version identified by a version 2 supports DES and MISTY as
algorithms. A version identified by a version 3 supports DES, MISTY, Camellia and AES _
as algorithms.

In 51205 as a transmitting step (a first transmitting step), the transmitting unit 212
transmits as communication information 2-1, at least one algorithm identifier, at least one
encryption key identifier and the device unique number stored by the memory unit 220, the
random number 2 generated by the random number generating unit 250, and further, the
version identifier stored by the memory unit 220, to the communication device 100 as the
authenticating device.

In 51206 as a receiving step (a first receiving step), the receiving unit 111 receives,
from the communication device 200 as the authenticated device, the communication

information 2-1 containing the random number 2, the device unique number, number of the

profiles which is the same number as the sets of one algorithm identifier and one
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prescribed encryption key identifier corresponding to the selected
prescribed algorithm identifier. In such a case, there is no need to replace
5211 and 5212 in Fig. 2 with S 1211 20 and S 1212 in Fig. 12.
Embodiment 5. Each part of the configuration according to the fifth
embodiment is similar to that in Fig. 1. 25 Fig. 13 is a flowchart describing
encthet@uthenticatingnreteod acepudifiy tdethdiifthf2Fe embodimientad-ibe hdnber
similar to Fig. 2 except that S205, 5206 and S207 in Fig. 2 are replaced
of thdthr58B0513el1 3AheINBR TG 1368 5H1:300% (3831 0nb 23dd mivch Kt 3@deinifier
Fig. 13. In the fifth embodiment, as in the fourth embodiment, the memory
cortBfictidihfurtheictbostoresrafiiessiont idantibier phojikoiraritiby, anmersiiscribed
indicating a set in such a manner that one set is formed by at least one
verédgoidthmfeerresponding to at least one algorithm identifier stored.
Similarly, the memory unit 120 further stores a version identifier (ID) to

idengfy a7 versieRain: SeiiMnakieh 2 RN Hialanm selisiBymed ety unit
least one algorithm 10 corresponding to at least one algorithm identifier

12054Q1ad e IQ0RiasRIBNERARG SieRiiha brasingibaitidon identifier

transmits as communication information 2-2, the device unique number

recSRIEDInENBRGMONUNILIZ 26, R BRI NEIMBRLR J@REIIBEHN RS hm

random number generating unit 250, and further, the version identifier

idergiored by dhR MEPanaH AL Ao e GRRAURIcRIIAR HeMGR A9 8 dhethe set

15 authenticating device. In S1306 as a receiving step (a first receiving
indﬁ@@&H{?%@@&%&B?Qi&&ﬂﬁﬁé@ﬂ%@é\!ﬁ%é&%e%mHﬁiEﬁﬂ%ﬁép@l&@}%%ﬁ}%

containing the random number 2, the device unique

receiving unit 111, When the commumcation device 200 supports only an old version
and all the algorithms indicated by the old version have security problems, for example, it
1s possible to termmate the rest of the authentication process without selecting any
algorithms. On the other hand, when at least one algorithm usable for the authentication
process exists, it is possible fo perform the rest of the authentication process by using a
usable algorithm. By using the version identifier, it is possible to detect from the version
identifier whether a usable algorithm is installed on the communication device 200.

In S1211 as a transmitting step (a second transmitting step), the transmittmg unit 112
transmits, as communication information 3-1, the prescribed algorithm identifier selected
by the selecting unit 160 and the authenticating data | generated by the authenticating data
1 generating unit 190, to the communication device 200 as the authenticated device.

In S1212 as a receiving step, the receiving unit 211 receives, as the communication
information 3-1, the prescribed algorithm identifier corresponding to the prescribed
algorithm selected from among at least one algorithm stored by the memory unit 220,

which forms the set indicated by the version identified by the version identifier, and the

authenticating data 1 transmitted by the transmitting unit 212 from the communication
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number and the prescribed version identifier from the communication
device 200 as the authenticated device. 20 In 51307 as a selecting step,
when the prescribed version identifier,received by the receiving unit 111
coincides with the version identifier stored by the memory unit 120, the
selecting unit 160 selects the version identifier. When the prescribed

devitersionatdentifiehcrecavuaddayitiae receiving unit 111 does not coincide with
the version identifier stored by the memory unit 120 but at least one

algheithihatacaddypie snepemniuiib 1RG @xisisihtha «Isetivdisadad by for
the prescribed version identifier, the selecting unit 160 selects a version

autldBrichenifieoota vorsian ndigatingir seioMNeietd Atdpastiap eABOpHb®ribed

stored by the memory unit 120 exists. For example, when the version

algdeigntifiessiareddoyiteg mamanesinihd 20iis & y%gi%dﬁ@@éﬁi%doé@ﬂﬁsﬁbn key
version than the prescribed version identifier received by the receiving

coriéBifohdiig ey peeiiped Versiop-os RtifictdrcalyeR iR thaeEe PIRG il

111, 5 which is of an old version, is selected so that the versions are

alg IAMTRRAIGHREAHIG ALMB U AR HSME8SH AR aNGiR08: BYiREIBEIRS: devicé

the old version common to the communication devices 100 and 200, the

by 188k hNRRAHHENILALARMNRESIS AN HEAMNYRSE AR the key sharing

can be executed. In S1308 as a transmitting step, the transmitting unit 112

trgpsmiis e MR daatliar UR kARG RIS I ¥ e SRS INGUBE £60 or

as communication information 2-3 to the communication device 200. In S

autAPRAD A FREGMNG SI6R: TR SSeRvIRG YREALL AR 8% R YRR e orithm

identifier as the communication information 2-3 from the communication

ideﬂﬁ?@?ﬁ'&@%iﬂ&&%%%%%ﬂﬂ?ﬁgtﬂﬂg stePxREHADRRIIRG YR &l fesponding to

transmits, as comimunication 15 information 2-4, at I€ast one profile

the ﬂ%&ﬁ@é@éﬁé%%ﬁﬁ&ﬂmlwk%%ﬂ th%l QP&U}%A%&E@&E %Qtﬁtﬁgr, and
encryption key identifiers paired as profiles identified by each of the

performs the authentication process with the authenticated device by using the generated
encryption key for authentication process.

In addition to the effect according to the first embodiment, it is also ?ossibie to
eliminate an old version having security problems by the configuration as stated above.

In the fourth embodiment, the selecting unit 160 selects the prescribed algorithm
identifier, however, it is also possible that the selecting unit 160 further selects the
prescribed encryption key identifier corresponding to the selected prescribed algorithm

identifier. In such a case, there is no need to replace S211 and S212 in Fig. 2 with S1211

and S1212 in Fig. 12.

Embodiment 5.
Each part of the configuration according to the fifth embodiment is similar to that in
Fig. 1.

Fig. 13 is a flowchart describing the authenticating method according to the fifth
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profile identifiers, and the number of the profiles which is the same
number as the sets of one algorithm identifier and one encryption key
identifier, to the communication device; 200 as the authenticating device.
20 In 51311 as a receiving step, the receiving unit 111 receives, as the
communication information 2-4, at least one profile identifier, the
emb@l‘é‘ﬁi‘ﬁ‘l*fm identifiers and the encryption key identifiers paired as profiles
identified by each of the profile identifiers, and the number of the profiles
whighlid hansdn éonilit BerrasnthBiaie$d F, sl alyotitRnidehifiér andepnesd
encryption key identifier, from the communication device 200 as the
witha§i8AtiEA i 281d6Vicel 3ise FaRMdr IUMbRE Y hadklthé Wsvicd gnidue
number are contained in the 29 communication information 2-2, however
tHayteaffdecodrdimedtinshie tbe firauhieatiod inwfor iatioanidyinsiezd] forther
S1312 as a selecting step, when at least one profile identifier stored by
stortiyel vemorydenifit( Bxistsdamong atieastindiecaprofiesid@ntifich seagiviedthat
by the receiving unit 111, the 5 selecting unit 160 selects a prescribed
one profildident fioravlistsioreddoyithe meragryndiit 426 fras amang atlleast
one profile identifier received by the receiving unit 111. By selecting the
denpregaribed.profile identifier, a prescribed algorithm identifier and a
prescribed encryption key identifier paired as a profile identified by the
plesckibledthx ofiteniclentifiel 2arfstleciede 0 Assiiatiedrabeyel thediflntify a
embodiment is an embodiment wherein the step of selecting a version is

vergieriofmed sepatatetyaanenparechosthasfauitmbadimeniaBydhathm

configuration as stated above, the effect similar to that in the fourth

correspbodingentadenkico mchiigvdtintideiteficin@aeition to the effect according
to the first embodiment, it is also possible to eliminate algorithms having

séecdritoprablamashiihg stapechahevemieig ismprovidedaseordingd@nthscation
above-mentioned embodiment an
information 2-2, the device unique number stored by the memory unit 220, the random
number 2 generated by the random number generating unit 250, and further, the version
identifier stored by the memory unit 220, to the communication device 200 as the
authenticating device.

In S1306 as a receiving step (a first receiving step), the receiving unit 111 receives the
communication information 2-2 containing the random number 2, the device unique
number and the prescribed veréion identifier from the communication device 200 as the
authenticated device.

In S1307 as a selecting step, when the prescribed version identifier received by the
receiving unit 111 coincides with the version identifier stored by the memory unit 120, the
selecting unit 160 selects the version identifier. When the prescribed version identifier
received by the receiving unit 111 does not coincide with the version identifier stored by

the memory unit 120 but at Jeast one algorithm stored by the memory unit 120 exists in the

set indicated by the prescribed version identifier, the selecting unit 160 selects a version
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authenticating method including: a first transmitting step to transmit, from

an authenticated device storing a plurality of algorithm identifiers and a

plurality of encryption key identifiers, tq,an authenticating device, the

plurality of algorithm identifiers and the plurality of encryption key

identifiers 20 stored; a first receiving step to receive the plurality of
ideralgorittim-iekentifiardianth ghesplurabityinafidncryphionikeytidesiifieisy the memory

transmitted from the authenticated device by the first transmitting step, at

unitthetaebenticBsingdeipes $etingatdeast Mamigpsihmiidentifial-andy ahit 120
least one encryption key identifier; 25 a selecting step to select, at the

is a adthienticattifeeyiced peserhathalgosityn 804 idaafifietianttiar received by
prescribed encryption key identifier to be stored by the authenticating

the e@¢iven framampnedpe-pivity el i rithmddentifiers andiheRivialitmali 1,

encryption key identifiers received by the receiving step, when the at least

whieie aloarigmigsntifier Rnddhes AHAasE QR BRC YR EY 1 deBEfiethe

stored by the authenticating device exist among the 5 plurality of algorithm

coniggmiifigisandihg PM@HB’Z’(’%@”%%@%&?%&W@S‘H QIR aacelveddy: dhge

first receiving step; a second transmitting step to transmit the prescribed

confiiRRithm-dRMier @od thexdreserioad eng YRR KEr Ideptifiet selagied

by the selecting step, from the authenticating device to the authenticated

confifyeeRinkd iR SRS iREeIMING SleR R Jeceive the prescribed algorithm
identifier and the prescribed encryption key identifier transmitted by the

SeE Y9 dRNSMING:36Ry LeR) Eﬂ@t@fé&%ﬂ%@ﬁkﬂg AoV AR v?rsion

authenticated device; and an authenticationprocessing step to perform an

iderAHIISTHIRALRRBIOGEER REMVERP (N [RUREPUGRHNGARYICE. ARG 2-3 to the
authenticated devicCe, based orni the prescribed algorithm
communication device 200.

In 51309 as a receiving step, the receiving unit 211 receives the version identifier as
the communication information 2-3 from the communication device 100.

In 1310 as a transmitting step, the transmitting unit 212 transmits, as communication
information 2-4, at least one profile identifier stored by the memory unit 220, the algorithm
identifiers and the encryption key identifiers paired as profiles identified by each of the
profile identifiers, and the number of the profiles which is the same number as the sets of
one algorithm identifier and one encryption key identifier, to the communication device
200 as the authenticating device.

In $1311 as a receiving step, the receiving unit 111 receives, as the communication
information 2-4, at least one profile identifier, the algorithm identifiers and the encryption
key identifiers paired as profiles identified by each of the pro file identifiers, and the
number of the profiles which is the same number as the sets of one algorithm identifier and

one encryption key identifier, from the communication device 200 as the authenticated

device. The random number 2 and the device unique number are contained in the
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15 identifier and the prescribed encryption key identifier received by the
second receiving step. Alternatively, there is provided according to the
above-mentioned embodiment an autfienticating method including: a first
transmitting step to transmit, from an authenticated device storing at least
one 20 algorithm identifier and at least one encryption key identifier, to an
corgErieatindodBden 2ha heleest ohey algoticrandentdfierthndaheanieastn
one encryption key identifier stored; a first receiving step to receive the at
infoezationd-digsitithdn identifier and the at least one encryption key identifier
transmitted from the authenticated device by the first transmitting step, at
thénduthEhtisatiniedevicesgtoningnaplerslityopal foritmtiientifess Bnthamemory
plurality 25 of encryption key identifiers; 31 a selecting step to select, at
unithe et tioatingt evigeye presbritiedi dlgorittvividentifierranghang unit 111, the
prescribed encryption key identifier to be stored by the authenticating
selahewigeritoht Gretmts theratdabsl prefidgdvithifieidendflies aidbiheaklaasty unit
one encryption key identifier received by the receiving step, when at least

12(bfremfathenglatatitytafralgosiikndondatifieesandpileastanpotiiher 11. By
plurality of encryption key identifiers stored by the authenticating device
selestisg aimgnesthidat peasicodenaifiatithmreideptfienandihei@idenst 8a prescribed
encryption key identifier received by the first receiving step; a second
enciranimikipgdsielfit franshail ihe iksadhecal goitemp identie nanddientifier
prescribed encryption key identifier selected by the selecting step, from
arctivdeasgthenticating 10 device to the authenticated device; a second
receiving step to receive the prescribed algorithm identifier and the

prasaiihed sncryptionikaiantifihirnaeitpsdydhesrsond ARSI cting
step, from the authenticating device, at the authenticated device; and
a version is performed separately compared to the fourth embodiment. By the
configuration as stated above, the effect similar to that in the fourth embodiment can be
achieved. Further, m addition to the effect according to the first embodiment, it is also
possible to eliminate algorithms having security problems,

As stated above, there is provided according to the above-mentioned embodiment an
authenticating method including:

a first transmitting step to transmit, from an authenticated device storing a plurality of
algorithm identifiers and a plurality of encryption key identifiers, to an authenticating
device, the plurality of algorithm identifiers and the plurality of encryption key identifiers
stored;

a first receiving step to receive the plurality of algorithm identifiers and the plurality
of encryption key identifiers transmitted from the authenticated device by the first
transmitting step, at the authenticating device storing at least one algorithm identifier and

at'least one encryption key identifier;

a selecting step to select, at the authenticating device, a prescribed algorithm
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an authentication processing step to perform an authentication process
between the 15 authenticating device and the authenticated device,
based on the prescribed algorithm idggtifier and the prescribed encryption
key identifier received by the second receiving step. It is possible to allow
parts or the whole of what are explained as "units" in the above
idergisiarmstionschoribad kremboidimentideficonfiered edthy phegratsticating
operable on computers. 20 Those programs can be written in C
devienGoagenfogdkamiptalinitel aivitm HEMIGSGMI terpldlimay bR iysedn key
Fig. 14 is a hardware configuration diagram. When programs operable on
identdmputersvedstitutarquaitingrstop, whelethd wihiaharendeiseripgad ifetfifier and the
above explanations for each embodiment as "units”, the communication

at 125t devices 0D akd20mitee guippdd Wit GRS (G aFaLPEeRsHinge the
Unit 37) to execute 32 programs, as described in Fig. 14. The CPU 37

phirltgrpriiasther centifets 4ad/iBephusids o IRAMANIRRASRI ARG $8ceived by
Memory 40) as one example of a memory device or a memory unit, and a
the domracunagiionport 44 capable of communicating with the outside.
Further, it is also possible to configure the CPU 37 to be connected to the

messeidievicestughes b RAMIPReAdQMNIMBRANBAARGRand the

magnetic disk drive 46 as described in Fig. 14. When programs constitute

preseatisdamtiepibeieoliavnatiaradasea BodRS IR IR ENEHBROYR authenticating
explanations for each embodiment, the group of programs 49 in Fig. 14

devﬁ@fgsh@ggg{@;mga@é@ggmpy what are described as "units" in the
explanations for each embodiment. The group of programs 49 is stored in

thessenion:dericated herarone A1 RIeBRMEA IS SxReuIed IGRU
37, OS 47 etc. The memory devices store results of each process.

prescHBABEnSYSRch Q¥ iguRaliep da ARt RATINIR %W%m&%‘%ﬂ@ LB, from the
described as
authenticating device, at the authenticated device; and

an authentication processing step to perform an authentication process between the
authenticating device and the authenticated device, based on the prescribed algorithm
identifier and the prescribed encryption key identifier received by the second receiving
step.

Alternatively, there is provided according to the above-mentioned embodiment an
authenticating method inciudhag:

a first transmitting step to transmit, from an authenticated device storing at Jeast one
algorithm identifier and at Jeast one encryption key identifier, to an authenticating device,
the at least one algorithm identifier and the at least one encryption key identifier stored;

a first receiving step to receive the at least one algorithm identifier and the at least one
encryption key identifier transmitted from the authenticated device by the first transmitting
step, at the authenticating device storing a plurality of algorithm identifiers and a plurality

of encryption key identifiers;
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"units" in the explanations for each embodiment, by firmware stored in
ROM 39. Alternatively, such another configuration is also possible to
implement what are described 15 as "gqits" in the explanations for each
embodiment by software, hardware or combination of software, hardware
and firmware. Further, such another configuration is also possible to store
the Jslegiaaap iniplkah ehtieaeh emibodingedtwise Us g sederdidgorithm
apparatuses with the other recording media, such as a FD (Flexible Disk),
ideniiiopticd hdiskscaleh g@ompant@iskl;raifitDti\bins @GeDisk J fer @ DdDicating
(Digital Versatile Disk). In such a case, a FDD 45 (Flexible Disk Drive 45),
devace dropautolisktbirivel 861 QR RI86)itnd ithatiker ard frowideskirvthisncryption key
- configuration as shown in Fig. 14. Industrial Applicability 25 The
idegaimmuenicatiory dbyiced 00 @stditheleamiemication fdevipkn206yas skateichm
above 33 can be used not only as a roadside device at a store side and
idewtrfion-bodiad ldestioaad & heatlictdiin Hacdpvesesuigbneiier Ditbalddhashan
authenticating device and as an authenticated device, between mobile
autbamoatinicdtivicedswcamsugihasmeiie tel e Rbeoilas, iduneieo NN URICRISRt one
devices, or a wire communication device and a wireless 5 communication

enceigioa Vi albased siatioadandtlidilikectbieinpgasent invention makes it
possible to perform an authentication and key sharing even between

devicesnidnplamentingsdifeseniaigar ithimseanihda AlowRsYRanTandid he
device to remain operable even when one algorithm is made unusable

prestuibda brealginenafeihiacatgmvithinaedelike sRdriphes the Arageithenticating

invention makes it possible to reduce the risk of decrease in security due
devicehredlgngtatiheadgaiitiea;or the like. Further, the present invention

makes it possible to reduce chances of unauthorized

a second receiving step to receive the prescribed algorithm identifier and the
prescribed encryption key identifier transmitted by the second transmitting step, from the
authenticating device, at the authenticated device; and

~ an authentication processing step to perform an authentication process between the
authenticating device and the authenticated device, based on the prescribed algorithm
identifier and the prescribed encryption key identifier received by the second receiving
step,

It is possible to allow pérts or the whole of what are explaiﬁed as “units” in the above
explanationé for each embodiment to be configured with programs operable on computers.
Those programs can be written in C language, for example. Alternatively, HTML, SGML
or XML may be used.

Fig. 14 is a hardware configuration diagram.

When programs operable on computers constitute parts or the whole of what are

described in the above explanations for each embodiment as “units”, the communication

devices 100 and 200 are equipped with CPU 37 (Central Processing Unit 37) to execute
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decryption by eavesdropping or the like, and to improve the security. 15
34 CLAIMS 1. An authenticated device comprising: a memory unit to
store at least one algorithm identifier agd at least one encryption key
identifier in such a manner that one algorithm identifier and one
encryption key identifier are paired as one profile; a transmitting unit to
pro gransnit, desanbadtidnticating tbwiCe i aidegstrore, atgorithmsdentifiebus 38,
and the at least one encryption key identifier stored by the memory unit in
RABLEN RmeloneAthatohealgorithm idertifiangid dhenaaasyplienikeyr a memory
identifier are paired as one profile; a receiving unit to receive, from the
unitaatdenticaiingidericeparplascilablit algontimmicanifierhntoontagsibedrther, it
encryption key identifier paired as a prescribed profile selected from

is ahmengithetatdeathonealgoiim identifisraoddne atdeashoRed Ay as
key identifier transmitted by the transmitting unit; and an authentication

ROProcegsiag onil iopasar i panautheticaiianprases s MilhdbRribed in Fig. 14.
authenticating device, based on the prescribed algorithm identifier and the

pragesiied s enel yptigmikepidentfigiepriled 88 Wit LaFR i nits” in the
received by the receiving unit. 2. An authenticated device comprising: a

abeWﬂ%&ﬁilﬁﬁ@ﬁ@fﬁéﬂ%ﬁi&@ﬁtﬁlﬁ@@%ﬁb@???g@raxﬁé leagtiane 4 siores

encryption key identifier, and at least one profile identifier to identify at

pro @ ask eRecpradile, wharehy sengslacsithmidenttins arpragHhs atieast one

algorithm identifier and one encryption key identifier among the at least
emBYIRNETY PHRNEY I ARMHBFREE PRIECDored in the memory devices. The group of
programs 49 is executed by CPU 37, OS 47 etc.  The memory devices store results of
each process.

Further, such a configuration is also possible to implement what are described as
“units” in the explanations for each embodiment, by firmware stored in ROM 39.
Alternatively, such another configuration is also possible to implement what are described
as “units” in the explanations for each embodiment by software, hardware or combination
of software, hardware and firmware.

Further, such another configuration is also possible to store the programs to
implement each embodiment by using recording apparatuses with the other recording
media, such as a FD (Flexible Disk), an optical disk, a CD (Compact Disk), a MD (Mini
Disk) or a DVD (Digital Versatile Disk). In such a case, a FDD 45 (Flexible Disk Drive

45), a compact disk drive 86 (CDD 86) and the like are provided in this configuration as

shown in Fig. 14.

Industrial Applicability

The communication device 100 and the communication device 200 as stated above
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a transmitting unit to transmit the at least one profile identifier stored by
the 35 memory unit to an authenticating device; a receiving unit to
receive, from the authenticating devicg, a prescribed profile identifier
selected from among the at least one profile identifier transmitted by the
transmitting unit; and an authentication processing unit to perform an
canduthenticationlprecesmdvith the/iauthenticatisigadadcs, hasesd@dRice at a
prescribed algorithm identifier and a prescribed encryption key identifier
vehairedHNCa driesatihag:peafilevidentified by sheareserkes wofilg identifier
received by the receiving unit. 3. An authenticated device comprising: a

auteerienRiut e Skere @hleatiene AlaarmMddeRIIRS AIIERASHRMGe telephones,
encryption key identifier, and a version identifier to identify a version

wirineieatingicusel Wesiuel ar Maneehinahanassh iklemen iomatleast one
algorithm corresponding to the at least one algorithm identifier; a

contiAMsEAtdNAIBRLI o ansRd the versipnddantifier stored by the memory
unit to an authenticating device; a receiving unit to receive, from the

authepiicatingAgiics rAREs SeHbeb1alopthY e Rl CRLaIRERdING QB ing

prescribed algorithm selected from among the at least one algorithm

evefoBBtnG:e-sREINdipRIsEPM hemeksionddaniified Ry thensrsiQysidanifier

transmitted by the transmitting unit; and an authentication procéessing unit

devi@eﬁ@ﬁ@ﬂ&‘i@ﬁ@%ﬁ%@%ﬂgﬂeﬁrgﬁgﬁ Wigh the, x?i%@%%%'i@%&? Y&%akmﬁ of

based on the prescribed algorithm identifier received by the receiving un

the ad QA PFeseTiRed encryption key identifier paired with the prescribed
algorithm identifier.

Further, the present invention makes it possible to reduce the risk of decrease in
security due to breaking of the algorithm or the like.
Further, the present invention makes it possible to reduce chances of unauthorized

decryption by eavesdropping or the like, and to improve the security.



4. An authenticating device comprising: a memory unit to store at least
one algorithm identifier and at least one 36 encryption key identifier in
such a manner that one algorithm identifier and one encryption key
identifier are paired as one profile; a receiving unit to receive at least one
algorithm identifier and at least one encryption key identifier from an
authenticated device; a selecting unit to select a prescribed algorithm
identifier and a prescribed encryption key identifier paired as a prescribed
profile stored by the memory unit from34among the at least one algorithm
identifier and the at least one encryption key identifier received by the
receiving unit, when the at least one algorithm identifier and the at least
one encryption key identifier storedipyath $nemory unit in such a manner
that one algorithm identifier and one encryption key identifier are paired as
one profile exist among the at least one algorithm identifier and the at
least one encryption key identifier received by the receiving unit; a
transmitting unit to transmit the prescribed algorithm identifier and the
L. prestiisadhentisaitd skegidemariasipgired as the prescribed profile
selegted Ryfie SSICRINg IO {08 Aulentials AeVIBs AN g ot teast one
authentication processing unit to perform an authentication process with
entheptanthkayicated device, baded omiheqrabetibec: aldoritimmideptifidrcanthd one
the prescribe encr ption key identifier p?i ed as the prescribed profile
en TG By RS ARISG B8 DA Liithentcatin device
comprisingdirtMEMeRyt Uditiarsiene ableastomealaanith ddetdiehatat least one
least one encryption key identifier, and at least one profile identifier to

aig%ﬂ}}@igp{gi&g@w&@fﬁé }W}%r@wencrypnon key identifier stored by the memory

unit in such a manner that one algorithm identifier and one encryption key identifier
are paired as one profile;

a recetving unit to receive, from the authenticating device, a prescribed
algorithm identifier and a prescribed encryption key identifier paired as a prescribed
profile selected from among the at least one algorithm identifier and the at least one
encryption key identifier transmitted by the transmitting unit; and

an authentication processing unit to perform an authentication process with the
authenticating device, based on the prescribed algorithm identifier and the prescribed
encryption key identifier paired as the prescribed profile received by the receiving

unit,

2. An authenticated device comprising:

a memory unit to store at least one algorithm identifier, at least one encryption
key identifier, and at least one profile identifier to identify at least one profile whereby
one algorithm identifier among the at least one algorithm identifier and one encryption
key identifier among the at least one encryption key identifier are paired;

a transmitting unit to transmit the at least one profile identifier stored by the



one algorithm identifier among the at least one algorithm identifier and one
encryption key identifier among the at least one encryption key identifier
are paired; a receiving unit to receive at least one profile identifier from an
authenticated device; 37 a selecting unit to select a prescribed profile
identifier stored by the memory unit from among the at least one profile
identifier received by the receiving unit, when the at least one profile
identifier stored by the memory unit exist among the at least one profile
identifier received by the receiving unit-a transmitting unit to transmit the
rescribed profile identifier. selected by the selecting unit to the

p
e, %Hﬁ?&%&g&%@w SHAAAE 4GtHETtication processing unit to perform an

autheriicatarnianess i1 bersuihapticatechdexing: BasRE ONescribed profile
prescribed algorithm identifier and a prescribed encryption key identifier

idopkificy BlechrdbRBedpOitetiteptifets by Bseprideriskatdietifcaauniffied by the
traﬂﬁﬁﬁﬁ‘ﬂﬁ%ﬁy 1hg transmitting unit. 6. An authenticating device
comprising: a’mer_nory unit to store at least one algorithm identifier, at
leastprgbaBistiom Regcsemifisniniupesensioandantifiattetidentifycass with the
eerstion indi%';\et\i[ng agggég such a_manner thali on%ﬁl%t '%lc];%

E nlcatmg % e on da ri:sc:lﬂ ed a% T rﬁ%ld.gr&fn ‘.T[ rescribed
east one algorithm correspon ln% o théat least one agorlf m i entﬁlé)r,

enarypteivikgsudcia iftaeiva ed érgianpdsntiiediimmine aldhefisdabedihe prescribed
vic(?; a selectin ur&ig\to elect a prescribed algorithm corresponding to a

pr%ﬁe%h Fﬁ]ég{eeﬁlb%cﬁgﬁ i «Xr{fi‘ﬁerre(é?&é%w{he memory unit from among the

at least one algorithm forming the set indicated by the version identified

by the version identifier received by the receiving unit, when the at least
3. one ARyBHtAsREerIES S5HIiR GV B H=east one

a memory unit to store at least one algorithm identifier, at least one encryption
key identifier, and a version identifier to identify a version indicating a set in such a
manner that one set is formed from at least one algorithm corresponding to the at least
one algorithm identifier,

a transmitting unit to transmit the version identifier stored by the memory unit
to an authenticating device;

a receiving unit to receive, from the authenticating device, a prescribed
algorithm identifier corresponding to a prescribed algorithm selected from among the
at least one algorithm forming the set indicated by the version identified by the version
identifier transmitted by the transmitting unit; and

an authentication processing unit to perform an authentication process with the
authenticating device, based on the prescribed algorithm identifier received by the
receiving unit and on a prescribed encryption key identifier paired with the prescribed

algorithm 1dentifier.

4. An authenticating device comprising:

a memory unit to store at least one algorithm identifier and at least one



algorithm identifier stored by the memory unit exist among the at least one
algorithm forming the set indicated by the version identified by the version
identifier received by the receiving unit; a transmitting unit to transmit the
prescribed algorithm identifier corresponding to the prescribed algorithm
selected by the selecting unit to the authenticated device; and 38 an
authentication processing unit to perform an authentication process with
the authenticated device, based on thr(#)rescribed algorithm identifier
transmitted by the transmitting unit ant? on a prescribed encryption key

identifier alre the pres ribed algorithm identifier
en g RN <O G- BN, i i L RHbrifatiier and one
enélgpicerskennddaiticestanpalgariondgestifier and at least one encryption

key identifier in such a manner that one algorithm_identifier and one

encryPHEH KEF idaHifierarsisidid s%*bﬁéi%r%‘ﬁ%rifh@aﬂ@%ﬁ%@nd at least one

en@'gonitanddentiisrapd.the 41 Ieastana rrACHEIQN key identifier stored by
the authenticated device; receiving, at an authentlcatlng device storing at

least cﬁeéeatgtgutmt identilert dn e izbrbaantptisleRaY stermtliar prescribed
en@ qgéﬁ 693) 1%%%&?@1]%%%%%{ ?8318 NEEQE {W@rﬁg%wry UIalt from

er a e paire one profil at lehst one a gorithim " identifieran
am@@aﬂheaat dnaaslemmypatgmkﬁmdemmeﬁeramsﬁnmhd frorfedke one encryption key

. . authenticated C? Vi selectln uth ntlc device, esc

O A e DA oSS SRER T 53 b AL BB e e and

thaoheseahachprafieypionaddey ﬁlaenaﬂmenaf@ilw deyige:friony amieng therah manner
least one algorithm identifier and the at least ] ) ,

that one algorithm identifier and one encryption key identifier are paired as one profile

exist among the at least one algorithm identifier and the at least one encryption key

identifier received by the receiving unit;

a transmitting unit to transmit the prescribed algorithm identifier and the
prescribed encryption key identifier paired as the prescribed profile selected by the
selecting unit to the authenticated device; and

an authentication processing unit to perform an authentication process with the
authenticated device, based on the prescribed algorithm identifier and the prescribed
encryption key identifier paired as the prescribed profile transmitted by the

transmitting unit.

5. An authenticating device comprising:

a memory unit to store at least one algorithm identifier, at least one encryption
key 1dentifier, and at least one profile identifier to identify at least one profile whereby
one algorithm identifier among the at least one algorithm identifier and one encryption
key identifier among the at least one encryption key identifier are paired;

a receiving unit to receive at least one profile identifier from an authenticated

device;



one encryption key identifier received, when the at least one algorithm
identifier and the at least one encryption key identifier stored by the
authenticating device in such a manner that one algorithm identifier and
one encryption key identifier are paired as one profile exist among the at
least one algorithm identifier and the at least one encryption key identifier
received; transmitting, from the authenticating device, the prescribed
algorithm identifier and the prescribed encryption key identifier paired as
the prescribed profile selected to the dlthenticated device; and 39

receiving, at the authenticated device, from the authentjcating devijce, the )

ore ot A o RSP T o B ERE R RES B emory

unfaifes agmdhg presenibed prefilecsalertetirim aniongithe aldeastions: unit, when
orithm identifier and the_ at least one encryption key identifier

al r _
the 3 SaTt O RTE Pisrtsteritg A uate Rtidhfol prRtdsiBbfmédrptnans the at least
ondyRenticatingrdeviceand the yautbentisategglevice, based on the

prescribed algorithm identifier and the prescribed encryption key identifier

pairéd B RS &t profieng. ke atthenbiediry Methisaébmpratsted by the
Seﬁ@ﬁﬁgﬁﬁt}m% fiom, dh auiisnticates.deyige storing at least one algorithm
ie

identlfier, at least one encryption key identifier, and at least one profile
identfientbeidentifyrapteastong profite whereby onewdigotitanadgniiiess with the

mong the at least one algorithm identifier and ane engryption ke .
o PR 5N e A et oRe e Btbr Ay TBHHLY RIOSbaltlh, drrescribed
enatpash ans pfile fdensiesstoved pycthebidheoticatattdeties i eadyipgscribed
at an authenticating device storing at least one algorithm identifier, at
profueddentifseypaniksy e tifidRRItNg A% bne profile identifier to
identify at least
6. An authenticating device comprising:

a memory unit to store at least one algorithm identifier, at least one encryption
key identifier, and a version identifier to identify a version indicating a set in such a
manner that one set is formed from at least one algorithm corresponding to the at least
one algorithm identifier;

a receiving unit to recelve a version identifier from an authenticated device;

a selecting unit to select a prescribed algorithm corresponding to a prescribed
algorithm 1dentifier stored by the memory unit from among the at least one algorithm
forming the set indicated by the version identified by the version identifier received by
the receiving unit, when the at least one algorithm corresponding to the at least one
algorithm identifier stored by the memory unit exist among the at least one algorithm
forming the set indicated by the version identified by the version identifier received by
the receiving unit;

a transmitting unit to transmit the prescribed algorithm identifier corresponding
to the prescribed algorithm selected by the selecting unit to the authenticated device;

and



one profile whereby one algorithm identifier among the at least one
algorithm identifier and one encryption key identifier among the at least
one encryption key identifier are paired, the at least one profile identifier
transmitted from the authenticated device; selecting, at the authenticating
device, a prescribed profile identifier stored by the authenticating device
from among the at least one profile identifier received, when the at least
one profile identifier stored by the authenticating device exist among the at
least one profile identifier received,; tra?\%mitting, from the authenticating

device, the prescribed profile identifier selected to the authenticated :
Vit SRCRECPHOM AN I P8 SRAHishRCH LRy AT BHF gion Drocess with the

auddhenicatng devisgsdaenrescrihesamideigentfisr selaaee fieRsmitted by the
among the at least one profile identifier transmitted; and performing an
tragppidiigatibl prodest betRESSIRE huRRENRERM sV Pared with the

précﬁ%y?géﬁiﬁgégﬂtgﬁi’i‘&%nﬁﬁé?.d on a prescribed algorithm identifier and a

prescribed encryption key identifier paired by a prescribed profile
identified by the prescribed profile identifier. 9. An authenticating method
7 €om rilsg%% tg?ns%i{[ti?l?etgowc%%} ag}sq%nticated device storing at least one
" algorithm’ i eniﬁ?er,% east one e%cryp%’on key identifier, and a version
identifiekboi idegliffranversicnithdicatingda detitesuchrmgannirathabaaealgorithm

. . set is formed from at least one algorithm cqrresponding to the at least :
O B A e e PO CLbrSt by el Hp Bt corthm
idHRMIRE; 1RGIMINGn i S RSN IGaHNE HeMis e aIANNEsBb HRASENE, the at least one

algorithm identifier, at .

algorithm identifier and the at least one encryption key identifier stored by the
authenticated device;

receiving, at an authenticating device storing at least one algorithm identifier
and at least one encryption key identifier in such a manner that one algorithm identifier
and one encryption key identifier are paired as one profile, the at least one algorithm
identifier and the at least one encryption key identifier transmitted from the
authenticated device;

selecting, at the authenticating device, a prescribed algorithm identifier and a
prescribed encryption key identifier paired as a prescribed profile stored by the
authenticating device from among the at least one algorithm identifier and the at least
one encryption key identifier received, when the at least one algorithm identifier and
the at least one encryption key identifier stored by the authenticating device in such a
manner that one algorithm identifier and one encryption key identifier are paired as
one profile exist among the at least one algorithm identifier and the at least one
encryption key identifier received;

transmitting, from the authenticating device, the prescribed algorithm identifier
and the prescribed encryption key identifier paired as the prescribed profile selected to

the authenticated device; and



least one encryption key identifier, and a version identifier to identify a
version indicating a set in such a manner that one set is formed from at
least one algorithm corresponding to the at least one algorithm identifier,
the version identifier transmitted from the authenticated device; selecting,
at the authenticating device, a prescribed algorithm corresponding to a
prescribed algorithm identifier stored by the authenticating device from
among the at least one algorithm forming the set indicated by the version
identified by the version identifier recel¥ed, when the at least one

algorithm correspo d|ng o the at least ane orlth |de tifier stored
the. ZERFE Bt Hevibe BHLE Ao e 68k e SHOBFHFA B

préﬁ&}%@ﬁ'%@é‘é@lﬁﬁrﬁ%ﬁ?ﬁlﬁ@ﬁ%@ 'Q@Bﬁ@%ﬁ%éﬂ%M@fﬂﬁfbiﬂﬁ@?ﬂi‘%fentiﬁer paired as

received; transmlttln% from the authenticating device, the prescribed
£

theapaetRARFHBFR Selccief 858 raman ol isc2hreati R aksswIi denstlisn and the
at Qe AUhRMsateddoviss: And espiving. At g authenticated device,
from the authenticating device, the prescribed algorithm identifier
corr@@pﬁ@rﬁm@t@mhgtbmmbed akyoritirhaselectedcfrathentiongnipeeitice and the
wlfEShEREFARTIAM foming e el incleaied Y e SER eI B escribed
€ Version identifier transmi perfor ng an authentication
enqrgsiess bepwéanitie puitehiicdingrdestitedpddhie:. authentlcated device,
based on the prescribed algorithm identifier and on a prescribed
encryption key identifier paired with the prescribed algorithm identifier.

8. Assggmgﬁﬁ@uﬁ?m@gmmg@ includes a memory unit 220 to
store at least one algorithm identifier and at least one encryption key

identResalfiagsnifiting dhirptergicated device storing at least one algorithm

identifier, at least one encryption key identifier, and at least one profile identifier to

106, the

identify at least one profile whereby one algorithm identifier among the at least one
algorithm identifier and one encryption key identifier among the at least one
encryption key identifier are paired, the at least one profile identifier stored by the
authenticated device;

recelving, at an authenticating device storing at least one algorithm identifier, at
least one encryption key identifier, and at least one profile identifier to identify at least
one profile whereby one algorithm identifier among the at least one algorithm
identifier and one encryption key identifier among the at least one encryption key
identifier are paired, the at least one profile identifier transmitted from the
authenticated device;

selecting, at the authenticating device, a prescribed profile identifier stored by
the authenticating device from among the at least one profile identifier received, when
the at least one profile identifier stored by the authenticating device exist among the at
least one profile identifier received;

transmitting, from the authenticating device, the prescribed profile identifier

selected to the authenticated device; and



transmit at least one algorithm identifier and at least one encryption key

identifier stored by the memory unit 220 to an authenticating device 100, a

receiving unit 211 to receive a prescribed algorithm identifier and a

prescribed encryption key identifier selected from among at least one

algorithm identifier and at least one encryption key identifier transmitted

by the transmitting unit 212 from the authenticating device 100, and an

authentication processing unit 296 to perform an authentication process

with the authenticating device 100 bad8d on the prescribed algorithm

identifier, and the p%escribed encr)éptéon key identifier recejved. bg/ the .

recei ST g -4y the authenticated device; from the authenticating device, the
prescribed profile identifier selected from among the at least one profile identifier
transmitted; and

performing an authentication process between the authenticating device and the

authenticated device, based on a prescribed algorithm identifier and a prescribed
encryption key identifier paired by a prescribed profile identified by the prescribed

profile identifier.

9. An authenticating method comprising:

transmitting, from an authenticated device storing at least one algorithm
identifier, at least one encryption key identifier, and a version identifier to identify a
version indicating a set in such a manner that one set is formed from at least one
algorithm corresponding to the at least one algorithm identifier, the version identifier
stored by the authenticated device;

receiving, at an authenticating device storing at least one algorithm identifier, at
least one encryption key identifier, and a version identifier to identify a version
indicating a set in such a manner that one set is formed from at least one algorithm
corresponding to the at least one algorithm identifier, the version identifier fransmitted
from the authenticated device;

selecting, at the authenticating device, a prescribed algorithm corresponding to
a prescribed algorithm identifier stored by the authenticating device from among the at
least one algorithm forming the set indicated by the version identified by the version
identifier received, when the at least one algorithm corresponding to the at least one
algorithm identifier stored by the authenticating device exist among the at least one
algorithm forming the set indicated by the version identified by the version identifier
received;

transmitting, from the authenticating device, the prescribed algorithm identifier
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corresponding to the prescribed algorithm selected to the authenticated device; and
receiving, at the authenticated device, from the authenticating device, the
prescribed algorithm identifier corresponding to the prescribed algorithm selected
from among the at least one algorithm forming the set indicated by the version
identified by the version identifier transmitted; and
performing an authentication process between the authenticating device and the
authenticated device, based on the prescribed algorithm identifier .and on a prescribed

encryption key identifier paired with the prescribed algorithm identifier.





