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HARDWARE INTEGRITY CHECK

The present invention relates to the detection of hardware tampering and verifying the
physical integrity of a data processing device, in particular to facilitate guarding against

hardware modification and detecting modifications of hardware components in the device.

BACKGROUND

At present, most attacks aiming to hijack digital devices focus on software but as the
robustness of secure software will continue to increase, attacks will increasingly focus on
hardware. Attacks based on hardware tampering by removing, adding or swapping one or
more integrated circuits or other hardware components in a device or emulating such
hardware components with an external device are known. It will therefore be increasingly
important to verify device integrity at a hardware level. This is particularly the case where
the integrity of the device is crucial to protect revenue streams, such as in conditional
access systems, for example in television set-top boxes, or digital rights management, but
also in all general purpose computing platforms such as personal computers and portable
devices such as laptops, mobile phones, smart phones, tablets, etc, which are
increasingly used for sensitive applications including privacy and security concerns, such
as electronic banking or e-health. With the increasing connectivity of almost all everyday

devices (internet of things), the need for hardware integrity checks will become pervasive.

Several solutions that ensure integrity of software in a data processing system are known
and include various approaches, for example creating signatures of software components
by storing a hash of each software component and comparing a hash created from each
software component on system start-up. Such solutions are sometimes facilitated by
dedicated security hardware, such as the Trusted Platform Module (TPM) developed by
the Trusted Computing Group (TGC). In TCG’s Trusted Network Connect (TNC)
architecture, the TPM is used for integrity measurement and remote attestation. During
the boot process, the TPM measures (hashes) all the critical software and firmware
components of a PC, including the BIOS, boot loader, and operating system kernel,
before they are loaded. By making these measurements before the software runs and
storing them on the TPM, the measurements are isolated and secure from subsequent
modification attempts. When the PC connects to the network, the stored measurements
are sent to a TNC server, checked against the server’s list of acceptable configurations,

and quarantined as an infected endpoint if a non-match occurs.
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SUMMARY

Aspects of the disclosure are set out in the independent claims. Some optional features of

disclosed embodiments are set out in the dependent claims.

In some aspects of the disclosure, a data processing device comprises a plurality of
hardware components, such as one or more of a microprocessor, a central processing
unit, a system on chip device, a conditional access device, a descrambler device, a
graphics device, a video device, a chip, RFID or key reader, a Trusted Platform Module
and a field programmable gate array device. A first hardware component of the plurality of
hardware components is configured to send a challenge to at least one remaining
hardware component of the plurality of hardware components. Each remaining hardware
component is configured to receive a respective challenge, for example from the first
hardware component or from another remaining hardware component, and to process the
challenge to produce a response. The device is configured to verify device integrity based
on response(s) from the at least one remaining hardware component, for example by

checking if the response(s), or a last response of a chain of responses, are as expected.

In some embodiments, the device is configured to generate a device verification key
based on the response(s) produced by the at least one remaining hardware component,
the device verification key being useable to verify the integrity of the data processing
device. For example, the first hardware component may receive one or more responses,
generate the device verification key and verify or otherwise use it, or these tasks may be
carried out by different hardware components in the device. For example the first
hardware component may send information about one or more responses to a second
hardware component generating the device verification key using the received information
and decrypting the mission critical information or sending the device verification key to a
third hardware component, which decrypts the mission critical information. One or more
device verification keys may be generated based on the collective response of the
hardware component or hardware components and the device verification key or keys

may simply be the response or responses by the hardware component(s).

In some embodiments, the device comprises a memory storing mission critical information
in encrypted form. Mission critical information is required by the device or an aspect of the
device in decrypted form to function. The device may use one or more device verification

keys based on response(s) produced by the remaining hardware component(s) to decrypt
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the encrypted mission critical information (either by the hardware component generating
the one or more device verification keys or another hardware component receiving the
one or more device verification keys from that hardware component). Thus, device
clarification may be implicit in the success (or failure) to decrypt the mission critical
information). The one or more device verification keys may be generated based on the
response(s) or may simply be the response(s). In the case of more than one remaining
hardware component, for example, one or more of the responses may be used as the
device verification key or keys, depending for example on whether the responses are
generated independently or in a chain with each response depending on previous
responses. In general, thus, the collective response of the remaining hardware
component(s), for example the individual responses or one or more of the responses
depending on the remaining individual responses, may be used to decrypt the mission
critical information. Advantageously, by using the response of the remaining hardware
component(s) to decrypt mission critical information required by the device (or an aspect
of it) to function, an attack on the device that would attempt to merely circumvent device
verification would fail. Since the response is used to decrypt mission critical information,
rather than just for a check against one or more expected values, circumventing the
verification step would leave the device non-functional in the absence of the mission

critical information.

An example of mission critical information is firmware (or other software) required for the
device or an aspect of the device to function. For example, the mission critical information
may comprise one or more of a BIOS, an operating system kernel, a hardware component
driver, a boot loader, a content decryption key. In one specific example, the data
processing device comprises a conditional access device and the mission critical
information comprises a decryption key for use by conditional access device to control
access to content consumable using the data processing device. In another specific
example, the data processing device comprises a video descrambler and the mission
critical information comprises a descrambling key for use by the video descrambler to

descramble a video signal.

In some embodiments, an initial remaining hardware component is configured to receive
its challenge from the first hardware component and the challenge received by each
subsequent remaining hardware component is the response produced by a respective
preceding remaining hardware component. For example, each subsequent remaining
hardware component may receive the response produced by its preceding hardware

component directly from the preceding hardware component or the preceding hardware
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component may send its response to the first or another hardware component, which then
sends it to the subsequent hardware component. A last one of the remaining hardware
components is configured to send its response to the first hardware component, directly or
via an intermediate hardware component. The device may be configured to generate the
device verification key using the response received from the last one of the remaining
hardware components, at the first or another hardware component, as described above.

The response received may be used directly as the device verification key.

In embodiments where each subsequent remaining hardware component receives as its
challenge the response from the preceding hardware component directly from the
preceding hardware component, communication is simplified in that responses /
challenges are routed between the hardware components in question rather than having
to be routed back and forth with the involvement of a first hardware component or other

communication hub.

Each of the remaining hardware components may be configured to apply a non-transitive
function to a received challenge to produce its response. Advantageously, in
embodiments in which the challenge for a subsequent hardware component is the
response from the preceding hardware component, using a non-transitive response
function makes the overall response sensitive to the order in which the challenge is
passed from hardware component to hardware component, so that a correct last response
or generated device verification key verifies not only the individual hardware components

but also the order of their arrangement in the verification chain.

The hardware components may be connected in various configurations using various
means. In some embodiments, the hardware components interconnect using a bus, for
example an 12C bus. In some embodiments, the hardware components may be
interconnected using dedicated physical connections, for example each remaining
hardware component being connected to the first hardware component by a dedicated
physical line over which the first hardware component can write to and read from the

remaining hardware components.

In some embodiments, the remaining hardware components are connected in a chain with
an input of an initial remaining hardware component in the chain connected to an output of
the first hardware component. An input of each subsequent remaining hardware
component in the chain is connected to an output of a respective preceding remaining

hardware component in the chain and an input of the first hardware component is
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connected to an output of a last one of the remaining hardware components in the chain.
The first hardware component is configured to send a challenge to the input of the initial
remaining hardware component in the chain and is further configured to receive one or
more of the responses produced by the remaining hardware components at the input of
the first hardware component. These embodiments employ a daisy chain physical
connection model but can support sending individual challenges to each remaining
hardware component and receiving individual responses at the first hardware component
by causing all but the “active” remaining hardware component receiving a challenge and
providing a response to merely pass through the challenge (upstream of the “active”

hardware component) and response (downstream of the “active” hardware component).

As with any of the physical connection schemes discussed here, the individual challenges
may be the same or different for each remaining hardware component, may be specific to
each remaining hardware component or may be (or be determined by) a response
previously received by the first hardware component. The challenges may be fixed or vary
over time. Of course, the physical connection chain, in some embodiments, also facilitates
a logical chain where each response is passed directly from a preceding hardware
component to a subsequent hardware component as the challenge for the subsequent
hardware component. The one or more responses received by the first hardware
component may be used by the device for device integrity verification as described above,
for example by the first hardware component or one or more different hardware
components of the device receiving information about the one or more responses as

received by the first hardware component.

Each remaining hardware component in the chain may implement an infrastructure similar
to the IEEE Standard1149.1 (JTAG) specification. See IEEE Standard 1149.1-2013 or any
previously published version, incorporated herein by reference. Specifically, each
remaining hardware component may have an instruction shift register for receiving an
instruction of a set of instructions. The set of instructions may include at least a process
challenge instruction to process a challenge and produce a response. Each remaining
hardware component may further have a data shift register that corresponds to the
process challenge instruction, for receiving a challenge. Each remaining hardware
component may be configured to implement a number of modes. For example, each of

these modes may be implemented using states of a JTAG-like state machine.

It will be understood that the term “shift register” is used herein to cover any

implementation of a data register or store in which bits are shifted in one side of the
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register (e.g. least significant bit) and shifted out on the other (e.g., most significant bit) on
a first-in-first-out basis, whether implemented as a physical register of digital electronic
circuitry, such as flip-flops, by general purpose digital logic or otherwise. Likewise, a “shift
register” as understood herein may have a parallel interface to the register for reading,
writing or both. For example, in the context of a shift register used in the implementation of
a JTAG Test Access Point (TAP), or similar implementations, the bits may be written /
read in parallel inside the hardware component (for example an integrated circuit), for
example in the select IR, select DR, update IR and/or update DR states of the TAP state

machine.

Specifically, in a first mode, each remaining hardware component may be configured to
shift one bit at a time from its input into the instruction shift register and from the
instruction shift register to its output. In a second mode, each remaining hardware
component may be configured to shift one bit at a time from its input into the data shift
register and from the data shift register to its output. In a third mode, each remaining
hardware component may be configured to, when a process challenge instruction is in in
the instruction shift register, read the challenge in the data shift register, process the
challenge to produce a response and write the response to the data shift register. The first
hardware component may be configured to control the mode of all remaining hardware
components together over a mode control line common to all remaining hardware
components. That is all remaining hardware components may be controlled such that they

are in the same mode at any one time.

The first hardware component may be configured to control the mode of the remaining
hardware components to shift respective instructions into the instruction shift registers,
shift challenges into the data shift registers, cause the remaining hardware components to
process the challenges to produce responses and to shift responses out of the data shift
registers, thereby receiving one or more responses from the remaining hardware
components. In embodiments where challenges are supplied and response received
individually a response is received at the first hardware component from each remaining
hardware component. In embodiments where responses are passed from one remaining
hardware component to the next as challenges, the first hardware component receives

only a single response, from the last hardware component in the chain.

Some embodiments implement both a logical chain, passing a response from one
remaining hardware component as a challenge to the next, and a physical chain, passing

the response of one hardware component as the challenge directly to the next one over a
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physical communications line connecting the two remaining hardware components.
Advantageously, implementing a physical and logical daisy chain of remaining hardware
components in a JTAG like architecture, an efficient implementation for device verification
is provided that uses relatively few instructions and can take advantage of existing

infrastructure provided in most hardware components for testing purposes.

In some such embodiments, the first hardware component is configured to cause a
challenge to be shifted bit by bit into the data shift register of the initial remaining
hardware component, the initial remaining hardware component to process the challenge
and write its response to its data shift register, the response from the data shift register of
the respective preceding hardware component in the chain to be shifted bit by bit into the
data shift register of each subsequent remaining hardware component in the chain, each
subsequent hardware component to process the response from the respective preceding
hardware component in its data shift register as its challenge to write its response to the
data shift register and the response written to the respective data shift register of the last
remaining hardware component in the chain to be shifted bit by bit to the input of the first

hardware component.

The first hardware component may be configured to cause a process challenge instruction
to be executed by each subsequent remaining hardware component in the chain not
before the respective preceding hardware component in the chain has been caused to
write its response to its data register. This may be implemented in some embodiments by
using a combination of process challenge instructions and bypass instructions (which
cause the remaining hardware component in question to pass through the signal from its
input to its output). In other embodiments, a simpler set of instructions may be used. In
particular, in some embodiments, a process challenge instruction is loaded into all
instruction shift registers and the challenges and response then simply shifted from one
hardware component to the next, data shift register width by data shift register width, with
unwanted responses to intermediate invalid or irrelevant data simply discarded. However,
in embodiments in which the process challenge instruction is only executed when the
response from the preceding remaining hardware component has been loaded into the
corresponding data shift register, the remaining hardware components are
advantageously able to maintain an internal state so as only to produce a response once
when the challenge is passed down the chain. This enables implementations where it is

desirable that the challenge / response chain is executed only once after device start-up.
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In some embodiments, the first hardware component is configured to cause each
remaining hardware component in the chain to only execute a process challenge
instruction once between shifting the challenge into the data shift register of the initial
remaining hardware component in the chain and shifting the response written to the data
shift register of the last remaining hardware component in the chain to the input of the first
hardware component. By executing the challenge response instruction only once for each
challenge / response chain, the remaining hardware components can each maintain an
internal state as a function of processing the challenge, for example returning a different
response for each challenge / response chain execution, such as providing a response
that is a function of the current challenge and a response from a previous challenge /
response chain execution. Advantageously, this enables each response to be made

dependent on all previous challenges, for example to chain device verifications.

In some embodiments, a physical layer used for implementing communications between
the first and remaining hardware components and between remaining hardware
components is compliant with the IEEE Standard1149.1 (JTAG) specification, each
remaining hardware component comprising a TMS, TCK, TDI and TDO pin and a
specification compliant state machine and implementing at least the minimal instruction
set required by the specification. The first hardware component may monitor the TDO pin
of the last remaining hardware component, for example the first hardware component may

have an input pin connected to the TDO pin of the last remaining hardware component.

Typically, a response is produced as a function of the challenge. In all aspects and
embodiments, producing a response may comprise combining the challenge with a
hardware component key associated with the remaining hardware component producing
the response and, for example, applying a one-way function to the combination. The one-
way function may be a cryptographic hash function. Processing a challenge to produce a
response may comprise hashing the challenge together with the hardware component
key. Hashing may be done using a cryptographic hash function, for example MD5, SHA-0,
SHA-1, SHA-2 or SHA-3. hardware component. In general, the hardware components
may each produce a response that is specific to the the specific make, type or version of
the hardware component, or specific and unique to the individual hardware component.
Typically, the response will also be specific to the challenge, i.e. two different challenges
will elicit corresponding different responses from a hardware component. Further, the
response may be dependent on an internal state of the hardware component, which in

turn may depend on previous challenges.
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BRIEF DESCRIPTION OF THE DRAWINGS

Specific embodiments are now described by way of example with reference to the
accompanying drawings in which:

Figure 1a, 1b and 1c¢ illustrate data processing devices with a plurality of data
processing hardware components interconnected for device verification using various
connection schemes;

Figure 2 illustrates a method of device verification;

Figure 3 illustrates a method of device verification including decryption of
encrypted mission critical information;

Figures 4a and 4b illustrate examples of the method of Figure 3;

Figure 5a and 5b illustrate a method based on individual challenge response pairs;

Figure 6 illustrates an implementation of the method of Figures 5a and 5b with
data processing hardware components connected in a chain for device verification;

Figure 7 illustrates details of a chain connection scheme compliant with IEEE-
1149.1;

Figure 8 illustrates states of the data processing hardware components in the
chain during challenge response pair collection from the data processing hardware
components;

Figure 9 illustrates a method based on a chain of challenge response pairs with a
preceding response acting as a subsequent challenge, respectively at a first and each
remaining hardware component;

Figure 10 illustrates an implementation of the method of Figures 9a and 9b with
data processing hardware components connected in a chain for device verification;

Figure 11 illustrates states of the data processing hardware components in the
chain during execution of challenge response pair chain using a single instruction;

Figure 12 illustrates states of the data processing hardware components in the
chain during execution of challenge response pair chain using two instructions to enable
data processing hardware components to be limited to producing a single challenge
response pair; and

Figure 13 illustrates states of the data processing hardware components in the
chain during execution of challenge response pair chain using three instructions to
enable data processing hardware components to be limited to producing multiple
challenge response pairs while maintaining an internal state related to each challenge

response pair.
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SPECIFIC DESCRIPTION

With reference to Figures 1A, 1B and 1C, a data-processing device 100 comprises a
plurality of data processing hardware components 102, 104, 106, 108. The device 100
may be any device that processes data, for example a server; personal computer; mobile
computing device like a smart phone or tablet; set-top box; smart TV; digital video
recorder; camera; video camera; video recorder; media consumption, access or recording
device; access control device for controlling a gate or door; toll gate; ski lift gate; control
device; industrial process control device; electronic fitness or health device; connected
household device; etc. Typically, the device 100 will have one or more input interfaces,
such as a keyboard; card reader; RFID reader; camera; microphone; one or more
connectors; a wired and/or wireless network connection; etc., and one or more output
interfaces, such as a display; a loudspeaker; a printer; one or more connectors; a wired

and/or wireless network connection; etc.

The hardware components 102. 104. 106 and 108 may be disposed in a common device

enclosure or housing.

The hardware components will typically be or include integrated circuits or chips, for
example a microprocessors, Central Processing Unit (CPU) or System-on-Chip (SoC).
The hardware components typically have pins to receive inputs and present outputs and
are typically interconnected by conductors, for example conductive traces on a circuit
board, wires, etc. One of the hardware components may, for the purpose of device
verification, act like a master hardware component 102 to drive communications with
remaining hardware components, with the remaining hardware components acting like
slave hardware components 104, 106, 108 receiving and responding to signals from
hardware component 102. The hardware components 102, 104, 106 and 108 are, in some
embodiments, arranged in a chain with challenges and/or responses passed from one
hardware component to do next (see Figure 1A), as will be described in more detail
below. With reference to Figures 1B, in other embodiments, the hardware components
104, 106 and 108 communicate with the hardware component 102 over dedicated bi-
directional connections between the hardware component 102 and each of the hardware
components 104, 106 and 108. In some embodiments, the hardware components102,
104, 106 and 108 communicate over a bus 110 (see Figure 1C). In some embodiments,
the bus 110 is an [2C bus and the hardware component 102 acts as a master on the 12C
bus, reading and writing to and from the hardware components 104, 106 and 108 to elicit

and collect responses for device verification.
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In some embodiments, the hardware component 102 is a hardware component that
executes a boot loader for the data-processing device 100, for example a CPU or SoC.
However, in other embodiments, the hardware component 102 can be any hardware
component in the device 100 configured to elicit and collect responses. In the example of
the data-processing device 100 implementing a set-top box, the remaining hardware
components 104, 106 and 108 may be a conditional access module, a video descrambler
and a communications interface, for example. It will, of course, be appreciated that
embodiments are not limited to four hardware components (one hardware component
initiating in the challenge and three hardware components responding) but could include
any number of hardware components, for example two hardware components (one
initiating hardware component, one responding hardware component), three hardware
components (one initiating hardware component, two responding hardware components)

or any number of hardware components larger than four.

With reference to Figure 2, the data-processing device 100 is configured to send
challenges to the hardware components in the device 100 at step 202, to receive a
response from the hardware components at step 204 and to use the response to verify
device integrity at step 206. Verification of device integrity may be done in a number of
ways, for example by comparing the response to an expected response. The response of
the hardware components may be the set of responses from each hardware component, a
response from a last hardware component in a chain of responses, each response
depending on the previous response(s) (as described in detail below) and/or a derived
gquantity such as one or more device verification keys derived from the response or

responses.

With reference to Figures 3, in some embodiments, the device 100 is configured to send
challenges to the hardware components in the device 100 at step 302, to receive a
response from the hardware components at step 304 and to use the response to decrypt
mission-critical information at step 306. Mission-critical information is information that is
stored in the device 100 in encrypted form but is needed in decrypted form for the device
100 or an aspect of the device 100 to function. At step 308, the device uses the mission-
critical information for device initialisation, device operation or an aspect of device
initialisation or operation. In case of an incorrect response from the hardware
components, for example where one or more of the hardware components have been

tampered with, the mission-critical information will not decrypt correctly at step 306 and,
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consequently, step 308 will fail. Thus, step 308 can only be carried out if the hardware

components have provided the correct response.

Throughout this description, a challenge will be understood to mean any item of data, for
example a number, an alphanumeric string, a sequence of bits, in any appropriate format
or base, which is transmitted from one hardware component to another hardware
component to elicit a response by the other hardware component, typically as a function
of the challenge. The response may be produced by, for example, combining, for
example concatenating , the challenge with a hardware component key specific to the
hardware component and passing the result through a hash function, for example MD5,
SHA-1, SHA-2 or SHA-3.

Verification of whether the response is as expected based on knowledge about how the
response is produced by a valid, non-tampered hardware component enables verification
of the integrity of the hardware component. The response expected for valid hardware
components may be determined based on prior knowledge of the response behaviour of
each hardware component, or may be established during a set-up phase as part of the
manufacturing process, where the one or more challenges are sent to the hardware
components, the response(s) observed and an expected response (or information
allowing its verification, such as a hash) may be recorded, typically in a one-time write
physical memory in a secure part of the device 100, for example in the hardware

component 102.

As described above, in some embodiments, the actual response is compared to an
expected response for system verification, while in some embodiment the expected
response is used to encrypt mission critical information. In the former case, the responses
can be compared using respective hashes, reducing the risk of discovery of the expected
response by only storing a hash of the response in the device. Specifically, a hash of the
expected response can be stored and compared with a hash of the actual response can
be compared to avoid storing the expected response. In the latter case, the mission
critical information can be encrypted once during manufacture or set-up of the device,
using the expected response, and stored in encrypted form. As a result, the expected
response need not be stored in the device 100, removing a possible avenue for attack.
Alternatively, the expected response may be stored if it is necessary to update the mission
critical information from time to time. Thus, a (collective) response or individual responses
from a plurality of hardware components in a device can be used to verify the integrity of

the plurality of hardware components/the device in various ways.
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Some embodiments, in which the boot sequence of the data-processing device 100 loads
firmware, are now described with reference to Figure 4A. In some of these embodiments,
the hardware component 102 starts and executes a boot sequence at step 402. As part of
the boot sequence, the hardware component 102 sends a challenge to the hardware
components 104, 106 and 108 at step 404 receives a response at step 406. For example,
the hardware component 102 sends a challenge to the hardware component 104, which
returns a response to the hardware component 102. This is then repeated for hardware
components 106 and 108. The challenge for hardware components 106 and 108 may be
the previously received response (that is the response from hardware component 104 and
1086, respectively) or maybe the same or a different independent challenge for each
hardware component. Alternatively, hardware component 104 may send its response to
hardware component 106 as a challenge, with hardware component 106 sending its
response to hardware component 108 as a challenge and hardware component 108
returning its response to hardware component 102. This will be described in further detail

below.

At step 408, the hardware component 102 uses the response to decrypt encrypted
firmware and then continues the boot sequence with the decrypted firmware at step 410. It
will, of course, be understood that the hardware component managing the challenge
response part of the device verification need not be the same hardware component as the
hardware component making use of the response (in these embodiments for decryption of
the firmware) and subsequently using the mission-critical information (in these
embodiments continuing the boot sequence with the decrypted firmware). Managing the
challenge response part, using the response and using the decrypt mission-critical
information may, in dependence upon the specific embodiment and requirements, be
carried out at the same, single hardware component, at respective hardware components
for each task or may be distributed in any suitable way between any number of hardware

components.

Some embodiments, in which a conditional access module of the data-processing device
100 requires a content key to decrypt content to allow it to be presented to a user, are
now described with reference to Figure 4B. Steps 402 to 406 are the same as described
above with reference to figure 4A. At step 412, the hardware component 102 (or more
generally the device 100) uses the response to decrypt the content key and, at step 414,

uses the decrypted content key to decrypt encrypted content for display.
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Some embodiments, in which the hardware component 102 sends a challenge and
receives a response from each hardware component 104, 106 and 108 are now described
with reference to Figure 5A and Figure 5B. At step 502, the hardware component 102
sends a challenge to one of the other hardware components 104, 106, 108. The challenge
is received at the other hardware component at step 504, which produces a response at
step 506.

At step 508, the other hardware component returns the response to hardware component
102, which receives it at step 510. Steps 502 to 510 are repeated until all responses have
been received by hardware component 102. As mentioned above, it will be appreciated
that the challenges may be independent of each other, so that the responses are
independent of each other and used collectively to verify device integrity (in which case
the challenges may be sent out and the responses received interleaved or in parallel), or
all but the first challenge maybe the response received from the previous hardware
component (or derived from that response), so that only the response from the last

hardware component to be challenged may be used for device verification.

At step 512, the hardware component 102 uses the response or responses to decrypt
mission-critical information, for example by generating a device verification key from the
response or responses, and uses the mission-critical information at step 514, as
described above. It will be appreciated that steps 512 and 514 may be replaced with any

steps that make use of the response or responses to verify device integrity.

The process described above with reference to Figures 5A and 5B can be implemented in
any of the architectures described above with reference to Figures 1A, 1B and 1C. A
specific embodiment implementing this process with a chained connection arrangement
described above with reference to Figure 1A is now described with reference to Figure 6.
The hardware component 102 acts as a master and each of the hardware components
104, 106 and 108, connected to form a chain starting at a hardware component 102 and

ending at hardware component 102, implement a respective response function A, B, C (I).

Hardware component 102 transmits a challenge to hardware component 104, which
applies the response function A to the challenge. The response is then sent back to
hardware component 102 via hardware components 104 and 106, which simply pass
through the response (Il). Then, hardware component 102 sends a challenge to hardware
component 106 via hardware component 104, which passes the challenge through.

Hardware component 106 applies the response function B to the challenge and the
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response is transmitted back to hardware component 102 via hardware component 108,
which passes the response through (ll). In a similar fashion, hardware component 108
receives a challenge, passed through hardware components 104 and 106, and the
response produced by hardware component 108 by applying response function C is
transmitted back to hardware component 102 (IV). Hardware component 102 then uses
the responses (or the last response, as the case may be) to verify device integrity as
described above (V). The response functions, in some embodiments, combine their input
(challenge) with a hardware component specific key and produce a hash of the

combination, or otherwise produce a response, as described above.

Various physical layers and protocols can be employed to implement a chained
arrangement as just described, an example of which is specified in IEEE Standard1149.1.
A specific embodiment which may be implemented using the IEEE Standard1149.1

specification is now described with reference to Figure 7.

With reference to Figure 7, each of the hardware components 104, 106 and 108 has an
input pin 702, an output pin 704 and a plurality of shift registers 706 connectable between
the input and output pins 702, 704. The input pin 702 of each subsequent hardware
component, for example hardware component 106, is connected to the output pin 704 of
each preceding hardware component in the chain, for example hardware component 104,
by a data line (a conductor) 708. The output pin of the last hardware component, 108, in
the chain is connected to a data input | of hardware component 102 by a data line 710.
The input of the initial hardware component, hardware component 104, is connected to a

data output O of the hardware component 102 via a data line 712.

Each hardware component 104, 106 and 108 has a number of modes, including a first
mode in which the hardware component 102 can load instructions into an instruction shift
register (not shown) of each hardware component. Hardware component 102 is
configured to do so by shifting bits from its output O towards its input | via the pins 702
and 704 of the hardware components 104, 106 and 108 and the respective instruction
shift registers. In a second mode, the hardware component 102 can load data, in
particular a challenge, into a data shift register associated with a currently loaded
instruction in each hardware component 104, 106, 108. Hardware component 102 is
configured to do so by shifting bits from its output O towards its input | via pins 702 and
704 of the hardware components 104, 106 and 108 and the respective data shift registers.
Thus, an instruction loaded into the instruction shift register in the first mode acts like a

switch determining which data shift register data is shifted through in the second mode. It
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will be appreciated that, as data gets shifted into the data shift register of hardware
component 104, the data previously in the data shift register of hardware component 104
progressively gets shifted into the data shift register of hardware component 106 and so
forth, with the data in the data shift register of the hardware component 108 getting shifted
out of the data shift register of the hardware component 108 and back to the input | of the
hardware component 102. In a third mode, each hardware component 104, 106 and 108
is caused to process the data in its respective data shift register to produce a response

and write the response back into the data shift register.

The shifting of bits and changing of modes at each hardware component 104, 106 and
108 is controlled by the hardware component 102 by a signal at a mode select pin MS of
the hardware component 102 connected by a mode select line 712 to respective mode
select pins 714 of hardware components 104, 106 and 108. The modes of the hardware
components 104, 106 and 108 are controlled by means of a state machine, with state
transitions being determined by the value at the mode select pin MS clocked by a clock
signal (at the leading and/or falling edge) at a clock pin CK connected by a clock line 716

to respective clock pins 718 of hardware components 104, 106 and 108.

In some embodiments, the hardware components 104, 106 and 108 implement the IEEE
Standard 1149.1 specification and hardware component 102, acting as a master, provides
at its MS and CK pins the TMS and TCK signals specified by IEEE Standard1149.1 for the
hardware components 104, 106, 108 and pins 714 and 718 of the hardware components
104, 106, and 108 are, respectively, TMS and TCK pins in accordance with IEEE-1149.1.
Further, in these embodiments, hardware component 102 connects to the TDI pin 702
specified by IEEE Standard1149.1 of hardware component 104 (the initial hardware
component in the chain) with its O pin and to the TDO pin 704 specified by IEEE
Standard1149.1 of hardware component 108 (the last hardware component in the chain)
with its | pin to receive data back from the chain. In these implementations, each hardware
component implements the minimum instruction set required by IEEE Standard1149.1. In
some embodiments, the hardware components 104, 106 and 108 are only partially IEEE
Standard1149.1 compliant and only some or none of the minimum instruction set is
implemented. Hardware component 102 need not implement a TAP in accordance with
IEEE Standard1149.1itself but may act solely as a master driving communications with
hardware components 104, 106 and 108 acting as TAPs using the IEEE Standard1149.1.
Of course, hardware component 102 may also implement a TAP itself with separate TCK,
TMS, TDI and TDO pins to be driven, for example for test purposes, by an additional

hardware component, such as an external test hardware component. In some such
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embodiments, one or more (or all) of the TCK, TMS, TDO and TDI pins may be the same
as a corresponding one of the CK, MS, O and | pins of hardware component 102 and
component 102 may have a first mode in which it elicits responses from components 104,
106 and 108 and a second mode in which it acts as a TAP in a chain of TAPs and does
not drive the TMS and TCK pins of these components. For example, component 102 may
use the CK, MS and O pins as, respectively, as TCK, TMS and TDO pins in the second
mode, have a separate TDI pin connected to the previous TAP in the chain and ceases to

listen for responses on the | pin in the second mode.

Regardless of IEEE Standard1149.1 compliance of the instruction set or not, the hardware
components 104, 106 and 108, in some embodiments, implement a custom (“process
challenge”) instruction to process a challenge in the data shift register 706 corresponding
to the instruction (where applicable), to produce a response to the challenge and to write
the response in the data shift register in place of the challenge. In some embodiments,
described in further detail below, a further custom instructions holds a response (“process
challenge hold”), selecting the same data shift register as the process challenge
instruction without causing the data in that data shift register being processed. In some
embodiments the |IEEE Standard1149.1 BYPASS instruction and a corresponding single

bit shift register are implemented and used.

Device states of some embodiments implementing a process as described above with
reference to Figures 5A and 5B (the hardware component 102 collecting responses from
hardware components 104, 106, 108) using a configuration as described with reference to
Figures 6 and 7 are now described with reference to Figure 8. In these embodiments, as
described above, the challenge is sent to subsequent hardware components is the
response received from a preceding hardware component but it will be appreciated that
these embodiments are equally applicable to sending independent challenges to each
hardware component by replacing the response from the preceding hardware component

with an independent challenge.

In a first state, hardware component 102 shifts a process challenge instruction into the
instruction register of hardware component 104 and a bypass instruction into the
instruction registers of hardware components 106 and 108. Then the hardware
component 102 shifts the challenge into the data register associated with the process
challenge instruction in hardware component 104, with the bits consequently shifted out of
hardware component 104 being shifted through the bypass data register of hardware

components 106 and 108 and the output of the chain discarded by hardware component
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102. The process challenge instruction then causes the hardware component 104 to
produce a response as an output of function A and write it to the shift data register (“a

response”) during a transition to a second state.

In the second device state, the hardware component 102 shifts null or dummy data into
the shift data register of hardware component 104 without changing the instruction in any
of the hardware components to shift the response produced by hardware component 104
to the output of the chain where it is captured at | by hardware component 102. The
hardware component 102 then shifts a bypass instruction into the instruction register of
hardware component 104, in the process shifting the process challenge instruction from
hardware component 104 to hardware component 106 and the bypass instruction from
hardware component 106 to hardware component 108. The hardware component 102
further shifts the response it has received from the hardware component 104 in the
second state into hardware component 106 via the bypass data shift register of hardware
component 104, resulting in a third state of the device. In transitioning from the third to the
fourth state, the hardware component 106 then produces a response and writes it to the
data shift register associated with the process challenge instruction (“b response”).
Analogous to the second state, in the fourth state the hardware component 102 then shifts
the response from hardware component 106 back to its input | and proceeds analogously

for hardware component 108 in the fifth and six state illustrated in Figure 8.

While the sequence of shifting instructions through the instruction registers is in some
embodiments as described above, that is the process challenge instruction is shifted from
one hardware component to the next so that all hardware components receive the same
process challenge instructions, in other embodiments, some or all of the hardware
components may have mutually different process challenge instructions and the size of
the instruction register may vary between hardware components. In those embodiments,
rather than shifting process challenge instructions from one hardware component to the
next, each hardware component can receive its own particular process challenge
instruction by accordingly shifting instruction bits from the hardware component 102

through the chain of hardware components.

It can be noted that in the second, fourth and sixth state, hardware component 104, 106
and 108, respectively, produces an unused response using the null or dummy data
pushed into the data register while being loaded with the process challenge instruction. To
prevent this, for example to enable an accurate response state to be maintained by the

hardware components, a process challenge hold instruction as described above can be
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used in place of the process challenge instruction in the second, fourth and six state

described above.

In place of using a process challenge hold instruction, in some embodiments, the data
shift register associated with process challenge has an additional bit in addition to the bits
for the challenge / response, indicating if the content of the data shift register is to be
processed on updating the data shift register or not. Specifically, when the challenge
including the additional bit is pushed into the data shift register for the first time, the
additional bit is set to a value, say 1, indicating that the challenge is to be processed. On
updating the data shift register, the hardware component reads the additional bit,
determines from the value that the challenge is to be processed, processes the challenge
and writes the response back to the data shift register, flipping the value of the additional
bit. On the next update, then, if no new challenge has been pushed into the data shift
register, the additional bit will remain at the flipped value and when the hardware
component reads the data in the data shift register during the next update (with the
process challenge instruction still in the instruction register), the processing of the
challenge and writing of the response is suppressed by the hardware component in
response to the flipped value of the additional bit being detected. It will, of course, be
appreciated that other ways of keeping track of an internal process / do not process state

are equally possible.

With reference to Figures 9, embodiments are now described in which a chain of
challenge responses is elicited such that each response depends on all previous
responses and the challenge. These embodiments can be implemented using any of the
architectures described above with reference to figures 1A, 1B and 1C. For example, a
response can be routed from hardware component 104 to hardware component 106, via
the bus 110 (see Figure 1C) or directly from hardware component 104 to hardware

component 106 (see figure 1A). The latter will be described in further detail below.

At step 902, a master, for example hardware component 102, sends a challenge to, for
example, hardware component 104, the first hardware component in the chain. At step
904, hardware component 104 receives the challenge from hardware component 102, and
produces a response, which is sent to the next hardware component in the chain,
hardware component 106 in the present example. At step 906, the next hardware
component in the chain receives the response from the previous hardware component in
the chain (for example hardware component 106 receiving the response from hardware

component 104), and produces its response, which is sent to the next hardware
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component. This is repeated until a last hardware component in the chain receives the
response from the previous hardware component, and produces its response, which is
sent back to the master (in this example hardware component 108 producing its response,

which is sent to hardware component 102) at step 908.

At step 910, the master receives the response from the last hardware component in the
chain and, at step 912 uses the response to decrypt mission-critical information, which is
then used at step 914. As above, it will be appreciated that steps 912 and 114 can be
replaced with any steps using the responses to verify device integrity, either at the master
hardware component and/or a different hardware component in the data-processing
device 100. Similarly, the responses may be produced in any of the ways described

above.

With reference to Figure 10, in some embodiments implementing the process described
above with reference to Figure 9 in an architecture described above with reference to
Figure 1A, the hardware component 102 acts as a master and hardware components 104,
108 and 110 implement respective challenge response functions A, B, C (I). Hardware
component 102 sends a challenge to hardware component 104, which applies function A
to the challenge to produce a response (ll). The response is then sent from hardware
component 104 to hardware component 106, which applies its response function B to the
response received from hardware component 104 (lll). The response produced by the
response function B at hardware component 106 is then sent to hardware component
108, which applies its response function C to the received response (V). The response
produced by hardware component 108, which is dependent on the challenge and the
responses from hardware components 104 and 106 is then sent to hardware component
102, where itis used (V).

In some embodiments, the embodiments just described with reference to Figure 10 are
implemented using an arrangement of chained hardware components as described above
with reference to Figure 7, based on shifting instruction and challenge/response data
through the hardware components 104, 106 and 108. Operation of such embodiments is
now described with reference to Figure 11. Specifically, in a first state of the device, a
process challenge instruction is shifted into the instruction register of each hardware
component 104, 106 and 108 and a challenge is shifted into the data shift register of
hardware component 104, with dummy or null data shifted through the chain into the data
shift registers of hardware components 106 and 108. In a transition from the first device

state to a second device state, hardware component 104 produces its response and
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writes it to its data shift register. Since hardware components 106 and 108 also have the
process challenge instruction loaded, they will produce a response to the data in the data
shift register, although this is an unused response which is discarded as bits are shifted

through the chain.

In a second device state, a sufficient number of bits is shifted into the data register of
hardware component 104 to shift the response produced by hardware component 104 into
the data shift register of hardware component 106. Similar as for hardware component
104, in a transition from the second device state to a third device state, hardware
component 106 produces a response to the content of its data register (the response
produced by hardware component 104) and writes it to its data register. In the third device
state, a number of bits are again pushed into the device to move the response of
hardware component 106 to the data register of hardware component 108, which then
updates to write its response into its data register, subsequent to which, at device state
four, a further number of bits is pushed into the chain to push the response produced by
hardware component 108 to the output of hardware component 108 such that it can be
captured at the | pin of hardware component 102 as the response of the chain of

hardware components.

The approach described above with reference to Figure 11 has the advantage of simplicity
in that the chain is loaded once with process challenge instructions which are then all
executed each time a challenge/response moves from one hardware component to the
next. However, this means that there are multiple repetitions of the execution of the
process challenge instruction which are discarded. This may be undesirable where
processing load on the hardware components in the chain is a concern, or where the
hardware components need to maintain an internal state, for example to enforce
execution of the process challenge hardware component only once in the boot cycle, or to
make each subsequent response of any given hardware component dependent on one or

more previous responses of that hardware component.

In one approach, now described with reference to Figure 12, the sequence of instructions
is modified so that each hardware component does not execute a process challenge
instruction before the corresponding data register is loaded with the response from the
previous hardware component. To that end, the first device state discussed above with
reference to Figure 11 is modified by loading only hardware component 104 (i.e. the first

hardware component in the chain) with a process challenge instruction and loading
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hardware components 106 and 108 with a bypass construction, discussed above with
reference to IEEE Standard1149.1.

In the second device state, a further process challenge instruction is shifted into the
instruction register of hardware component 104, thereby shifting the process challenge
instruction from hardware component 104 into the instruction register of hardware
component 106. The response from hardware component 104 is shifted into the data shift
register of hardware component 106, as before. Similarly, in the third device state, a
further process challenge instruction is shifted into the chain of instruction registers,
shifting the process challenge instruction from hardware component 106 into the
instruction shift register of hardware component 108. The response from the data shift
register of hardware component 106 is again shifted into the data shift register of
hardware component 108. As a consequence, hardware component 104 produces its
used (first) response in transitioning from state 1 to state 2, hardware component 106
produces its used (first) response in transitioning from state 2 to state 3 and, in
transitioning from the third the fourth device state, hardware component 108 produces its
used (first) response and writes it to its data register, which is then pushed out through the
output of hardware component 108 to be captured at the | pin of hardware component 102

as the response of the chain in the fourth device state.

In a further approach, now described with reference to Figure 13, the sequence of
instructions is modified so that each hardware component executes a process challenge
instructions only once during transversal of a response through the chain. Specifically, the
first device state is the same as described above with reference to Figure 12 but in the
second device state a process challenge hold instruction is shifted into the instruction
shift register of hardware component 104 in place of the process challenge instruction.
The process challenge hold instruction selects the same data register as the process
challenge instruction but causes no further effect. Shifting the process challenge hold
instruction into the instruction shift register of hardware component 104 shifts the process
challenge instruction from hardware component 104 into hardware component 106. In the
third and fourth device states a bypass instruction is shifted into the instruction shift
register of hardware component 104, each time shifting the adjacent process challenge
hold and process challenge instructions further down the chain, as can be appreciated

from an inspection of Figure 13.

In each device state after the first device state, a number of null or dummy bits are shifted

into the data shift register of the first hardware component 104 to cause the challenge
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produced by the respective hardware component on transition from one state to do next to
be shifted into the next hardware component, shifting the response from hardware
component 104 into hardware component 106 in the second device state, from hardware
component 106 to hardware component 108 in the third device state and from the
hardware component 108 out to be captured at the | pin of hardware component 102 in
the fourth device state. In this way, a process challenge instruction is only present in one
hardware component at a time during a transition from one device state to the next, so
that each hardware component in the chain only executes a process challenge instruction

once as the challenge/response transitions through the chain.

It will be appreciated that, as in the embodiments described above, use of the process
challenge hold instruction can be replaced with the addition of an additional bit to the data
shift register, the additional bit indicating whether a response to the content of the data
shift register should be produced and written to the data shift register, as described in
detail above in respect of the embodiment described with reference to Figure 8. In
embodiments that use the additional bit in the data shift register, a response will only be
produced once irrespective of the instruction, until the additional bit is reset (to its value
indicating that a response should be produced and written) by hardware component 102
pushing a new challenge including an appropriately set additional bit into one or more of

the data shift registers.

The following embodiments are also enclosed:

1. A data processing device comprising a plurality of data processing hardware
components, the data processing hardware components comprising a first hardware
component and one or more remaining hardware components, wherein:

the first hardware component is configured to send a challenge to the one or more
remaining hardware components ;

each remaining hardware component is configured to receive a respective
challenge and to process the challenge to produce a response; and

the device is configured to verify the integrity of the device based on one or more

responses produced by the one or more remaining hardware components.

2. A data processing device according to item 1, comprising a memory storing
mission critical information in encrypted form,
wherein the device or an aspect of the device requires the mission critical

information in decrypted form to function, and
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wherein the device is configured to decrypt the encrypted mission critical
information using one or more device verification keys based on the one or more

responses produced by the one or more remaining hardware components.

3. A data processing device according to item 2, wherein the mission critical
information comprises firmware required for the device or an aspect of the device to

function.

4. A data processing device according to item 2 or item 3, wherein the mission critical
information comprises one or more of software, a BIOS, an operating system kernel, a

hardware component driver, a boot loader, and a content decryption key.

5. A data processing device according to item 2, 3 or 4, wherein the data processing
device comprises a conditional access device and the mission critical information
comprises a decryption key for use by conditional access device to control access to

content consumable using the data processing device.

6. A data processing device according to any one of items 2 to 5, wherein the data
processing device comprises a video descrambler and the mission critical information
comprises a descrambling key for use by the video descrambler to descramble a video

signal.

7. A data processing device according to any preceding item, wherein

an initial remaining hardware component is configured to receive its challenge
from the first hardware component;

the challenge received by each subsequent remaining hardware component is the
response produced by a respective preceding remaining hardware component;

a last remaining hardware component is configured to send its response to the first
hardware component; and

the device is configured to verify the integrity of the device using the response

received from the last one of the remaining hardware components.

8. A data processing device according item 7, wherein each subsequent remaining
hardware component is configured to receive the response produced by the respective
preceding remaining hardware component from the respective preceding remaining

hardware component.
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9. A data processing device according item 7 or 8, wherein each of the remaining
hardware components is configured to apply a non-transitive function to its challenge to

produce its response.

10. A data processing device according to any preceding item,
wherein the remaining hardware components are connected in a chain with
an input of an initial remaining hardware component in the chain connected
to an output of the first hardware component;
an input of each subsequent remaining hardware component in the chain
connected to an output of a respective preceding remaining hardware component in the
chain; and
an input of the first hardware component connected to an output of a last
one of the remaining hardware components in the chain, and
wherein the first hardware component is configured to
send a challenge to the input of the initial remaining hardware component
in the chain; and
to receive one or more of the responses produced by the remaining

hardware components at the input of the first hardware component.

11. A data processing device according to item 10, wherein each remaining hardware
component comprises:
an instruction shift register for receiving an instruction of a set of instructions, the
set of instructions including at least a process challenge instruction to process a challenge
and produce a response; and
a data shift register, corresponding to the process challenge instruction, for
receiving a challenge,
wherein each remaining hardware component is configured to:
in a first mode, shift one bit at a time from its input into the instruction shift
register and one bit at a time from the instruction shift register to its output;
in a second mode, shift one bit at a time from its input into the data shift
register and one bit at a time from the data shift register to its output; and
in a third mode, when a process challenge instruction is in in the instruction
shift register, read the challenge in the data shift register, process the challenge to
produce a response and write the response to the data shift register,
wherein the first hardware component is configured to control the mode of the
remaining hardware components to:

shift respective instructions into the instruction shift registers;
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shift challenges into the data shift registers;
cause the remaining hardware components to process the challenges to
produce responses; and
shift responses out of the data shift registers, thereby receiving one or
more responses from the remaining hardware components, and
wherein the first hardware component is configured to control the mode of all
remaining hardware components together over a mode control line common to all

remaining hardware components.

12. A data processing device according to item 11, wherein the first hardware
component is configured to cause:

a challenge to be shifted bit by bit into the data shift register of the initial remaining
hardware component;

the initial remaining hardware component to process the challenge and write its
response to its data shift register;

the response from the data shift register of the respective preceding hardware
component in the chain to be shifted bit by bit into the data shift register of each
subsequent remaining hardware component in the chain;

each subsequent hardware component to process the response from the
respective preceding hardware component in its data shift register as its challenge to write
its response to the data shift register; and

the response written to the respective data shift register of the last remaining
hardware component in the chain to be shifted bit by bit to the input of the first hardware

component.

13. A data processing device according item 12, wherein the first hardware component
is configured to cause a process challenge instruction to be executed by each subsequent
remaining hardware component in the chain not before the respective preceding hardware

component in the chain has been caused to write its response to its data register.

14. A data processing device according to item 12, wherein the first hardware
component is configured to cause each remaining hardware component in the chain to
only execute a process challenge instruction once between shifting the challenge into the
data shift register of the initial remaining hardware component in the chain and shifting the
response written to the data shift register of the last remaining hardware component in the

chain to the input of the first hardware component.
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15. A data processing device according to any preceding item, wherein the plurality of
hardware components comprises one or more of an integrated circuit, a microprocessor, a
central processing unit, a system on chip, a conditional access component, a descrambler
component, a graphics component, a video component and a field programmable gate

array component.

16. A data processing device according to any preceding item, wherein a remaining
hardware component processing a challenge to produce a response comprises hashing
the challenge together with a hardware component key associated with the remaining
hardware component, preferably using a cryptographic hash function, for example MD5,
SHA-0, SHA-1, SHA-2 or SHA-3.

17. A data processing device as claimed in any preceding item in which a physical
layer used for implementing communications between the initial and remaining hardware
components and between remaining hardware components is compliant with the IEEE-
1149.1 (JTAG) specification, each remaining hardware component comprising a TMS,

TCK, TDI and TDO pin and a specification compliant state machine.

18. A method of verifying the integrity of a data processing device having a plurality of
hardware components, the method comprising:
sending one or more challenges to the plurality of hardware components;
receiving a response from the plurality of hardware components;

using the response to verify the integrity of the data processing apparatus.

19. A method according to item 18, wherein the response from the plurality of
hardware components combines a respective response from each of the plurality of

hardware components.

20. A method according to item 18 or 19, wherein receiving the response comprises
receiving a response from one of the plurality of hardware components, the response from
the one of the plurality of hardware components depending on the respective responses

form the other of the plurality of hardware components.

21. A method according to item 20, wherein the plurality of hardware components
provide respective responses in a sequence, a subsequent hardware component in the
sequence receiving the response of a previous hardware component in the sequence as a

challenge and producing a response responsive to the received challenge.
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22. A method according to item 21, wherein the response responsive to the received

challenge is produced as a non-transitive function of the received challenge.

23. A method according to any one of items 18 to 22, the method comprising using the
response of the plurality of hardware components to decrypt information that is required in

decrypted form for the operation of the device or an aspect of the device.

24, A method according to any one of items 18 to 23, wherein the plurality of hardware
components comprises one or more of an integrated circuit, a microprocessor, a central
processing unit, a system on chip, a conditional access component, a descrambler
component, a graphics component, a video component and a field programmable gate

array component.

25. A method according to any one of items 18 to 24, wherein producing a response to
a challenge to produce a response comprises hashing the challenge together with a
hardware component key, preferably using a cryptographic hash function, for example
MD5, SHA-0, SHA-1, SHA-2 or SHA-3.

Having read the above specific description of some embodiments, it will be apparent to
the person skilled in the art that many variations, modifications and juxtaposition is of the
embodiments and features described above are possible and will fall within the scope of
the appended claims. In particular, it will be apparent that a number of approaches have
been described to collect a response from a plurality of hardware components (individual
responses or a response depending on the remaining responses), using any of the
disclosed physical implementations and protocols. The response can be used in any of
the various ways disclosed above, irrespective of how the response is collected or the

infrastructure used for collecting the response.
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1. A data processing device comprising:
a first circuitry component configured to send a challenge to one or more
remaining circuitry components, wherein
each of the one or more remaining circuitry components is configured to receive a
respective challenge and to process the challenge to produce a response;
the first circuitry component is configured to verify integrity of the data processing
device based on one or more responses produced by the one or more remaining circuitry
components;
each of the one or more remaining circuitry components comprises:
an instruction shift register to receive an instruction of a set of instructions,
the set of instructions including at least a process challenge instruction to process a
challenge and produce a response; and
a data shift register, corresponding to the process challenge instruction, to
receive a challenge; and
each of the one or more remaining circuitry components is configured to, in a first
mode, shift one bit at a time from its input into the instruction shift register and one bit at a

time from the instruction shift register to its output.

2. The data processing device of claim 1, further comprising a memory storing
mission critical information in encrypted form; and

wherein the data processing device or an aspect of the data processing device
requires the mission critical information in decrypted form to function, and

wherein the first circuitry component is configured to decrypt the encrypted mission
critical information using one or more device verification keys based on the one or more

responses produced by the one or more remaining circuitry components.

3. The data processing device of claim 2, wherein the mission critical information
comprises at least one or more of software, firmware for the data processing device or an
aspect of the data processing device to function, a BIOS, an operating system kernel, a

circuitry component driver, a boot loader, and a content decryption key.

4. The data processing device of claim 2, further comprising a conditional access

device,
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wherein the mission critical information comprises a decryption key for use by the
conditional access device to control access to content consumable using the data

processing device.

5. The data processing device of claim 1, wherein

an initial remaining circuitry component is configured to receive its challenge from
the first circuitry component;

the challenge received by each subsequent remaining circuitry component is the
response produced by a respective preceding remaining circuitry component;

a last remaining circuitry component is configured to send its response to the first
circuitry component; and

the first circuitry component is configured to verify the integrity of the data
processing device using the response received from the last one of the remaining circuitry

components.

6. The data processing device of claim 5, wherein each of the one or more remaining
circuitry components is configured to apply a non-transitive function to its challenge to

produce its response.

7. The data processing device of claim 1,
wherein the one or more remaining circuitry components are connected in a chain
with:
an input of an initial remaining circuitry component in the chain connected
to an output of the first circuitry component,
an input of each subsequent remaining circuitry component in the chain
connected to an output of a respective preceding remaining circuitry component in the
chain, and
an input of the first circuitry component connected to an output of a last one
of the remaining circuitry components in the chain; and
wherein the first circuitry component is configured to:
send a challenge to the input of the initial remaining circuitry component in
the chain; and
receive one or more of the responses produced by the one or more

remaining circuitry components at the input of the first circuitry component.

8. The data processing device of claim 7,
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wherein each of the one or more remaining circuitry components is configured to:
in a second mode, shift one bit at a time from its input into the data shift
register and one bit at a time from the data shift register to its output; and
in a third mode, when a process challenge instruction is in in the instruction
shift register, read the challenge in the data shift register, process the challenge to
produce a response and write the response to the data shift register;
wherein the first circuitry component is configured to control the mode of the one
or more remaining circuitry components to:
shift respective instructions into the instruction shift registers;
shift challenges into the data shift registers;
cause the one or more remaining circuitry components to process the
challenges to produce responses; and
shift responses out of the data shift registers, thereby receiving one or
more responses from the one or more remaining circuitry components; and
wherein the first circuitry component is configured to control the mode of all
remaining circuitry components together over a mode control line common to all remaining

circuitry components.

9. The data processing device of claim 8, wherein the first circuitry component is
configured to cause:

a challenge to be shifted bit by bit into the data shift register of the initial remaining
circuitry component;

the initial remaining circuitry component to process the challenge and write its
response to its data shift register;

the response from the data shift register of the respective preceding circuitry
component in the chain to be shifted bit by bit into the data shift register of each
subsequent remaining circuitry component in the chain;

each subsequent circuitry component to process the response from the respective
preceding circuitry component in its data shift register as its challenge to write its
response to the data shift register; and

the response written to the respective data shift register of the last remaining
circuitry component in the chain to be shifted bit by bit to the input of the first circuitry

component.

10. The data processing device of claim 9, wherein the first circuitry component is
configured to cause a process challenge instruction to be executed by each subsequent
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remaining circuitry component in the chain not before the respective preceding circuitry

component in the chain has been caused to write its response to its data register.

11. The data processing device of claim 9, wherein the first circuitry component is
configured to cause each of the one or more remaining circuitry components in the chain
to only execute a process challenge instruction once between shifting the challenge into
the data shift register of the initial remaining circuitry component in the chain and shifting
the response written to the data shift register of the last remaining circuitry component in
the chain to the input of the first circuitry component.

12. The data processing device of claim 1, wherein a physical layer is used for
implementing communications between initial and remaining circuitry components and
between remaining circuitry components is compliant with the IEEE-1149.1 Joint Test
Action Group (JTAG) specification, each remaining circuitry component comprising a Test
Mode Select (TMS), Test Clock (TCK), Test Data In (TDI) and Test Data Out (TDO) pin

and a specification compliant state machine.

13. A method of verifying integrity of a data processing device having a plurality of
circuitry components each comprising an instruction shift register to receive an instruction
of a set of instructions, the set of instructions including at least a process challenge
instruction to process a challenge and produce a response, and a data shift register,
corresponding to the process challenge instruction, to receive a challenge, the method
comprising:

sending one or maore challenges to the plurality of circuitry components;

shifting, in a first mode, by each of the plurality of circuitry components, one bit at a
time from its input into the instruction shift register and one bit at a time from the
instruction shift register to its output;

receiving a response from the plurality of circuitry components; and

using the response to verify the integrity of the data processing device.

14. The method of claim 13, wherein receiving the response comprises receiving a
response from one of the plurality of circuitry components, the response from the one of
the plurality of circuitry components depending on the respective responses form the other
of the plurality of circuitry components,

wherein the plurality of circuitry components provide respective responses in a

sequence, a subsequent circuitry component in the sequence receiving the response of a
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previous circuitry component in the sequence as a challenge and producing a response
responsive to the received challenge, and
wherein the response responsive to the received challenge is produced as a non-

transitive function of the received challenge.

15. The method of claim 13, further comprising using the response of the plurality of
circuitry components to decrypt information that is required in decrypted form for operation
of the data processing device or an aspect of the data processing device.

16. A non-transitory computer readable medium comprising instructions that when
executed by a processing device having a plurality of circuitry components each
comprising an instruction shift register to receive an instruction of a set of instructions, the
set of instructions including at least a process challenge instruction to process a challenge
and produce a response, and a data shift register, corresponding to the process challenge
instruction, to receive a challenge, cause the processing device to:

send one or more challenges to the plurality of circuitry components;

shift, in a first mode, by each of the plurality of circuitry components, one bit at a
time from its input into the instruction shift register and one bit at a time from the
instruction shift register to its output;

receive a response from the plurality of circuitry components; and

use the response to verify the integrity of the processing device.

17. The non-transitory computer readable medium of claim 16,

wherein to receive the response comprises receiving a response from one of the
plurality of circuitry components, the response from the one of the plurality of circuitry
components depending on the respective responses from the other of the plurality of
circuitry components,

wherein the plurality of circuitry components provide respective responses in a
sequence, a subsequent circuitry component in the sequence receiving the response of a
previous circuitry component in the sequence as a challenge and producing a response
responsive to the received challenge, and

wherein the response responsive to the received challenge is produced as a non-

transitive function of the received challenge.

18. The non-transitory computer readable medium of claim 16, wherein to use the

response comprises using the response of the plurality of circuitry components to decrypt
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aspect of the processing device.

19. The data processing device of claim 1,
wherein each of the one or more remaining circuitry components is configured to:
in a second mode, shift one bit at a time from its input into the data shift
register and one bit at a time from the data shift register to its output; and
in a third mode, when a process challenge instruction is in in the instruction
shift register, read the challenge in the data shift register, process the challenge to
produce a response and write the response to the data shift register.

20. The data processing device of claim 19,
wherein the first circuitry component is configured to control the mode of the one
or more remaining circuitry components to:
shift respective instructions into the instruction shift registers;
shift challenges into the data shift registers;
cause the one or more remaining circuitry components to process the
challenges to produce responses; and
shift responses out of the data shift registers, thereby receiving one or
more responses from the one or more remaining circuitry components; and
wherein the first circuitry component is configured to control the mode of all
remaining circuitry components together over a mode control line common to all remaining

circuitry components.
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