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OPEN ROAD TOLLING METHOD, APPARATUS, AND 

ELECTRONIC DEVICE 

TECHNICAL FIELD 

[0001] One or more implementations of the present specification relate to the field 

of end-user device technologies, and in particular, to open road tolling methods, 5 

apparatuses, and electronic devices. 

BACKGROUND 

[0002] Vehicle tolls of toll road users are charged for reclaiming costs of toll road 

construction and maintenance, so as to implement sustainable toll road maintenance. 

Specifically, a user can pay a corresponding amount of assets to a toll road owner 10 

based on a travelled distance of a vehicle on a toll road. Therefore, the travelled 

distance of the vehicle needs to be calculated in a certain way, so that the user is 

charged a corresponding toll. 

SUMMARY 

[0003] In view of this, one or more implementations of the present specification 15 

provide open road tolling methods, apparatuses, and electronic devices. 

[0004] To achieve the previous objective, one or more implementations of the 

present specification provide the following technical solutions: 

[0005] A first aspect of the one or more implementations of the present 

specification provides an open road tolling method, applied to a tolling system, where 20 

the method includes the following: obtaining vehicle information of a driving vehicle 

on a toll road, where the vehicle information has a corresponding user account on a 

payment platform; publishing a vehicle travel history to a blockchain network by 

using a first blockchain node corresponding to the tolling system in the blockchain 

network, where the vehicle travel record includes a travelled distance of the driving 25 

vehicle on the toll road; and performing an asset transfer operation related to the 

payment platform based on the vehicle travel record each time the travelled distance 

of the driving vehicle on the toll road reaches a predetermined distance, so as to 
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charge an asset corresponding to the predetermined distance. 

[0006] A second aspect of the one or more implementations of the present 

specification provides an open road tolling method, applied to a tolling system, where 

the method includes the following: obtaining vehicle information of a driving vehicle 

on a toll road, where the vehicle information has a corresponding user account on a 5 

payment platform; publishing a vehicle travel history to a blockchain network by 

using a first blockchain node corresponding to the tolling system in the blockchain 

network, where the vehicle travel history includes a travelled distance of the driving 

vehicle on the toll road; and performing an asset transfer operation related to the 

payment platform based on the vehicle travel history each time the driving vehicle 10 

approaches any exit of the toll road, so as to charge an asset corresponding to the 

travelled distance. 

[0007] A third aspect of the one or more implementations of the present 

specification provides an open road tolling apparatus, applied to a tolling system, 

where the apparatus includes the following: an acquisition unit, configured to obtain 15 

vehicle information of a driving vehicle on a toll road, where the vehicle information 

has a corresponding user account on a payment platform; a publishing unit, 

configured to publish a vehicle travel history to a blockchain network by using a first 

blockchain node corresponding to the tolling system in the blockchain network, where 

the vehicle travel history includes a travelled distance of the driving vehicle on the toll 20 

road; and an implementation unit, configured to perform an asset transfer operation 

related to the payment platform based on the vehicle travel history each time the 

travelled distance of the driving vehicle on the toll road reaches a predetermined 

distance, so as to charge an asset corresponding to the predetermined distance. 

[0008] A fourth aspect of the one or more implementations of the present 25 

specification provides an open road tolling apparatus, applied to a tolling system, 

where the apparatus includes the following: an acquisition unit, configured to obtain 

vehicle information of a driving vehicle on a toll road, where the vehicle information 

has a corresponding user account on a payment platform; a publishing unit, 

configured to publish a vehicle travel history to a blockchain network by using a first 30 

blockchain node corresponding to the tolling system in the blockchain network, where 

the vehicle travel history includes a travelled distance of the driving vehicle on the toll 

road; and an implementation unit, configured to perform an asset transfer operation 

related to the payment platform based on the vehicle travel history each time the 
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driving vehicle approaches any exit of the toll road, so as to charge an asset 

corresponding to the travelled distance. 

[0009] A fifth aspect of the one or more implementations of the present 

specification provides an electronic device, including the following: a processor; and 

a memory, configured to store a processor-executable instruction, where the processor 5 

is configured to perform the method described in any one of the previous 

implementations. 

BRIEF DESCRIPTION OF DRAWINGS 

[0010] FIG. 1 is a schematic architectural diagram illustrating an open road tolling 

system, according to an example implementation; 10 

[0011] FIG. 2 is a flowchart illustrating an open road tolling method, according to 

an example implementation; 

[0012] FIG. 3 is a flowchart illustrating another open road tolling method, 

according to an example implementation; 

[0013] FIG. 4 is a schematic diagram illustrating a toll road automatic charging 15 

scenario, according to an example implementation; 

[0014] FIG. 5 is a schematic interaction diagram illustrating toll road automatic 

charging, according to example implementation 1; 

[0015] FIG. 6 is a schematic diagram illustrating a payment operation, according to 

an example implementation; 20 

[0016] FIG. 7 is a schematic diagram illustrating another payment operation, 

according to an example implementation; 

[0017] FIG. 8 is a schematic diagram illustrating still another payment operation, 

according to an example implementation; 

[0018] FIG. 9 is a schematic interaction diagram illustrating another type of toll 25 

road automatic charging, according to example implementation 1; 

[0019] FIG. 10 is a schematic interaction diagram illustrating toll road automatic 

charging, according to example implementation 2; 

[0020] FIG. 11 is a schematic interaction diagram illustrating another type of toll 

road automatic charging, according to example implementation 2; 30 

[0021] FIG. 12 is a schematic structural diagram illustrating a device, according to 

an example implementation; 
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[0022] FIG. 13 is a block diagram illustrating an open road tolling apparatus, 

according to an example implementation; 

[0023] FIG. 14 is a block diagram illustrating another open road tolling apparatus, 

according to an example implementation. 

DESCRIPTION OF IMPLEMENTATIONS 5 

[0024] Example implementations are described in detail here, and examples of the 

example implementations are presented in the accompanying drawings. When the 

following description relates to the accompanying drawings, unless specified 

otherwise, the same numbers in different accompanying drawings represent same or 

similar elements. Implementations described below do not represent all 10 

implementations consistent with one or more implementations of the present 

specification. On the contrary, the implementations are only examples of apparatuses 

and methods that are described in the appended claims in detail and consistent with 

some aspects of one or more implementations of the present specification. 

[0025] It is worthwhile to note that in other implementations, steps of a 15 

corresponding method are not necessarily performed according to the sequence shown 

and described in the present specification. In some other implementations, the method 

can include more or less steps than those described in the present specification. In 

addition, a single step described in the present specification may be divided into a 

plurality of steps in other implementations for description. However, a plurality of 20 

steps described in the present specification may also be combined into a single step 

for description in other implementations. 

[0026] FIG. 1 is a schematic architectural diagram illustrating an open road tolling 

system, according to an example implementation. As shown in FIG. 1, the system can 

include a tolling server 11, a network 12, an Internet of Things device 13, and a 25 

payment platform server 14. 

[0027] The tolling server 11 can be a physical server including an independent 

host, or the tolling server 11 can be a virtual server including a host cluster. In a 

running process, the tolling server 11 can run and be implemented as a tolling system. 

When a user drives on a toll road section managed by the tolling system, the tolling 30 

system is configured to charge the user. 

[0028] The Internet of Things device 13 can be implemented as at least one of the 
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following types of electronic devices: a monitoring device, a radio frequency 

identification (RFID) reader, a Bluetooth device, an optical sensor, a signal receiver, 

etc. Implementations are not limited in one or more implementations of the present 

specification. The Internet of Things device 13 is configured to collect information 

about a driving vehicle on the toll road section, and provide the collected vehicle 5 

information to the tolling server 11. 

[0029] The payment platform server 14 can be a physical server including an 

independent host, or the payment platform server 14 can be a virtual server including 

a host cluster. In a running process, the payment platform server 14 can run and be 

implemented as a payment platform. When a user and the tolling system each have a 10 

registered account on the payment platform, the tolling system can initiate a request to 

the payment platform, so that the payment platform automatically transfers an asset 

from an account corresponding to the user to an account corresponding to the tolling 

system. 

[0030] The network 12 for interaction between the tolling server 11, the Internet of 15 

Things device 13, and the payment platform server 14 can include multiple types of 

wired or wireless networks. In an implementation, the network 12 can include a public 

switched telephone network (PSTN) and the Internet. Implementations are not limited 

in the present specification, certainly. 

[0031] FIG. 2 is a flowchart illustrating an open road tolling method, according to 20 

an example implementation. As shown in FIG. 2, the method is applied to a tolling 

system (e.g., included in the tolling server 11 shown in FIG. 1), and can include the 

following steps. 

[0032] Step 202: Obtain vehicle information of a driving vehicle on a toll road, 

where the vehicle information has a corresponding user account on a payment 25 

platform. 

[0033] In an implementation, an information acquisition operation can be 

performed on the driving vehicle on the toll road by using a first Internet of Things 

device associated with the tolling system, and the vehicle information of the driving 

vehicle can be determined based on information obtained by the first Internet of 30 

Things device. The first Internet of Things device includes at least one of the 

following: a monitoring device, an RFID reader, a Bluetooth device, an optical sensor, 

a signal receiver, etc. Implementations are not limited in the present specification. 

[0034] For example, when the first Internet of Things device includes a monitoring 
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device, the monitoring device can photograph an image of the driving vehicle on the 

toll road, and analyze content of the photographed image to determine the vehicle 

information of the driving vehicle. 

[0035] For example, when the first Internet of Things device includes an RFID 

reader, the RFID reader can read an RFID signal transmitted by an RFID tag installed 5 

on the driving vehicle, where the RFID signal can include the vehicle information of 

the driving vehicle. 

[0036] For example, when the first Internet of Things device includes a first 

Bluetooth device, the Bluetooth device can read a Bluetooth signal sent by a second 

Bluetooth device installed on the driving vehicle, where the Bluetooth signal can 10 

include the vehicle information of the driving vehicle. 

[0037] For example, when the first Internet of Things device includes an optical 

sensor, the surface of the driving vehicle can be coated with an optical medium of a 

predetermined material. The optical medium is used to preserve appearance data of 

the driving vehicle, and the optical sensor can scan the driving vehicle, so as to obtain 15 

body surface structure data of the driving vehicle, and use the body surface structure 

data as the vehicle information of the driving vehicle. The optical medium can be a 

nano-optical film. After the nano-optical film is coated on an outer surface of the 

vehicle, a piece of nano-optical film can be formed, to automatically preserve a 

vehicle appearance. Accordingly, the optical sensor can be configured to capture light 20 

of a specific wavelength generated or reflected by the optical film, so as to accurately 

generate the body surface structure data of the vehicle. 

[0038] For example, when the first Internet of Things device includes a signal 

receiver, the surface of the driving vehicle can be coated with an electrical medium of 

a predetermined material. The electrical medium is used to preserve appearance data 25 

of the driving vehicle, and the signal receiver can scan the driving vehicle, so as to 

obtain body surface structure data of the driving vehicle, and use the body surface 

structure data as the vehicle information of the driving vehicle. The electrical medium 

can be a carbon structural material of a nanometer level. After the carbon structural 

material is coated on an outer surface of the vehicle, a circuit layer that encloses the 30 

vehicle can be formed. The circuit layer can generate an electrical signal uniquely 

corresponding to the body surface structure data, and send the electrical signal to the 

signal receiver, so that the electrical signal is used as the vehicle information of the 

driving vehicle. 
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[0039] In an implementation, the toll road can be divided into several toll road 

sections, and each first Internet of Things device can correspond to one or more toll 

road sections, so as to collect information about a driving vehicle on the 

corresponding toll road section. For example, if an RFID reader is installed at each 

toll road section, only when a vehicle passes through a corresponding toll road 5 

section, the RFID reader can collect an RFID signal transmitted by an RFID tag 

installed on the vehicle. For another example, if a camera of a monitoring device faces 

multiple toll road sections, so that an image photographed by the camera covers the 

toll road sections, information about vehicles driving on the toll road sections can be 

collected based on the photographed image collected by the camera, so as to obtain 10 

corresponding vehicle information. 

[0040] In an implementation, when it is determined that there is a driving vehicle 

on the toll road section by using the first Internet of Things device, an information 

acquisition operation can be further performed on the driving vehicle by using the first 

Internet of Things device. In other words, the first Internet of Things device can be 15 

used to determine that there is a driving vehicle on the toll road section, and can also 

obtain vehicle information of the driving vehicle. For example, when the first Internet 

of Things device includes a monitoring device, a photographed image collected by the 

monitoring device can be used to identify a use status of the toll road section (i.e., 

whether there is a vehicle driving on the toll road section), and can also be used to 20 

identify vehicle information of the driving vehicle on the toll road section (e.g., 

identify a license plate number of the driving vehicle). 

[0041] In an implementation, when it is determined that there is a driving vehicle 

on the toll road section by using a second Internet of Things device associated with 

the tolling system, an information acquisition operation can be further performed on 25 

the driving vehicle by using the first Internet of Things device. In other words, the 

second Internet of Things device is used to determine that there is a driving vehicle on 

the toll road section, and the first Internet of Things device is used to obtain vehicle 

information of the driving vehicle. For example, the second Internet of Things device 

can include at least one of the following: an underground induction coil, a ranging 30 

device, an infrared detection device, etc. Implementations are not limited in the 

present specification. 

[0042] For example, when the second Internet of Things device includes an 

underground induction coil, the underground induction coil can be installed under the 
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ground of the toll road section or at another location, so that a vehicle passing through 

the toll road section can trigger the underground induction coil. Further, the second 

Internet of Things device can directly trigger the first Internet of Things device, or 

trigger the first Internet of Things device by using the tolling system, so that the first 

Internet of Things device obtains the vehicle information of the driving vehicle on the 5 

toll road section. 

[0043] For example, when the second Internet of Things device includes a ranging 

device, the ranging device can be installed above the toll road section or at another 

location for ranging toward the ground of the toll road section, and the vehicle passing 

through the toll road section can trigger a change of a ranging result of the ranging 10 

device. Further, the second Internet of Things device can directly trigger the first 

Internet of Things device, or trigger the first Internet of Things device by using the 

tolling system, so that the first Internet of Things device obtains the vehicle 

information of the driving vehicle on the toll road section. 

[0044] For example, when the second Internet of Things device includes an 15 

infrared detection device, the infrared detection device can be installed above or in 

front of the toll road section or at another location, so that the vehicle passing through 

the toll road section can trigger the infrared detection device to generate a 

predetermined infrared detection result. Further, the second Internet of Things device 

can directly trigger the first Internet of Things device, or trigger the first Internet of 20 

Things device by using the tolling system, so that the first Internet of Things device 

obtains the vehicle information of the driving vehicle on the toll road section. 

[0045] In an implementation, the vehicle information can include any information 

used to represent a vehicle identity, and implementations are not limited in the present 

specification. For example, the vehicle information can include at least one of the 25 

following: a license plate number, a paint color, a vehicle model, body surface 

structure data, vehicle driver information, vehicle passenger information, etc. 

Implementations are not limited in the present specification. 

[0046] Step 204: Publish a vehicle travel history to a blockchain network by using 

a first blockchain node corresponding to the tolling system in the blockchain network, 30 

where the vehicle travel history includes a travelled distance of the driving vehicle on 

the toll road. 

[0047] In an implementation, the tolling system has a corresponding first 

blockchain node in the blockchain network. There are several blockchain nodes in the 
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blockchain network. Distributed accounting is used between the blockchain nodes. 

Each blockchain node maintains full accounting information, and an agreement can be 

reached between the blockchain nodes by using a consensus algorithm, so as to ensure 

that a uniform blockchain ledger is jointly maintained by the blockchain nodes. In 

other words, the first blockchain node and other blockchain nodes maintain full 5 

blockchain ledgers with the same content. 

[0048] In an implementation, because the tolling system corresponds to the first 

blockchain node, the vehicle travel history can be published to the blockchain network 

by using the first blockchain node, so that the vehicle travel history is recorded in the 

blockchain ledger. Because data registered in the blockchain network cannot be 10 

tampered with, the vehicle travel history recorded in the blockchain ledger has enough 

reliability and can be trusted by each blockchain node. Therefore, in subsequent 

processes, when an asset transfer operation is initiated to the payment platform based 

on the vehicle travel history, the payment platform can fully trust information such as 

the travelled distance included in the vehicle travel history, thereby reducing a risk of 15 

automatically making asset transfer and completing open road tolling. 

[0049] Step 206: Perform an asset transfer operation related to the payment 

platform based on the vehicle travel history each time the travelled distance of the 

driving vehicle on the toll road reaches a predetermined distance, so as to charge an 

asset corresponding to the predetermined distance. 20 

[0050] In an implementation, the travelled distance of the driving vehicle on the 

toll road is counted cyclically, and an asset charging request is initiated to the payment 

platform each time the travelled distance reaches the predetermined distance, so that a 

corresponding toll can be charged stage by stage when the driving vehicle drives on 

the toll road. Therefore, after a driver drives the driving vehicle away from the toll 25 

road, toll payment operations including both a payment operation actively performed 

by the driver and a payment operation automatically triggered by the tolling system 

for the payment platform are not triggered. Actually, a certain delay may be caused 

due to processes such as data processing and data transmission even in the payment 

operation automatically triggered by the tolling system. Therefore, according to the 30 

technical solution of the present specification, situations that the delay occurs in the 

process of driving the driving vehicle away can be reduced, and the process that the 

driving vehicle drives away from the toll road is not interrupted, so that persons (the 

driver and a passenger) in the vehicle are unaware of the toll payment process, thereby 
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enhancing user experience. 

[0051] In an implementation, after the driving vehicle on the toll road is detected, 

the travelled distance of the driving vehicle on the toll road can start to be recorded. 

When the travelled distance of the driving vehicle on the toll road reaches the 

predetermined distance, the tolling system can perform the asset transfer operation 5 

related to the payment platform based on the vehicle travel history. After the asset 

corresponding to the predetermined distance is charged, the tolling system can reset 

the travelled distance to recalculate the travelled distance. Based on the previous 

method, the travelled distance of the driving vehicle on the toll road can be counted 

cyclically, so that a corresponding toll is charged stage by stage in the driving process. 10 

Certainly, in addition to the resetting processing for the travelled distance, the 

travelled distance can be counted cyclically by using another method. Methods are not 

limited in the present specification. 

[0052] In an implementation, a value of the predetermined distance can be set 

based on needs, for example, 1 km, 300 m, 100 m, or 1 m. The predetermined 15 

distance is set as small as possible, for example, 1 m, and even a similar effect and 

feeling of "real-time charging" can be generated, so that the toll of the driving vehicle 

can be calculated and charged more accurately. 

[0053] In an implementation, each time the travelled distance reaches the 

predetermined distance, the tolling system can initiate the asset charging request for 20 

the vehicle information to the payment platform, where the asset charging request 

includes an identifier of the vehicle travel history, for example, the identifier can 

include a transaction serial number (or other information that uniquely indicates the 

vehicle travel history) of the vehicle travel history in the blockchain network, so that 

the payment platform can search a blockchain ledger based on the identifier to 25 

determine authenticity and validity of the vehicle travel history. For example, when 

the payment platform has a corresponding second blockchain node in the blockchain 

network, the payment platform can view a blockchain ledger maintained by the 

second blockchain node, to perform verification on a corresponding vehicle travel 

history. Or, the payment platform can perform verification on a vehicle travel history 30 

recorded in a blockchain ledger by using a blockchain node corresponding to another 

object in the blockchain network. 

[0054] In an implementation, the asset transfer request can include only the 

transaction serial number (which is used as an example, and can be another identifier), 
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and the payment platform can calculate a payment amount based on the travelled 

distance included in the vehicle travel history corresponding to the transaction serial 

number and a predefined charging criterion. 

[0055] In an implementation, the asset transfer request can include the transaction 

serial number and a payment amount, and the payment platform can verify whether 5 

the payment amount matches the travelled distance in the vehicle travel history based 

on a predefined charging criterion (e.g., 1 RMB/km), so as to complete the asset 

transfer only when the payment amount matches the travelled distance. 

[0056] In an implementation, the asset transfer request can include the transaction 

serial number, a payment amount, and a charging criterion, and the payment platform 10 

verifies whether the payment amount matches the travelled distance in the vehicle 

travel history, so as to complete the asset transfer only when the payment amount 

matches the travelled distance. 

[0057] In an implementation, the payment platform can transfer an offchain asset 

(i.e., an asset outside the blockchain network, different from a blockchain asset) based 15 

on the asset transfer request initiated by the tolling system. For example, when the 

vehicle information has a corresponding user account on the payment platform, the 

payment platform can directly transfer the corresponding asset from the user account 

to an account of the tolling system on the payment platform. For another example, 

when a limit of credit of the user account is not exceeded, the charged asset 20 

corresponding to the predetermined distance comes from a credit asset related to the 

user account. For example, the payment platform can transfer the corresponding asset 

from an account of the payment platform to an account of the tolling system on the 

payment platform, regardless of whether the user account has sufficient assets. 

Subsequently, an owner of the user account can transfer the asset advanced by the 25 

payment platform to the account of the payment platform at any time within a 

predetermined time period. Otherwise, the owner needs to transfer more assets to the 

account of the payment platform after the predetermined time period expires, and the 

amount of assets is positively correlated with a quantity of days after expiration, 

which is equivalent to transferring a fine or an interest to the payment platform. 30 

[0058] In an implementation, the payment platform can transfer an offchain asset 

corresponding to the predetermined distance from the user account corresponding to 

the vehicle information to the account of the payment platform. In addition, the 

payment platform can initiate a contract operation used for asset transfer by using a 
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corresponding second blockchain node in the blockchain network. After the contract 

operation takes effect, transfer can be made from a blockchain asset of the payment 

platform to a blockchain asset of the tolling system, and a transferred blockchain asset 

is equivalent to the offchain asset charged by the account of the payment platform, so 

that the payment platform makes both ends meet, which is equivalent to the situation 5 

that the tolling system has charged the blockchain asset corresponding to the 

predetermined distance from the driving vehicle. 

[0059] In an implementation, after the driving vehicle on the toll road is detected, 

the tolling system can start to record the travelled distance of the driving vehicle on 

the toll road. Each time the travelled distance reaches the predetermined distance, the 10 

tolling system can initiate a contract operation used for asset transfer by using the first 

blockchain node, where a validation condition of the contract operation includes that 

the travelled distance reaches the predetermined distance, so that the contract 

operation can be triggered to take effect. After the contract operation takes effect, the 

tolling system can receive, by using the first blockchain node, a blockchain asset 15 

corresponding to the predetermined distance and transferred by the second blockchain 

node. An offchain asset equivalent to the blockchain asset is deducted from the user 

account by the payment platform. In other words, the payment platform obtains the 

offchain asset corresponding to the predetermined distance from the user account, and 

transfers the blockchain asset corresponding to the predetermined distance in the 20 

blockchain network, so that the payment platform achieves breakeven, which is 

equivalent to the situation that the tolling system has charged the blockchain asset 

corresponding to the predetermined distance from the driving vehicle. 

[0060] In an implementation, any type of asset such as cash, a security, and a 

blockchain asset can be used in the present specification to pay the toll, and 25 

implementations are not limited in the present specification. 

[0061] In an implementation, the toll can dynamically change. For example, a toll 

within 1 km is RMB 0, and a toll over 1 km is 1 RMB/km. Therefore, a total travelled 

distance of the driving vehicle on the toll road can be counted. Then, the asset 

charging request is initiated to the payment platform based on a charging criterion 30 

corresponding to a distance range within which the total travelled distance falls. 

[0062] In an implementation, in the present specification, because the tolling 

system can automatically charge a toll for a vehicle driving on the toll road, no 

blocking facility needs to be disposed at an exit of the toll road, so that the vehicle can 
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smoothly drive away without stopping. However, it needs to be ensured that a toll can 

be automatically charged by the tolling system for each vehicle entering the toll road; 

otherwise, some tolls may be neglected. Therefore, when any vehicle drives to an 

entrance of the toll road, a query request can be initiated to the payment platform 

based on vehicle information of the any vehicle. When it is determined that a user 5 

account corresponding to the vehicle information of the any vehicle exists on the 

payment platform, it indicates that the tolling system can automatically charge a toll 

for the any vehicle based on the present specification, and therefore, can allow the any 

vehicle to pass, so that the any vehicle enters the toll road; otherwise, the tolling 

system refuses the any vehicle to pass. 10 

[0063] FIG. 3 is a flowchart illustrating another open road tolling method, 

according to an example implementation. As shown in FIG. 3, the method is applied to 

a tolling system (e.g., included in the tolling server 11 shown in FIG. 1), and can 

include the following steps. 

[0064] Step 302: Obtain vehicle information of a driving vehicle on a toll road, 15 

where the vehicle information has a corresponding user account on a payment 

platform. 

[0065] In an implementation, for step 302 and related descriptions, references can 

be made to step 202 and the related descriptions. Details are omitted here for 

simplicity. 20 

[0066] Step 304: Publish a vehicle travel history to a blockchain network by using 

a first blockchain node corresponding to the tolling system in the blockchain network, 

where the vehicle travel history includes a travelled distance of the driving vehicle on 

the toll road. 

[0067] In an implementation, for step 304 and related descriptions, references can 25 

be made to step 204 and the related descriptions. Details are omitted here for 

simplicity. 

[0068] Step 306: Perform an asset transfer operation related to the payment 

platform based on the vehicle travel history each time the driving vehicle approaches 

any exit of the toll road, so as to charge an asset corresponding to the travelled 30 

distance. 

[0069] In an implementation, when the driving vehicle does not approach any exit 

of the toll road, the driving vehicle cannot drive away from the toll road, and 

therefore, it is unnecessary to frequently and repeatedly initiate an asset charging 
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request to the payment platform and charge the asset, so that interactions are reduced. 

When the driving vehicle approaches any exit of the toll road, the driving vehicle may 

drive away from the toll road from the any exit. Therefore, when the driving vehicle 

approaches the any exit of the toll road, the asset transfer operation related to the 

payment platform can be performed to charge the corresponding asset. If the driving 5 

vehicle does not drive away from an exit, the travelled distance can continue to be 

counted by using the technical solution of the present specification, so as to charge a 

toll at the exit subsequently. If the driving vehicle drives away from an exit, because a 

toll has been charged, the process that the driving vehicle drives away from the toll 

road is not interrupted, so that persons (a driver and a passenger) in the vehicle are 10 

unaware of the toll payment process, thereby enhancing user experience. 

[0070] In an implementation, the tolling system can send an asset transfer request 

to the payment platform, where the asset transfer request includes a transaction serial 

number (or other information that uniquely indicates the vehicle travel history) of the 

vehicle travel history in the blockchain network, so that the payment platform can 15 

search a blockchain ledger based on the transaction serial number to determine 

authenticity and validity of the vehicle travel history. For example, when the payment 

platform has a corresponding second blockchain node in the blockchain network, the 

payment platform can view a blockchain ledger maintained by the second blockchain 

node, to perform verification on a corresponding vehicle travel history. Alternatively, 20 

the payment platform can perform verification on a vehicle travel history recorded in 

a blockchain ledger by using a blockchain node corresponding to another object in the 

blockchain network. 

[0071] In an implementation, the asset transfer request can include only the 

transaction serial number, and the payment platform can calculate a payment amount 25 

based on the travelled distance included in the vehicle travel history corresponding to 

the transaction serial number and a predefined charging criterion. 

[0072] In an implementation, the asset transfer request can include the transaction 

serial number and a payment amount, and the payment platform can verify whether 

the payment amount matches the travelled distance in the vehicle travel history based 30 

on a predefined charging criterion (e.g., 1 RMB/km), so as to complete the asset 

transfer only when the payment amount matches the travelled distance. 

[0073] In an implementation, the asset transfer request can include the transaction 

serial number, a payment amount, and a charging criterion, and the payment platform 
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verifies whether the payment amount matches the travelled distance in the vehicle 

travel history, so as to complete the asset transfer only when the payment amount 

matches the travelled distance. 

[0074] In an implementation, the payment platform can transfer an offchain asset 

(i.e., an asset outside the blockchain network, different from a blockchain asset) based 5 

on the asset transfer request initiated by the tolling system. For example, when the 

vehicle information has a corresponding user account on the payment platform, the 

payment platform can directly transfer the corresponding asset from the user account 

to an account of the tolling system on the payment platform. For another example, 

when a limit of credit of the user account is not exceeded, the charged asset 10 

corresponding to the travelled distance comes from a credit asset related to the user 

account. For example, the payment platform can transfer the corresponding asset from 

an account of the payment platform to an account of the tolling system on the 

payment platform, regardless of whether the user account has sufficient assets. 

Subsequently, an owner of the user account can transfer the asset advanced by the 15 

payment platform to the account of the payment platform at any time within a 

predetermined time period. Otherwise, the owner needs to transfer more assets to the 

account of the payment platform after the predetermined time period expires, and the 

amount of assets is positively correlated with a quantity of days after expiration, 

which is equivalent to transferring a fine or an interest to the payment platform. 20 

[0075] In an implementation, the payment platform can transfer an offchain asset 

corresponding to the travelled distance from the user account corresponding to the 

vehicle information to the account of the payment platform. In addition, the payment 

platform can initiate a contract operation used for asset transfer by using a 

corresponding second blockchain node in the blockchain network. After the contract 25 

operation takes effect, transfer can be made from a blockchain asset of the payment 

platform to a blockchain asset of the tolling system, and a transferred blockchain asset 

is equivalent to the offchain asset charged by the account of the payment platform, so 

that the payment platform makes both ends meet, which is equivalent to the situation 

that the tolling system has charged the blockchain asset corresponding to the travelled 30 

distance from the driving vehicle. 

[0076] In an implementation, after the driving vehicle on the toll road is detected, 

the tolling system can start to record the travelled distance of the driving vehicle on 

the toll road. When it is detected that the driving vehicle approaches any exit of the 
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toll road, the tolling system can initiate a contract operation used for asset transfer by 

using the first blockchain node. After the contract operation takes effect, the tolling 

system can receive, by using the first blockchain node, a blockchain asset 

corresponding to the travelled distance and transferred by the second blockchain node. 

An offchain asset equivalent to the blockchain asset is deducted from the user account 5 

by the payment platform. In other words, the payment platform obtains the offchain 

asset corresponding to the travelled distance from the user account, and transfers the 

blockchain asset corresponding to the travelled distance in the blockchain network, so 

that the payment platform achieves breakeven, which is equivalent to the situation that 

the tolling system has charged the blockchain asset corresponding to the travelled 10 

distance from the driving vehicle. 

[0077] In an implementation, any type of asset such as cash, a security, and a 

blockchain asset can be used in the present specification to pay the toll, and 

implementations are not limited in the present specification. 

[0078] In an implementation, when it is detected that the driving vehicle is on the 15 

toll road, the travelled distance of the driving vehicle can start to be recorded. When 

the driving vehicle approaches any exit of the toll road, the asset transfer operation 

related to the payment platform can be performed based on the vehicle travel history. 

After the asset corresponding to the travelled distance is charged, the tolling system 

can reset the travelled distance to recalculate the travelled distance. Based on the 20 

previous method, the travelled distance of the driving vehicle on the toll road can be 

counted stage by stage, so that a corresponding toll is charged stage by stage in the 

driving process. Certainly, in addition to the resetting processing for the travelled 

distance, the travelled distance can be counted stage by stage by using another 

method. Methods are not limited in the present specification. 25 

[0079] In an implementation, the travelled distance of the driving vehicle on the 

toll road can be counted. When the travelled distance does not reach the 

predetermined distance, charging does not have to be performed for the driving 

vehicle. In this case, the asset transfer operation related to the payment platform does 

not have to be performed based on the vehicle travel history even when the driving 30 

vehicle approaches any exit of the toll road. In other words, the asset transfer 

operation related to the payment platform can be performed based on the vehicle 

travel history each time the travelled distance of the driving vehicle on the toll road 

reaches the predetermined distance and the driving vehicle approaches any exit of the 
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toll road, so as to charge the asset corresponding to the travelled distance. 

[0080] In an implementation, a value of the predetermined distance can be set 

based on needs, for example, 1 km, 300 m, 100 m, or 1 m. The predetermined 

distance is set as small as possible, for example, 1 m, and even a similar effect and 

feeling of "real-time charging" can be generated, so that the toll of the driving vehicle 5 

can be calculated and charged more accurately. 

[0081] In an implementation, the toll can dynamically change. For example, a toll 

within 1 km is RMB 0, and a toll over 1 km is 1 RMB/km. Therefore, a total travelled 

distance of the driving vehicle on the toll road can be counted. Then, the asset transfer 

operation related to the payment platform is performed based on a charging criterion 10 

corresponding to a distance range within which the total travelled distance falls. 

[0082] In an implementation, in the present specification, because the tolling 

system can automatically charge a toll for a vehicle driving on the toll road, no 

blocking facility needs be disposed at an exit of the toll road, so that the vehicle can 

smoothly drive away without stopping. However, it needs to be ensured that a toll can 15 

be automatically charged by the tolling system for each vehicle entering the toll road; 

otherwise, some tolls may be neglected. Therefore, when any vehicle drives to an 

entrance of the toll road, a query request can be initiated to the payment platform 

based on vehicle information of the any vehicle. When it is determined that a user 

account corresponding to the vehicle information of the any vehicle exists on the 20 

payment platform, it indicates that the tolling system can automatically charge a toll 

for the any vehicle based on the present specification, and therefore, can allow the any 

vehicle to pass, so that the any vehicle enters the toll road; otherwise, the tolling 

system refuses the any vehicle to pass. 

[0083] For ease of understanding, technical solutions of one or more 25 

implementations of the present specification are described by using "toll road 

automatic charging" as an example. FIG. 4 is a schematic diagram illustrating a toll 

road automatic charging scenario, according to an example implementation. As shown 

in FIG. 4, assume that a tolling system is configured, and the tolling system creates 

account 1 on a payment platform. For example, a balance of account 1 in FIG. 4 is 30 

RMB 100. A user can also create account 2 on the payment platform. For example, a 

balance of account 2 in FIG. 4 is RMB 500. The payment platform can also create an 

account of the payment platform. For example, a balance of the account of the 

payment platform is RMB 200 in FIG. 4. Both the tolling system and the payment 
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platform can be blockchain members (or referred to as members) in a blockchain 

network. For example, the tolling system corresponds to blockchain node 1 in the 

blockchain network, and the payment platform corresponds to blockchain node 2 in 

the blockchain network, so that the tolling system and the payment platform can 

perform operations such as asset transfer in the blockchain network based on 5 

blockchain nodes 1 and 2, respectively. Blockchain nodes in the blockchain network 

can include an anchor in addition the previous blockchain members. A role of the 

anchor can be assumed by a blockchain member, or the anchor can be unrelated to a 

blockchain member. In other words, the role of the anchor does not have to be 

assumed by a blockchain member. For example, in the implementation shown in FIG. 10 

4, a bank can assume the role of the anchor, and the bank may be a blockchain 

member, or does not have to be a blockchain member. 

[0084] The anchor is configured to anchor a blockchain asset in the blockchain 

network to an offchain asset outside the blockchain network, so that an offchain asset 

can be converted into an equivalent blockchain asset by using the anchor, or a 15 

blockchain asset can be converted into an equivalent offchain asset by using the 

anchor, thereby implementing one-to-one mapping between blockchain assets and 

offchain assets. In addition, the anchor can register, in a blockchain ledger in the 

blockchain network, a blockchain asset (or referred to as a blockchain balance) 

deposited by each blockchain member in the anchor, so as to maintain a holding status 20 

of each blockchain member for the blockchain asset. For example, in the 

implementation shown in FIG. 4, assume that a blockchain asset that the tolling 

system registers with the anchor by using blockchain node 1 is RMB 1000, and a 

blockchain asset that the payment platform registers with the anchor by using 

blockchain node 2 is RMB 3000. 25 

[0085] For the scenario shown in FIG. 4, FIG. 5 is a schematic interaction diagram 

illustrating toll road automatic charging, according to example implementation 1. As 

shown in FIG. 5, assume that the previously described tolling system and several IoT 

devices 1 and several IoT devices 2 that are associated with the tolling system are 

configured on a toll road. The tolling system can automatically charge a toll based on 30 

detection data of IoT device 1 and IoT device 2 in cooperation with a payment 

platform. The interaction process of the toll road automatic charging can include the 

following steps. 

[0086] Step 501: IoT device 1 collects a license plate number, and sends the license 
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plate number to the tolling system. 

[0087] In an implementation, assume that IoT device 1 is disposed at an entrance of 

the toll road, and is configured to detect vehicle information of a vehicle that wants to 

enter the toll road. For example, the vehicle information can include a license plate 

number. There may be several entrances on the toll road, and corresponding IoT 5 

device 1 can be disposed at each entrance. 

[0088] In an implementation, IoT device 1 can include any electronic device 

capable of collecting vehicle information of a vehicle. A license plate number is used 

as an example. For example, IoT device 1 can be an image collection device, and an 

image collected by the image collection device for a vehicle can be used to identify 10 

the license plate number. For another example, IoT device 1 can be an RFID reader, 

the RFID reader can read an RFID signal transmitted by an RFID tag installed on a 

vehicle, and the RFID signal can include a license plate number of the corresponding 

vehicle. 

[0089] In an implementation, IoT device 1 can use vehicle information of other 15 

types other than the license plate number, or combine the license plate number with 

vehicle information of other types, so as to reduce possible abnormal situations of 

vehicles, for example, "vehicle cloning", and prevent a loss to a cloned vehicle. 

[0090] Step 502: The tolling system sends a query request to the payment platform, 

where the query request includes the license plate number of the vehicle, and receives 20 

a query result returned by the payment platform. 

[0091] Step 503: When the query result is that a user account corresponding to the 

license plate number exists on the payment platform, allow the corresponding vehicle 

to pass, so that the vehicle enters the toll road. 

[0092] In an implementation, a driver of the vehicle or another associated user 25 

needs to preset a corresponding user account on the payment platform, and binds the 

user account to the license plate number of the vehicle, etc. Based on a binding 

relationship between the user account and the license plate number, the payment 

platform can detect the license plate number provided by the tolling system to 

determine whether the corresponding user account exists. For example, when the 30 

license plate number is "ABC123", assuming that the payment platform can identify 

that the bound user account is account 1, the payment platform can return a query 

result of "an account is bound"; or assuming that the payment platform does not 

identify a bound user account, the payment platform can return a query result of "no 
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account is bound". 

[0093] In an implementation, in the present specification, a toll of a vehicle is 

automatically charged by the tolling system. Therefore, no blocking apparatus such as 

a parking barrier needs to be disposed at an exit of the toll road, so that the vehicle can 

drive away from the toll road directly and smoothly without staying at the exit for 5 

payment, etc. Therefore, through steps 501 to 503, before a vehicle enters the toll 

road, it can be determined that the vehicle has a corresponding user account on the 

payment platform, so as to ensure that the vehicle can support the technical solution of 

the present specification and that the tolling system can automatically charge a toll 

based on the user account. A vehicle that cannot support the technical solution of the 10 

present specification should be prohibited from passing because a toll cannot be 

charged for the related vehicle by the tolling system and the vehicle cannot stay at the 

exit for payment. Therefore, the toll cannot be successfully charged. 

[0094] Step 504: After detecting that the vehicle enters a toll road section 

monitored by IoT device 2, IoT device 2 sends a corresponding vehicle entrance 15 

notification to the tolling system, where the vehicle entrance notification includes the 

license plate number of the related vehicle obtained by IoT device 2. 

[0095] In an implementation, IoT device 2 can include any electronic device 

capable of detecting that a vehicle enters a corresponding toll road section and 

obtaining a license plate number of the vehicle. Implementations are not limited in the 20 

present specification. 

[0096] In an implementation, IoT device 2 can be a monitoring device. The 

monitoring device can monitor one or more sections of the toll road. The monitoring 

device can analyze whether a vehicle enters a corresponding toll road section by using 

a monitoring image, and analyze a license plate number of the vehicle from the 25 

monitoring image. 

[0097] In an implementation, IoT device 2 can be an RFID reader. One RFID 

reader can be disposed for each section of the toll road, and a valid reading range of 

the RFID reader does not go beyond the corresponding toll road section. Therefore, 

when a vehicle enters a toll road section, only an RFID reader disposed at the toll road 30 

section can activate an RFID tag on the vehicle. In this case, it can be detected that the 

vehicle enters the toll road section. In addition, the RFID reader can read an RFID 

signal transmitted by the RFID tag, and the RFID signal can include a license plate 

number of the vehicle on which the RFID tag is located. 
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[0098] The "activating an RFID tag" refers to the situation that the RFID tag is of a 

passive type. In other situations, the RFID tag on the vehicle can be of an active type, 

so that the RFID tag can actively transmit the RFID signal without being "activated". 

Transmit power of the RFID tag is limited and a transmit range of the RFID signal is 

controlled, so that the RFID reader can also determine that the vehicle enters the 5 

corresponding toll road section based on the received RFID signal and determine the 

license plate number of the vehicle that has entered. 

[0099] In an implementation, whether a vehicle enters a corresponding toll road 

section can be identified and vehicle information of the vehicle can be obtained only 

by using IoT device 2, so that the tolling system can further automatically charge a 10 

toll based on a vehicle entrance notification sent by IoT device 2. However, in some 

situations, "identifying whether a vehicle enters a corresponding toll road section" and 

"obtaining vehicle information of the vehicle" can be completed by different IoT 

devices, so as to reduce requirements on aspects such as performance for each IoT 

device. 15 

[0100] In an implementation, IoT device A can "identify whether a vehicle enters a 

corresponding toll road section" and IoT device B can "obtain vehicle information of 

the vehicle". When detecting that a vehicle enters a corresponding toll road section, 

IoT device A sends a vehicle entrance notification to the tolling system. The tolling 

system sends a vehicle information request to IoT device B, and IoT device B collects 20 

a license plate number and notifies the tolling system of the license plate number. 

[0101] In an implementation, IoT device A can include any IoT device capable of 

sensing a vehicle entering a corresponding toll road section. Implementations are not 

limited in the present specification. In an implementation, IoT device A can include an 

underground induction coil, and the underground induction coil can be installed under 25 

the ground of the corresponding toll road section or at another location, so that the 

vehicle entering the toll road section can trigger the underground induction coil. In an 

implementation, IoT device A can include a ranging device, the ranging device can be 

installed above the corresponding toll road section or at another location for ranging 

toward the ground, and the vehicle entering the toll road section can trigger a change 30 

of a ranging result of the ranging device. In an implementation, IoT device A can 

include an infrared detection device, the infrared detection device can be installed 

above or in front of the corresponding toll road section or at another location, and the 

vehicle entering the toll road section can trigger the infrared detection device to 
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generate a predetermined infrared detection result. In an implementation, IoT device A 

can include a monitoring device. The monitoring device can monitor one or more toll 

road sections of the toll road. The monitoring device can analyze whether a vehicle 

enters a toll road section by using a monitoring image. 

[0102] In an implementation, IoT device B can include any electronic device 5 

capable of obtaining a license plate number of a vehicle entering a corresponding toll 

road section. Implementations are not limited in the present specification. In an 

implementation, IoT device B can be a monitoring device. The monitoring device can 

monitor at least some toll road sections monitored by IoT device A. The monitoring 

device can identify a license plate number of a vehicle through analysis on a 10 

monitoring image. In an implementation, IoT device B can be an RFID reader. A 

signal transceiving range of the RFID reader can cover at least some toll road sections 

monitored by IoT device A, so that when IoT device A detects a vehicle entering a 

corresponding toll road section, the RFID reader can receive an RFID signal sent by 

an RFID tag installed on the vehicle, and read a license plate number of the vehicle 15 

included in the RFID signal. 

[0103] Step 505: The tolling system starts a counter to record a travelled distance 

of the related vehicle based on the vehicle entrance notification sent by IoT device 2. 

[0104] In an implementation, assuming that a license plate number included in the 

vehicle entrance notification is "ABC123", the tolling system can start corresponding 20 

counter 1 for "ABC123", and counter 1 is dedicated to recording a travelled distance 

of the vehicle "ABC123". 

[0105] In an implementation, IoT devices 2 can be disposed on the toll road at 

equal spacings, and a spacing between adjacent IoT devices 2 is known data. 

Therefore, by counting vehicle entrance notifications sent by the IoT devices 2 to the 25 

tolling system, a travelled distance of a corresponding vehicle can be calculated based 

on the spacing and a counted value. For example, when the spacing between adjacent 

IoT device 2 is 500 m, if the tolling system receives 10 vehicle entrance notifications, 

the travelled distance of the corresponding vehicle is 5 km. 

[0106] Certainly, in some situations, adjacent IoT devices 2 can be disposed at 30 

unequal spacings. In this case, a vehicle entrance notification can include information 

such as a device identifier of IoT device 2 serving as a sending party, so that the 

tolling system can determine IoT device 2 corresponding to the vehicle entrance 

notification, and the tolling system can determine a travelled distance of a vehicle 
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based on pre-recorded spacings between IoT devices 2. 

[0107] Step 506: After the counter counts to a predetermined quantity, the tolling 

system publishes the travelled distance of the related vehicle to a blockchain network. 

[0108] In an implementation, when the previously described counter-based 

technical solution is used, a corresponding predetermined distance can be indirectly 5 

set by setting the predetermined quantity, so that when the counter counts to the 

predetermined quantity, the travelled distance of the vehicle reaches the 

predetermined distance, and therefore, a driving process of the vehicle on the toll road 

is divided into several stages with a length of the predetermined distance, and a 

corresponding toll is paid in each stage through steps 506 to 509, etc. Certainly, even 10 

if the travelled distance of the vehicle is determined in another way, the predetermined 

distance can be set directly or indirectly, and the driving process of the vehicle on the 

toll road can be divided into several stages with a length of the predetermined 

distance, so that a corresponding toll is paid in each stage through steps 506 to 509, 

etc. 15 

[0109] In an implementation, assume that a spacing between adjacent IoT devices 2 

is 1 km, and the predetermined quantity is 8. When the counter counts to 8, it 

indicates that a travelled distance of a driving vehicle reaches 8 km. The tolling 

system can publish, to the blockchain network by using blockchain node 1, the 

situation that information about a travelled distance of a vehicle such as "ABC123" is 20 

1 hour, so that the information about the travelled distance is recorded in a transaction 

record in a blockchain ledger. The transaction record can be uniquely mapped by 

using a corresponding transaction serial number, etc. 

[0110] Step 507: The tolling system initiates a payment request to the payment 

platform, where the payment request includes the license plate number and a 25 

transaction serial number. 

[0111] Step 508: The payment platform performs verification on a related 

transaction for the payment request. 

[0112] Step 509: The payment platform triggers a payment operation. 

[0113] In an implementation, the payment platform can identify that the bound user 30 

account is account 2 based on the license plate number "ABC123", so as to perform a 

payment operation for account 2. 

[0114] In an implementation, the payment platform can identify a corresponding 

transaction record from the blockchain ledger by using blockchain node 2 based on 
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the transaction serial number included in the payment request. It can be verified that 

the tolling system actually obtains the travelled distance of the vehicle "ABC123". In 

addition, a specific value of the travelled distance corresponding to the vehicle 

"ABC123" can be determined. A blockchain is resistant to modification to information 

and is traceable, so that information registered in the blockchain ledger has enough 5 

reliability, and can be trusted by each member and anchor, and therefore, can be used 

as the basis for performing a payment operation by the payment platform. 

[0115] In an implementation, the payment request may not include a specific 

payment amount, and the payment platform calculates a corresponding payment 

amount based on the travelled distance recorded in the transaction record and a 10 

charging rule pre-agreed between the tolling system and the payment platform. For 

example, the travelled distance recorded in the transaction record is 8 km. If the 

charging rule is 1 RMB/km, the payment platform can calculate that a corresponding 

payment amount is RMB 8. 

[0116] In an implementation, the payment request can include a specific payment 15 

amount. For example, the tolling system can calculate that the payment amount is 

RMB 8 based on the travelled distance "8 km" of the vehicle "ABC123" and a 

charging rule "1 RMB/km", and add a value of the payment amount to the payment 

request. In this case, the payment platform can determine, from the transaction record 

in the blockchain network, that the travelled distance of the vehicle "ABC123" is 8 20 

km and the predefined charging rule is 1 RMB/km. Therefore, the payment platform 

calculates that the payment amount is RMB 8. In addition, the payment platform can 

read the payment amount "RMB 8" from the payment request. If the two are 

consistent, the payment operation can be successfully performed. Otherwise, the 

payment platform can refuse to perform the payment operation. 25 

[0117] FIG. 6 is a schematic diagram illustrating a payment operation, according to 

an example implementation. As shown in FIG. 6, because the tolling system has 

corresponding account 1 on the payment platform, and the vehicle "ABC123" 

corresponds to account 2 on the payment platform, the payment platform can transfer 

an asset corresponding to the previously described payment amount from account 2 to 30 

account 1, so as to complete automatic charging of the toll. For example, when the 

payment amount is RMB 8, a balance of account 1 is increased from RMB 100 in 

FIG. 4 to RMB 108 in FIG. 6, and a balance of account 2 is decreased from RMB 500 

in FIG. 4 to RMB 492 in FIG. 6. 
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[0118] FIG. 7 is a schematic diagram illustrating another payment operation, 

according to an example implementation. As shown in FIG. 7, if account 2 has a limit 

of credit on the payment platform, and the remaining limit of credit is not less than the 

payment amount, the payment platform can transfer a fund corresponding to the 

payment amount from an account of the payment platform (or another account such as 5 

a credit dedicated account) to account 1, and deduct the payment amount from the 

limit of credit corresponding to account 2. In this case, even if remaining funds of 

account 2 are insufficient to pay the payment amount, the tolling system can still 

charge the corresponding toll. For example, when the payment amount is RMB 8, a 

balance of account 1 is increased from RMB 100 in FIG. 4 to RMB 108 in FIG. 7, a 10 

balance of account 2 remains unchanged at RMB 500, and a balance of the account of 

the payment platform is decreased from RMB 200 in FIG. 4 to RMB 192 in FIG. 7. 

Therefore, account 2 does not need to pay the toll of the vehicle "ABC123" 

immediately, but can return the payment amount advanced by the account of the 

payment platform after a certain period of time. In this case, even if account 2 may 15 

have insufficient funds due to various reasons, the toll can be paid based on the limit 

of credit of account 2 on the payment platform. 

[0119] In the implementations shown in FIG. 6 and FIG. 7, the toll payment 

operation is completed by transferring an offchain asset based on account 1, account 

2, the account of the payment platform, etc. that are opened on the payment platform. 20 

In other implementations, the toll payment operation can be performed by transferring 

a blockchain asset. The following provides descriptions with reference to FIG. 8. As 

shown in FIG. 8, the payment platform first deducts an offchain asset corresponding to 

the payment amount from account 2 corresponding to the vehicle "ABC123", for 

example, transfers RMB 8 from account 2 to the account of the payment platform, so 25 

that a balance of account 2 is decreased from RMB 500 in FIG. 4 to RMB 492 in FIG. 

8, and a balance of the account of the payment platform is increased from RMB 200 

in FIG. 4 to RMB 208 in FIG. 8. Transfer is made from a blockchain asset deposited 

by the payment platform in an anchor to a blockchain asset deposited by the tolling 

system in the anchor. Assuming that a conversion ratio between a blockchain asset 30 

and an offchain asset is 1:1, RMB 8 is transferred from the blockchain asset 

corresponding to the payment platform to the blockchain asset corresponding to the 

tolling system, so that the blockchain asset corresponding to the payment platform is 

decreased from RMB 3000 in FIG. 4 to RMB 2992 in FIG. 8, and the blockchain asset 
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corresponding to the tolling system is increased from RMB 1000 in FIG. 4 to RMB 

1008 in FIG. 8. In this case, in view of the transfer of the offchain asset and the 

blockchain asset, the payment platform achieves a balance between the received 

offchain asset and the transferred blockchain asset, which is equivalent to the situation 

that account 2 corresponding to the vehicle "ABC123" pays the offchain asset 5 

corresponding to the payment amount and the tolling system receives the blockchain 

asset corresponding to the payment amount, thereby completing automatic charging of 

the toll. 

[0120] Certainly, in the implementation shown in FIG. 8, the payment platform and 

the tolling system have blockchain assets at the same anchor, and a payment condition 10 

of the payment amount is satisfied. The payment condition can include the following: 

(1) The blockchain asset corresponding to the payment platform is not less than the 

payment amount, for example, 3000 > 8. (2) The tolling system presets a maximum 

asset limit for the anchor, and the sum (e.g., RMB 1008) of the payment amount and 

the blockchain asset of the tolling system is not greater than the maximum asset limit 15 

(e.g., RMB 3000). Therefore, the blockchain asset transfer operation can be 

successfully performed. 

[0121] In other situations, for example, if the payment platform and the tolling 

system do not have blockchain assets at the same anchor, or the previously described 

payment condition cannot be satisfied although the payment platform and the tolling 20 

system have blockchain assets at the same anchor, relaying can be performed by using 

another blockchain member and anchor, so as to implement blockchain asset transfer. 

For example, assume that a blockchain asset deposited by the payment platform in 

anchor 1 is RMB 3000, a blockchain asset deposited by bank X in anchor 1 is RMB 

1000, a maximum asset limit set by bank X for anchor 1 is RMB 1500, a blockchain 25 

asset deposited by bank X in anchor 2 is RMB 2000, a blockchain asset deposited by 

the tolling system in anchor 2 is RMB 1000, a maximum asset limit set by the tolling 

system for anchor 2 is RMB 2000, and there can also be other anchors, blockchain 

members, etc. In this case, when the payment amount is RMB 8, a blockchain asset 

transfer path "payment platform->bank X->tolling system" can be identified. Asset 30 

transfer is made from the blockchain asset RMB 3000 deposited by the payment 

platform in anchor 1 to the blockchain asset RMB 1000 deposited by bank X in 

anchor 1, and a transfer amount is a blockchain asset RMB 8 corresponding to the 

payment amount. In addition, asset transfer is made from the blockchain asset RMB 
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2000 deposited by bank X in anchor 2 to the blockchain asset RMB 1000 deposited by 

the tolling system in anchor 2, and a transfer amount is the blockchain asset RMB 8 

corresponding to the payment amount. Therefore, the payment platform has 

transferred the blockchain asset RMB 8 corresponding to the payment amount to the 

tolling system. In addition to performing relaying by using the blockchain member 5 

"bank X", relaying can be performed by using more blockchain members. Details are 

omitted here for simplicity. 

[0122] It is worthwhile to note that, when blockchain asset transfer is being made 

by using one or more relays, because blockchain nodes maintain blockchain ledgers 

with the same content, and the blockchain ledger records a blockchain asset deposited 10 

by each blockchain member in each anchor, adjustment to blockchain assets deposited 

by the blockchain members can be made in the blockchain network together. For 

example, in the previously described implementation, the blockchain asset deposited 

by the payment platform in anchor 1, the blockchain asset deposited by bank X in 

anchor 1, the blockchain asset deposited by bank X in anchor 2, and the blockchain 15 

asset deposited by the tolling system in anchor 2 are adjusted together, so that 

following situations occur at the same time: The blockchain asset deposited by the 

payment platform in anchor 1 is decreased by RMB 8, the blockchain asset deposited 

by bank X in anchor 1 is increased by RMB 8, the blockchain asset deposited by bank 

X in anchor 2 is decreased by RMB 8, and the blockchain asset deposited by the 20 

tolling system in anchor 2 is increased by RMB 8, so that asset transfer efficiency is 

significantly improved. 

[0123] In an implementation, the payment operation shown in FIG. 8 is performed 

by the payment platform in step 509. Therefore, when blockchain asset transfer is 

involved, the payment platform can initiate a contract operation used for asset transfer 25 

in the blockchain network by using corresponding blockchain node 2 in the 

blockchain network, so that after the contract operation takes effect, the blockchain 

asset transfer is made. 

[0124] Step 510: When a received payment result is that the payment succeeds, the 

tolling system controls the corresponding counter to reset. 30 

[0125] In an implementation, after completing the payment operation, the payment 

platform returns the corresponding payment result to the tolling system. Assuming 

that the payment result indicates that the toll is successfully charged for the vehicle 

whose license plate number is "ABC123", and the tolling system can reset counter 1 
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corresponding to "ABC123", so that the tolling system recounts the travelled distance 

of the vehicle "ABC123". 

[0126] Therefore, in the process that the vehicle drives on the toll road, steps 505 to 

510 can be repeatedly triggered, so that the tolling system cooperates with the 

payment platform, to charge the toll automatically, continually, and stage by stage 5 

until the vehicle drives away from the toll road. 

[0127] In an implementation, in the process that the vehicle "ABC123" drives on 

the toll road, the tolling system has charged the corresponding toll in cooperation with 

the payment platform, and it has been verified in steps 501 to 503 that the vehicle 

"ABC123" can support the technical solution of the present specification. Therefore, 10 

when the vehicle "ABC123" drives away from the toll road, it is assumed by default 

that the toll is actually paid by the vehicle "ABC123". Therefore, the vehicle 

"ABC123" can directly drive away from the exit of the toll road and there is no need 

to dispose any facility that may impede or hinder the driving, for example, a railing, at 

the exit. Therefore, it is ensured that the vehicle "ABC123" can drive away from the 15 

exit of the toll road smoothly and without interruption, thereby enhancing user 

experience and maintaining driving safety and driving order on the toll road. 

[0128] In the implementation shown in FIG. 5, the contract operation can be 

initiated by the payment platform in the blockchain network to complete the 

corresponding payment operation. In other implementations, the tolling system can 20 

further initiate the contract operation in the blockchain network. The following 

provides descriptions with reference to FIG. 9. FIG. 9 is a schematic interaction 

diagram illustrating another type of toll road automatic charging, according to 

example implementation 1. As shown in FIG. 9, assume that the previously described 

tolling system and IoT device 1 and IoT device 2 that are associated with the tolling 25 

system are configured on a toll road. The tolling system can automatically charge a 

toll based on detection data of IoT device 1 and IoT device 2 in cooperation with a 

payment platform. The interaction process of the toll road automatic charging can 

include the following steps. 

[0129] Step 901: IoT device 1 collects a license plate number, and sends the license 30 

plate number to the tolling system. 

[0130] Step 902: The tolling system sends a query request to the payment platform, 

where the query request includes the license plate number of the vehicle, and receives 

a query result returned by the payment platform. 
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[0131] Step 903: When the query result is that a user account corresponding to the 

license plate number exists on the payment platform, allow the corresponding vehicle 

to pass, so that the vehicle enters the toll road. 

[0132] Step 904: After detecting that the vehicle enters a toll road section 

monitored by IoT device 2, IoT device 2 sends a corresponding vehicle entrance 5 

notification to the tolling system, where the vehicle entrance notification includes the 

license plate number of the related vehicle obtained by IoT device 2. 

[0133] Step 905: The tolling system starts a counter to record a travelled distance 

of the related vehicle based on the vehicle entrance notification sent by IoT device 2. 

[0134] Step 906: After the counter counts to a predetermined quantity, the tolling 10 

system publishes the travelled distance of the related vehicle to a blockchain network. 

[0135] In an implementation, for steps 901 to 906, references can be made to steps 

501 to 506 shown in FIG. 5. Details are omitted here for simplicity. 

[0136] Step 907: The tolling system initiates a contract operation used for asset 

transfer, to automatically charge a toll. 15 

[0137] In an implementation, blockchain node 1 corresponding to the tolling 

system in the blockchain network can initiate the contract operation used for asset 

transfer in the blockchain network, so that after the contract operation takes effect, the 

corresponding blockchain asset transfer is made. For example, a state before the 

contract operation is shown in FIG. 4, and a state after the contract operation takes 20 

effect is shown in FIG. 8: RMB 8 is transferred from a blockchain asset corresponding 

to the payment platform to a blockchain asset corresponding to the tolling system, so 

that the blockchain asset corresponding to the payment platform is decreased from 

RMB 3000 in FIG. 4 to RMB 2992 in FIG. 8, and the blockchain asset corresponding 

to the tolling system is increased from RMB 1000 in FIG. 4 to RMB 1008 in FIG. 8. 25 

[0138] Similar to the previously described blockchain asset transfer in step 509, the 

blockchain asset transfer between the payment platform and the tolling system can be 

directly made based on the same anchor (as shown in FIG. 8) or can be made through 

relaying based on multiple anchors. Details are omitted here for simplicity. 

[0139] Step 908: The payment platform performs an offchain asset transfer 30 

operation based on a monitored blockchain asset change status, and returns a 

corresponding offchain asset transfer result to the tolling system. 

[0140] In an implementation, based on the contract operation initiated in step 907, 

a blockchain asset, for example, RMB 8, corresponding to the travelled distance is 
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transferred from the blockchain asset of the payment platform to the blockchain asset 

of the tolling system. Correspondingly, the payment platform needs to charge an 

offchain asset corresponding to the travelled distance for the vehicle "ABC123", so 

that the payment platform achieves breakeven and complete automatic charging of the 

toll. 5 

[0141] In an implementation, for example, as shown in FIG. 8, the payment 

platform can deduct an offchain asset corresponding to a payment amount from 

account 2 corresponding to the vehicle "ABC123", for example, transfer RMB 8 from 

account 2 to an account of the payment platform, so that a balance of account 2 is 

decreased from RMB 500 in FIG. 4 to RMB 492 in FIG. 8, and a balance of the 10 

account of the payment platform is increased from RMB 200 in FIG. 4 to RMB 208 in 

FIG. 8. 

[0142] In an implementation, in the current charging process, the payment platform 

can deduct an offchain asset corresponding to a payment amount from account 2 

corresponding to the vehicle "ABC123", which is equivalent to the situation that the 15 

toll is paid by account 2 corresponding to the vehicle "ABC123". In another 

implementation, when account 2 has a certain limit of credit on the payment platform, 

and the limit of credit is not less than a payment amount, the payment platform may 

temporarily not deduct an offchain asset corresponding to the payment amount from 

account 2, but deduct a credit asset corresponding to the payment amount from 20 

account 2, and directly return an offchain asset transfer result of "The transfer 

succeeds" to the tolling system. Subsequently, account 2 only needs to return a 

corresponding fund within a certain period of time, but does not need to pay in the 

current charging process, so that possible financial pressure of account 2 is alleviated. 

[0143] Step 909: When a received offchain asset transfer result is that the payment 25 

succeeds, the tolling system controls the corresponding counter to reset. 

[0144] In an implementation, in the process that the vehicle drives on the toll road, 

steps 905 to 909 can be repeatedly triggered, so that the tolling system cooperates 

with the payment platform, to charge the toll automatically, continually, and stage by 

stage until the vehicle drives away from the toll road. 30 

[0145] Based on the implementation shown in FIG. 5 or FIG. 9, in the process that a 

vehicle drives on a toll road, the tolling system can cooperate with the payment 

platform to automatically charge a corresponding toll, so that after the vehicle drives 

away from the toll road, it is assumed by default that the toll has been paid by the 
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vehicle. Therefore, the vehicle can directly drive away from an exit of the toll road, 

and there is no need to dispose any facility impeding or hindering the driving, for 

example, a railing, at the exit. Therefore, it is ensured that the vehicle can drive away 

from the exit of the toll road smoothly and without interruption. In addition to 

stage-based charging based on a travelled distance in the driving process, because a 5 

vehicle certainly needs to drive away from an exit of the toll road and the toll road 

usually has many exits, automatic payment of a toll can be triggered only when the 

vehicle approaches an exit and may drive away from the toll road, and normal 

departure of the vehicle is not affected. The following provides detailed descriptions 

with reference to FIG. 10 and FIG. 11. 10 

[0146] FIG. 10 is a schematic interaction diagram illustrating toll road automatic 

charging, according to example implementation 2. As shown in FIG. 10, assume that a 

tolling system and IoT device 2 associated with the tolling system are configured on a 

toll road. The tolling system can automatically charge a toll based on detection data of 

IoT device 2 in cooperation with a payment platform. The interaction process of the 15 

toll road automatic charging can include the following steps. 

[0147] Step 1001: IoT device 1 collects a license plate number, and sends the 

license plate number to the tolling system. 

[0148] Step 1002: The tolling system sends a query request to the payment 

platform, where the query request includes the license plate number of the vehicle, 20 

and receives a query result returned by the payment platform. 

[0149] Step 1003: When the query result is that a user account corresponding to the 

license plate number exists on the payment platform, allow the corresponding vehicle 

to pass, so that the vehicle enters the toll road. 

[0150] Step 1004: After detecting that the vehicle enters a toll road section 25 

monitored by IoT device 2, IoT device 2 sends a corresponding vehicle entrance 

notification to the tolling system, where the vehicle entrance notification includes the 

license plate number of the related vehicle obtained by IoT device 2. 

[0151] Step 1005: The tolling system starts a counter to record a travelled distance 

of the related vehicle based on the vehicle entrance notification sent by IoT device 2. 30 

[0152] In an implementation, for steps 1001 to 1005, references can be made to 

steps 501 to 505 shown in FIG. 5. Details are omitted here for simplicity. 

[0153] Step 1006: When it is determined that the vehicle approaches any exit of the 

toll road based on a location where IoT device 2 is disposed, the tolling system 
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determines the travelled distance of the vehicle. 

[0154] In an implementation, the tolling system can calculate a travelled distance 

of the vehicle "ABC123" based on a spacing between adjacent IoT devices 2 and a 

quantity of vehicle entrance notifications counted by counter 1. 

[0155] Step 1007: The tolling system publishes the travelled distance of the related 5 

vehicle to a blockchain network. 

[0156] Step 1008: The tolling system initiates a payment request to the payment 

platform, where the payment request includes the license plate number and a 

transaction serial number. 

[0157] Step 1009: The payment platform performs verification on a related 10 

transaction for the payment request. 

[0158] Step 1010: The payment platform triggers a payment operation. 

[0159] In an implementation, for steps 1007 to 1010, references can be made to 

steps 506 to 509 shown in FIG. 5. Details are omitted here for simplicity. 

[0160] In an implementation, assuming that a travelled distance is 20 km, and a 15 

charging rule is 1 RMB/km, a payment amount corresponding to the travelled distance 

is RMB 20. The process of automatically charging the toll of RMB 20 is similar to the 

process of charging the toll of RMB 8 in FIG. 5. Details are omitted here for 

simplicity. 

[0161] Step 1011: The tolling system stops counting and charging for the travelled 20 

distance of the vehicle that has driven away. 

[0162] In an implementation, assuming that a license plate number included in a 

vehicle departure notification received by the tolling system is "ABC123", the tolling 

system can terminate counter 1 corresponding to "ABC123", so as to stop charging 

the vehicle "ABC123". 25 

[0163] In an implementation, if the vehicle "ABC123" does not drive away from 

the exit, but continues to drive on the toll road, the tolling system can continue to 

perform automatic charging for a subsequent travelled distance of the vehicle 

"ABC123" through steps 1005 to 1011, which does not affect toll charging. 

[0164] In an implementation, if the vehicle "ABC123" actually drives away from 30 

the toll road from the exit, because the tolling system has charged the corresponding 

toll in cooperation with the payment platform, the vehicle "ABC123" can directly 

drive away from the exit of the toll road, and there is no need to dispose any facility 

that may impede or hinder the driving, for example, a railing, at the exit. Therefore, it 
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is ensured that the vehicle "ABC123" can drive away from the exit of the toll road 

smoothly and without interruption, thereby enhancing user experience and 

maintaining driving safety and driving order on the toll road. 

[0165] In the implementation shown in FIG. 10, a contract operation can be 

initiated by the payment platform in the blockchain network to complete the 5 

corresponding payment operation. In other implementations, the tolling system can 

further initiate the contract operation in the blockchain network. The following 

provides descriptions with reference to FIG. 11. FIG. 11 is a schematic interaction 

diagram illustrating another type of toll road automatic charging, according to 

example implementation 2. As shown in FIG. 11, assume that a tolling system and IoT 10 

device 2 associated with the tolling system are configured on a toll road. The tolling 

system can automatically charge a toll based on detection data of IoT device 2 in 

cooperation with a payment platform. The interaction process of the toll road 

automatic charging can include the following steps. 

[0166] Step 1101: IoT device 1 collects a license plate number, and sends the 15 

license plate number to the tolling system. 

[0167] Step 1102: The tolling system sends a query request to the payment 

platform, where the query request includes the license plate number of the vehicle, 

and receives a query result returned by the payment platform. 

[0168] Step 1103: When the query result is that a user account corresponding to the 20 

license plate number exists on the payment platform, allow the corresponding vehicle 

to pass, so that the vehicle enters the toll road. 

[0169] Step 1104: After detecting that the vehicle enters a toll road section 

monitored by IoT device 2, IoT device 2 sends a corresponding vehicle entrance 

notification to the tolling system, where the vehicle entrance notification includes the 25 

license plate number of the related vehicle obtained by IoT device 2. 

[0170] Step 1105: The tolling system starts a counter to record a travelled distance 

of the related vehicle based on the vehicle entrance notification sent by IoT device 2. 

[0171] Step 1106: When it is determined that the vehicle approaches any exit of the 

toll road based on a location where IoT device 2 is disposed, the tolling system 30 

determines the travelled distance of the vehicle. 

[0172] Step 1107: The tolling system publishes the travelled distance of the related 

vehicle to a blockchain network. 

[0173] In an implementation, for steps 1101 to 1107, references can be made to 
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steps 1001 to 1007 shown in FIG. 10. Details are omitted here for simplicity. 

[0174] Step 1108: The tolling system initiates a contract operation used for asset 

transfer, to automatically charge a toll. 

[0175] Step 1109: The payment platform performs an offchain asset transfer 

operation based on a monitored blockchain asset change status, and returns a 5 

corresponding offchain asset transfer result to the tolling system. 

[0176] In an implementation, for steps 1108 and 1109, references can be made to 

steps 907 and 908 shown in FIG. 9. Details are omitted here for simplicity. 

[0177] Step 1110: When a received offchain asset transfer result is that the payment 

succeeds, the tolling system controls the corresponding counter to reset. 10 

[0178] FIG. 12 is a schematic structural diagram illustrating a device, according to 

an example implementation. As shown in FIG. 12, in terms of hardware, the device 

includes a processor 1202, an internal bus 1204, a network interface 1206, a memory 

1208, and a non-volatile memory 1210, and certainly can further include other 

hardware needed by services. The processor 1202 reads a corresponding computer 15 

program from the non-volatile memory 1210 to the memory 1208 for running, so that 

an open road tolling apparatus is logically formed. Certainly, in addition to the 

software implementation, one or more implementations of the present specification do 

not exclude other implementations, for example, a logical device or a combination of 

hardware and software. In other words, an execution body of the following processing 20 

procedure is not limited to each logical unit, and can also be hardware or a logical 

device. 

[0179] In an implementation, as shown in FIG. 13, in a software implementation, 

the open road tolling apparatus is applied to a tolling system, and the apparatus can 

include the following: an acquisition unit 1301, configured to obtain vehicle 25 

information of a driving vehicle on a toll road, where the vehicle information has a 

corresponding user account on a payment platform; a publishing unit 1302, 

configured to publish a vehicle travel history to a blockchain network by using a first 

blockchain node corresponding to the tolling system in the blockchain network, where 

the vehicle travel history includes a travelled distance of the driving vehicle on the toll 30 

road; and an implementation unit 1303, configured to perform an asset transfer 

operation related to the payment platform based on the vehicle travel history each 

time the travelled distance of the driving vehicle on the toll road reaches a 

predetermined distance, so as to charge an asset corresponding to the predetermined 
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distance. 

[0180] Optionally, the acquisition unit 1301 is specifically configured to perform 

an information acquisition operation on a vehicle on a corresponding section of the 

toll road by using a first Internet of Things device associated with the tolling system; 

and determine the vehicle information of the driving vehicle based on information 5 

obtained by the first Internet of Things device. 

[0181] Optionally, several first Internet of Things devices are separately installed at 

corresponding locations on the toll road, and a spacing between adjacent first Internet 

of Things devices is not greater than the predetermined distance; and the apparatus 

further includes the following: a determining unit 1304, configured to determine that 10 

the travelled distance of the driving vehicle reaches the predetermined distance when 

multiple first Internet of Things devices successively obtain the vehicle information of 

the driving vehicle and a total spacing between the multiple first Internet of Things 

devices is the predetermined distance. 

[0182] Optionally, the first Internet of Things device includes at least one of the 15 

following: a monitoring device, an RFID reader, a Bluetooth device, an optical sensor, 

and a signal receiver. 

[0183] Optionally, the acquisition unit 1301 is specifically configured to: when it is 

determined that there is a driving vehicle on the corresponding toll road section by 

using the first Internet of Things device, further perform an information acquisition 20 

operation on the driving vehicle by using the first Internet of Things device; or when 

it is determined that there is a driving vehicle on the corresponding toll road section 

by using a second Internet of Things device associated with the tolling system, further 

perform an information acquisition operation on the driving vehicle by using the first 

Internet of Things device. 25 

[0184] Optionally, the implementation unit 1303 is specifically configured to: each 

time the travelled distance reaches the predetermined distance, initiate an asset 

charging request for the vehicle information to the payment platform, where the asset 

charging request includes an identifier of the vehicle travel history; and charge an 

asset transferred by the payment platform from the user account; or when a limit of 30 

credit of the user account is not exceeded, charge a credit asset related to the user 

account and transferred by the payment platform. 

[0185] Optionally, the implementation unit 1303 is specifically configured to: each 

time the travelled distance reaches the predetermined distance, initiate a contract 
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operation used for asset transfer by using the first blockchain node, where a validation 

condition of the contract operation includes that the travelled distance reaches the 

predetermined distance; and after the contract operation takes effect, receive, by using 

the first blockchain node, a blockchain asset corresponding to the predetermined 

distance and transferred by a second blockchain node corresponding to the payment 5 

platform in the blockchain network, where an offchain asset equivalent to the 

blockchain asset is deducted from the user account by the payment platform. 

[0186] Optionally, the implementation unit 1303 is specifically configured to 

perform an asset transfer operation related to the payment platform based on the 

vehicle travel history each time the travelled distance of the driving vehicle on the toll 10 

road reaches the predetermined distance; and after the asset corresponding to the 

predetermined distance is charged, reset the travelled distance to recalculate the 

travelled distance. 

[0187] Optionally, the apparatus further includes the following: a querying unit 

1305, configured to: when any vehicle drives to an entrance of the toll road, initiate a 15 

query request to the payment platform based on vehicle information of the any 

vehicle; and a control unit 1306, configured to: when it is determined that a user 

account corresponding to the vehicle information of the any vehicle exists on the 

payment platform, allow the any vehicle to pass, so that the any vehicle enters the toll 

road; otherwise, refuse the any vehicle to pass. 20 

[0188] In another implementation, as shown in FIG. 14, in a software 

implementation, the open road tolling apparatus is applied to a tolling system, and the 

apparatus can include the following: an acquisition unit 1401, configured to obtain 

vehicle information of a driving vehicle on a toll road, where the vehicle information 

has a corresponding user account on a payment platform; a publishing unit 1402, 25 

configured to publish a vehicle travel history to a blockchain network by using a first 

blockchain node corresponding to the tolling system in the blockchain network, where 

the vehicle travel history includes a travelled distance of the driving vehicle on the toll 

road; and an implementation unit 1403, configured to perform an asset transfer 

operation related to the payment platform based on the vehicle travel history each 30 

time the driving vehicle approaches any exit of the toll road, so as to charge an asset 

corresponding to the travelled distance. 

[0189] Optionally, the implementation unit 1403 is specifically configured to: when 

the driving vehicle approaches the any exit of the road, initiate the asset charging 
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request for the vehicle information to the payment platform; and after the asset 

corresponding to the travelled distance is charged, reset the travelled distance to 

recalculate the travelled distance. 

[0190] The system, apparatus, module, or unit illustrated in the previous 

implementations can be specifically implemented by using a computer chip or an 5 

entity, or can be implemented by using a product having a certain function. A typical 

implementation device is a computer, and the computer can be specifically a personal 

computer, a laptop computer, a cellular phone, a camera phone, a smartphone, a 

personal digital assistant, a media player, a navigation device, an email receiving and 

sending device, a game console, a tablet, a wearable device, or any combination of 10 

these devices. 

[0191] In a typical configuration, a computer includes one or more processors 

(CPU), an input/output interface, a network interface, and a memory. 

[0192] The memory can include a non-persistent memory, a random access 

memory (RAM), a non-volatile memory, and/or another form that are in a computer 15 

readable medium, for example, a read-only memory (ROM) or a flash memory (flash 

RAM). The memory is an example of the computer readable medium. 

[0193] The computer readable medium includes persistent, non-persistent, 

movable, and unmovable media that can store information by using any method or 

technology. The information can be a computer readable instruction, a data structure, 20 

a program module, or other data. Examples of the computer storage medium include 

but are not limited to a phase change random access memory (PRAM), a static RAM 

(SRAM), a dynamic RAM (DRAM), a RAM of another type, a read-only memory 

(ROM), an electrically erasable programmable ROM (EEPROM), a flash memory or 

another memory technology, a compact disc ROM (CD-ROM), a digital versatile disc 25 

(DVD), or another optical storage, a cassette, a magnetic disk storage, a quantum 

memory, a grapheme-based storage medium, or another magnetic storage device or 

any other non-transmission medium. The computer storage medium can be configured 

to store information that can be accessed by a computing device. Based on the 

definition in the present specification, the computer readable medium does not include 30 

transitory computer readable media (transitory media) such as a modulated data signal 

and carrier. 

[0194] It is worthwhile to further note that, the terms "include", "comprise", or 

their any other variants are intended to cover a non-exclusive inclusion, so a 
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process, a method, a product or a device that includes a list of elements not only 

includes those elements but also includes other elements which are not expressly 

listed, or further includes elements inherent to such process, method, product or 

device. Without more constraints, an element preceded by "includes a …" does not 

preclude the existence of additional identical elements in the process, method, product 5 

or device that includes the element. 

[0195] Specific implementations of the present specification are described above. 

Other implementations fall within the scope of the appended claims. In some 

situations, the actions or steps described in the claims can be performed in an order 

different from the order in the implementation and the desired results can still be 10 

achieved. In addition, the process depicted in the accompanying drawings does not 

necessarily require a particular execution order to achieve the desired results. In some 

implementations, multi-tasking and parallel processing can be advantageous. 

[0196] The term used in one or more implementations of the present specification 

is merely for the purpose of describing a particular implementation and is not intended 15 

to limit one or more implementations of the present specification. The terms "a" and 

"the" of singular forms used in one or more implementations of the present 

specification and the appended claims are also intended to include plural forms, unless 

otherwise specified in the context clearly. It should be further understood that the term 

"and/or" used in the present specification indicates and includes any or all possible 20 

combinations of one or more associated listed items. 

[0197] It should be understood that although terms "first", "second", third, etc. may 

be used in one or more implementations of the present specification to describe 

various types of information, the information is not limited to the terms. These terms 

are only used to differentiate between information of the same type. For example, 25 

without departing from the scope of one or more implementations of the present 

specification, first information can also be referred to as second information, and 

similarly, the second information can be referred to as the first information. 

Depending on the context, for example, the word "if" used here can be explained as 

"while", "when", or "in response to determining". 30 

[0198] The previous descriptions are only example implementations of the one or 

more implementations of the present specification, but are not intended to limit one or 

more implementations of the present specification. Any modification, equivalent 

replacement, improvement, etc. made without departing from the spirit and principle 
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of the one or more implementations of the present specification shall fall within the 

protection scope of the one or more implementations of the present specification. 
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CLAIMS 

What is claimed is: 

1. An open road tolling method, applied to a tolling system, wherein the method 

comprises: 

obtaining vehicle information of a driving vehicle on a toll road, wherein the 5 

vehicle information has a corresponding user account on a payment platform; 

publishing a vehicle travel history to a blockchain network by using a first 

blockchain node corresponding to the tolling system in the blockchain network, 

wherein the vehicle travel history comprises a travelled distance of the driving vehicle 

on the toll road; and 10 

performing an asset transfer operation related to the payment platform based on 

the vehicle travel history each time the travelled distance of the driving vehicle on the 

toll road reaches a predetermined distance, so as to charge an asset corresponding to 

the predetermined distance. 

2. The method according to claim 1, wherein the obtaining vehicle information 15 

of a driving vehicle on a toll road comprises: 

performing an information acquisition operation on a vehicle on a 

corresponding section of the toll road by using a first Internet of Things device 

associated with the tolling system; and 

determining the vehicle information of the driving vehicle based on 20 

information obtained by the first Internet of Things device. 

3. The method according to claim 2, wherein several first Internet of Things 

devices are separately installed at corresponding locations on the toll road, and a 

spacing between adjacent first Internet of Things devices is not greater than the 

predetermined distance; and the method further comprises: 25 

determining that the travelled distance of the driving vehicle reaches the 

predetermined distance when multiple first Internet of Things devices successively 

obtain the vehicle information of the driving vehicle and a total spacing between the 

multiple first Internet of Things devices is the predetermined distance. 

4. The method according to claim 2, wherein the first Internet of Things device 30 

comprises at least one of the following: a monitoring device, an RFID reader, a 

Bluetooth device, an optical sensor, and a signal receiver. 
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5. The method according to claim 2, wherein the performing an information 

acquisition operation on a vehicle on a corresponding section of the toll road by using 

a first Internet of Things device associated with the tolling system comprises: 

when it is determined that there is a driving vehicle on the corresponding 

toll road section by using the first Internet of Things device, further performing an 5 

information acquisition operation on the driving vehicle by using the first Internet of 

Things device; or 

when it is determined that there is a driving vehicle on the corresponding 

toll road section by using a second Internet of Things device associated with the 

tolling system, further performing an information acquisition operation on the driving 10 

vehicle by using the first Internet of Things device. 

6. The method according to claim 1, wherein the performing an asset transfer 

operation related to the payment platform based on the vehicle travel history each 

time the travelled distance of the driving vehicle on the toll road reaches a 

predetermined distance comprises: 15 

each time the travelled distance reaches the predetermined distance, 

initiating an asset charging request for the vehicle information to the payment 

platform, wherein the asset charging request comprises an identifier of the vehicle 

travel history; and 

charging an asset transferred by the payment platform from the user 20 

account; or when a limit of credit of the user account is not exceeded, charging a 

credit asset related to the user account and transferred by the payment platform. 

7. The method according to claim 1, wherein the performing an asset transfer 

operation related to the payment platform based on the vehicle travel history each 

time the travelled distance of the driving vehicle on the toll road reaches a 25 

predetermined distance comprises: 

each time the travelled distance reaches the predetermined distance, 

initiating a contract operation used for asset transfer by using the first blockchain 

node, wherein a validation condition of the contract operation comprises that the 

travelled distance reaches the predetermined distance; and 30 

after the contract operation takes effect, receiving, by using the first 

blockchain node, a blockchain asset corresponding to the predetermined distance and 

transferred by a second blockchain node corresponding to the payment platform in the 

blockchain network, wherein an offchain asset equivalent to the blockchain asset is 
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deducted from the user account by the payment platform. 

8. The method according to claim 1, wherein the performing an asset transfer 

operation related to the payment platform based on the vehicle travel history each 

time the travelled distance of the driving vehicle on the toll road reaches a 

predetermined distance comprises: 5 

performing an asset transfer operation related to the payment platform based 

on the vehicle travel history each time the travelled distance of the driving vehicle on 

the toll road reaches the predetermined distance; and 

after the asset corresponding to the predetermined distance is charged, 

resetting the travelled distance to recalculate the travelled distance. 10 

9. The method according to claim 1, further comprising: 

when any vehicle drives to an entrance of the toll road, initiating a query request 

to the payment platform based on vehicle information of the any vehicle; and 

when it is determined that a user account corresponding to the vehicle 

information of the any vehicle exists on the payment platform, allowing the any 15 

vehicle to pass, so that the any vehicle enters the toll road; otherwise, refusing the any 

vehicle to pass. 

10. An open road tolling method, applied to a tolling system, wherein the method 

comprises: 

obtaining vehicle information of a driving vehicle on a toll road, wherein the 20 

vehicle information has a corresponding user account on a payment platform; 

publishing a vehicle travel history to a blockchain network by using a first 

blockchain node corresponding to the tolling system in the blockchain network, 

wherein the vehicle travel history comprises a travelled distance of the driving vehicle 

on the toll road; and 25 

performing an asset transfer operation related to the payment platform based on 

the vehicle travel history each time the driving vehicle approaches any exit of the toll 

road, so as to charge an asset corresponding to the travelled distance. 

11. The method according to claim 10, wherein the initiating an asset charging 

request for the vehicle information to the payment platform each time the driving 30 

vehicle approaches any exit of the toll road comprises: 

when the driving vehicle approaches the any exit of the toll road, initiating 

the asset charging request for the vehicle information to the payment platform; and 

after the asset corresponding to the travelled distance is charged, resetting 
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the travelled distance to recalculate the travelled distance. 

12. An open road tolling apparatus, applied to a tolling system, wherein the 

apparatus comprises: 

an acquisition unit, configured to obtain vehicle information of a driving vehicle 

on a toll road, wherein the vehicle information has a corresponding user account on a 5 

payment platform; 

a publishing unit, configured to publish a vehicle travel history to a blockchain 

network by using a first blockchain node corresponding to the tolling system in the 

blockchain network, wherein the vehicle travel history comprises a travelled distance 

of the driving vehicle on the toll road; and 10 

an implementation unit, configured to perform an asset transfer operation related 

to the payment platform based on the vehicle travel history each time the travelled 

distance of the driving vehicle on the toll road reaches a predetermined distance, so as 

to charge an asset corresponding to the predetermined distance. 

13. The apparatus according to claim 12, wherein the acquisition unit is 15 

specifically configured to: 

perform an information acquisition operation on a vehicle on a corresponding 

section of the toll road by using a first Internet of Things device associated with the 

tolling system; and 

determine the vehicle information of the driving vehicle based on information 20 

obtained by the first Internet of Things device. 

14. The apparatus according to claim 13, wherein several first Internet of Things 

devices are separately installed at corresponding locations on the toll road, and a 

spacing between adjacent first Internet of Things devices is not greater than the 

predetermined distance; and the apparatus further comprises: 25 

a determining unit, configured to determine that the travelled distance of the 

driving vehicle reaches the predetermined distance when multiple first Internet of 

Things devices successively obtain the vehicle information of the driving vehicle and 

a total spacing between the multiple first Internet of Things devices is the 

predetermined distance. 30 

15. The apparatus according to claim 13, wherein the first Internet of Things 

device comprises at least one of the following: a monitoring device, an RFID reader, a 

Bluetooth device, an optical sensor, and a signal receiver. 

16. The apparatus according to claim 13, wherein the acquisition unit is 
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specifically configured to: 

when it is determined that there is a driving vehicle on the corresponding toll 

road section by using the first Internet of Things device, further perform an 

information acquisition operation on the driving vehicle by using the first Internet of 

Things device; or 5 

when it is determined that there is a driving vehicle on the corresponding toll 

road section by using a second Internet of Things device associated with the tolling 

system, further perform an information acquisition operation on the driving vehicle by 

using the first Internet of Things device. 

17. The apparatus according to claim 12, wherein the implementation unit is 10 

specifically configured to: 

each time the travelled distance reaches the predetermined distance, initiate an 

asset charging request for the vehicle information to the payment platform, wherein 

the asset charging request comprises an identifier of the vehicle travel history; and 

charge an asset transferred by the payment platform from the user account; or 15 

when a limit of credit of the user account is not exceeded, charge a credit asset related 

to the user account and transferred by the payment platform. 

18. The apparatus according to claim 12, wherein the implementation unit is 

specifically configured to: 

each time the travelled distance reaches the predetermined distance, initiate a 20 

contract operation used for asset transfer by using the first blockchain node, wherein a 

validation condition of the contract operation comprises that the travelled distance 

reaches the predetermined distance; and 

after the contract operation takes effect, receive, by using the first blockchain 

node, a blockchain asset corresponding to the predetermined distance and transferred 25 

by a second blockchain node corresponding to the payment platform in the blockchain 

network, wherein an offchain asset equivalent to the blockchain asset is deducted 

from the user account by the payment platform. 

19. The apparatus according to claim 12, wherein the implementation unit is 

specifically configured to: 30 

perform an asset transfer operation related to the payment platform based on the 

vehicle travel history each time the travelled distance of the driving vehicle on the toll 

road reaches the predetermined distance; and 

after the asset corresponding to the predetermined distance is charged, reset the 
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travelled distance to recalculate the travelled distance. 

20. The apparatus according to claim 12, further comprising: 

a querying unit, configured to: when any vehicle drives to an entrance of the toll 

road, initiate a query request to the payment platform based on vehicle information of 

the any vehicle; and 5 

a control unit, configured to: when it is determined that a user account 

corresponding to the vehicle information of the any vehicle exists on the payment 

platform, allow the any vehicle to pass, so that the any vehicle enters the toll road; 

otherwise, refuse the any vehicle to pass. 

21. An open road tolling apparatus, applied to a tolling system, wherein the 10 

apparatus comprises: 

an acquisition unit, configured to obtain vehicle information of a driving vehicle 

on a toll road, wherein the vehicle information has a corresponding user account on a 

payment platform; 

a publishing unit, configured to publish a vehicle travel history to a blockchain 15 

network by using a first blockchain node corresponding to the tolling system in the 

blockchain network, wherein the vehicle travel history comprises a travelled distance 

of the driving vehicle on the toll road; and 

an implementation unit, configured to perform an asset transfer operation related 

to the payment platform based on the vehicle travel history each time the driving 20 

vehicle approaches any exit of the toll road, so as to charge an asset corresponding to 

the travelled distance. 

22. The apparatus according to claim 21, wherein the implementation unit is 

specifically configured to: 

when the driving vehicle approaches the any exit of the toll road, initiate the 25 

asset charging request for the vehicle information to the payment platform; and 

after the asset corresponding to the travelled distance is charged, reset the 

travelled distance to recalculate the travelled distance. 

23. An electronic device, comprising: 

a processor; and 30 

a memory, configured to store a processor-executable instruction, wherein 

the processor is configured to perform the method according to any one of claims 

1 to 11. 


