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A Device Fingerprint Extraction Method Based on 

Smart Phone Sensor 

Abstract 

This invention provides a device fingerprint extraction method based on smart phone 

sensor, which comprises the following steps: Step I: Data acquisition; Step II: Data 

preprocessing; Step III: ADC value recovery; Step IV: Gain matrix estimation; Step V: 

Validity check; Step VI: Device fingerprint ID generation. This invention can accurately 

extract the device fingerprint and can uniquely identify device when the device 

fingerprint ID doesn’t change when certain devices are sampled for ex-factory setting 

recovery, machine upgrade and time point testing. 
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