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SYSTEM AND TECHNIQUES FOR AUTHENTICATED WEBSITE BASED CHECKOUTY
USING UNIFORM RESQURCE LOCATOR
CROSS-REFERENCE TO RELATED APPLICATIONS
{8001} This application claims priority to U.S. Patent Application Serial No. 17/538,351,
entitled “SYSTEM AND TECHNIQUES FOR AUTHENTICATED WEBSITE BASED
CHECKOUT USING UNIFORM RESQURCE LOCATOR” filed on November 30, 2021,
The contents of the aforementioned application are incorporated herein by refercuce in their
entirety.
BACKGROUND
j0062] During costomer present transactions, sach as those a brick and mortar locations, a
customer may present a chip-cnabled credit card to a chip reader, or a contactless credit card
i a “tap” exchange, each of which provide encrypted information that is accepted as
authenticating the customer as the person associated with the credit card account.
{8803] In contrast, online transactions typically do not afford the opportunity for users to
provide the encrypted mformation obtained from the chip-enabled card reader or the “tap”
exchange of a contactless reader to the merchant. During the online transaction, the
merchant may presume, or has to presume, that the information, such as an account number
or address, provided by the consumer is authenticatable by the financial institution and
therefore, may not vigorously vet the nformation provided by the consumer.
[8804] In addition, if the consumer 1s the target of identity theft, the consumer has no
protection against the frandalent transaction either because they may not have any idea the
frand 19 occurring undtl recoipt of the account statement.
[8083] It would be advantageous if the consumer and the online merchant were confident
that the transaction between them was secure and, for the merchant, that the identity of the
consumer was authenticable so as to reduce frand and improve the security of the online
transaction.
BRIEF SUMMARY
{8886] In one aspect, a method s provided that includes a step of recetving, at a financial
mstitution system from a website, a notification that a financial transaction autheuntication
request from a user will be received at the financial nstitution system within a
predetermined time period of receipt of the notification. The notification includes a
verification identifier of a user that was input during a transaction session with the website.
A prompt may be generated for presentation on a mobtle device corresponding to the
verification identifier of the user. The presented prompt may include a reguest for

confirmation of a pending transaction via a near-field communication interaction with a
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contactless card associated with the financial institution. o response to a near-field
communication inferaction responsive to presentation of the presented prompt, a financial
transaction authentication request including an encrypted authentication payload may be
received at an authentication web address of the financial mstitution system as confirmation
of the pending transaction. A portion of the encrypted anthentication payload 1s mamtained
on the contactless card. The encrvpted authentication pavioad may be decrypted, and
multiple paramecters may be obtained from the decrypted authentication payload. The user
may be authenticated as a holder of the contactless card using one or more of the multiple
parameters. In response to authenticating the user as a holder of the contactless card,
completion of the pending transaction may be enabled by sending user identifying
mnformation to the website.

[8807] In another aspect, a non-transitory computer-readable storage medium is provided.
The computer-readable storage mediom includes instructions that when executed by a
computer, cause the computer, at a financial institution system to receive from a website a
votification that an authentication request from a user will be received at the financial
mstitution system within a predetermined time perniod of receipt of the notification. The
notification inchudes a verification identifier of a user that was input during a transaction
session with the website. The instructions may cause the computer to have a prompt
presented on a mobile device corresponding to the verification identifier of the user. The
presented prompt may include a request for confirmation of a pending transaction via a
near-field communication interaction with a contactless card associated with the user and
the financial institution. In response to a near-ficld conununication interaction responsive
to presentation of the presented prompt, a financial transaction authentication request
mcluding an encrypted authentication payload may be received at an authentication web
address of the financial institution system as confirmation of the pending transaction. A
portion of the encrypted authentication payvload ts maintained on the contactless card. The
encryvpted authentication payvlcad mayv be decrypted to obtain multiple parameters from the
decrypted authentication payload. The vser may be authenticated as a holder of the
contactless card using one or more of the multiple parameters. Completion of the pending
transaction may be enabled by sending user identifying mformation to the website in
response to authenticating the user as a holder of the contactless card.

{0008]  In onc aspect, a computing apparatus includes a processor circuit and a memory.
The memory stores instructions that, wheun executed by the processor, the computing
apparatus is operable to receive a notification that an authentication request from a user will

be received within a predetermined time period of receipt of the notification. The
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notification includes a verification identificr of a user that was input during a transaction
seasion with the website. The computing apparatus may cause a prompt to be presented on a
mobile device corresponding to the verification identifier of the user. The presented prompt
includes a request for confirmation of a pending transaction via a near-field communication
mteraction with a contactless card associated with the financial nstitution. In response to a
near-field communication inferaction responsive to presentation of the prompt, a {financial
transaction authentication request including an encrypted authentication payicad may be
cceived at an authentication web address of the financial institution system as confirmation
of the pending transaction. A portion of the encrypted authentication payload is maintained
on the contactiess card.  The encrvpted authentication pavioad may be decrypted, and
multiple paramecters may be obtained from the decrypted authentication pavicad. The user
may be authenticated as a holder of the contactless card using one or more of the multiple
parameters. In response to authenticating the user as a holder of the contactless card,
completion of the pending transaction may be enabled by sending user identifyving
mtormation to the website.
BRIEF DESCRIPTION OF THE DRAWINGS

{0089] Reference 1s now made to the drawings, wherein like reference namerals are used
to refer to like elements throughout.

{0010] FIG. 1 illustrates an example of a system implementation of the disclosed subject
matfer.

{8611} FIG. 2 illustrates an example process in accordance with an embodiment of the
disclosed subject matter.

[8012] FIG. 3 illustrates a functional block diagram of a svstem suitable for implementing
the described technigues of the disclosed subject matter.

{0013] FIG. 4 illustrates an example of a contactiess card usable in the examples described
herein.
{8814] FIG. 5 illustrates additional features of the example contactless card of FIG. 4.
{8815] FIG. 6 illustrates an example of a computing architecture suitable for implementing
the examples of FIGs. 1-5.
[8016] FIG. 7 illustrates an example of a mobile device usable for tmplementing the
techniques and processes discnssed with reference to the examples of FIGs. 1-5.
DETAILED DESCRIPTION

[0017] With general reference to notations and nomenclature used herein, one or more
portions of the detaited description which follows may be presented in terms of program

procedures executed on a computer or network of computers. These procedural descriptions
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and representations are used by those skilled in the art to convey the substances of their
work most effectively to others skilled in the art. A procedure s here, and generally,
conceived to be a self-consistent sequence of operations leading to a desired result. These
operations are those requiring physical manipulations of physical quantities. Usually,
though not necessarily, these guantities take the form of electnical, magnetic, or optical
signals capable of being stored, transferred, combined, compared, and otherwise
manipulated. It proves convenient at times, principally for reasons of common usage, to
refer to these signals as bits, values, elements, symbols, characters, terms, numbers, or the
tike. Tt should be noted, however, that all of these and similar terms are to be associated
with the appropriate physical quantities and are merely convenient labels applied to those
guantitics.

[0018] Further, these manipulations are often referred to in terras, such as adding or
comparing, which are commonly associated with mental operations performed by a human
operator. However, no such capability of a human operator is necessary, or desirable in
maost cases, in any of the operations described herein that form part of one or more
embodiments. Rather, these operations are machine operations. Useful machines for
performing operations of various embodiments include digital computers as selectively
activated or configured by a computer program stored within that is written in accordance
with the teachings herein, and/or include apparatus speciallv constructed for the requued
purpose or a digital computer. Various embodiments also relate to apparatus or systems for
performing these operations. These apparatuses may be specially constructed for the
reguired purpose. The required structure for a variety of these machines will be apparent
from the description given,

[8019]  In the following description, for the purpose of explanation, numerous specific
details are set forth 1n order to provide a thorough vonderstanding thereof It may be evident,
however, that the novel embodiments can be practiced without these spectfic details. In
other instances, well-known structures and devices are shown n block diagram form in
order to facilitate a description thereof. The intention is to cover all modification,
cquivalents, and alternatives within the scope of the claims.

{8020] The followmng provides a description of an improved transaction system and
techniques that enable an online merchant and a consumer to have with a high degree of
certainty that the person or, in the case of a business, the entity that the consumer is

asserting to be is actually that person or entity.
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[8621] FIG. 1 dlustrates an example of a systenm unplementation of the disclosed subject
matter. The svstem 100 may mnclude a financial mstitution system 118, website 108, a
mobile website 104, a mobile device 102, a contactiess card 110 and a data network 106,
{0022] The data network 106 may be a network, such as the interet, a wide area network,
a local area notwork, a metropolitan area network, a celtular network, a combination of
networks, or the like, that enables different devices and systems communicate with one
another.

[8023] The website 108 and the mobile website 104 may be services executing on servers
or cloud platforms that provide services or products from service providers or merchants
j8024] The financial institution aystem 118 may be provided by an entity, such as a bank,
mortgage company, investment firm, credit card issucr or the like, and the eutity be referred
to herein after as a “financial institution.” The financial institution may have business
relationships with a number of merchants. The nomber of merchants may inclade
merchants that conduct business through online businesses, that sell merchandise and/or
services through onling transactions made possible by websites, such as website 108 and
mobile website 104, In addition, or alternatively, the financial institution may have
business relationships with a pamber of consumers that mteract with the financial mnstitution
system 118 via their mobile devices, such as mobile device 102, As part of the relationship
with the consumer, the financial institution may provide the consumer after a sufficiont
amount of vetiing (to confirm identity, phyvsical address, income, houschold members,
account information and the like) with a contactless card 110,

[8025] The contactless card 110 as described in later examples may be operable to provide
encrypted authentication information that 1s authenticatable by the financial institution
system 118, The contactless card 110 may be equipped with a near-field communication
(NFC) device 112, The NFC device 112 may be operable to communicate with an NFC
device (not shown n this example) in the mobile device 102,

18026} The mobile device 102 may be operable to communicate with the financial
fstitetion system 118 via a communication link 114, The mobile device 102 may be
operable to provide information obtained from the contactiess card 110 to the financial
mstitution system 118 via an instance of the user application 132, The user application 132
may be an application that facilitates obtaining the encrypted anthentication information
from the contactless card 110,

[0027] The financial institution systern 118 may include a number of svstems, memories,
modules and components, such as a user data storage 120, a financial institation processor

122, an authentication system 124 and a communication interface 126,
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[8028] The communication interface 126 may be operable to facilitate comumunication by
the financial mstitution svstem 118 with the mobile device 102, the mobile website 104,
and/or website 108 via the data network 106, The communication link 128 may couple the
mobile website 104 to the data network 106, Similarly, the communication interface 126
may be operable to receive information from each of the mobile device 102, the mobile
website 104 and the website 108 sent through the data network 106, The communication
mterface 126 may communicate via the data network 106 using known communication
protocols.

{80291 The user data storage 120 may securely maintain information regarding the user
that is used by the authentication system 124 to authenticate the user. For example, the
maintained information regarding the user may include personal identifving information
{PID), such as the user's name, home address, spousal information, telephone nurabers, bank
loan balances, tvpes of accounts, types of automobiles secured by loans {e.g., Chevrolet®
Tahoc®), mobile phone identificr {e.g., International Mobile Equipment Identity (IMEY)
vunther or the fike), passwords, permanent account numbers, past virtual account nunabers,
a transaction count and the like.

j0038] The financial nstitution processor 122 may be operable to recetve the encrypted
mformation, which may also be referred to as an encrypted authentication payload of the
contactless card 110, from the communication interface 126. The financial mstitution
processor 122 may be operable to process the encrypted information and forward encrypted
authentication information to the austhentication system 124,

[8031] The authentication system 124 may be a component {e.g., a processor, software, a
combination of both} that decrvpts (if needed) and/or authenticates wformation provided by
a user, such as an identifier provided by the user to the website 108, authentication
information from the countactiess card 110, and the like. For cxample, the authentication
systern 124 may be a component that utilizes decryption algorithms to decrypt the enerypted
authentication information and evaluate the decrypted to authentication information to user
mformation obtained from the user data storage 120, Optionally, the authentication system
124 may nterface with a third-party authentication system 130, which may provide some or
all of the same functionality of the authentication svstem 124,

[8032] Customer enters an identifier into a field of a web page presented by the web
browser {such as a phone identifier, an email address, a permanent account namber (PAN},
or the like}. The user may enter the first 5 digits of the PAN, which provides the mobile
website 104 with enough mformation to identify the user's financial institution. The

identifier may include other additional information, sach as a special keyword, an acconnt
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pumber or name maintained n relation to the website 108 or mobile website 104, or the like
that indicates to the website 108 and or mobile website 104, Alternativelv, the user may
select a financial institution presented on the web page of the website 108 and or mobile
website 104 for use in the authentication process.
[8833] The website 108 may be operable to identify the user as a user in a centralized
database or bank identification member. In a detailed example, the website 108 may have
relationships with a number of different financial institotions. When the website 108
cceives a user's identifying information, such as the phone weutifier or ematl address, the
wehsite 108 may broadcast that information to all of the number of different financial
mstitutions with which the website 108 has relationships. The first financial institution that
responds with a confirmation is the one with which the website 108 will continue to conduct
the transaction session with the first responding financial institution. The mobile website
104 may be operable to be presented and operate on mobile devices, such as a smartphone,
laptop, tablet device or the like, and to function in a similar manner as the website 108.
[0034] The forcgong systems 100 may be operable to provide the secure authentication of
the user and streamlined secure transactions as outlined in the following process examples.
j0035] Castomer may be asked to tap a contactless card to phone for a background read of
authentication imnformation usable by the financial institation to authenticate the user. In
some examples, the present disclosure refers to a “tap” of the contactiess card. However, it
is understood that the present disclosure is not limited to a tap, and that the present
disclosure includes other gestares {e.g., a wave or other movement of the card). The
aunthentication information read by the phone may be a voiform resource locator (URL)
associated with the financial institution. The URL may contain an encrypted payload which
is authenticated by an authentication system 124 of the financial institution system 118,
Alternatively, the authentication of the user may also serve as an approval of the
transaction, in which case, any account mnformation or the like needed by the merchant to
complete the transaction at the website 108 may be provided by the financial institution and
a notification that the transaction ts completed may be presented by the user.
{8836] Financial institution sends avthentication respounse to merchant along with rest of
personal identifiable information (PIT) data and possibly a virtual card number (VON},
which may be a 15- or 16- digit number like a credit card number but without the physical
credit card being present,
18037} Esscantially, the user merely provides their identifier {ematl address or telephone

number) and taps a contactless card 110 to the mobile device 102, and upon authentication,

~3



WO 2023/101879 PCT/US2022/050880

the mmformation {e.g., PII data, most frequent shipping address, and the hike) for completing
the transaction may be provided to the merchant.

jB038]  The request to tap card to phone may cause the launch of a web browser on either a
portable device presenting the mobile website 104 or a computing device that presents the
website 108, For example, the financial institution may also generate a request to tap alert
{c.g., a prompt) on their phone via an in-app notification or via SMS to initiate an
authentication process as discussed herein. When the website 108 generates a browsing
session for the user transaction, the browsing session is assigned a browsing session
wdentificr. Information input during the browsing session, such as user's name, the shipping
address, product identifiers that identify products to be purchased, and the like are saved
with reference to the browsing session identifier. The browsing session identifior allows the
merchant to quickly reconvene the user's shopping experience. A link containing the
browsing session identifier may be provided with the authentication request to the financial
mstitution. Upon authentication by the financial institution system, the user may resume the
commerce session at the website 108 or mobile website 104, For example, the
authentication result may be delivered by the authentication system 124 or the hike of the
financial institution system 118 and may include the browsing session identifier and
nformation regarding the user. The browsing session may be a secure or encrypted
communication link. The mformation regarding the user provided by the autheuntication
system 124 may mclude the user’s name, user’s shipping address, user’s contact
imformation, and the like.

{8039] In an example, the encrypted authentication payload is sent in URL to financial
mstitution backend, which 1s expecting the pavicad in a message for authentication.
Encrypted asthentication payload may include version number (if multiple versions), unigue
identifier of person, application transaction counter, one-time password, and a cryptogram
that s used to validate message integrity. For example, a URL message may be structured as
“www financialinstitationname com/fintech ITAUTHENTICATION MESSAGE” or the bike.
Upon receipt of the URL message, the O85 of the mobile device may be operable to contact
the financial institution at the URL and provide the AUTHENTICATION MESSAGE to the
financial institution system 18, The financial institution system 118 associated with the
URL may be operable to take the AUTHENTICATION MESSAGE and authenticate the
user, determine if there is a pending transaction {(for example, based on the earlier
notification from the website 108) and provide the needed mnformation to complete the
trapsaction. Alternatively, the URL message mayv be processed by the 08 of the mobile

device to be sent as a text message to the financial institution system, which may be
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operable to access the URL in the message. The information usable to complete the
transaction may be provided in an authentication response to merchant that includes some
additional PII data (that may not have already been input to the website 108 by the user) and
possibly a virtual card number (VCN).

[8048] FIG. 2 illustrates an example process in accordance with an embodiment of the
disclosed subject matter. The process 200 may be performed by different components of the
system 100 as described above.

[0041] With reference to FIG. 2, in block 202 of process 200, the financial mstitution
gystem may receive from a website, a notification {or alert) that an authentication request
from a user, such as a user associated with the mobile device 102 of FIG. 1, will be received
at the financial institution system within a predetermined time period of receipt of the
notification.  The notification may include a verification identifier of a user {¢.g.. a name,
username, email address, cellular phone mumber, or the like) that was input daring a
transaction session with the website. For example, while inputting mformation into the
website during the transaction session, the user may input, in addition to their verification
wdentifier, payment card information or an indication of a financial institution that will
facilitate payment for the transaction. Based on that payment card or financial institution
mformation, the website may, for example, be operable to send a notification message to the
financial mnstitution that alerts the financial institution to expect a financial transaction
authentication request within a predetermined time window or after a time out period. The
predetermined time window or time out pertod during which the financial institution may
expect to receive the financial transaction authentication request may be, for example, 30
seconds, 15 seconds, 20 seconds, 1 minute, a range such as 30-45 seconds, or the like, from
when the notification is received.

{8042] In block 204, the financial institution system 118 when executing the process 200
may cause a prompt to be presented on a mobile device corresponding to the verification
identifier of the user. Referring back to FIG. 1, for example, the user application 132
executing on the mobile device 102 may be in communication with the financial institution
system 118. Upon receipt of wherein the prompt includes a request for confirmation via a
near-field communication interaction with a contactiess card associated with the financial
mstitution. In more detail, a signal from the financial institution system 118 may populate a
message with instructions executable by the mobile device that cause the mobile device to
mitiate a background near-field cornmunication read of a contacticss card associated with
the user. The message may be forwarded to the mobile device and in response the mobile

device is operable to cause presentation of the prompt and initiation of the background read
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bv a near-field communication device of the mobile device of the contactless card. For
example, the forwarded message may include instructions to the mobile device that cause
the mobile device to present the prompt and to tmitiate a background read of the contactiess
card by a near-field communication device of the mobile device. Alternatively, or
selectively based on a user preference, the user may interact with the prompt to cause the
mitiation of the background read of the contactless card. In some examples, the message
with the mstructions may include a hyperhink to the authentication web address of the
financial institution. The financial istitution system 118 may forward the message to the
mobile device corresponding to the verification identifier of the user. In some examples,
the message may be formatted as a short message service message, a multimedia messaging
service message, or as a financial institution in-application notification. The operating
system of the mobile device may be operable to receive the message regardiess of the
format and execute the instractions.

{8843] In an cxample, the financial institution system 1% may after expiration of the
predetermined time period, reccive a hyperlink/URL corresponding to the transaction
seasion from the website 108 or mobile website 104, The transaction session may have
been deactivated by the website after the expiration of the predetermined time period. The
hvperlink/URL corresponding to the transaction session may include data that enables the
transaction session to be reactivated by the website 108 or mobile website 104 without loss
of the information {e.g., shopping cart information, customer information or the like) that
has already been entered. The financial institution system 118 may temporarily maintain
the hyperlink/URL in a data storage in association with information related to the user {e.g.,
user data storage 120}

j0044]  In block 206, process 200 recetves, in response to a near-field communication
inferaction respounsive to presentation of the prompt. an encrypted authentication pavload at
an authentication web address of the financial institution system. The authentication web
address may be a URL provided as part of the message obtained from the contactless card
during the near-field communication interaction. In the example, there may be two URLs:
an authentication URL having the web address that is provided by the contactiess card, and
a transaction session URL. In some examples, a portion of the encrypted authentication
pavload is maintained on the contactless card.

[0045] The user application 132 executing on the mobile device 102 may be
communication with the financial institution system 118, The mobile device 102 1

response to instructions from the user application 132 and may forward an encrypted
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financial transaction authentication request to the financial institution system 118 for
authentication.

jB046] The financial transaction asthentication request may include one or more uniform
resource locators {URL). A first URL may be generated by the website 108 and may be a
URL that enables the user to resume the checkout flow if the user leaves the commercial
website (as may be the case when the financial transaction authentication request is sent}.
{8047} In block 208, as process 200 contimues within the financial institution system 118,
the financial transaction authentication request may be received and forwarded to the
authentication system 124, The authentication system 124 may be operable to decrypt the
encrypted authentication payload. For example, the 124 may be operable to apply a
decryption algorithm to decrypt the encrvpted authentication pavioad,

[0048] 1o block 210, the process 200 obtains multiple parameters from the decrvpted
authentication payload. The multiple parameters in the encrypted authentication payload
include, for example, a version number, a unique identifier of the user, an application
transaction counter, a onc-time password, or a cryptogram usable to validate message
mtegrity. A version number may be needed to select different decryption algorithms or the
like as versions of the information or protocels are updated and legacy contactless cards
remain i use. The other parameters are described and explained in more detail with
reference to later examples.

[8848] 1In block 212, the authentication system 124 may authenticate the user as a holder
of the contactless card vsing one or more of the meltiple parameters. For example, the
process 200 may use one or more of the multiple parameters to confirm that information
related to the user provided by the website is substantially identical to information of the
user maintained by the financial institution system 118

{0058] 1o block 214, process 200, i response to authenticating the user as a holder of the
contactless card, the financial mnstitution systern 118 enables completion of the transaction
by sending user identifving information to the website 108 or mobile website 104, For
example, the financial institution system 118 may send with the user identifving information
the transmission session hyperlink/URL to the website 108 or mobile website 104 so the
transaction session may be reactivated at the website,

[8051] In addition, when the authentication result confirms the user information matches
the encrypted authentication information, the website 108 or the mobile website 104 may be
provided with the shipping address and contact information that the financial mstitution
system has on-file for the user to further thwart frandulent activity through the website 108

or the mobtle website 104, For example, the financial institution has a high degree of
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confidence that the shipping address is correct as the financial institution sent the
contactless card to that address.

{6852] When the authentication result does not indicate a match between the information
provided by the user to the commence website 108 and the encrypted authentication
mformation, the authentication systern 124 or thurd-party authentication system 130 may
provide an indication that the pending transaction may be fraudulent and that cither the
transaction should be canceled or that further information is required or the hike.

[0053] The examples disclosed herein provide secure technigues to use a contactiess card
in the authentication of a user for completion of a transaction with a website. Generally, the
near-field communication settings of the computing device may be operable to perform
background reads {e.g., the operating system of the computing device causes the
performance of the near-field communication read) of near-field communication devices
within communteations range of the near-field communication circuitry of the computing
device. For cxample, a contactless card having a near-field communication device may
come within conununications range of a computing device, e.3., via a tap gesture, and in
response, the contactless card may generate a uniform resource locator {URL) that may be
transmitted in a message to the computing device.

{0054] At least a portion of the URL may be directed to an application server hosting one
or more applications and/or application segments. The applications or application segments
may include applications available via application stores, while the segments of the
applications may inciude a portion the application {¢.g., one Or MOTE Pages, one Or MOIE
functions, etc.}. For example. the application segments may be on~demand applications,
such as mstant applications and/or progressive web applications. One or more application
segments associated with the URL may be downloaded to and executed on the computing
device.

[8055] The URL generated by the contactless card may further include data used by an
authentication server as part of a validation process. For example, the URL may include
encrypted data that is decrypied by the server as part of the validation process. The
downloaded application segments may receive the URL and extract the encrypted data. The
downloaded application may then transmit the encrypted data to the authentication server
for authentication and validation. Once validated, the authentication server may refurn an
authentication result to the user application 132, The authentication result may include a
confirmation that the cncrypted authentication information matched the information that the

user provided to the website 108,
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[8056] Advantageously, embodiments disclosed berein improve the integrity and the speed
of executing the authentication and completion of transactions between merchants and user
devices. For example, embodiments disclosed herein provide the authentication of a user
when attempting to complete an on-line purchase with a merchant.

[8057] FIG. 3 illustrates a functional block diagram of a system switable for interacting
with a webstte utilizing the descnibed techniques of the disclosed subject matter. As shown,
the system 300 includes one or more contactless payment card 318, a mobile device 302, an
authentication server 308, and an application server 332, The application server 332 may
have account application 334 that yaay be responsive to inguiries from the authentication
application 336 that enables the authentication application 336 to authenticate the user as
discussed i carlicr cxamples. The contactless payment card 318 is representative of any
type of payvment cards, such as a credit card, debit card, ATM card, gift card, and the

like. The contactless payment card 318 may comprise one or more chips (not depicted in
this example), such as a radio frequency identification (RFI3} chip, configured to
communicate with the mobile device 302 via NFC, the EMYV standard, or other short-range
protocols in wireless communication. For example, the contactless payment card 318
meludes logie 346, a memory 320, and a communications interface 330. The memory 320
may include an applet 322, a private key 324, encrypted data 326 and URL 328, Although
NFC is used as an exampic communications protocol, the disclosure is equally applicable to
other tvpes of wireless communications, such as the EMV standard. Bluetooth, and/or Wi-
Fi. The mobile devices contactless card 110 are representative of any tvpe of network-
enabled computing devices, such as smartphones, tablet computers, wearable devices,
laptops, portable gaming devices, and the Tike. The servers are representative of any tvpe of
computing device, such as a server, workstation, compute cluster, cloud computing
platform, virtualized computing system, and the like.

[0058] As shown, a memory 304 of the mobile device 302 includes an instance of an
operating svstem (5}, Example operating systems mnclude the Android® 05, 1088,
macOS®, Linux®, and Windows® operating systems.

{8059] As another example, a user may make purchases from a merchant’s website using
the website 115 and/or the other apphication 116 provided by the merchant. To complete the
transaction, the user may provide card data to one or more forms in the web browser 312
and/or the other applications 314,

[0060] Geoerally, when conducting an on-line transaction, afier entering their name and
address {either manually or via an autofill function) the user manuvally enters their card

number, expiration date and/or CVV. Some mobile operating svstems allow such data to be
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auntofilled into forms, but other mobile operating systems impose restrictions on autofilling
such data. Furthermore, i operating svstems that allow the data to be autofilled in forms,
the user must be authenticated through a dedicated application to do so. Advantageously,
however, the examples disclosed herein solve such issues by leveraging the contactless
payment card 318 to authenticate the user.

{8861] To do so, a user may tap the contactless payment card 318 to the mobile device
302, thereby bringing the contactiess payvment card 318 sufficiently close to the card reader
316 of the mobile device 302 to cnable NFC data transfer between the communications
mterface 330 of the contactless payment card 318 and the card reader 316 of the mobile
device 302. In some embodiments, a user application, sach as 132 of FIG. 1, executing on
the mobile device 302 may trigger the card reader 316 via an application program interface
{APT) call. Tn one example, the mobile device 302 triggers the card reader via an API call
responsive to the user tapping or otherwise selecting an element of the user interface. In
addition, or alternatively, the mobile device may trigger the card reader 316, for example,
bascd on periodicatly polling the card reader 316, More generally, the mobile device 302
may trigger the card reader 316 to engage in communications using any feasible

method. After communication has been established between mobile device and contactless
card 31%, the applet 322 exeeuting on a processor {not shown in this example) of the
contactless card 318 gencrates and transmits data to the mobile device via the
communications interface 330, In some embodiments, the data generated by the contactless
card 318 may include an URL 328 and the encrypted data 326 to form the URL w/
Encrypted Data 344 (In the examples, the URL w/ Encrypted Data 344 may refer to both the
URL and the encrypted data as a single element) that 1s transmitted via NFC from the
contactless payment card 318 to the card reader 316 of the mobile device 302, The URL 328
that is included in the URL w/ Encrypted Data 344 may be directed to the authentication
server 306, When the 08 310 of the mobile device 302 receives the URL 328 inthe URL
with encrypted data 344, the OS 310 may dynamically cause a browser application on the
mobile device 302 to utilize the address contained in the URL 328 to communicate with the
authentication server 306,

{80621 The URL 328 generated by the applet 322 may further include encrypted data 326,
such as an encrypied authentication payload as parameters. As described in greater detail
below, the encrypted authentication pavioad may be used by the authentication server 306 to
validate the data gencrated by the contactless payment card 318, For example, the applet
322 of the contactless card 318 may use a cryptographic algorithm to generate a

cryptographic pavioad of encrypted data 326 based at least in part on the private key 324
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stored 10 the memory 320 of the contactless payment card 318, In such an embodiment, the
private kev 324 and some other piece of data {¢.g., a customer identifier, account identifier,
gtc.} may be provided as the input to the cryptographic algorithm, which outputs the
encrypted data 326. Generally, the applet 322 may use any type of cryptographic algorithm
and/or system to generate the encrypted data 326, and the use of a specific eryptographic
algorithm as an example herein should not be considered limiting of the disclosare. In some
embodiments, the applet 322 may perform cncryption using a key diversification techuigue
to generate the cryptographic pavioad.

{80631 As stated, the applet 322 of the contactless card 318 may wmclude the encrypted data
326 as a parameter of the URL 328, thereby generating a URL with encrypted data 344, For
example, if the URL to the authentication server 306 s “http//www .cxample.com/authtapp”
and the encrypted data 326 15 “ABC1237, the URL with encrypted data 344 may be
“http//www .example com/authapp?data=ABC123,” where the encrypted data is represented
by ABC123. in some embodiments, the applet 322 may encode the encrypted data 326
according to an encoding format compatible with URLs prior to ncluding the encrypted
data 326 as a parameter of the URL 328, For example, the encrvpted data 326 mav be a
string of binary data {¢.g., zeroes and ones), which may not be compatible with

URLs. Therefore, the applet 322 may encode the encrypted data 326 to the American
Standard Code for Information {nterchange (ASCIE) base64 cncoding tormat. Doing so
represents the binary encrypted data 326 in an ASCI string format by translating it mto a
radix-64 representation {e.g., “ABU1237 in the previous example).

[8064] Once generated, the applet 322 may transmit the URL 328 with encrypted data 326
to the mobile device 302 e.g., via NFC. In one example, when received by the OS 310, the
08 310 or user application 132 caunses the web browser 312 to access the URL 328 with
encrypted data 326. Doing so causes information describing the mobile device 302 to be
sent with encrypted data 344 in the authentication request to access the URL, which directs
the mobile device 302 to communication with the authentication server 306. For example,
the information may nclude attributes of the mobile device, such as a mobile device
identifier, operating system version, hardware capabilities, and software capabilities. An
example of the mobile device identifier may be the mobile device IMET or cellular sumber
or the hike. In response, the authentication server 306 may be operable to decode the
encrypted data 344 and locate information based on the mobile device identifier,
transmitting the decoded cncrypted data 344 to the authentication server 306,

[8865] FIG. 4 itlustrates an example of a contactless card usable in the examples deseribed

herein.
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[8066] The system comprises a contactless card 402, a service provider 404, a substrate
406, an identification information 408, and a contact pad 410. Figure 4 illustrates
contactless card 402, which may be a contactless payment card, such as a credit card, debit
card, and/or an identification card that may act as a credential apparatus. The contactless
card 402 may also be referred to interchangeably herein as a credential apparatus, a
contactless payment card, or an authentication apparatus. Other examples of an
authentication apparatus may be a key fob, a pendant, a bracelet, a smart wearable device
{c.g.. a fitness device or a smartwatch) or the like. As shown, the contactiess card 402 may
be 1ssued by a service provider 404 displaved on the front or back of the contactless card
402, In some examples, the contactless card 402 is not related to a payment card, and may
comprise, without limitation, an identification card or an insurance card. In some examples,
the countactless card 402 may be a dual interface contactless card. For example, the
contactless card 402 may inclade a substrate 406, which may have a single layer, or one or
more laminated layers composed of plastics, metals, and other materials. Exemplary
subsirate matertals include polyvinyl chloride, polyvinyl chioride acetate, acrylonitrile
butadiene stvrene, polvearbonate, polyesters, anodized titanium, palladium, gold, carbon,
paper, and biodegradable materials. In some examples, the contactless card 402 may have
physical characteristics compliant with the ID-1 format of the ISO/IEC 7610 standard, and
the contactiess card 402 may otherwise be compliant with the ISO/EC 14443

standard. However, it 13 understood that the contactless card 402 according to the present
disclosure may have different characteristics and that the contactless card may be
implemented as a card or device other than a pavment card.

[8067] The contactless card 402 may also include identification information 408 displayed
on the front and/or back of the card, and a contact pad 416, The contact pad 410 may be
configured to establish contact with another communication device, such as a mobile device
, a user device, smart phone, laptop, desktop, or tablet computer. The contactless card 402
may also mclude processing circuitry, antenna and other components not shown m FIG. 4.
These components may be located behind the contact pad 410 or elsewhere on the substrate
406. The contactiess card 402 may also include a magnetic strip or tape, which may be
located on the back of the card (not shown in FIG. 4).

j0068] FIG. § illustrates additional features of the example contactless card of FIG. 4.
18069]  As illustrated in FIG. 5, an cxample of a contact pad 506 useable with the
contactless card 402 of FIG. 4 may include processing cireunitry 502 for storing and
processing information, including a microprocessor 508 and the memory 510, Tt is

understood that the processing circuitry S02 may contain additional components, including
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processors, memorics, error and parity/CRC checkers, data encoders, anti-collision
algorithms, controllers, command decoders, security primifives and tamper-proofing
hardware, that may be operable to perform the functions described herein.

{0070] For example, the memory 510 may be a read-only memory, write-once read-
multiple memory or read/write memory, ¢.g., RAM, ROM, and EEPROM, and the
contactless card 402 of FIG. 4 may inchude one or more of these memories. A read-only
memory may be factory programmable as read-only or one-time programmable. One-time
programmability provides the opportunity to write once then read many times. A write
once/read-multiple memory may be progranuned at a pomnt in fime after the memory chip
has left the factory. Once the memory is programmed, it may not be rewritten, but it may be
read many times. A read/write memory may be programuned and re-programed many times
after feaving the factory. A read/write memory may also be read many times after leaving
the factory.

{8871] The memory 510 may be configured to store one or more applets 512, one or more
counters 516, a customer identifier {(Id) 514, and the virtual account numbers 518, The one
or more applet(s} 512 may comprise one or more software applications configured to
exccute on one or more contactless cards, such as a Java® Card applet. However, 1t is
wunderstood that applet(s) 512 are not limited to Java Card applets, and instead may be any
software application operable ou contactless cards or other devices having hmited memory
and processing capabilities. The one or more counters $16 may, for example, include a
numeric counter sufficient to store an integer. The customer id 514 may, for example,
melude a unique alphanumeric identifier assigned to a user of the contactless card 402, and
the customer id 514 may distinguish the user of the contactless card from other contactless
card users. In some examples, the customer identifier 514 may identify both a user and an
account assigned to that user at an entity, such as a financial imstitution, and may further
identify the contactless card associated with the user's account. Or the userid 514 may
identify the user and a mobile device associated with that user. Or the vser id 514 may
identify the user, an account assigned to that user at an entity, and a mobile device
associated with that user. In some examples, the account number(s) 518 may include teuns,
bundreds or thousands of one~time use virtual account numbers associated with the
contactless card 402. Another applet of the applet(s) 512 may be configured to manage the
account numbers 518,

[0072] The processor and memory elements of the foregoing exemplary examples are
described with reference to the contact pad, but the present disclosure 1s not limited

thereto. It 1s understood that these elements may be implemented outside of the contact pad
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306 or entircly separate from it, or as further elements in addition to microprocessor 308
and memory 510 elements located within the contact pad 506,

{8073]  In some examples, the contact pad 306 may include one or more antennas 504,
Aliernatively, the one or more antennas 504 may be placed within the contactless card 402,
such as around the processing circuitry 302 of the contact pad 306, For example, the one or
more antennas 504 may be integral with the processing circuitry 502 and the one or more
antennas 504 may be used with an exteral booster coil. As another example, the one or
more antennas 504 may be extomal to the contact pad 420 and the processing civcuitry 502,
More generally, using the antennas 504, processing circuitry 502, and/or the memory 510,
the contact pad 506 provides a communications interface to communicate via NFL,
Bluctooth, and/or Wi-Fi communications as described with reference to the cxamples of
FiGs. 1-4.

{8074] As explained above, contactless cards contactless card 402 may be built on a
software platform operable on smart cards or other devices having limited memory, such as
JavaCard, and one or more or more applications or applets may be securely executed.
Applet(s) 512 mayv be configured to respond to one or more requests, sach as near field data
exchange (NDEF) requests, from a reader, sach as a mobtle NFC reader {¢.2., of the mobile
device 102 or 328}, and produce, for example, an NDEF message that comprises a
cryptographically secure encrypted information encoded as an NDEF toxt tag.

[8875] In some examples, the contactiess card 402 and/or mobile device {e.g., 102 or 328}
may include certain data such that the contactless card 402 and the user may be properly
wlentified and authenticating information obtained for processing. The contactless card 402
may comprise one or more unique identifiers (not shown). Each time a read operation takes
place, the counters 516 may be configured to increment. In some examples, cach time data
from the contactless card 402 is read {¢.g., by a mobile device 102 or 328), the counter 516,
as onc of a number of multiple parameters, may be used by the authentication server 116
and/or the anthentication app 306 or the authentication app 704 to authenticate other
parameters of the multiple parameters. For example, the counter 516 value may be
compared to a trusted counter value {¢.g., maintained in a secure element or by an
aunthentication server 116) determined to be equal and therefore, the other parameters {e.g.,
user may be considered avthentic).  Other examples of a parameter of the multiple
parameters in the encrypted authentication payload may include, for example, a version
number, a voigue Wdentifier of the user, an application transaction counter, a one-~time

password, or a cryptogram usable to validate message integrity.
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[8976] In an example, the one or more counters 316 may be configured to prevent a replay
attack., For example, if a cryptogram has been obtained and replayed, that cryptogram is
mmediately rejected if the counter 316 has been read, used or otherwise passed over. I the
counter 516 has not been used, it may be replayed. In some examples, the counter that

is incremented on the card is different from the counter that is incremented for

transactions. In some cxamples, the contactless card 402 is unable to determine the
application transaction counter 516 since there is no communication between applets 512 on
the contactless card contactless card 402. In some examples, the contactless card 402 may
melude multiple applets 512, such as a first applet, which may be a transaction applet, and a
second applet that monitors a number of times or when the counter 516 is read.

18077} For example, in response to contactiess card 402 being engaged to communicate
with a mobile device, whether it is user mobile device 102 or mobile device 302, the
contactless card 402 may be operable to generate encrypted information. The encrypted
mformation delivered to the mobile deviee, such as user mobile device 102 or mobile device
302 may include a reference hink, such as URL 522, Once the user taps the contactless card
402 1o the mobile device, the URL 322 delivered via the contact pad 506 may be provided
to an authentication application, a user application 132, or the hike executing on the mobile
device. As shown, the URL 522 may be stored i the memory 510 and/or may be generated
by the applet 512.

[8078] In a specific example, the URL 522 may be directed to the anthentication app 306
or the authentication server 116 of FIG. 1. The URL 522 may further include data (c.g.,
parameters) used by the authentication server 116 to validate the data generated by the
contactless card contactiess card 402, For example, the applet(s) 512 of the contactless card
402 may include the multiple parameters of the encrypted information as a parameter of the
URL. The authentication app 304, the authentication server 116, or both may atterapt to
decrypt the encrypted information using a private key assoctated with the contactiess card
402 of an account associated with the user or the user's mobile device.

{8079] For example, the encrypted information may be a string of characters, such as
“ABCI23”. The applet(s} 512 may include the generated encrypted information as a
parameter of the URL 522 thereby generating a URL with encrypted information. For
example, the URL 522 to the anthentication server 116 may be

“http//www example com/”. Therefore, the URL 522 with encrypted information, such as
URL w/ Encrypted Data 344 of FIG. 3, may be “http://www example conv/? ABCI237. In
some embodiments, the applet(s) 512 may encode the encrypted information according to an

encoding format compatible with URLs prior to including the encrypted information as a
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paramcter of the URL 522, For example, the encrypted information may be a siring of
binary data {¢.g., zeroes and ones), which may not be compatible with URLs. Therefore, the
applet 103 may encode the encrypted information to the American Standard Code for
information Interchange (ASCH) base64 encoding format. Doing so represents the binary
encrypted information in an ASCH string format by translating 1t 1nto a radix-64
representation {e.g., “ABC1237 in the previous example}.

{8080} Once gencrated, the applet(s) 512 may transmit the URL 322 with encrypted
mformation to the user mobile device 102 or mobile device 302, c.g., via NFC. Ton one
embodiment, when received by the user mobile device 102 or a mobile device 302, an
application, such as the user application 132 may open to access the URL 522 with
encrypted information and transmit the encrypted information to an authentication scrver,
such as authentication system 124 of FIG. 1, for example, that 1s addressed by the URL 522,
[8081] A key diversification technigue described herein with reference to the counter 516
that may utilize cryptographic kevs 520 {e.g., a master key and a diversified key) is an
example of a key diversification techuique. This example key diversification technigue
should not be considered hmiting of the disclosure, as the disclosure is equally applicable to
other types of key diversification technigues.

{0082] For example, during the creation process of the contactless card contactiess card
402, two cryptographic keys 520 may be assigned uniquely per card. The cryvptographic
keys 520 may melude symmetrie kevs, which may be used in both encryption and
decryption of data. In an example, mple data encryption algorithm (3DES} may be used by
a paymeut method such as Europay, Mastercard and Visa (EMV) and may be tmplemented
bv hardware 1o the contactless card 402, By using the key diversification process, one or
more keys may be derived from a master key based upon aniguely identifiable information
for cach entity that requires a cryptographic key.

[8083] In some examples, to overcome deficiencies of 3DES algorithms, which may be
susceptible to vulnerabilities, a session key may be derived (such as a unigue key per
session} but rather than using the master key, the vaigue card-derived keys and the counter
may be used as diversification data. For example, each time the contactiess card 402 is used

m operation, a different kev may be used for creating a tag

o, such a message authentication

code {MAC), and for performing the encryption. This results in a triple layer of
cryptography. The session keys may be generated by the one or more applets and derived by
using the application transaction counter with one or more algorithms {as defined in EMY

4.3 Book 2 A1.3.1 Common Session Key Dertvation).
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[8084] Further, the increment for cach card may be unique, and assigned either by
personalization, or algorithmically assigned by some identifying information. For

example, odd numbered cards may increment by 2 and even numbered cards may increment
by 5. In some examples, the increment may also vary in sequential reads, such that one card
may inerement in sequence by 1,3, 5,2, 2, . repeating. The speeific sequence or
algorithmic sequence may be defined at personalization time, or from one or more
processes derived from unique identifiers. This can make it harder for a replay attacker to
generalize from a small nsumber of card instances.

[00858] FIG. 6 illustrates an example of an exemplary computing architecture 602 that may
be saitable for implementing various examples as previously described. In various
examples, the computing architecture 602 may include or be implomented as part of an
clectronic device. In some examples, the computing architecture 602 may be representative,
for example, of the user mobile device 102, of servers implementing or computers providing
the website 108 or mobile website 104, the third-party authentication system 130, and the
authentication svstenm 124 of the svstem 100, The exaraples are not limited in this

context. More generally, the computing architecture 602 may be operable to implement all
logic, applications, systems, methods, apparatuses, and functionality described herein with
reference to the examples of FIGs. 1-5.

{0086] The computing architecture 602 may include various common coraputing elements,
such as one or more processors, multi-core processors, CoO-processors, Memory units,
chipsets, controllers, peripherals, interfaces, oscillators, timing devices, video cards, andio
cards, multimedia input/output (I/0) components, power supplics, and so forth. The
examples, however, are not limited to implementation by the computing architecture 602.
j0087] As shown in FIG. 6, the computing architecture 602 comprises a processor 604, a
system memory systen bus 606 and a system bus 608, The processor 604 can be any of
various commercially available computer processors, including without limitation an
AMD® Athlon®, Duron® and Opteron® processors; ARM® application, embedded and
secure processors; IBM® and Motorola® DragonBall® and PowerPC® processors; IBM
and Sony® Cell processors; Intel® Celeron®, Core®, Core (23 Duo®, annm®, Pentivm®,
Xeon®, and XScale® processors; and stmilar processors. Dual microprocessors, multi-core
processors, and other multi-processor architectures may also be emploved as the processor
604,

{0088] The system bus 606 provides an interface for system components including, but not
himited to, the system memory 636 to the processor 604, The system bus 606 can be any of

several types of bus structure that may further interconnect to a memory bas (with or
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without a memory controller), a peripheral bus, and a local bus using any of a variety of
commercially available bus architectures. Interface adapters mayv connect fo the systern bus
606 via a slot architectere. Hxample slot architectares may include without limitation
Accelerated Graphics Port {AGP), Card Bus, (Extended) Industry Standard Architecture
{{EHISA), Micro Channel Architecture (MCA}, NuBus, Peripheral Component Interconnect
{(PCH, PCI Extended (PCKX}}, PCY Express, Personal Computer Memory Card Interational
Association (PCMCIA), and the like.

[0083] The system memory 656 may include various types of computer-readable storage
media in the form of one or more higher speed memory units, such as read-only memory
(ROM}, random-aceess memory (RAM), dynamic RAM {BRAM), Bouble-Data-Rate
DRAM (DDRAM), syachronous DRAM (SDRAM), static RAM (SRAM), programmable
ROM (PROM), crasable programmable ROM (EPROM), clectrically erasable
programmable ROM (EEPROM), flash memory {¢.g., one or more flash arrays), polymer
memory such as ferroclectric polymer memory, ovonic memory, phase change or
ferroelectric memory, silicon-oxide-nitride-oxide-silicon {(SONOS) memory, magnetic or
optical cards, an array of devices such as Redundant Array of Independent Disks (RATD)
drives, solid state memory devices {¢.g., USB memory, solid state drives (S5D) and any
other type of storage media suitable for storing information. In the illustrated example
shown in Figure 6, the system merory 656 can include non-volatile memory {non-vol) 608
and/or volatile memory 610, A basic input/output systermn (BIOS) can be stored in the non-
volatile memory 612,

{0990] The computing architecture 602 may include various types of computer-readable
storage media in the form of one or more lower speed memory units, including an internal
hard disk drive (HDD) 660, a magnetic floppy disk drive (FDD) 614 to read from or write to
a removable magnetic disk 616, and an optical disk drive 618 to read from or write to a
removable optical disk 620 {c.g.. a C-ROM or DVD). The HDD 660 or 612, the FDD 614
and optical disk drive 618 can be connected to the svstern bus 606 by an HDD interface 622,
an FDD interface 624 and an optical drive interface 626, respectively. The HDD interface
622 for external drive implementations can include at least one or both of Universal Seral
Bus (USB) and TEEE 1394 interface technologies. The computing architecture 602 15
generally is configured to implement all logic, systems, methods, apparatuses, and
functionality described herein with reference to Figures 1-5.

18091} The drives and associated computer-readable media provide volatile and/or
nonvolatile storage of data, data structures, computer-gxecutable instructions, and so

forth. For example, a number of program modules can be stored in the drives and memory

.
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untts 6508, 610, including an operating system 628, one or more application programs {or
“apphications”) 630, other program modules 632, and program data 634 In one example, the
one or more applications 630, other program modules 632, and program data 634 can
mnclude, for example, the various applications and/or components of the system 1060, ¢.g.,
the user application 132, or the like.

{8892] A user, for example, can enter commands and information into the compating
architecture 602 through one or more wire/wireless input devices, for example, 2 keyboard
636 and a pointing device, such as a mouse 638, Other nput devices may include
microphones, infra~-red (IR} remote controls, radio-frequency {RF) remote controls, game
pads, stvlus pens, card readers, dongles, fingerprint readers, gloves, graphics tablets,
joysticks, keyboards, retina readers, touch screens (e.g., capacitive, resistive, ¢te.),
trackballs, trackpads, sensors, styluses, and the like. These and other input devices are often
connected to the processor 604 through an input device interface 640 that is coupled to the
system bus 606 but can be connected by other interfaces such as a parallel port, IEEE 1394
serial port, a game port, a USB port, an IR interface, and so forth.

{80931 A monitor 642 or other type of display device 13 also connected to the system bus
636 via an interface, such as a video adaptor 644. The monitor 642 may be internal or
external to the computing architecture 602, In addition to the monitor 642, a computer
typically includes other peripheral output devices, such as speakers, printers, and so forth,
[8694] The computing architecture 602 may operate in a networked environment using
logical connections via wire and/or wireless communications o one or more remote
computers, such as a remote computer 658, The remote computer 658 can be a workstation,
a server computer, a router, a personal computer, portable computer, microprocessor-based
entertainment apphiance, a peer device or other common nctwork node, and typically
includes many or all of the elements described relative to the computing architecture 602,
although, for purposes of brevity, only a memory/storage device 646 is tllustrated. The
logical connections depicted include wire/wireless connectivity to a local area network
{LAN) 648 and/or larger networks, for example, a wide area network {(WAN) 650, Sach
LAN and WAN networking environments are commonplace in offices and companies, and
facilitate enterprise~-wide computer networks, such as intranets, all of which may connect to
a global communications network, for example, the Internet. In examples, the data network
106 of Figure 1 mayv be onc or more of the LAN 648 and the WAN 650,

[0095] When used in a LAN networking environment, the computing architecture 602 is
connected to the LAN 6438 through a wire and/or wireless communication network interface

or network adaptor 652. The network adaptor 652 can facilitate wire and/or wireless
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communications to the LAN 648, which may also include a wireless access point disposed
thereon for communicating with the wireless functionality of the network adaptor 652,
j0096] When used in a WAN networking environment, the computing architecture 602 can
include a modem 634, or 15 connected to a comnunications scrver on the WAN 650 or has
other means for establishing communications over the WAN 630, such as by way of the
Internet. The modem 654, which can be internal or external and a wire and/or wireless
device, connects to the system bus 60% via the input device interface 640, In a networked
environment, program modules depicted relative to the computing architecture 602, or
portions thereof, can be stored in the remote memorv/storage device 646, It will be
appreciated that the network connections shown are exemplary and other means of
establishing a communications link between the computers can be used.

18097} The computing architecture 602 is operable to conununicate with wired and
wireless devices or entities using the IEEE 802 family of standards, such as wireless devices
operatively disposed in wireless communication {¢.g., IEEE 802.16 over-the-air modulation
techoiques). This includes at least Wi-Fi (or Wircless Fideluty), WiMax, and Bluctooth™
wireless technologies, among others. Thus, the communication can be a predefined
structare as with a conventional network or stmply an ad hoc communication between at
least two devices. Wi-Fi networks use radio technologies called IEEE 802 1ix{a, b, g, n,
¢te.} 1o provide secure, reliable, fast wircless connectivity. A Wi-Fi network can be used to
connect computers to each other, to the Internet, and to wire networks (which use TEEE

802 3-related media and functions).

[0098] FIG. 7 dlustrates an example of a svstem including a mobile device usable for
mnplementing the techniques and processes discussed with reference to the examples of
FIGs. 1-5. The illastrated system 700 may include a mobile device 706 and a user identifier
apparatus 702.

[8099] The mobile device 706 may be a smart phone including a display device, such as a
touch screen display 708, The touch screen display 708 may be coupled to the
nucroprocessor 710 and be operable to present screen content and receive inputs via touch
sensors 712, The inputs to the touch sensors 712 may be processed by the sense circuitry
744, Examples of touch screen type mobile devices, such as mobile device 706, may include
{but are not himited to} a smart phone, personal digital assistant (PDA), tablet computer,
smart watch, or another portable device. However, the structure and operation of mobile
device 706 that utilizes a touch screen 1s provided by way of example; and the subject
technology as described herein 15 not intended to be himited thereto. The logic implemented

by the microprocessor 710 of the mobile device 706 configures the microprocessor 710 to
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control various tfunctions as implemented by the mobile device 706. The logic fora
processor may be implemented m a variety of ways, but in the presented examples, the
processor logic 1s implemented by programming for execution by the microprocessor 710,
{0180] There are a variety of ways that a mobile device 706 may be operable to obtain
mformation as to current location of the device. In our example, the mobile device 706
mclodes a global positioning satellite (GPS) receiver 716 and associated antenna 714, GPS
is a space-based satcllite navigation system that provides location and time information
practically anywhere on Earth. A rechargeable battery (not shown} may provide clectrical
power sufficient to power the various components of the mobile deviee 706,

j0181] The mobile device 706 further includes a microprocessor 710 |, which serves as a
programmable controller for mobile device 706 by configuring the mobile device to perform
various operations, for example, in accordance with instructions or programming executable
by microprocessor 710. For example, such operations may inclode various general
operations of the mobile device 706 as well as operations related to the user authentication
functions as described herein. A flash memory 726 may be used to store, for example,
programming or mstructions for execution by the microprocessor 710, Depending on the
type of device, the mobile device 706 stores and runs an operating system through which
specific applications may be run on the device. Examples of operating systems include
Android, Apple 108, Microsoft Windows OS5, Bada, Tizen, Symbian 08, Blackberry OS, or
the like. The flash memory 726 mayv also be used to store mobtile configuration settings for
different mobile applications or services executable at mobile device 706 (using
wmicroprocessor 710}, The mobile deviee 706 may also include a non-volatile random-~
access memory (RAM) 724 for a working data processing memory. The RAM 724, flash
memory 726, and secure clement storage 742 may be coupled to the microprocessor 710 and
operable 1o store programuning code executable by the microprocessor 710,

18162] A mobile device supporting the claim processing and authentication techniques
described herein may include a variety of different types of user interface elements. For
discussion purposes, in the smart phone example of 3 mobile device shown in FIG. 7, the
user interface elements of mobile device 706 may include the touch screen display 708. For
output purposes, the touch screen display 708 may include a display screen, such as a liquid
crystal display (LCD) or the hike. For input purposes, touch sereen display 708 includes a
plurality of touch sensors 712 that output signals processed by sense circuitry 744, Other
mterface clements may include a keypad including one or more keys 718, For example, the
keypad may be implemented i hardware as a T9 or QWERTY kevboard of mobile device

706 and keys 718 may correspond to the physical keys of such a kevboard. Altermatively,
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kevs 718 {and keyboard) of mobile device 706 may be implemented as “soft kevs” of a
virtual kevboard graphically represented in an appropriate arrangement via touch screen
display 708, The soft kevs presented on the touch screen display 708 may allow the user of
mobile device 706 to invoke the same user interface functions as with the physical hardware
keys. In some implementations, the microphone 720 and speaker 722 may be used as
additional user interface elements, for audio mnpat and cutput, including with respect to
some functions related to the processing related to engaging with the authentication app
704, as described herein. In a further example, the authentication app 704 may in response
to accessing contacts stored in the RAM 724, present in the user interface a prompt to a user
to interact the mobile device 706 with a user identifier apparatus 702, such as contactiess
card 110 to obtain the encrypted information, an cacrypted authentication payload or a URL
with encrypted data, such as URL w/ Encrypted Data 344, for processing by the user app
728 or authentication app 704 or for transnuission by a browser, such as a web browser 312,
{8163] For output, touch screen display 708 is a display device used to present information
{c.g., text, video, graphics or other visible content) 1o the user of mobile device 706.
Microprocessor 710 controls visible display output on the LCD or other display element of
the touch screen display 708 via a display driver 730, to present the various visible ontputs
to the device user.

18104} The microphone 720 and speaker 722 are comnmunicatively coupled to a voice or
audio encoder/decoder {(vocoder) 732 . For a voice telephone call, for example, the vocoder
732 provides two-way conversion between analog audio signals representing speech or
other audio and digital samples at a compressed bit rate compatible with the digital protocol
of wireless telephone network commmunications or voice over packet {e.g., Intemnet Protocol)
commusnications. The vocoder, speaker and microphone may also be used as elements of the
user interface during other operations of the device, including some types of transaction
conMmunications.

{8185} Also, as shown n FIG. 7, the mobile device 706 includes at least one transceiver
734 (labeled XCVR in figure} and an associated antenna 736, which may be a digital
transcetver for digital wireless communications via a wide area wireless mobile
communication network, although the mobile device 706 may include additional digital or
analog transceivers (not shown). The transceiver 734 conforms to one or more of the various
digital wireless communication standards utilized by modern mobile networks. Examples of
such transceivers inchude (but are not limted to) transceivers operable to operate in
accordance with Code Division Multiple Access (CDMA) and 3rd Generation Partnership

Project (3GPP) network technologies including, for example and without mitation, 3GPP
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type 2 {or 3GPP2) and 3GPP Long Term Evolution (LTE) {or “4G™), fifth generation
wireless (8G). For example, the transceiver 734 may provide two-way wireless
commugication of information mcluding digitized audio signals, still image and/or video
signals, web page information for display as well as web related inputs, and various types of
mobile message commumications to/from the mobile device 706, The transceiver 734 may
also support various types of mobile messaging services, such as short message service
{SMS}, enhanced messaging service (EMS), and/or multimedia messaging service (MMS).
[8186] In an cxample, the transceiver 734 may be coupled to the microprocessor 710 and
operable to exchange commumications. The microprocessor 710 of the mobile device 706
may be further operable to perform additional functions, including functions to establish,
using the transceiver, a connection with a server or entity, such as the authentication server
116 and website 108 of FIG. |, to exchange communications. Via the connection with the
server or website, the mobile device 706 may be able to obtain varicus information, such as
authentication information, product information, user information, and the like. The
processor upon execution of the authentication app 704 and the user app 728 may
mmplement the examples as discussed above with reference to FIGs. 1-5.

{0187] The mohile device 706 may also inchide a Wi-Fi transceiver 740 and associated
Wi-fi antenna 738. Although Wi-Fi is used here as the example. the transceiver 740 may
take the form of any available two-way wircless local arca network transceiver of a type that
is compatible with one or more standard protocols of commumication implemented in
wircless local area networks, such as one of the Wi-Fi standards under IEEE 70211 and/or
WiMAX.

{8108] Alternatively, or 1n addition, applications may be stored in secure element (8E)
storage 742, which may be a solid-state memory storage or other memory device suiiable
for storing applications. In one example, the secure element storage 742 may be a separate
chip that includes tamperproof storage and execution memory and is operable to
communicate with operating system. The secure clement storage 742 may, for example,
store an instance of an asthentication app 704 for processing receipt data, communicating
with one or more serviges of servers, and processes as described with reference to the
examples of FIGs. 1-3. Other applications such as authentication app 704 and user app 728
may also be stored in secure element storage 742,

{0109] The mohile device 706 may also include a near-field communication device 746
that is coupled to the secure clement storage 742 and the mucroprocessor 710, As discussed
in the carlier examples, the authentication app 704 and the user app 728, when executed by

the microprocessor 710, may be operable to control the near-field communication device
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746 and receive signals from the user identifier apparatus 702, which may be tmplemented
as the contactless card 110, the credential apparatus 330, or the contactless card 402,

Dietails of the user tdentifier apparatus 702 may be obtaimed from the carlier discussion of
the contactless card 110, the credential apparatus 330, or the coutactless card 402, As
explained above, the contactless card 402 when implemented as the user identifier apparatus
702, may be built on a software platform operable on smart cards or other devices having
himited memory, such as JavaCard, and one or more applications or applets may be securely
executed. Applets may, for example, be added to contactless cards to provide, as mentioned
above, authentication in various mobile apphication-based use cases, such as the above
deseribed user authentication for transaction completion examples. Applets may be
configured to respond to one of more requests, such as near field data cxchange requests,
from an application, such as authentication app 704 or user app 728, such that the mobile
NFC reader {e.g., the near-field communication device 746 of the mobile device 706), is
operable to receive or produce an NDEF message that comprises a cryptographically secure
pavicad encoded as an NDEF message.

[6118] In the example, the near-ficld communication device 746 may nclude an NFC
controller 748, NFC transceiver 750 and an NFC antenna 752, The NFC controller 748 may
mnitiate contact with the user identifier apparatus 702 according to known NFC
communication protocols and cause the NFC transcetver 750 1o transmit signals and receive
signals via the NFC antenna 752 to establish communications with the user identifier
apparatus 702. The user app 728 may process the signals received from the user identifier
apparatus 702 as described above with reference to the examples of FIGs. 1-3. As described
in the example of F1Gs. 1-3, the authentication app 704 may process the received signals.
j8111] Various embodiments may be implemented using hardware elements, software
clements. or a combination of both. Examples of hardware elements may include
Processors, nicroprocessors, circuits, circuit elements {(e.g., transistors, resistors, capacitors,
mductors, and so forth), integrated circuits, application specific integrated circuits (ASIC),
programmable logic devices (PLD), digital signal processors (DSP), field programmable
gate array (FPGA), logic gates, registers, semiconductor device, chips, microchips, chip
sets, and so forth. Examples of software may nclude sofiware components, programs,
applications, computer programs, application programs, svstem programs, machine
programs, operating system software, middieware, firmware, software modules, routines,
subroutines, functions, methods, procedures, software interfaces, application program
mterfaces {APE), mstruction sets, computing code, computer code, code segments, computer

code segments, words, values, symbols, or any combination thereof. Determining whether
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an embodiment is implemented using hardware clements and/or software elements may vary
in accordance with any number of factors, such as desired computational rate, power levels,
heat tolerances, processing cvele budget, input data rates, output data rates, memory
resources, data bus speeds and other design or performance constraints.

[8112] As used in this application, the terms “system” and “component” and “module” are
mtended to refer to a computer-related entity, either hardware, a combination of hardware
and software, software, or software in execution, examples of which are provided by the
exemplary computing architecture 800. For example, a component can be, but is not linuted
to being, a process running on a computer processor, a compuier processor, a hard disk
drive, multiple storage drives (of optical and/or magnetic storage medium}, an object, an
exccutable, a thread of exccution, a program, and/or a computer. By way of Hlustration,
both an application running on a server and the server can be a component. Oune or more
components can reside within a process and/or thread of execution, and a component can be
localized on one computer and/or distributed between two or more computers. Further,
components may be conununicatively coupled to each other by various types of
communications media to coordinate operations. The coordination may involve the uni-
directional or bi-directional exchange of information. For instance, the components may
communicate information in the form of signals communicated over the communications
media. The information can be implemented as signals allocated to vartous signal lines. In
such allocations, each message 15 a signal. Further examples, however, may alternatively
employ data messages. Such data messages may be sent across various

connections. Exerplary connections 1nclude parallel mterfaces, serial interfaces, and bus
mierfaces.

j8113] One or more aspects of at least one embodiment may be implemented by
representative instructions stored on a machine-readable medium which represents various
logic within the processor, which when read by a machine causes the machine to fabricate
logic to perform the technigues described heremn. Such representations, known as 1P
cores,” may be stored on a tangible, machine readable medium and supplied to various
customers or manutacturing facilities to load into the fabrication machines that make the
logic or processor. Some erabodiments may be implemented, for example, using a machine-
readable medium or article which may store an instruction or a set of instructions that, if
executed by a machine, may cause the machine to perform a method and/or operations in
accordance with the embodiments. Such a machine may include, for example, any suitable
processing platform, computing platform, computing device, processing device, computing

system, processing system, computer, processor, or the hike, and may be implemented using
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any suitable combination of hardware and/or softwarc. The machine-readable medium or
article may include, for example, any suitable type of memory unit, memory device,
memory article, memory medium, storage device, storage article, storage medium and/or
storage unit, for example, memory, removable or non-removable media, erasable or non-
crasable media, writeable or re~writeable media, digital or analog media, hard disk, floppy
disk, Compact Disk Read Only Memory ({CD-ROM), Compact Disk Recordable (CD-R),
Compact Disk Rewriteable (CD-RW), optical disk, magnetic media, magneto-optical media,
removable memory cards or disks, various types of Digital Versatile Disk (DVD), atape, a
cassette, or the hike. The instructions may mchide any suitable type of code, such as source
code, compiled code, interpreted code, executable code, static code, dynamic code,
encrypted code, and the like, implemcanted using any suitable high-level, low-lovel, object-
oricnted, visual, comptied and/or interpreted programming language.

[8114] The foregoing description of example embodiments has been presented for the
purposes of illustration and deseription. It is not intended to be exhaustive or to limit the
present disclosure to the precise forms disclosed. Many modifications and variations are
possible in light of thus diselosure. Tt 18 intended that the scope of the present disclosure be
fimited not by this detailed description, but rather by the claims appended hereto. Foture
filed applications claiming priority to this application may claim the disclosed subject
matter in 3 different manner and may generally include any sct of one or more features as

variously disclosed or otherwise demonstrated herein,
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CLAIMS

What is claimed is:
1. A method, comprising:

receiving, at a financial institution system of a financial institution from a website, a
notification that a financial transaction authentication request from a user will be received at
the financial institution system within a predetermined time period of receipt of the
notification, wherein the notification includes a verification identifier of the user that was
mput during a transaction session with the website;

causing a prompt to be presented on a mobile device corresponding to the
verification identifier of the user, wherein the presented prompt inclades a request for
confirmation of a pending transaction via a near-field communication interaction with a
contactless card associated with the financial institution;

receiving, in response to a near-field communication interaction responsive 1o
presentation of the presented prompt, a financial transaction authentication request
mcluding an encrypted authentication payload at an authentication web address of the
financial institution svstem as the confirmation of the pending transaction, wherein a
portion of the encrypted authentication pavload is maintained on the contactless card;

decrypting the encrypted authentication payload;

obtatning multiple parameters from the decrypted authentication payioad;

authenticating, by using one or more of the multiple parameters, the user as a holder
of the contactless card; and

0 response to autheoticating the user as the holder of the contactless card, enabling
completion of the pending transaction by sending user identifving information to the
website.
2. The method of claim 1, further comprising:

after expiration of the predetermined time period, receiving a hyperlink
corresponding to the fransaction session which was deactivated by the website after the
expiration of the predeternuned time period;

maintaining. temporarily, the hyperlink in a data storage in association with
mformation related to the user; and

n response to a further notification from the website regarding the user, using the
hvperlink to reactivating the transaction session at the website.
3. The method of claim 1, wherein generating the prompt for presentation on the mobile

device corresponding to the verification wdentifier of the user, comprises:
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populating a message with instructions executable by the mobile device that causes
the mobile device to imitiate a near-field communication read of the contactless card and
with a hyperiink to the avthentication web address of the financial institution; and

forwarding the message to the mobile device corresponding to the verification
identifier of the user, wherein the message may be formatted as a short message scrvice
message, 8 multimedia messaging service message, or as a financial institotion in-
application notification.
4. The method of claim 1, wherein causing the presented prompt to be presented, further
cOmprises:

forwarding a message to the mobile device to present the presented prompt, and

initiate a background read of the contactiess card by a near-field communication
device of the mobile device.
5. The method of claim 1, wherein decrypting the encrypted authentication pavicad further
comprises:

applying a decryption algorithm to the encrypted authentication payvload to obtain the
multiple parameters from the authentication payload usable to authenticate the user.
6. The method of claim 3, wherein the multiple parameters in the encrypted authentication
pavicad mclude a version mumber, a voique identifier of the user, an application transaction
counter, a one-time password, or a cryptogram usable to validate message mtegrity.
7. The method of claim 1, wherein when authenticating the user as a holder of the
contactless card using the one or more of the muiltiple parameters further comprises:

using one or more of the multiple parameters that include a version number, a unique
wdentifier of the user, an application transaction counter, a one-time password, ora
cryptogram usable to validate message integrity, confirm that information related to the user
provided by the website is substantially identical to information of the user mairdained by
the financial institution system.
8. A non-transitory computer-readable storage medium, the computer-readable storage
medium mcluding instractions that when executed by a processor, cause the processor to!

receive, at a tinancial institution system from a website, a notification that a financial
transaction authentication reqguest from a user will be received at the financial institution
system within a predeternuned time period of receipt of the notification, wherein the
notification includes a verification identifier of the user that was mput during a fransaction
session with the website;

cause a prompt to be presented on a mobile device corresponding to the venfication

identifier of the user, wherein the presented prompt includes a request for confirmation of a
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pending transaction via a near-field communication interaction with a contactless card
associated with the user and the financial institution system;

receive, in response to a near-field communication interaction responsive o
presentation of the presented prompt, a financial transaction authentication roquest
mcluding an encrypted autheuntication payload at an authentication web address of the
financial institution system as the confirmation of the pending transaction, wherein a
portion of the encrypted authentication payvioad is maintained on the contactless card;

decrypting the cncrypted authentication pavioad;

obtain multiple parameters from the decrypted authentication payload;

authenticate the user as a holder of the contactless card using one or more of the
multiple parameters; and

in response to authenticating the user as a holder of the contactless card, cnable
completion of the pending transaction by sending user identifying information to the
website.
9. The computer-readable storage medium of claim 8, wherein the instructions further cause
the processor to:

after expiration of the predetermined time period, receive a hyperlink corresponding
to the transaction session which was deactivated by the website after the expiration of the
predetermined time period;

maintain, temporarily, the hyperlink in a data storage in association with information
reiated to the aser; and

i1 response to a further notification from the website regarding the user, using the
hyvperlink to reactivating the transaction session at the website.
10. The computer-readable storage medium of claim 8, wherein when generating the prompt
for presentation on the mobile device corresponding to the verification identifier of the user,
the instructions further cause the processor to:

populate a message with mstructions executable by the mobile device that causes the
mobile deviee to initiate a near-field communication read of the contactless card and with a
hyperlink to the authentication web address of the financial mstitution system; and

forward the message to the mobile device corresponding to the verification wdentifier
of the user, wheremn the message may be formatied as a short message service message, a
multimedia messaging service message. or as a financial institution in-application
notification.
11. The computer-readable storage medium of claim 8, wherein the instructions further

cause the processor (o
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forward instructions to the mobile device operable initiate a background read of the
contactless card by a near-field commumication device of the mobile device.
12. The computer-readable storage medium of claim 8, wherein when decrypting the
encrypted authentication pavload, the instractions further cause the processor to:
apply a decrvption algorithm to the encrypted authentication payload to obtain the
multiple parameters from the aathentication payload usable to authenticate the user.
13. The computer-readable storage medium of ¢laim 12, wherein when decrypting the
encrypted authentication payload, the instructions further cause the processor to:
obtain a version number, a unique identifier of the user, an application transaction
counter, a one-time password, or a cryptogram usable to validate message integnty as the
multiple parameters in the encrypted authentication pavioad.
14. The computer-readable storage medium of claim 8, wherein when authenticating the
user as a holder of the contactless card using the one or more of the multiple parameters, the
mstructions further cause the processor to:
confirm, by using one or more of the multiple parameters that include a version
number, a unigue identifier of the user, an application transaction counter, a one-time
password, or a cryptogram asable to validate message integrity, that mformation related to
the user provided by the website is substantially identical to mformation of the user
maintained by the financial institution systent.
15, A computing apparatus comprising;
a processor circuit; and
a memory storing instructions that, when executed by the processor, the computing
apparatus is operable to:
receive a notification that a financial transaction authentication request from a
user will be received within a predetermined time period of receipt of the
notification, wherein the notification includes a verification identificr of the user that
was input during a transaction session with a website for a pending transaction;
gencrate for presentation on a mobile device corresponding to the verification
identifier of the user, a prompt that includes a request for confirmation of a pending
transaction via a near-ficld communication interaction with a contactless card
associated with a financial mstitotion system;
receive, in response to a near-field communication interaction responsive 1o
presentation of the presented promapt, a financial transaction authentication request
including an encrypted auvthentication pavload at an authentication web address of

the financial institution sysiem as the confirmation of the pending transaction,
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wherein a portion of the encrypted authentication pavlead is maintained on the
contactless card;
decrypting the encrypted authentication payload;
obtain multiple parameters from the decrypted authentication payload,
authenticate the user as a holder of the contactless card using one or more of
the mudtiple parameters; and
in response to aunthenticating the user as a holder of the contactless card,
cnable completion of the pending transaction by sending user identifyving information
to the website.
16. The computing apparatas of claim 13, wherein the instractions further configure the
computing apparatus to:
after expiration of the predetermined time period, receive a hyperlink corresponding
to the transaction session which was deactivated by the website after the expiration of the
predetermined time period:
maintain, fomporartly, the hyperlink i a data storage in association with information
related to the user; and
in response to a further notification from the website regarding the user, using the
hyvperlink to reactivating the transaction session at the website.
17. The computing apparatus of claim 15, wherein generating the prompt for presentation on
the mobile device corresponding 1o the verification identifier of the user, comprises:
populate a message with instructions executable by the mobile device that causes the
mobile device to inttiate a near-field communication read of the contactless card and with a
hyvperlink to the authentication web address of the financial institution; and
forward the message to the mobile device corresponding to the verification identifier
of the user, wherein the message may be formatted as a short message service message, a
multimedia messaging service message, or as a financial institution in-application
notification.
18. The computing apparatus of claim 15, wherein the instructions further configure the
computing apparatus o
forward instructions fo the mobile device to nitiate a background read of the
contactless card by a near-field communication device of the mobile device.
19. The computing apparatus of ¢laim 13, wherein decrypting the encrypted anthentication
payioad further comprises:
apply a decryption algorithm to the encrypted authentication payload to obtain the

multiple parameters from the aathentication payload usable to authenticate the user.
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20. The computing apparatus of claim 19, wherein the multipic paramacters in the encrypted
authentication payload include a version number, a umgue wdentifier of the user, an
application transaction counter, a one-time password, or a cryptogram usable to validate

message integrity.



