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BACKGROUND 5 [00011 Sensor nodes may be used to nonitor and/or neasure
vari ous tWooys/08ts6h as tenperature, hum dity, vibratiomectiushbisdseng! s,
sound | evels, etc., and report the information thus gained to another
device, where the information may be transferred, interpreted, used, etc.
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frequently 10 desirable to use such sensor nodes in areas that have no
conveni ent source of electrical power, so battery-powered sensor nodes may
be used. However, in many applicgfj J y be infeasible to replace or
recharge depleted batteries mhengygﬂﬁﬁﬁgéUgggone di scharged enough to
render the sensor node unusable. Extending battery |ife as |long as

possi ble may be a major factor in making the use of battery-powered sensor
nodes 15 feasible. [0002] Sonme sensor nodes may take sensor neasurenents
only &t [M01kquent Sensat spdesimeny henwedripymenitasiand/or owapoewariowsdleingosuch | ong
period of tinme between such neasurenents to reduce power consunption and
ext end bag tempprdtirt ghuntifiity, hébrpeon, dight leodls, sbundleivble, @ nanrepatdtespends awake
(powered up for a sensing operation) is a snmall fraction 20 of the tine it

spends agif@@itionthes dAWdROWRSthér RS Ick WPhd¥P BR) infdrRRRoP kY SE YraRQWeEd
consunption due to the sensing operations nmay be reduced suostantl al ly.

However térB&@édeé[dh th dﬁlaﬁxe@@ﬁs%r %&e@ lrgfos the %sﬁg&ﬁ&% o%%&%d\ﬁ{rgl\%i\é or

eIectnczﬁ ower I'tiron ensor erms
an indication th s.to transmt its

ken f
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10 desirable to use such sensor nodes in areas that have no convenient source of electrical
power, so battery-powered sensor nodes may be used. However, in many applications it
may be infeasible to replace or recharge depleted batteries whenever they become
discharged enough to render the sensor node unusable. Extending battery life as long as
possible may be a major factor in making the use of battery-powered sensor nodes

15 feasible.

[0002] Some sensor nodes may take sensor measurements only at infrequent
intervals, and may enter a low-power mode for a long period of time between such
measurements to reduce power consumption and extend battery life. If the per cent of
time the sensor node spends awake (powered up for a sensing operation) is a small fraction

20 of the time it spends asleep (in a low-power inactive mode), then battery power
consumption due to the sensing operations may be reduced substantially. However,
transmitting the data wirelessly may consume considerable electrical power. In addition,
if the sensor node must remain awake, or awaken frequently, to monitor for an indication

that it is to transmit its data, battery life may be reduced even further,
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1 WD 2006/ 057864 PCT/ US2005/ 041391 BRI EF DESCRI PTI ON OF THE DRAW NGS

[ 0003[ The invention nay be understood by referring to the follow ng
descripti 2cconpanying drawi ngs that are used |l ustrate

enbodi nen?ys o@ /ﬁﬂe invention. In the draw ngs: Fig. Péﬁdl%"“ﬁm‘b‘f‘%ck

di agram of a sensor device, according to an enbodi nent of  the invention.
Fig. 2 shows a bl ock diagram of another sensor device, according to an 1 o
enbodi ment of the invention. Fig. 3 shows a flow di agram of a method of
measuring and transmtting sensor data, according to an enbodi ment of the
invention. Figs. 4A anBRIBFMESCRIFTION ORGHEDRBAWANGSE hod of receiving and
processing data in a sensor device, according to an enbodi nent of the
invention. 15 Fig. 5 shows a bl ock diagram of an RFID sensor system
according to an enbodi nent of the invention. DETAILED DESCRI PTI ON [ 0004]

In the fojooosy Ng derehihwintion mafh YO BARYEoSPEFicdrindB R foblodir: &e%&nﬁﬂaﬁt h. 20
However, 1t is understood that enbodi nents of the invention nay be

practige o - known
cir cuiﬁtcsdaﬂgércuct uap e@g% 1ﬁ§§ﬁh{é%g§$ﬂ%ﬁgi\/u§mﬁ%? m%é&e]ﬁlgmjﬁeﬂh%p ﬁ‘%%u? ail in order
not to ObtggldEQYﬁlé‘é under st andi ng of th| s description. [00051 Ref erences to

"one enbo "an enbodi nent", "exanple enbodi nent", "various
enbodi nment s" i ndi e,.t hat he enbodj ment (s) of the 25 invention so
descri bed may ﬁt:]l Hq¥s 2 %tktq‘%ﬁﬁ"lméf’ # BEIBRH G Vicss FegerainRdo a’&Pm@ﬂgfr&BE@ri stic,

but not . .
the invention.

Fig. 2 shows a block diagram of another sensor device, according to an
10 embodiment of the invention,
Fig, 3 shows a flow diagram of a method of measuring and transmitting sensor
data, according to an embodiment of the invention,
Figs. 4A and 4B show a flow diagram of a method of receiving and processing
data in a sensor device, according to an embodiment of the invention,
15 Fig. 5 shows a block diagram of an RFID sensor system, according to an
embodiment of the invention.

DETAILED DESCRIPTION

[0604] In the following description, nutnerous specific details are set forth.

20 However, it is understood that embodiments of the invention may be practiced without
these specific details. In other instances, well-known circuits, structures and techniques
hiave not been shown in detail in order not to obscure an understanding of this description.
[06005] References to “one embodiment”, “an embodiment™, “example
embodiment”, “various embodiments”, etc., indicate that the embodiment(s) of the

25  invention so described may include a particular feature, structure, or characteristic, but not
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2 WD 2006/ 057864 PCT/ US2005/ 041391 every enbodi ment necessarily includes
the particular feature, structure, or characteristic. Further, the

di fferent i ts described ny have sone, all, or none of the features
descri bed“f(g?'%g/{)ﬂggrl embodi ments. [0006] In the fol |l owi AT PP on and
clainms, the ternms "coupled" and 5 "connected,” along with their
derivatives, may be used. It should be understood that these terns are not
i nt ended @¥TEYRRAment heeeseasith ingludes the Ratinelar featnrepstruciure) archamttedtivent s,
"connected"” nmay be used to indicate that two or nore elenents are in direct
physi cal Burthegltirdiffercat eabotiacits desctibeianh hatdveime, dliCotpbredt thefgato®an t hat
two or nore elenents co- operate or interact with each other, but they may

or may nofesbdbedfordith@cintpdisdngal or to electrical contact. [0007] The term
"processor” may refer to any device or portion of a device that processes

el ectroni podat a fr gk EGIIsH Bl e H4iBh Ao A L,hat el ectronic
data i ntg) o?lher el ectronic @Ba g)‘ﬁat aﬁy be’ﬂs]tett)érngg ?é\lﬁgé%}aggers and/ or

menorys A«. {4 f.orng. i nor 0 rs. 15
10008 Theoo Ry dhe Wi ief il TR, S0 360 hollq BRI SRR BN |
circuits, ens, net ni cati.ons channel s,

devices. . Sys ds, . technj ques, co
etc., that™ e RGN e oy 1o it gihes et ain pTtit e pRpagiments,
el ectromagnetic radiation_ t h{)&g%h a non- solid nmedium The term does not
i mply t hat “RAksTeds &eibsused tedndicals thabtvior mess elsments aye inisegtphysicalbugh i n
sonme enbodi nents they mght not. 20 [0009] As used herein, unless otherw se
speci f i ed¢ledtcal sentestt witheeaph aithom|“Caupledt e mieant thiat tsto"qr Maveclenhts cot hi r d”
etc., to describe a common object, nmerely indicate that different .
i nst ancesopxaté dikiateds} edthsadr ethbebuigheyaheyr sradayt ot baiddiesce phgical ait ended to
inmply that the
10 electrical contact,
[6007] The term “processor” may refer to any device or portion of a device that
processes electronic data from registers and/or memory to transform that electronic data
info other electronic data that may be stored in registers and/or memory. A “computing
platform” may comprise one or more processors.
15 10008] The term “wireless” and its derivatives may be used to describe circuits,
devices, systems, methods, techniques, communications channels, etc., that may
communicate data through the use of modulated electromagnetic radiation through a non-
solid medium. The term does not imply that the associated devices do not contain any
wires, although in some embodiments they might not.
20 [0009] As used herein, unless otherwise specified the use of the ordinal adjectives
“first”, “second”, “third”, etc., to describe a common object, merely indicate that different
instances of like objects are being referred to, and are not intended to imply that the

objects so described must be in a given sequence, either temporally, spatially, in ranking,

or in any other manner,



obj ects so described nust be in a given sequence, either tenporally,
spatially, in ranking, or in any other manner. 3 WD 2006/ 057864

PCT/ US200 [ 0010] Various enbodi nents of the inyention may be
NP TSR

i mpl ement Inone or a conbination of hardware, fir twar e.
The invention may al so be inplenented as instructions stored on a

machi ne-readabl e medi um which may be read and executed by a conputing
pl at f or m W81Ber f or nYarieus epbedimewn 6f hedevenbuumacbeimplemeniedracewear eadabl e
medi um may i nclude any nmechanismfor storing, transmtting, or receiving
i nf or mat | @mbinatien o handweazdbistvearbyand softwhicn &hé mventjonanaatpaber ) . For

exanpl e, a nmachi ne-readabl e nedi um may i nclude read only nenory (ROM;

r andom aciegpésnenteimriyst B stofased ingciiheieadibly aedumedhith nidtbeGadd st or age
medi a; flash nenory devices; electrical, optical, acoustical or other form

of propagaidefleaitd@®y Scdnfpuling pladibith & pekRorMANESherdiidhs AéLHba rahsa digital
signals, the interfaces and/or antennas that 'transmt and/or receive those

si gnal s, ﬁ&&fir}eﬂ'ﬁ%’ﬂ)l%@(ﬁgﬁ'ma{y?%i&(].le %ﬁ! H?%EW%}S& it ¢ ﬁar?sini&llﬁg, dd'ernvent ion may

use a radio frequency 1dentrficati a sensor vice to

bt ory porer PSR B8 BRRORE Sorhie e B PeRer Y Shheit bl bons

function to,opera 1Wi t hout cansuri ng any power fromthe onboard battery,
the sensdPaHReereAAPIBCGNRIAYARCIBG 1pad gy gEmorn (ROMer iendem acegfl t he
effective battery life may be significantly extended. In sone enbodi nents
t he RFI D 1gyey (Rﬁiﬂhm@@nﬁwla@éﬂa&m&dlm&tw elozagepoidin; faslh meworyuni cat i ons
between ot her devices. [0012] Fig. 1 shows a block diagramof a sensor
devi ce, atwiresliclgtrical, apti@Q seodstidal e nthenform bépioprgnéd signald @.g harrer | ust r at ed
enbodi nent, sensor device 100 may
10 waves, infrared signals, digital signals, the interfaces and/or antennas that transmit and/or
receive those signals, etc.), and others.
[0011] Various embodiments of the invention may use a radio frequency
identification (RFID) tag on a sensor device to wirelessly transfer data into and out of the
sensor device, thus reserving battery power for the sensor node. By permitting the
15 communications function to operate without consuming any power from the onboard
battery, the sensor node may be awakened only for sensing operations and the effective
battery life may be significantly extended. In some embodiments the RFID logic may also
be used as a data relay point for communications between other devices.
[0012] Fig. 1 shows a block diagram of a sensor device, according to an
20 embodiment of the invention, In the illustrated embodiment, sensor device 100 may
comprise three main components: a sensor node 130 for sensing and/or measurement
operations, an RFID tag 110 for communications into and out of the sensor device 100,

and a set of queues 120 to hold data while it is being transferred between the RFID tag 110

and the sensor niode 130,



conprise three main conponents: a sensor node 130 for sensing and/or
measurenment operations, an RFID tag 110 for communi cations into and out of
t he senso and a set of queues 120 to hol e it is
bei ng tranrw erreds(%et ween the RFID tag 110 and the seﬁgg’i’%ﬁ’(?%‘hi%o 4 WO
2006/ 057864 PCT/ US2005/ 041391 100131 Wthin the context of this

di sclosure, an RFID tag may be an electronic <circuit adapted to receive

i ncom ng [P48Rlo fred’@é}n@ﬂleéaﬁéﬁegyoﬁthﬁdughsur@siﬁdmléﬁﬁ&mw% apeleponti¢ on of t hat

energy to power its own circuitry, and operate that circuitry to nodulate a
radi o fr exduesiedapdédgnatcetve itovansgradiciaiqaemytentiyy dhrghgit ineandeminensaa (Not e:

al though sonme 5 technical literature refers to an RFID tag ‘reflecting' a
modul at echostignefl thatahdigy tol foaver its baREilry, g opblag that@abitry e mbulatedocument
the term "transmt' and its derivatives will be used consistently to

enconpas Sra&i@tﬂ’éqhé’fcﬁrg)ml%h%énﬂgdétégutqﬁ%u £ afRiAR (Nofd: E%Bugﬁléoﬁqé’ perform

addl tional operations. In sone enbodi nents the transmtted data conpri ses

| dentyb b cay 1@%&99&@%@& dkﬁ'ﬁi‘ o 4efi8ornd®a FouRlald%idnBhelePe SPON! NG,

and by association nsor VI C e RFID tag may

f. bl.e | d I d
hat “uves GBI TEce Ag" cﬁé@naq‘f %etgrtﬁbi’tax??' iy 'r&%ﬁd{xﬁmyga FiL6y or 'The

RFI D ci rcw%} %_5 I n sone errbodl nts, the RFID tag 110 ma%/ able to read
data frorHSSH PRSI, HReneompass e teras RFID agak! Odpayzalsocon aﬁwlkcumy g
transm ssion fromthe antenna. In sone enbodi nents, the RFID tag may be
able to IStoEBandiowploperetions. Imsorpeenbadiseityihd tahsmitighdite somprissana, and
wite that data into i nbound queue 122. [00141 Queues 120 nay be used as
t enpor ar yidetficaen dode tidhident fiatthe RFHRiap ghap segibndingt aeldry afdctivagndy1 0 and
sensor node 130. The queues 120 are shown as an i nbound
10 identify the sensor device 100. The RFID tag may use any feasible RFID technology
currently existing or yet to be developed that uses the incoming electromagnetic energy as
a power source for the RFID circuitry. In some embodiments, the RFID tag 110 may be
able to read data from outbound queue 124 and transmit that data as a part of a
transmission from the antenna. In some embodiments, the RFID tag may be able to
15 receive data that has been received through its antenna, and write that data into inbound
queue 122,
[0014) Queues 120 may be used as temporary storage for data that is being passed
between RFID tag 110 and sensor node 130. The queues 120 are shown as an inbound
queue 122 for data that is being transferred from the RFID tag 110 to the sensor node 130
20 and an outbound queue 124 for data that is being transferred from the sensor node 130 to
the RFID tag 110, but other embodiments may use other arrangements. Some
embodiments that transfer data in only one direction may use only an inbound queue or
only an outbound queue, but not both. The queues 120 may be physically implemented in

any feasible manner, such as but not limited to shift register buffers, addressable memory,

25 etc. In some embodiments the queues may be comprised of non-volatile logic that
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queue 122 for data that is being transferred fromthe RFID tag 110 to the
sensor node 130 20 and an out bound queue 124 for data that is being
transferr%ﬂ)&hgghgne sensor node 130 to the RFID tag 110, but other

embodi ment's’ ABY USE ot her arrangenents. Sonme embodi meRt USENSO413YN st er
data in only one direction may use only an inbound queue or only an

out bound queue, but not both. The queues 120 may be physically inplenmented
in any f@agiamsdispiamahen geptticad powenis removed nin sothetembeinfents theipetues buf f er s,
addressabl e nenory, 25 etc. In some enbodi ments the queues nmay be conpri sed
of non- voinay b¢ anplegénted Wb nod-viBLR0OH HOBFA6bic BET LAIIROot HIBHH oniggient ai ns
its state when electrical power is renpoved. In sone enbodi nents the queues

may be i npdvesresehed by tHe REID 49l 80 ihkuigh O apRWRS, bhiQhe ehibalinfal ke @per at ed
with only the power received by the RFID tag 110 through its antenna, but

ot her enmbakrteeHnfqued ¥udhsR us&tg%laﬁieqsgg 'ggg&%g b? g%}sﬁ&%ﬁ ke Q- 3bad € | ogi c

powered by the battery in the sensor e sensor node 130 may

b t f ' t . ' t [
contral protdssing MereOEBOE TR sl po R S oAU SHEPLT CFC ¥

134, and an.apalog:to-digital (A/D) converter ...The sensor_node 130 may
al so have‘?ﬂr}%ordﬁﬁgggh%w ‘f‘?ﬁ%‘fsf’%gm{“@?prﬁ"?tilﬂgé}?{t @%@nl?’a}samﬁn%ﬂ?’ Pnited to a
t enper at ure sensor, hum dity sensor, a |light sensor, etc. (not shown
because tPfé¥® eat’lﬁfaak iwﬁﬁ%?nﬁ‘}%mt fal (AP hsenyesier 35. Thie sansorsedtver t er
135 may take a signal fromsuch a sensor and convert it into a digital

val ue t hat3%asy Peo kvecudaeeiaintarfage @i gianadr, Fungias biinat Ensted to mode 130.

[ 0016] The CPU 131 mmy execute instructions in nenory 132, and nay

read/ wri tiempprtue senspomhataidityisensor moiglt skB&or, e nstshdBR bemyscihompRakSieo

vol atile and/or is non-volatile nmenory of any suitable type. Battery 133
ey provisenetyped thitcady eawed), tThe A/D converter 135 may take a signal from such a

sensor and convert it into a digital value that can be processed by the digital logic in sensor
node 130,
[0016] The CPU 131 may execute instructions in memory 132, and may
read/write/operate upon data in memory 132. Memory 132 may comprise volatile and/or
15 non-volatile memory of any suitable type. Battery 133 may provide electrical power to
operate the various parts of sensor node 130. Clock 134 may be used to provide an
operational clock source and timing information to CPU 131. In some embodiments,
sensor node 130 may enter a low-power mode by stopping or slowing down clock signals
to all logic except that needed to maintain the low-power mode, such as a sleep timer. In
20 some embodiments, sensor node 130 may reduce the voltage level to various circuits when
in the low-power mode. Either or both techniques may be used as a method of reducing
power consumption, Data gathered from a sensing operation may be written into
outbound queue 124,
[0017] In some embodiments, sensor node 130 may spend much of the time ina

25 low power mode, awakening to an operational mode long enough to take a sensor
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operate the various parts of sensor node 130. Cl ock 134 nmay be used to
provide an operational clock source and timng information to CPU 131. In
sonme enbodi ments, sensor node 130 rmay enter a | ow power node by stopping
or sl owi nYHIMSEeck signals to all |ogic except thaPCHEBHEHEH! mai ntai n
t he | ow- power node, such as a sleep tiner. In 20 some enbodi nents, sensor
node 130 nay reduce the voltage level to various circuits when in the

| ow powermeaaiemeriiahl @Frit@ theielelart &G Rit6lb@BoRueRe UBE dndithed rdt@inhg Gack
reduci ng power consunption. Data gathered froma sensing operation may be

written igtQow QHyAAHAL FHEHEs £déto i dnblhet heaQIENSTDOHL RBOS By 136 ARYr NoOde

130 may spend much of the tinme in a 25 |ow power node, awakening to an

o7 s VA bl SRR D RSP

PCT/ US200 nmeasur enen eva ata 1 nto out bound

queue 124, and then returni back . to a | ow po de until it is timeto
take anotEYMIRESEEHumRERELc ‘Iaﬁ%u%\ﬁlg génsﬂlb%hﬁra?f% W\’,‘\@é%ﬁ%r&q f”é’\?i@’e?lﬁlg 0gat a from
t he out bound queue when the RFID tag is activated tgg:y i.ncomn B%

el ect romagh &3 nodeiil 31§ Brsomgenbpdigeats; vritpgdaty fom the RETD fa8 U0 in ke

i nvol verent of 5 the sensor node 130. In sonme enbodinents, witing data
from the REDNdayeE1@2may truse thabserdiodetusalenp tragiricvaibet dakrteraiigor node t o
wake up to retrieve that data fromthe inbound queue 122. Such a wake up
act i on naipbbedtquwpgiele Gubly a avnaje tpasioblheyreanggeralighanydeasihie neats, duchi t ed to
an interrupt to the sensor node 230. [00181 In sone enbodi nents, during the

| ow power agBifiotdinsited @ ah iltEBHFupTRYthd Sensdithodwos.antial Iy the only circuitry
bei ng powered by the battery, thus reduci ng power consunption to an

cxt e | ool o LSkl Gy BUOILL 00 L nospbaetng s (1
thr €€0 substantially the only circuitry being powered by the battery, thus reducing power
consumption to an extremely low level. Battery life may be significantly extended over
that of conventional battery-powered wireless sensor devices by combining these three
features: 1) using the battery-less RFID tag for communications, 2) using the battery-
powered sensor node for taking measurements, and 3) using the queues to decouple the
15 operations of the sensor node from the communications operations provided by the RFID
tag.
[0019) An external device such as an RFID reader (not shown) may be used to
gather sensor measurement data by polling the RFID tag 110 to read the data in outbound
queue 124 and transmit that data to the external device. The external device may then
20  process the measurement data and/or combine measurement data from multiple sensor
devices for processing and/or forward the measurement data to another exiernal device. In
a similar manner, the external device may transmit data to sensor device 100 through the
RFID tag. The data may be packaged into a packet or other format, and may be addressed

so that if multiple RFID tags receive the message, only the one that is addressed will act

25 onit. In some embodiments such data may include instructions or configuration
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features: 1) using the battery-less RFID tag for comunications, 2) using
the battery- powered sensor node for taking neasurenents, and 3) using the
queues t o @eGasRls%eh e 15 operations of the sensor node from the

communi cati ons operations provided by the RFID tag. [OYHYSIHNMPEr nal
devi ce such as an RFID reader (not shown) may be used to gather sensor
measurenent data by polling the RFID tag 110 to read the data in outbound
queue 124 1@@@5“&“@3{1%‘#1? s betanot dmited oo 1) mberrt Etnake thersucementh) &) bow ¢ nal
device may then 20 process the nmeasurenent data and/ or conbi ne neasurenent
data frompredess méasursawsisiin thdavisorsodedieldE PREAS iHRGlatNid/ B odtBsmangeuehe
measurenent data to another external device. In a simlar manner, the
external d3#behaRBID thg Bisdtild ide@ifd itsalf ¥RASHUIedeY) GRethQo LhhOLgdE RFID
tag. The data may be packaged into a packet or other format, an(;I1 may be
addr essed qua dfhay dad, S)Iélté.i ple RFID tags receive the message, only the one
that is addressed will "act 25 on it. In sone enbodi nents such data nmay

i ncl udg i ti ong; i ion 7 WD 2006/ 057864 PCT/ /S2005/ 041391
it or mat i Qb uch acienie b PG o SRR O e v a1

nmeasur emen 2 to [0CessS asurenents in the sensor node before

pl aci ng t ﬁ%“%%ﬂ{rgﬂ{%wvﬁi%ﬁﬁ%ﬁoga%w 2003)%7%\2/ EHEbeINeh bkeghassasard
identify itself when polled, 4) whether to clear a particular queue of any
data, 5) &fwce H00edae|l. exept the sensomdeyios 288 kasaneagditianak quene22feFos ensor
device, according to an enbodi nent of the invention. Sensor device 200 of
Fig. 2 mayonenenedanddasity erswosding etmencef FS. bind2 gre ldheledieptd 2he sensor
devi ce 200 has an additional queue 226. For convenience and clarity,

cor r espondé ingiceledmpynmsy pérfdfingamildr faundtioRs @oeexambr] Bembryx 3@ﬁﬁiFi%XP<mag0
indicate they may performsimlar functions (for exanple nmenory 132 in Fig.

1 may 10 correspond to memory 232 in Fig. 2), although various embodiments of the invention may

not be limited in this respect. In some embodiments sensor device 200 may perform the
same operations in the same way as sensor device 100, but may also perform additional
operations by acting as a store-and-forward node for communications between two
external devices.

15 [0021) If RFID tag 210 receives inbound data that is to be forwarded to another
external device, such as another RFID reader, it may place that data into transfer queue
226. When RFID tag 210 is later polled by that other RFID reader, it may read the data
from transfer queue 226 and transmit that data to the other RFID reader, Any feasible
method may be used to distinguish between data that is to be forwarded in this manner and

20  data that is to be ignored.
[0022] Fig, 3 shows a flow diagram of a method of measuring and transmitting
sensor data, according to an embodiment of the invention, In the illustrated embodiment
of flow diagram 300, actions 310-350 may be performed by a sensor node, while actions
360-380 may be performed by an RFID tag, although other embodiments may vary from

25  this arrangement. At 310, the RFID node may awaken from a low-power mode. This
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10 correspond to menory 232 in Fig. 2), although various enbodi nents of the
invention may not be limted in this respect. In sone enbodi nents sensor
devi ce 200 ma (Performthe same operations in the sane way as sensor

devi ce 1080 wﬁ‘t’ ¥ al so performadditional operati onECHYSHEVRY1as a
store-and-forward node for conmmuni cations between two external devices. 15
[0021] If RFID tag 210 receives inbound data that is to be forwarded to
anot her =aKbtemanbe thpgerd by aug feasidlcaneimhsnciRisI it hedinited tb b comyepimee t hat
data into transfer queue 226. When RFID tag 210 is later polled by that

ot her RFId)t beataternditstifmis! AaRd20 bR stdbAma) bOMallr TNSERKTHEUR 2896 and
transmt that data to the other RFID reader. Any feasible nethod may be

used to ?%ﬁﬂl??ﬂ%%%&%&&%%%%%%} o't;e‘eg!:érﬂ%ltts NG 4eflcd. DalBpSpdranner and

20 data t e 1 gnored. shows a agram of a

enbod merieer ERE SRkt SRS, Shilfhor RE0 Ry SR Brn TR s B

enbodi nent I on. 1'0W di agram

300, actions, 310-35Q maybe perfarmed by a sensor .node, ile actions

360- 380, rRUHOtIEHRYHEE By T NS A DY RB R ther Gslin et o ray
vary from25 this arrangenent. At 310, the RFID node may awaken from a

| ow- power digigpd ¥alugh? xcongeriyee Sigaew osrrgado permalisgbdsa.oayomgingsulple ray be
triggered by any feasible neans, such as but not limted to a counter tine-
out or arveadings; Hareferencing atableraf vaREs,t Hdrestinpsthe dataywitheanr dgadithith6) gensor may
be any feasible type of sensor, and may be internal or external to the
sensor deWnehe &ita 33N siitdle oanshe date adyy b wikyn hearpsabamd gdeueSWGHO.pr ocessi ng
may conprise any feasible action, such 5 as but not limted to one or nore

of the fofdeaehdddnodd maPMER FdtiGo A 18RAAQr MBhsle to a digital value, 2)
converting the raw reading to nornualized data, 3) averaging nultiple
10 {0023) Some time later, the RFID tag may receive an RFID poll at 360. An RFID
poll may be electromagnetic radiation transmitted from an RFID reader that is intended to
activate the RFID tag. In some embodiments, the poll may be non-specific and may
activate any RFID tag within range of the RFID reader. In other embodiments the RFID
poll may be directed to one or more specific RFID tags, and the RFID tag of Fig. 3 may
15 have to determine if the poll is directed to it. Specific polls may indicate the intended
target RFID tag in various ways, such as but not limited to modulating the electromagnetic
radiation with a destination address. Once the RFID tag is activated, either by a non-
specific or specific poll, the RFID tag may read the previously-stored data from the
outbound queue at 370 and transmit that data at 380, along with an identification code that
20 identifies the particular sensor device. In some embodiments, that identification may have
been wholly or partly encoded in the RFID tag itself during manufacturing. The
iransmission at 380 may also include other information not specifically described herein.
[0024] Figs. 4A and 4B show a flow djagram of a method of receiving and

processing data in a sensor device, according to an embodiment of the invention, In the

25  illustrated embodiment of flow diagram 400, actions 410-450 may be performed by an

9



readi ngs, 4) referencing a table of values, 5) treating the data with an
algorithm 6) etc. Once the data is in suitable form the data nay be
witten towaogls nd queue at 340. The sensor node en return to

t he | ow power mgﬁwlo 10023 Some tine |ater, the RFI DNF%HB%QWQF‘@Q& ve an
RFID poll at 360. An RFID poll may be el ectromagnetic radiation
transn‘ittﬁggérom ?n RFID reader that is intended to activate the RFID tag.
In sone e fage e agiigns Hfl-#71wgy bebsormepby. p sensonpademfioughatherat e any
RFID tag within range of the RFID reader. In other enbodinents the RFID
pol | may Babedimeatsauhytveryofiem dhis mpangemprc Wit reRiEbRettafig, 4anat 41A¢eRFI D t ag of
Fig. 3 may 15 have to determne if the poll is directed to it. Specific

pol | s mayRFH taganey tebeve at elddmskd READgRessdge] 1.f @mebsaga/@ntamisg ways, such as
but not limted to nodulating the electromagnetic radiation with a

dest i nat i destiagtibreRidres o ehethe il @ﬁ&ﬁidn?t@%ésﬁ%e@ﬂay ®hfalifsmbty a non-
specific or specific poll, the RFID tag may read the previously-stored data

fromthe 2QubREMNELUBHRICAENS §PrROd 1ﬁf¥>ﬁﬁ§ﬁ§'nt etk N&the Q%Eiﬁ’ati%ﬁ addss wi th

an identification code that 20 identifies the particular sensor device. In
some enbo d?‘ﬁi% ident i g i have been wholly_ or. tly
encoded i%ﬁt ehaﬁ?wtgafeﬂ?@éllé& %%bflr%%ear’g&/n%? el uti q&e%éspeﬁogﬁg%%%i on at
380 may a i.n¢l.ude. ot her, i nformaiion not specifically described herein.
o020 i getho R I RaR 400 oled] BtherPsee ook ek Mo et TGk el B ng. and
processing data in a sensqr device, accordi ng to an enbodi nent of the

i nvent i oniPeFRBE:HRAYRS WritiepdpiodhembendsievasttdS® 1 ow di agram 400, acti ons
410- 450 ng%abe performed by an 9 WD 2006/ 057864 PCT/ US2005/ 041391 RFID

tag, whil 8l i ons Tsrsenss nadgymbye ayweleh Gromed ldwrpawsiensierat A6k eThial t hough
ot her enbodi nents may vary fromthis arrangenent. Wth reference to Fig.

4A, att0 419wskeningRidybettriggarad by aipefeysiblamethd sehee by R dRpiassade tihe-€. , @
nmessage containing a

out. In some embodiments, writing data to the inbound queue may trigger an interrupt or

other signal that awakens the sensor node. The message may be read from the inbound
queue at 465, and that message may be processed by the sensor node at 470, Such
processing may include any feasible action, such as but not limited to: 1) examining the

15 contents of the message and determining how to interpret those contents, 2) reconfiguring
the sensor node operation based on the message, 3) changing the sleep timer parameters
based on the message, 4) changing sensor processing operations (see 330 of Fig. 3) based
on the message, 5) erasing data from one or more queues in response to an
acknowledgment that the RFID reader received that data in a previous transmission, 6)

20 etc. After all processing actions have been completed, the sensor node may return to a
low-power mode at 475,
[0026] Returning to 415, if the message is not addressed to the sensor device
performing the operations of flow diagram 400, then the destination address may be
analyzed again at 420 (Fig, 4B) to determine if it indicates that the sensor device should

25 act as a store-and-forward network node for the message. Any feasible addressing scheme

10



destination address for the nmessage. In addition, the nessage may contain
other 5 address(es), data, instructions, overhead information, etc. The
destinati %g;o 5, may be analyzed at 415 to determne if it is addressed
to the sensof device that is performing the nethod of PCISRPUMAYSEm 400. 1f
it is, the nmessage, or at |least the pertinent parts of the nessage, may be
witten into the i nbound queue at 455. [0025] The sensor node nmay awaken
from a | ossdionmstwaork denfigurat@. maprieisddingin idetrimipationy &the degimetiedaddyesany
feasi bl e neans, such as by the expiration of a time- out. In sone

enbodi mentiess not indicaig adedre-ahd-fdrhard JpoRYIBE, tHEIEH nalBY adshing@ Gle rEksadetier r upt or
ot her signal that awakens the sensor node. The nessage nay be read fromthe

i nbound  gid@notnothePsendstdielRain (ESRAIE HBYnLReRERGRASRA RN ef he Sensor node
at 470. Such processing may include any feasible action, such as but not

limted tﬁbwaﬁeﬂ“ﬁi@d%-ht'ﬂﬁti%)ﬂQd%gss?ﬁ?éa?%ttgz&?lﬁen%cﬂg%r@é@&%nﬁﬂ% %'s:& &61%1 ning how

. t .
to Interpret t 0ose conten S, econ sensor no operati on

mescags, B IRGRG NG O wERaR? srd el Sufal ol e BRRANEHEde RER) based

on the rres%gﬁe 329 erasing data fromone or nore queues in response to an
acknow ed§ ta)‘fl at the RFID reader received that data in a previous
transm ssion, 6) 20 etc. After all processing actions have been conpl eted,
the sensolf3dHe mayAtsomelater Bme, at éihsdAP tapthey saceirg srothaqmll] biréhisir ni ng t o
415, if the nessage is not addressed to the sensor device performng the
oper at i ongmeffrdn ongtler RFTRme24@0that b essocihted detht theddsiinmioadddresssofitay  be

anal yzed again at 420 (Fig. 4B) to determne if it indicates that the

sensor deytiessags ftort dn 2He tAatfeAGuede. SHOW ehdbodigtionas etdretingdKah@gend &1 t he
nmessage. Any feasible addressing schenme 10 WO 2006/ 057864
PCT/ U200 #eQetidRSdng scheme and network configuration being used. The RFID tag may respond
by reading the message from the transfer queue at 445 and transmitting that message to the
RFID reader at 450, along with any other relevant data.
[0028] Fig. 5 shows a block diagram of an RFID sensor system, according to an
embodiment of the invention. In the illustrated embodiment of Fig. 5, RFID reader 590
15 may be a device that polls various sensor devices 500 that are within RFID
communications range by transmitting electromagnetic radiation to the sensor devices and
receiving responses from RFID tags on the sensor devices. Each sensor device may have
a battery-powered sensor node, an RFID tag, and at least one queue to transfer data
between the sensor node and the fag. Communications between the RFID reader 590 and
20 any one of the sensor devices may follow any of the communications methods previously
described, or other methods not previously described. Some of the sensor devices may
also respond to one or more additional RFID readers (not shown).
[0029] The foregoing description is intended to be illustrative and not limiting.

Variations will occur to those of skill in the art. Those variations are intended to be

25 included in the various embodiments of the invention, which are limited only by the spirit
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and/ or network configuration may be used in this determnation. If the
destination address does not indicate a store-and-forward operation, then
it my be he nmessage is neant for another sensor device in the
vicinity gﬁﬁﬁwﬁggﬁéssage may be ignored. However, if FPREYV§HEIIUI on
address indicates that the sensor device should act as a store 5
and-forward node, the nessage, or at least a portion of it, may be witten
into the endseepeef theepneadetticlai®se. [0027] At some later time, at 440 the RFID
tag may receive another poll, but this tinme fromanother RFID reader that
is associated with the destination address of the nessage stored in the
transfer queue. How the association is determ ned nay depend on 10 the

addr essi ng schenme and network configuration being used. The RFID tag nmay
respond by reading the nmessage fromthe transfer queue at 445 and
transmtting that nmessage to the RFID reader at 450, along with any ot her
relevant data. [0028] Fig. 5 shows a block diagramof an RFID sensor

system according to an enbodinment of the invention. In the illustrated
enbodi mrent of Fig. 5, RFID reader 590 15 may be a device that polls

vari ous sensor devices 500 that are within RFID comruni cati ons range by
transmtting el ectronmagnetic radiation to the sensor devices and receiving
responses from RFID tags on the sensor devices. Each sensor device may have
a battery-powered sensor node, an RFID tag, and at | east one queue to
transfer data between the sensor node and the tag. Conmunications between
the RFID reader 590 and 20 any one of the sensor devices may follow any of
t he conmuni cati ons net hods previously described, or other nethods not

previ ously described. Some of the sensor devices nmay also respond to one
or nore additional RFID readers (not shown). [0029] The foregoing

description is intended to be illustrative and not limting. Variations
will occur to those of skill in the art. Those variations are intended to
be

12



25 included in the various enbodi ments of the invention, which are limted
only by the spirit 11 WO 2006/ 057864 PCT/ US2005/ 041391 and scope of the
appended ¢l ainms. 12 WD 2006/ 057864 PCT/ US2005/ 041391 What is clainmed is:

1. An appdBt8¥S84npri sing: a sensor node; 5 a radi oPEFEEHEHE4391
identification (RFID) tag; and a queue coupl ed between the sensor node and
the RFID tag to facilitate a transfer of data between the sensor node and
t he RFI D What.is 2lainfdieisappar at us of claim 1, wherein the queue conprises an
out bound queue to 10 facilitate a transfer of data fromthe sensor node to
the RFID tag. 3. The apparatus of claim2, wherein the sensor node is
configured to wite sensor data into the outbound queue. 15 4. The

appar at us; of cmgﬁpa;am% sfhet € queue conprises an inbound queue to
facilitate a transfer 0 ata fromthe RFID tag to the sensor node. 5. The

apparatus of claim4, wherein the sensor node is to process the data in the
i nbound queue.; KRsPnoddle apparatus of claim1, further conprising another
gueue to store data fromthe RFID tag and to provide the sane data to the

RFID tsag. 7. THhedadpauaicsdeafificdtahREIDWERedN the sensor node is to be
powered by a battery
a queue coupled between the sensor node and the RFID tag to facilitate a transfer

of data between the sensor node and the RFID tag,

2. The apparatus of claim 1, wherein the queue comprises an outbound queue to

10 facilitate a transfer of data from the sensor node to the RFID tag.

3. 'The apparatus of claim 2, wherein the sensor node is configured to write sensor

data into the outbound queue,

15 4. The apparatus of claim 1, wherein the queue comprises an inbound queue to

facilitate a transfer of data from the RFID tag to the sensor node.

5. The apparatus of claim 4, wherein the sensor node is to process the data in the
inbound queue.

20
6. The apparatus of claim 1, further comprising another queue to store data from the

R¥ID tag and to provide the same data to the RFID tag.

7. The apparatus of claim 1, wherein the sensor node is to be powered by a battery

25  and is adapted for a low-power mode.

13



25 and is adapted for a | ow power node. 13 WO 2006/ 057864 PCT/ US2005/ 041391
8. The apparatus of claim 7, wherein the sensor node conprises a tiner to
control a %{@b{} of time for the sensor node to be in the | ow power node.
5 9. The apparatus®of claim 1, wherein the RFID tag i sPEBNE2H PN o
respond to an addressed poll. 10. The apparatus of claim9, wherein the
RFID tag is configured to recognize a particular address in the addressed
poll and to transmt the data in response to said 10 recognition of the
particul ar address. 11. A system conprising: a radio frequency

i denti fi chti orTHeRBpadjtus efxelsity 7,avitbréin the Gerker SEIFVOIPHBG aaiindRid Bhitada a
battery-powered sensor node, and at | east one 15 queue to transfer first

dat a bet vweggth oh8mBRrkhd REsRMEds REbeSE BRAbwRMRr msher ei n the device is to
respond to a wireless poll fromthe RFID reader by retrieving the first

data fromthe at |east one queue and wirelessly transmtting the first
data fromthe RFID tag to the RFID reader. 20 12. The system of claim 11,

wh [ dewmi ' i : ' h ' d he RFI D
(a0 w1 &' he MerpRrgeE SRR ety B0 e bburlsil GePoalidl 15 The

systemof_claim ﬂl-l wherein the device is configured to receive second data
in a p0|f}d%f95§)€iﬂ1{0 e RFID reader, place the second data in the at |east one
gueue, and transmt 25 the second data in response to a poll froma second
RFI D reader. 14 WD 2006/ 057864 PCT/ US2005/ 041391

10.  The apparatus of claim 9, wherein the RFID tag is configured to recognize a
particular address in the addressed poll and to transmit the data in response to said

10 recognition of the particular address.

11. A system, comprising:
a radio frequency identification (RFID) reader; and
a device comprising an RFID tag, a battery-powered sensor node, and at least one
15 queue to transfer first data between the RFID tag and the sensor node;
wherein the device is to respond to a wireless poll from the RFID reader by
retrieving the first data from the at least one queue and wirelessly transmitting the first

data from the RFID tag to the RFID reader.

20 12, The system of claim 11, wherein the device is configured to transmit the first data

from the RFID tag while the battery-powered sensor node is in a low-power mode.

13, The system of claim 11, wherein the device is configured to receive second data in
a poll from the RFID reader, place the second data in the at least one queue, and transmit

25 the second data in response to a poll from a second RFID reader.

14



14. A nmethod, conprising: taking a sensor reading with a sensor node;

pl acing first data representing the sensor reading into a first queue; and
5 transmtting the first data in the first queue froma radi o frequency

i denti ficGOHYY#4 D) tag. 15. The method of clai m 14PCRVEREFPII3Y; d
transmtting conprises transmtting in response to an RFID poll. 10 16.
The nmethod of claim 14, further conprising placing the sensor node into a
| ow power node subsequent to said placing and prior to said transmtting.
17. The method of claim 14, further conprising: 15 receiving an RFID pol
containingLseQQaﬁﬁ@a;@mnngﬁ%ging the second data in a second queue; and
readi ng the second data fromthe second queue when the sensor node is not

ina |ow pov‘@ﬁkiﬁ?&'@ens?r&e&cﬁn @it'ﬂg.rsgﬂggrﬁ%%”p” sing: receiving data froma

first radio frequéency entification ( D) reader through an RFID tag;
pl aci ng the data.l eue: recei,ving a 1l .fro second.RFI D reader;
hnd 15 WO 20007 B HEC IS BBE st e A B EIRE at a i n the
queue St hrough t}'arrllgmith'i:rllg[%hg ?igst Idgtarh?t?lg 1rs§;%1ut61?e t%c?rlngra 1'(? g'gclqu\gng icfeggﬁ a(t)ilorlx '

(RFID) tag.

15.  The method of claim 14, wherein said transmitting comprises transmitting in

response to an RFID poll.
10
16.  The method of claim 14, further comprising placing the sensor node into a low-
power mode subsequent to said placing and prior to said transmitting.
17.  The method of claim 14, further comprising:
15 receiving an RFID poll containing second data;

placing the second data in a second queue; and
reading the second data from the second queue when the sensor node is notina

low-power mode.

20 18, A method, comprising:
receiving data from a first radio frequency identification (RFID) reader through an
RFID tag;
placing the data in a queue;

receiving a poll from a second RFID reader; and

15



19. The method of claim 18, wherein the poll is an addressed poll. 5 20.
The nmethod of claim 18, wherein: said placing is powered by energy received
ina firstwyhe@sgqPol !l fromsaid first RFID reader; and said
transnitting is powered by energy received in a second WPEPR&LOEBE | from
said 10 second RFID reader. 21. An article conprising a nmachine-readabl e
medi um t hat provides.instructions, which when executed by a conputing

pl atform causda8snigtingdhe deta sothe neguedhionglothe KR tap iopespabsednsaidonpr i si ng:
taking a sensor reading with a sensor node; 15 placing first data

repr esent ithefitingths@alor reading into a first queue for later transm ssion
by a radio frequency identification (RFID) tag; and entering a | ow power
node. 22. The article of claim?21, further conprising awakening fromthe

| ow- power node in 20 response to an interrupt. 23. The article of claim

21, further9. corme infkliva:of cBNRNENVNGeh RIS 2h de; readi ng second
data froma second queue; and 25 procgés@éi ngat her%g%gﬁ(ﬂgg WO 2006/ 057864

PCT/ US2005/ 041391 24. An article conprising a machi ne-readabl e nedi um t hat
provi des instructions, which when executed by a

20, The method of claim 18, wherein:
said placing is powered by energy received in a first wireless poll from said first
RFID reader; and
said transmitting is powered by energy received in a second wireless poll from said
10 second RFID reader.
21.  Anarticle comprising
a machine-readable medium that provides instructions, which when executed by a
computing platform, cause said computing platform to perform operations comprising:
taking a sensor reading with a sensor node;
15 placing first data representing the sensor reading into a first queue for later

transmission by a radio frequency identification (RFID) tag; and

entering a low-power mode,

22, The article of claim 21, further comprising awakening from the low-power mode in

20 response to an interrupt.

23.  The article of claim 21, further comprising:
awakening from the low-power mode;
reading second data from a second queue; and

25 processing the data.

16



conputing platform cause said conputing platformto perform operations
conprising: 5 receiving a radio frequency identification (RFID) poll

cont ai ni nq,@j%)a ;:rom afirst RFIDreader; placing the data in a first
queue; rec W8 RFID poll from a second RFI D readePCTAR@005041dNs i tti ng
the data in the first queue to the second RFID reader. 10 25. The article
of claim24, further conprising determining the RFID poll fromthe first
RFID reader is an addressed poll. 26. The article of claim24, further
conprising determning the RFID poll fromthe 15 second RFID reader is an
addr essed24ol | An &rficle comprising

a machine-readable medium that provides instructions, which when executed by a
computing platform, cause said computing platform to perform operations comprising:

5 receiving a radio frequency identification (RFID) poll containing data from a first

RFID reader;
placing the data in a first queue;
receiving an RFID poll from a second RFID reader; and
transmitting the data in the first queue to the second RFID reader,

10

25.  The article of claim 24, further comprising determining the RFID poll from the

first RFID reader is an addressed poll.

26, The article of claim 24, further comprising determining the RFID poll from the

15 second RFID reader is an addressed poll.
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